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Audience

Preface

This guide describes Cisco Network Connectivity Center (CNCC) Network
Connectivity Monitor (NCM) and provides instructions to integrate NCM with
CiscoWorks LAN Management Solution (LMS) and IP Telephony Environment

Monitor (ITEM).

This guide is intended to be read by anyone responsible for integrating NCM.

Conventions

This document uses the following conventions:

Item

Convention

Commands and keywords

boldface font

Variables for which you supply values italic font

Displayed session and system information screen font

Information you enter

boldface screen font

Variables you enter

italic screen font

Menu items and button names boldface font

[ oL-6303-01
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M Product Documentation

Item Convention
Selecting a menu item in paragraphs Option>Network Preferences
Selecting a menu item in tables Option>Network Preferences

Means reader take note. Notes contain helpful suggestions or references to
material not covered in the publication.

Caution

Means reader be careful. In this situation, you might do something that could
result in equipment damage or loss of data.

Product Documentation

N

Note = We sometimes update the printed and electronic documentation after original
publication. Therefore, you should also review the documentation on Cisco.com
for any updates.

Table 1 describes the product documentation that is available.
Table 1 Product Documentation

Document Title

Available Formats

Supplement Read Me First for | ® Printed document that was included with the product.

Cisco Network Connectivity

e On Cisco.com at this URL:

Center http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
cnecl_O/necm_rmf.htm
Release Notes for Network e Printed document that was included with the product.

Connectivity Monitor 1.1

e On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncml_1/ncml1_rn.htm

Integration Guide for Network Connectivity Monitor
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Table 1

Product Documentation

Product Documentation (continued)

Document Title

Available Formats

Integration Guide for Network
Connectivity Monitor

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncm1_1/nem_int.pdf

FLEXIm End Users Guide
Version 9.2

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncml1_1/enduser.pdf

GNU General Public License

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/nem1_1/gpl_ncm.pdf

InCharge Common
Information Model Version 1.3
Wall Chart

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncm1_1/icim.pdf

Cisco Network Connectivity
Center Perl Reference Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/nem1_1/perl_ref.pdf

Network Connectivity Monitor
Read Me First April 2004

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncm1_1/rmf_ncm.pdf

Network Connectivity Monitor
Documentation Roadmap
April 2004

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/nem1_1/necm_rdmp.pdf

[ oL-6303-01
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M Product Documentation

Table 1

Product Documentation (continued)

Document Title

Available Formats

Network Connectivity Monitor
System Administration Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/nem1_1/necm_sys.pdf

ICIM Reference

HTML on the product CD-ROM.

Network Connectivity Monitor
IP Availability Manager
User’s Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/nem1_1/ipavail.pdf

Network Connectivity Monitor
IP Deployment Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/neml_1/ip_depl.pdf

Network Connectivity Monitor
IP Discovery Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/neml1_1/ipdisco.pdf

Network Connectivity Monitor
IP Management Suite
Installation Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncm1_1/ipinst.pdf

Network Connectivity Monitor
Service Assurance Manager
Adapter Platform User’s
Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/nem1_1/adp_plat.pdf

Network Connectivity Monitor
Service Assurance
Management Suite Installation
Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/nem1_1/sa_inst.pdf
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Table 1

Obtaining Documentation

Product Documentation (continued)

Document Title

Available Formats

Network Connectivity Monitor
Service Assurance Manager
Notification Adapters User’s
Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncm1_1/sa_notif.pdf

Network Connectivity Monitor
Operator’s Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/nem1_1/ncm_op.pdf

An Introduction to Network
Connectivity Monitor Service
Assurance Manager

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncm1_1/sa_intro.pdf

Network Connectivity Monitor
Service Assurance Manager
Configuration Guide

PDF on the product CD-ROM.

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/
ncm/ncm1_1/config.pdf

Supported Devices for
Network Connectivity
Monitor 1.1

On Cisco.com at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/ncm
/ncmlldev.htm

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco
also provides several ways to obtain technical assistance and other technical
resources. These sections explain how to obtain technical information from Cisco

Systems.
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Integration Guide for Network Connectivity Monitor g


http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/ncm/ncm1_1/sa_notif.pdf
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/ncm/ncm1_1/ncm_op.pdf
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/ncm/ncm1_1/sa_intro.pdf
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/ncm/ncm1_1/config.pdf
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cncc/ncm/ncm11dev.htm

Preface |

Ml Documentation Feedback

Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

e Registered Cisco.com users (Cisco direct customers) can order Cisco product
documentation from the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/index.shtml

¢ Nonregistered Cisco.com users can order documentation through a local
account representative by calling Cisco Systems Corporate Headquarters
(California, USA) at 408 526-7208 or, elsewhere in North America, by
calling 800 553-NETS (6387).

Documentation Feedback

You can send comments about technical documentation to bug-doc @cisco.com.
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You can submit comments by using the response card (if present) behind the front
cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco
service contracts, Cisco Technical Support provides 24-hour-a-day,
award-winning technical assistance. The Cisco Technical Support Website on
Cisco.com features extensive online support resources. In addition, Cisco
Technical Assistance Center (TAC) engineers provide telephone support. If you
do not hold a valid Cisco service contract, contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and
technologies. The website is available 24 hours a day, 365 days a year at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com
user ID and password. If you have a valid service contract but do not have a user
ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4
service requests. (S3 and S4 service requests are those in which your network is
minimally impaired or for which you require product information.) After you
describe your situation, the TAC Service Request Tool automatically provides
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recommended solutions. If your issue is not resolved using the recommended
resources, your service request will be assigned to a Cisco TAC engineer. The
TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the
Cisco TAC by telephone. (S1 or S2 service requests are those in which your
production network is down or severely degraded.) Cisco TAC engineers are
assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has
established severity definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your
business operations. You and Cisco will commit all necessary resources around
the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or
significant aspects of your business operation are negatively affected by
inadequate performance of Cisco products. You and Cisco will commit full-time
resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most
business operations remain functional. You and Cisco will commit resources
during normal business hours to restore service to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product
capabilities, installation, or configuration. There is little or no effect on your
business operations.
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Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is
available from various online and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides, and
logo merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

The Cisco Product Catalog describes the networking products offered by
Cisco Systems, as well as ordering and customer support services. Access the
Cisco Product Catalog at this URL:

http://cisco.com/univercd/cc/td/doc/pcat/

Cisco Press publishes a wide range of general networking, training and
certification titles. Both new and experienced users will benefit from these
publications. For current Cisco Press titles and other information, go to Cisco
Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for
maximizing Internet and networking investments. Each quarter, Packet
delivers coverage of the latest industry trends, technology breakthroughs, and
Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies,
certification and training information, and links to scores of in-depth online
resources. You can access Packet magazine at this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to
help growing companies learn how they can use technology to increase
revenue, streamline their business, and expand services. The publication
identifies the challenges facing these companies and the technologies to help
solve them, using real-world case studies and business strategies to help
readers make sound technology investment decisions. You can access iQ
Magazine at this URL:

http://www.cisco.com/go/igmagazine
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e Internet Protocol Journal is a quarterly journal published by Cisco Systems
for engineering professionals involved in designing, developing, and
operating public and private internets and intranets. You can access the
Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e World-class networking training is available from Cisco. You can view
current offerings at this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Overview of Network Connectivity
Monitor

This chapter provides a brief overview of Cisco Network Connectivity Center
(CNCC) Network Connectivity Monitor (NCM). See the following topics:

e Network Connectivity Monitor, page 1-1
e CNCC Network Connectivity Monitor Components, page 1-3
e (Cisco Products that Integrate With Network Connectivity Monitor, page 1-4

e Overview of Integration Tasks, page 1-4

Network Connectivity Monitor

NCM adds network connectivity analysis to the CNCC product family by
combining the CNCC NCM IP Availability Manager (Availability Manager) and
CNCC NCM Service Assurance Manager (Service Assurance Manager). NCM
integrates with CiscoWorks LAN Management Solution (LMS) and/or
CiscoWorks IP Telephony Environment Monitor (ITEM) to analyze and
consolidate information from devices, and in real time, pinpoint device and
connectivity failures in the network infrastructure.

Figure 1-1 illustrates the basic architecture and process flow of NCM when
integrated with LMS and ITEM.
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Note

In Figure 1-1, LMS and ITEM reside on separate hosts.

CNCC NCM can be integrated with:
e One ITEM product suite

e One or more LMS products

e A combination of ITEM and LMS

These types of deployments are discussed in Chapter 3, “Deployment Scenarios.”
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Network Connectivity Monitor

CNCC Network Connectivity Monitor Components

NCM consists of two product suites:

e CNCC NCM Service Assurance Management Suite—A full-featured,
open solution for managing multiple network infrastructure domains that
support services and your business.

¢ CNCC NCM IP Availability Management Suite—A solution that
automates real-time root-cause analysis of network faults and provides
extensive impact analysis.

The following list describes the components that are used during the integration
process:

e CNCC NCM SAM Global Manager—A component that serves as a central
point for monitoring and managing your entire technology infrastructure by
obtaining data from multiple distributed domains. The SAM Global Manager
consolidates the information from underlying sources and displays
notifications in its client applications, CNCC NCM Global Consoles.

e NCM Broker—A component that facilitates communication between the
SAM Global Manager and the underlying domains such as CNCC NCM IP
Availability Manager and CNCC NCM SAM Adapter Platform server.

¢ CNCC NCM Global Console—The graphical interface for all NCM
products. The console enables operators to monitor the state of the managed
environment and quickly respond to notifications. Administrators with
appropriate privileges and access control can use the CNCC NCM Global
Console to discover NCM topology and administer underlying domains, as
well as administer NCM users, user profiles, program tools, and escalation
policies. The CNCC NCM Global Console is typically installed on many
hosts.

¢ CNCC NCM SAM Adapter Platform Server—A component that imports
traps from elements in the network infrastructure, processes the traps, and
transfers the information to the SAM Global Manager.

¢ CNCC NCM SNMP Trap Adapter—A component that collects and parses
SNMP traps.

¢ CNCCNCM IP Availability Manager (AM)—A component that diagnoses
connectivity failures, including analysis of root causes, in IP networks.

Integration Guide for Network Connectivity Monitor
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CNCC NCM Adapter for CiscoWorks LMS and ITEM (LMS/ITEM
Adapter)—A component that imports topology from LMS and ITEM to the
CNCC NCM IP Availability Manager.

CNCC NCM Adapter for HP OpenView Network Node Manager (HP
OpenView NNM)—A component that imports topology and traps from HP
OpenView NNM to the CNCC NCM IP Availability Manager.

CNCC NCM Adapter for IBM/Tivoli NetView—A component that imports
topology and traps from IBM/Tivoli NetView to the CNCC NCM IP
Availability Manager.

Cisco Products that Integrate With Network
Connectivity Monitor

NCM integrates with the following Cisco product suites or bundled products:

CiscoWorks LAN Management Solution (LMS)—A solution that provides a
robust set of applications for maintaining, monitoring, and troubleshooting
Cisco Campus networks. One of its components is CiscoWorks Device Fault
Monitor (DFM).

CiscoWorks IP Telephony Environment Monitor (ITEM)—A suite of
applications and tools that continuously evaluates and reports on the
operational health of your Cisco IP telephony implementation. The suite
consists of DFM, CiscoWorks Voice Health Monitor (VHM), and other Cisco
applications.

In this guide, the instructions pertain to only the DFM and VHM components of
LMS and ITEM.

Overview of Integration Tasks

This guide assumes that the products you want to integrate (NCM, LMS, and
ITEM) and their components are properly installed, configured, and operational.
For information, please refer to the installation and configuration documentation
that accompanied the product.

Integration Guide for Network Connectivity Monitor
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Overview of Integration Tasks W

The following list provides an overview of the tasks you must perform to integrate

NCM:

1. Determine the deployment scenario you want to implement. See Chapter 3,
“Deployment Scenarios.”

2. Determine whether your system meets the hardware and software
requirements for NCM and review the general integration considerations. See
Chapter 2, “Integration Prerequisites.”

3. Integrate NCM with LMS and/or ITEM.

For multiple LMS installations only, you need an LMS/ITEM Adapter
for each DFM. See the “Configuring the LMS/ITEM Adapter” section on
page 4-2 for information.

Optionally, configure the CNCC NCM Adapter for HP OpenView NNM
and CNCC NCM Adapter for IBM/Tivoli NetView. See the “(Optional)
Configuring the CNCC NCM Adapters for HP OpenView NNM and
IBM/Tivoli NetView” section on page 4-2 for information.

Edit the appropriate sections of the ics.conf file to reflect underlying
domains. See the “Configuring Underlying Domains” section on
page 4-4 for information.

Configure a tool to invoke the CiscoWorks Desktop from the NCM
Global Console. See the “Configuring the CiscoWorks Client Tool”
section on page 4-8 for information.

Configure the CNCC NCM SNMP Trap Adapter for the CNCC NCM
SAM Adapter Platform server to receive traps. See the “Configuring the
CNCC NCM SNMP Trap Adapter” section on page 4-10 for information.

Configure the NCM Broker as a secure broker. See the “Configuring the
Secure Broker” section on page 4-15 for information.

Perform the necessary changes in the configurations of LMS. See the
“LMS Integration Steps” section on page 4-16 for information.

Perform the necessary changes in the configurations of ITEM. See the
“ITEM Integration Steps” section on page 4-19 for information.

4. Ensure that the integrated components operate properly. See Chapter 5,
“Validating Your Integration,” for information.
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CHAPTER

Integration Prerequisites

This chapter describes the prerequisites for the integration of CNCC Network
Connectivity Monitor (NCM) with the following Cisco products:

e CiscoWorks LAN Management Solution (LMS)

e CiscoWorks IP Telephony Environment Monitor (ITEM)
The chapter includes the following topics:

e Privileges Requirement, page 2-1

e Supported Product Versions, page 2-2

e General Integration Considerations, page 2-3

For installation prerequisites and specific product requirements, see the
appropriate installation guide for detailed information.

Privileges Requirement

If you are integrating NCM with LMS and/or ITEM, you must have superuser or
administrator access to NCM components and CiscoWorks applications.

Integration Guide for Network Connectivity Monitor
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Supported Product Versions

The following identifies the supported versions of NCM 1.1 and CiscoWorks
products.

Network Connectivity Monitor

NCM 1.1 requires the following:

e CNCC NCM Service Assurance Management Suite version 1.1 CD-ROM
(Disk 1)

e CNCC NCM IP Management Suite version 1.1 CD-ROM (Disk 2)

CiscoWorks LAN Management Solution

If you are integrating NCM with LMS, LAN Management Solution 2.1 or later is
required.

CiscoWorks IP Telephony Environment Monitor

If you are integrating NCM with IP Telephony Environment Monitor (ITEM), one
of the following is required:

e [P Telephony Environment Monitor 2.0 with the latest IDU.
e [P Telephony Environment Monitor 1.4.
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General Integration Considerations

The following list highlights the general points to consider before and during the
integration:

This guide assumes that the products you want to integrate (NCM, LMS, and
ITEM) and their components are properly installed, configured, and
operational. For information, please refer to the installation and configuration
documentation that accompanied the product.

The products that you wish to integrate (NCM, LMS, and ITEM) and their
components must use the NCM Broker. This broker is installed with NCM
and is later configured as a secure broker. A secure broker enforces
username/password pairs for users to log in with.

Passwords and privileges are assigned to the various components of NCM.
Passwords and privileges are required when the system is configured.

You must have superuser or administrator access to NCM components and
CiscoWorks applications.

NCM must be installed on a host that does not have any other CiscoWorks
applications installed. This is necessary to avoid potential conflicts in
services, ports, and environment variables.

Running NCM 1.0 and NCM 1.1 simultaneously on the same machine is not
supported. Unpredictable results may occur.

NCM supports the integration of multiple instances of LMS.
NCM supports the integration of one instance of ITEM.

You have the IP addresses of the LMS and/or ITEM machines.
You have the IP address or DNS name of the NCM machine.

You have CiscoWorks access to the CiscoWorks Desktop to change the trap
configuration.

Standard Software Directories

This guide assumes NCM and CiscoWorks products are installed in the following
standard locations. All references to files and executables are relative to these
specified locations.
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Location of CiscoWorks Software

Itis assumed that CiscoWorks products (LMS or ITEM) are installed in a standard
location specified as NMSROOT/CSCOpx, where NMSROOT is /opt for Solaris
and C:\Program Files for Windows. All references to files and executables are
relative to these locations. When executable commands are mentioned, it is
assumed that NMSROOT/CSCOpx/bin is present in the PATH environment
variable.

Location of NCM Software

It is assumed that CNCC NCM IP Availability Manager and CNCC NCM Service
Assurance Manager are installed in a standard location specified as
BASEDIR/smarts, where BASEDIR is /opt/InCharge6/<productsuite> by default
on Solaris and C:\InCharge6\<productsuite> by default on Windows. For
example on Solaris, CNCC NCM IP Availability Manager and CNCC NCM
Service Assurance Manager are installed in /opt/InCharge6/IP/smarts and
/opt/InCharge6/SAM/smarts, respectively.
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Deployment Scenarios

This chapter describes several deployment scenarios for CNCC Network
Connectivity Monitor (NCM). The scenarios are described in the following
topics:

e Network Connectivity Monitor with LMS, page 3-2
e Network Connectivity Monitor with ITEM, page 3-4
e (Optional) Multiple LMSs with NCM and ITEM, page 3-8

After you have decided on the deployment scenario you want to implement, see
Chapter 2, “Integration Prerequisites,” for information on hardware and software
requirements.

Note the following deployment constraints:

e For ITEM 2.0, the DFM and VHM components must reside on the same
machine.

e For ITEM 1.4, the DFM and VHM components can reside on the same
machine or on separate machines.

e NCM must be installed on a host that does not have any CiscoWorks
applications installed.

e Running NCM 1.0 and NCM 1.1 simultaneously on the same machine is not
supported. Unpredictable results may occur.
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Network Connectivity Monitor with LMS

NCM can be integrated with the CiscoWorks LAN Management Solution (LMS).
Integration requires the configuration of NCM and LMS components.

The following summarizes the flow of information among the components:

¢ CNCC NCM IP Availability Manager uses the CNCC NCM Adapter for
CiscoWorks LMS and ITEM to import topology information from the DFM
component of LMS, and to synchronize its topology with LMS on a regular
basis. The adapter is installed as a service named CNCC NCM DFM
Topology Synchronization Adapter.

e CNCC NCM IP Availability Manager maintains communications with the
devices managed by LMS, and performs root-cause analysis of device and
connectivity failures.

e The DFM Trap Forwarder collects pass-through traps from the devices within
the managed infrastructure, and passes the traps to LMS and the CNCC NCM
SNMP Trap Adapter. The Trap Adapter forwards them to the IP Availability
Manager for analysis and to the SAM Adapter Platform server for posting to
the SAM Global Manager.

Note  DFM collects and processes two types of traps: Analysis traps and pass-through
traps. Analysis traps are used for root-cause analysis by NCM. Pass-through traps
(such as linkUp/linkDown traps) are not used for the analysis of faults, but are
passed on and displayed in the console to reflect certain conditions within a device
(such as a loss of optical signal). Such conditions complement the analysis
information.

e The SAM Global Manager imports topology information from the IP
Availability Manager and the SAM Adapter Platform server, and
synchronizes the information with that of the IP Availability Manager.

e The SAM Global Manager imports and consolidates event information from
the IP Availability Manager, LMS, and the SAM Adapter Platform server, and
displays event notifications on the Global Console(s).

e In addition to the automated corrective actions available in NCM, the
CiscoWorks Desktop, used for the LMS products, can be launched from the
Global Console.
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Network Connectivity Monitor with LMS

In this scenario, NCM includes the CNCC NCM Adapter for CiscoWorks LMS
and ITEM to seed the initial [P Availability Manager topology from LMS. The
adapter provides the following functionality:

¢ Initial topology import of all managed devices, including managed devices
not supporting SNMP.

¢ Periodic topology synchronization to import managed devices discovered by
the DFM component of LMS since the last import. The topology
synchronization is event-driven and will occur within a short period after new
devices are added to LMS.

Any device deleted from the LMS topology is not automatically deleted from the
NCM topology. It must be manually removed from the NCM topology by way of
the NCM Domain Manager Administration Console or the command-line tools. If
it is not manually removed, IP Availability Manager will continue to provide
diagnostics for the device until it is removed from the underlying repository. For
information about removing systems from the topology, see the Network
Connectivity Monitor IP Discovery Guide.

CNCC NCM IP Availability Manager supports autodiscovery of all certified
devices. This functionality is disabled by default. If NCM is integrated with LMS,
autodiscovery must remain disabled to avoid name resolution conflicts.

CNCC NCM IP Availability Manager provides full support for certified Cisco
devices and other non-Cisco devices. A noncertified device will be discovered but
managed as a generic Node for connectivity analysis only.

CNCC NCM IP Availability Manager and LMS must be configured to use the
NCM Broker.

Direct communication between the SAM Global Manager and the underlying
domains is controlled by data exchange (dxa) files. The event information that is
transferred is consolidated with the information from CNCC NCM IP Availability
Manager.

In this scenario, the login page of CiscoWorks Desktop, used with LMS, can be
launched from the Global Console. To enable this function, the name and address
of the CiscoWorks server must be set up for the client tool that is available from
the Global Console.
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Network Connectivity Monitor with ITEM

NCM can be integrated with the CiscoWorks IP Telephony Environment Monitor
(ITEM). Integration requires the configuration of NCM and ITEM components.

The following summarizes the flow of information among the components (see
Figure 3-1):

¢ CNCC NCM IP Availability Manager uses the CNCC NCM Adapter for
CiscoWorks LMS and ITEM to import topology information from the DFM
and VHM components of ITEM, and to synchronize its topology with ITEM
on a regular basis. The adapter is installed as two services, the CNCC NCM
DFM Topology Synchronization Adapter and the CNCC NCM VHM
Topology Synchronization Adapter.

e CNCC NCM IP Availability Manager maintains communications with the
devices managed by ITEM, and performs root-cause analysis of device and
connectivity failures.

e The DFM Trap Forwarder collects pass-through traps from the devices within
the managed infrastructure, and passes the traps to ITEM and the NCM
SNMP Trap Adapter. The Trap Adapter forwards them to the IP Availability
Manager for analysis and to the SAM Adapter Platform server for posting to
the SAM Global Manager.

Note  DFM collects and processes two types of traps: Analysis traps and pass-through
traps. Analysis traps are used for root-cause analysis by NCM. Pass-through traps
(such as linkUp/linkDown traps) are not used for the analysis of faults, but are
passed on and displayed in the console to reflect certain conditions within a device
(such as a loss of optical signal). Such conditions complement the analysis
information.

e The SAM Global Manager imports topology information from the IP
Availability Manager and the SAM Adapter Platform server, and
synchronizes the information with that of the IP Availability Manager.
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Network Connectivity Monitor with ITEM 1l

e The SAM Global Manager imports and consolidates event information from
the IP Availability Manager, ITEM, and the SAM Adapter Platform server,
and displays event notifications on the Global Console(s).

e In addition to the automated corrective actions available in NCM, the
CiscoWorks Desktop, used for the ITEM products, can be launched from the
Global Console.

Optionally, you can also integrate one or more LMSs with NCM and ITEM. Each
LMS resides on a separate host and has its own CNCC NCM Adapter for
CiscoWorks LMS and ITEM to pass topology and event information to the IP
Availability Manager. See the “(Optional) Multiple LMSs with NCM and ITEM”
section on page 3-8.

Figure 3-1 illustrates the deployment of NCM with ITEM and multiple LMSs.
The numbers 1, 2, and 3-N refer to separate hosts.
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Figure 3-1

Il Network Connectivity Monitor with ITEM

Network Connectivity Monitor with LMS and ITEM
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In this scenario, NCM includes CNCC NCM Adapter for CiscoWorks LMS and
ITEM to seed the initial [P Availability Manager topology from ITEM. The
adapter provides the following functionality:

¢ Initial topology import of all managed devices, including managed devices
not supporting SNMP.

¢ Periodic topology synchronization to import managed devices discovered by
the DFM and VHM components of ITEM since the last import. The topology
synchronization is event-driven and will occur within a short period after new
devices are added to ITEM.

Any device deleted from the ITEM topology is not automatically deleted from the
NCM topology. It must be manually removed from the NCM topology by way of
the NCM Domain Manager Administration Console or the command-line tools. If
it is not manually removed, IP Availability Manager will continue to provide
diagnostics for the device until it is removed from the underlying repository. For
information about removing systems from the topology, see the Network
Connectivity Monitor IP Discovery Guide.

CNCC NCM IP Availability Manager supports autodiscovery of all supported
devices. This functionality is disabled by default. If NCM is integrated with
ITEM, autodiscovery must remain disabled to avoid name resolution conflicts.

CNCC NCM IP Availability Manager provides full support for supported Cisco
devices and other non-Cisco devices. An unsupported device will be discovered
but managed as a generic node for connectivity analysis only.

CNCC NCM IP Availability Manager and ITEM must be configured to use the
NCM Broker.

Direct communication between the SAM Global Manager and the underlying
domains is controlled by data exchange (dxa) files. The event information that is
transferred is consolidated with the information from CNCC NCM IP Availability
Manager.

In this scenario, the login page of CiscoWorks Desktop, used with ITEM, can be
launched from the Global Console. To enable this function, the name and address
of the CiscoWorks server must be set up for the client tool that is available from
the Global Console.
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(Optional) Multiple LMSs with NCM and ITEM

NCM can be deployed with multiple LMSs and one ITEM installation. In this
case, the functionality and process flow are the same as in the preceding scenario.
However, note the following:

e The topologies collected by multiple LMSs are imported into, and monitored
by, one CNCC NCM IP Availability Manager.

¢ The topologies imported into the IP Availability Manager are, in turn, sent to
the SAM Global Manager.

¢ All of the pass-through traps from multiple LMSs are sent to the SAM
Adapter Platform server.

When multiple LMSs are deployed with NCM, each DFM must be configured
with a unique domain name. It is recommended that the domain names of the
DFMs follow a naming convention. For example, use a numerical scheme (DFM1,
DFM2, DFM3), the names of geographical regions (NE-DFM, SW-DFM), or
perhaps the names of network centers or campuses (Dallas-DFM).

Note Do not change the name for the DFM component used by ITEM. The DFM
component must retain its original name, DFM, in order to communicate with the
VHM component of ITEM.
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CHAPTER I

Integration Instructions

This chapter describes the various integration tasks that you must perform after
installing NCM.

This chapter contains:
e CNCC NCM IP AM Integration Steps, page 4-1
¢ CNCC NCM SAM Integration Steps, page 4-3
e LMS Integration Steps, page 4-16
e ITEM Integration Steps, page 4-19

CNCC NCM IP AM Integration Steps

Note

The following sections describe the steps to integrate adapters that are provided
on the CNCC NCM IP Management Suite version 1.1 CD-ROM.

The topics include:
e Configuring the LMS/ITEM Adapter, page 4-2

e (Optional) Configuring the CNCC NCM Adapters for HP OpenView NNM
and IBM/Tivoli NetView, page 4-2

The term BASEDIR represents the location where CNCC NCM IP Availability
Manager and its components are installed. By default, BASEDIR represents the
/opt/InCharge6/IP directory for Solaris, the C:\InCharge6\IP directory for
Windows, or your specified path.
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Configuring the LMS/ITEM Adapter

The CNCC NCM Adapter for CiscoWorks LMS and ITEM (LMS/ITEM Adapter)
imports topology from LMS and ITEM to the CNCC NCM IP Availability
Manager. The adapter is specified during the CNCC NCM IP AM installation
process and is installed as a service. The service for the adapter is started as a
post-installation task or is automatically started when the NCM machine restarts.
For ITEM, two services are installed for the adapter: one for its DFM component,
another for its VHM component.

For a single LMS or ITEM installation, no additional configuration is required for
the LMS/ITEM Adapter.

For multiple LMS installations, you need an LMS/ITEM Adapter for each DFM.

To integrate NCM with multiple LMSs, you need to download and install the
Multiple DFM Integration Package.

To download the package and the accompanying Readme file, which describes
how to download and install the package, go to the following URL:

http://www.cisco.com/cgi-bin/tablebuild.pl/cw2000-ncm.

(Optional) Configuring the CNCC NCM Adapters for HP OpenView
NNM and IBM/Tivoli NetView

This section is applicable only if the following NCM adapters are installed:
¢ CNCC NCM Adapter for HP OpenView NNM
e CNCC NCM Adapter for IBM/Tivoli NetView

These adapters are specified during the CNCC NCM IP AM installation process
and are installed as services. They must run on the same host as OpenView NNM
or IBM/Tivoli NetView, respectively. The services for these adapters are started
as a post-installation task or are automatically started when the NCM machine
restarts.
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To configure these adapters, you must execute the NMSAttachToNCM.pl script.
The script changes:

¢ The name of the DFM, while attaching DFM to NCM.

e The values of the DFM broker hostname and port to the NCM Broker
hostname and port.

To download the NMSAttachToNCM.pl script and the accompanying Readme file,
which describes how to download and install the package, go to the following
URL:

http://www.cisco.com/cgi-bin/tablebuild.pl/cw2000-ncm.

CNCC NCM SAM Integration Steps

Note

Note

The following sections describe the steps to perform to integrate CNCC NCM
Service Assurance Manager with LMS and ITEM.

The topics include:
e Configuring Underlying Domains, page 4-4
e Configuring the CiscoWorks Client Tool, page 4-8
e Configuring the CNCC NCM SNMP Trap Adapter, page 4-10
e Configuring the Secure Broker, page 4-15

The term BASEDIR represents the location where CNCC NCM Service
Assurance Manager and its components are installed. By default, BASEDIR
represents the /opt/InCharge6/SAM directory for Solaris, the C:\InCharge6\SAM
directory for Windows, or your specified path.

In this section, remember to use the sm_edit utility to edit the CNCC NCM SAM
files for the SAM Global Manager, the SAM Adapter Platform server, the NCM
SNMP Trap Adapter, and the Secure Broker. See the “Configuring Underlying
Domains” section on page 4-4 for an example of the command. The sm_edit
utility is used to edit all types of NCM configuration files. For complete
information, see the Network Connectivity Monitor System Administration Guide.
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Configuring Underlying Domains

Step 1

A

Configuring CNCC NCM SAM includes creating user profiles, configuring
settings for the underlying domains, and setting system parameters for the SAM
Global Manager.

The following section discusses how to configure settings for the underlying
domains specifically for integration. See the Network Connectivity Monitor
Service Assurance Manager Configuration Guide for other configuration tasks
such as creating user profiles and setting system parameters.

To configure settings for the underlying domains, use the sm_edit utility to
modify the ics.conf configuration file. Depending on your deployment scenario,
you will have to uncomment existing code and possibly insert additional domain
names for your underlying applications.

Open the ics.conf configuration file for the SAM Global Manager to modify it. For
example, invoke:

# /opt/InCharge6/SAM/smarts/bin/sm_edit conf/ics/ics.conf

The sm_edit utility automatically creates a copy of the ics.conf file in the
BASEDIR/smarts/local/conf/ics directory, if necessary, and opens the file in a text
editor. If a local version of the file already exists, the sm_edit utility opens the
local version in a text editor. For complete information about the sm_edit utility,
see the Network Connectivity Monitor System Administration Guide.

Caution

Step 2

You should never modify configuration files manually—use the sm_edit utility to
do so.

Modify the DomainType definitions that are applicable to your NCM deployment
scenario. (See the “ics.conf Configuration File” section on page 4-5 for examples
of the DomainType entries.)

¢ You must uncomment (remove the # characters) the “DomainType definition
for NCM-OI” entry for the SAM Adapter Platform server for all NCM
deployment scenarios.

e If you are integrating NCM with LMS, you must also uncomment the
“DomainType definition for DFM” entry.
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e If you are integrating NCM with multiple LMSs, in the “DomainType
definition for DFM” entry, you must insert an additional Name field with the
name of each additional LMS/ITEM Adapter. Values for the Name field must
be unique. See the “Configuring the LMS/ITEM Adapter” section on
page 4-2 for more information.

e Ifyouare integrating NCM with ITEM, you must uncomment two entries: the
“DomainType definition for DFM” entry and the “DomainType definition for
VHM?” entry.

e If you are integrating NCM with ITEM and LMS, in addition to
uncommenting the “DomainType definition for DFM” entry and the
“DomainType definition for VHM” entry, you must specify unique values for
the DFM names:

— The value of the Name field for the DFM component of ITEM must
remain DFM in order to communicate with the VHM component of
ITEM.

— Insert an additional Name field for the DFM component used by LMS
and specify a unique name for that DFM.

ics.conf Configuration File

CNCC NCM SAM includes data exchange files. The files enable direct
communications between the underlying domains (CNCC NCM IP Availability
Manager, SAM Adapter Platform server, DFM, and VHM) and the SAM Global
Manager.

A domain refers to an underlying application, such as NCM IP Availability
Manager, SAM Adapter Platform server, DFM, and/or VHM, that serves as a
source of event and topology data. You specify the domains and the parameters
that control the import of event and topology data in the DomainSection of the
ics.conf configuration file.

The DomainSection is divided into DomainType subsections, each of which
defines the configuration for one or more underlying domains. The following
example shows the syntax of a DomainSection when the underlying domains are
SAM Adapter Platform server, DFM, and VHM. Table 4-1 describes the fields of
DomainType subsections.
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~

Note  Only uncomment the lines that are bolded.

DomainSection

{

# DomainType definition for NCM-OI

# DomainType

# {

# ConfFile = "dxa-oi.conf";

# MinimumCertainty = 0.24;

# SmoothingInterval = 65;

# HookScript = "ics/dxa-sample-hook.asl";
# Name = "NCM-OI";

# }

# DomainType definition for DFM

# DomainType

# {

# ConfFile = "dxa-dfm.conf";

# MinimumCertainty = 0.24;

# SmoothingInterval = 65;

# HookScript = "ics/dxa-sample-hook.asl";
# Name = "DFM";

# }

# DomainType definition for VHM

# DomainType

# {

# ConfFile = "dxa-vhm.conf";

# MinimumCertainty = 0.24;

# SmoothingInterval = 65;

# HookScript = "ics/dxa-sample-hook.asl";
# Name = "VHM";

# }

}
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Table 4-1 describes the fields of DomainType subsections in the ics.conf
configuration file.

Table 4-1 Fields Defining the DomainSection

Field Description

ConfFile The data exchange file that corresponds to the
underlying domain. A data exchange file ensures that
SAM Global Manager receives the correct event and
topology data. These files should not be edited:

e dxa-conn.conf for CNCC NCM IP Availability
Manager.

* dxa-dfm.conf for CiscoWorks Device Fault
Manager (DFM).

e dxa-vhm.conf for CiscoWorks Voice Health
Monitor (VHM).

® dxa-oi.conf for the SAM Adapter Platform
server.

MinimumCertainty Minimum value the Certainty attribute must have
before an event is sent to the SAM Global Manager
from the underlying domain. Events with a Certainty
value below the threshold are discarded. This value
must be a number between 0.0 and 0.99. The default
value is 0.24.

Smoothinglnterval Time, in seconds, an event must be active before it is
sent to the SAM Global Manager. The default value
is 65 seconds. Note that the smoothing interval does
not apply to underlying SAM Adapter Platform
servers or other SAM Global Managers.

HookScript Optional—Name of an ASL script that modifies a
notification. Typically, this is used to add
information to one of the user-defined fields of a
notification. Hook scripts must be located in the
BASEDIR/smarts/local/rules/ics directory. You must
prefix the name of the script with the directory in
which it is located; typically this is the ics directory.
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Table 4-1 Fields Defining the DomainSection (continued)

Field Description

Name Name of the underlying domain. You can specify
multiple domains with the same configuration by
adding Name fields to the DomainType subsection.
However, the value of each Name field within a
DomainSection must be unique.

Configuring the CiscoWorks Client Tool

The login page of the CiscoWorks Desktop can be launched from the NCM Global
Console.

To enable this function, use the Global Manager Administration Console from the
Global Console to configure the tool. You must also specify the variables for your
browser and the CiscoWorks Server in the ciscoworks script that is provided with
the Global Console.

e Configuring the CiscoWorks Client Tool with the Global Manager
Administration Console, page 4-8

e Modifying the ciscoworks Script on Solaris, page 4-9
e Modifying the ciscoworks Script on Windows, page 4-10

When users right-click in the Global Console, the CiscoWorks client tool is listed
in the Client Tools submenu.

Configuring the CiscoWorks Client Tool with the Global Manager Administration

Console

Step 1

Step 2

Open the Global Console. For Solaris, type:

# <BASEDIR>/smarts/bin/sm _gui

For Windows, select Start > Programs > Cisco Network Connectivity Monitor
(NCM) > Global Console.

From the Global Console, select Configure > Global Manager Administration
Console.
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Step 5

Step 6
Step 7
Step 8

CNCC NCM SAM Integration Steps M

Select Edit > New Client Tool.

Specify the display name of the client tool. In the Client Tool field, type
CiscoWorks. The Create New button is selected by default. Click Next.

Specify the script, tool parameters, and user profiles. Select the following:
— Program pull-down menu—Select the ciscoworks script.

- Display Output—Select FALSE. (You do not have to change the default
values for Timeout Interval and Trace, 30 seconds and FALSE,
respectively.)

— Current—Specify the user profiles that will include the tool. To do so,
move the user profiles listed in the Unused list to the Current list. Select
the user profile and click Add. (To select multiple profiles, press the Ctrl
key while making your selections.)

— Click Next.
For context criteria, click Next.
For status criteria, click Next.
Verify that the CiscoWorks tool is listed in the Client tree and click Finish.

For more information about tools and tool parameters, see the Network
Connectivity Monitor Service Assurance Manager Configuration Guide.

Modifying the ciscoworks Script on Solaris

Step 1

Step 2

Edit the ciscoworks.sh file in the BASEDIR/smarts/actions/client directory. For
example:
# cd /opt/InCharge6/SAM/smarts

# bin/sm _edit actions/client/ciscoworks.sh

Change the BROWSER entry to point to the Netscape executable on your
machine. For example:

BROWSER=/opt/misc/netscape/netscape-7.0/netscape
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Step 3

Change the CISCOWORKS_URL entry to point to the CiscoWorks location, on a
remote machine, to which you want to connect. For example:

CISCOWORKS_URL=http://cw_host:1741

where cw_host is the IP address or DNS name of the CiscoWorks machine running
LMS or ITEM.

Modifying the ciscoworks Script on Windows

Step 1

Step 2

Note

Edit the ciscoworks.cmd file in the BASEDIR/smarts/actions/client directory. For
example:

cd C:\InCharge6\SAM\smarts

bin\sm edit actions\client\ciscoworks.cmd

Change the <host> entry to the host where CiscoWorks is running. For example:
set CISCO_HOST=cw_host

where cw_host is the IP address or DNS name of the CiscoWorks machine running
LMS or ITEM.

It is not necessary to indicate the Internet Explorer path.

Configuring the CNCC NCM SNMP Trap Adapter

N

Note

If you are integrating NCM with LMS or ITEM, you must stop the SNMP TrpSvc
service (on Windows) or stop any other running trap receivers (on Solaris) on the
NCM machine.
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The CNCC NCM SNMP Trap Adapter collects and parses SNMP traps sent from
LMS and ITEM and generates notifications to the SAM Global Manager based on
the contents of the traps. The Trap Adapter is specified during the CNCC NCM
SAM installation process and is installed as a service.

See the Network Connectivity Monitor Service Assurance Manager Adapter
Platform User’s Guide for complete information about the Trap Adapter.

SNMP Trap Receiving

Trap definitions are available for most Cisco MIBs. They are defined in the file
BASEDIR/smarts/conf/icoi/trap_mgr.conf.

For NCM 1.1, a new trap definition (.1.3.6.1.4.1.9.9.311.0.1 6 1) from MIB:
CISCO-EPM-NOTIFICATION-MIB is included in the file. No user action is
required. By default, UnknownAgent is set to IGNORE, which means the ITM (IP
Telephony Monitor) device needs to be available in the CNCC NCM SAM
Adapter Platform server's topology.

If you want to create this device, then you need to use the sm_edit utility to edit
the file BASEDIR/smarts/conf/icoi/trap_mgr.conf during discovery. Change the
value of UnknownAgent to CREATE (UnknownAgent = CREATE) and make sure
you specify the ElementClassName and ElementName. For more information
about modifying the trap_mgr.conf file, see the Network Connectivity Monitor
Service Assurance Manager Adapter Platform User’s Guide.

Changing the Port Setting for Trap Receiving

If necessary, you can change the port setting of the CNCC NCM SNMP Trap
Adapter so that it receives traps on a different port other than the default port
(162).

To do so, for Solaris and Windows, perform all of the following steps.
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~

Note

Step 1

Step 2
Step 3

Step 4

Step 5

The following instructions assume that the desired port is already configured on
the DFM machine for trap forwarding to the NCM machine.

On the NCM machine where SAM is running, use the sm_edit utility to modify
the file BASEDIR/smarts/conf/icoi/trapd.conf.

For example, on Windows, enter the command:

cd C:\InCharge6\SAM\smarts

bin\sm _edit conf\icoil\trapd.conf

In the file, locate the PORT parameter setting and change the 9000 value to the
desired port number. In this example, the port number changed to 9020.

# Set the parameters here.
PORT: 9020

Change the directory to BASEDIR/smarts/bin.
Stop the service for the CNCC NCM SNMP Trap Adapter. Enter the command:

<BASEDIR>/smarts/bin/sm_service stop ic-trapd-receiver

For example, on Windows, enter:

C:\InCharge6\SAM\smarts\bin\sm service stop ic-trapd-receiver

Remove the existing CNCC NCM SNMP Trap Adapter service. Enter the
command:

<BASEDIR>/smarts/bin/sm_service remove ic-trapd-receiver

For example, on Windows, enter:

C:\InCharge6\SAM\smarts\bin\sm service remove ic-trapd-receiver

Reinstall the service for the CNCC NCM SNMP Trap Adapter without the --port
option. Enter the command:

<BASEDIR>/smarts/bin/sm_service install
--startmode=runonce --description="CNCC NCM SNMP Trap Adapter"
ic-trapd-receiver <BASEDIR>/smarts/bin/sm_trapd
--name=TRAP-NCM-OI --server=NCM-OI --config=icoi --ascii
--model=sm_actions --output icoi-trapd/trap_mgr parse.asl
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For example, on Windows, enter:

C:\InCharge6\SAM\smarts\bin\sm service install
--startmode=runonce --description="CNCC NCM SNMP Trap Adapter"
ic-trapd-receiver C:\InCharge6\SAM\smarts\bin\sm_ trapd
--name=TRAP-NCM-OI --server=NCM-OI --config=icoi --ascii
--model=sm_actions --output icoi-trapd\trap_mgr parse.asl

The sm_service install command must be typed as one line.

Restart the service for the CNCC NCM SNMP Trap Adapter. Enter the command:

<BASEDIR>/smarts/bin/sm_service start ic-trapd-receiver

For example, on Windows, enter:

C:\InCharge6\SAM\smarts\bin\sm_service start ic-trapd-receiver

Configuring SNMP Trap Forwarding

To configure trap forwarding, you can do one of the following:

e Use the AttachToNCM.pl script and perform Step 3 of the following
procedure. (See the “AttachToNCM Script” section on page 4-16 for
additional information.)

e Manually configure trap forwarding (perform all of the steps in the following
procedure).

Perform Step 1 and Step 2 on the DFM machine; perform Step 3 on the NCM
machine where SAM is running.

If you are using the AttachToNCM.pl script (see the “AttachToNCM Script”
section on page 4-16 for additional information), then you need to perform only
Step 3 of the following procedure, because the script automatically configures
DFM trap forwarding.
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Step 1

Step 2

Step 3

To configure the SNMP trap forwarding manually, perform all of the following
steps:

On the DFM machine, select Device Fault Manager > Administration > Trap
Configuration > Trap Forwarding from the CiscoWorks Desktop.

In the configuration dialog box, make sure Forwarding is set to ON, and that the
Add Recipient field contains the name or the IP address of the host running NCM;
the port should be set to 162. Make sure that the Restart DFM Server checkbox is
selected and click OK. After the DFM server is restarted, all traps will be
forwarded to the CNCC NCM SNMP Trap Adapter listening on port 162.

On the NCM machine where SAM is running, you must configure the CNCC
NCM SNMP Trap Adapter to forward selected traps to CNCC NCM IP AM. To
enable NCM trap forwarding, the file BASEDIR/smarts/conf/icoi/trapd.conf
needs to be edited. Use the sm_edit utility to edit the file.

For example:
cd C:\InCharge6\SAM\smarts

bin\sm_edit conf\icoil\trapd.conf

The file contains forwarding statements for different types of traps. They are
commented out by default (with #). To uncomment a statement, remove the #
character.

In the file, uncomment all FORWARD statements except for this statement:
#
#FORWARD: *.*.* % _* * * hogt:port

Also, in the uncommented FORWARD statements, change host:port to
localhost:9000.
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The following are two examples of modified FORWARD statements:
# Generic: coldStart, warmStart, LinkUp, LinkDown

FORWARD: *.* . * * _* <(0-3> * localhost:9000

# Cisco: STACK module inserted, removed
FORWARD: *.*.*.* ,1.3.6.1.4.1.9.5 6 <3-4> localhost:9000

~

Note NCM is automatically configured to receive traps on port 162. If you have
any third-party SNMP trap receivers installed on the NCM machine, then
you must disable them.

Configuring the Secure Broker

Note

By default, NCM is installed with a secure broker. All NCM internal components
authenticate each other, which prevents unauthorized access. Using a secure
broker results in the following:

e Consoles prompt for a username and password to connect to the broker.

e Other NCM servers and clients use their respective credentials and send them
to the broker and to each other.

The default NCM username is admin; the default NCM password is changeme. It
is highly recommended that you change the default NCM password, as well as
other internal NCM credentials.

In addition, you can add username and password pairs for more users. For
information about username-password pairs and securing access to NCM, see the
Network Connectivity Monitor System Administration Guide. For information
about adding user profiles, see the Network Connectivity Monitor Service
Assurance Manager Configuration Guide.
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If LMS or ITEM has already been deployed, the existing DFM username and
password pair can be configured within the NCM secure broker. To obtain the
existing username and password pair, you can use the DFMConnect.pl command,
provided on the DFM product CD-ROM, on the CiscoWorks machine. For more
information about the DFMConnect.pl command, refer to the User Guide for
CiscoWorks Device Fault Manager. You need the following information:

e adminUser and adminPassword—Credentials to log in to NCM.

e brokerUser and brokerPassword—Credentials, such as the username and
password, used by DFM, VHM, and NCM services when sending requests to
the NCM broker.

e pingUser and pingPassword—Credentials, such as the username and
password, used by the NCM Broker when sending requests to DFM, VHM
and NCM services.

LMS Integration Steps

The following sections describe the steps to perform on the LMS machine, to
integrate LMS with Network Connectivity Monitor.

The topics include:
e AttachToNCM Script, page 4-16
e Multiple DFM Integration Package, page 4-17
e Manually Changing the Broker Location, page 4-17
e Manually Configuring Authentication, page 4-18

AttachToNCM Script

Changing the DFM and/or VHM broker location can be performed automatically
by using the AttachToNCM.pl script.

The script, which can be executed for any LMS or ITEM domain, automatically
performs the following:

e Changes the name of the DFM, while attaching DFM to NCM.

e Changes the values of the DFM broker hostname and port to the NCM Broker
hostname and port.
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e Changes DFM and VHM authentication parameters to match the default
values in NCM, which are the username admin and password changeme.

e Configures and enables DFM trap forwarding to the NCM machine.
After running the script, the machine running LMS or ITEM must be restarted.

An AttachToNCM.pl Perl script is available from Cisco.com. To download the
script and the accompanying Readme file, which describes how to download and
install the script, go to the following URL:

http://www.cisco.com/cgi-bin/tablebuild.pl/cw2000-ncm.

Multiple DFM Integration Package

To integrate NCM with multiple LMSs, you need to download and install the
Multiple DFM Integration Package.

To download the package and the accompanying Readme file, which describes
how to download and install the package, go to the following URL:

http://www.cisco.com/cgi-bin/tablebuild.pl/cw2000-ncm.

Manually Changing the Broker Location

~

Note

Skip this procedure if you are using the AttachToNCM.pl script.

On the LMS machine, in order for notifications from LMS to be viewed in the
SAM Global Manager, the value of the SM_BROKER_DEFAULT or
SM_BROKER (for Windows) variable needs to be changed from the default value
of localhost:426 to the server on which the SAM Global Manager is installed.
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Step 1

Step 2

To manually change the broker location, perform the following steps:

Change the value of the SM_BROKER_DEFAULT (or SM_BROKER for
Windows) variable using either the runcmd_env.sh script on Solaris, or the
Windows Control Panel (for Windows). The broker location must always contain
the hostname running the Global Manager with an optional port specification, if
the NCM Broker uses a port other than the default port (426).

Restart the computer running LMS to make sure the variable change is propagated
to all needed processes.

When multiple LMSs are integrated with NCM, repeat these steps to reconfigure
all of the DFM Brokers to use the NCM Broker.

Manually Configuring Authentication

~

Note

Skip this procedure if you are using the AttachToNCM.pl script.

Before configuring authentication, the usernames and passwords should be
chosen for securing access to the NCM Broker, SAM Global Manager, CNCC
NCM IP Availability Manager, and DFM server. If the DFM component of LMS
installation has already been deployed, the existing DFM name and password
pairs can be used to configure NCM security. However, it is not required. To
obtain the existing DFM name and password pairs, the existing DFMConnect.pl
script can be used. Since DFM uses the same name and password to authenticate
the broker and the DFM Server, the NCM security configuration should always
use identical name and password pairs for all servers and the broker.

Optionally, if DFM uses the --accept option to limit access to the server to only a
range of IP addresses, configure DFM to make sure the IP addresses of the NCM
Broker, the SAM Global Manager, and the LMS/ITEM Adapter are accepted.

See the “Configuring the Secure Broker” section on page 4-15 for additional
information about configuring authentication.
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Integration Instructions

ITEM Integration Steps

ITEM Integration Steps

Note

The following sections describe how to integrate ITEM with Network
Connectivity Monitor. ITEM consists of DFM, VHM, and other Cisco
applications. The following procedures apply to DFM and VHM only.

The topics include:
e For DFM and VHM, Manually Changing the Broker Location, page 4-19
¢ For DFM and VHM, Manually Configuring Authentication, page 4-20

Changing the broker location and configuring authentication can be accomplished
automatically. See AttachToNCM Script, page 4-16 for additional information.

If you are integrating one or more LMSs with NCM and ITEM, see the “LMS
Integration Steps” section on page 4-16.

Manually Changing the Broker Location

~

Note

Step 1

Skip this procedure if you are using the AttachToNCM.pl script.

If you are not using the AttachToNCM.pl script, you need to manually change the
broker location for both DFM and VHM. Perform the following steps:

Change the default values of the hostname and port (localhost:426) to the server
on which the SAM Global Manager is installed. The broker location must always
contain the hostname running the SAM Global Manager with an optional port
specification, if the NCM Broker uses a port other than the default port (426).

e On the DFM machine, change the default value of the
SM_BROKER_DEFAULT (or SM_BROKER for Windows) variable using
either the runcmd_env.sh script on Solaris, or the Windows Control Panel (for
Windows).

e On the VHM machine, change the broker location using the VHM tool
changeHostName.
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I ITEM Integration Steps

Step 2

Restart the DFM machine and the VHM machine to make sure the change is
propagated to all needed processes.

Manually Configuring Authentication

S

Note

Skip this procedure if you are using the AttachToNCM.pl script.

Before configuring authentication, the usernames and passwords should be
chosen for securing access to the NCM Broker, SAM Global Manager, CNCC
NCM IP Availability Manager, DFM, and VHM.

If the DFM and VHM components used by ITEM have already been deployed, the
existing DFM/VHM name and password pairs can be used to configure NCM
security. However, it is not required.

To obtain the existing name and password pairs, you can use:
e For DFM, the existing DFMConnect.pl script.

e For VHM, the existing VHM tools. Or, the information can be extracted
directly from the configuration files. See the Voice Health Monitor User
Guide for additional information about configuring authentication.

Since DFM and VHM use the same name and password pairs to authenticate the
broker and the DFM/VHM servers, the NCM security configuration should
always use identical name and password pairs for all servers and the broker.

Optionally, if DFM or VHM uses the --accept option to limit access to the server
to only a range of IP addresses, configure DFM to make sure the IP addresses of
the NCM Broker, the SAM Global Manager, and the LMS/ITEM Adapter are
accepted.

See the “Configuring the Secure Broker” section on page 4-15 for additional
information about configuring authentication.
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CHAPTER 5

Validating Your Integration

This chapter describes how to ensure that your integrated components operate as
intended.

This chapter contains:
e Verifying that Processes Are Registered with the Broker, page 5-2
e Verifying the Services for the LMS/ITEM Adapter, page 5-2
e Opening the Global Console and Verifying Devices, page 5-4
e Verifying Traps, page 5-5

The term BASEDIR represents the location where CNCC NCM IP Availability
Manager and its components are installed. By default, BASEDIR represents the
/opt/InCharge6/IP directory for Solaris, the C:\InCharge6\IP directory for
Windows, or your specified path.

The term BASEDIR represents the location where CNCC NCM Service
Assurance Manager and its components are installed. By default, BASEDIR
represents the /opt/InCharge6/SAM directory for Solaris, the C:-\InCharge6\SAM
directory for Windows, or your specified path.
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Verifying that Processes Are Registered with the Broker

Ensure that the NCM Broker has access to all of the CNCC NCM (SAM and AM),
LMS (DFM), and ITEM (DFM and VHM) applications and that the processes are
registered and running. To do so, issue the following command:

# <BASEDIR>/smarts/bin/brcontrol

This command displays a list of processes registered with the broker, their states
(RUNNING, DEAD, UNKNOWN), process IDs, port numbers, and the last time
their states changed. For additional information about the broker, see the
InCharge System Administration Guide.

Verifying the Services for the LMS/ITEM Adapter

The CNCC NCM Adapter for CiscoWorks LMS and ITEM (LMS/ITEM Adapter)
imports topology from LMS or ITEM to the CNCC NCM IP Availability
Manager.

Ensure that services for the LMS/ITEM Adapter are running:

e For LMS, the service is ic-dfm-adapter and is named CNCC NCM DFM
Topology Synchronization Adapter.

e For ITEM, two services, ic-dfm-adapter and ic-vhm-adapter, should be
running; their names are CNCC NCM DFM Topology Synchronization
Adapter and the CNCC NCM VHM Topology Synchronization Adapter,
respectively.

To display the status of the installed services on Solaris or Windows, use the
sm_service show command. For example, on Solaris, issue:

# /opt/InCharge6/SAM/smarts/bin>./sm_service show
Alternatively, on Windows, you can select Settings > Control Panel >
Administrative Tools > Services to view the status of services.

Usually, the service for the adapter is started as a post-installation task or is
automatically started when the NCM machine restarts. If the service is not
running, you can start an individual service.

Integration Guide for Network Connectivity Monitor
m. 0L-6303-01 |




| Chapter5

Validating Your Integration

Starting the Adapter Service for LMS

If necessary, on Solaris, to start the adapter service for the DFM component of
LMS, issue:

# <BASEDIR>/smarts/bin/sm_service start ic-dfm-adapter

On Windows, you can start the adapter service from Services in the Control
Panel.

Starting the Adapter Services for ITEM

If necessary, on Solaris, to start the adapter services for the DFM and VHM
components of ITEM, issue these commands:

# <BASEDIR>/smarts/bin/sm_service start ic-dfm-adapter

# <BASEDIR>/smarts/bin/sm_service start ic-vhm-adapter

On Windows, you can start the adapter services from Services in the Control
Panel.

Checking the LMS/ITEM Adapter Service Installation Parameters (Optional)

To view the default parameters and their values of an existing service installation
invocation, you can use the sm_service show command. For example, issue:

# sm_service show ic-dfm-adapter --cmdline

The default parameters for the adapter service for the DFM component are:

<BASEDIR>/smarts/bin/sm_service install ic-dfm-adapter
--startmode=runonce
--description="CNCC NCM DFM Topology Synchronization Adapter"
<BASEDIR>/smarts/bin/sm_adapter
--name=NCM-DFM-ADAPTER
--logname=ncm-dfm-adapter
-DciscoServerName=DFM
-DamServerName=NCM-AM
-DdiscoverPending=YES
--output
nfm/nfm-start.asl
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The default parameters for the adapter service for the VHM component are:

<BASEDIR>/smarts/bin/sm_service install ic-vhm-adapter
--startmode=runonce
--description="CNCC NCM VHM Topology Synchronization Adapter"
<BASEDIR>/smarts/bin/sm_adapter
--name=NCM-VHM-ADAPTER
--logname=ncm-vhm-adapter
-DciscoServerName=VHM
-DamServerName=NCM-AM
-DdiscoverPending=YES \
--output
nfm/nfm-start.asl

For additional information about services, see the Network Connectivity Monitor
System Administration Guide.

Opening the Global Console and Verifying Devices

Open the Global Console and check your topology. Verify that devices are
imported.

Step 1 To open the Global Console for Solaris, type:
# <BASEDIR>/smarts/bin/sm_gui
For Windows, select Start > Programs > Cisco Network Connectivity Monitor
(NCM) > Global Console.

Step2  Select File > New > Topology Browser Console to open the Topology Browser
Console. In the left panel, expand each object in the topology tree and check its
contents.

For information about using the Global Console, see the Network Connectivity
Monitor Operator’s Guide.
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Verifying Traps

In the Global Console, verify that you are receiving traps as notifications.

Step1  To open the Global Console for Solaris, type:
# <BASEDIR>/smarts/bin/sm_gui
For Windows, select Start > Programs > Cisco Network Connectivity Monitor

(NCM) > Global Console.

Step2  The Notification Log Console opens by default or select File > New >
Notification Log Console. In the console, examine the notifications that display.
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