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ASA FirePOWER &83}5 9]

HH WA T4 ASA FirePOWER B BBV 0] 2. WIIRTCE (DL S HERR ) A0 SRns 35 2
HHATHIGERC B, A H ASA FirePOWER #idkff) CLI. Zjla CLI, Ay LA LR i
o ASA 5585-X (FEfAHL) .
— ASA FirePOWER il £33 1 - BEH E 45l & o H o — A 500 S 4% 61 6 o 1
— f#F] SSH 1 ASA FirePOWER &2 1/0 #: 10 - &0 LLERE Z BN TP Hutik (192.168.45.45/24), W] LIFEfE ] ASDM
TR TP Mk J5 A SSH HEATIEHE . BEER b 8 B 112 — AN S AN T IR A7 AR 2 11 o

A\
F BEEEEH session #4519 ASA IR ) ASA FirePOWER fifi {53 CLI,

o FraHAMAS  CHRAEREER)
— TR B ASA £ — WUREARGET CLI V58 ASA, WA DL SR 2E 347 [l i CLI
— f#F] SSH 7 ASA FirePOWER &2 0/0 #:11 - &0 LB Z BN TP Hutik (192.168.45.45/24), W] LIfEfE ] ASDM
B IP Mk J5{# ] SSH #E4Ti%#2. ASA FirePOWER & HI#: 115 ASA JLHI& B . ASA Ml ASA FirePOWER
i R B MAC Hulib A0 IP #idil. #4207 ASA FirePOWER #:/E &% (ffH CLI 8 ASDM) ELE ASA
FirePOWER IP #ihil-. 1HZ, #HEE (FlanEHED) £ ASABE . B LIk ASA EORE (tHEEEDLZ
R, Bk OiE e A— ASA FirePOWER #: 0. 8 O T8,

SERAMIIATCE 5, ] FireSIGHT & ¥t ASA FirePOWER L # %24 %% . S8/, FCE ASA #m&, LMEH CLI. ASDM
5 Cisco Security Manager # i & &K i% % ASA FirePOWER Hit,

5 ASA TheERIGR A M
ASA WHELZ &R ML, HhadE HTTP /%8 . (12, ASA FirePOWER B ELASA $24E T F & HTTP &g, Lo
N 3@ P oAt o P i Ee A Th e, 4 W0 AR ) 2 R ek PR AR O
7 FIF ASA FirePOWER BEER [ ThEE, 16 BR LU RN A # k1% % ASA FirePOWER AR 17 &
o EZXN HTTP M EE E ASA 1.

o HIEE &= M4 %4 (ScanSafe) fr & . TR XS R —Ii R [FF BC & ASA FirePOWER & fl = M4 % 48, ASA HIAT
ASA FirePOWER #5785 .

o ASA HARN A A (BAEBOAMEE) 5 ASA FirePOWER HHUR %
o WEZIRAMBAM T %4 (MUS) IRs54s: MRS E55 ASA FirePOWER B A He % .
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AREEL SR, 7 ASA AT HEERET, FraI4E ASA FirePOWER i & LM E 5 ASA. #1 ASA [ ASA
FirePOWER #HRFF 45 N Z M R AT B A SE5IHRR RS,

sk T P ASA XFrP ASA FirePOWER fRBR A SEIS R #F — 8 (i FireSIGHT & H A0 , Ml 4T A —
#;bk.

ASA SEHESRN
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BSiESEN
o NPT 5512-X & 5585-X BT, HARMMERA ASA B 9.2 (2.4) F1 ASA FirePOWER 5.3.1.

o LUFAIS 3L RF ASA FirePOWER #5t. X+ ASA 5585-X, AMHUE —AMEAME, (HFHAMATHE RS, AEgug— K
i, FRVEAME R, HSW (HF ASA F51EFIE

(http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html).

— 5585-X (HHfRREHO
- 5555-X

- 5545-X
- 5515-X
- 5512-X

o XFT 5512-X 3 ASA 5555-X, iz MRE AR (SSD). A XRHIEE, 1EZ0 (ASA 5500 - X fifF4E ) -

o35 S PR
o WBEE 4 LMY ASA REIAAE.
. R At R | BT, AR IS T ASA FirePOWER Hibt, 5 F /S ikttt 1 2045 Kb i

o fE ASA b, TEICIE RN BC B A M IR SO I NI . R e vF—Fh 2 e simk . 2T, BRE N EEE R E
A Pt sy HAth 1 540 B A BB X

Y3 ASA FirePOWER £31843

K 724X ASA FirePOWER BEHL A B 0] LL4k, ASA FirePOWER &34 M F i ] HTTP AR %2585 DNS R%-%8 &
M, USFRREHEAMELZELE . ATHRAICNHERER NS E . AT RN S5 BN E .

ASA 5585-X (FE{HiEiR)

ASA FirePOWER HER T H — 1~ ASA $2 L i s Mmisd G 0. T E, v LUE AR IP duht, @ik SSH #E#z
#| ASA FirePOWER ¥ 1/0 %D WRTCEAE BN TP bk, W] DS S & b DB ASDM B Ui 3 1P bk, DAfE
H SSH. GFZE 11 7 EAHE 5 ASA FirePOWER & # 1P k. )

ASA 5585-X ASA FirePOWER SSP  ASA FirePOWER Management 1/0

|®I IImmIH ﬂll[l]]l \Imlm\l FII]IID| 5

)
ASA Management 0/0
Default IP: 192.168.1.1

371446


http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html

MR BAEBEE R

WA NS s, T LEE S ASA &3 0/0 1 ASA FirePOWER &3 1/0 #: L[S M4 A1 ASA I3 48 2 8] i ST BE
PLVG ) BRI . BEAN, 5450 7E ASA EIn— 8 d, DL Py 5B s i 82 U7 b B HL R 4%

Proxy or DNS Server (for example)

ASA gateway for Management

Router
ASA FirePOWER
Default Gateway

_l ASA FirePOWER Management 1/0

_

Management PC

371447

WMRZANPEEEHER

W NG —ANNEERILS, B ENE — AR B4, X7 BN R e 2 Se I 2 TR . AT, AT BAM
WEEE O E 0/0 B2 DR 2 ASA. BT ASA FirePOWER HiHLE ASA $RALM sS4, &7 LIS ASA FirePOWER ## 1/0
Ml A B 2 5 PN SR AR R P 4% .

ASA FirePOWER Default Gateway

I:l'i Layer 2

Management PC Switch ASA
= = 0‘“8"’9@

ASA FirePOWER Management 1/0
ASA Management 0/0 not used

Proxy or DNS Server
(for example)
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ASA5512-X %] ASA 5555-X (ER{EiELR)

ASA FirePOWER L 7E 1% ST 5 dh S — N R AR EUIZ 4T,  ASA FirePOWER SR 05 ASA LA 0/0 0. XTI
WE, ATLM#H SSH %825 ASA FirePOWER BRAAY IP Hudilk. G5 Aeyfd FHERA R IP bk, 7T LA 53R A ASA
FirePOWER £:iE 8 /] ASDM 25 B 1P bk, LUM#H SSH.

ASA 5545-X

ASA FirePOWER Management 0/0
ASA Management 0/0
Default IP: 192.168.1.1
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MR BAEBEE R

HISRAT PO BSR E 3, S TT LAY 4E ASA I ASA FirePOWER 1 IP MUk 45FE 0/0 %% 5 P9 5 4% 2 1] SEBL B B, DAV 1 1T
WA, BEAR, % A(E ASA FURII—BAHT, LT P B H B R

Proxy or DNS Server (for example)

ASA gateway for Management s’
—

Router l "y Outside
ASA FirePOWER - /
Default Gateway :

]
371450

Management PC

NRE BRI E RS

MR RE—ANAEEMLS, EEIEMAE — NN, EXMEN T, TN OMAE 0/0 BEOkETE ASA. WHE
MBI 0/0 #O%% ASA FLE LR, U] LIl B %8 01 ASA FirePOWER IP #3k. BT ASA FirePOWER fise )i F
2 ASA IRAL M, AL ¥ ASA FirePOWER & ¥ bl it B 21 5 Py 3542 1A 5] (K R 4% .

I ASA FirePOWER Default Gateway
I:l Layer 2

Management PC Switch ASA

—— " O”tSide@

Management 0/0

Proxy or DNS Server (ASA FirePOWER only)
(for example)
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A
E O BOFIGE 0/0 ) ASA BU B ZFR. WHRALE ASA R E %4, W ASA FirePOWER bk 415 ASA 7E 7 — M 2%,

JEHHERR A R AL ASA B0 REEMMNLE ., W Z AR E, N ASA FirePOWER Mtk il 7EAR (o B 4%, 41,
ASA HEBMI4 .

— . 2= A3 P
BEIASA FRIBEN RS ZETESE (ASDM)
T AE BRI ASA IE B ERERBOAME FL IP Mk (192.168.1.1). RIEAREHIM L, AEFEBEEA I ASA B FE IP sk, =ik
ASDM V5 M) fic B HAth 1) ASA #2101 (iES I 5 T 9% R: ASA FirePOWER & fia%lj)

T ASA §5512-X 3] ASA 5555-X, G JRAa B A B 1) B T I 4% <1%’5|ﬂ9€ 7 U R R A A A . BT BN R
B—ANNEEO, FAM OO HOBKRAH. EEXZEOMEEEE, H2H (ASAREREE) .

ST EEHITEN L, B3N

8 2 bR, 8L URL: https://ASA_IP_address/admin. ERINM ASA &3 IP ikt Ny 192.168.1.1.
£ 3 i Run ASDM i&1T Java Web Start M. 30#, MiZUUH F# ASDM & shFEF .

SB 4 BIERGE R EEZ TR LT . 24004 57~ Cisco ASDM-IDM Launcher Xt {F4E.

|5 NASHP2AHEEFE, Jfad OK. RGHK SR ASDM & H.



https://ASA_IP_address/admin

D RIRTEHBR{R ASA FirePOWER EX{HF4R3R

WRIEM ST & ASA FirePOWER BEHf ASA, HEEEAEFIFT T A A4 (SSD) S Tilds, GRS v LTI E . W2
HILE ASA III—A ASA FirePOWER #fF i 875 E S # SSD, & FHEE %% ASA FlrePOWER SRS, ¥ SSD 4y X, I
MR LLFE 7 2 35 R G A

HHTWARR AP IR S BRI, AR ZAAE T E S 2 8 ASA FirePOWER i, iR #t SSD, 75 EHFTWE R4
AR 2 SSD E R, 1S5 (ASA BEAFIRF) .

FRF M
o N7 (disk0) BT 22 R 520 Ry 3 GBI -F A sl A R
o HEZHREAT, EERGPITE R B PAT P TR,

o W IRBEBAT — MNP, RIHA Z0 S R P i A R RE IEAE IS AT A AR B RE . e E L AN ASA CLI $04T . 14,
PAT LA R A & G ISR EIER IPS BAHIEER, AR5 BB N ASA; Bk CX By &5 AR, (HAEA] cxsc JREEZTME ips.

hostname# sw-module module ips shutdown
hostname# sw-module module ips uninstall
hostname# reload

o WA FAME KM MBEEE M A IPS 83 CX bk, EANIFEFR %K. B, WHREM LR ER, WM no
service-policy ips_policy globale U5k 5% 5w G5 A8 ZELE 4 (1) FCARFIIN , S8 00 33 MR DG (1) SR M St B2 ok B o ) i &, B
F, WHRE R R B, MR E A5, WTLAMER CLI 8 ASDM 2 kR RmE .

o CYEEFTWUERBIEET, 8 AR R B o A E By A RS RRIH R . #1W,  sw-module module sfr uninstall.

e M Cisco.com KU ASA FirePOWER Ji Zh 5 Fl1 5 S8 8 1F 49

BRIFLR

SB 1 KB TERE & &, EIMEMARERMY: RERERGEE FHE SSD. &4 LR iE:
e ASDM: ¥Z%e¥)ashmug B TAEY,, s &/ FTP. TFTP. HTTP. HTTPS. SMB ¢ SCP IR % % I-.
SRJE, 7E ASDM 1, #%FF Tools > File Management, 93 )5i%4%1E X4 File Transfer 774, Between Local PC and
Flash 5% Between Remote Server and Flash. ¥ & sh#H4&4i % ASA 1Y diskO.

e ASA CLI: &% Faimig i EE TFTP. FTP. HTTP sk HTTPS Ak4528, SRJGM M copy v H R & B N7 .
PUR B TETP; &3 RS 23 1) 1P bk 5 414 E 4 <TFTP Servers.

ciscoasa# copy tftp://<TFTP SERVER>/asasfr-5500x-boot-5.3.1-58.img
disk0:/asasfr-5500x-boot-5.3.1-58.img

H£B 2 M Cisco.com ¥ ASA FirePOWER R4 F T # 3 n] LLilid ASA FirePOWER & ## Oj i i) HTTP. HTTPS ¢ FTP
K528 .
S8 3 FALL T4, 78 ASA diskO & ASA FirePOWER # 5 S WAZ AL &

hostname# sw-module module sfr recover configure image disk0:file path

W R KR, “ERROR: Another service (cxsc) is running, only one service is allowed to run at any time” HI{5 &, &

IS CAEE T AR, W BG4 —FR, LIt BER, AR5 23,
ilpup

hostname# sw-module module sfr recover configure image
disk0O:asasfr-5500x-boot-5.3.1-58.1img

£B 4 N\ Far4nE ASA FirePOWER B34 .

hostname# sw-module module sfr recover boot

LE]S Fh S H 1S 63\%437515 ASA FirePOWER S 356 G, 15 IEEIZ4T 1) ASA FirePOWER &5 3l B8 2 [8] 425 il
Gaih. TG, BT EH Enter SR EXER. BIAHF 22 admin, BIA%E2 Adminl23.
hostname# session sfr console

Opening console session with module sfr.
Connected to module sfr.Escape character sequence is 'CTRL-"X'.
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Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

R BN R TEK,  session fiy &K RIMOF R/ Tl I eyST #EATHEERE . 155 H k.
fEH] setup AT QML E ARG, B LZEARGHMH.

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

R REMA LT AR, WS, SHEMIEARM LKL DNS (& B2 B M Bk E,
* Host name - &% 65 N FEHUFHTHR, NREEHTHK. RUTFESHETH.
e Network address - A DL B N ER A [Pv4 31 [Pve ik, 808/ DHCP C&H T IPv4) B IPve JOIRES AN HE
e DNS information - WAZJHfE /0 —/> DNS 45 %% sty DLk B i 44 A 2.
e NTP information - A] BLJg F NTP F+HC & NTP AR %28 K% & R GiH ],
f#F system install 74 235 RG89 AF AR -

system install [noconfirm] u7/

WERAREE I, HEGH 2N noconfirm . ] HTTP. HTTPS 8¢ FTP URL; R 2 F 4 fl %
B, RGUKARIR A AR .

ZRER)E, RAER . MHAM 2% ASA FirePOWER R4 5 ZI7 5 10 208858 KA . (show module sfr
i RO A AR~ A Ups )

P

asasfr-boot> system install http://asasfr-sys-5.3.1-44.pkg

Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-FirePOWER 5.3.1-44 System Install
Requires reboot: Yes

Do you want to continue with upgrade?[y]: ¥
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade.Press 'Enter' to reboot the system.
(press Enter)
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

{1715 ASA FirePOWER B2, PBUOAE KR 2R, REK 2 SR AR K& FIR-R.
asa3# session sfr

Opening command session with module sfr.
Connected to module sfr.Escape character sequence is 'CTRL-"X'.

Sourcefire ASA5555 v5.3.1 (build 44)
Sourcefire3D login:

i H F' 4 admin F1Z Y Sourcefire & 3% .



BT 10 RN A G E

HTE N

b 0 e B BRI 12 B2 e P VR T B (EULA) o 85 188 S SO 2 b1 b, 0L B AT DNS B . T DAL
E IDv4 i IPv6 5 SEHEHL . B,

System initialization in progress.Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4?(y/n) [v]l: ¥

Do you want to configure IPv6?(y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 address for the management interface [255.255.255.0]: 255.255.252.0

Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'nmone' []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center.A unique alphanumeric
registration key is always required.In most cases, to register a sensor

to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname | ip address ] [registration key 1°'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

] configure manager add 7 & R4 & FLUL ¥ 45 1) FireSIGHT & 3 P04 .
ARG Rt — N MHEH, ,d\/{ﬁﬁfﬁﬁﬁﬁﬁ J\»ﬂﬂ&%’ﬁj—ﬂ: FireSIGHT &R Ll . DU e fil4s h — AN s 5
Bl ZA7AE NAT LFN, LS AHAR: BS % 12 5 R FireSIGHT 2 H.07%0 ASA FirePOWER.

> configure manager add 10.89.133.202 123456
Manager successfully configured.

S 12 XS, [/ HTTPS #8:LL & _Fmf N I FENL L il & 5% FireSIGHT BHE AP L. H140,

Je

https://DC.example.com .

{#i ] Device Management (Devices > Device Management) T [E I 4. B RFEANES, HSRBALE BB
(FireSIGHT 40/ /7750 i “EHBE” B,

=R

10

WA PLE I FireSIGHT & H A ECE NTP AR (A1 & . 7R System > Local > System Policy T [ 2 5 A< Hb 25 B H)
A FH I [ R) 2 1



https://dc.example.com

6 ¥ & ASA FirePOWER E1E IP itbiit

TS TC A BRI A B TP Hihk, TTUAM ASA BB HE IP ik, BB IP Hhhbjs, TTLAME A SSH 7 ASA FirePOWER

PERPAT I A B E

Wk CATENIIE R AR BB ASA FirePOWER CLI BUE T2 BEHbhE, W28 11 T L 7E ASA FirePOWER CLI it B 54K ASA

FirePOWER B E A, WAFEi#E ASA CLI 8t ASDM F 8 & # k.
A

E O OXTF AR, FTLAYTE ASA FirePOWER CLI, it M ASA CLI K& ifRHUTRE; RIGAERBESTFEFEE ASA

FirePOWER & #E 1P ik, SFFRfas, £ur DO 56 6 i H 58 Ry iG & .

FEZERBET, I RGIAT B P AT P IR

$£B 1 7£ ASDM H, i&FF Wizards > Startup Wizard.
LB 2 i Next MWL 5 F TN Y, HEE/RH ASA FirePOWER Basic Configuration B .
BB 3 HEHIE L TP Huhk. 7 RHERD RTER ARG
TR W 2 52 e K L PV AT AL
BB 4 riddi Finish Bhd HARBFRE, B0 midh Next [FFT X SRR R, THIAS.

7 7 ASA FirePOWER CLI fic 2 £ 7 ASA FirePOWER 1% &

Tie B 22 42 SRIE 1, ML ZAE ASA FirePOWER BERIC B A 0 2 U B AN Al S 8. 2P BRI O 223 1 58 B R Gt
(AR BB+ BEARFAEL LR, WK T OB A%, s R b S 173t

e BEE R B IEAE AT VIR B . EVRECEMIN, REASRAEIITREIRE. TRDGFEE SR LRE, HiEfT
configure network 4 F AN BEE . A% configure network a4 FIVEANE R, WA 2 ar &KW, 30
(FireSIGHT #Z¢/1/'75/7) X FireSIGHT A 3 0 Py OB B o

SE1 PATULFERIEZ —
o GEMTAME) 4[] SSH iE#: % ASA FirePOWER & # IP il

o (fUEMATHAEE) M ASA CLI FTH SHERSTE GESME R BERE R “NI1”7 ZA515H ASA
CLD . EZERHENA, EMNREHITE AT L8

hostname# session sfr
£ 2 )4 admin 13519 Sourcefire &3¢,
PH 3 ERATHARSRLE.

REAA IS B 2 9F 3% 52 B 2 VERT UM (EULA) o SR 5 4% 587 B0 OO B 03 e hh, o LA B AN DNS B8 . 5T ARE

B IPv4 fl IPve B EIHNE, M RR T REEIR L AUEL FireSIGHT & B A LI TE B ME BN, BE 5T
1 :

System initialization in progress.Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4?(y/n) [vy]: ¥

Do you want to configure IPv6?(y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 address for the management interface [255.255.255.0]: 255.255.252.0

Enter the IPv4 default gateway for the management interface []: 10.86.116.1
Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'nmone' []: 10.100.10.15,

1"



10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center.A unique alphanumeric
registration key is always required.In most cases, to register a sensor

to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

‘configure manager add [hostname | ip address ] [registration key ]

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

IAE LU IR SR 12 T L ¥ FireSIGHT 4 3 f 078 I ASA FirePOWER IR, 58 & B UL ¥4 19 FireSIGHT & 28
RN

= P AR -
8 5] FireSIGHT &I8d:(>»7570 ASA FirePOWER
FireSIGHT & ¥ A .o B R OB AR AR 0, 2 B FEAH R BAS R 2 5 ) 24 FirePOWER B2 45 1 B 0MUIR 55 %% . FireSIGHT & ¥ A0 ]
PLORIE B B AL E 1 — BRI B 0T AR, B E KRB WA IE.
%HF ASA §5512-X F| 5585-X, UK S TN E FireSIGHT &3 oty 8RS Hofth 75 N ic B A S,
T A FireSIGHT B H A0 )% %, %M configure manager add w4 . H W& EME FireSIGHT EH AL, JBH T
BRI FEMNES, X2 NMEENRRES, SETHEEHAR.
ERZHIERT, BIEMSHN, EFi$4E FireSIGHT &3O R B LA B IP Mok, #lin.

configure manager add DC.example.com my_reg_key

HE, WRKES FireSIGHT EHyb0H — & NAT W&, 5 5EMNEH—EMAME—K NAT ID, BT
DONTRESOLVE T E8L42, Hiln.

configure manager add DONTRESOLVE my_reg_key my_nat_id

BR]A

PATUTFIEZ —
o CEMTHERS) ] SSH iEHE ASA FirePOWER 8 IP Hilif:.

o (BUEM THAEY) I ASA CLIATIF SHBERI23 GES W BRI BRI “ A7 JEA5U5H ASA
CLD . fEZHERMN, HNRGEHATEHITIF 218

hostname# session sfr

L], 2 HHHEP % admin 80U CLIEE CEREAD U7 RBBRION ) HABH P 25 5%.
S8 3 ERARFMNE, 1 configure manager add &4 & % VEM & FireSIGHT BB 00 VLI :

12

configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg_key [nat_id]

He:

o (hostname | IPv4_address | IPv6_address | DONTRESOLVE} #5 %2 FireSIGHT & B .00 [ 58 2 FR & FHL A BL 1P #h
fko 4n2R FireSIGHT & PO ATT H& T 0k, 751 DONTRESOLVE.

* reg_key 5[ FireSIGHT % B rpCoyd M ¥ 2% 7 22 A e — 7 BEEC M 25 9

o nat_id 7EAF FireSIGHT B H A0 5% & 2 [ FE M SRR E s /. WRENZEREN
DONTRESOLVE, I Jy 3T .



HW] 4 WA, (A HTTPS % LKk Elifm A i) ENLA AL 5K FireSIGHT A B H0Go B0,
https://DC.example.com o

{# ] Device Management (Devices > Device Management) T I % . G XFEAMGEE, 15SRBALHEBEL
(FireSIGHT FZ/ /758 i) “EHEE” B,

9 fidE ASA FirePOWER 1&Eth 22 £ 2 H%

A S SRR AL A IR S5 b AT ], B R —AX TIPS S AR I e .
AT fd F FireSIGHT 73 b0 i B ABLER | 11 22 45 SR .
BB T E 24 R ) CLI.

59 FireSIGHT B2/l B R £ R

T IF FireSIGHT & H PO, EHATU FiEMEZ —:

o [FHMLE N EERITIH hetps://DC_address, HH DC_address £TES 12 TR FireSIGHT ZH A LRI ASA
FirePOWER H5E X [HE 2§ DNS ZFR IP bk, #5140, hetps://dc.example.com

e 7F ASDM ", #%4% Home > ASA FirePOWER Status F 5 o 455 i [ AR i 38 1) 4 4%
HRUMTEL B 24 KIS E R, &S (FireSIGHT #4755 8 FireSIGHT &3 .0 R BEHLEE B .

1 O r_,l ASA FirePOWER *Ei;{ii r_,luu,g

& mT A PR e IR O IR 45 EmE , 5] ASA FirePOWER L & 52 [4] I 2
AT DAEE SIS AW ) SN BEERE TP E 4.

o FERBIMET, MEAAK P IOEPIB L, HAXPOREIR] ASA. BT P, R DURE i A RE S R iR A
L IFBEAEAN TN P24 1A 00 T VR AL TR A A

o FEWIKEE T, SLhRER SPAORE R, I H IR RIS FUR KA B . 7E 2 5 TR I R TR RO N 4
T HAt AR )G, RN IR B2 ASA, DAREAT #E— P AL BRI e A% K

£ ASA b, EJEIk[R] I e B O A2 A U IR o IR 2. e VF — Al e e semg . A2 SRAT, Eedon el s 20U
PRI LAt S0 B P IR

EETE

o WREFHME RIS IMEEEMZE IPS 8f CX ik (2 ASA FirePOWER ##) , AR ZREE, R)5A4 A E
ASA FirePOWER IR 55 5 1% .

o EHITRTE ASA Al ASA FirePOWER Tt & ) SRS — 2. 1/ 2R I 12 S Bt & 140 4 8 B P BB A 5
o TEXEFRBEAT, BESNZEBRPIUTISE.

BRIESR

S8 1 7£ ASDM #', i%#% Configuration > Firewall > Service Policy Rules.

HB 2 i%F Add > Add Service Policy Rule.

S 3 EFRE TS R B O N SRS B4 R R IR SR, S T Next.

SB 4 FEMEILE. Fla, EeTCALE Any Traffic, IXEEE NG U7 0] KU A B & I B Ao e m AR, B, 1BW
ARAE T . ACL GREAM B , SIAEREI, & SCEREE. HARE U T 3w 1 H AR K
SENIREISE LG, M Next.

£ 5 7f Rule Actions UM, i ASA FirePOWER Inspection i£Ti+ .

92 6 i%4% Enable ASA FirePOWER for this traffic flow &i%HE.
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https://DC.example.com
https://DC_address
https://dc.example.com

$8® 7 7 If ASA FirePOWER Card Fails X3, i 5 DL FAE— 20
e Permit traffic - WIRBHATR, W&E ASA RVFFTE I EA LA B v] @ i
* Close traffic - WIRBEIATH, WK E ASA LA E.

B 8 (Wik) ik Monitor- only PR IR R a4, B ah . e B o, AmE LB URIE. AR
PEAIE R, 1SR 3 71 LAJASA FirePOWER #i3) () B,

$8, 9 55 Finish, #A)5 s Apply.
WEFEEZ DT, REEhiRE.

1 1 E§71l=l lh\*%ﬁ

o 5K ASA FlrePOWER BHREANE R, ESR (ASA/ASDM B KEEBCEFERT) 1) “ASA FirePOWER it ” #3978l
ASDM BEWLES B . %8AT LU BA R Mk s 3R BT A ASA/ASDM. STAY ) 42 .

http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
e K FireSIGHT BH AL (WHONBIMEF 0O KITEAERE, ES NP BIEL (FireSIGHT #4224 155 -

http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

SERVA B RIS & SRR/ B R 2 7 78 58 [ A A ] S X R AR E T R AR . EEE BRI ARSI, W5 LA R URL: www.cisco.com/go/trademarks . 3CH1E K 1)
AR HARRLTE Z M F=. A AEKE” — R A3 AN Rk SERHRT AT 3 A A 'ﬁJZI‘LﬂﬁYJﬁAﬁEU(ﬁﬁ%,? (1110R)

AR A A FT A Internet B (IP) Mbhb#A A 2 AE A M B seibhl . ARSCRYR BT & RIBTE RG], a4 Sor i b AR AL S0 2 F . Ui IH P9 28 o 201 B A B0 TP Mk
HaigryE, HIEFEMLEH.

© 2014 BRAGAT . BAITH.
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