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Audience

About This Guide

This preface includes the following sections:

Audience

Document Conventions

Product Documentation

Obtaining Documentation

Documentation Feedback

Cisco Product Security Overview

Obtaining Technical Assistance

Obtaining Additional Publications and Information

This guide describes how to install and configure the Cisco Clean Access Manager. You can use the
Clean Access Manager (CAM) and its web-based administration consol e to manage up to 20 Cisco Clean
Access Serversin a deployment. This guide describes how to use the web administration console to
configure most aspects of Cisco Clean Access. It also provides information specific to the Clean Access
Manager, such how to implement High Availability.

This guideis for network administrators who are implementing the Cisco Clean Access solution to
manage and secure their networks. Use this document along with the Cisco Clean Access Server
Installation and Administration Guide to install and administer your Cisco Clean Access deployment.

Document Conventions

Item Convention

Indicates command line output. Screen font

Indicates information you enter. Boldface screen fOnt
Indicates variables for which you supply values. ITtalic screen font

| oL-7044-01
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W Product Documentation

Product Do

)

Note

Item Convention

Indicates web admin console modules, menus, tabs, links and Boldface font

submenu links.

Indicates a menu item to be selected. Administration > User Pages
cumentation

The following documents are available for Cisco Clean Access on Cisco.com at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccalccads/index.htm

» Cisco Clean Access Installation Quick Start Guide

- Cisco Clean Access Manager Installation and Administration Guide

« Cisco Clean Access Server Installation and Administration Guide

» Release Notes for Cisco Clean Access Version 3.5(x)

» Supported Server Configurations and System Requirements for Cisco Clean Access (NAC
Appliance)

You can send comments about Cisco Clean Access documentation to cca-docs@cisco.com.

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
way's to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

You can access the most current Cisco documentation at this URL :
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL :

http://www.cisco.com/public/countries_|anguages.shtml

Product Documentation DVD

The Product Documentation DVD is a comprehensive library of technical product documentation on a
portable medium. The DV D enables you to access multiple versions of installation, configuration, and
command guides for Cisco hardware and software products. With the DV D, you have access to the same
HTML documentation that is found on the Cisco website without being connected to the Internet.
Certain products also have .PDF versions of the documentation available.

Cisco Clean Access Manager Installation and Administration Guide
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Documentation Feedback

The Product Documentation DV D isavailable asasingle unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD= or DOC-DOCDV D=SUB) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Registered Cisco.com users may order Cisco documentation at the Product Documentation Store in the
Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 am. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external .cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can submit comments about Cisco documentation by using the response card (if present) behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security vulnerability policy.html
From this site, you will find information about how to:

» Report security vulnerabilities in Cisco products.

» Obtain assistance with security incidents that involve Cisco products.

» Register to receive security information from Cisco.

A current list of security advisories, security notices, and security responses for Cisco productsis
available at this URL :

http://www.cisco.com/go/psirt

| oL-7044-01
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M Obtaining Technical Assistance

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products _psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Ciscoiscommitted to delivering secure products. Wetest our productsinternally before werelease them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

» For Emergencies only— security-al ert@cisco.com

An emergency is either acondition in which a systemisunder active attack or acondition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

» For Nonemergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
- 1877 228-7302
- 1408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitiveinformation that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use arevoked or an expired encryption key. The correct public key to usein your correspondence
with PSIRT isthe one linked in the Contact Summary section of the Security Vulnerability Policy page
at thisURL:

http://www.cisco.com/en/US/products/products_security vulnerability policy.html

Thelink on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT at the af orementioned e-mail addresses or phone numbers
before sending any sensitive material to find other means of encrypting the data.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have avalid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Clean Access Manager Installation and Administration Guide
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Obtaining Technical Assistance

Cisco Technical Support & Documentation Website

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have avalid service contract but do not have a user 1D or password, you can
register at this URL.:

http://tools.cisco.com/RPF/register/register.do

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and $4 service requests. (S3
and $4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool islocated at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is down, or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
busi ness operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network isimpaired, while most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereislittle or no effect on your business operations.
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Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutionsis available from various online
and printed sources.

The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice ayear and includes
the latest Cisco offerings. To order and find out more about the Cisco Product Quick Reference
Guide, goto this URL:

http://www.cisco.com/go/guide

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL :

http://www.cisco.com/go/marketplace/

Cisco Press publishes awide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technol ogies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL.:
http://ciscoiq.texterity.com/ciscoig/sampl e/

Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection isan interactive website for networking professionalsto share
guestions, suggestions, and information about networking products and technol ogies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

Cisco Clean Access Manager Installation and Administration Guide
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- World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Introduction

This chapter provides a high-level overview of the Cisco Clean Access solution. Topics include;
» What Is Cisco Clean Access?, page 1-1
» Cisco Clean Access Components, page 1-2
- Managing Users, page 1-5
« Installation Requirements, page 1-5
» Cisco Clean Access Licensing, page 1-6
« Overview of Web Admin Console Elements, page 1-10
« Clean Access Server (CAS) Management Pages, page 1-11
« Admin Console Summary, page 1-12

What Is Cisco Clean Access?

Cisco Clean Access is apowerful, easy-to-use admission control and compliance enforcement solution.
With comprehensive security features, in-band or out-of-band deployment options, user authentication
tools, and bandwidth and traffic filtering controls, Cisco Clean Access is a complete solution for
controlling and securing networks. As the central access management point for your network, Cisco
Clean Accessletsyou implement security, access, and compliance policiesin one placeinstead of having
to propagate the policies throughout the network on many devices.

The security features in Cisco Clean Access include user authentication, policy-based traffic filtering,

and Clean Access vulnerability assessment and remediation. Clean Access stops viruses and worms at
the edge of the network. With remote or local system checking, Clean Accessletsyou block devicesfrom
accessing your network unless they meet the requirements you establish.

You can deploy the Cisco Clean Access software in the configuration that best meets the needs of your
network. The Clean Access Server (CAS) can be deployed asthefirst-hop gateway for your edge devices
providing simple routing functionality, advanced DHCP services, and other services. Alternatively, if
elements in your network already provide these services, the CAS can work alongside those elements
without requiring changes to your existing network by being deployed as a “bump-in-the-wire.” Other
key features of Cisco Clean Access include:

- Standards-based architecture— Uses HTTP, HTTPS, XML, and Java Management Extensions
(IMX).

« User authentication—Integrates with existing backend authentication servers, including Kerberos,
LDAPR, RADIUS, and Windows NT domain.

| oL-7044-01
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VPN concentrator integration—Integrates with Cisco VPN Concentrators (e.g. VPN 3000, ASA)
and provides Single Sign-On (SSO).

Clean Access compliance policies—Allows you to configure client vulnerability assessment and
remediation via use of Clean Access Agent or Nessus-based network port scanning.

Out-of-Band deployment — Allows clients to traverse the Cisco Clean Access network only for
vulnerability assessment and remediation while bypassing it after certification.

Traffic filtering policies—Role-based policies provide fine-grained control of network traffic.
Bandwidth management controls—Limit bandwidth for downloads or uploads.
Roaming—Network connections roam seamlessly across Clean Access Server-connected subnets.
High avail ability—Ensure that services continue if unexpected shutdowns occur.

Cisco Clean Access Components

Cisco Clean Access is a network-centric integrated solution administered from the Clean Access
Manager web console and enforced through the Clean Access Server and (optionally) the Clean Access
Agent. Cisco Clean Access checks client systems, enforces network requirements, distributes patches
and antivirus software, and quarantines vulnerable or infected clients for remediation before clients
access the network. Cisco Clean Access consists of the following components (in Figure 1-1):

Clean Access Manager (CAM)—The administration server for Clean Access deployment. The
secure web console of the Clean Access Manager is the single point of management for up to 20
Clean Access Servers in a deployment. For Out-of-Band deployment, the web admin console also
provides Switch Management capability.

S

Note  The CAM web admin console supports Internet Explorer 6.0 or above only, and with release
3.5(7) and above, requires high encryption (64-bit or 128-bit). High encryption is also
required for client browsers for web login and Clean Access Agent authentication.

Clean Access Server (CAS)—Gateway server and enforcement engine between the untrusted
(managed) network and the trusted network. The CAS enforces the policies you have defined in the
CAM web admin console, including network access privileges, authentication requirements,
bandwidth restrictions, and Clean Access system requirements. It can be deployed in- band or
out-of-band.

Clean Access Agent (CAA)—Optional read-only agent that resides on Windows clients. The Clean
Access Agent checks applications, files, services or registry keys to ensure that clients meets your
specified network and software requirements prior to gaining access to the network.

N

Note  With Clean Access Agent vulnerability assessment, thereis no client firewall restriction.
The Agent is able to check the client registry, services, and applications even if a personal
firewall isinstalled and running. Note that either local admin or power-user privileges are
necessary to install the Agent; however, these are not needed for running the Agent.

Clean Access Policy Updates—Regular updates of pre-packaged policies/rules that can be used to
check the up-to-date status of operating systems, antivirus software, and other client software.
Provides built-in support for over 15 vendors.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 1-1
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The Clean Access Manager (CAM) is the administration server and database which centralizes
configuration and monitoring of all Clean Access Servers, users, policies, and switches (for OOB only)
in a Cisco Clean Access deployment. You can use it to manage up to 20 Clean Access Servers. The web
admin console for the Clean Access Manager is a secure, browser-based management interface
(Figure 1-2). See Admin Console Summary, page 3-7 for abrief introduction to the modules of the web
console. For out-of-band deployment, the web admin console provides the license-enabled Switch

M anagement module to add and control switchesin the Clean Access Manager’s domain.

Figure 1-2
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Clean Access Server (CAS)

Note

The Clean Access Server (CAYS) is the gateway between an untrusted and trusted network. The Clean
Access Server can operate in one of the following modes:

» Virtual Gateway (bridge mode)
» Real-IP Gateway
« NAT Gateway (IP gateway with Network Address Translation services)

~

Note  NAT Gateway mode (in-band or out-of-band) is not recommended for production deployment.

» Out-of-Band Virtual Gateway
» Out-of-Band Real-1P Gateway
» Out-of-Band NAT Gateway

When the CASisin Out-of-Band mode, the CAS operates as a Virtual, Real-1P, or NAT Gateway while
user traffic isin-band for authentication and certification. The mode to use depends on the services
required of the CAS and the needs of your existing network.

Out-of-band (Switch Management) licenses are required for OOB deployment.

This guide describes the global configuration and administration of Cisco Clean Access Servers and
Cisco Clean Access deployment using the Clean Access Manager web admin console.

For details on DHCP configuration, Cisco VPN Concentrator integration, CAS High-Availability
implementation, or the local configuration of a Clean Access Server, see the Cisco Clean Access Server
Installation and Administration Guide.

For details on out-of-band i mplementation, see Chapter 4, “ Switch Management and Cisco Clean Access
Out-of-Band (OOB).”

Clean Access Agent

When enabled for your Cisco Clean Access deployment, the Clean Access Agent can ensure that
computers accessing your network meet the system requirements you specify. The Clean Access Agent
isaread-only, easy-to-use, small-footprint program that resides on Windows user machines. When auser
attempts to access the network, the Clean Access Agent checks the client system for the software you
require, and helps users acquire any missing software.

Agent users who fail the system checks you have configured are assigned to the Clean Access Agent
Temporary role. This role gives users limited network access to access the resources needed to comply
with the Clean Access Agent requirements. Once aclient system meetsthe requirements, it is considered
“clean” and allowed network access.

Cisco Clean Access Manager Installation and Administration Guide
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Managing Users

The Clean Access Manager makes it easy to apply existing authentication mechanisms to users on the
network (Figure 1-3). When the Clean Access Server receives an HTTP request from the untrusted
network, it checks whether the request comes from an authenticated user. If not, a secure web login page
is presented to the user. The user submits his or her credentials securely through the web login page (or
Clean Access Agent, once downloaded). The login credentials can be authenticated by the CAM itself
(for local user testing) or by an external authentication server, such as LDAP, RADIUS, Kerberos, or
Windows NT. Before deploying the solution to a production environment, you can customize the web
login page by modifying the labels, descriptions, and logo that appear on the page.

Figure 1-3 Authentication Path
user login: local users:
user list:
user: jsmits .
password:***** . - J.JaC(-Jbl
i o jrahim
| - i ’ klane
| ‘ Clean Access
<N o ] Manager
— ‘
- - |
Clean chess | o
‘ authentication external users:
Server sources (e.g., LDAP, U
- Kerberos) tableUsers
jamir
jdornan

_ jsmits J

You can apply Cisco Clean Access vulnerability assessment and remediation to authenticated users by
configuring network port scanning and/or Clean Access Agent scanning requirements (via the Clean
Access module of the web admin console).

With IP-based and host-based traffic policies, you can control the resources users can access on the
network before and after authentication, during Clean Access vulnerability assessment, and after a user
device is certified as “clean.”

Finally, you can monitor user activity from the web console through the Online Users page (for L2 and
L 3 deployments) and the Certified Devices List (L2 deployments only).

Installation Requirements

The Clean Access Manager is available as software that can be installed on the certified hardware
platform of your choice. Refer to the following documents for details on minimum system requirements:

» Certified Hardware and System Requirements for Cisco Clean Access:
http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccalcca3s/srvr.htm
» Release Notes for Cisco Clean Access, Version 3.5(x):

http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccal/ccalds/35rn.htm

Cisco Clean Access Manager Installation and Administration Guide
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Cisco Clean Access Licensing

Note

Cisco Clean Access (3.5) uses alicensing mechanism based on the industry standard FlexLM license

manager product. This allows for the support of flexible licensing schemes. The licensing status pagein
the web admin console (Administration > CCA Manager > Licensing) allows administratorsto install
FlexLM license files, view the set of features associated with the license, and remove FlexLM licenses.

To purchase Cisco® Clean Access Out-of-Band (the Switch Management features of release 3.5), you
must use the FlexLM licensing model.

This section describes the following:
» FlexLM Licensing
- Evaluation Licenses
- Legacy Perfigo License Keys

FlexLM Licensing

Step 1

A

Use the following steps to obtain and install your FlexL M license files.

With FlexLM licensing, you will receive a Product Authorization Key (PAK) for each software CD
package that you purchase.

Caution

Step 2

Step 3
Step 4
Step 5

Step 6

The PAK is NOT the Cisco Clean Access license. The PAK is used to obtain the Clean Access license.

Login as aregistered CCO user and fill out the Customer Registration form found at the PAK Cisco
Technical Support site: http://www.cisco.com/go/license. During the customer registration, submit each
PAK you received and the MAC address of your Clean Access Manager (CAM) as follows:

« For CAM, or CAS, or CAS Failover (HA) licenses, submit the CAM (primary) ethO address.
» For CAM Failover (HA) license only, submit the ethO address of the secondary CAM.

Please follow the instructions on the license web pages carefully to ensure that the correct MAC
addresses are entered.

For each PAK that you submit, a licensefileis generated and sent to you via email.
Save each license file you receive to disk.

Install the Cisco Clean Access software as described in Chapter 2, “Installing the Clean Access
Manager” and Chapter 2, “Installing the Clean Access Server” in the Cisco Clean Access Server
Installation and Administration Guide.

After software installation, access the Clean Access Manager web admin console by opening a web
browser and entering the |P address of the CAM as the URL. The Clean Access Manager License form
(Figure 1-4) will appear the first time you do this to prompt you to install your FlexLM license files.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 1-4 Clean Access Manager License Form

/A tisco Clean Access Manager - Microsoft: Internet Explorer provided by Cisco Systems, Inc.

=10l

Ele Edt Wew Favortes Tools  Help |

~| P

Address [&] https://172.25.94,24/adminfmain jsp

Clean Access Manager License Form

The product license for this installation is either invalid, expired, or not yet set. Please choose the correct
license that you will need:

Product Evaluation: If you are evaluating the CCA product, please visit the Cisco Technical Support site to
register and obtain an evaluation product license. Once this is complete you will receive a license key via email

which must be saved to a text file. Enter the license file name in the input box below (use the Browse button to
navigate to the text file) and hit the Install License button.

Product Authorization Key (PAK): If you have received a Product Authorization Key (PAK) with your purchase,
please visit the Cisco Technical Support site to register and obtain the proper product license. Note: During the
registration process, you will be asked for the MAC address from one or more of your systems, please have this
information ready. Once this is complete, you will receive a license key via emall which must be saved to a text

file. Enter the license file name in the input box below (use the Browse button to navigate to the text file) and
hit the Install License button:

Clean Access Manager I
License File

Browse.
Install License

Non PAK;: If you didn't receive a PAK with your purchase, then you must email Cisco Licensing at
licensing@cisco.comn for a product license key, Please include your sales order number, MAC address of the

Clean Access Manager and Servers in your email. Once you get the product license key, enter this information
below:

Enter Product License: I

Re-Enter Product License: I

Enter =l
[ [ [ |4 nternet 7

Step7  Inthe Clean Access Manager License File field, browse to the starter kit license file for your Clean
Access Manager (CAM) and click Install License.

]

Step8  Oncethe license file for the Clean Access Manager isinstalled, you should be redirected to the admin
user login page of the web admin console.

Step9  Login with the username/password you configured during CAM installation (default: admin/ciscol123).
Step 10 Goto Administration > CCA Manager > Licensing (Figure 1-5).

Cisco Clean Access Manager Installation and Administration Guide
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Figure 1-5
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Step 11 IntheClean AccessManager LicenseFilefield, browseto thelicensefilefor your Clean Access Server
or Server bundle, and click Install License. You will see a green confirmation text string at the top of
the page if the license was installed successfully, as well as the Server increment count (for example,
“License added successfully. Out-of-Band Server Count is now 10.”)

Step 12  Repeat this step for each Clean Access Server license file you need to install (you should have received
one license file per PAK submitted during customer registration). The status information at the bottom
of the page will display total number of Clean Access Servers enabled per successful license file
installation. (See Licensing, page 13-9 for further details.)

Note « Clicking the Remove All Licenses button removes all FlexLM license files from the system. You
cannot remove individual license files.

« Onceinstalled, a permanent FlexLM license takes precedence and replaces an evaluation FlexLM

license.

« Onceinstalled, FlexLM licenses (either permanent or evaluation) take precedence and replace
legacy license keys (even though the legacy key is still installed).

» When an evaluation FlexLM expires, or is removed, an existing legacy license key will again take

effect.

[l Cisco Clean Access Manager Installation and Administration Guide
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Evaluation Licenses

A

To evaluate the Cisco Clean Access product, an official PAK is not required. An evaluation license
enables:

» 1 Clean Access Manager (CAM)

- 1liIn-Band (IB) Clean Access Server (CAS)

e 1 Out-of-Band (OOB) Clean Access Server (CAS)
- 1IB falover CAS

- 1 0O0B failover CAM

You do not need to submit MAC addresses for your machines to obtain an evaluation license. Use the
following steps to obtain and install an evaluation license file.

Caution

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

It is recommended to obtain a permanent license file before continuing with full-scale deployment.
Evaluation licenses are intended for trial purposes and expire after 30 days. Once alicense expires, the
elements of Cisco Clean Access will not be able to start. Contact a Cisco representative to purchase a
permanent license.

Register to obtain a 30-day evaluation license from the Product Evaluation License Cisco Technical
Support site: http://www.cisco.com/go/license/public.

After registering, the evaluation license file is generated and sent to you via email. Save the evaluation
license file you receive to disk.

Install the Cisco Clean Access software as described in Chapter 2, “Installing the Clean Access
Manager” and Chapter 2, “Installing the Clean Access Server” in the Cisco Clean Access Server
Installation and Administration Guide.

After software installation, access the Clean Access Manager web admin console by opening a web
browser and entering the | P address of the CAM as the URL. The Clean Access Manager License form
(Figure 1-4) will appear the first time you do this to prompt you to install your FlexLM license file.

Browse to your saved evaluation license file and install it in the Clean Access Manager License File
field.

Go to Administration > CCA Manager > Licensing (Figure 1-5) to view the days remaining for your
evaluation period.

Legacy Perfigo License Keys

If you are an existing customer, you can continue to use your existing license key and upgrade to other
non-Switch Management (OOB) features of release 3.5. In this case, use the lower portion (Non PAK)
of the Clean Access Manager License form (Figure 1-4) to enter and re-enter your product license key.
However, note that if you want to enable Cisco Clean Access Out-of-Band, you will have to obtain a
PAK by purchasing the software CD package.

If you did not receive a PAK with your purchase, you must email Cisco Licensing at
licensing@cisco.com for a product license key. You should include your sales order number and MAC
addresses of your Clean Access Manager and Serversin your email. Onceyou receive the product license
key, submit the key string in the Enter Product License and Re-Enter Product License fields of the
Clean Access Manager License form to access the web admin console.
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Overview of Web Admin Console Elements

Once the Cisco Clean Access software is enabled with a license, the web admin console of the CAM
provides an easy-to-use interface for managing Cisco Clean Access deployment. The left panel of the
web console displays the main modules and submodules. The navigation path at the top of the web
consol e indicates your module and submodule location in the interface. Clicking a submodul e opens the
tabs of the interface, or in some cases configuration pages or forms directly. Configuration pages allow
you to perform actions, and configuration forms allow you tofill in fields. Web admin consol e pages can
comprise the following elements shown in Figure 1-6 on page 1-10.

Figure 1-6 Web Admin Console Page Elements
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Note  Thisdocument uses the following convention to describe navigational links in the admin console:

Module > Submodule > Tab > Tab Link > Subtab link (if applicable)
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Clean Access Server (CAS) Management Pages

The Clean Access Server must be added to the Clean Access Manager domain before it can be managed
from the web admin console. Chapter 3, “Device Management: Adding Clean Access Servers, Adding
Filters,” explains how to do this. Once you have added a Clean Access Server, you access it from the
admin console as shown in the steps below. In this document, “ CAS management pages” refersto the set
of pages, tabs, and forms shown in Figure 1-7.

1. Click the CCA Serverslink in the Device Management module. The List of Serverstab appears
by default.

Device Management

Device Management > Clean Access Servers

e

- CCA Servers

CCA Servers

- Filters Ilnk
- Roaming List of Servers New Server

- Clean Access

Switch Management Manage
Profles 1P Address Status_[ManaaelDisconnect|Reboot] Delete |

- Profiles button
_Devices 10.201.240.10  NAT Gateway caserverll Cnnnected o ) *

Out-of-Band Wirtual s
User Management 10.201.240.12 Gateway caserverlz Connected }g i ) x

- User Raoles
- Auth Servers

2. Click the Manage button ( &) for the IP address of the Clean Access Server you want to access.

N

Note  For hi gh-availability Clean Access Servers, the Service | Pisautomatically listed first, and the | P address
of the currently active CAS is shown in brackets.

3. The CAS management pages for the Clean Access Server appear as shown in Figure 1-7.

Figure 1-7 CAS Management Pages
| o LOIL  ¥IEw  Favores  1o0ois  pep |
J GBack + = - ) at | Qhsearch [GeFavorites GMedia &4 | B S5 £

-
Device Management

Device Management > Clean Access Servers > 10.201.240.12
- Filters

©

Cisco SYSTEMS )
M Cisco Clean Access Manager

- Roaming

Status Network Filter Advanced

- Clean Access

Switch Management

- Profiles
[- Devices Module [ status |
IF Filter Started

User Management

l— DHCP Server Started

= U Reles DHCP Relay Stopped
[- Auth Servers IPSec Server Started

- Local Users 802.1x Filter Stopped

Monitoring Transparent Windows Login Stopped

- Sumrmary

|- Online Users

- Event Logs
[~ snme

Administration
- CCA Manager

|- User Pages

- Admin Users

- Backup
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M Admin Console Summary

Admin Console Summary

Table 1-1 summarizes the major functions of each module in the web admin console.

Table 1-1 Summary of Modules in Clean Access Manager Web Admin Console

Module Module Description

= The Device M anagement module allows you to:
] « Add and configure Clean Access Servers:
|- Filters See Chapter 3, “Device Management: Adding Clean Access Servers, Adding Filters’

|— Roaming

« Manage Clean Access Servers viathe CAS management pages (shown in Figure 1-7).
For details on DHCP configuration, Cisco VPN Concentrator integration, CAS High-Availability
implementation, or CAS local configuration, see the Cisco Clean Access Server Installation and
Administration Guide.

[- Clean Access

« Configure device or subnet filters for user devices across all Clean Access Servers.
See Global Device and Subnet Filtering, page 3-8.

» Configure roaming for user devices roaming between Clean Access Servers.
See Chapter 15, “Device Management: Roaming.”

- Configure Clean Access (Network Scanning/Clean Access Agent) per user role and OS. See:
— Chapter 9, “Clean Access Implementation Overview”
— Chapter 10, “Network Scanning”
— Chapter 11, “Clean Access Agent”

Note  User sessions are managed by MAC address (if available) or I P address, as well as the user
role assigned to the user, as configured in the User Management module.

— The license-enabled Switch Management module is used for Cisco Clean Access Out-of-Band
Switch Management
Throfies ] deployment. It allows you to:

|- Devices - Configure out-of-band Group, Switch, and Port profiles, as well as the Clean Access Manager’s
SNMP Receiver.

« Add supported out-of-band switches, configure the SNMP traps sent, manage individual switch
ports via the Ports page (and Port Profile) and monitor the list of Discovered Clients.

See Chapter 4, “Switch Management and Cisco Clean Access Out-of-Band (OOB)”
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Table 1-1

Admin Console Summary W

Summary of Modules in Clean Access Manager Web Admin Console (continued)

Module

Module Description

User Management

- Auth Servers

- Local Users

The User Management module allows you to:

« Create normal login user roles to associate groups of users with authentication parameters, traffic
control policies, session timeouts, and bandwidth limitations. For OOB configuration based on
roles, you can configure the Access VLAN viathe user role.

» Configure Clean Access Agent Temporary role and quarantine role(s) to limit network accessif a
client device fails requirements or is found to have vulnerabilities.

- Add and configure external authentication providers that already exist in your network.

- AddacCisco VPN Server auth source to enable Single Sign-On (SSO) when the CAS is behind a
Cisco VPN Concentrator.

« Create complex mapping rules to map users to user roles based on LDAP or RADIUS attributes,
or VLAN IDs.

e Perform RADIUS accounting.
« Create local users authenticated by Cisco Clean Access (for testing)
For details see:
— Chapter 5, “User Management: User Roles’
— Chapter 6, “User Management: Auth Servers’
— Chapter 8, “User Management: Traffic Control, Bandwidth, Schedule”

For additional details on Cisco VPN Concentrator integration, see the Cisco Clean Access Server
Installation and Administration Guide.

Monitoring

[- online Users

The Monitoring module allows you to:
« View astatus summary of your deployment.
- Manage in-band and out-of-band online users.

- Admin Users

- Backup

| Event Logs
|- SHMP » View, search, and redirect Clean Access Manager event logs.
« Configure basic SNMP polling and alerting for the Clean Access Manager (release 3.5+)
See Chapter 12, “Monitoring”.
— - The Administration module allows you to:
- Configure Clean Access Manager network and high availability (failover) settings.
- User Pages See Chapter 14, “Configuring High Availability”.

» Configure CAM SSL certificates, CAM /CAS product licenses, and upgrade CAM (3.5.4+)
See Chapter 13, “Administration”.

- Add the default login page and customize the web login page(s) for users.
See Chapter 7, “User Pages and Guest Access’.

« Configure multiple administrator groups and access privileges.

« Create or restore CAM database snapshots.
See Chapter 13, “Administration”.

| oL-7044-01

Cisco Clean Access Manager Installation and Administration Guide g



Chapter1 Introduction |

M Admin Console Summary

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



CHAPTER 2

Installing the Clean Access Manager

This chapter describes how to install and set up the Cisco Clean Access Manager. Topics include:
- Overview, page 2-1
» Set Up the Clean Access Manager Machine, page 2-2
» Access the CAM Over a Serial Connection, page 2-3
« Install the Clean Access Manager Software from CD-ROM, page 2-5
- Perform the Initial Configuration, page 2-6
« Using the Command Line Interface (CLI)
» Troubleshooting Network Card Driver Support Issues, page 2-10
« CAM/CAS Connectivity Across Firewall
» Accessthe CAM Web Console, page 2-11

The Clean Access Manager is distributed as software you can install to a dedicated server machine (the
software is installed with a hardened Linux kernel). If you received the Clean Access Manager on a
distribution CD-ROM, you will need to install it on the target machine as follows:

Stepl  Physically connect the server machine to the network.

Step2  Connect amonitor and keyboard to the server, or connect to the server from a workstation with a serial
cable.

Step3  For the CD-ROM installation, mount the CD-ROM and run the installation program.

Step4  Perform the initial configuration of the server. For the CD-ROM installation, the server’s initial
configuration is part of the installation procedure.
The following sections describe the installation steps. When finished, you will be able to administer the
installed components through the web-based administration console.

Cisco Clean Access Manager Installation and Administration Guide
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M Set Up the Clean Access Manager Machine

Note

Install the Cisco Clean Access Server(s) first, prior to installing the Clean Access Manager, to quickly
continue to web admin console configuration after Clean Access Manager installation. See the Cisco
Clean Access Server Installation and Administration Guide for details on CAS installation.

The Clean Access Server does not advertise routes. Instead, static routes must be added to the next
hop router indicating that traffic to the managed subnets must be relayed to the Clean Access
Server’s trusted interface.

Additionally, when the Clean Access Server isin Real-IP Gateway mode, it can act asa DHCP
Server or DHCP Relay. With DHCP functionality enabled, the CAS provides the appropriate
gateway information (that is, the CAS's untrusted interface | P address) to the clients. If the CASis
working as a DHCP Relay, then the DHCP server in your network must be configured to provide the
managed clients with the appropriate gateway information (that is, the Clean Access Server's
untrusted interface |P address).

Set Up the Clean Access Manager Machine

These instructions describe how to set up the Cisco Clean Access Manager using an example Dell
PowerEdge™ 350 server. If you are using different hardware, the connectors on your computer may not
match those shown. If needed, refer to the documentation that came with your server machineto find the
serial and Ethernet connectors equivalent to those described here.

1.

The Clean Access Manager server machine uses one of the two 10/100/1000BASE-TX interface
connectors on the back panel. Connect the network interface (number 6 in Figure 2-1) on the server
to your local area network (LAN) with a CAT5 Ethernet cable.

Connect the power by plugging one end of the AC power cord into the back of the server machine
and the other end into an electrical outlet.

Power on the server machine by pressing the power button on the front of the server. The diagnostic
LEDswill flash afew times as part of an LED diagnostic test. Status messages are displayed on the
consol e as the server boots up.

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



| Chapter2

Installing the Clean Access Manager

Access the CAM Over a Serial Connection W

Figure 2-1 Back Panel of the Dell PowerEdge™ 350
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Access the CAM Over a Serial Connection

Note

Note

Toinstall the Clean Access Manager software from CD-ROM or to perform itsinitial configuration, you
will need to access the server’s command line. This can be done in one of two ways:

1. Connect amonitor and keyboard directly to the server machine viathe keyboard connector and video
monitor/console connector on the back panel, or

2. Connect a serial cable from an external workstation (PC/laptop) to the server machine and open a
serial connection using terminal emulation software (such as HyperTerminal or SecureCRT) on the
external workstation.

This section describes how to access the server over a serial connection.

The steps described here for accessing the server directly through a serial connection can be used later
for troubleshooting. If the server cannot be reached through the web admin console, you can serially
connect to the server to restore the server to areachable state, usually by correcting its network settings.

To use aserial connection, first connect the computer you will be using as the workstation to an available
serial port on the server machine with a serial cable.

If the server is already configured for High-Availability (failover), one of its serial connections may be
in use for the peer heartbeat connection. In this case, the server machine must have at least two serial
portsto be able to manage the server over aserial connection. If it does not, you can use an Ethernet port
for the peer connection. For more information, see Chapter 14, “Configuring High Availability.”

| oL-7044-01
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B Access the CAM Over a Serial Connection

After physically connecting the workstation to the server, you can access the serial connection interface
using any terminal emulation software. The following steps describe how to connect using Microsoft®
HyperTerminal. If you are using different software, the steps may vary.

To set up the HyperTerminal connection:

1. Click Start > Programs > Accessories > Communications > Hyper Terminal to open the
HyperTerminal window.

2. Type aname for the session and click OK:

IQ‘ Mew Cannectian

Enter a name and choose an icon for the connection:

Mame:

IEIean Access Manager Serial Connection

lecon:

()8 | Cancel |

3. Inthe Connect using list, choose the COM port on the workstation to which the serial cableis
connected (usually either COM1 or COM2) and click OK.

“a4 Clean Access Manager Serial Connection

Enter details for the phone number that you want to dial:

Country/region: IUnited States of America [1] j

Area code: |1

Phone number: I

Comest using: [EETTERMRGRG——E - |
()8 I Cancel |

4, Configure the Port Settings as follows:
— Bits per second — 9600
- Databits-8
— Parity —None
— Stop bits—1
— Flow control — None

5. Go to File > Properties, or click the Propertiesicon ( E&') to open the Properties dialog for the
session. Change the Emulation setting to:

— Emulation—vr100
You should now be able to access the command interface for the server. You can now:
» Install the Clean Access Manager Software from CD-ROM, page 2-5
» Perform the Initial Configuration, page 2-6
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Install the Clean Access Manager Software from CD-ROM Il

N

Note If you already performed the initial installation, but need to modify the original settings, you canlogin
as root USer and run service perfigo config.

Install the Clean Access Manager Software from CD-ROM

This section describes how to install the Clean Access M anager software from the distribution CD-ROM.
It isassumed that you have already connected the server to the network, as described in Set Up the Clean
Access Manager Machine, page 2-2 and are working on the server from either a console or over a serial
connection.

A

Caution  The Clean Access Manager software is not intended to coexist with other software or data on the target
machine. The installation process formats and partitions the target hard drive, destroying any data or
software on the drive. Before starting the installation, make sure that the target computer does not
contain any data or applications that you need to keep.

Custom Installation

If installing Cisco Clean Access software on a server that requires custom installation, follow the
“Custom Installation” instructions in the Certified Hardware and System Requirements for Cisco Clean
Access (NAC Appliance) first before starting the CD installation:

http://www.cisco.com/en/US/products/ps6128/products _device support_table09186a008043a8d9.html

CD Installation Steps

The entire installation process, including the configuration steps described in Perform the Initial
Configuration, page 2-6 should take about 15 minutes.

1. Insert the distribution CD-ROM that contains the Clean Access Manager .iso file into the CD-ROM
drive of the target server machine.

2. Reboot the machine. The installation script starts automatically after the computer restarts.
3. At the“boot:” prompt, either:

— Type serial and press enter in the terminal emulation console if you are accessing the target
machine over a serial connection, or

— Pressthe enter key if your monitor and keyboard are directly connected to the target machine, or

— Type custom if your server hardware requires custom installation. Follow the Custom
Installation instructions first to create the appropriate diskettes before starting CD installation.

4. TheClean Access Manager Package Installation then executes. Theinstallation takes a few minutes.
When finished, the welcome screen for the Clean Access Manager quick configuration utility
appears, and a series of questions prompt you for the initial server configuration. The following
section describes these steps.

Cisco Clean Access Manager Installation and Administration Guide
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M Perform the Initial Configuration

~

Note

If after installation you need to reset the configuration settings for the Clean Access Manager (such as
the ethO 1P address), you can modify these values by serially connecting to the Cisco Clean Access
Manager and running the service perfigo config command. See Using the Command Line Interface
(CL1), page 2-9 for details.

Most other settings can also be modified later from the web admin console.

Perform the Initial Configuration

Note

When installing the Clean Access Manager from CD-ROM, the Configuration Utility Script
automatically appears after the software packages install to prompt you for the initial server
configuration.

If necessary, you can always manually start the Configuration Utility Script as follows:

1. Over aserial connection or working directly on the server machine, log onto the server as user root
with default password cisco123.

2. Run theinitial configuration script (smconf) by entering the following command:
service perfigo config

You canrunthe service perfigo configcommand to modify the configuration of the server if it cannot
be reached through the web admin console. For further details on CLI commands, see Using the
Command Line Interface (CL1), page 2-9.

Configuration Utility Script

The configuration utility script suggests default values for particular parameters. To configure the
installation, either accept the default value or provide a new one, as described bel ow.

1. After the softwareisinstalled from the CD and package installation is complete, the welcome script
for the configuration utility appears:

Welcome to the Cisco Clean Access Manager quick configuration utility.
Note that you need to be root to execute this utility.

The utility will now ask you a series of configuration gquestions.
Please answer them carefully.

Cisco Clean Access Manager, (C) 2005 Cisco Systems.

2. You are first prompted for the |P address of the interface ethO:

Configuring the network interface:
Please enter the IP address for the interface eth0 [192.168.1.1]:

At the prompt, enter y to accept the default address, or n to specify another |P address. In this case,
type the address you want to use for the trusted network interface in dotted-decimal format. Confirm
the value when prompted.

3. Type the subnet mask for the interface address at the prompt or press enter for the default:

Please enter the netmask for the interface eth0 [255.255.255.0]

Cisco Clean Access Manager Installation and Administration Guide
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Perform the Initial Configuration 1l

Specify and confirm the address of the default gateway for the Clean Access Manager. Thisis
typically the IP address of the router between the Clean Access Manager subnet and the Clean
Access Server subnet.

Please enter the IP address for the default gateway [192.168.151.1]
Provide a host name for the Clean Access Manager. The host name will be matched with the

interface address in your DNS server, enabling it to be used to access the Clean Access Manager
admin console from a browser. The default host name is camanager.

Specify the | P address of the Domain Name System (DNS) server in your environment or accept the
default at the following prompt:

The nameserver (s) is currently set to nameserver [192.168.1.1] Would you like to
change this setting? (y/n)?

Please enter the IP address for the nameserver:

The Cisco Clean Access Manager and Clean Access Serversin adeployment authenticate each other
through a shared secret. The shared secret serves as an internal password for the deployment. The
default shared secret is cisco123. Type and confirm the shared secret at the prompts.

Caution

The shared secret must be the same for the Cisco Clean Access Manager and all Clean Access Servers
in the deployment. If they have different shared secrets, they cannot communicate.

Specify the time zone in which the Cisco Clean Access Manager is located as follows:

a. Choose your region from the continents and oceans list. Type the number next to your location
on thelist, such as 2 for the Americas, and press enter. Enter 11 to enter the time zone in Posix
TZ format, such as cst-10.

b. The next list that appears shows the countries for the region you chose. Choose your country
from the country list, such as 45 for the United States, and press enter.

c. If the country contains more than one time zone, the time zones for the country appear. Choose
the appropriate time zone from the list and press enter.

d. Confirm your choices by entering 1, or use 2 to cancel and start over.

Now configure the SSL security certificate that enables secure connections between the Clean
Access Manager and the web-based admin console as follows:

a. At the following prompt:
Enter fully qualified domain name or IP [192.168.1.2]
Type the IP address or domain name for which you want the certificate to be issued, or press

enter to accept the default IP address (this will normally be the ethO IP address you already
specified).

b. For the organization unit name, enter the group within your organization that is responsible for
the certificate (for example, information services Of engineering).

c. For the organization name, type the name of your organization or company for which you would
like to receive the certificate (for example, cisco), and press enter.

d. Type the name of the city or county in which your organization is legally located, and press
enter.

e. Enter the two-character state code in which the organization is located, such as ca or nv, and
press enter.
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Note

Note

f. Type the two-letter country code, such as us, and press enter.
g. A summary of the values you entered appears. Press enter to accept the values or w to start over.

10. Configure the root user password for the installed Linux operating system of the Clean Access
Manager. The default password iscisco123. The root USer account isused to access the system over
aserial connection or through SSH.

Although password rules are not enforced, it is advised that you use strong passwords (for example,
at least 6 characters, mixed letters and numbers, etc.), to reduce the vulnerability of your network
to password guessing attacks.

The default username/password to access the Clean Access Manager web admin console is
admin/ciscol23. Theweb admin consoleisthe primary web interface for administering and monitoring
the Cisco Clean Access deployment. Passwords for web admin console users (including default user
admin) are configured through the web admin console (not the configuration utility script) starting with
release 3.4 and above.

11. When performing a CD install, the following message appears after configuration is complete:

Install has completed. Press <ENTER> to reboot.

a. If installing from CD, press the Enter key to reboot the server.

b. If running the configuration script via service perfigo config, YOU must execute the
following command to reboot the machine after configuration is complete:

# service perfigo reboot
After restarting, the CAM is accessible through the web console, as described in Accessthe CAM Web
Console, page 2-11.

» For the commands to manually stop and start the CAM, see Using the Command Line Interface
(CLI), page 2-9

« For network card configuration issues, see Troubleshooting Network Card Driver Support Issues,
page 2-10.

You must generate the SSL certificate or you will not be able to access your server asan end user. Before
deploying the server in a production environment, you should acquire a trusted certificate from a
Certificate Authority to replace the temporary certificate (in order to avoid the security warning that is
displayed to the end user during login).
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Using the Command Line Interface (CLI)

Note

You can perform most administration tasks for Cisco Clean A ccess through the web admin console, such
as configure behavior, and perform operations such as starting and rebooting the server. However, in
some cases you may need to access the server configuration directly, for example if the web admin
console is unavailable due to incorrect network or VLAN settings. You can use the Cisco Clean Access
command line interface (CLI) to set basic operational parameters directly on the server.

To run the CLI commands, access the server using SSH and log in as user root (default password is
cisco123) If already serially connected to the server, you can run CLI commands from the terminal
emulation console after logging in as root (See Access the CAM Over a Serial Connection, page 2-3).
Theformat service perfigo <commands iSused to enter acommand from the command line. Table 2-1
lists the commonly used Cisco Clean Access CLI commands.

Table 2-1 CLI Commands
Command Description
service perfigo start Starts up the server. If the server is already running, a warning message

appears. The server must be stopped for this command to be used.

service perfigo stop Shuts down the Cisco Clean Access service.

service perfigo restart |Shutsdown the Cisco Clean Access service and startsit up again. Thisis
used when the service is already running and you want to restart it.

Note service perfigo restart Should not be used to test high
availability (failover). Instead, Cisco recommends “ shutdown” or
“reboot” on the machine to test failover, or if a CLI command is
preferred, service perfigo stop aNd service perfigo start

service perfigo reboot Shuts down and reboots the machine. You can also use the Linux reboot
command.

service perfigo config |Startsthe configuration script to modify the server configuration. After
completing service perfigo config, YOU must reboot the server.

service perfigo time Use to modify the time zone settings.

Power Down the CAM
To power down the CAM, use one of the following recommended methods while connected via SSH:

e Type service perfigo stop, then power down the machine, or

» Type /sbin/halt, then power down the machine.

Restart Initial Configuration
To start the configuration script, type service perfigo config While connected through SSH. For

example: [root@camanager root]# service perfigo config

This command causes the configuration utility script to start (on either the CAS or CAM). The script lets
you configure the network settings for the server (see Perform the Initial Configuration, page 2-6 for
instructions). After running and completing service perfigo config, make sureto run service
perfigo reboot OF reboot tO reset the server with the modified configuration settings.

For details on restoring the database from automated and manual backup snapshots via command line
utility, see Database Recovery Tool, page 13-20.
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Troubleshooting Network Card Driver Support Issues

Typically, the installation program automatically detects the network cards on the target machine and
loads the appropriate drivers. However, on certain machines, the cards may not be detected properly and
the drivers need to be loaded manually. The following is an example of how to load the driversfor several
types of cards.

To manually load the driver:

1.
2.

Connect to the Cisco Clean Access Manager by serial cable and console into the box.

Type: cd /lib/modules/kernel-2.4.9-perfigo/drivers/addon/driver
(where driver= NIC driver name, such asbecm5700 Of €1000)

Type: insmod ./driver.o
(for examplée: insmod ./bem5700.0)

If the above resultsin no errors, edit thefile /etc/modules. cont With vi or another editor. Add the
following two lines;

alias ethO driver
alias ethl driver

For example, for Broadcom 5700-based NICs, insert:

alias eth0 bcm5700

alias ethl bcm5700
Or, for Intel €1000-based NICs, insert the following lines instead:

alias ethO e1000

alias ethl el000
The network card's operating parameters, such as speed and duplex, may also need to be hardcoded
in the configuration file. For example, to hardcode Intel €1000 gigabit cards (ethO and ethl) for
100Mbps full duplex, add the following line to the file /etc/modules. conf:
options el000 Speed=100,100 Duplex=2,2

Table 2-2 shows operating parameters for various NICs.

Table 2-2 NIC Driver Options
NIC Type Speed Add this line in /etc/modules.conf
Broadcom 5700 100Mbps full duplex options bcm5700 line speed=100,100 auto speed=0,0 duplex=1,1
Broadcom 5700 1000Mbps full duplex options bcm5700 line speed=1000,1000 auto speed=0,0 duplex=1,1
Intel €1000 100Mbps full duplex options 1000 Speed=100,100 Duplex=2,2
Intel 1000 1000Mbps full duplex options 1000 Speed=1000,1000 Duplex=2,2
Intel eeprol00 100M bpSfulI duplex options eeprol00 option="0x30,0x30"
6. Save and close the files, and reboot the server using:

~

Note

# service perfigo reboot

For further troubleshooting information, see also the latest version of the Release Notes for Cisco Clean
Access at http://www.cisco.com/en/US/products/ps6128/prod_release_notes_list.html.
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CAM/CAS Connectivity Across Firewall

The Clean Access Manager uses RMI for parts of its communication with the Clean Access Server,
which means it uses dynamically allocated ports for this purpose. For customer deployments that have
firewalls between the CAS and the CAM, Cisco recommends setting up rules in the firewall that allow
communication between the CAS and CAM machines, that is, arule that allows traffic originating from
the CAM destined to the CAS (and vice versa).

For release 3.5(x), TCP ports 80, 443, 1099, and 32768~61000 (usually 32768~32999 are sufficient) are
required.

Access the CAM Web Console

A

The Clean Access Manager web administration console is the web interface for administering the Cisco
Clean Access deployment. The CAM includes a preconfigured web server, so you do not have to set up
aweb server to start using the web console.

To open the web admin console:

1. Launch aweb browser from a computer accessible to the Clean Access Manager by network. The
web console supports Internet Explorer 6.0 or above.

2. Inthe URL field, typethe | P address of the Clean Access Manager machine (or the host nameif you
have made the required entry in your DNS server).

3. If using atemporary SSL certificate, the security alert appears and you are prompted to accept the
certificate. Click Yesto accept the certificate. (If using signed certificates, this security dialog will
not appear.)

4, The Clean Access Manager License Form appears (see Figure 1-4 on page 1-7).

5. Browse to the license file you received in the Clean Access Manager License File field and click
the I nstall License button. For further details on Cisco Clean Access licensing, see Cisco Clean
Access Licensing, page 1-6.

Caution

It is recommended to obtain a permanent license before continuing with full-scale deployment. Trial
licenses are intended for evaluation purposes and expire after a pre-determined period of time. Once a
license expires, the elements of Cisco Clean Access will not be able to start. Contact a Cisco
representative to purchase a permanent license or trial extension.

6. Once the license is accepted, the web admin console login window appears (Figure 2-2). Type the
username admin and default web admin user password ciscol123, and click L ogin.
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B Access the CAM Web Console

Figure 2-2
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7. The Monitoring summary page displays (Figure 2-3). You can now configure your deployment
through the modules of the web admin console.

Figure 2-3 Monitoring Summary Page
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To log out of the web admin console, either click the Logout button (®), or simply close the browser.

For further details on creating different levels of admin usersfor theweb console, see Admin Users, page
13-11.
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CHAPTER 3

Device Management: Adding Clean Access
Servers, Adding Filters

This chapter describes how to add and manage Clean Access Servers from the Clean Access Manager
(CAM), and configure device/subnet filters. Topics include:

» Overview, page 3-1
» Working with Cisco Clean Access Servers, page 3-2
- Global and Local Administration Settings, page 3-7
» Global Device and Subnet Filtering, page 3-8
For details on Roaming, see Chapter 15, “Device Management: Roaming.”

For details on configuring switch devices using the license-enabled Out-of-Band Switch Management
module, see Chapter 4, “Switch Management and Cisco Clean Access Out-of-Band (OOB).”

Thefirst step inimplementing Cisco Clean Accessis configuring devicesin the Clean Access Manager’s
administrative domain. Clean Access Servers must be added to the CAM in order to manage them
directly in the console. Other devices can be filtered in the CAM to control their authentication
requirements and network access.

For any device, you can control network traffic to or from the device or set up filters for the device. A
filter controls how a device (or multiple devices by subnet) accesses the network by:

« Allowing the device to access the network without user authentication
« Blocking the device
- Exempting a device from authentication and allowing restricted access through a user role.

You can use filters to bypass authentication requirements (the login page) for specified devices. You can
also use filters to restrict network access to a device that is allowed to bypass authentication
requirements, or use afilter to assign the device a Cisco Clean Access system user role.
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Working with Cisco Clean Access Servers

The Cisco Clean Access Server (CAS) gets its runtime parameters from the Clean Access Manager
(CAM) and cannot operate until it is added to the CAM’s domain. Once the CASisinstalled and added
to the CAM, you can configure local parameters in the CAS and monitor it through the web admin
console.

This section describes the following:
» Add Cisco Clean Access Servers to the Managed Domain
» Manage the Clean Access Server
« Check Clean Access Server Status
- Disconnect a Clean Access Server
» Reboot the Clean Access Server
- Remove the Clean Access Server from the Managed Domain

Add Cisco Clean Access Servers to the Managed Domain
The Clean Access Server must be running to be added to the Clean Access Manager.

To add a Cisco Clean Access Server:
1. From Device M anagement, click the CCA Serverslink on the navigation menu.

Device Management

CAS management
pages link

|- Filters

|- Roarning

|— Clean Access

2. Click the New Server tab.

Figure 3-1 Add New Server
|

-

Device Management > Clean Access Servers 2

List of Servers| MNew Server

Server IP Address |

Server Location |

Server Type Out-of-Band Virual Gateway j

Yirual Gatewsay
FealP Gatewsay
MAT Gatews:
[ Out-o-Biand irual Gateweay
Out-of-Band ReaHP Gateway
Outof-Band NAT Gatewsa:

’_ ’_ E |4 tnternet v

3. Inthe Server IP address field, type the IP address of the Clean Access Server’s trusted interface
(eth0), that is, the one connected to the trusted network.

Cisco Clean Access Manager Installation and Administration Guide
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6.

The

Working with Cisco Clean Access Servers W

Optionally, in the Server Location field, type a description of the Clean Access Server’'s location
or other identifying information.

For in-band operation, choose one of the following operating modes for the Clean Access Server
from the Server Typelist:

— Virtual Gateway — Operates as an | P bridge, while providing | PSec, filtering, virus protection,
and other services.

— Real-1P Gateway — Acts as the default gateway for the untrusted network.

— NAT Gateway — Acts as an |P gateway and also provides NAT (Network Address Translation)
services for the untrusted network.

NAT Gateway mode is primarily intended to facilitate testing, as it requires the least amount of
network configuration and is easy to initially set up. However, because NAT Gateway islimited
in the number of connectionsit can handle, NAT Gateway mode (in-band or out-of-band) isNOT
recommended for production deployment. In release 3.5(x), ports 49152~65535 are used for
NAT Gateway mode, supporting a maximum of 16,384 simultaneous connections.

For more information on in-band operating modes, see the Cisco Clean Access Server Installation
and Administration Guide.

For out-of-band operation, you must choose one of the following out-of-band operating types.

— Out-of-Band Virtual Gateway — Operates as a Virtual Gateway during authentication and
certification, before the user is switched out-of-band (i.e., the user is connected directly to the
access network).

— Out-of-Band Real-1P Gateway — Operates as a Real-1P Gateway during authentication and
certification, before the user is switched out-of-band (i.e., the user is connected directly to the
access network).

— Out-of-Band NAT Gateway — Operates as a NAT Gateway during authentication and
certification, before the user is switched out-of-band (i.e., the user is connected directly to the
access network).

~

Note  NAT Gateway (in-band or out-of-band) is not recommended for production deployment.

The Out-of-Band Server Types only appear in the dropdown menu when you add an Out-of-Band
enabled license (e.g. a CCA OOB Server license) to a Clean Access Manager.

The CAM can control both in-band and out-of-band Clean Access Serversin its domain. However,
the CAS itself must be either in-band or out-of-band.

For more information on out-of-band deployment, see Chapter 4, “ Switch Management and Cisco
Clean Access Out-of-Band (OOB).”

Click Add Clean Access Server. The Clean Access Manager looks for the Clean Access Server on
the network, and adds it to its list of managed Servers (Figure 3-2).

Clean Access Server is now in the Clean Access Manager’s administrative domain.
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Networking Considerations for CAS

Note the following:

» eth0 and ethl generally correlate to the first two network cards—NIC 1 and NIC 2—on most types
of server hardware.

» If using DHCP relay, make sure the DHCP server has a route back to the managed subnets of the
CAS.

Real-1P:
« Thetrusted (ethO) and untrusted (ethl) interfaces of the CAS must be on different subnets.

« Onthe L3 router in your network, you must add a static route to/from the managed subnets to the
trusted interface (eth0) of the CAS.

NAT Gateway M ode:

- Thetrusted (ethO) and untrusted (ethl) interfaces of the CAS must be on different subnets.
Virtual Gateway Mode:

« Thetrusted (ethO) and untrusted interfaces (ethl) of the CAS can use the same | P address.

 The CAM and CAS must be on different VLANS.

« The CAS should be on a different VLAN than the user or Access VLANS.

» The CAS should be configured for DHCP forwarding.

» Make sure to configure managed subnets for the CAS.

Note If intending to configure the Clean Access Server in Virtual Gateway mode (1B or OOB), you must
disable or unplug the untrusted interface (ethl) of the CAS until after you have added the CAS to the
CAM from the web admin console. Keeping the ethl interface connected while performing initial
installation and configuration of the CAS for Virtual Gateway mode can result in network connectivity
issues.
For Virtual Gateway with VLAN mapping (In-Band or OOB), the untrusted interface (ethl) of the CAS
should not be connected to the switch until VLAN mapping has been configured correctly under Device
Management > CCA Servers > Manage [CAS |IP] > Advanced > VLAN Mapping.

See the Cisco Clean Access Server Installation and Administration Guide for details.

Troubleshooting when Adding the Clean Access Server

If the Clean Access Server cannot be added to Clean Access Manager, check the following:

» The shared secret is the same on the Clean Access Server and Clean Access Manager. If thisisthe
problem, reset the shared secret with service perfigo config.

« The certificates are correct.

« Thereisconnectivity between the Clean Access Server and Clean Access Manager and there are no
firewall rules blocking RMI ports.

« You have the proper FlexLM license to use out-of-band Clean Access Servers (the Switch
M anagement module must be present in the left-hand pane of the admin console.)

« The CASispingable. If not, the network settings may be incorrect. Reset them using the service
perfigo config CLI command. See Using the Command Line Interface (CLI), page 2-9

Cisco Clean Access Manager Installation and Administration Guide
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- |If the CASis pingable but cannot be added to the CAM:
« Go to the command line of the CAS and enter:

ifconfig ethl down

» Wait 2 minutes, then add the CAS again from the CAM web console.
» When the CASis successfully added, go to the command line of the CAS and enter:

ifconfig ethl up
e InVirtual Gateway mode, ensure that the CAM and CAS are on different subnets.

For further details on correcting Cisco Clean Access Server settings, see the Cisco Clean Access Server
Installation and Administration Guide.

Manage the Clean Access Server

After adding the Clean Access Server, you can configure CA S-specific settings such as DHCP or
I PSec/L2TP/PPTP configuration. For some parameters, such as traffic control policies, the settingsin
the CAS can override the CAM’s global settings.

Once you add the CAS to the Clean Access Manager, the CAS appearsin the List of Serverstab asone
of the managed Servers, as shown in Figure 3-2.

Figure 3-2 List of Servers Tab

|J Bk - = - D 4| Qsearch [lFavortes reds 0| By S = 5 4 |
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M Cisco Clean Access Manager
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- Filters

B ——
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AT e —
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Switch Management
- Profiles
- Devices

[“UserRoles
|- auth Servers
[“Local Users

List of Servers New Server

IP Address Manage[DisconnectReboot] Delete ]
10.201.240.10  NAT Gateway caserverl0 Connected | & P b X
10.201,240,12  NAT Gateway  caserverl?  Connscted o 9 x

[Caumemare
Each Clean Access Server entry lists the | P address, server type, location, and connection status of the
CAS. In addition four management control icons are displayed: Manage ( &), Disconnect ( &), Reboot
(&), and Delete (%).

Click the Manage icon to administer the Clean Access Server.

Note  For further specifics on configuring Cisco Clean Access Servers (such as DHCP or high availability) see
the Cisco Clean Access Server Installation and Administration Guide.

Check Clean Access Server Status

The operational status of each Clean Access Server appears in the Status column;
« Connected — The CAM can reach the CAS successfully.

» Not connected — The CASisrebooting, or the network connection between the CAM and CASis
broken.

Cisco Clean Access Manager Installation and Administration Guide
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Note

If the Clean Access Server has a status of Not connected unexpectedly (that is, it is not down for
standard maintenance, for example), try clicking the M anage button to force a connection attempt. |If
successful, the status changes to Connected. Otherwise, check for a connection problem between the
CAM and CAS and make sure the CAS is running. If necessary, try rebooting the CAS.

The Clean Access Manager monitors the connection status of all configured Clean Access Servers. The
CAM will try to connect a disconnected CAS every 5 minutes.

Disconnect a Clean Access Server

When a Clean Access Server is disconnected, it displays Not Connected status but remainsin the Clean
Access Manager domain. You can always click M anage to connect the CAS and use it.

Using the disconnect option isuseful if you need to keep a Clean Access Server offline for maintenance
work. Additionally, if at any point the Clean Access Server is out of sync with the Clean Access
Manager, you can disconnect the Clean Access Server then reconnect it. The Clean Access Manager will
again publish the data configured for the Clean Access Server and keep the CASin sync.

In contrast, if you delete the Clean Access Server, all secondary configuration settings are lost.

Reboot the Clean Access Server

You can perform a graceful reboot of a Clean Access Server by clicking the Reboot button (%} ) in the
List of Serverstab. In agraceful reboot, the Clean Access Server performs all normal shutdown
procedures before restarting, such as writing logging data to disk.

Remove the Clean Access Server from the Managed Domain

Deleting a Clean Access Server in the List of Serverstab removesit from the List of Servers and the
system. To remove a Clean Access Server, click the Delete button (3<) next to the CAS. In order to reuse
a Clean Access Server that you have deleted, you have to re-add it to the Clean Access Manager.

Note that when the Clean Access Server isremoved, any secondary configuration settings specific to the
CAS are deleted. Secondary settings are settings that are not configured at installation time or through
the service perfigo config SCript, and include policy filters, traffic routing, and encryption
parameters.

Settingsthat are configured at installation time, such asinterface addresses, are kept on the Clean Access
Server and are restored if the CASis later re-added to the CAM’s administrative domain.

Removing an active CA S has the following effect on users accessing the network through the CAS at the
timeit is deleted:

- |If the CAS and CAM are connected when the CAS is deleted, the network connections for active
users are immediately dropped. Users are no longer able to access the network. (Thisis because the
CAM is able to delete the CAS's configuration immediately, so that the IP addresses assigned to
active users are no longer valid in relation to any security policies applicable to the CASes.) New
users will be unable to log into the network.

Cisco Clean Access Manager Installation and Administration Guide
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 If the connection between the CAS and CAM is broken at the time the CAS is deleted, active users
will be able to continue accessing the network until the connection is reestablished. Thisis because
the CAM cannot delete the CAS's configuration immediately. New users will be unable to log into
the network.

Global and Local Administration Settings

The CAM web admin console has the following types of settings:

» Clean Access Manager administration settingsarerelevant only to the CAM itself. These include
its P address and host name, SSL certificate information, and High-Availability (failover) settings.

» Global administration settings are set in the Clean Access Manager and pushed from the CAM to
all Clean Access Servers. These include authentication server information, global device/subnet
filter policies, user roles, and Clean Access configuration.

» Local administration settings are set in the CAS management pages for a Clean Access Server and
apply only to that CAS. These include CAS network settings, SSL certificates, DHCP and 1:1 NAT
configuration, VPN concentrator configuration, |PSec key changes, local traffic control policies,
and local device/subnet filter policies.

The global or local scope of a setting isindicated in the Clean Access Server column in the web admin
console, as shown in Figure 3-3.

Figure 3-3 Scope of Settings
[ Reset View ] [ WView ] ClearE
Certified [
Clcon Access Server] —MAC Address | user ] prow
GLOBAL 00:11:5B:22:27:CF exempt exerr
scope GLOBAL 00:0F:1F:1E:C5:28 exempt exern
indicators
GLOBAL 00:0C:76:0E:1E:28 exempt exerr
192.168.0.100 00:0B:DB:DC:8F:AB userl Local

« GLOBAL—Theentry was created using a global form inthe CAM web admin console and applies
to all Clean Access Serversinthe CAM’s domain.

» <IP Address>—The entry was created using alocal form from the CAS management pages and
applies only for the CAS with this |P address.

In general, pages that display global settings (referenced by GLOBAL) also display local settings
(referenced by CAS IP address) for convenience. These local settings can usually be edited or deleted
from global pages; however, they can only be added from the local CAS management pages for a
particular Clean Access Server.

Global and Local Settings

Global (definedin CAM for all CASes) and local (CA S-specific) settings often coexist on the same CAS.
If aglobal and local setting conflict, the local setting always overrides the global setting. Note the
following:

» For device/subnet filter policies (in which authentication requirements can be bypassed), local
(CAS-specific) settings override global (CAM) settings.

Cisco Clean Access Manager Installation and Administration Guide
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- For other settings, such as traffic control policies, the priority of the policy (higher or lower)
determines which global or local policy is enforced.

- Some features must be enabled on the CASfirst (viathe CAS management pages) before being
configured in the CAM, for example:

— L3 support for the Clean Access Agent (for multi-hop L3 deployments)
— Bandwidth Management
— Use of VPN policy between CAS and users in user role

» Clean Access requirements and network scanning plugins are configured globally from the CAM
and apply to all CASes.

Global Device and Subnet Filtering

As typically implemented, Cisco Clean Access enforces authentication for user devices attempting to
access the network. You can use device/subnet filtering to allow devices on the untrusted side of the
network to bypass authentication and Cisco Clean Access requirements before being allowed access to
the trusted side of the network.

Devicefilters are specified by MAC address of the device (and optionally | P address). Subnet filters are
specified by subnet address and subnet mask (in CIDR format).

You can configure device or subnet filters to do the following:
« Allow all traffic for the device (or subnet) without requiring authentication.
» Block adevice (or subnet) from accessing the network.
» Exempt adevice (or subnet) from authentication and assign a user role to the device.

As another example, (such as VPN concentrator integration) you can configure device or subnet filters
to allow traffic from an authentication server on the trusted network to communicate with a VPN
concentrator on the untrusted network.

Note  Because adevicein aFilter entry is allowed/denied access without authentication, the device will not
appear on the Online Users list (see Online Users List, page 12-3 for details).

This section describes the following:
» Device Filters for In-Band Deployment
» Device Filters for Out-of-Band Deployment
» Device Filters and |PSec/L2TP/PPTP Connectionsto CAS
» Device Filters and Gaming Ports
» Global vs. Local (CAS-Specific) Filters
« Configure Device Filters, page 3-10
» Configure Subnet Filters, page 3-13

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



| Chapter3 Device Management: Adding Clean Access Servers, Adding Filters

Global Device and Subnet Filtering

Device Filters for In-Band Deployment

Cisco Clean Access assigns user roles to users either by means of authentication attributes, or through
device/subnet filter policies. Asaresult, a key feature of device/subnet filter policy configuration isthe
ability to assign a system user roleto a specified MAC address or subnet. Cisco Clean Access processing
uses the following order of priority for role assignment:

1. MAC address
2. Subnet / IP address
3. Logininformation (login ID, user attributes from auth server, VLAN ID of user machine, etc.)

Therefore, if aMAC address associates the client with “Role A,” but the user’s login ID associates him
or her to “Role B,” “Role A” is used.

For complete details on user roles, see Chapter 5, “User Management: User Roles.”

~

Note « For management of Access Points (APs) from the trusted side, you can ensure the APs are reachable
from the trusted side (i.e. through SNMP, HTTP, or whatever management protocol is used) by
configuring afilter policy through Device Management > Filters > Devices.

« When upgrading to 3.5(x), device filters added by the EOLed AP Management feature will not be
lost.

Device Filters for Out-of-Band Deployment

With release 3.5(5) and above, the Clean Access Manager respects the global Device Filters list for
Out-of-Band deployments. In OOB, the rules configured for MAC addresses on the global Device Filter
list will have the highest priority for user/device processing (just as for In-Band deployments).

For OOB, the order of priority for rule processing is as follows:;

1. Device Filters (if configured with a MAC address, and if enabled for OOB)

2. Certified Devices List

3. Out-of-Band Online User List

MAC address device filters configured for OOB have the following options and behavior:
« alow—The deviceis put in the Default Access VLAN.
» deny—The deviceis put in the Default Auth VLAN.
- userole—The deviceis put in the Access VLAN configured for the user role.

You must enable the use of device filters for OOB at the Port Profile level under Switch
Management > Profiles > Port > New or Edit. See Add Port Profile, page 4-25 for details.

Note

» Thisfeature appliesto global device filters only (does not apply to CAS-specific device filters).

For further details, see Chapter 4, “ Switch Management and Cisco Clean Access Out-of-Band (OOB).”

Cisco Clean Access Manager Installation and Administration Guide
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Device Filters and IPSec/L2TP/PPTP Connections to CAS

Devices allowed in the MAC filter list cannot establish | PSec/L2TP/PPTP connections to the Clean
Access Server (CAS). Only userslogging in viaweb login or Clean Access Agent can establish
| PSec/L2TP/PPTP connections to the CAS.

See “User Traffic Encryption” in the Cisco Clean Access Server Installation and Administration Guide
for how to configure secure connections between the Clean Access Server and the end user device.

Device Filters and Gaming Ports

To allow gaming services, such as Microsoft Xbox Live, it isrecommended to create a gaming user role
and to add afilter for the device MAC addresses (under Device M anagement > Filters > Devices >
New) to place the devices into that gaming role. You can then create traffic policies for the role to allow
traffic for gaming ports. For additional details, see:

- Allowing Gaming Ports, page 8-22
» http://www.cisco.com/warp/customer/707/ca-mgr-fag2.html#q16
- Add New Role, page 5-6

Global vs. Local (CAS-Specific) Filters

You can add device/subnet filter policies at a global level, for al Clean Access Servers in the Clean
Access Manager Filters pages, or for a specific Clean Access Server through the CAS management
pages. The CAM stores both types of access filters and distributes the global filter policiesto all Clean
Access Servers and the local filter policies to the relevant CAS.

Notethat for device/subnet filter policies, if aglobal and local setting conflict, thelocal setting overrides
any global settings. (Refer to Global and Local Administration Settings, page 3-7.)

This section describes the forms and the steps to add global access filter policies. See the Cisco Clean
Access Server Installation and Administration Guide for how to add a local access filter policies.

Note  With 3.5(5), the CAM respects the global Device Filters list (not CAS-specific filters) for OOB
deployments.

Configure Device Filters

This section describes the following:
« Create Global Device Filter
- Display / Search Device Filter Policies
» Edit Device Filter Policies

« Delete Device Filter Policies

Cisco Clean Access Manager Installation and Administration Guide
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Create Global Device Filter

Note

A device filter list set up as described in the following steps will apply across all Clean Access Servers
in the Clean Access Manager domain.

1. Click the Filterslink in the Device M anagement group.
2. Click the New link under the Devices tab.

3. Inthe New Device Filter form, enter the MAC address of the device(s) for which you want to create

apolicy in the text field. Optionally, also enter an I P address of the device and a description, in the
form:

<MACAddress>/<IPAddress> <descriptions
<MACAddress>/<IPAddress> <description>

« If you enter both aMAC and an | P address, the client must match both for the rule to apply.
Separate multiple devices with areturn.

You can specify a description by device or for all devices. A description specific to a particular
device (inthe MAC Address field) supersedes a description for all devicesin the Description field.
There cannot be spaces within the description in the device entry (see Figure 3-4).

Figure 3-4 Device Filters
% pevice Management > Filters o !
Devices Subnets

List - New

By default, managed clients must log in to access the network. Set up alternate access policies by
device here. You can permit access without authentication, block access, or permit access without
authentication with a role. If bandwidth management is enabled, devices allowed without
specifying a role will use the bandwidth of the Unauthenticated Role.

MAC Address/IP Address Description™

00:16:21:11:4D:67/10.1.12.9 Deseription |Exempt APs
00:21:11:09:4D:68/10.1.12.10 Access
00:18:25:12:4D:68/10.1.12.11 ITAP Type @allow O deny

O use role; | Unauthenticated Role

(=x: 00:16:21:11:40:67/10.1.12.9 pocket_pc
*IP address and description are opticnal)

Add

a

v|$ b3
4. Optionally, type a description of the policy or device in the Description field.
5. Choose the policy for the device from the Access Type choices:

— allow — Enables the device to access the network without authentication.

— deny — Blocks the device from the network. An HTML page appears notifying the user that
accessis denied (set in User Management > User Roles > New Role)

— userole— Exempts the user from authentication and applies arole to the user. If choosing this
option, also select the role to be applied. See Chapter 5, “User Management: User Roles” for
further details on roles.

6. Click Add to save the policy.
7. TheList page under the Devices tab appears.
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S,
Note  If bandwidth management is enabled, devices allowed without specifying arole will use the bandwidth
of the Unauthenticated Role. See Control Bandwidth Usage, page 8-12 for details.

Display / Search Device Filter Policies
1. You can narrow the number of devices displayed in the filter list (under Device M anagement >
Filters> Devices > List) using the following search criteria:
— Clean Access Server: Any CAS, GLOBAL, or <CASIP address>
Access: Any Access, alow, deny, userole
MAC Address
IP Address

Description

For MAC Address, | P Address and Description searches, you can sel ect equal s (exact match), starts
with, ends with, or contains operators for text entered in the search text field.

2. Click the View button after entering the search criteriato display the desired search.

Figure 3-5 Filtered Devices Search
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Device Management > Filters o))
Devices Subnets
List - New
GLOBAL | Any Access ¥ Search For: |~ SelectField - ¥ || equals %
[ Delete List ] [ View ] f”tered
devices
MAC Filter Addresses 1-3 UEI First | Previous | Mext | Last | indicator

00:16:21:11:4D:67 10.1.12.9 GLOBAL Exempt APs allow

00:21:11:09:4D:68 10.1.12.10 GLOBAL Exempt APs allow

O
O
O

[EIENIES

00:18:25:12:4D:69 10.1.12.11 GLOBAL ITAP allow

3. Clicking Reset View resets the list to display all entries (default). Use the First, Previous, Next,
and L ast links to navigate the pages. A maximum of 25 entries are shown per page.

The Clean Access Server column in the list shows the scope of the policy. If the policy was configured
locally in the CAS management pages, this field displays the | P address of the originating Cisco Clean
Access Server. If the policy was configured globally for all Clean Access Serversin the Device

M anagement > Filters module of the admin console, the field displays GL OBAL.

The filter list can be sorted by column by clicking on the column heading label (MAC Address, IP
Address, Clean Access Server, Description, Access Type).

See Global vs. Local Administration Settings, page 3-6 and the Cisco Clean Access Server Installation
and Administration Guide for further details.

Cisco Clean Access Manager Installation and Administration Guide
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Edit Device Filter Policies

1. Edit adevice access policy by clicking the Edit button (<) next to it in thefilter list. The Edit page
appears.
Figure 3-6 Edit Device Filter

~ A~

Device Management > Filters L]

Devices Subnets
List - Edit

By default, managed clients must log in to access the network. Set up alternate access policies by
device here. You can permit access without authentication, block access, or permit access without
authentication with a role. If bandwidth management is enabled, devices allowed without specifying a
role will use the bandwidth of the Unauthenticated Role.

Description |ExemptAPs
MAC Address: 00:21:11:09:4D:68

Access Type @ allow O deny

IP Address: [10.1.1210 O use role: | Unauthenticated Role ¥

Save
v

~

You can edit the IP Address, Description, Access Type, and role used. Click Save to apply the
changes.

Note that the MAC addressis not an editable property of thefilter policy. To modify aMAC address,
create a new filter policy and delete the existing policy (as described below).

Delete Device Filter Policies

There are two ways to delete a device access policy or policies;

1. Select the checkbox next to it in the List and click the delete () button. Up to 25 device access

policies per page can be selected and deleted in this way.

Usethe search criteriato select the desired devicefilter policies and click Delete List. Thisremoves
all devicesfiltered by the search criteria across the number of applicable pages. Devices can be
selectively removed using any of the search criteria used to display devices. The “filtered devices

indicator” shown in Figure 3-5 displays the total number of filtered devices that will be removed
when Delete List is clicked.

Configure Subnet Filters

The Subnets tab (Figure 3-7) allows you to specify authentication and access filter rules for an entire
subnet. All devices accessing the network on the subnet are subject to the filter rule.

To set up subnet-based access controls:
1. Goto Device Management > Filters> Subnets.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 3-7 Subnet Filters

Device Management > Filters

Devices Subnets

By default, managed clients must log in to access the network. Set up alternate access policies by
subnet here. You can permit access without authentication, block access, or permit access without
authentication with a role. If bandwidth management is enabled, devices allowed without specifying a
role will use the bandwidth of the Unauthenticated Role.

Subnet Address/Netmask ;10.2.12.0 ;22

(CIDR format, ex: 192.168.128.0/22)
Description Ebuilding2
Access Type ®allow O deny

Ouse role: | Unauthenticated Role v |

Add
Clean Access
T s I T T
192.168.128.0 / 22 GLOBAL admin allow ] ¥
10.2.12.0 / 22 GLOBAL building 2 allow ] ¥

2. Inthe Subnet Address/Netmask fields, enter the subnet address and subnet mask in CIDR format.
3. Optionally, type a Description of the policy or device.
4, Choose the network Access Type for the subnet:

— allow — Enables devices on the subnet to access the network without authentication.

— deny — Blocks devices on the subnet from accessing the network.

— userole— Allows access without authentication and applies arole to users accessing the
network from the specified subnet. If you select this option, also select the role to apply to these
devices. See Chapter 5, “User Management: User Roles” for details on user roles.

5. Click Add to save the policy.
The policy takes effect immediately and appears at the top of the filter policy list.

Note  If bandwidth management is enabled, devices allowed without specifying arole will use the bandwidth
of the Unauthenticated Role. See Control Bandwidth Usage, page 8-12 for details.

After a subnet filter is added, you can remove it using the Delete (3¢ ) button or edit it by clicking the
Edit button (g<f). Note that the subnet address is not an editable property of the filter policy. To modify
a subnet address, you need to create a new filter policy and delete the existing one.

The Clean Access Server column in the list of policies shows the scope of the policy. If the policy was
configured as alocal setting in a Clean Access Server, thisfield identifies the CAS by IP address. If the
policy was configured globally in the Clean Access Manager, the field displays GLOBAL.

Thefilter list can be sorted by column by clicking on the column heading label (Subnet, Clean Access
Server, Description, Access Type).

Cisco Clean Access Manager Installation and Administration Guide
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CHAPTER I

Switch Management and Cisco Clean Access
Out-of-Band (OOB)

This chapter describes how to configure Cisco Clean Access for out-of-band (OOB) deployment. Topics
include:

Overview, page 4-1

Deployment Modes, page 4-4

Configuring Your Network for Out-of-Band, page 4-11
Configure Your Switches, page 4-11

Configure OOB Switch Management in the CAM, page 4-16
Out-of-Band User List Summary, page 4-44

Inatraditional in-band Clean Access deployment, all network traffic to or from clients goes through the
Cisco Clean Access Server. For high throughput or highly routed environments, a Cisco Clean Access
Out-of-Band (OOB) deployment allows client machines to pass through the Clean Access network only
in order to be authenticated and certified before being connected directly to the trusted network. This
section discusses the following topics:

In-Band Versus Out-of-Band, page 4-2
I mplementation Requirements, page 4-2
SNMP Control, page 4-3

| oL-7044-01
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In-Band Versus Out-of-Band

Table 4-1 summarizes the different characteristics of each type of deployment.

Table 4-1

In-Band vs. Out-of-Band Deployment

In-Band Deployment Characteristics

Out-of-Band Deployment Characteristics

The Clean Access Server (CAS) isawaysinline
with user traffic (both before and following
authentication, posture assessment and
remediation). Enforcement is achieved through
being inline with traffic.

The Clean Access Server (CAS) isinlinewith user
traffic ONLY during the process of authentication,
assessment and remediation. Following that, user
traffic does not come to the CAS. Enforcement is
achieved through the use of SNMP to control
switches and VLAN assignments to ports.

The CAS can be used to securely control
authenticated and unauthenticated user traffic by
using traffic policies (based on port, protocol,
subnet), bandwidth policies, and so on.

The CAS can control user traffic during the
authentication, assessment and remediation phase,
but cannot do so post-remediation since it is
out-of-band.

Does not provide switch port level control.

Provides port-level control by assigning ports to
specific VLANS as necessary.

In-Band deployment is the recommended
approach when deploying for wireless networks.

OOB deployment model does not apply to
wireless networks.

In-Band deployment is compatible with 802.1x

It is not recommended to use 802.1x with OOB
deployment, as conflict will exist between Cisco
Clean Access OOB and 802.1x to set the VLAN
on the interface/port.

Implementation Requirements
N

Note

See “ Supported Switches for Cisco Clean Access Out-of-Band” for the latest details:
http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccal/ccalds/35rn. htm#wpl63607

Out-of-band implementation of Cisco Clean Access requires the following to be in place:
« Controlled switches must be supported models:
— Cisco Catalyst 2900 XL (3.5.4+ only)

— Cisco Catalyst 2940 (3.5.4+ only)

— Cisco Catalyst 2950

— Cisco Catalyst 2950 LRE

— Cisco Catalyst 2960 (3.5.7+ only)

— Cisco Catalyst 3500 XL (3.5.4+ only)
— Cisco Catalyst 3550

— Cisco Catalyst 3560 (3.5.1+ only)

— Cisco Catalyst 3750

— Cisco Catalyst 4000 (3.5.8+ only)

0L-7044-01 |
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— Cisco Catalyst 4500
— Cisco Catalyst 6500
» Controlled switches must use at least the minimum supported version of 1OS or CatOS (supporting
mac-notification or linkup/linkdown SNMP traps).
» Your Cisco Clean Accesslicense must enable Switch Management, and your Clean Access Server(s)
and Clean Access Manager must be version 3.5 or greater.
« Clients must be physically connected to the ports of managed switches.
S
Note « Cisco Clean Access OOB supports Cisco Catalyst 3750 stacks. However, when mac-notification is
used and there are more than 252 ports on the stack, mac-notification cannot be set/unset for the
252nd port using the CAM. There are two workarounds:
1. Uselinkup/linkdown SNMP notifications only
2. If using mac-notification, do not use the 252nd port and ignore the error; other ports will work
fine.
« Clusters are not supported.
SNMP Control
With out-of-band deployment, you can add switches to the Clean Access Manager’s domain and control
particular switch ports using the Simple Network Management Protocol (SNMP). SNMPis an
application layer protocol used by network management tools to exchange management information
between network devices. Cisco Clean Access supports the following SNMP versions:
Read Operations Write Operations
- SNMPV1 - SNMPV1
- SNMPV2c - SNMPV2c
(V2 with community string.) (V2 with community string.)
- SNMPV3
You first need to configure the switch to send and receive SNMP traffic to/from the Clean Access
Manager, then configure matching settings on the Clean Access Manager to send and receive traffic
to/from the switch. Thiswill enable the Clean Access Manager to get VLAN and port information from
the switch and set VLANS for managed switch ports.
Cisco Clean Access Manager Installation and Administration Guide
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Deployment Modes

This section describes out-of-band deployment for Virtual Gateway and Real-IP/NAT Gateway. For all
gateway modes, to incorporate Cisco Clean Access Out-of-Band in your network, you must add an
Authentication VLAN to your network and trunk all Auth VLANSsto the untrusted interface of the Clean
Access Server.

» Basic Connection, page 4-4
» Out-of-Band Virtual Gateway Deployment, page 4-6
- OOB Network Setup / Configuration Worksheet, page 4-15

Basic Connection

The following diagrams show basic “before” and “after” VLAN settings for a client attached to an
out-of-band deployment. Figure 4-1 illustrates the in-band client and Figure 4-2 illustrates the client
when out-of-band.

Figure 4-1 Before — Client is In-Band for Authentication / Certification

Clean Access
Server
— =L

Untrusted
(eth) Managed Switch

In) ]

Auth VLAN —— 3 ﬁ —— Access VLAN
Controlled 77@ ] D

port

Internet

Uncontrolled
port

Unauthenticated Client

130782

When an unauthenticated client first connects to a managed port on a managed switch (Figure 4-1), the
switch assigns the client the authentication VLAN specified in the Port Profile configured for this
managed port. The switch then sends all traffic from the Auth VLAN client to the untrusted interface of
the Clean Access Server (CAS). The client authenticates through the Clean Access Server, and if Clean
Access is enabled, goes through the Clean Access certification process. Because the client is on the
authentication VLAN, all the client’s traffic must go through the Clean Access Server and the client is
considered to be in-band.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 4-2 After — Client is Out-of-Band After Being Certified
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Once the client is authenticated and certified (i.e. on the Certified List), the Clean Access Manager
switches the VLAN of the client port to the Access VLAN specified in the Port Profile configured for
the port (Figure 4-2). Once the client is on the Access VLAN, the switch no longer directs the client’s
traffic to the untrusted interface of the Clean Access Server. At this point the client is on the trusted
network and is considered to be out-of-band.

In the event the user reboots the client machine, unplugs it from the network, or the switch port goes
down, this triggers the switch to send a linkdown trap to the CAM (if linkdown traps are set up on the
switch and configured on the CAM viathe Port profile). Thereafter, the client port behavior depends on
the Port profile settings for the specific port (see Add Port Profile, page 4-25 for details).

Note  Release 3.5(1) and above allow you to configure the Initial VLAN to bethe Access VLAN. See Add Port
Profile, page 4-25 for details.

| oL-7044-01
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Out-of-Band Virtual Gateway Deployment

The great advantage of out-of-band Virtual Gateway deployment isthat the client never needs to change
I P addresses from the time an | P address is acquired to the time the client gains actual network access
on the Access VLAN.

In out-of-band Virtual Gateway mode, the Clean Access Server uses VLAN mapping to retag the
unauthenticated client’s allowed traffic (such asDNS or DHCP requests) from the Authentication VLAN
to the Access VLAN and vice versa. In this way, no new client IP address is needed when the client is
eventually switched to the Access VLAN, because the DHCP-acquired | P address is already paired with
the Access VLAN ID.

Figure 4-3 illustrates the client authentication and access path for the OOB Virtual Gateway example
described below. In this example, the Authentication VLAN is 100, and the Access VLAN is 10.

1.
2.

10.

11.

12.

13.

The unauthenticated user connects the client machine to the network through an edge switch.

The switch placesthe client automatically on the Auth VLAN (100), and the Clean Access Manager
places the client on the out-of-band Discovered Clients list (Switch Management > Devices >
Discovered Clients).

The client attempts to acquire a DHCP address.

Theclient’s DHCP request packets are trunked with all other Auth/AccessVVLAN traffic through the
edge switch.

The core L2 switch forwards all Auth VLAN traffic to the out-of-band Virtual Gateway Clean
Access Server (CAS).

The CAS receives the VLAN 100 traffic on its untrusted interface.

With VLAN mapping rules already configured to map the Auth VLAN to the Access VLAN (under
Device Management > CCA Servers> Manage [CAS |P] > Advanced > VLAN Mapping), the
CAS retags the allowed DHCP traffic from VLAN 100 on its untrusted side to VLAN 10 on its
trusted side and forwards the retagged traffic on its trusted interface to the L3 router/DHCP server.
Note that when VLAN mapping is used for out-of-band, the Clean Access Manager transparently
allows DNS and DHCP traffic from the untrusted interface, and no additional traffic control policies
need to be configured. See the Cisco Clean Access Server Installation and Administration Guide for
details on VLAN mapping.

From the router’s point of view, thisis arequest from VLAN 10. The router returns the DHCP
response to VLAN 10 on the CAS.

With VLAN mapping rules enabled, the CAS retags the allowed traffic from VLAN 10 to VLAN
100 and forwards the DHCP response to the initiating client.

The client authenticates through the Clean Access Server viaweb login or the Clean Access Agent.
If Clean Accessis enabled, the client goes through the Clean Access process, all the while
transmitting and receiving traffic on the Auth VLAN (100) to the CAS. When clean, the client is
placed on the Certified List.

At this point, the Clean Access Manager instructs the switch to change the client from the Auth
VLAN (100) to the Access VLAN (10) (as specified in the Port Profile), and puts the client on the
out-of -band Online Userslist (Monitoring > Online Users > View Online User s > Out-of-Band).

Because thisisan out-of-band Virtual Gateway deployment, and the client already has an IP address
associated with the Access VLAN, the client port is not bounced after it is switched to the Access
VLAN.

Once theclient is on the Access VLAN, the client is on the trusted network and the client’s traffic
no longer goes through the Clean Access Server.

Cisco Clean Access Manager Installation and Administration Guide
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14. For certified clients, the Port Profile form (Switch Management > Profiles > Port > New or Edit)
provides the following options (see Add Port Profile, page 4-25 for details). You can switch the
client to:

The Access VLAN specified in the Port Profile form.

The Access VLAN specified for the user role of the client, if you choose to use a role-based
port profile (see Figure 4-9 on page 4-18 for details).

Theinitial VLAN of the port. For this configuration, the client port is switched to the Auth
VLAN for authentication/certification, then when the client is certified, the port is switched
back to the initial VLAN of the port saved by the CAM when the switch was added.

Note also that:

If theclient’s MAC addressis on the Certified List, but not on the out-of-band Online Users list
(in other words, the client is clean but logged off the network), you can keep the client on the
Access VLAN at the next login (allowing trusted network access), or you can put the client on
the Auth VLAN at the next login to force the user to re-authenticate through the CAS. Because
the client is already certified, the client does not go through Clean Access certification, only
authentication.

Removing an OOB client from the Certified List removes the out-of-band user from the
Out-of-Band Online Users List and bounces the port (with release 3.5(7) and above, port
bouncing is optional).

Client machine shutdown/reboot will trigger alinkdown trap (if set up on the switch) sent from
the switch to the CAM. The behavior of the client (Agent or web login) depends on the Port
Profile setting for that specific port.

| oL-7044-01
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Figure 4-3 illustrates out-of-band Virtual Gateway mode using an L 3 router/switch. The router/switch

receives traffic from the Auth VLAN as Layer 2 traffic and forwards it to the untrusted side of the Clean
Access Server. The Virtual Gateway Clean Access Server performs VLAN mapping for allowed traffic
(DNS, DHCP) from the Auth VLAN (untrusted interface) to the Access VLAN (trusted interface) and

vice versa. The router/switch receives traffic from the Access VLAN as Layer 3 traffic and routes it

accordingly.
Figure 4-3 Out-of-Band VGW Mode: Catalyst 6500 Series Core Router Example
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For additional configuration information, see the following sections of the Cisco Clean Access Server
Installation and Administration Guide:

e Understanding VLAN Settings
 VLAN Mapping in Virtual Gateway Mode
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Out-of-Band Real-IP/NAT Gateway Deployment

~

Note

In out-of-band Real-1P or NAT gateway deployment, the client | P address has to change when the port
is changed from the Auth VLAN to the Access VLAN.

NAT Gateway mode (In-Band or OOB) is not recommended for production deployment.

Figure 4-4 illustrates the sequence described below. In this example, the Authentication VLAN is 100,
and the Access VLAN is 10.

1.
2.

10.

The unauthenticated user connects the client machine to the network through an edge switch.

The switch placesthe client automatically on the Auth VLAN (100), and the Clean Access Manager
places the client on the out-of-band Discovered Clients list (Switch Management > Devices >
Discovered Clients).

The unauthenticated client requests and receives an Auth VLAN |P address (x.x.100.x).

The client authenticates through the Clean Access Server viaweb login or the Clean Access Agent.
If Clean Accessis enabled, the client goes through the Clean Access process, all the while
transmitting and receiving traffic on the Auth VLAN (100) to the CAS. When clean, the client is
placed on the Certified List.

At this point, the Clean Access Manager instructs the switch to change the client from the Auth
VLAN (100) to the Access VLAN (10) (according to the Port Profile), and puts the client on the
out-of -band Online Userslist (Monitoring > Online Users > View Online User s > Out-of-Band).

Theclient isswitched to the Access VLAN, and the edge switch port to which the client is connected
isbounced (as set in the Port Profile). The client, now on the Access VLAN, recognizesthat its Auth
VLAN IP addressisinvalid and gets a new | P address.

The client acquires an Access VLAN IP address (x.x.10.x).

The client now transmits traffic on the trusted network, on the Access VLAN specified in the Port
Profile.

Oncetheclient isonthe Access VLAN, the client’s traffic no longer goes through the Clean Access
Server.

For certified clients, the Port Profile form (Switch M anagement > Profiles > Port > New or Edit)
provides the following options (see Add Port Profile, page 4-25). You can switch the client to:

— The Access VLAN specified in the Port Profile form.

— The Access VLAN specified for the user role of the client, if you choose to use a role-based
port profile (see Figure 4-9 on page 4-18 for details).

— Theinitial VLAN of the port. For this configuration, the client port is switched to the Auth
VLAN for authentication/certification, then when the client is certified, the port is switched
back to the initial VLAN of the port saved by the CAM when the switch was added.

Note also that:

— If theclient'sMAC addressis on the Certified List, but not on the out-of-band Online Users list
(in other words, the client is clean but logged off the network), you can keep the client on the
Access VLAN at the next login (allowing trusted network access), or you can put the client on
the Auth VLAN at the next login to force the user to re-authenticate through the CAS. Because
the client is already certified, the client does not go through Clean Access certification, only
authentication.
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— Removing an OOB client from the Certified List removes the out-of-band user from the
Out-of-Band Online Users List and bounces the port (with release 3.5(7) and above, port

bouncing is optional).

Figure 4-4
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Configuring Your Network for Out-of-Band

The Clean Access Manager (CAM) manages out-of-band Clean Access Servers (CASes) and switches
through the admin network. The trusted interface of the Clean Access Server is connected to the switch
port on the admin/access VLAN or to the admin network directly, and the untrusted interface is
connected to the switch port on the Authentication VLAN. When a client connects to a controlled port
on amanaged switch, the port is set to the Authentication VLAN and the traffic to/from the client goes
through the Clean Access Server. After the client is authenticated and certified through the Clean Access
Server, the port connected to the client is changed to the Access VLAN. In this way, traffic from/to
certified clients bypasses the Clean Access Server. For Real-1P/ NAT-Gateway setup, the client port is
also bounced to prompt the client to acquire a new |P address from the admin/access VLAN.

N

Note

NAT Gateway mode (In-Band or OOB) is not recommended for production deployment.

If configuring the Clean Access Server as an Out-of-Band Virtual Gateway, the untrusted interface
should not be connected to the switch until VLAN mapping has been configured correctly under
Device Management > CCA Servers> Manage [CAS IP_address] > Advanced > VLAN
Mapping. See the Cisco Clean Access Server Installation and Administration Guide for details.

Configure Your Switches

This section describes the steps needed to set up switches to be used with Cisco Clean Access
Out-of-Band.

Configuration Notes, page 4-11
OOB Network Setup / Configuration Worksheet, page 4-15
Example Switch Configuration Steps, page 4-12

Configuration Notes

The following considerations should be taken into account when configuring switches for OOB:

Switch clusters are not supported. As a workaround, assign an | P address to each switch.

It is recommended to enable ifindex persistence on the switches.

It is recommended to turn on portfast on access ports (those directly connected to client machines).
It is recommended to set the mac-address aging-time to a minimum of 3600 seconds.

The MAC address(es) connected to a particular port may not be available after Port Security is
enabled. This occurs on some models of Cisco switches (e.g. 4507R, 10S Version 12.2(18) EW).

If implementing High-Availability, ensure that Port Security is not enabled on the switch interfaces
to which the CAS and CAM are connected. This can interfere with CAS HA and DHCP delivery.

The MAC address(es) connected to a particular port may not be available when the Access VLAN
of the port does not exist inthe VLAN database. This occurs on some models of Cisco switches (e.g.
6506, 10S Version 12.2(18) SXD3.

Only Ethernet (Fa, Gi, fiber) port types (reported by SNMP) are displayed.
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- If no healthy Clean Access Manager isin service, then portsthat arein the Auth (quarantine) VLAN
remain in the Auth VLAN until the CAM isreset.

Example Switch Configuration Steps

1. Connect the machines and switches. Write down the admin VLAN, Access VLAN, Authentication
VLAN and other information (see Table 4-2).

2. Thefollowing example illustrates a sample out-of-band Virtual Gateway setup.

Clean Access Manager (CAM): 10.201.2.15

CAM admin VLAN 2

Clean Access Server (CAS): 10.201.5.15
CASadmin VLAN 5

Access VLANS: 10, 20
Authentication VLANS: 31,41
Switch (Catalyst 2950): 10.201.3.16

— Thetrusted interface of the CAS is connected to the trunk port for Access VLANS 10, 20.
— The untrusted interface of the CAS is connected to the trunk port for Auth VLANs 31, 41.
Refer the switch documentation for details on configuring your specific switch model.
3. Configure the IP address (10.201.3.16) and Access VLANS (10, 20).

4. When using Virtual Gateway with VLAN mapping, make sure thereisno VLAN interface for any
of the Auth VLANSs on your existing Layer 3 switch or router (e.g. CAT 6500). For example, for an
Access VLAN 10 and Auth VLAN 31 for which VLAN mapping has been configured on the CAS,
and if an interface already exists on the L3 switch/router for the Auth VLAN, you can turn it off
using the following commands:

(config)# no int vlan 31
(config)# vlan 31

The first command turns off the interface and the second ensures VLAN 31 (Auth VLAN) isin the
VLAN database table.You will also need to Enable VLAN Mapping in the CAS as described in
Figure 4-8 on page 4-18.

5. For Real-IP Gateways, add static routes on the L3 switch or router to route traffic for the managed
subnets to the trusted interface of the respective CA Ses.

6. Configure SNM P miscellaneous settings:

# snmp-server location <location_strings>
# snmp-server contact <admin_ contact_info>

7. Configure the SNMP read community string used in Configure Switch Profiles, page 4-21. ACLs
are applied here for better security.

# access-list 20 permit 10.201.0.0 0.0.255.255

The SNMP read-only community string is “¢c2950_read:”

# snmp-server community c2950_read ro 20

Cisco Clean Access Manager Installation and Administration Guide
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8.

10.

Note

11.

Configure Your Switches

Configure the SNMP write community string (V1/V2c) or username/password (V3) used in
Configure Switch Profiles, page 4-21. ACLs are applied here for better security.

# access-list 21 permit host 10.201.2.15

— SNMP V1/V2c settings (SNMP read-write community string is “c2950 write"):

# snmp-server community c2950 write rw 21

— SNMP V3 settings (username: “c2950_user;” password: “c2950 auth”):

# snmp-server group c2950 group v3 auth read vldefault write vldefault
# snmp-server user c2950_user c2950_group v3 auth md5 c2950_auth access 21

Enable MAC-Natification/Linkup/Linkdown SNMP traps and set MAC address table aging-time
when necessary for the switch. If enabling MAC notification traps, the MAC address table
aging-time must be set to a non-zero value. Cisco recommends setting the MAC address table
aging-timeto at least 3600 seconds for switches that have limited space for MAC addresses, and to
a higher value (e.g. 1000000) if your switches support a sufficiently large number of MAC entries.
If a switch supports mac-notification traps, Cisco Clean Access uses the mac-notification trap by
default, in addition to linkdown traps (to remove users). If the switch does not support the
mac-notification trap, the Clean Access Manager uses linkup/linkdown traps only.

# snmp-server enable traps mac-notification

# snmp-server enable traps snmp linkup linkdown
# mac-address-table aging-time 3600

Enable the switch to send SNMP mac-notification and linkup traps to the Clean Access Manager.
The switch commands used here depend on the SNMP version used in the SNMP trap settingsin
Configure SNMP Receiver, page 4-28.

For better security, it is recommended for administrators to use SNMP V3 and define ACLs to
limit SNMP write access to the switch.

— SNMPv1 (SNMP community string is “cam_v1"):

# snmp-server host 10.201.2.15 traps version 1 cam vl udp-port 162
mac-notification snmp

— SNMP V2c (SNMP community string is“cam_v2"):

# snmp-server host 10.201.2.15 traps version 2c cam v2 udp-port 162
mac-notification snmp

— SNMPV3 (SNMP username/password is“cam_user”/“cam_auth”). The group command should
be run after the user and host commands:
# snmp-server user cam_user cam_group v3 auth md5 cam_auth
# snmp-server host 10.201.2.15 traps version 3 auth cam user udp-port 162
mac-notification snmp

# snmp-server group cam _group v3 auth read vldefault write vldefault notify
vldefault

Enter interface configuration mode and enabl e the Port Fast command to bring a port more quickly
to a Spanning Tree Protocol (STP) forwarding state:

# spanning-tree portfast

| oL-7044-01
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S

Note  Enabling this feature on a port connected to a switch or hub could prevent STP from
detecting and disabling loopsin your network. Refer to the switch documentation for details.

Figure 4-5 Example Setup
CAT 3550
172.16.1.61
Fon7 VLAN 2,10,20
CAT 2950

F 0/24

172.16.1.64
VLAN 2

VLAN 10,20

Figure 4-6

ITo PIX

interface FastEthernet0/1

switchport access vlan 2

switchport mode access

! To Manager

interface FastEthernet0/2

switchport access vlan 2

switchport mode access

!

interface FastEthernet0/3

switchport access vlan 2

switchport mode access

!

interface FastEthernet0/8

switchport trunk encapsulation dotlq
switchport trunk native vlan 999
switchport trunk allowed vlan 3,10,20
switchport mode trunk

!

interface FastEthernet0/10

switchport access vlan 10
switchport mode access
spanning-tree portfast

1

interface FastEthernet0/17

switchport trunk encapsulation dotlq
switchport trunk allowed vlan 2,10,20
switchport mode trunk

172.16.1.1

VLAN 3,10,

PIX

Internet

20 10.60.32

FO/8 [ gtho

ethl
-l

CAS6

VLAN 31,41

10.60.3.2

Note: CAS interfaces should be on a separate VLAN from
Manager VLAN and access VLANs

Example L3 Switch Configuration

1

interface VLAN1

ip address 192.168.1.61 255.255.255.0
shutdown

!

interface VLAN2

ip address 172.16.1.60 255.255.255.0
!

interface VLAN3

ip address 10.60.3.1 255.255.255.0

interface VLAN10

ip address 10.60.10.1 255.255.255.0
!

interface VLAN20

ip address 10.60.20.1 255.255.255.0
"

ip default-gateway 172.16.1.1

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.1.1

ip http server

!

Note: No int vlan 31 or 41
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OOB Network Setup / Configuration Worksheet

Table 4-2 summarizes information needed to configure switches and the Clean Access Manager.

Table 4-2 Configuration Worksheet

Configure Your Switches

Configuration Settings

Switch Configuration

Switch |P Address:

Access VLANS:

Auth VLANS:

location_string:

admin_contact_info:

SNMP version used:

SNMP (V1/V2c) read community string:

SNMP (V1/V2c) write community string:

SNMP (V3) auth method/ username/password:

mac-notification or linkup:

SNMP Trap V1/V2c community string, or SNMP Trap
V3 auth method/usr/pwd (to send traps to CAM):

CAM/ CAS Configuration

CAM |P address:

CAS Trusted | P address:

CAS Untrusted | P address:

CAM VLAN (admin):

CASVLAN (admin):

CAM SNMP Trap Receiver:

Community string for SNMP Trap V1 switches:

Community string for SNMP Trap V 2c switches:

Auth method/username/password for SNMP Trap V3
switches:
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Configure OOB Switch Management in the CAM

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

This section describes the web admin console configuration steps to implement out-of-band. In general,
you first configure Group, Switch, and Port profiles, as well as the Clean Access Manager's SNMP
Receiver settings, under Switch Management > Profiles. After profilesare configured, add the switches
you want to control to the Clean Access Manager’'s domain under Switch M anagement > Devices, and
apply the profiles to the switches.

After switches are added, the ports on the switch are discovered, and the Port and Config buttons and
pages for each switch appear on Switch Management > Devices > Switches > List.

Clicking the manage Ports button brings up the Ports tab. The Ports page is where you apply a
controlled Port Profile to a specific port(s) to configure how a client’s traffic is temporarily routed
through the CAS for authentication/ certification before being allowed on the trusted network.

The configuration sequence is as follows:

Plan your settings and configure the switches to be managed, as described in previous section Configure
Your Switches, page 4-11.

Add Out-of-Band Clean Access Servers and Configure Environment, page 4-17
Configure Group Profiles, page 4-19

Configure Switch Profiles, page 4-21

Configure Port Profiles, page 4-24

Configure SNMP Receiver, page 4-28

Add Managed Switch, page 4-30

Manage Switch Ports, page 4-34

Cisco Clean Access Manager Installation and Administration Guide
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Add Out-of-Band Clean Access Servers and Configure Environment

Almost all the CAM/CAS configuration for Cisco Clean Access Out-of-Band deployment is done
directly in the Switch M anagement module of the web admin console. Apart from the Switch

M anagement module configuration, OOB setup is almost exactly the same as traditional in-band setup,
except for the following differences:

1. Choose an Out-of-Band gateway type when you add your Clean Access Server(s).

Figure 4-7 Add New OOB Server

Device Management > Clean Access Servers D

List of Servers | New Server I

-

Server IP Address |

Server Location |

Server Type Out-of-Band Virual Gateway j

Yirual Gatewsay
FealP Gatewsay
MAT Gatews:
| Out-of-Brand itual Gateway
Out-of-Band ReaHP Gateway
Outof-Band NAT Gatewsa:

’_ ’_ E |4 tnternet v

When you apply an Out-of-Band (Switch Management) enabled license to a Clean Access
deployment, three additional Server Types will appear in the dropdown menu to add a new Clean
Access Server (see Figure 4-7):

— Out-of-Band Virtual Gateway
— Out-of-Band Real-IP Gateway
— Out-of-Band NAT Gateway

The Clean Access Manager can control both in-band and out-of-band CASesin its domain.
However, the Clean Access Server itself must be either in-band or out-of-band.

License-enabled

dropdown

NAT Gateway mode (In-Band or OOB) is not recommended for production deployment.

« For Virtual Gateway (In-Band or OOB), it isrecommended to connect the untrusted interface (ethl)
of the CAS to the switch only after the CAS has been added to the CAM via the web console.

» For Virtual Gateway with VLAN mapping (In-Band or OOB), the untrusted interface (ethl) of the
CAS should not be connected to the switch until VLAN mapping has been configured correctly
under Device Management > CCA Servers> Manage[CAS | P] >Advanced > VLAN Mapping.
See the Cisco Clean Access Server Installation and Administration Guide for details.
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2. For OOB Virtual Gateways, VLAN mapping must be enabled and configured on the CAS to retag
an unauthenticated client’s allowed traffic (e.g. DHCP/DNS) from the Auth VLAN to the Access
VLAN (and vice-versa). This should be done for each Auth/Access VLAN pair. Seethe Cisco Clean
Access Server Installation and Administration Guide for further details on VLAN mapping.

Figure 4-8 Enable VLAN Mapping for Out-of-Band Virtual Gateways

-

|+

Device Management > Clean Access Servers > 10.201.240.12 B

Status
Managed Subnet

N £ Filter

H Authentication
© ¥LAN Mapping - 1:1 NAT -

Static Routes - ARP -

Advanced

Proxy

Enable VLAN

¥ Enable WLAN Mapping Update | xjalizﬁlr&gpdate)

Untrusted network WLAN ID |1 5 [-1 far non-WLAN] Add Auth to

Access VLAN

Trusted network YLAN ID |3 (-1 for non-vLAN] Mapping

Description |Map Auth WLAN 15 10 Access WLAN 3
Add Mapping |
Rl Untrusted YLAN ID | Trusted YLAN ID _EE_
15 Map Auth YLAN 15 to Access VLAN 3 —————— Verify settings
16 4 Map Auth YLAN 16 to Access YLAN 4 X &

-

B

[ B - reror—

3. If you plan to userole-based port profiles (see Configure Port Profiles, page 4-24), you must specify
an Access VLAN when you create a new user role (see Figure 4-9).

Figure 4-9 Configure User Role with Access VLAN

User Management > User Roles

List of Roles Edit Role Traffic Control] Bandwidth Schedule

[ Disable this role

Role Name IRD\FH

Role Description IAgent Role

Role Type MNormal Login Role =

*UPN Palicy Deny |~ |

*Dynamic IPSec Key © Enable & Disable User Management > User Roles ] M
_ *Max Sessions per User Account {

[ Case-Insensitive ) 0 (1 - 255: 0 for unlimited)

Retag Trusted-side Traffic with VID List of Roles New Role Traffic Control ] Bandwidth Schedule

(In-Band) / Role WLAN (Out-of-Band) 3 (0 - 4095)
b Kl Role Name

mmmmmmnm

Role for unauthenticated %

deny  deny e

Temporary Role deny Role for users W nawnload 8 B o X
Add Access VLAN here to use role-based port profiles Quarantine Rale Role for quarantined users €78 B ¥
Rolel Agent Role &7 I ¢ ¥
Rolez deny deny network scanning role &7 I o ¥
- Raoles deny  deny Agent & network scanning % I i ¥

U1 T a—
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4. When out-of-band is enabled, the Monitoring > View Online User s page displays links for both
In-Band and Out-of-Band users and display settings (see Figure 4-10).

Figure 4-10 View Out-of-Band Online Users

Monitoring > Online Users B

Yiew Onlipe 1lcarc Display Settings

|
In-Band - Out-of-Band
—

Ay CCA Server x| |Any Provider x| |Any Fole | Wiew
Ay Switch 'l FesetView
Search For: |—Se|ed Field—j |equals j | Kick Users
Active users: 1 (Max users since last reset: 1) FesetMax Users |

Prewyious | Mext | Last |

Out-of-band user
i display settings

2005-03-

test 10.201.15.146 00:40:CA:44:D9:70 Local DB rolel 10.201.3.17 14 b i M=
17:26:10 =

o4l | mil

Configure Group Profiles

When you first add a switch to the Clean Access Manager’s domain (under Switch M anagement >
Devices), a Group profile must be applied to add the new switch. There is a predefined Group profile
called default, shown in Figure 4-11. All switches are automatically put in the default group when you
add them. You can leave this default Group profile setting, or you can create additional Group profiles
as needed. If you are adding and managing alarge number of switches, creating multiple Group profiles
allows you filter which sets of devices to display from the list of switches (under Switch M anagement
> Devices > Switches > List).

Figure 4-11 Group Profiles List

Switch Management > Profiles (3]

SMNMP
Receiver

Group Switch

List - Mew
| GroupName | Description ______[Switches| Edit | Delete |
groupl Group One pe ) b4
group2 Group Two pe ) b4
default Default Group L e | |
= E
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Go to Switch Management > Profiles> Group > New.

In

Switch Management > Profiles

Switch Management > Profiles

SMNMP
Receiver

Switch

Group Name I
Description I
Add

"'d

Enter a single word for the Group Name. You can use digits and underscores, but no spaces.
Enter an optional Description.

Click Add. The new Group profile appears under Switch Management > Profiles> Group > List.

To edit the profile later, after actual switches are added, go to Switch Management > Profiles >
Group > List and click the Edit (z) button for the new Group profile.

The Edit page appears.

I

SMNMP
Receiver

Group Switch

List - New - Edit

Available Switches

Member Switches

10.201.3.18
10.201.3.19
10.201.3.215
10.201.3.217

10.201.3.15
10.201.3.16
10.201.3.17

Join »» |
<< Remove |

Group Mame Igroup1
Description |Gr0up One

Update |
| o

You can toggl e the switches that belong in the Group profile by selecting the | P address of the switch
from the Member Switches or Available Switches columns and clicking the Join or Remove
buttons as applicable.

Click the Update button when done to save your changes.

Add Group Profile
1.
2.
3.
4.
Edit Group Profile
1.
2.
4K
3.
4,
A
Note

To delete a group profile, you must first remove the joined switches from the profile.
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Configure Switch Profiles

A switch profile must first be created under Switch Management > Profiles >Switch> New, then
applied when a new switch is added. A Switch profile classifies switches of the same model and SNMP
settings, as shown in Figure 4-12. The Switch profile configures how the CAM will read/write/change
port settings (such as Access/Auth VLAN) on a switch of this particular type.

Figure 4-12 Switch Profiles List

»
I

7| switch Management > Profiles B

Switch

Group SNMP Receiver

List - Mew

e e
c2000vivl Cisco Cast:'r‘l’:; AL 161 Catalyst 2000 XL R1W1 P i X
c2940v1vl Cisco Catalyst 2940 series 161 Catalyst 2940 R1w1 ﬁ *
CZ950vEYZ Cisco Catalyst 2950 series 161 Catalyst 2950 R2W2 /-_' ﬁ *
CZ950vEY3 Cisco Catalyst 2950 series 161 Catalyst 2950 R2W3 /-_' ﬁ *
c3500vivl Cisco Cast:'r‘l’:; SR 161 Catalyst 3500 XL R1w1 P i X

b Cc3550v1vl Cisco Catalyst 3550 series 161 Catalyst 3550 R1w1l /-_' ﬁ *
CcI56E0VEYS Cisco Catalyst 3560 series 161 Catalyst 3560 R2W3 /-_' ﬁ *
Cc3750v1vl Cisco Catalyst 3750 series 161 Catalyst 3750 R1w1 /-_' ﬁ *

ﬂ c4500v 23 Cisco Catalyst 4500 series 161 Catalyst 4500 R2W3 /-' ﬁ b4 _v

] B - W

The Switch profiles list under Switch Management > Profiles > Switch > List provides three buttons:

. 1.,." Switches — Clicking this button brings up the list of added switches under Switch
M anagement > Devices > Switches > List (see Figure 4-19).

. Edit— Clicking this button brings up the Edit Switch profile form (see Figure 4-14).
« ¥ Delete— Clicking thisicon deletes the Switch profile (a confirmation dialog will appear first).
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Add Switch Profile

Use the following steps to add a Switch profile.
1. Goto Switch Management > Profiles > Switch > New.

Figure 4-13 New Switch Profile

Switch Management > Profiles o] [

| »

SNMP

Switch Receiver

Group

List - Mew

[These settings must match the switch setup to ensure that the Clean Access
Manager can read/write to the switch correctly)

Profile Mame I

Switch Model |Cisco Catalyst 2850 seriesj

SHMP Port 161

Description I

SNMP Read Settings

SHMP Version ISNMPW 'l
Community l—
String public

SNMP Write Settings

SHMP Version ISNMPW 'l
Community l—
String public

| | Add -
24Kl I>|J

2. Enter asingle word for the Profile Name. You can use digits and underscores, but no spaces.

e

Tip It isagood ideato enter a Switch Profile name that identifies the switch model and SNMP read
and write versions, for example “2950v2v3.”

Choose the Switch M odel for the profile from the dropdown menu.
Enter the SNM P Port configured on the switch to send/receive traps. The default port is 161.
Enter an optional Description.
Configure SNM P Read Settings to match those on the switch.
— Choose the SNMP Version: SNMP V1 or SNMP V2C.
— Type the Community String configured for the switch.
7. Configure SNM P Write Settings to match those on the switch.
— Choose the SNMP Version: SNMP V1, SNMP V2C, or SNMP V3
— Type the Community String for SNMP V1 or SNMP V2C configured for the switch.

8. If SNMPv3isused for SNMP write settings on the switch, configure the following settings to match
those on the switch:

— Choose a Security Method from the dropdown menu: NoAuthNoPriv, AuthNoPriv(MD5),
AuthNoPriv(SHA), AuthPriv(MD5+DES-CBC), or AuthPriv(SHA+DES-CBC)

— Typethe User Name

o o A~ w
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— Typethe User Auth
— Typethe User Priv

9. Click Add to add the Switch profile to Switch Management > Profiles > Switch > List
(Figure 4-19).

Figure 4-14 illustrates aswitch profile defining Cisco Catalyst 2950 switches with same SNM P settings:
SNMP V2c with read community string “c2950_read” and write community string “c2950_write.”

Figure 4-14 Example Switch Profile

Iy

Y switch Management > Profiles

@

SMNMP
Receiver

Group Switch

List - New - Edit

[These settings must match the switch setup to ensure that the Clean Access
Manager can read/write to the switch correctly)

Profile Mame ICZSSDVZVZ

Switch Model |Cisco Catalyst 2850 seriesj

SHMP Port I'IB'I

Description  [Catalyst 2350 R2W2
SNMP Read Settings

SHMP Version ISNMPVZC 'l
Community l—
String c2850_read

SNMP Write Settings

SHMP Version ISNMPVZC 'l
Community l—
String c2950_write

_ Update I Feset |
4Kl >

Tl
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Configure Port Profiles

The Port profile determineswhether aport is controlled or uncontrolled, which authentication and access
VLANSsto use when switching the client port, and other behavior for the port (see Ports Tab, page 4-34).
There are four types of port profiles for switch ports (shown in Figure 4-15):

» Unmanaged — For uncontrolled switch ports that are not connected to clients (such as printers,

servers, switches, etc.). Thisistypically the default Port profile.

« Managed with Auth VLAN/Default AccessVLAN — Controlsclient portsusing the Auth VLAN and
Default Access VLAN defined in the Port profile.

« Managed with Auth VLAN/User Role VLAN — Controls client ports using the Auth VLAN defined
in the Port profile and the Access VLAN defined in the user role (see Add New Role, page 5-6).

« Managed with Auth VLANY/ Initial Port VLAN- Controls client ports using the Auth VLAN defined
in the Port profile and the Access VLAN defined as the initial port VLAN of the switch port.

Regular switch ports that are not connected to clients use the unmanaged Port profile. Client-connected
switch ports use managed Port profiles. When a client connects to a managed port, the port is set to the
authentication VLAN. After the client is authenticated and certified, the port is set to the access VLAN
specified in the Port profile (Default Access VLAN, or User Role VLAN, or Initial Port VLAN).

In OOB Real-IP/NAT gateway modes, the CAM enables port bouncing to help clients acquire a new IP
address after successful authentication and certification. In OOB Virtual Gateway mode, port bouncing
is not necessary as the client uses the same IP address after successful authentication and certification.

Figure 4-15 Port Profiles List

L

Switch Management > Profiles

e
D

Switch

controlled  Managed
controlled18 Managed
controlled1® Managed

ivlanls Managed

ivlan91 Managed
rolebased  Managed

Mo
uncontrolled Action

Sl

g1
91

g1

91

15

15
19

Switch Initial
VLAN
Switch Initial
VLAN
Role WLAN
Setting

SMNMP
Receiver

For Controlled Ports
For Controlled Ports
For Controlled Ports

For Controlled Ports

For Controlled Ports

For Controlled Ports

For Uncontrolled Ports

EEEE

E G

EN

KX X XXX

P R O e T O L
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Add Port Profile

You will need to add a Port profile for each set of Auth/Access VLANSs you configure on the switch.
1. Goto Switch Management > Profiles > Port > New.

Figure 4-16 Port Profile (3.5.9+)

Switch Management > Profiles )]

Group Switch

List -

Profile Mame I
Description I

¥ Manage this port

SNMP Receiver
New

YLAN Settings

Auth WLAN |-1
Default Access WLAN |—1

Access WLAN |UserROIe WLAN j

Options: Device Connected

The CAM discovers the device connected to the switch port from SMMP mac-notification or linkup traps received, The port is
azzigned the Auth WLAN if the device is not certified, or Access YLAN if the device is certified and user is authenticated,
Additional configuration options are:

[T Change WLAN according to global device filker list (device must be in list),

When set, the YLAN of the port will be assigned by global device filter settings [allow=Default Access YLAN,
deny=Auth ¥LAM, uze role=User Role YLAN],

¥ Change to IAUth WLAN 'l if the device is certified but not in the out-of-band user list,

Select the WLAN to assign when device iz certified and user is reconnecting to netwark,

[T Bounce the port after VLAN is changed.

Check this box to help clients update their IP settings for Real-IP/MAT Gateways, You can leave this field unchecked
for Yirtual Gateways,

[T Generate event logs when there are multiple MAC addresses detected on the same switch port,

Options: Device Disconnected

The device is considered disconnected after: SMMP linkdown trap received, CCA Agent logout, web user logout, or admin
removal of user, Additional configuration options are:

[T Remove out-of-band online user when SHMP linkdown trap is received,

Ensure Access WLAN client is reroved frorm ©OB online user list if disconnecting/reconnecting to sarme port

[T Remove out-of-band online user without bouncing the port,
This prevents port bouncing for IP phone connected users,

Add

2. Typeasingle word for the Profile Name. You can use digits and underscores, but no spaces. The
name should reflect whether the Port profile is controlled or uncontrolled.

3. Type an optional Description for the Port profile.

4. Click the checkbox for Manage this port to enable configuration of this Port Profile.
(Note: For 3.5(8) and below, this control is a radio button.)

5. Typethe Auth VLAN to be used for this port profile.
(Note: For 3.5(8) and below thisis“Default Auth VLAN.")

6. Typethe Default Access VL AN to be used for this port profile.
7. From the Access VL AN dropdown menu, choose one of the following options:

— Default Access VLAN — The CAM will put authenticated users with certified devices on the
Default Access VLAN specified in the Port Profile.

Cisco Clean Access Manager Installation and Administration Guide
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— User Role VLAN —The CAM will put authenticated users with certified devices on the Access
VLAN specified in the User Role (for details, see Retag Trusted-side Traffic with VID
(In-Band) / Role VLAN (Out-of-Band), page 5-10).

— Initial Port VLAN — The CAM will put authenticated users with certified devices on the
Initial VLAN specified for the port in the Ports configuration page (see Ports Tab, page 4-34
for details). Theinitial VLAN is the value saved by the CAM for the port when the switch is
added. Instead of using a specified Access VLAN, the client is switched from the initial port
VLAN to an Auth VLAN for authentication and certification, then switched back to the initial
port VLAN when the client is certified.

Port Profile Options when Device is Connected to Port
The CAM discoversthe device connected to the switch port from SNM P mac-notification or linkup traps

received. The port is assigned the Auth VL AN if the deviceis not certified, or Access VLAN if the
deviceis certified and user is authenticated. You can additionally configure the following options:

8.

10.

11.

Change VLAN according to global device filter list (device must bein list)

Click this checkbox (for release 3.5.5+) if you want to use the CAM’s global Device Filter rulesto
set the VLAN of the port. You must have devicesfilters added under Device Management > Filters
> Devices for this feature to work. For OOB, the device filter rules are as follows:

— allow= bypass login/assign Default Access VLAN to the device
— deny=block access/assign Auth VLAN to the device
— userole= bypass login/assign User Role VLAN (of the specified role) to the device

Note that rules configured for MAC addresses on the global Device Filter list have the highest
priority for user/device processing in both OOB and IB deployments. See Device Filters for
Out-of-Band Deployment, page 3-9 for further details.

Changeto [Auth VLAN | Access VLAN] if the deviceis certified, but not in the out-of-band
user list

This option isautomatically enabled when a port is managed. Choose which VLAN to use when the
deviceis certified and the user is reconnecting to the port:

— Default Auth VLAN—Force Access VLAN clients on this port to re-authenticate on the Auth
VLAN the next time they connect to the network.

— Default Access VLAN—AIlow clients to stay on the trusted network without having to login
again the next time they connect to the network.

Bounce the port after the VLAN is changed

— For Real-1P or NAT gateways, check this box to prompt the client to get a new I P address once
switched to the Access VLAN.

— For Virtual gateways, leave this box unchecked.

Generate event logs when there are multiple M AC addresses detected on the same switch port
You can check this box to generate event logs when multiple MAC addresses are found on the same
switch port.

Port Profile Options when Device is Disconnected from Port
A deviceis considered disconnected after one of the following events:

SNMP linkdown trap received
Clean Access Agent logout

Web user logout

Cisco Clean Access Manager Installation and Administration Guide
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» Administrator removes user

You can additionally configure the following options:

12. Remove out-of-band online user when SNMP linkdown trap is received
Click this checkbox to ensure an Access VLAN client is removed from the OOB online user list
when disconnecting or reconnecting to same port. (See Advanced, page 4-42 for details on linkdown
traps.)

— If checked, and the client is on the Certified List, when the client disconnects (causing a
linkdown trap to be sent) then reconnects to the port, the client is put on the VLAN configured
in the Changeto [Auth VLAN | Access VLAN] if the deviceis certified, but not in the
out-of-band user list setting.

— If unchecked, and the client is on the Certified List, the client remains on the OOB online user
list when disconnecting/reconnecting to the network and remains on the same Access VLAN.

— If unchecked, and the client is not on the Certified List, the client will be switched to the Auth
VLAN the next time the client connects to the network.

13. Remove out-of-band online user without bouncing the port (release 3.5.7+)
This option isintended to prevent bouncing of a switch port when a client machine is connected to
the switch port through a Vol P phone. The feature allows Cisco Clean Access to
authenticate/assess/quarantine/remediate a client machine (laptop/desktop) without affecting the
operation of a Vol P phone connected to the switch port. When this option is checked for OOB
Virtual Gateways, the client port will not be bounced when:
— Users are removed from the Out-of-Band Online Users List, or
— Devices are removed from the Certified Devices list
Instead, the port Access VLAN will be changed to the Auth VLAN.
14. Click Add to add the port profile to the Switch Management > Profiles > Port > List.
A
Note  For release 3.5(9) and above, the following options are removed from the Port Profile page:
« Switch to Default Auth VLAN if the device is not certified.
» Switch to [Default Access VLAN | User Role VLAN | Initial Port VLAN] if the device is certified
and in the out-of-band user list.
See Manage Switch Ports, page 4-34 for further details on Port profiles and the Ports config page.
See Online Users List, page 12-3 for further details on monitoring online users.
Cisco Clean Access Manager Installation and Administration Guide
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Configure SNMP Receiver

The SNM P Receiver form configures how the SNMP Receiver running on the Clean Access Manager
receives and responds to SNM P trap notifications from all managed switches when mac-notification or
linkup/linkdown user events occur (such as when a user plugs into the network). The configuration on
the switch must match the CAM's SNMP Receiver configuration to be able to send traps to the Clean

Access Manager.

SNMP Trap

This page configures settings for the SNMP traps the CAM receives from all switches. With release
3.5(5) and above, the Clean Access Manager SNM P Receiver can support simultaneous use of different
versionsof SNMP (V1, V2c, V3) when controlling groups of switchesin which individual switches may

be using different versions of SNMP.

1. Goto Switch Management > Profiles > SNMP Receiver > SNMP Trap.

Figure 4-17 CAM SNMP Receiver

Switch Management > Profiles

I

SMNMP
Receiver

Switch

SMNMP Trap -+ Advanced Settings

settings to be able to send traps to the Clean Access Manager)
Trap Port on Clean Access l—1 G2
Manager

SNMP ¥1 Settings

Community String Icam_\ﬂ—
SNMP ¥2c Settings
Community String Icam_\ch—
SNMP ¥3 Settings
Security Method | AuthMNoPriviSHA) |
User Mame Icam_T
User Auth Icam_T
User Priv I—

.

4

[Configure the SMMP daermon running on the Clean Access Manager, The switch setup must match these

o b~ w DN

] e - S o

Use the default Trap Port on Clean Access Manager (162) or enter a new port number here.
For SNMP V1 Settings, type the Community String used on switches using SNMP V1.

For SNM P V2c Settings, type the Community String used on switches using SNMP V2c.
For SNM P V3 Settings, configure the following fields used on switches using SNMP V 3:

— Choose the Security M ethod from the dropdown menu: NoAuthNoPriv, AuthNoPriv(MD5),
AuthNoPriv(SHA), AuthPriv(MD5+DES-CBC), or AuthPriv(SHA+DES-CBC)

— Typethe User Name.
— Typethe User Auth.
— Typethe User Priv
6. Click Update to save settings.
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This page configures advanced timeout and delay settings for the SNMP traps received and sent by the
Clean Access Manager (CAM). To change the default settings, use the following steps.

1.

Go to Switch Management > Profiles > SNM P Receiver > Advanced Settings.

Figure 4-18 SNMP Receiver Advanced Settings

| »

Switch Management > Profiles (3]

SMNMP
Receiver

Switch

SNMP Trap + Advanced Settings
MAC-NOTIFICATION Trap l—
Tirmeout ol seconds
[Period after which received traps are dropped.
If zet to zera, traps are never dropped)
Linkup Trap Bounce Timeaout I1 80 seconds

[Period after which to bounce the port to generate new trap if
MAC address query failed)

Linkup Trap Retry Query I—
Interval 2 secands
[Delay befare retrying MAC address query)
Port-Security Delay |3 seconds
[Delay befare setting port-zecurity information on the switch)
Port Bounce Interval |5 seconds

[Delay between port-off and port-on)

Update |

’_’_E @ Internet _,
Enter aMAC-NOTIFICATION Trap Timeout (default is 60 seconds)

When the CAM receives amac-notification trap, it timestamps the trap. When the trap is processed,
the timestamp is examined. If the time difference between the timestamp and the current time is
greater than the MAC-NOTIFICATION Trap Timeout, the trap is dropped. The purpose of thisis
to ensure that the CAM only processes timely traps.

Enter aLinkup Trap Bounce Timeout (default is 180 seconds)

When the Clean Access Manager receives a linkup trap, it tries to resolve the MAC address
connected to the port. The mac-address may not be available at that time. If the CAM cannot get the
MAC address, it makes another attempt after the number of seconds specified in the Linkup Trap
Retry Query Interval field. In order to keep the port controlled and limit the number of times the
CAM triesto resolvethe MAC address, the Clean A ccess Manager bounces the port after the number
of seconds specified in the Linkup Trap Bounce Timeout to force the switch to generate a new
linkup trap.

Enter aLinkup Trap Retry Query Interval (default is 4 seconds)

When the Clean Access Manager receives a linkup trap, it needs to query the switch for the MAC
address connected to the port. If the MAC address is not yet available, the CAM waits the number
of seconds specified in the Linkup Trap Retry Query Interval field, then tries again.

Enter a Port-Security Delay (default is 3 seconds)

If port-security is enabled on the switch, after the VLAN is switched, the Clean Access Manager
must wait the number of seconds specified in the field before setting the port-security information
on the switch.

Enter a Port Bounce Interval (default is5 seconds)
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The Port Bounce I nterval is the time delay between turning off and turning on the port. This delay
isinserted to help client machines issue DHCP requests.

7. Click Update to save settings.

Add Managed Switch

The pages under the Switch M anagement > Devices > Switches tab are used to discover and add new
managed switches within an I P range, add new managed switches by exact IP address, and administer
the list of managed switches. There are two methods to add new managed switches

« Add New Switch, page 4-31
- Search New Switches, page 4-32

Figure 4-19 List of Switches

=| Switch Management > Devices

@
i
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Clients
Search

Switches

List - New -

Switch Group: IALL 'l Switch Profile: m
Swyitch IP: I Part Profile: IALL 'l
p | mMac | Description | Profile [config|Ports[pelete]
10.201.3.15 00:12:43:3C:60:00 pfeng-2950-15 czesovave i & K
10.201.3.16 00:0E:83:45:16:00 pfeng-2950-16 czesovav: i & K
10.201.3.18 00:12:43:88:0413F pfeng-4500-18 msoovzv: i & K &

v

[ =

Thelist of switchesunder Switch Management > Devices> Switches> List displaysall switches added
from the New or Search forms. Switch entriesin thelist include the switch’s IP address, MAC address,
Description, and Switch Profile. You can sort the entries on the list by Switch Group, Switch Profile,
or Port Profile dropdowns, or you can simply type a Switch I P and hit Enter to search for a switch by
its address. Additionally the List provides one control and three buttons;

« Profile—Clicking the Profile link brings up the Switch Profile (Figure 4-13).
] Config — Clicking the Config button brings up the Config Tab, page 4-41 for the switch.
« & Ports— Clicking the Ports button brings up the Ports Tab, page 4-34 for the switch.

« ¥ Delete— Clicking the Delete button deletes the switch from the list (a confirmation dialog will
appear first).
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The New page allows you to add switches when exact |P addresses are already known.
1. Goto Switch Management > Devices > Switches> New.

Figure 4-20 Add New Switch

I

Switch Management > Devices

©

Discovered
Clients
+ Search

Switch Profile ICZSSDVZVZ 'l

Switch Group Idefault 'l

Default Port -

Profila Iuncontrolled l

IP Addresses Enter switch IF= ;I

here, one IF per
line

Switches

List - Mew

Description I

Feset | b
|4l | »

2. Choose the Switch Profile from the dropdown menu to apply to the switches to be added.
3. Choose the Switch Group for the switches from the dropdown menu.

4. Choosethe Default Port Profile from the dropdown menu. Typically, the default port profile should
be uncontrolled.

Type the | P Addresses of the switch(es) you want to add. Separate each |P address by line.
Enter an optional Description of the new switch.

Click the Add button to add the switch.

Click the Reset button to reset the form.

©® N o o
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Search New Switches
The Search page allows you to discover and add unmanaged switches within an IP range.

1. Go to Switch Management > Devices > Switches> Search.

Figure 4-21 Search Switches

| switch Management > Devices

e

Switches
List -

Discovered Clients

New - Search

Switch Profile ICZSSDVZVZ 'l
IP Range [10.201.3.14 -J10.201.3.20

V¥ Daon't list switches already in the database Search |

Add selected switches into database with the following switch group and port profile:

Switch Group Idefault 'l
pml:])cﬁ;amt Part Iuncontrolled 'l Commit |
(o | v address | e diress ] Corto | ocoton |

- 10.201.3.15 00:12:43:3C:60:00 Peirong Feng Rack 1 @ LAB
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2. Select a Switch Profile from the dropdown list. The read community string of the selected Switch
Profile is used to find switches with matching read settings.

3. Typean |P Range in the text box. Note that the maximum IP range is 256 for a search.

4, By default, the Don't list switches already in the database checkbox is already checked. If you
uncheck this box, the resulting search will include switches you have already added. Note, however,
that the Commit checkboxes to the left of each entry will be disabled for switches that are already
managed.

5. Choose aSwitch Group from the dropdown to apply to the unmanaged switchesfound in the search.

6. Choose a Default Port Profile from the dropdown to apply to the unmanaged switches found in the
search.

7. Click the checkbox to the left of each unmanaged switch you want to manage through the CAM.
Alternatively, click the checkbox at the top of the column to add all uncontrolled switches found
from the search.

Note  Whileall switches matching the read community string of the Switch Profile used for the search
are listed, only those switches matching the read SNM P version and community string can be
added using the Commit button. A switch cannot be controlled unless its write SNMP settings
match those configured for its Switch Profile in the Clean Access Manager.

8. Click the Commit button to add the new switches. These switches are listed under Switch
M anagement > Devices > Switches> List.
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Discovered Clients

Note

Figure 4-22 shows the Switch Management > Devices > Discovered Clients page. The Discovered
Clients page lists al clients discovered by the Clean Access Manager via SNM P mac-notification and
linkup/linkdown traps. The page records the activities of out-of-band clients (regardiess of VLAN),
based on the SNMP trap information that the Clean Access Manager receives.

When aclient connectsto aport onthe Auth VLAN, atrap is sent and the Clean Access Manager creates
an entry on the Discovered Clients page. The Clean Access Manager adds a client’s MAC address,
originating switch |P address, and switch port number to the out-of-band Discovered Clients list.
Thereafter, the CAM updates the entry as it receives new SNMP trap information for the client.

Removing an entry from the Discovered Clients list clears this status information for the out-of-band
client from the CAM.

An entry must exist in the Discovered Clients list in order for the CAM to determine the switch port for
which to change the VLAN. If the user islogging in at the same time that an entry in the Discovered
Clientslist is deleted, the CAM will not be able to detect the switch port.

Figure 4-22 Discovered Clients

Switch Management > Devices )]

Switches Discovered Clients

(This page shows all the clients discovered from SMMP MAC-Motification or Linkup/Linkdown traps.)

Show clients connected ta switch with IP; IALL 'l Delete All Clients |
Shaow client with MAC: l— Delete Selected |
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i 00:40:CA45:03:76 10,201.19,1058 10,201.3.16 1 91 19 2005-10-25 16:05:19.763 [
00:40:CA48: D970 MAA 10.201.3.16 1 91 MAA 2005-10-21 15:07:25.778 [

|
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Elements of the page are as follows:

« Show clients connected to switch with | P—Leave the default of ALL switches displayed, or
choose a specific switch from the dropdown menu. The menu will be populated with all managed
switches in the system.

« Show client with M AC—Type aspecific MAC address and press Enter to display a particular client.

» Clients/Page—L eave the default of 25 entries displayed per page, or choose from the dropdown
menu to displays 50, 100, 200, or ALL entries on the page.

« Delete All Clients—This button removes all clients on the list.

- Delete Selected—This button only removes the clients selected in the check column to the far right
of the page.

» Note that you can click any of the following column headings to sort results by that column:
- MAC—MAC address of discovered client
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— |P— |P address of the client

— Switch— IP of the originating managed switch. Clicking the | P address brings up the Switch
Management > Devices > Switch [IP] > Config > Basic page for the switch.

— Switch Port—Switch port of the client. Clicking the port number brings up the Switch
M anagement > Devices > Switch [I P] > Ports configuration page for the switch.

— Auth VLAN—Authentication (quarantine) VLAN
A value of “N/A” in this column indicates that either the port is uncontrolled or the VLAN ID
for this MAC address is unavailable from the switch.

— Access VLAN—Access VLAN of the client.
A value of “N/A” in this column indicates the Access VLAN ID is unavailable for the client.
For example, if the user is switched to the Auth VLAN but has never successfully logged into
Cisco Clean Access (due to wrong user credentials), this machine will never have been to the
Access VLAN.

— Last Update—The last time the CAM updated the information of the entry.
See Out-of-Band User List Summary, page 4-44 for additional details on monitoring out-of-band users.

Manage Switch Ports

Switch ports that are not connected to clients typically use the uncontrolled port profile. Switch ports
connected to clients use controlled port profiles. After switch ports are configured and the settings are
saved by clicking the “Update” button, the switch ports need to be initialized by clicking the “ Setup”
button when the switch supports mac-notification.

Note  For releases prior to 3.5(4), the “Update Switch Running Configuration” button only modifies the
switch running configuration. To save the running configuration on the switch, you must use CONSOLE,
TELNET or other methods to access the switch and run the save command.

Ports Tab

The Ports and Config tabs only appear after a switch is added to the Switch Management > Devices >
Switches> List. When the Portstab first appears (Figure 4-23, Figure 4-24), one entry per Ethernet port
displays and corresponding fields for the entry are populated according to the information the Clean
Access Manager receives from direct SNMP queries. For example, if a switch added to the CAM has 24
Fast Ethernet ports and 2 Gigabit Ethernet uplinks, the Ports tab will display 26 rows, with one entry
per port.

Additionally, if the switch does not support mac-notification traps, the Setup button (Set up
mac-notification on managed switch ports) and MAC Not. column are not displayed on the page. In
this case, Linkup/Linkdown traps must be supported and configured on the switch and Clean Access
Manager. See Ports—L inkup/Linkdown, page 4-40 for how the Ports page displays in this case.

Cisco Clean Access Manager Installation and Administration Guide
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Ports —MAC Noatification

Figure 4-23 Ports Tab
Switch Management > Devices > Switch [10.201.3.215] B N
Config Ports
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Reflects Dynamic; Refle!cts values
values reflects values in CAM DB

in CAMDB on switch

After adding a new switch, set up the Ports configuration page (Figure 4-23) for the switch ports as
follows:

1. Choose the Profile (page 4-39) to use for the port, either controlled or uncontrolled.

2. Click Update (page 4-37) to save the Port Profile for the port to the CAM.

3. Click Setup (page 4-36) to initialize mac-notification on switch ports (if available on the switch).
4

Click Save (page 4-36) to save the switch running configuration to the switch stored (startup)
configuration.

Description
The buttons and dropdown menus for the Ports configuration page are detailed bel ow:

« Reset All (Initial VLAN Port Profiles only)

Clicking Reset All copies the switch’s Current VL AN values (page 4-38) for all ports and sets
these as the I nitial VL AN settings (page 4-37) for all ports on the CAM and on the running
configuration of the switch. This button allows you to change the Initial VLAN for all ports at the
same time on the switch. Click OK in the confirmation to reset the values:

x|

This operation will overwrite the initial YLARNs For all the
ports with the current YLARN settings of the switch,

Press OK ta continue.

[8]4 Cancel
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S
Note  For releases prior to 3.5(4), the Reset All button is called “Reset Initial VLAN for ALL
Ports” and is at the bottom of the page.

» Set New Ports (Initial VLAN Port Profiles only)

Clicking Set New Ports (Figure 4-23) preserves settings for existing ports, but copies the switch’'s
Current VLAN values for new ports and sets these as I nitial VL AN settings on the CAM and on
the switch running configuration. Thisis useful when new ports are added to a switch, such aswhen
adding a new blade in a Catalyst 4500 series rack. In this case, when the new ports are added, the
Initial VLAN column displays “N/A.” Clicking Set New Ports copies the values from Current
VLAN column to the Initial VLAN column for all “N/A” ports and sets these values on the CAM
and switch. The Initial VLAN values for existing ports on the switch (i.e. not “N/A") will not
change. Click OK in the confirmation to set the new values.

Microsoft Internet Explorer x|

This operation will set the initial YLAMNS For new ports with
the current YLAM settings of the switch,

Press OK ta continue.

Cancel

Note  For releases prior to 3.5(4), the Set New Portsbuttoniscalled “ Set I nitial VLAN for NEW
Ports” and is at the bottom of the page.

« Setup Button (MAC Notification Switches Only) (3)

For switches that support mac-notification traps, click the Setup button after updating the CAM to
set up mac-notification on managed switch ports and save the running configuration of the switch.
Click OK to initialize ports on the switch.

Microsoft Internet Explorer x|

This operation will only change the running configuration of
the switch, IF you want to save the switch configuration,
please use SAYE button,

Press OK ta continue.

Cancel

Note  For releases prior to 3.5.4, the Setup button is called “Update Switch Running
Configuration” and only modifies the running configuration of the switch. To save the
running configuration of the switch you must connect directly to the switch by console or
Telnet or other method and perform a save command.

. Save(4)

With release 3.5.4 and above, click the Save button to save the running configuration into
non-volatile memory (startup configuration) on the switch. Click OK in the confirmation.

Microsoft Inl x|

This operation will write the running configuration inka
non-volatile memary and the original saved configuration
on the swikch will be losk,

Press OK ta continue.

[8]4 Cancel
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Note .

For release 3.5(4) and above, the VLAN assignment of the port will not be changed in the startup
configuration of the switch unless you click the Save button.

For releases prior to 3.5(4), the VLAN assignment of the port will not be changed in the startup
configuration of the switch unless you access the switch directly and perform the Save command.

Update (2)

After you configure controlled ports by choosing the applicable Port Profile, you must click the
Update button to save these settings on the CAM. Clicking Update does the following:

— Savesthe Profile for the port to the CAM database.
— Saves any Notes for the port to the CAM database.

If the Port profile is configured to “ Switch to I nitial Port VLAN if the deviceis certified and in the
out-of-band user list,” clicking Update also does the following:

— Savesvaluesin the Initial VLAN column for the port to the CAM database.

— If the Current VLAN value of the port is changed, saves the new VLAN ID for the port to the
running configuration of the switch.

Name

Port name, for example: Fa0/1, Fa0/24, Gi0/1, Gi0/21 (for Cisco switches)
Index

The port number on the switch, for example: 1, 24, 25, 26

Description

Type of port, for example: FastEthernet0/1, FastEthernet0/24, GigabitEthernet0/1,
GigabitEthernet0/2

Status

Connection status of the port.
— @ A green button indicates a device is connected to the port.
— @ A red button means no device is connected to the port.

& Bounce

Clicking this button bounces an initialized, controlled port. A confirmation appears before the port
isbounced. Note that this feature is only available for controlled ports. A port that is connected but
not controlled cannot be bounced. By default, this feature is disabled for trunk ports.

Microsoft Internet Explorer . =

Do you really want to bounce the port [Fa0yf3] #
Press OK to confirm.

Cancel |

Initial VLAN (Initial VLAN Port Profiles only)

The Initial VLAN value saved by the CAM for this port. This column is only enabled for controlled
Port profiles configured to “ Switch to Initial Port VLAN if the deviceis certified and in the
out-of-band user list” (see Add Port Profile, page 4-25). When a switch is added, this column is

| oL-7044-01

Cisco Clean Access Manager Installation and Administration Guide g



Chapter4  Switch Management and Cisco Clean Access Out-of-Band (O0B) |

M Configure OOB Switch Management in the CAM

identical to the Current VLAN column. When new ports are added to a switch, this column displays
“N/A” for these ports until the Set New Portsbutton isclicked (page 4-36). Trunk ports are disabled
on this page and appear with the designation “TRUNK?" in this column.

To change the Initial VLAN of a port on-the-fly:

a. Make surethe port’s Port profileis configured to “ Switch to I nitial Port VL AN if thedeviceis
certified and in the out-of-band user list.”

b. Type the modified VLAN for the port in the Initial VLAN field.

c. Click the Update button to save the changed configuration on the CAM.
See also: Reset All (Initial VLAN Port Profiles only), page 4-35, Set New Ports (Initial VLAN Port
Profiles only), page 4-36, and Save (4), page 4-36.

N

Note  When upgrading from 3.5.0 (which does not support Initial VLAN settings) the Initial
VLAN column will display N/A for all ports.

e Current VLAN

The Current VLAN ID assigned to the port. When anew switch isadded, the Current VLAN column
reflects the VLAN assignments already configured on the switch by the network administrator.
Thereafter, the values in this column are dynamic and reflect the current VLAN assignments on the
switch (not necessarily the stored VLAN assignment). Trunk ports are disabled on this page and
appear with the designation “TRUNK” in this column.

To change the Current VLAN assignment for a port on-the-fly:
a. Type the modified value for the port in the Current VLAN field.

b. Click the Update button to save the changed configuration to the CAM and to the running
configuration of the switch.

c. Click the Save button to save the switch running configuration to the startup configuration of
the switch.

See also Reset All (Initial VLAN Port Profiles only), page 4-35, Set New Ports (Initial VLAN Port
Profiles only), page 4-36, and Save (4), page 4-36.

< MAC Not.

MAC Notification capability. The presence of this column indicates the switch is using SNMP
mac-notification traps. If the switch does not support mac-notification traps, or if Linkup
notification ischosen in the Advanced configuration page (see Advanced, page 4-42), the M AC Not.
column and Setup button are not displayed on the Ports config page. In this case, Linkup/Linkdown
traps must be used.

- A green check in the MAC Not. column means the corresponding port on the switch is
enabled for this trap.

- A grey x means the port has not been enabled for this trap, or is not controlled.

- I A red exclamation point next to either a green check or a grey x means an inconsistency
exists between the port configuration on the switch and the port configuration in the Clean
Access Manager. Exclamation points will appear after clicking Update and before clicking
Setup to prompt the user to resolve the inconsistencies before attempting to save the settingsto
the switch.

Cisco Clean Access Manager Installation and Administration Guide
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Note

Configure 00OB Switch Management in the CAM Il

F,' Client MAC

Clicking this button brings up a dialog with the MAC address of the client attached to this port, the
I P address of the switch, and the Name of the port to which the client is connected. For a controlled
port, only one MAC address displays for the attached client device. For uncontrolled ports, this
dialog displaysall the MAC addresses associated with this port, but will not indicate wherethe MAC
addresses are located (could be on other switches).

T~ Arkrrases Heport for Sesbah Poet « S8 -

Switch [10.201.200.225] Port (Fa/2] [ Cle

The MAC address(es) connected to a particular port may not be available when the Access
VLAN of the port does not exist in the VLAN database. This occurs on some models of Cisco
switches (e.g. 6506, 10S Version 12.2(18) SXD3).

Profile (1)

To control aport from the CAM, select acontrolled port profile from the dropdown menu, then click
Update and Setup. Apply controlled port profiles to ports on which clients are attached in order to
get and set the SNMP traps from those ports. All other ports should be uncontrolled. Port Profiles
must already be configured under Switch Management > Profiles > Port > New (see Configure
Port Profiles, page 4-24). There are always two default dropdown options: uncontrolled, and
Default []. All portsareinitially assigned the Default[uncontrolled] Port Profile. You can change the
Default [] Port Profile assignment from the Switch Management > Devices > Config tab.

Note

This field allows you enter an optional description for ports you configure. Clicking Update saves
the note for the port on the CAM.
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Ports—Linkup/Linkdown

If the switch does not support mac-notification traps, the MAC Not. column and Setup button are not
displayed on this page (Figure 4-24). In this case, Linkup/Linkdown traps must be supported and

configured on the switch and Clean Access Manager.
See Advanced, page 4-42 for additional information on the use of Linkup/Linkdown traps.

Figure 4-24

Ports Tab — Linkup/Linkdown

Switch Management > Devices > Switch [10.201.3.215]

-

o]

Config Ports

Fals1
Fal/sz
Fal/3
Fal/4
Fal/s
Fal/6
Fal/7
Fal/a

Fal/9
4|

2

3

4

10

FastEthernet/1
FastEthernetl/z
FastEthernetl/3
FastEtherneti/4
FastEthernetl/S
FastEthernetl/6
FastEthernetl/7
FastEthernetl/s

FastEthernet/9

@@ @@ @@ @@ @@ @@ @@ @@ @

Initial |Current|Client|
2 N e e

Set the initial YLANS for the ports to the current WLAN settings of the switch: Reset All | Set New Ports |
Save the switch running configuration into non-valatile memary: Sawve |
Update | Cancel |

|TRUNK [TRUNK

|Default [uncontrolled]j |

/
[ [19 #7 | controlleddt =
[ [1s #7 | controlleds =
[19 [19 22 |initdang1 =
[ f1 /7 | Detault [uncantrolled] =] |
[ f1 /7 | Detault [uncantrolled] =] |
[ f1 /7 | Detault [uncantrolled] =] |
[ f1 /7 | Detault [uncantrolled] =] |
[ f1 /7 | Detault [uncantrolled] =] |
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Config Tab
The Config tab allows you to modify Basic, Advanced, and Group profile settingsfor aparticular switch.
Basic
The Basic tab shows the following values configured for the switch.
Figure 4-25 Basic Config
- Switch Management > Devices > Switch [10.201.3.15] )] =
Config Ports
Basic + Advanced - Group
IP Address 10.201.3.15
MAC Address 00:12:43:3C:60:00
Lacation (Rf?ocrlfﬂ ]s-w(igtjcﬁztup)
Contact o o )
System Info gizsgcguc_gia)lyst 2950 switch with 24 10/100 BaseTx ports (WS-
Switch Profile ICZSSDVZVZ 'l
Default Port Profile Iuncontrolled 'l
Description |pfeng—2950—15
Update I Feset |
The first values come from the initial configuration done on the switch itself:
— IP Address
- MAC Address
— Location
— Contact
— System Info (translated from the MIB for the switch)
Switch Profile — Shows the Switch Profile you are using for this Switch configured under Switch
M anagement > Profiles > Switch. The Switch Profile setsthe model type, the SNMP port on which
to send SNMP traps, SNMP version for read and write and corresponding community strings, or
authentication parameters (SNMP V3 Write).
Default Port Profile — Shows the default Port profile applied to unconfigured ports on the switch
on the Portstab. The “uncontrolled” port profileistheinitial default profile for all ports, unlessyou
change the setting here.
Description—Optional description of the switch.
Cisco Clean Access Manager Installation and Administration Guide
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Advanced

Note

Use the Advanced Config page (Figure 4-26) to view or configure which SNMP trap notification type
the CAM SNMP Receiver will use for a particular switch.

« If aswitch supports MAC Notification, the CAM automatically enables this option.

» If aswitch does not support MAC Notification, the CAM enablesthe Linkup Notification option.
In this case the administrator can optionally enable Port Security on the switch if the switch supports
this feature.

» If aswitch supports both MAC Notification and Linkup, the administrator can optionally disable
mac-notification by selecting Linkup Notification instead and clicking Update.

Figure 4-26 Advanced Config

Switch Management > Devices > Switch [10.201.3.15]

e

Config Ports

Basic + Advanced - Group

Control Method: ' Mac Motification © Linkup Motification

Update | Feset | | |

[ |

l4

[ =

Linkup/Linkdown is a global system setting on the switch that tracks whether a connection has
non-operating or operating status. With the Linkup/Linkdown trap method, the Clean Access Manager
must poll each port to determine the number of MACs on the port.

Linkdown Traps

A client machine shutdown or reboot will trigger alinkdown trap sent from the switch to the CAM (if
linkdown traps are set up on the switch and configured on the CAM viathe Port profile). Thereafter, the
client port behavior depends on the Port profile settings for that specific port.

Whether the SNMP Receiver is configured for mac-notification or Linkup, the CAM uses the linkdown
trap to remove users. For example, the linkdown trap is used if:

« An OOB online user is removed and the Port Profile is configured with the option “Remove
out-of-band online user when SNMP linkdown trap isreceived.”

- Port Security is enabled on the switch.

The port VLAN setting is not changed upon Linkdown. As aresult, the port remains in the same state
left by the last machine connected to the port.

Port Security

If the switch additionally supports Port Security, the Port Security option will also appear on the
Advanced Page (Figure 4-27). When using Linkup notification, the Port Security feature can provide
additional security by causing the port to only allow one MAC address when a user authenticates. So
even if the port is connected to a hub, only the first MAC that is authenticated is allowed to send traffic.
Note that availability of the Port Security feature is dependent on the switch model and OS being used.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 4-27 Advanced Config — Port Security

Switch Management > Devices > Switch [10.201.3.15] 2
Config Ports
Basic + Advanced - Group
Control Method: © Mac Maotification @ Linkup Motification
| Part Security: [ Enabled |
Update Feset -
[ 3 [ trrernet ]

» Port Security can only be enabled on a port set to Access mode (i.e not Trunk mode).

- The MAC address(es) connected to a particular port may not be available after Port Security is
enabled. This occurs on some models of Cisco switches (e.g. 4507R, |OS Version 12.2(18) EW).

- If implementing High-Availability, ensure that Port Security is not enabled on the switch interfaces
to which the CAS and CAM are connected. This can interfere with CAS HA and DHCP delivery.

Group
This page displays all the Group Profiles configured in the Clean Access Manager, and the Group
Profiles to which the switch currently belongs. You can add the switch to other Groups, or you can
remove the switch from a Group Joined. To changed the Group membership for all switches, go to
Switch Management > Profiles > Group (see Configure Group Profiles, page 4-19).
Figure 4-28 Config Group
- Switch Management > Devices > Switch [10.201.3.16] 2 u
Config Ports
Basic -+ Advanced - Group
Groups Available Groups Joined
groupz Jaoin »> |
<< Remove | | |
- B
[ 13 [ nternet k
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Out-of-Band User List Summary

For additional details, see also Online Users List, page 12-3 and Manage Certified Devices, page 9-17.

Table 4-3 Out-of-Band User List Summary
User List Description
In-Band Online Users « Theln-Band Online Userslist (Figure 12-2 on page 12-5) tracks the in-band users |ogged

into the network.

« The CAM addsaclient IPPMAC address (if available) to this list after a user logs into the
network either through web login or the Clean Access Agent.

+ Removing a user from this Online Users list logs the user off the in-band network.

Certified List » The Certified List (Figure 9-7 on page 9-19) lists the MAC addresses of all “certified”
client devices — whether out-of-band or in-band — that have met your Clean Access
requirements.

- TheCAM addsaclient MAC address to the Certified List after aclient device goes through
the Clean Access process and meets Clean Access requirements.

- Removing aclient from the Certified List:
— Removes an in-band user from the In-Band Online Userslist

— Removes an OOB user from the Out-of-Band Online User s list and bounces the port
(with release 3.5(7) and above, port bouncing is optional).

Discovered Clients » TheDiscovered Clientslist (Figure 4-22 on page 4-33) recordsthe activities of out-of-band
clients (regardless of VLAN), based on the SNMP trap information that the CAM receives.

« The CAM adds aclient’'s MAC address, originating switch IP address, and switch port
number to the out-of-band Discovered Clients list after receiving SNMP trap information
for the client from the switch. The CAM updates the entry as it receives SNMP trap
information for the client.

- Removing an entry from the Discovered Clients list clears this status information for the
out-of-band client from the CAM. However, note that an entry must exist in the Discovered
Clientslist in order for the CAM to determine the switch port for which to change the
VLAN. If the user islogging in at the same time that an entry in the Discovered Clients|ist
is deleted, the CAM will not be able to detect the switch port.

Out-of-Band Online « The Out-of-Band Online Userslist (Figure 12-3 on page 12-6) tracks all authenticated
Users out-of-band users that are on the Access VLAN (on the trusted network).
« The CAM addsaclient MAC address to the Out-of-Band Online Users list after aclient is
switched to the Access VLAN.

+ When a user is removed from the Out-of-Band Online Users list, the following occurs:
1. The CAM bounces the switch port (off and on).
2. The switch resends SNMP traps to the CAM.

3. The CAM changesthe VLAN of the port according to the Port Profile configuration
associated with this controlled port. The configuration options include:

« Switch to the specified Default Auth VLAN if the device is not certified.

« Switchto the specified Default AccessVLAN ID, user role-specified VLAN ID, or
Initial VLAN ID of the port if the deviceiscertified and in the out-of-band user list.

« Bounce the port after the VLAN is changed (Real-IP/NAT gateways)

Cisco Clean Access Manager Installation and Administration Guide
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CHAPTER 5

User Management: User Roles

This chapter describes the following topics:
» Overview, page 5-1
» Create User Roles, page 5-1
» Create Local User Accounts, page 5-13
For details on configuring authentication servers, see Chapter 6, “User Management: Auth Servers.”

For details on creating and configuring the web user login page, see Chapter 7, “User Pages and Guest
Access.”

For details on configuring traffic policies for user roles, see Chapter 8, “User Management: Traffic
Control, Bandwidth, Schedule.”

This chapter describes the user role concept in Cisco Clean Access. It describes how user roles are
assigned and how to create and configure them. It also describes how to create local users that are
authenticated internally by the CAM (used primarily for testing).

Create User Roles

Roles are integral to the functioning of Cisco Clean Access and can be thought of in the following ways:
- Asaclassification scheme for users that persists for the duration of a user session.

« Asamechanism that determines traffic policies, bandwidth restrictions, session duration, Clean
Access vulnerability assessment, and other policieswithin Cisco Clean Accessfor particular groups
of users.

In general, roles should be set up to reflect the shared needs of distinct groups of usersin your network.
Before creating roles, you should consider how you want to allocate privileges in your network, apply
traffic control policies, or group types of client devices. Roles can frequently be based on existing groups
within your organization (for example, students/faculty/staff, or engineering/sales’HR). Roles can also
be assigned to groups of client machines (for example, gaming boxes). As shown in Figure 5-1, roles
aggregate a variety of user policies including:

« Traffic policies
- Bandwidth policies

| oL-7044-01

Cisco Clean Access Manager Installation and Administration Guide g



Chapter 5

User Management: User Roles |

W Create User Roles

- VLAN ID retagging

» Clean Access network port scanning plugins

» Clean Access Agent client system requirements

Figure 5-1

External

Normal Login User Roles

Trusted network

Role: Stud

Retag Trusted-Side Trafﬂc

Trusted sude
VID [RGW NAT]

Role b:l.ssd
Aocess VLAN

Bandwidth
Policy

Session

(Timeout)

Clean Access Policies
(Agent requirements,

Messus scan plugins)

Traffic Policies

Policy (IP or Host-Based)

Web Login/
Logout
Page

WPN/IPSec
Encryplion
Palicy
(to CAS)

~

User Roles

Role: Faculty

Role: Staff

Server

User Role Types

Mapping Rules
M;T[_):?EP,‘ Map untrusted
y side VLAN ID
atfributes to a 10 a role
role

Valid Authentication

Clean Access
Server / Manager

User: Student01

Usemame/ Device MAC

password

address

Untrusted network

The system puts auser in arole when the user attemptsto log in. There are four default user rolesin the
system: Unauthenticated Role, Normal Login Role, Clean Access Agent Temporary Role, and Clean
Access Quarantine Role.

Unauthenticated Role

The Unauthenticated Role is the system default role. If a configured normal login role is deleted, users
in that role are reassigned to the Unauthenticated Role (see Delete Role, page 5-13). You can configure
traffic and other policies for the Unauthenticated Role, but the role itself cannot be removed from the

system.

[l Cisco Clean Access Manager Installation and Administration Guide

0L-7044-01 |



| Chapter5

User Management: User Roles

Create User Roles

Users on the untrusted (managed) side of the Clean Access Server are in the Unauthenticated role prior
totheinitial weblogin or Clean Access Agent login. When using web login/network scanning only, users
remain in the Unauthenticated role until clients pass scanning (and are transferred to a normal login
role), or fail scanning (and are either blocked or transferred to the quarantine role).

Normal Login Role

There can be multiple normal login roles in the system. A user is put into a normal login role after a
successful login. You can configure normal login roles to associate users with the following:

Network access traffic control policies— what parts of the network and which application ports can
users can access while in therole.

I PSec/L 2TP/PPTP and roaming policies— to group and manage remote/wireless users (that require
a secure tunnel for traffic to/from the CAS).

VLAN ID:

— For in-band users, retag traffic (to/from users in the role) destined to the trusted network to
differentiate priority to the upstream router

— For out-of-band (OOB) users, set the Access VLAN ID for usersin theroleif using role-based
configuration.

Clean Access network scanning plugins—the Nessus port scanning to perform, if any
Clean Access Agent requirements—the software package requirements client systems must have.

End-user HTML page(s) displayed after successful or unsuccessful web logins —the pages and
information to show to web login usersin various subnets/VL ANs/roles. See Chapter 7, “ User Pages
and Guest Access’ for further details.

Typically, there are a number of normal login roles in a deployment, for example roles for Students,
Faculty, and Staff (or Engineering, HR, Sales). You can assign normal login roles to usersin several
ways:

By the MAC address or subnet of a client device.
You can assign arole to adevice or subnet through Device Management > Filters. See Global
Device and Subnet Filtering, page 3-8 for details.

By local user attributes. Local users are primarily used for testing and are authenticated internally
by the Clean Access Manager rather than an external authentication server. You can assign aroleto
alocal user through User Roles > L ocal Users. See Create Local User Accounts, page 5-13.

By external authentication server attributes. For users validated by an external authentication server,
the role assigned can be based on:

— The untrusted network VLAN ID of the user.
This allows you to use untrusted network information to map users into a user role.

— The authentication attributes passed from LDAP and RADIUS authentication servers.
This allows you to use authentication attributes to map different users to different roles within
Cisco Clean Access. If no mapping rules are specified, users are assigned the default role
specified for the authentication server, after login. VLAN mapping and attribute mapping is
done through User Management > Auth Servers > Mapping Rules.

For details, see Configure an Authentication Provider, page 6-4 and Map Users to Roles Using
Attributes or VLAN IDs, page 6-18.
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Role Assignment Priority

Note that the order of priority for role assignment is as follows:

1. MAC address

2. Subnet/IP Address

3. Logininformation (login ID, user attributes from auth server, VLAN ID of user machine, etc.)

Therefore, if aMAC address associates the client with “Role A”, but the user’s login ID associates him
or her to “Role B”, “Role A” is used.

For additional details, see also Global Device and Subnet Filtering, page 3-8 and Device Filters for
Out-of-Band Deployment, page 3-9.

Clean Access Roles

The Clean Access process can be implemented on your network as network scanning only (see

Figure 9-1 on page 9-2), Clean Access Agent only, or Clean Access Agent with network scanning (see
Figure 9-2 on page 9-2). With Clean Access enabled, two types of roles are used specifically for Clean
Access:

» Clean Access Agent Temporary Role

When the Clean Access Agent is used, the Clean Access Agent Temporary roleis assigned to users
after authentication to allow the user limited network access to download and install required
packages that will prevent the user’s system from becoming vulnerable. The user is prevented from
normal login role access to the network until the Clean Access Agent requirements are met.

Thereisonly one Clean Access Agent Temporary rolein the system. Thisroleisonly in effect when
the user is required to use Clean Access Agent to login and pass Clean Access requirements.

The Clean Access Agent Temporary role is assigned to users for the following time periods:

a. From thelogin attempt until successful network access. The client system meets Clean Access
Agent requirements and is not found with vulnerabilities after network scanning. The user
transfers from the Clean Access Agent Temporary role into the user’'s normal login role.

b. Fromthelogin attempt until Clean Access Agent requirements are met. The user hasthe amount
of time configured in the Session Timer for the role to download and install required packages.
If the user cancels or times out, the user is removed from the Clean Access Agent Temporary
role and must restart the login process. If the user downloads requirements within the time
allotted, the user staysin the Clean Access Agent Temporary role and proceeds to network
scanning (if enabled).

c. From the login attempt until network scanning finds vulnerabilities on the user system. If the
client system meets Clean Access Agent requirements, but is found to have vulnerabilities
during network scanning, the user is transferred from the Clean Access Agent Temporary role
into the quarantine role.

e Quarantine Role

With network scanning enabled, the purpose of the Clean Access quarantine roleisto allow the user
limited network access to resources needed to fix vulnerabilities that already exist on the user
system. The user is prevented from normal login role access to the network until the vulnerabilities
are fixed.

There can be one or multiple quarantine roles in the system. A user is put into a quarantine role if:

— The user attemptsto log in using the web login page, and Clean Access network scanning finds
avulnerability on the user system.

Cisco Clean Access Manager Installation and Administration Guide
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— Theuser logsin using Clean Access Agent and meets Clean Access Agent requirements but
Clean Access network scanning finds a vulnerability on the user system.

The user has the amount of time configured in the Session Timer for the role to access resources to
fix vulnerabilities. If the user cancels or times out, the user islogged out of the quarantine role and
must restart the login process. At the next login attempt, the client again goes through the Clean
Access process.

When the user fixes vulnerabilities within the time allotted, if Clean Access Agentisusedtologin,
the user can go through network scanning again during the same session. If web login is used, the
user must log out or time out then login again for the second network scanning to occur.

When using web login, the user should be careful not to close the Logout page (see Figure 7-9 on
page 7-10). If the user cannot not log out but reattempts to login before the session times out, the user is
still considered to be in the original quarantine role and is not redirected to the login page.

Only when the user has met requirements and fixed vulnerabilitiesis the user allowed network accessin
the corresponding normal login role. You can map all normal login roles to a single quarantine role, or
you can create and customize different quarantine roles. For example, multiple quarantine roles can be
used if different resources are required to fix vulnerabilities for particular operating systems. In either
case, anormal login role can only be mapped to one quarantine role. After the roles are created, the
association between the normal role and quarantine role is set up in the Device Management > Clean
Access > General Setup form. See General Setup Summary, page 9-10 for details.

Session Timeouts

You can limit network access for Clean Access roles with brief session timeouts and restricted traffic
policy privileges. The session timeout period isintended to allow users only a minimum amount of time
to complete Clean Access checks and get required software packages. A minimal timeout period for
Clean Access-related roles:

« Limitsthe exposure of vulnerable users to the network.

» Prevents users from full network access in the Temporary role
Thisisto limit users from circumventing rechecksif they fail aparticular check, install the required
package, restart their computers, but do not manually log out.

Factors in determining the timeout period appropriate for your environment include the network
connection speed available to users and the download size of packages you will require.

You can additionally configure a Heartbeat Timer to log off all usersif the CAS cannot connect to the
clients after a configurable number of minutes. See Configure User Session and Heartbeat Timeouts,
page 8-14 for further details.

With release 3.5.1 and above, you can configure M ax Sessions per User Account for a user role. This
allows administratorsto limit the number of concurrent machines that can use the same user credentials.
The feature allows you to restrict the number of login sessions per user to a configured number. If the
onlinelogin sessions for a username exceed the value specified (1 — 255; 0 for unlimited), the web login
page or the Clean Access Agent will prompt the user to end all sessions or end the oldest session at the
next login attempt. See Role Properties, page 5-8 for details.

| oL-7044-01
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Traffic Policies for Roles

When you first create arole, it has a default traffic filtering policy of “deny all” for traffic moving from
the untrusted side to the trusted side, and “allow all” for traffic from the trusted side to the untrusted side.
Therefore, after creating the role, you need to create policies to permit the appropriate traffic. See
Chapter 8, “User Management: Traffic Control, Bandwidth, Schedule” for details on how to configure
I P-based and host-based traffic policies for user roles.

In addition, traffic policies need to be configured for the Clean Access Agent Temporary Role and the
guarantine roleto prevent general accessto the network but allow accessto web resources or remediation
sites necessary for the user to meet requirements or fix vulnerabilities.See Configure Policies for Agent
Temporary and Quarantine Roles, page 8-17 for details.

Add New Role

The Clean Access Agent Temporary role and a Quarantinerole already exist in the system and only need
to be configured, However, normal login roles (or any additional quarantine roles) must first be added.
Once anew roleis created, it can then be associated to the traffic policies and other properties you
customize in the web admin console for your environment.

Note  For new roles, traffic policies must be added to allow traffic from the untrusted to the trusted network.
See Chapter 8, “User Management: Traffic Control, Bandwidth, Schedule” for details.

Create aRole

1. Goto User Management > User Roles > New Role. The form appears as follows.

S

Note  Form fields that only apply to normal login roles are marked with an asterisk (*).
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Figure 5-2

User Management > User Roles

Add New User Role

List of Roles New Role

[ Disable this role

Role Name

Role Description
Role Type

*WPN Policy
*Dynamic IPSec Key

*Max Sessions per User sccount {
Case-Insensitive )

Retag Trusted-side Traffic with WID (In-
Band) / Role wLAN (Out-of-Band)

*after Successful Login Redirect to

Redirect Blocked Requests to

*Roam Policy

*Show Logged-on Users
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o~ DD

Traffic Control

Bandwidth Schedule

|
|
INormaI Login Role 'l
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" Enable

IU {1 - 255; 0 for unlimited)
I {0 - 4095)

& previously requested URL

O this URL: | (ea.
httpffwww, cizca, corny)

& Disable

& default access blocked page
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& Deny O allow

" PPP info
¥ Logout button

¥ 1Psecinfo
¥ User info

Create Role | Feset |

If you want the role to be active right away, leave Disable thisrole cleared.
Type a unique name for the role in the Role Name field.
Type an optional Role Description.

For the role type, choose either:

Create User Roles

— Normal Login Role — Assigned to users after a successful login. When configuring mapping
rules for authentication servers, the attributes passed from the auth server are used to map users
into normal login roles. Network scan plugins and Clean Access Agent requirements are also
associated to a normal login role. When users log in, they are scanned for plugins and/or
requirements met (whilein the unauthenticated/Temporary role). If users meet requirementsand
have no vulnerabilities, they gain access to the network in the normal login role.

— Quarantine Role— Assigned to users to quarantine them when Clean Access network scanning
finds a vulnerability on the user system. Note that a system Quarantine role already exists and
can be configured. However, the New Role form allows you to add additional quarantine roles

if needed.

6. See Role Properties, page 5-8 for complete details on configuring desired role settings.

If you are deploying Cisco Clean Access in Out-of-Band mode and plan to use role-based profiles, you
must specify the Access VLAN in the Retag Trusted-side Traffic with VID (In-Band) / Role VLAN
(Out-of-Band) field when you create the user role. For further details see Table 5-1 on page 5-8 and

Chapter 4, “ Switch Management and Cisco Clean Access Out-of-Band (OOB).”

| oL-7044-01
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7. When finished, click Create Role. To restore default properties on the form click Reset.
8. Therole now appearsin the List of Roles tab.

9. If creating arole for testing purposes, the next step isto create alocal user to associate to the role.
See Create Local User Accounts, page 5-13 next.

Role Properties

Table 5-1 details the settings in the New Role ( on page 5-6) and Edit Role ( on page 5-12) forms.

For additional details on configuring IPSec/L2TP/PPTP policies see the Cisco Clean Access Server
Installation and Administration Guide.

Table 5-1 Role Properties

Control Description

Disable thisrole Stops the role from being assigned to new users.

Role Name A unique name for the role.

Role Description An optional description for the role.

Role Type Whether the role isa Normal Login Role or a Clean Access-related role:
Quarantine Role or Clean Access Agent Temporary Role. See User Role
Types, page 5-2 for details, and Chapter 9, “Clean Access |mplementation
Overview”for further information.

VPN Policy Whether users in the role and authenticated by the provider are required to use
I PSec/L2TP/PPTP encryption to the CAS. Options are:

- Deny (default)— Encryption is not permitted. If |PSec level security is not
required for your environment, you can deny |PSec encryption to avoid
burdening the network infrastructure with 1PSec traffic.

- Optional — Encryption may be used at the client’s choice.
« Enforce— The client must use | PSec/L2TP/PPTP encryption.

Note  ThelPSec/L2TP/PPTP encryption policy must also be enabled (Optional
or Enforce) on the Clean Access Server (Device Management > CCA
Servers > Manage [CAS | P] > Network > IPSec). The CAS policy
setting takes precedence over the role policy setting. This allows you to
control encryption use based on which CA S (or subnet) the user accessed.
See Cisco Clean Access Server Installation and Administration Guide.

Note If an Optional or Enforce VPN Policy is enabled for both CAS and user
role, the Clean Access Agent (3.5.1+) displays VPN information asalink
from the login success dialog (see Figure 11-39 on page 11-52). For web
login users, you must configure the logout page to display VPN
information fields (see Specify Logout Page Information, page 7-10.)

Dynamic | PSec If enabled, each user is assigned a distinct, one-time preshared key upon logging
Key in. The user should usethiskey asthe preshared key in their |PSec client to create
the I PSec connection. If disabled, the user will need to use the default key (shared
by all users) for the IPSec connection. Web login users are given the key in the
logout page if you select | PSec info in Show Logged-on Users, page 5-11.

Cisco Clean Access Manager Installation and Administration Guide
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Table 5-1 Role Properties (continued)

Control

Description

Max Sessions per
User Account

(Case-Insensitive)

The Max Sessions per User Account option (3.5.1 and above) is intended to
allow administrators to limit the number of concurrent machines that can use the
same user credentials. The feature allows you to restrict the number of login
sessions per user to a configured number. If the online login sessions for a
username exceed the value specified (1 — 255; 0 for unlimited), the web login
page or the Clean Access Agent will prompt the user to end all sessions or end
the oldest session at the next login attempt.

The Case-1nsensitive checkbox (3.5.6 and above) allows the administrator to
allow/disallow case-sensitive user names towards the max session count. For
example, if the administrator chooses to allow case-sensitivity (box unchecked;
default), then jdce, gdoe, and jpoe are al treated as different users. If the
administrator chooses to disable case-sensitivity (box checked), then jaoce, gdoe,
and jpoe are treated as the same user.

Note  3.5(5) Cisco Clean Access systems and below are case-sensitive and will
consider user “johndoe” as different from “JohnDoe.” A backend
authentication server (e.9. RADIUS) must still be capable of rejecting
“JohnDoe” as a user. If the RADIUS server accepts it and authenticates
the user, Cisco Clean Access will consider it a different user.

Retag Trusted-side
Traffic with VID
(In-Band) / Role
VLAN
(Out-of-Band)

The VLAN ID (VID) information entered in thisfield is used differently
depending on whether the Clean Access Server is deployed in-band or
out-of -band.

In-Band Configuration—Retag Trusted-side Traffic with VID (In-Band)

When the CAS is deployed inline with traffic, the value entered in thisfield is
used to retag user traffic as it exits the trusted side of the CAS. Hence, for
example, if two users connect to the same Access Point with the same SSID,
depending on their roles, their traffic can be tagged with different VLAN IDs as
their traffic flows through the CAS to the trusted side of the network (see
Figure 5-1 on page 5-2).

Type avaluein thisfield to assign aVLAN ID (VID) to outgoing traffic from
users in the role. Incoming traffic with the VID value is reassigned the value
originally used by the role, if any. For in-band configuration, trusted-side VID
retagging isonly performed in Real-IP and NAT Gateway modes. In-band Virtual
Gateways do not perform VLAN retagging based on role assignment.

| oL-7044-01
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Table 5-1 Role Properties (continued)

Control

Description

Retag Trusted-side
Traffic with VID
(In-Band) / Role
VLAN
(Out-of-Band)

Out-of-Band (OOB) Configuration —Retag Trusted-side Traffic with Role VLAN
(Out-of-Band)

In out-of-band configurations, VLAN ID (VID) information entered in this field
is used differently.

Once a user has finished posture assessment and remediation, if needed, and the
client device is deemed to be “certified,” the switch port to which the client is
connected can be assigned to a different Access VLAN based on the value
specified in the Retag Trusted-side Traffic with Role VLAN (Out-of-Band)
field. Hence, users connecting to the same port (at different times) can be
assigned to different Access VLANSs based on this setting in their user role.

For OOB deployment, if configuring role-based VLAN switching for acontrolled
port, you must specify an Access VLAN ID when you create the user role. When
an out-of-band user logs in from a managed switch port, the CAM will:

» Determine the role of the user based on the user's login credentials.

« Check if role-based VLAN switching is specified for the port in the Port
Profile.

- Switch the user to the Access VLAN, once the client is certified, according
to the value specified in the Retag Trusted-side Traffic with Role VLAN
(Out-of-Band) field for the user'srole.

For details, see Chapter 4, “ Switch Management and Cisco Clean Access
Out-of-Band (OOB)."

After Successful
Login Redirect to

When successfully logged in, the user is forwarded to the web page indicated by
thisfield. You can have the user forwarded to:

» previously requested URL — (default) The URL requested by the user
before being redirected to the login page.

« thisURL-Toredirect the user to another page, type“http://” and the desired
URL inthe text field. Note that “ http://” must be included in the URL.

Note  Typically, a new browser is opened when a redirect page is specified. If
pop-up blockers are enabled, Cisco Clean Access will use the main
browser window as the L ogout page in order to show login status, logout
information and VPN information (if any).

See also Redirect the Login Success Page, page 7-9.

Redirect Blocked
Requeststo

If the user is blocked from accessing aresource by atraffic filtering role policy,
thisisthe page to which users should be redirected when they request the blocked
page. You can have the user forwarded to:

» default access blocked page — The default page for blocked access.
« thisURL or HTML message— A particular URL or HTML message you

specify in the text field.

Cisco Clean Access Manager Installation and Administration Guide
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Table 5-1 Role Properties (continued)
Control Description
Roam Policy With roaming support enabled, determines whether usersin thisrole are allowed

to roam. See Chapter 15, “Device Management: Roaming” for details.

Show Logged-on | Theinformation that should be displayed to web usersin the Logout page. After
Users the web user successfully logsin, the Logout page pops up in its own browser and
displays user status based on the combination of options you select:

» |PSecinfo— The IPSec key assigned to the user. If the dynamic IPSec key
option is enabled, thisis the one-time, 128-bit key. If disabled, thisisthe
default preshared key.

- PPP info — The password for PPP access on the network.
« User info — Information about the user, such as the user name.

« Logout button — A button for logging the user off the network (web L ogout
page only).

See Specify Logout Page Information, page 7-10 for an example of a Logout
page.

Note  For users on Clean Access Agent 3.5.1 and above, alink to aVPN Info
dialog is provided in the success | ogin and taskbar menu if an Optional or
Enforce VPN Policy is enabled for both the CAS and user role. See
Figure 11-39 on page 11-52.

Modify Role

From the List of Roles tab (Figure 5-3 on page 5-11), you can configure traffic and bandwidth policies
for any user role. You can also edit the Clean Access Agent Temporary role, Quarantine role, and any
normal login role you have created.

Figure 5-3 List of Roles
_____________________________________________________________|
13 L
User Management > User Roles o]

List of Roles MNew Role Traffic Controlj] Bandwidth Schedule

|__Role Name ] pSec | Roam [vLanl __ Description ___[Policies|Bw]Edit|Dell

Role for unauthenticated et
users 2

Unauthenticated Role  deny deny

Temporary Rale deny deny Role f?_;:jﬁ_:_;gn‘igwnload 2 ﬁ x
GQuarantine Rale deny deny Role for quarantined users B ﬁ x
role0l allow deny E ﬁ X
raledz enforce deny B ﬁ x

[« -
Operations you can perform from the List of Roles tab are as follows:

« The Policies button (¢3) links to the Traffic Control tab and lets you set traffic filter policies for
the role. For details, see Chapter 8, “User Management: Traffic Control, Bandwidth, Schedule.”

Cisco Clean Access Manager Installation and Administration Guide
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- TheBW button () linksto the Bandwidth tab and lets you set upstream and downstream bandwidth
restrictions by role. For details, see Control Bandwidth Usage, page 8-12.

« TheEdit button (z¢) links to the Edit Role tab and |ets you modify role properties. See Edit aRole,
page 5-12 below.

- TheDeletebutton (3x) removestherole and all associated polices from the system and assigns users
to the Unauthenticated role. See Delete Role, page 5-13

» Specify a network access schedule for the role. For details, see Configure User Session and
Heartbeat Timeouts, page 8-14

EditaRole
1. GotoUser Management > User Roles > List of Roles.
2. Roleslisted will include the following:

— Clean Access Agent Temporary Role — Assigned to users to force them to meet Clean Access
Agent packages or requirements when Clean Access Agent is required to be used for login and
Clean Access vulnerability assessment. Thereisonly one Clean Access Agent Temporary Role
which is already present in the system. This role can be edited but not added.

— Quarantine Role— Assigned to usersto quarantine them when Clean Access hetwork scanning
finds a vulnerability on the user system. You can configure the system Quarantine role only or
add additional quarantine roles if needed.

— User-defined role — The user roles you have created.

A

Note  You can configure traffic and bandwidth policies for the Unauthenticated Role, but otherwise this
system default role cannot be edited or removed.

3. Click the Edit button (z€]) next to arole to bring up the Edit Role form

User Management > User Roles

[

List of Roles Edit Role Traffic Control ] Bandwidth Schedule

[ Disable this role

Role Mame IRD\FH

Role Description IAgent Role
Role Type MNormal Lagin Role =
*YpPN Policy Derny -
*Dynamic IPSec Key  Enable @ Disable
"
Max Sessions per User Accaunt (T 0 11 - 255, 0 for unlimited)

Case-Insensitive )

Retag Trusted-side Traffic with WID l—

(In-Band) f Role WLAN (Out-of-Band) (0 - 4095)
*After Successful Login Redirect to € previously requested URL

@ this URL: |hﬂp Fhwors cizco.com/ (e
hitp ffwww. cisca. corny)

Redirect Blocked Requests to € default access blocked page

@ this URL or HTML message:

*Roarn Policy @ peny O allow
*Show Logged-on Users W 1PSec info W PPP info
¥ User info M Logout buttan

Save Role Cancsl

(*only applies to narmal login role)
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Delete Role

Create Local User Accounts

4. Modify role settings as desired. See Role Properties, page 5-8 for details.
5. Click Save Role.

To delete arole, click the Delete button (%) next to therole in the List of Roles tab of the User
Management > User Roles page. This removes the role and associated polices from the system and
assigns users to the Unauthenticated role.

Users actively connected to the network in the deleted role will be unable to use the network. However,
their connection will remain active. Such users should be logged off the network manually, by clicking
theKick User () button next to the user inthe M onitoring > Online User s> View Online User s page.
The users are indicated in the online user page by a value of Invalid in the Role column.

Create Local User Accounts

A local user isonewho isvalidated by the Clean Access Manager itself, not by an external authentication
server. Local user accounts are not intended for general use (the users cannot change their password
outside of the web admin console). Local user accounts are primarily intended for testing or for guest
user accounts. For testing purposes, a user should be created immediately after creating a user role.

Create a Local User

1. Goto User Management > Local Users> New L ocal User.
|

s #

User Management > Local Users ]
List of Local ’
Users New Local User
[ pisable this account
User Name
Password
Confirm Password
Description
Rale Unauthenticated Raole v
[ Create User ] [ Feset ]

’ ~

o

2. If you want the user account to be active immediately, be sure to leave the Disable this account
check box cleared.

3. Typeaunique User Name for the user. Thisisthe login name by which the user isidentified in the
system.

4, Type apassword in the Password field and retype it in the Confirm Passwor d field. The password
value is case-sensitive.

5. Optionally, type a Description for the user.

| oL-7044-01
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6. Choose the default role for the user from the Role list. All configured roles appear in thelist. If the
role you want to assign the user does not exist yet, create the rolein the User Roles page and modify
the user profile with the new role.

7. When finished, click Create User.

The user now appearsin the List of Local Users tab. From there, you can view user information, edit
user settings such as the name, password, role, or remove the user.

Cisco Clean Access Manager Installation and Administration Guide
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CHAPTER 6

User Management: Auth Servers

This chapter describes how to set up external authentication sources, VLAN ID or attribute-based auth
server mapping rules, and RADIUS accounting. Topics are as follows:;

» Overview, page 6-1
» Configure an Authentication Provider, page 6-4
« Authenticating Against Active Directory, page 6-16
 Map Usersto Roles Using Attributes or VLAN IDs, page 6-18
» Test User Authentication, page 6-25
« RADIUS Accounting, page 6-26
For details on configuring user roles and local users, see Chapter 5, “User Management: User Roles.”

For details on creating and configuring the web user login page, see Chapter 7, “User Pages and Guest
Access.”

For details on configuring traffic policies for user roles, see Chapter 8, “User Management: Traffic
Control, Bandwidth, Schedule.”

By connecting the Clean Access Manager to external authentication sources, you can use existing user
data to authenticate users in the untrusted network. Cisco Clean Access supports several authentication
provider types for the following two cases:

« When you want to work with an existing backend authentication server(s)

« When you want to enable any of the transparent authentication mechanisms provided by Cisco Clean
Access

Working with Existing Backend Authentication Servers

When working with existing backend authentication servers, Cisco supportsthe following authentication
protocol types:

- Kerberos

- RADIUS (Remote Authentication Dial-1n User Service)
e Windows NT (NTLM Auth Server)

- LDAP (Lightweight Directory Access Protocol)

| oL-7044-01
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Note

When using thisoption, the CAM isthe authentication client which communicates with the backend auth
server. Figure 6-1 illustrates the authentication flow.

Figure 6-1 Cisco Clean Access Authentication Flow with Backend Auth Server
Auth Server
> > ‘(RADIUS, LDAP,
End user CAS CAM WindowsNT, Kerberos)

User provides CAS provides CAM verifies

credentials to credentials to credentials with

CAS via web CAM backend auth

login or Clean server

Access Agent

Currently, it isrequired to use RADIUS, LDAP, Windows NT, or Kerberos auth server typesif you want
to enable Cisco Clean Access system features such as:

» Network scanning policies
« Clean Access Agent requirements
» Attribute-based auth mapping rules

For Windows NT only, the CAM must be on the same subnet as the domain controllers.

Working with Transparent Auth Mechanisms
When using this option, Cisco supports the following authentication protocol types:

» S/ldent (Secure/ldentification)

« Transparent 802.1x

« Transparent Windows

» Cisco VPN Server (release 3.5.3 and above)

Depending on the protocol chosen, the Clean Access Server sniffs traffic relevant to the authentication
source flowing from the end user machine to the auth server (for example, 802.1x packets for the
Transparent 802.1x auth type, or Windows logon traffic for the Transparent Windows auth type). The
CAS then uses or attempts to use that information to authenticate the user. In this case, the user does not
explicitly log into the Cisco Clean Access system (viaweb login or Clean Access Agent).

S/ldent, Transparent 802.1x, and Transparent Windows can be used for authentication only —posture
assessment, quarantining, and remediation do not currently apply to these auth types. However, the Cisco
VPN Server type supports all the Clean Access system features such as network scanning policies and
Clean Access Agent requirements.

Local Authentication

You can set up any combination of local and external authentication mechanisms. Typically, external
authentication sources are used for general users, while local authentication (where users are validated
internally to the CAM) is used for test users, guests, or other types of users with limited network access.
For details on using local authentication for guest access, see Set Up Guest Access, page 7-11.

Cisco Clean Access Manager Installation and Administration Guide
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Providers

A provider is a configured authentication source. The providers you set up can appear in the Provider
dropdown menu of the web login page to allow users to choose the domain in which to be authenticated,
as shown in Figure 6-2.

Figure 6-2 Provider Field in Web Login Page

A Cisco Clean Access Authentication - Microsoft Internet Explorer pre —(of xi

C1sc0 SYSTEMS

Cisco Clean Access Authentication

Username

Password Provider field (for
Provider [Local DB ¥ ! authentication

Cantinue sources)

Please prowide your credentials to access this networl:

GuestAccess | Install CA Cert | Help |

Downzed by Cisco Clan dooees

Mapping Rules

You can set up role assignment for users based on the authentication server. For all auth server types,
you can create mapping rulesto assign usersto roles based on VLAN ID. For LDAP and RADIUS auth
servers, you can additionally map users into roles based on attribute values passed from the
authentication server.

Cisco Clean Access Manager Installation and Administration Guide
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Configure an Authentication Provider

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

~

Note

The following are the general steps to add an authentication server to the Clean Access Manager.

Go to User Management > Auth Servers > New Server.
From the Authentication Type list, choose the authentication provider type.

For Provider Name, type a name that is unigue for authentication providers. If you intend to offer your
users the ability to select providers from the login page, be sure to use a name that is meaningful or
recognizable for your users, since this name will be used.

Choose the Default Role (user role) to be assigned to users authenticated by this provider. This default
roleisused if not overridden by arole assignment based on MAC address or 1P address. The default role
is also assigned in the case that LDAP/RADIUS mapping rules do not result in a successful match.

Enter an optional Description for the authentication server.
Complete the fields specific to the authentication type you chose, as described in the following sections.
When finished, click Add Server.

The new authentication source appears under User Management > Auth Servers> List of Servers.
 Click the Edit button (g}) next to the auth server to modify settings.

» Click the Mapping button () next to the auth server to configure VL AN-based mapping rules for
any server type, or attribute-based mapping rules for LDAP, RADIUS, and Cisco VPN Servers.

Specific parameters to add each auth server type are described in the following sections:
» Kerberos, page 6-5
< RADIUS, page 6-6
e Windows NT, page 6-8
- LDAP page 6-9
» Transparent Windows, page 6-11
e Transparent 802.1x, page 6-13
» Cisco VPN Server, page 6-14

To set adefault auth provider for users configure the Default Provider option under Administration >
User Pages > L ogin Page > Edit > Content. See Chapter 7, “User Pages and Guest Access.”
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Kerberos

Figure 6-3 Add Kerberos Auth Server

=| User Management > Auth Servers

I

@

List of Servers MNew Server Mapping Rules Auth Test Accounting

Authentication -1 Provider l—
Type |Kerberos J Mame

! Default : -
Damain Mame ICISCO.COM Rl |Unauthentlcated Faole J
~ Server Name Iauth.cisco.com

Description I

Add Server | Cancel | =

[ & [ mremet _,
1. Goto User Management > Auth Servers > New Server.

B

2. Authentication Type — Choose Ker ber os from the dropdown menu.

3. Provider Name — Type a unique name for this authentication provider. Enter a meaningful or
recognizable name if web login users will be able to select providers from the web login page.

4. Domain Name — The domain name for your Kerberos realm, such as CISCO.COM.

5. Default Role — Choose the user role assigned to users authenticated by this provider. This default
roleis used if not overridden by a role assignment based on MAC address or | P address.

6. Server Name — The fully qualified host name or |P address of the Kerberos authentication server,
such as auth.cisco.com.

7. Description —Enter an optional description of this auth server for reference.
8. Click Add Server.

N

Note  When working with Kerberos servers, keep in mind that Kerberos is case-sensitive and cares about
realms.

Cisco Clean Access Manager Installation and Administration Guide
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RADIUS

The RADIUS authentication client in the Clean Access Manager can support failover between two
RADIUS servers. Basically, this allows the CAM to attempt to authenticate against a pair of RADIUS
servers, trying the primary server first and then failing over to the secondary server if it is unable to
communicate with the primary server. See the Enable Failover and Failover Peer I P field descriptions
below for details.

Figure 6-4 Add RADIUS Auth Server

In

©

User Management > Auth Servers

List of Servers MNew Server Mapping Rules Auth Test Accounting

Authentication Type |Radius j Provider Name I
Server Name Iauth.cisco.com * Server Port ID *
Radius Type IEAPMDS 'l Timeout (sec) |5 *

Default Raole |Unauthenticated Faole j Shared Secret I *
NaS-Identifier I NAS-IP-Address I

[Either a MAS-Identifier or MAS-IP-Address must be specified)

MNAS-Port I MNAS-Port-Type I

Enable Failover r Failover Peer IP I

allow Badly Formed RADIUS Packets [T Please consult documentation before enabling this
feature

[* Aszterisks indicate required fields.)

Description I

Add Server | Cancel |

-

B B - 3 P rwore—

1. Goto User Management > Auth Servers > New Server.
2. Authentication Type — Choose Radius from the dropdown menu.

3. Provider Name — Type a unique name for this authentication provider. Enter a meaningful or
recognizable name if web login users will be able to select providers from the web login page.

4. Server Name — The fully qualified host name (e.g., auth.cisco.com) or | P address of the RADIUS
authentication server.

5. Server Port — The port number on which the RADIUS server is listening.

6. Radius Type — The RADIUS authentication method. Supported methods include: EAPMDS5, PAP,
CHAP, MSCHAP, and MSCHAP2

7. Timeout (sec) — The timeout value for the authentication request.

8. Default Role — Choose the user role assigned to users authenticated by this provider. This default
roleis used if not overridden by a role assignment based on MAC address or | P address, or if
RADIUS mapping rules do not result in a successful match.

9. Shared Secret — The RADIUS shared secret bound to the specified client’s | P address.
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10.

11.

12.
13.
14.

15.
16.

A

Configure an Authentication Provider

NAS-lIdentifier — The NAS-Identifier value to be sent with all RADIUS authentication packets.
Either a NAS-Identifier or a NAS-IP-Address must be specified to send the packets.

NAS-IP-Address— The NAS-1P-Address value to be sent with all RADIUS authentication packets.
Either a NAS-1P-Address or a NAS-ldentifier must be specified to sent the packets.

NAS-Port — The NAS-Port value to be sent with all RADIUS authentication packets.
NAS-Port-Type —The NA S-Port-Type value to be sent with all RADIUS authentication packets.

Enable Failover — This enables sending a second authentication packet to a RADIUS failover peer
IPif the primary RADIUS authentication server’s response times out.

Failover Peer IP — The IP address of the failover RADIUS authentication server.

Allow Badly Formed RADIUS Packets— This enablesthe RADIUS authentication client to ignore
errorsin badly-formed RADIUS authentication responses as long as the responses contain a success
or failure code. This may be required for compatibility with older RADIUS servers.

Caution  Thisenable should only be used if authentication/authorization is not functioning due to
malfor med packets. Allowing badly-formed RADIUS packets can makeit easier for man-in-the middle,
packet spoofing, and Denial of Service (DoS) attacks to succeed. Hence, enabling the CAM to accept
badly formed RADIUS packets creates potential vulnerabilities. However, certain RADIUS server
products (commercial and otherwise) sometimes send malformed packets during the
authentication/authorization process. Enabling this feature may be necessary in such cases to allow the
CAM to process such badly formed packets, thereby enabling authentication/authorization to work.

17.
18.

Description —Enter an optional description of this auth server for reference.
Click Add Server.
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Windows NT
N

Note « For Windows NT login, the CAM must be in the same subnet as the domain controllers.
e Currently, only NTLM v1 is supported.

Figure 6-5 Add Windows NT Auth Server

~
| user Management > Auth Servers

@

List of Servers MNew Server Mapping Rules Auth Test

Accounting

Authentication

el hroider l:l
Type Windows MNT Mame
Mame cisco.com Rl |Unauthentlcated Fole v|

[AddSeNer] [ Cancel ] 1

=N N "
1. Goto User Management > Auth Servers > New Server.
2. Authentication Type — Choose Windows NT from the dropdown menu.

Provider Name — Type a unique name for this authentication provider. Enter a meaningful or
recognizable name if web login users will be able to select providers from the web login page.

4. Domain Name — The host name of the Windows NT environment.

Default Role — Choose the user role assigned to users authenticated by this provider. This default
roleis used if not overridden by a role assignment based on MAC address or |P address.

6. Description —Enter an optional description of this auth server for reference.
7. Click Add Server.

[l Cisco Clean Access Manager Installation and Administration Guide
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Note

Configure an Authentication Provider [l

An LDAP auth provider in the Clean Access Manager can be used to authenticate users against a
Microsoft Active Directory server. See Authenticating Against Active Directory, page 6-16 for details.

Cisco Clean Access performs standard search and bind authentication. For LDAP, if Search DN/Search
Password is not specified, anonymous bind is attempted.

Figure 6-6 Add LDAP Auth Server

User Management > Auth Servers

List of Servers MNew Server Mapping Rules Auth Test Accounting

Authentication (DR Provider l:l
Type MName
ServerURL  [Idapy/10.1.1.1:389 server
e I - U R
Contaxt de=cisco Search Filter |uid=$userd
Referral Manage (lgnare) DerefLink

. Security
Dereiais
Default Role |Unauthenticated Fole v|

[ Add Server ] [ Cancel ] 3
[ = TR .

1. Goto User Management > Auth Servers > New Server.
2. Authentication Type — Choose L DAP from the dropdown menu.

3. Provider Name — Type a unique name for this authentication provider. Enter a meaningful or
recognizable name if web login users will be able to select providers from the web login page.

4, Server URL — The URL of the LDAP server, in the form:

ldap://<directory server name>:<port number>
If no port number is specified, 389 is assumed.

5. Server version — The LDAP version. Supported types include Version 2 and Version 3. Leave as
Auto (default) to have the server version automatically detected.

6. Search DN — If accessto the directory is controlled, the LDAP administrator ID used to connect to
the server in thisfield. (e.g. cn= jane doe, cn=users, dc=cisco, dc=com)

7. Search Password — The password for the LDAP administrator.

8. Search Base Context — The root of the LDAP tree in which to perform the search for users (e.g.
dc=cisco, dc=com)

9. Search Filter — The attribute to be authenticated (e.g., uid=$user$, or SAMA ccountName=$user$).

10. Referral —Whether referral entries are managed (in which the LDAP server returnsreferral entries
as ordinary entries) or returned as handles (Handle(Follow)). The default is Manage(lgnore).

| oL-7044-01
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11. DerefLink —If ON, object aliases returned as search results are de-referenced, that is, the actual
object that the alias refers to is returned as the search result, not the alias itself. The default is OFF.

12. DerefAlias— Options are Always (default), Never, Finding, Searching
13. Security Type — Whether the connection to the LDAP server uses SSL. The default is None.
N

Note If the LDAP server uses SSL, be sure to import the certificate from the SSL Certificate tab of
the Administration > Clean Access Manager page.

14. Default Role — Choose the user role assigned to users authenticated by this provider. This default
roleisused if not overridden by arole assignment based on MAC address or |P address, or if LDAP
mapping rules do not result in a successful match.

15. Description —Enter an optional description of this auth server for reference.
16. Click Add Server.

Cisco Clean Access Manager Installation and Administration Guide
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Transparent Windows

Note

In Transparent Windows authentication, the CAS sniffs relevant Windows login packets from the
end-user machineto the domain controller to determine whether or not the user islogged in successfully.
If Transparent Windows authentication is enabled and the CA S successfully detectslogin traffic, the user
islogged into the Cisco Clean Access system without having to explicitly login through the web login
page or Clean Access Agent.

With Transparent Windows, only authentication can be done— posture assessment, quarantining,
remediation, do not apply. However, the user only needs to perform Ctrl-Alt-Dlt to login.

For transparent Windows login, it is not required for the CAM to be on the same subnet as the domain
controller. Thelist of transparent Windows DC is published from the CAM.

Implementing Transparent Authentication

Note

Implementing transparent login involves the following steps:
1. Upgrade your Clean Access Manager and Clean Access Server(s) to release 3.5(3) or above.

2. Add a Transparent Windows auth server through User M anagement > Auth Servers > New
Server (see Add Transparent Windows Auth Server, page 6-12).

3. From Device Management > CCA Servers> Manage [CAS_|P] > Authentication > Windows
Auth:

a. Click the option for Enable Transparent Windows Authentication on the specific CAS and
click Update.

b. Enter each Windows Domain Controller | P and click Add Server.

See section “ Transparent Windows Login” of the Cisco Clean Access Server Installation and
Administration Guide for details.

4, Add IP traffic control policies for the Unauthenticated role to allow users on the untrusted side
access to the domain controllers on the trusted network. Typical policies may include allowing TCP,
and UDP traffic for each controller (1P address and 255.255.255.255 mask) for ports 88(Kerberos),
135 (DCE endpoint resolution), 139 (netbios-ssn), 389 (LDAP), 445(smb-tcp). See Chapter 8, “User
Management: Traffic Control, Bandwidth, Schedule.”

Because the CAS attempts to authenticate the user by sniffing Windows logon packets on the network,
if the end device does not send such traffic (i.e. authenticates from cache) the CAS cannot authenticate
the user. In order to cause such login traffic to be generated, you can use alogin script to establish
network shares/shared printers. You can also login as a different user from the same machine to cause
the machine to communicate to the domain controller (typically adifferent user’s credentials will not be
cached).

| oL-7044-01
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Add Transparent Windows Auth Server

Figure 6-7 Add Transparent Windows Auth Server

~
| user Management > Auth Servers

e

List of Servers MNew Server Mapping Rules Auth Test Accounting

Authentication (g Provider l:l
Type i MName
Mame cisco.com Rl |Unauthentlcated Fole v|

[AddSeNer] [ Cancel ] 1

=N N "

Go to User Management > Auth Servers > New Server.

Authentication Type — Choose Transparent Windows from the dropdown menu.
Provider Name — The Provider Name value defaults to ntim.

Domain Name — The domain name for your Windows NT realm, such as cisco.com.

o~ w0 Dnp e

Default Role — Choose the user role assigned to users authenticated by this provider. This default
roleis used if not overridden by a role assignment based on MAC address or |P address.

6. Description —Enter an optional description of this auth server for reference.
7. Click Add Server.

Cisco Clean Access Manager Installation and Administration Guide
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Transparent 802.1x

Transparent 802.1x allows authenticated 802.1x users to pass through without authentication or Clean
Access vulnerability assessment (posture assessment).

S,
Note  Itisnot recommended to use 802.1x with Out-of-Band deployment, as conflict will exist between Cisco
Clean Access OOB and 802.1x to set the VLAN on the interface/port.

Figure 6-8 Add Transparent 802.1x Auth Server

-

|+

User Management > Auth Servers

e

List of Servers MNew Server Mapping Rules Auth Test Accounting

Authentication T
Type Transparent 802.1x

Pravider l—
Mame B02.7x

— Default Raole |Unauthenticated Rolej

Description I
AddSewerI Cancel |

[
Il

=

1. Goto User Management > Auth Servers > New Server.

2. Authentication Type — Choose Transparent 802.1x from the dropdown menu.
3. Provider Name — The Provider Name value defaults to 802.1x.
4

Default Role — Choose the user role assigned to users authenticated by this provider. This default
roleis used if not overridden by a role assignment based on MAC address or | P address.

5. Description —Enter an optional description of this auth server for reference.
6. Click Add Server.

Cisco Clean Access Manager Installation and Administration Guide
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Cisco VPN Server

S

Note  Cisco Clean Access supports Single Sign-On (SSO) for the following:

Cisco VPN Concentrators

Cisco ASA 5500 Series Adaptive Security Appliances
Cisco Airespace Wireless LAN Controllers (3.5.8+)
Cisco SSL VPN Client (Full Tunnel)

Cisco VPN Client (1PSec)

Ci

sco Clean Access (3.5.3 and above) providesintegration with Cisco VPN concentrators and can enable

Single Sign-On capability for VPN users. Thisfunctionality isachieved using RADIUS Accounting. The

Cl

ean Access Server can acquire the client's |P address from either Framed_|P_address or

Calling_Station_ID RADIUS attributes for SSO purposes.

In

Single Sign-On (SSO) for Cisco VPN concentrator users—V PN users do not need to login to the

web browser or the Clean Access Agent because the RADIUS accounting information sent to the

CAS/CAM by the VPN concentrator provides the user ID and | P address of users logging into the
VPN concentrator (RADIUS Accounting Start Message).

Single Sign-On (SSO) for Cisco Airespace Wireless LAN Controller users (3.5.8 and above) —
Release 3.5(8) extends Cisco Clean Access support for SSO for Cisco Airespace WLC. For SSO to
work, the Cisco Airespace Wireless LAN Controller must send the Calling_Station_IP attribute as
the client's | P address (as opposed to the Framed _|P_address that the VPN concentrator uses).

Accurate Session Timeout/Expiry—Due to the use of RADIUS accounting, the VPN concentrator
informs the Clean Access Server exactly when the user has logged out (RADIUS Accounting Stop
Message). See OOB (L2) and Multihop (L 3) Sessions, page 8-15 for additional details.

order to enable the SSO feature for users, an authentication source of type Cisco VPN Server must be

added using the following steps.

Figure 6-9 Add Cisco VPN Auth Server

|+

|

User Management > Auth Servers )]

List of Servers MNew Server Mapping Rules Auth Test Accounting

%Lf‘égentication|CiSCDVPNSENer =l E;on:gler ICiSCUVPN

Default Raole |Unauthenticated Faole j
I:Eescription I
Add Server | Cancel |

1.
2.

=

Go to User Management > Auth Servers > New Server.

Authentication Type — Choose Cisco VPN Server from the dropdown menu.

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



| Chapter6 User Management: Auth Servers
Configure an Authentication Provider

3. Provider Name — The Provider Name value defaults to CiscoV PN.

4. Default Role — Choose the user role assigned to users authenticated by the Cisco VPN
concentrator. This default roleis used if not overridden by arole assignment based on MAC address
or |P address, or if RADIUS mapping rules do not result in a successful match.

5. Description —Enter an optional description of the Cisco VPN concentrator for reference.

6. Click Add Server.

Make sure you have completed configuration under Device Management > CCA Servers> List of
Servers > Manage [CAS_|P] > Authentication > VPN Auth. For complete details on configuring the
Clean Access Server for VPN concentrators, see the Cisco Clean Access Server Installation and

Administration Guide.

Cisco Clean Access Manager Installation and Administration Guide
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Authenticating Against Active Directory

Several types of authentication providersin the Clean Access Manager can be used to authenticate users
against an Active Directory server, Microsoft’s proprietary directory service. These include Windows
NT (NTLM), Kerberos, and LDAP (preferred).

If using LDAP to connect to AD, the search DN (distinguished name) typically has to be set to the DN
of an account with administrative privileges. The first CN (common name) entry should be an
administrator of the AD, or a user with read privileges. Note that the search filter, SAMAccountName,
is the user login name in the default AD schema.

AD/LDAP Configuration Example

The following illustrates a sample configuration using LDAP to communicate with the backend Active
Directory:

1. Create aDomain Admin user within Active Directory Users and Computers. Place this user into the
Users folder.

2. Within Active Directory Users and Computers, select Find from the Actions menu. Make sure that
your results show the Group Membership column for the created user. Your search results should
show the user and the associated Group Membership within Active Directory. Thisinformation is
what you will need to transfer into the Clean Access Manager.

Figure 6-10 Find Group Membership within Active Directory
4% Find Users, Contacts, and =2 x|
Flo Edk View Help 2l x|
Columns available: Columns shown:
Find: IUsers, Cortacts, and Groups = | It Division P | Je'"
Users, Contacts. and Groups IAdvancec E::::: :33;::2 {Others a T
Employee [0 J ml Description H M a I
Mame: I shieldon ruir Fax NumEer el
Fax Mumber (Others: top
Drescription: I s Nar_ne _I
Generational Suffix
Home Address gl |
Home Crive
Home Folder = §
Iame | Group Membership Type | Description
ﬁ sheldon muir Ch=Domain Admins, CN=Usets, DC=domainname, DC=com  User
| | i
|1 iterm(s) Found
3. From the Clean Access Manager web console, go to the User Management > Auth Servers> New
Server form.

4, Choose L DAP asthe Server Type.

5. For the Search DN and Search Base Context fields, input the results from the Find within Active
Directory Users and Computers.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 6-11 Example New LDAP Server for AD

I

e

User Management > Auth Servers

List of Servers MNew Server Mapping Rules Auth Test Accounting

Authentication Type |LDAP j Provider Name ILapTDp - Active Directc

ServerlJRL IIdap:,-",-"198.188.13?.10:3E Server version IAuto 'l
Search DN ICN=SheId0n i, CH=L Search Password I"‘““““““““““““““‘
Search Base IDC=d0mainname,DC=c Search Filter ISAMACCDuntName=$us

Context

Referral Manage (lgnare) * DerefLink IFF;,
Derefalias Im Security Type Im
Default Raole |ROI93 j

Description IDEMO

J AddSewerI Cancel |
B - e

6. Thefollowing fields are all that is necessary to properly set up this auth server within the CAM:

a. ServerURL: ldap://192.168.137.10:389 — This is the domain controller IP address and LDAP
listening port.

b. Search DN: CN=sheldon muir, CN=Users, DC=domainname, DC=com
c. Search Base Context: DC=domainname, DC=com
d. Default Role: Select the default role a user will be put into once authenticated.

e. Description: Used just for reference.
f. Provider Name: Thisisthe name of the LDAP server used for User Page setup on the CAM.
g. Search Password: sheldon muir’s domain password
h. Search Filter: SAMAccountName=$user$
7. Click Add Server.
8. At this point, your Auth Test should work (see Test User Authentication, page 6-25).

~

Note  You can also use an LDAP browser (e.g. http://www.tucows.com/preview/242937) to validate your
search credentialsfirst.
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Map Users to Roles Using Attributes or VLAN IDs

Note

The Mapping Rules form can be used to map users into a user role based on the following parameters:
« TheVLAN ID of user traffic originating from the untrusted side of the CAS (all auth server types)

- Authentication attributes passed from LDAP and RADIUS auth servers (and RADIUS attributes
passed from Cisco VPN Concentrators)

For example, if you have two sets of users on the same IP subnet but with different network access
privileges (e.g. wireless employees, and students), you can use an attribute from an LDAP server to map
one set of usersinto a particular user role. You can then create traffic policies to allow network access
to one role and deny network access to other roles. (See Chapter 8, “User Management: Traffic Control,
Bandwidth, Schedule” for details on traffic policies.)

Cisco Clean Access performs the mapping sequence as shown in Figure 6-12.

Figure 6-12 Mapping Rules
user enters / valid yes mapping.  yes p Match rules &
jals? — > 2
credentials credentials? rules? assign role
A

assign default
role for auth

server

For an overview of how mapping rules fit into the scheme of user roles, see Figure 5-1Normal Login
User Roles, page 5-2

Cisco Clean Access (release 3.5.1 and above) allows the administrator to specify complex boolean
expressions when defining mapping rules for Kerberos, LDAP and RADIUS authentication servers.
Mapping rules are broken down into conditions and you can use boolean expressions to combine
multiple user attributes and multiple VLAN IDs to map users into user roles. Mapping rules can be
created for arange of VLAN IDs, and attribute matches can be made case-insensitive. This allows
multiple conditions to be flexibly configured for a mapping rule.

A mapping rule comprises an auth provider type, arule expression, and the user role into which to map
the user. The rule expression comprises one or a combination of conditions the user parameters must
match to be mapped into the specified user role. A condition is comprised of a condition type, a source
attribute name, an operator, and the attribute value against which the particular attribute is matched.

To create amapping rule you first add (save) conditions to configure arule expression, then once arule
expression is created, you can add the mapping rule to the auth server for the specified user role.

Mapping rules can be cascading. If a source has more than one mapping rule, the rules are evaluated in
the order in which they appear in the mapping rules list. The role for the first positive mapping rule is
used. Once arule is met, other rules are not tested. If no rule is true, the default role for that
authentication source is used.
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Configure Mapping Rule

1. GotoUser Management > Auth Servers> Mapping Rulesand click the Add M apping Rulelink
for the authentication server. or
Click the M apping button () for the auth server under User Management > Auth Servers> List
of Servers, then click the Add Mapping Rule link for the auth server.

Figure 6-13 List of Auth Servers

User Management > Auth Servers

©

List of Servers MNew Server Mapping Rules Auth Test Accounting

Authentication Type Mapping EE!

Local DB local Cisco local authentication |T_| X
Kerberos kerberos i ¥
< LDAP-SRYR Idap 2 ¥ =

2. The Add Mapping Rule form appears.

Figure 6-14 Example Add Mapping Rule (Cisco VPN Server)

User Management -> Auth Servers

©

List of Servers MNew Server Mapping Rules Auth Test Accounting
Provider Name Cisco WPM Pricrity |1 'l
Role Name Ermployves j Description |Emp|0yee
Rule Expression < Configure conditionss
Add Mapping |
Condition Type IAttribute VI Operator quuals ignore case 'l
¥endar Standard 'l
attribute Name Class | : Iemployee
Add Condition | | Cancel |
A
[ # | Type | LeftOperand | Operator | RightOperand _[Edit] Del ]

Configure Conditions for Mapping Rule (A)

e Provider Name— The Provider Name sets the fields of the Mapping Rules form for that
authentication server type. For example, the form only allows VLAN 1D mapping rule configuration
for Kerberos, Windows NT, Transparent Windows/802.1x, and S/ldent auth server types. The form
allows VLAN ID or Attribute mapping rule configuration for RADIUS, LDAP, and Cisco VPN
Server auth types.

« Condition Type— Configure and add conditions first before adding the mapping rule. Choose one
of the following from the dropdown menu to set the fields of the Condition form:

— Attribute—For LDAP, RADIUS, Cisco VPN Server auth providers only.

Cisco Clean Access Manager Installation and Administration Guide
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— VLAN ID—AII auth server types.

— Compound—This condition type only appears after you have at least one condition statement
already added to the mapping rule (see Figure 6-17 on page 6-22). It allows you to combine
individual conditions using boolean operators. You can combine VLAN ID conditions with
operators: equals, not equal's, belongsto. You can combine Attribute conditions alone, or mixed
VLAN ID and Attribute conditions with operators: AND, OR, or NOT. For compound
conditions, instead of associating attribute types to attribute values, you choose two existing
conditions to associate together, which become Left and Right Operands for the compound
statement.

3. Attribute Name—

For a condition type of VLAN ID, thisfield is called Property Name and is populated by default
with “VLAN ID” (and disabled for editing).

For LDAP servers (Figure 6-15), Attribute Nameis atext field into which you type the source
attribute you want to test. The name must be identical (case-sensitive) to the name of the attribute
passed by the authentication source, unlessyou choose the equalsignor e case operator to create the
condition.

4, For RADIUS servers (Figure 6-16), the Condition fields are populated differently:

— Vendor—Choose Standard, Cisco, Microsoft, or WISPr (Wireless Internet Service Provider
roaming) from the dropdown menu.

— Attribute Name—Choose from the set of attributes for each Vendor from the dropdown menu.
For example, Standard has 253 attributes (Figure 6-18), Cisco has 30 attributes (Figure 6-19),
Microsoft has 32 attributes (Figure 6-20), and WISPr has 11 attributes (Figure 6-20).

— Data Type— (Optional) You can optionally specify Integer or String according to the value
passed by the Attribute Name. If no datatype is specified, Default is used.

5. Attribute Value—Type the value to be tested against the source Attribute Name.

6. Operator (Attribute) — Choose the operator that defines the test of the source attribute string.
— equals—Trueif the value of the Attribute Name matches the Attribute Value.
— not equals— True if the value of the Attribute Name does not match the Attribute Value.
— contains- True if the value of the Attribute Name contains the Attribute Value.
— startswith — Trueif the value of the Attribute Name begins with the Attribute Value.
— endswith — True if the value of the Attribute Name ends with the Attribute Value.

— equalsignore case- True if the value of the Attribute Name matches the Attribute Value
string, regardless of whether the string is uppercase or lowercase.

7. Operator (VLAN ID) — If you choose VLAN ID as the Condition Type, choose one of the
following operators to define a condition that tests against VLAN ID integers.

— equals—Trueif the VLAN ID matches the VLAN ID in the Property Value field.
— not equals— Trueif the VLAN ID does not match the VLAN ID in the Property Value field.

— belongsto—Trueif the VLAN ID falls within the range of values configured for the Property
Value field. The value should be one or more comma separated VLAN IDs. Ranges of VLAN
IDs can be specified by hyphen (-), for example, [2,5,7,100-128,556-520]. Only integers can be
entered, not strings. Note that brackets are optional.
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N

Note  For the Cisco VPN Server type, VLAN IDs may not be available for mapping if there are

8.

multiple hops between the CAS and the VPN concentrator.

Add Condition (Save Condition)— Make sure to configure the condition, then click Add
Condition to add the condition to the rule expression (otherwise your configuration is not saved).

Add Mapping Rule to Role (B)

9.

10.

11.

12.
13.

Role Name — After you have added at least one condition, choose the user role to which you will
apply the mapping from the dropdown menu.

Priority—Select a priority from the dropdown to determine the order in which mapping rules are
tested. Thefirst rule that evaluates to true is used to assign the user arole.

Rule Expression— To aid in configuring conditional statements for the mapping rule, this field
displaysthe contents of the last Condition to be added. After adding the condition(s), you must click
Add Mapping Ruleto save al the conditions to the rule.

Description— An optional description of the mapping rule.

Add Mapping (Save M apping) — Click this button when done adding conditions to create the
mapping rule for the role. You have to Add or Save the mapping for a specified role, or your
configuration and your conditions will not be saved.

Figure 6-15 Example Add LDAP Mapping Rule (Attribute)

-

User Management -> Auth Servers

©

List of Servers MNew Server Mapping Rules Auth Test Accounting

Provider Name LDAP-SRWR Pricrity |1 'l

Role Mame Unauthenticated Rolej Description |

Add Mapping |
Condition Type Adtribute vl Operatar quuals vl

Attribute Value I
Add Condiion | Cancel |

Left Operand Right Operand | Edit] Del|

Rule Expression < Configure conditionss

Attribute Name

— =
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Figure 6-16 Example Add RADIUS Mapping Rule (Attribute)

User Management -> Auth Servers

()

List of Servers MNew Server Mapping Rules Auth Test Accounting
Provider Name Radius Pricrity |1 'l
Role Mame Faole? j Description |

Rule Expression < Configure conditionss

Add Mapping |

Condition Type IAttribute vl Operatar quuals vl
Vendor Standard 'l
Attribute Name Acct_Authentic | l—
- Attribute Value
String 'l

Drata Type
Add Condiion | Cancel |

Left Operand Right Operand __|Edit] Del|

[

| B = W s -

Figure 6-17 Example Compound Condition Mapping Rules

User Management -> Auth Servers

()

List of Servers MNew Server Mapping Rules Auth Test Accounting
Provider Name Cisco WPM Pricrity 1
Role Mame |CiSCDVPNCIientS j Description |Map users to CiscoVPMNClients ro
Rule Expression ( {{ 0,6 equals Login ) AND { 0,45 equals RADIUS 1 ) AND ( WLAN ID belongs to 100-128 3 )

Sawve Mapping |
Condition Type ICompound vl Operator IAND vl

Left Operand condition # (3~ Right Operand Condition # |4 7

Sawve Condition | Cancel |

Left Operand Right Operand | Edit| Del |

1 Attribute 0,6 equals Login ﬁ

2 Attribute 0,45 equals RADIUS ﬁ

3 Compound #1 AND #z e

4 VLAM ID VLAM ID belongs to 100-125 ﬁ =
5 Cormpound #3 AND #4 i ¥

4 |_’r
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Priority—To change the priority of a mapping rule later, click the up/down arrow next to the entry in
the User Management > Auth Servers> List of Servers. The priority determines the order in which
the rules are tested. The first rule that evaluates to true is used to assign the user to arole.

Edit—Click the Edit button next to the rule to modify the mapping rule, or delete conditions from the
rule. Note that when editing a compound condition, the conditions below it (created later) are not

displayed. Thisisto avoid loops.

Delete—Click the delete button next to the Mapping Rule entry for an auth server to delete that
individual mapping rule. Click the delete button next to a condition on the Edit mapping rule form to
remove that condition from the Mapping Rule. Note that you cannot remove a condition that is dependent
on another rule in a compound statement. To delete an individual condition, you have to delete the
compound condition first.

Figure 6-18

RADIUS—Standard Attribute Names

Condition Type
Vendor
Attribute Name

Drata Type

I Aftribute - l
Standard - l

Acct_Authentic

Acct_Input_Gigawords
Acct_Input_Octets
Acct_Input_Packets

Acct_lntenm_lnte rval

Acct_Link_Count

Figure 6-19

Acct_bulti_Session_Id
Acct_Output_Gigawords
Acct_Output_Octets
Acct_Output_Packets

RADIUS—Cisco Attribute Names

Condition Type
Vendor
Attribute Name

Drata Type

IAttribute 'l
Cisco 'l

cisco_swvpair
Cisco_MNAS_port
ciscoay
h323_killing_rmodel

h323:call_0rigin

h323_call_type

h323_conf_id
h323_connect_time
h323_credit_amount
h323_credit_time
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Figure 6-20 RADIUS—Miicrosoft Attribute Names

Condition Type IAt‘tribute 'l !
vendor Microsoft 'l

MS_Acct_Auth_Type 4

Attribute Name

i

Data Type ME_Acct_EAP_Type
MS_ARAP_Challenge |
MS_ARAP_Passward_Change_Reason |
MS_BAP_Usage I
MS_CHAP_Challenge
# EETTl S _CHAP_CPW_1

N T ME_CHAP_CPW 2 I
MS_CHAF_Domain

MS_CHAF_Error

ME_CHAP_LM_Enc_PWw hd

Figure 6-21 RADIUS—WISPr (Wireless Internet Service Provider roaming) Attribute Names

Condition Type IAt‘tribute 'l
Vendor WISEr vl

Attribute Name

Drata Type

Biandwidth_Max_lp

Bandwidth_kin_Down

Biandwidth_Min_Up

Billing_Class_Of_Service
LDE:at!Dn_lD

E1PE Location_Mame B

Logoff_URL

Eedirection_LURL

Session_Terminate_End_Of_Day

Session_Terminate_Time
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Test User Authentication 1l

Test User Authentication

The Auth Test tab isintended to allow you to test Kerberos, RADIUS, Windows NT, and LDAP
authentication providers you configured against actual user credentials. It also shows the role assigned
to the user. When creating or making changes to an existing auth source, you can create a specific Auth
Server provider entry to point to a staging or development setup and use the Test feature to test the
changes.

To test authentication:

1. From User Management > Auth Servers > Auth Test tab, select the provider against which you
want to test credentialsin the Provider list. If the provider does not appear, make sureit is correctly
configured in the List of Serverstab.

2. Type the username and password for the user and if needed aVLAN ID value.
3. Click Authenticate. The test results appear at the bottom of the page.

Figure 6-22 Auth Test

L3 -
User Management > Auth Servers )]

List of Servers ] MNew Server [QMapping Rules Auth Test Accounting

Provider
Managed Metwork YLAN l:l
(optional)

Result: authentication successful
Role: role0z

S,
Note  The Auth Test feature does not apply to S/Ident, Transparent 801.x, Transparent Windows, and Cisco
VPN Server authentication provider types.
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RADIUS Accounting

The Clean Access Manager can be configured to send accounting messages to a RADIUS accounting
server. The CAM sends a Start accounting message when a user logs into the network and sends a Stop
accounting message when the user logs out of the system (or islogged out or timed out). This allows for
the accounting of user time and other attributes on the network.

Release 3.5 adds additional control over the data that is sent in accounting packets. You can customize
the data to be sent for login events, logout events, or shared events (login and logout events).

Enable RADIUS Accounting

1. GotoUser Management > Auth Servers > Accounting > Server Config

Figure 6-23 RADIUS Accounting Server Config Page

-

User Management > Auth Servers B

List of Servers MNew Server Mapping Rules Auth Test Accounting

Server Config + Login Event - Logout Event - Shared Events

Enable RADIUS Accounting

Server Name |1D.201.4D.6 * Server Port |1813 *
Timeout (sec) |1D * Shared Secret I““‘““““““‘ *

MNas-Identifier I MNAS-IP-Address |1D.201.2.4D

[Either a MAS-Identifier or MAS-IP-Address must be specified)

NAS-Port I NAS-Port-Type IUnspecified 'l
_| Enable Failover r Failover Peer IP I
[* Aszterisks indicate required fields.)
Update | Feset Events to Factory Default |

=

2. Select Enable RADIUS Accounting to enable the Clean Access Manager to send accounting
information to the named RADIUS accounting server.

3. Enter values for the following form fields:

— Server Name — The fully qualified host nhame (e.g. auth.cisco.com) or |P address of the
RADIUS accounting server.

— Server Port — The port number on which the RADIUS server islistening. The Server Name and
Server Port are used to direct accounting traffic to the accounting server.

— Timeout(sec) — Specifies how long to attempt to retransmit a failed packet.

— Shared Secret—The shared secret used to authenticate the Clean Access Manager accounting
client with the specified RADIUS accounting server.

— NAS-ldentifier — The NAS-Identifier value to be sent with all RADIUS accounting packets.
Either a NAS-Identifier or a NAS-IP-Address must be specified to send the packets.

— NAS-IP-Address—The NAS-IP-Address valueto be sent with all RADIUS accounting packets.
Either a NAS-IP-Address or a NAS-Identifier must be specified to sent the packets.

Cisco Clean Access Manager Installation and Administration Guide
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RADIUS Accounting M

— NAS-Port — The NAS-Port value to be sent with all RADIUS accounting packets.
— NAS-Port-Type —The NAS-Port-Type value to be sent with all RADIUS accounting packets.

— Enable Failover — This enables sending a second accounting packet to aRADIUS failover peer
IPif the primary RADIUS accounting server's response times out.

— Failover Peer |P —The IP address of the failover RADIUS accounting server.
Click Update to update the server configuration.

Restore Factory Default Settings

The Clean Access Manager can be restored to the factory default accounting configuration as follows:

1.
2.
3.

Go to Administration > Backup to backup your database before restoring default settings.
Go to User Management > Auth Servers > Accounting > Server Config

Click the Reset Eventsto Factory Default button to remove the user configuration and replace it
with the Clean Access Manager default accounting configuration.

Click OK in the confirmation dialog that appears.

Add Data to Login, Logout or Shared Events

For greater control over the data that is sent in accounting packets, you can add or customize the
RADIUS accounting data that is sent for login events, logout events, or shared events (data sent for both
login and logout events).

Data Fields
The following data fields apply to all events (login, logout, shared):

Current Time (Unix Seconds)—T he time the event occurred

Login Time (Unix Seconds)—The time the user logged on.

CA Manager |P—IP address of the Clean Access Manager

Current Time (DTF)— Current time in date time format (DTF)

OS Name— Operating system of the user

Vlan ID— VLAN ID with which the user session was created.

User Role Description—Description of the user role of the user

User Role Name—Name of the user role of the user

User Role ID—Role ID that uniquely identifies the user role.

CA Server |P— IP of the Clean Access Server the user logged into.
CA Server Description— Description of the Clean Access Server the user logged into.
CA Server Key— Key of the Clean Access Server.

Provider Name— Authentication provider of the user

Login Time (DTF)—Login time of the user in date time format (DTF)
User MAC—MAC address of the user

User |P—IP address of the user

| oL-7044-01
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» User Key—Key with which the user logged in.

A

Note  For out-of-band users only, user_key= |P address.

» User Name—User account name

Logout Event Data Fields
The following four data fields apply to logout events only and are not sent for login or shared events:;

- Logout Time (Unix Seconds)—L ogout time of the user in Unix seconds
- Logout Time (DTF)—Logout time of the user in date time format
» Session Duration (Seconds)—Duration of the session in seconds

« Termination Reason—Output of the Acct_Terminate_Cause RADIUS attribute

Add New Entry (Login Event, Logout Event, Shared Event)

To add new data to a RADIUS attribute for a shared event:

The following steps describe how to configure a RADIUS attribute with customized data. The steps
below describe a shared event. The same process applies for login and logout events.

1. Goto User Management > Auth Servers > Accounting.
2. Click the Shared Event (or Login Event, L ogout Event) link to bring up the appropriate page.
3. Click the New Entry link at the right-hand side of the page to bring up the add form.

Figure 6-24 New Shared Event

User Management > Auth Servers 1]

List of Servers MNew Server Mapping Rules Auth Test Accounting

Server Config : Login Event - Logout Event : Shared Events

Error: Input data is not an Integer
Data sent when User Logs in or Logs out

Send RADIUS Attribute | Acct_Status_Type | Change Attribute

RADIUS Attribute type: Integer

Data to send thus far ™"

Sample of data to be sent; "™

Data to send thus far: "™
Add Data ICurrentTlme {Unix Seconds) ¥ Sample of data to be sent: "
. Current Time (Unix Seconds) £ )
Add Text: | Login Time (Unix Seconds) Add Date: | UserRole ID E
CA Manager IP " " User Role M -
Selecting dynami . nd clicking "Add Data" will cause that data " serhole Name
to be sent with t gusrr;mTlme 0TF) Add Text I-User Fole 1D
ame
Static data can bgVlan 1D Selecting dmam‘[CAServer:l; i nd
User Role Description sy to be sent with t i |:r| o
Dynamic and statlUser Role Name te human-readable strings by adding data o
Static data can bgProvider Name
and text. Each ad|| 50y Rala 1D to the end of the last, Login Time (OTF)
Ca Server P Dynamic and stat{Jgar pAC te b
CA Server Description - - and text, Each ad|| )5 p to £
Commit Changes | HesefElement | Undo Last Addition | | | User Key -
1 User MNarne 52
[l - e L e FessTFEman |

4, From the Send RADIUS Attribute dropdown menu, choose a RADIUS attribute.

5. Click the Change Attribute button to update the RADIUS Attribute type. The type, such as
“String” or “Integer,” will display in thisfield.
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RADIUS Accounting M

6. Configure the type of data to send with the attribute. There are three options:

— Send static data—In this case, type the text to be added in the Add Text text box and click the
Add Text button. Every time auser logsin/logs out, the RADIUS attribute sel ected will be sent
with the static data entered.

— Send dynamic data—In this case, select one of the 18 dynamic data variables (or 22 for logout
events) from the dropdown menu and click the Add Data button. Every time a user logsin/logs
out, the dynamic data selected will be replaced with the appropriate value when sent.

— Send static and dynamic data—In this case, a combination of static and dynamic datais sent.
For example:
User: [User Name] logged in at: [Login Time DTF] from CA Server [CA Server Description]

See also Figure 6-25, Figure 6-26, and Figure 6-27 show examples of Login, Logout, and Shared
events, respectively. for additional details.

7. Asdataisadded, the Datato send thusfar: field displays all the data types selected to be sent with
the attribute, and the Sample of data to be sent: field illustrates how the data will appear.

8. Click Commit Changes to save your changes.
9. Click the Reset Element button to reset the form.
10. Click Undo Last Addition to remove the last entry added to the Data to send thus far: field.

Figure 6-25, Figure 6-26, and Figure 6-27 show examples of Login, Logout, and Shared events,
respectively.

Figure 6-25 Login Events

D

@

User Management > Auth Servers

List of Servers MNew Server Mapping Rules Auth Test Accounting

Server Config : Login Event - Logout Event - Shared Events

Data sent when User Logs in only Mew Entry...
[ attributeName | Data | | Edit [Deletel
Acch_Status_Type 7 7 ﬁ b4
Figure 6-26 Logout Events

I

©

1 user Management > Auth Servers

List of Servers MNew Server Mapping Rules Auth Test Accounting

Server Config : Login Event - Logout Event - Shared Events

Data sent when User Logs out only MNew Entry...
| attributeName | Data_________| | Edit |Deletel
Acch_Status_Type g g ﬁ b4
Service_Type 1 1 ﬁ *
Acct_Terminate_Cause [Termination Reason] 4 ﬁ *
Acct_Session_Time [Session Duration {Seconds)] 4546 ﬁ b4 | |
J -

I B - 3 P rwor—
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Figure 6-27 Shared Events

I»

& user Management > Auth Servers

List of Servers MNew Server Mapping Rules Auth Test Accounting

Server Config : Login Event - Logout Event - Shared Events

Data sent when User Logs in or Logs out Mew Entry...
Attribute Name | pata____ [ Sample ________|Edit|Delcte]
Login_IP_Host [CA Server IP] 192.168.151.1 ¢ X
User_acct_Key [User Mame] LocalUser ﬁ b4
User [User Mame]
from provider User LocalUser from provider Perfigo via
Appletalk_Route [Provider Mame] wia  WLAN 165 (-1 when no Vlan received) = x
_ WLAN [Vlan ID]
2 [Current Time (Unix &
Event_Timestarmp Seconds)] 1107558172 ke | X
fluffy[Current Time
CBCP_Mode {Unix Seconds)][OS fluffy1107558172WINDOW S_XP ﬁ
Marme]
Acct_Input_Packets 75 75 X
d -
ERF T J
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User Pages and Guest Access

This chapter explains how to add the default login page needed for all users to authenticate and
customize the login page for web login users. It also describes how to configure guest access. Topics are:

- User Login Page, page 7-1

- AddaGlobal Login Page, page 7-3

- Customize Login Page Content, page 7-4

« Customize Login Page Styles, page 7-6

- Upload a Resource File, page 7-7

« Create Content for the Right Frame, page 7-8

» Configure Other Login Properties, page 7-9

» Set Up Guest Access, page 7-11
For details on configuring user roles and local users, see Chapter 5, “User Management: User Roles.”
For details on configuring authentication servers, see Chapter 6, “User Management: Auth Servers.”

For details on configuring traffic policies for user roles, see Chapter 8, “User Management: Traffic
Control, Bandwidth, Schedule.”

User Login Page

A

The login page is generated by Cisco Clean Access and shown to end users by role. When users first try
to access the network from a web browser, an HTML login page appears prompting the users for a user
name and password. Cisco Clean Access submits these credentials to the selected authentication
provider, and uses them determine the role in which to put the user. You can customize this web login
page to target the page to particular users based on auser’'s VLAN ID, subnet, and operating system.

Caution

A login page must be added and present in the system in order for both web login and Clean Access
Agent users to authenticate. If adefault login page is not present, Clean Access Agent users will see an
error dialog when attempting login (“Clean Access Server is not properly configured, please report to
your administrator.”). To quickly add a default login page, see Add a Global Login Page, page 7-3.
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M User Login Page

Note

Cisco Clean Access detects anumber of client operating system types, including Windows, MAC, Linux,
Unix, Palm, Windows CE, and others. Cisco Clean Access determines the OS the client is running from
the OS identification in the HTTP GET request, the most reliable and scal able method. When a user
makes aweb request from a detected operating system, such as Windows XP, the CAS can respond with
the page specifically adapted for the target OS.

When customizing the login page, you can use several styles:

- Frame-based login page (in which the login fields appear in aleft-hand frame). This allows logos,
files, or URLsto be referenced in the right frame of the page.

» Framelesslogin page (shown in Figure 7-4)

» Small screen framelesslogin page. The small page works well with Palm and Windows CE devices.
The dimensions of the page are about 300 by 430 pixels.

Additionally, you can customize images, text, colors, and most other properties of the page.

If alogin page is customized to reference a URL, atraffic policy must also be created for the
Unauthenticated role that allows the user HT TP access to the server on which the resource resides. See
Chapter 8, “User Management: Traffic Control, Bandwidth, Schedule” for details.

This section describes how to add and customize the login page for all Clean Access Servers using the
global forms of the Clean Access Manager. To override the global settings and customize alogin page
for aparticular Clean Access Server, usethelocal configuration pages found under Device M anagement
> CCA Servers> Manage [CAS_|IP] > Misc > Login Page. For further details, see the Cisco Clean
Access Server Installation and Administration Guide.

Proxy Settings

Note

By default, the Clean Access Server redirects client traffic on ports 80 and 443 to the login page. If a
user has proxy settings for their web browser (in Internet Explorer, thisis configured under Tools ->
Internet Options -> Connections -> LAN Settings -> Proxy server), the Clean Access Server does not
care which proxy server is being used but will need to have additional ports (for example, 3128, 8080,
8000, 6588, 3382, 3127) configured in order to direct client traffic appropriately to the login page.

You can configure additional portsfrom which to redirect proxied HT TP requests to the login page from
Device Management > Clean Access Servers > Manage [CAS_|P_address] > Advanced > Proxy.
See the Clean Access Server Installation and Administration Guide for details.

Cisco Clean Access Manager Installation and Administration Guide
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Add a Global Login Page

A default login page must be added to the system to enable usersto log in. For initial testing, you can

follow the steps below leaving all default settings (*) to add a default login page. You can later define

specialized login pages for target subnets and user operating systems. The following steps describe how
to add alogin page to the Clean Access Manager for all Clean Access Servers.

Add a Global Login Page M

1. Goto Administration > User Pages > L ogin Page

2. Click the Add submenu link.

3. Specify aVLAN ID, Subnet (IP/Mask), or Operating System target for the page. To specify any
VLAN ID or subnet, use an asterisk (*) in the field. For any OS, select ALL.

Figure 7-1 Add Login Page

LY
| Administration > User Pages

©

Login Page File Upload
List - Add
wan 1o —
Subnet (IP/Mask) |* |J.f|* |
B Operating System ALL
[ 4dd | [ cCancel |
ud
vlie | I
4. Click Add.
5. The new page will appear under L ogin Page > List.
Figure 7-2 Login Page List
|
- -
| Administration > User Pages D B
Login Page File Upload
£ List : Add
| wvianip | Subnet | 05 | Edit [ Del | Move |
* * ALL ] x b
20 * aLL i} b4 A L
b b
=N N "
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Customize Login Page Content

After adding alogin page, edit the page properties as described in the following steps.

1. From Administration > User Pages > Login Page > List, click the Edit (<) button next to the
page to be customized.

2. Click the Content submenu link. The Login Page Content form appears:

Figure 7-3 Login Page Content

I

Administration > User Pages

©

3.

Login Page File Upload
List - Add - Edit
General | Content | Style
Image ICisco Logo 'l Title |Cisco Clean Access Authentication
¥ Username Label IUsername ¥ Passward Label IPassword
¥ Login Label IContinue ¥ Provider Lahel IPrDVider
Default Pravider ILDcaI DE vl #wailable Providers ¥ Local OB ¥ LOAP-SRVR
Instructions Please provide your credentials to access this network. ;I
[ Guest Label INew Users Click - [ Root C& Label IInStaIICACert
[ Help Lahel IHeIp Roat 4 File |Clean ACCESS CACertj
Help Contents Please provide your credentials to access this network. ;I
Update I Cancel | i | ]
[ B . S e

Configure the login page controls on the page using the following text fields and options.

— Image — Animage file, such as alogo, that you want to appear on the login page. To refer to
your own logo, first upload the logo image. See Upload a Resource File, page 7-7.

— Title—Thetitle of the page as it will appear in the title bar of the browser window and above
the login field.

— Username Label — The label for the username input field.

— Password Label — The label for the password input field.

— Login Label — The label of the button for submitting login credentials.

— Provider Label — The label beside the dropdown list of authentication providers.
— Default Provider — The default provider presented to users.

— Available Provider s— Use the checkboxes to specify the authentication sources to be available
from the Provider s dropdown menu on the login page. If neither the Provider Label nor these
options are selected, the Provider menu does not appear on the login page and the Default
Provider is used.

— Instructions — The informational message that appears to the user below the login fields.

[l Cisco Clean Access Manager Installation and Administration Guide
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Customize Login Page Content Il

— Guest Label — Determines whether a guest access button appears on the page, along with its
label. This allows users who do not have alogin account to access the network as guest users.
By default the “guest” user account is alocal user in the Unauthenticated Role. In its default
configuration, this role has narrowly defined access privileges.

— Help Label — Determines if a help button appears on the page, along with its label.

— Help Contents— The text of the popup help window, if ahelp button is enabled. Note that only
HTML content can be entered in this field (URLSs cannot be referenced).

— Root CA Label —Places a button on the page users can click to install the root CA certificate
file. When installed, the user does not have to explicitly accept the certificate when accessing
the network.

— Root CA File—Theroot CA certificate file to use.
4, Click Update to save your changes.

5. After you save your changes, click View to see how your customized page will appear to users.
Figure 7-4 illustrates how each field correlates to elements of the generated login page.

Figure 7-4 Login Page Elements

4} Cisco Clean Access Authentication - Microsoft Internet Explor 10l =|
, =
Title Cisco SYSTEMS Image
Cisco Clean Access Authentication
Username Label Tiessiemn |
Password Label Password | bl
Available
Provider Label Prowider ILDcaI OB 'l Providers
Continug | Login Label
Please provide your credentials to access this network. Instructions
Guest Btjétt?er} Guest Access | Install CA Cert | Help |
| Help
Label
Povrered by Cisoo Clean Aecess
Root CA
Label
E
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Customize Login Page Styles

1. Goto Login Page > Edit > Style to modify the CSS properties of the page.

Figure 7-5 Login Page Style

Administration > User Pages

Login Page File Upload
List - Add - Edit

General | Content | Style
Body BG_Calar W ]
Body FG_Calar IW [ |
Faorm BG_Calar W ]
Farm FG_Calar IW [ |
Misc BG_Colar W ]
Misc FG_Calar IW [ |
Body C5S |
Title CSS |f0nt—size:|arge; fontweightbold; marginto:5px; margin-bottorn: 10
Farm CS5 |b0rderwvidth:1 px; border-style:salid; border-color#dddddd; pad

Instruction CSS |

Misc C5S |margin—t0p:5px padding:3px

Update | Cancel | Viewl

2. You can change the background (BG) and foreground (FG) colors and properties. Note that Form
properties apply to the portion of the page containing the login fields (shaded gray in Figure 7-4 on

page 7-5).

Left Frame Width: Width of the left frame contain login fields.

Body BG_Color, Body FG_Color: Background and foreground colors for body areas of the
login page.
Form BG_Color, Form FG_Color: Background and foreground colors for form areas.

Misc BG_Color, Misc FG_Color: Background and foreground colors for miscellaneous areas of
the login page.

Body CSS: CSS tags for formatting body areas of the login page.

Title CSS: CSS tags for formatting title areas of the login page.

Form CSS: CSS tags for formatting form areas of the login page.

Instruction CSS: CSS tags for formatting instruction areas of the login page.
Misc CSS: CSS tags for formatting miscellaneous areas of the login page.

3. Click Update to commit the changes made on the Style page, then click View to view the login page
using the updated changes.

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



| Chapter7 User Pages and Guest Access

Upload a Resource File

Upload a Resource File

Use the following steps to add aresource file, such as alogo for the Image field in the Content form,
or to add resources for a frame-based login page such as HTML pages, images, |ogos, JavaScript files,
and CSSfiles.

1. Goto Administration > User Pages > File Upload

Figure 7-6 File Upload
|
- el
Administration > User Pages 2
Log'll Page File Upload
Filename C\Welcomelogo.gif
Description |Welcome logo
Upload
[ nName | Size | _Date | Description | Preview |Del]
—
ST
University copy.gif 1524 01/28/05 18:47:38 [ 1 b4
[y i
|
Welcomelogo.gif 12910 01/28/05 18:46:56 Welcome logo -'e l:m b4
b ]

2. Browseto alogo image file or other resource file from your PC and select it in the Filename field.
3. Optionally enter text in the Description field.
4, Click Upload. The file should appear in the resources list.

Note » Files uploaded to the Clean Access Manager using Administration > User Pages > File Upload
are available to the Clean Access Manager and all Clean Access Servers and are located at
/perfigo/control/tomcat/nor mal-webapps/admin in the CAM.

» Files uploaded to a specific Clean Access Server using Device Management > CCA Servers >
Manage [CAS_IP] > Misc > Login Page > File Upload are available to the Clean Access Manager
and the local Clean Access Server only. On the Clean Access Server, uploaded files are located at
/perfigo/access/tomcat/webapps/auth. See the Cisco Clean Access Server Installation and
Administration Guide for further information.

For further details on uploading content for the User Agreement Page (for web login/network scanning
users), see also Customize the User Agreement Page, page 10-16.
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Create Content for the Right Frame

1. If you have set the login page to be frame-based (from L ogin Page > Edit > General), the Right
Frame submenu link appears. Click this link to bring up the Right Frame Content form

Figure 7-7 Login Page—Right Frame Content

Administration > User Pages )]

Login Page File Upload

List - Add - Edit
General | Content | Style | Right Frame

Right Frame Content (as URL ar HTML source):

=
=
["fou can reference uploaded files ar images in this page, Use format:
https:/f CCA_Manager_IP_Addressfadminffile_name. htrm (for URL) or <img sre="file_narme.jpg"=)
Update | Cancel | Wiew |
~
E # Internet |

2. You can enter either URL or HTML content for the right frame as described below:
a. Enter URLs: (for a single webpage to appear in the right frame)
For an external URL, use the format http://www.webpage.com.
For a URL on the Clean Access Manager, use the format:

https://<CAM>/admin/file name.htm
where <cams is the domain name or |P listed on the certificate.

If you enter an external URL or Clean Access Manager URL, make sure you have created a
traffic policy for the Unauthenticated role that allows the user HT TP access to the external
server or Clean Access Manager. See also Adding Traffic Policiesfor Default Roles, page 8-25.

b. Enter HTML: (to add a combination of resource files, such as logos and HTML links)
Type HTML content directly into the Right Frame Content field.

To reference any resource file you have already uploaded in the File Upload tab as part of the
HTML content (including images, JavaScript files, and CSS files) use the following formats:

To reference alink to an uploaded HTML file:

<a href="file name.html”> file name.html </a>
To reference an image file (such as a JPEG file) enter:

<img src="file name.jpg” >

See also Upload a Resource File, page 7-7 for details.
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Configure Other Login Properties

3. Click Update to save your changes.

4. After you save your changes, click View to see how your customized page will appear to users.

Configure Other Login Properties

» Redirect the Login Success Page, page 7-9
» Specify Logout Page Information, page 7-10

Redirect the Login Success Page

By default, the CAM takes web login users who are authenticated to the originally requested page. You
can specify another destination for authenticated users by role. To set the redirection target:

1. Goto User Management > User Roles > List of Roles.

2. Click the Edit button (1) next to the role for which you want to set alogin success page

(Figure 7-8).
Figure 7-8 Edit User Role Page
]|
User Management > User Roles 2
List of Roles Edit Role Traffic Control] Bandwidth Schedule

I Disable this role

Role Name IRD\FH

Role Description IAgent Role

Role Type lm

*YPN Policy m

*Dynamic IPSec Key  Enable @ Disable

s sersansperuser At [T e

Retag Trusted-side Traffic with VID l—
(In-Band) / Role WLAN (Out-of-Band) (0 - 4095)

*pfter Successful Login Redirect to

© previously requested URL
@ this URL: Ihnp Mfeviesy. cisco comy

hitpi/funu. cizca.comnd)

Redirect Blocked Requests to © default access blacked page

@ this URL or HTML message:

*Roam Palicy @ Deny € allow
"Show Logged-on Users W 1psecinfo ¥ PPP info
¥ User info ¥ Logout button
Save Role Cancel

(*only applies to normal lagin rale)

al |

3. For the After Successful Login Redirect to option, click “thisURL” and type the destination URL
in the text field, making sure to specify “http://” in the URL. Make sure you have created a traffic

policy for the role to allow HTTP access so that the user can get to the web page (see Add Global
IP-Based Traffic Policies, page 8-4).

4, Click Save Role when done.
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Note Typically, a new browser is opened when aredirect page is specified. If pop-up blockers are enabled on
the client, Cisco Clean Access will use the main browser window as the Logout page in order to show
login status, logout information and VPN information (if any).

Note  Withrelease 3.5(7) and above, high encryption (64-bit or 128-bit).isrequired for client browsersfor web
login and Clean Access Agent authentication.

Specify Logout Page Information

After asuccessful login, the logout page pops up in its own browser on the client machine (Figure 7-9),
usually behind the login success browser.

Figure 7-9 Logout Page
A Cisco Clean Access Authentication - Microsoft Internet Explorer E‘ @|g|
File Edit View Favorites Tools Help l.,um
Address | @] https: //192. 168, 151. 251 /auth/perfigo_logoutscr jsp Bt Go

1
|
i Cisco Clean Access Authentication
i [ Logon Information ]

| You have been sucessfully logged on the network.

|

o bip//192.168.151.92 )
o Time Logged om: 01/06/05 13:47:12 User info
+ User Session: unlmited

[ Logout Information ]
|| To log vourself off the network. please click on the logout button.

Logout button

| (Note: [fyou have an active VPN session, please remember to disconnect the VPN connection,)

|
i&] Done =) S @ mnternet

You can specify the information that appears on the logout page by role as follows:
1. Gotothe User Management > User Roles > List of Roles page.
2. Click the Edit button (1) next the role for which you want to specify logout page settings.

3. Inthe Edit Role page (Figure 7-8), click the corresponding Show L ogged on User s options to
display them on the L ogout page:

— IPSecinfo—TheIPSec key for the user. If the dynamic |PSec key option is enabled, the user is
notified of their one-time, 128-hit key. If the dynamic IPSec key option is disabled on the role
properties page, the user is given the default preshared key.

— PPP info — The password for Point-to-Point Protocol (PPP) access on the network.
— User info — Information about the user, such as the username.
— Logout button — A button for logging off the network.

)

Note  If no options are selected, the logout page will not appear.
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See Create Local User Accounts, page 5-13 for further details.

Set Up Guest Access

Note

Guest access makes it easy to provide limited access to your network for visitors or temporary users.
Cisco Clean Access includes a built-in guest user account. By default, the account belongs to the
Unauthenticated Role, and is validated by the Cisco Clean Access (local) provider. You should specify
traffic control policiesand timeout propertiesfor therole as appropriate for guest users on your network.

Local authentication must be enabled to use the built-in guest access account.

The only thing you need to do to implement guest accessisto enable the guest access button in the login
page. When avisitor clicks the button, the login credentials guest/guest are sent to the Clean Access
Manager for authentication.

To enable the guest access button:
Click Users Pages from the Administration module.

Edit the login page on which you want to provide guest access.

Open the Content form.

Click the Guest L abel option. Modify, if desired, the label that appears on the guest access button.
Click Update.

With the guest account method for guest access, guest users share the network with authenticated users.
Multiple guests are not differentiated in the Clean Access Manager user logs.

o~ w N

An alternativefor setting up guest accessinvolves setting up networks solely for guest users. In this case,
you can use email addresses (or any other user property) as identifiers for the individual guests. An
example application for this type of accessis alibrary in which you want users to be differentiated, in
guestbook fashion, but not closely authenticated.

To set up differentiated guest access:
1. Create an authentication provider server of type Allow All.

2. Inthelogin page, rename the Username L abel to Email Address, or hide the username label if you
do not want users to provide an identifier. (The implicit username and password for the Allow All
auth provider is guest/guest.)

3. Onthelogin page, hide the password label, providers, and guest login button.
4. Set the default provider to the authentication provider you set up in the first step of this procedure.

Guests can now access the network without login credentials. If the user submitsan identifier inthelogin
page, such asan email address, theidentifier appearsin the Online Users page whilethe userisloggedin.

| oL-7044-01
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Overview

CHAPTER 8

User Management: Traffic Control, Bandwidth,
Schedule

This chapter describes how to configure role-based traffic control policies, bandwidth management,
session and heartbeat timers. Topics include:

» Overview, page 8-1

- Add Global IP-Based Traffic Policies, page 8-4

- Add Global Host-Based Traffic Policies, page 8-7

« Control Bandwidth Usage, page 8-12

» Configure User Session and Heartbeat Timeouts, page 8-14

» Configure Policies for Agent Temporary and Quarantine Roles, page 8-17

- Example Traffic Policies, page 8-22

» Troubleshooting Host-Based Policies, page 8-27
For details on configuring user roles and local users, see Chapter 5, “User Management: User Roles.”
For details on configuring authentication servers, see Chapter 6, “User Management: Auth Servers.”

For details on creating and configuring the web user login page, see Chapter 7, “User Pages and Guest
Access.”

For new deployments of Cisco Clean Access, by default all traffic from the trusted to the untrusted
network is allowed, and traffic from the untrusted network to the trusted network is blocked for the
default system roles (Unauthenticated, Temporary, Quarantine) and new user roles you create. This
allows you to expand access as necessary for traffic sourced from the untrusted network.

This section describes the Traffic Control, Bandwidth, and Scheduling policies configured by user role.

Cisco Clean Access offers two types of traffic policies: |P-based policies, and host-based policies.
IP-based policies are fine-grained and flexible and can stop traffic in any number of ways. | P-based
policies are intended for any role and allow you to specify |IP protocol numbers as well as source and
destination port numbers. For example, you can create an | P-based policy to pass through 1PSec traffic
to a particular host while denying all other traffic.

| oL-7044-01
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Host-based policies are less flexible than | P-based policies, but have the advantage of allowing traffic
policiesto be specified by host name or domain name when ahost has multiple or dynamic | P addresses.
Host-based policies are intended to facilitate traffic policy configuration primarily for Clean Access
Agent Temporary and quarantine roles and should be used for cases where the | P address for ahost is
continuously changing or if a host name can resolve to multiple I Ps.

Traffic control policies are directional. | P-based policies can allow or block traffic moving from the
untrusted (managed) to the trusted network, or from the trusted to the untrusted network. Host-based
policies allow traffic from the untrusted network to the specified host and trusted DNS server specified.

By default, when you create a new user role:
« All traffic from the untrusted network to the trusted network is blocked.
« All traffic from the trusted network to the untrusted network is allowed.

You must create policies to allow traffic as appropriate for the role. Alternatively, you can configure
traffic control policiesto block traffic to a particular machine or limit usersto particular activities, such
as email use or web browsing. Examples of traffic policies are:

deny access to the computer at 191.111.11.1, Or

allow www communication from computers on subnet 191.111.5/24

Traffic Policy Priority

Finally, the order of the traffic policy in the policy list affects how traffic isfiltered. The first policy at
the top of thelist has the highest priority. The following examples illustrate how priorities work for
Untrusted->Trusted traffic control policies.

Example 1.

1. Deny Telnet

2. Allow All

Result: Only Telnet traffic is blocked and all other traffic is permitted.
Example 2 (priorities reversed):

1. Allow All

2. Deny Telnet

Result: All traffic is allowed, and the second policy blocking Telnet traffic is ignored.
Example 3:

1. Allow TCP*.* 10.10.10.1/255.255.255.255

2. Block TCP*.* 10.10.10.0/255.255.255.0

Result: Allow TCP access to 10.10.10.1 while blocking TCP access to everything else in the subnet
(10.10.10.*).

Cisco Clean Access Manager Installation and Administration Guide
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Global vs. Local Scope

Note

This chapter describes global traffic control policies configured under User M anagement > User Roles
> Traffic Control. For details on local traffic control policies configured under Device M anagement >
CCA Servers> Manage [CAS_|IP] > Filter > Roles, see the Cisco Clean Access Server Installation
and Administration Guide.

A local traffic control policy for a CAS takes precedence over a global policy for all CASesif the local
policy has a higher priority.

Traffic policies you add using the global forms under User Management > User Roles > Traffic
Control apply to all Clean Access Serversin the CAM’s domain and appear with white background in
the global pages.

Global traffic policies are displayed for alocal CAS under Device Management > CCA Servers >
Manage [CAS IP] > Filter > Roles and appear with yellow background in the local list.

To delete a traffic control policy, use the global or local form you used to create it.

Pre-configured default host-based policies apply globally to all Clean Access Servers and appear with
yellow background in both global and local host-based policy lists. These default policies can be enabled
or disabled, but cannot be deleted. See Enable Default Allowed Hosts, page 8-9 for details.

View Global Traffic Control Policies

Click the I P subtab link to configure | P-based traffic policies under User M anagement > User Roles >
Traffic Control > | P (Figure 8-2).

Click the Host subtab link to configure Host-based traffic policies under User M anagement > User
Roles > Traffic Control > Host. (Figure 8-7).

By default, IP-based traffic policies for roles are shown with the untrusted network as the source and the
trusted network as the destination of the traffic. To configure policiesfor traffic traveling in the opposite
direction, choose Trusted->Untrusted from the source-to-destination direction field and click Select.

You can view |P or Host based policies for “All Roles” or a specific role by choosing from the role
dropdown menu and clicking the Select button (Figure 8-1).

Figure 8-1 Trusted -> Untrusted Direction Field

User Management > User Roles

Host form link

List of Ro les Traffic Control

Host

IP form link L
Source-to-destination

| direction field
+ || Untrusted -» Trusted »

\Untrusted -> Trusted
Trusted -> Untrusted

P -

Role
dropdown
menu
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Add Global IP-Based Traffic Policies

Before creating a traffic control policy, make sure the user role to which you want to assign the policy
already exists (see Chapter 5, “User Management: User Roles.”)

Add IP-Based Policy

1. GotoUser Management > User Roles> Traffic Control > I P. Thelist of IP-based policiesfor all
roles displays (Figure 8-2).

Figure 8-2 List of IP-Based Policies

User Management > User Roles )]
List of Roles New Role Traffic Control Bandwidth Schedule
IP - Host
v - w | | Select .
|AII Roles ||Untrusted Trusted |[ ] add Policy to All Roles
Unauthenticated Role Add Policy
| Action | _Protocol | untrusted [ Trusted _____[Enable| Edit | Del [Move ]
Allow UDP dhcp/dns
Block ALL
Temporary Role Add Policy
| Action | Protocol | wuntrusted [ _Trusted ____[Enable| Edit | Del [Move]
Allow uDP = *:53 trusted dns server
Block ALL
Quarantine Role Add Policy
Untrusted | Trusted __[Enable| Edit | Del |Move]
Allow TCP 66.240.11.101 /255.255.255.255 :30 = ] x
Allow uoe *® *:53 trusted dns server
Elock ALL Pl

A

2. Select the source-to-destination direction for which you want the policy to apply. Chose either
Trusted->Untrusted or Untrusted->Trusted, and click Select.

3. Click the Add Policy link next to the user roleto create anew policy for therole, or click Add Policy
to All Roles to add the new policy to all the roles at once.

S

Note  After creating a policy for al roles, you can remove or modify it only on an individual basis.

4. The Add Policy form for the role appears (Figure 8-3).
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Figure 8-3 Add IP-Based Policy

User Management > User Roles

©
=

List of Roles New Role Traffic Control Bandwidth Schedule

Add Policy for TestRole [Untrusted->Trusted]

Direction of traffic

Priority |2v1
Action @ Allow O Block
Category

Protocol

Untrusted (IP/Mask:Port) | |/ [ | . [cusTom | |780UI’CG
| Trusted (IP/Mask:Port)  [* |/ [ | . [cusTom. ~|- | |_ Destination

Description | |

[ AddPolicy | [ Cancel |

Pri.| Action | Protocol | uUntrusted | Jrusted | Description |
pype

1 Allow TCP b Allow all traffic
* Allow UDP hichs *:53 trusted dns server
b Drop ALL

5
Fl S

Set the priority of the policy from the Priority dropdown menu. By default, the form displays a
priority lower than all existing priorities when a new policy is created (1 for the first policy, 2 for
the second policy, and so on). The number of prioritiesin the list reflects the number of policies
created for the role. The built-in Block All policy has the lowest priority of all policies by default.

)

Note

5.

To changethe Priority, of apolicy later, click the Up or Down arrows for the policy in the M ove
column of the IP policies list page.

6. Set the Action of the traffic policy as follows:
— Allow (default)— Permit the traffic.
— Block — Drop the traffic.

7. Set the Category of the traffic as follows:

— ALL TRAFFIC (default) — The policy appliesto all protocols and to all trusted and untrusted
source and destination addresses.

— | P—If selected, the Protocol field displays as described below.

— IPFRAGMENT - By default, the Clean Access Manager blocks I P fragment packets, since

they can be used in denial-of -service (DoS) attacks. To permit fragmented packets, definearole
policy allowing them with this option.

The Protocol field appears if the | P Category is chosen, displaying the options listed below. Select
CUSTOM to specify adifferent protocol number.

TCP (6)—For Transmission Control Protocol. TCP applicationsinclude HTTP, HTTPS, and
Telnet.

— UDP (17)—For User Datagram Protocol, generally used for broadcast messages.
— ICMP (1)—For Internet Control Message Protocol.

— ESP (50)—For Encapsulated Security Payload, an | Psec subprotocol used to encrypt | P packet
datatypically in order to create VPN tunnels.

Cisco Clean Access Manager Installation and Administration Guide
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— AH (51)—Authentication Header, an 1PSec subprotocol used to compute a cryptographic
checksum to guarantee the authenticity of the IP header and packet.

— CUSTOM:—To specify adifferent protocol number than the protocols listed in the dropdown
menu, select CUSTOM.

9. IntheUntrusted (IP/Mask:Port) field, specify the IP address and subnet mask of the untrusted
network to which the policy applies. An asterisk in the IP/Mask fields means the policy applies for
any address/application. If you chose TCP or UDP as the Protocol, also select the TCP/UDP
application from the Port (CUSTOM) dropdown menu. Note that the protocol port number is
automatically populated by default.

10. Inthe Trusted (IP/Mask:Port) field, specify the | P address and subnet mask of the trusted network
to which the policy applies. An asterisk in the IP/Mask fields means the policy applies for any
address/application. If you chose TCP or UDP asthe Protocol, also select the TCP/UDP application
from the Port (CUSTOM) dropdown menu.

Note  The traffic direction you select for viewing the list of policies (Untrusted -> Trusted or Trusted ->
Untrusted) sets the source and destination when you open the Add Policy form:

« Thefirst IP/Mask/Port entry listed is the source.
» The second IP/Mask/Port entry listed is the destination.

11. Optionally, type a description of the policy in the Description field.
12. Click Add Policy when finished. If modifying a policy, click the Update Policy button.

Edit IP-Based Policy

1. Goto User Management > User Roles > Traffic Control > IP.
2. Click the Edit button for the role policies you want to edit (Figure 8-4).

Figure 8-4 Edit IP Policy

User Management > User Roles )]

Bandwidth Schedule

Traffic Control

List of Roles New Role

IPF - Host

|Rolet | |Untrusted -> Trusted v| _Select | Add Policy to All Roles
add Policy to All Koles

Add Policy
| Action | Protocol [ Untrusted | Trusted | -
Allow ALL TRAFFIC * *
Allow upoP * *153 E server
Block ALL

3. The Edit Policy form for the role appears (Figure 8-5).
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Figure 8-5 Edit IP Policy Form

User Management > User Roles

List of Roles

New Role Traffic Control Bandwidth Schedule

Edit Policy for Rolel [Untrusted-=Trusted]

Pricrity 1

Actian & pllow  © Block
Categary IALLTRAFFIC 'l
Untrusted (IP/Mask) I ! I
Trusted (IP/Mask) I / I
Description I

Update Policy I Cancel |
 Pri_| Action | Protocol | Untrusted | Trusted | Description |

ALL
1 Allow * *
TRAFFIC
* Allow upoP * *153 trusted dns server ]
* Drop ALL
-
4 |

4. Change properties as desired.
5. Click Update Policy when done.

Note that you cannot change the policy priority directly from the Edit form. To change aPriority, click
the Up or Down arrows for the policy in the M ove column of the IP policies list page.

Add Global Host-Based Traffic Policies

With release 3.5(5) and above, default host policies for the Unauthenticated, Temporary, and Quarantine
roles are automatically retrieved and updated after a Clean Access Agent Update or Clean Updateis
performed from the CAM (see Retrieve Updates, page 11-16 for complete details on Updates).

You can configure custom DNS host-based policies for arole by host name or domain name when a host
has multiple or dynamic | P addresses. Allowing DNS addresses to be configured per user role facilitates
client access to the Windows or antivirus update sites that enable clients to fix their systemsif Clean
Access Agent requirements are not met or network scanning vulnerabilities are found. Note that to use
any host-based policy, you must first add a Trusted DNS Server for the user role.

Note - After asoftware upgrade, new default host-based policies are disabled by default but enable/disable
settings for existing host-based policies are preserved.

- After aClean Update, all existing default host-based policies are removed and new default
host-based policies are added with default disabled settings.

Cisco Clean Access Manager Installation and Administration Guide
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Add Trusted DNS Server for a Role

To enable host-based traffic policies for arole, add a Trusted DNS Server for the role.
1. Goto User Management > User Roles > Traffic Control and click the Host link.
1. Select therole for which to add a trusted DNS server.

2. Typean IP addressin the Trusted DNS Server field, or an asterisk “*” to specify any DNS server.

Figure 8-6 Add Trusted DNS Server
L3 -
User Management > User Roles )]
List of Roles New Role Traffic Control Bandwidth Schedule
IP - Host
|TestRo\e v|[ Select ]

{Corresponding DNS traffic is automatically allowed when trusted DNS server is added)

TestRole

| AllowedHost | Match | Description | Enable | Del |
| | |equa|s v| | | Add
New
Trusted DNS Server Description Del
l DNS
63.93.96.20 Any DNS Server X
r‘é"i 8 Internet
3. Optionally type a description for the DNS server in the Description field.
4. The Enable checkbox should already be selected.
5. Click Add. The new policy appearsin the Trusted DNS Server column.

Note « When a Trusted DNS Server is added on the Host form, an IP-based policy allowing DNS/UDP
traffic to that server is automatically added for the role (on the I P form).

When you add a specific DNS server, then later add Any (“*”) DNS server to therole, the previously
added server becomes a subset of the overall policy allowing all DNS servers, and will not be

displayed. If you later delete the Any (“*”) DNS server policy, the specific trusted DNS server
previously allowed is again displayed.

Cisco Clean Access Manager Installation and Administration Guide
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Enable Default Allowed Hosts

Cisco Clean Access provides default host policies for the Unauthenticated, Temporary, and Quarantine
roles. With release 3.5(5) and above, Default Host Policies areinitially pulled down to your system, then
dynamically updated, through performing a Clean Access Update or Clean Update. Newly added
Default Host Policies are disabled by default, and must be enabled for each role under User
Management > User Roles > Traffic Control > Hosts.

To Enable (Automatic-Update) Default Host Policies

1.
2.

N

Upgrade your Cisco Clean Access system to release 3.5(5) or above.

Goto Device Management > Clean Access > Clean Access Agent > Updates. (see Figure 11-3 on
page 11-17)

Click Update or Clean Update to get the latest Default Host Policies (along with Clean Access
updates).

Go to User Management > User Roles > Traffic Control > Host.

Choose the role (Unauthenticated, Temporary, or Quarantine) for which to enable a Default Host
Policy from the dropdown menu and click Select.

Click the Enable checkbox for each default host policy you want to permit for the role (see
Figure 8-7 for an example).

Make sure a Trusted DNS server is added (see Add Trusted DNS Server for a Role, page 8-8).

To add additional custom hosts for the roles, follow the instructions for Add Allowed Host, page
8-10.

Note  See Retrieve Updates, page 11-16, for complete details on configuring Updates,.

| oL-7044-01
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Add Allowed Host

The Allowed Host form allows you to supplement Default Host Policies with additional update sites for
the default roles, or create custom host-based traffic policies for any user role.

1. Goto User Management > User Roles > Traffic Control and click the Host link.

Figure 8-7 Add Allowed Host

User Management > User Roles )]

Bandwidth

List of Roles New Role Traffic Control Schedule

IP - Host

[All Roles ~] Select |

[Corresponding DNS traffic is automatically allowed when tusted DNS serveris added)

e T T oecipion L enavic | oo [N
microsoft.com ends Microsoft Windows Update v ~ 7 Policies (after Update)
windowsupdate.com ends Microsoft Windows Update I~
liveupdate.symantecliveupdate.com equals Symantec AntiVirus HTTP Update I~
liveupdate.symantec.com equals Symantec AntiVirus HTTP Update I~
update.symantec.com equals Symantec AntiVirus FTP Update I~
update.nai.com equals Mcafee AntiVirus HTTP Update I~
ftp.nai.com equals Mcafee AntiVirus FTP Update I~
pcoreg.antivirus.com equals TrendMicro Antivirus Update I~
activeupdate trendmicro.com ends TrendMicro Antivirus Update I~ Add
allowedhost.com fends 7| [Mew allowed hosy v Add allowed
host

Trusted DNS Server
* Any DS Server b4

Description

2. Select therole for which to add a DNS host.
3. Typethe hosthame in the Allowed Host field (e.g. “allowedhost.com”).

4. Inthe Match dropdown menu, select an operator to match the host name: equals, ends, begins, or
contains.

5. Type adescription for the host in the Description field (e.g. “Allowed Update Host").
6. The Enable checkbox should already be selected.
7. Click Add. The new policy appears above the Add field.

N

Note  You must add a Trusted DNS Server to the role to enable host-based traffic policies for therole.
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View IP Addresses Used by DNS Hosts

o

You can view the | P addresses used for the DNS host when clients connect to the host to update their
systems. Note that these | P addresses are viewed per Clean Access Server from the CAS management
pages.

1. Goto Device Management > CCA Servers> Manage [CAS |IP] > Filter > Roles > Allowed
Hosts.

2. Toview all IP addresses for DNS hosts accessed across all roles, click the View Current | P
addresses for All Roles at the top of the page.

3. Toview thelPaddressesfor DNS hosts accessed by clientsin aspecific role, click the View Current
I P addresses link next to the desired role.

4. ThelP Address, Host Name, and Expire Timewill display for each | P address accessed. Note that
the Expire Time is based on the DNSreply TTL. When the | P address for the DNS host reaches the
Expire Time, it becomes invalid.

Figure 8-8 View Current IP Addresses for All Roles
-
Device Management > Clean Access Servers > 10.201.240.10 2
Status Network Filter Advanced Authentication L]
Devices - Subnets - Roles - Clean Access
Traffic Control | Allowed Hosts | Bandwidth
All Roles -| Select |
I J Refresh Clear IP Addresses for All Roles
Unauthenticated Role Clear IP Addresses
IP Address [ Host | EwpireTime | Del |
Temporary Role Clear IP Addresses
IP Address [ Host | EwpireTime | Del |
63.236.48.222 download.windowsupdate .com Fri Aug 192]600??:24 FOT x
64.4.23.221 update.microsoft.com Fri Aug 26 15:56:34 PDT x
64.4.21,125 update.microsoft.com Fri Aug 262]6%:556:34 FOT x
64.4.21.61 update.microsoft.com Fri Aug 262]6%:553:44 FOT x
64.4,21,93 update.microsoft.com Fri Aug 26 15:51:30 PDT x
64,154 ,125.222 download.windowsupdate .com Fri Aug 2620050:524:03 FOT x
64.4.23,157 update.microsoft.com Fri Aug 2620000:516:11 FOT x
64.4.21,189 update.microsoft.com Thu Aug 25 19:03:09 POT x =

I - 3

To troubleshoot host-based policy access, try performing an ipconfig /£lushdns from acommand
prompt of the test client machine. Cisco Clean Access needs to see DNS responses before putting
corresponding | P addresses on the allow list.
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Control Bandwidth Usage

Cisco Clean Access lets you control how much network bandwidth is available to users by role. You can
independently configure bandwidth management using global formsin the CAM as needed for system
user roles, or only on certain Clean Access Servers using local forms. However, the option must first be
enabled on the CAS for this feature to work. You can also specify bandwidth constraints for each user

within arole or for the entire role.

For example, for a CAM managing two CA Ses, you can specify all the roles and configure bandwidth
management on some of the roles as needed (e.g. guest role, quarantine role, temporary role, etc.). If
bandwidth is only important in the network segment where CASL1 is deployed and not on the network
segment where CAS2 is deployed, you can then turn on bandwidth management on CAS1 but not CAS2.

With bursting, you can allow for brief deviations from a bandwidth constraint. This accommodates users
who need bandwidth resources intermittently (for example, when downloading and reading pages),
while users attempting to stream content or transfer large files are subject to the bandwidth constraint.

By default, roles have a bandwidth policy that is unlimited (specified as -1 for both upstream and
downstream traffic).

To configure bandwidth settings for a role:
1. First, enable bandwidth management on the CAS by going to Device Management > CCA Servers
> Manage [CAS | P] > Filter > Roles > Bandwidth.

2. Select Enable Bandwidth Management and click Update.

N

Note  See the Cisco Clean Access Server Installation and Administration Guide for details on local
bandwidth management.

3. From User Management > User Roles > Bandwidth, click the Edit button (£ ) next to the role
for which you want to set bandwidth limitations. The Bandwidth form appears as follows:

Figure 8-9 Bandwidth Form for User Role

User Management > User Roles

List of Roles New Role Traffic Control Bandwidth Schedule
Role Name: Temporary Role
Upstream Bandwidth Kbits/sec
(the minimum recommended value is 100; use -1 for unlimited)
Downstream Bandwidth 4000 Kbits/sec

(the minimum recommended value is 100; use -1 for unlimited)

Burstable Traffic

(from 1 to 10; the burst rate is determined
by multiplying this number by the bandwidth)

Shared Mode Each user owns the specified bandwidth 8
Description | |
[ Save ] [ Cancel
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S
Note  Alternatively, you can go to User Management > User Roles > List of Roles and click the BW button
next to therole.

4. Set the maximum bandwidth in kilobits per second for upstream and downstream traffic in
Upstream Bandwidth and Downstream Bandwidth. Upstream traffic moves from the untrusted to
the trusted network, and downstream traffic moves from the trusted to the untrusted network.

5. Enter aBurstable Traffic level from 2 to 10 to allow brief (one second) deviations from the
bandwidth limitation. A Burstable Traffic level of 1 has the effect of disabling bursting.

The Burstable Traffic field is atraffic burst factor used to determine the “capacity” of the bucket.
For example, if the bandwidth is 100 Kbps and the Bur stable Traffic field is 2, then the capacity of
the bucket will be 100K b*2=200Kb. If a user does not send any packets for awhile, the user would
have at most 200K b tokens in his bucket, and once the user needs to send packets, the user will be
able to send out 200K b packets right away. Thereafter, the user must wait for the tokens coming in
at the rate of 100K bps to send out additional packets. This can be thought of as way to specify that
for an average rate of 100K bps, the peak rate will be approximately 200K bps. Hence, thisfeatureis
intended to facilitate bursty applications such as web browsing.

6. Inthe Shared Mode field, choose either:

— All users share the specified bandwidth — The setting applies for all usersin therole. In this
case, the total available bandwidth is a set amount. In other words, if a user occupies 80 percent
of the available bandwidth, only 20 percent of the bandwidth will be available for other usersin
therole.

— Each user ownsthe specified bandwidth — The setting applies to each user. The total amount
of bandwidth in use may fluctuate as the number of online users in the role increases or
decreases, but the bandwidth for each user is the same.

7. Optionally, type a Description of the bandwidth setting.

8. Click Save when finished.

The bandwidth setting is now applicable for the role and appears in the Bandwidth tab.
>

Note  If bandwidth management isenabled, devices allowed viadevice filter without specifying arole will use
the bandwidth of the Unauthenticated Role. See Global Device and Subnet Filtering, page 3-8 for details.

| oL-7044-01
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Configure User Session and Heartbeat Timeouts

Timeout properties enhance the security of your network by ensuring that user sessions are terminated
after a configurable period of time. The are three main mechanisms for automated user timeout:

» Session Timer

- Heartbeat Timer

» Certified Device Timer (see Certified Device Timer, page 9-20)
This section describes the Session and Heartbeat Timers.

Session Timer

The Session Timer isan absolute timer that is specific to the user role. If a Session Timer is set for arole,
asession for auser belonging to that role can only last aslong as the Session Timer setting. For example,
if user A logsin at 1:00pm and user B logsin at 1:30pm, and if both belong to role Test with Session
Timer set for 2 hours, user A will be logged out at 3:00pm and user B will belogged out at 3:30pm. With
session timeouts, the user is dropped regardless of connection status or activity.

Heartbeat Timer

The Heartbeat Timer sets the number of minutes after which a user islogged off the network if
unresponsive to ARP queries from the Clean Access Server. This feature enables the CAS to detect and
disconnect users who have left the network (e.g. by shutting down or suspending the machine) without
actually logging off the network. Note that the Heartbeat Timer apply to all users, whether locally or
externally authenticated.

The connection check is performed via ARP query rather than by pinging. This allows the heartbeat
check to function even if ICMPtraffic isblocked. The CAS maintains an ARP table for its untrusted side
which houses all the machinesit has seen or queried for on the untrusted side. ARP entries for machines
are timed out through normal ARP cache timeout if no packets are seen from the particular machine. If
packets are seen, their entry is marked as fresh. When a machine no longer has afully resolved entry in
the CAS's ARP cache and when it does not respond to ARPing for the length of the Heartbeat Timer
setting, the machine is deemed not to be on the network and its session is terminated.

In-Band (L2) Sessions

For in-band configurations, a user session is based on the client MAC and | P address and persists until
one of the following occurs:

» Theuser logs out of the network through either the web user logout page or the Clean Access Agent
logout option.

« An administrator manually removes the user from the network.
» The session times out, as configured in the Session Timer for the user role.

» The CAS determines that the user is no longer connected using the Heartbeat Timer and the CAM
terminates the session.

» The Certified Device list is cleared (automatically or manually) and the user is removed from the
network.

Cisco Clean Access Manager Installation and Administration Guide
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OOB (L2) and Multihop (L3) Sessions

» The Session Timer works the same way for multi-hop L3 In-Band deployments as for L2 (In-Band
or Out-of-Band) deployments.

» For L3 deployments, user sessions are based on unique | P address rather than MAC address.
» TheHeartbeat Timer will not function in L3 deployments, and does not apply to Out-of-Band users.

« When the Single Sign-On (SSO) feature is configured for multi-hop L3 VPN concentrator
integration, if the user’s session on the CAS times out but the user is still logged in on the VPN
concentrator, the user will be able to log back into the CASwithout providing a username/password,
due to SSO.

» The HeartBeat Timer may work if the CASis the first hop behind the VPN concentrator. Thisis
because the VPN concentrator responds to the ARP queries for the | P addresses of its current tunnel
clients.

Session Timer / Heartbeat Timer Interaction

» If the Session Timer is zero and the Heartbeat Timer is not set—the user is not dropped from the
Online Users list and will not be required to re-logon.

» |f the Session Timer is zero and the Heartbeat Timer is set— the Heartbeat Timer takes effect.
« |f the Session Timer is non-zero and the Heartbeat Timer is not set— the Session Timer takes effect.
« |f both timers are set, the first timer to be reached will be activated first.

« |If the user logs out and shuts down the machine, the user will be dropped from the Online Users list
and will be required to re-logon.

» If the DHCP lease is much longer than the session timeout, DHCP leases will not be reused
efficiently.

For additional details, see Interpreting Active Users, page 12-3.

Configure Session Timer (per User Role)

1. Goto User Management > User Roles > Schedule > Session Timer.

Figure 8-10 Session Timer

L3 e
User Management > User Roles

e

Traffic Control Bandwidth

Heartbeat Timer

Session e
IEEE == == N =

Unauthenticated

List of Roles New Role

Session Timer -

Schedule

ol Disabled o]
Termporary Raole 4 Timer to download and install requirements ﬁ
Quarantine Role 4 Timer to fix vulnerabilities ﬁ
role0l Disabled ﬁ
role0z Disabled ﬁ

v “
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2. Click the Edit button next to the role for which you want to configure timeout settings.

3. Select the Session Timeout check box and type the number of minutes after which the user’s session
times out. The timeout clock starts when the user logs on, and is not affected by user activity. After
the session expires, the user must log in again to continue using the network.

4. Optionally, type a description of the session length limitation in the Description field.
5. Click Update when finished.

Configure Heartbeat Timer (User Inactivity Timeout)

1. Open the Heartbeat Timer form in the Schedule tab.

Figure 8-11 Heartbeat Timer
|
L3 e
User Management > User Roles )]

Traffic
Control

Heartbeat Timer

Bandwidth Schedule

New Role

List of Roles

Session Timer -

Enable Heartheat Timer

Log Out Disconnected Users After: minutes
Update
* ~
2| @ Trternet

2. Click the Enable Heartbeat Timer checkbox.

3. Set the number of minutes after which auser islogged off the network if unreachable by connection
attempt in the Log Out Disconnected Users After field.

4, Click Update to save your settings.

Note that logging a user off the network does not remove them from the Certified List. However,
removing a user from the Certified List also logs the user off the network. An administrator can drop
users from the network individually or terminate sessions for all users at once. For additional details see
Certified List, page 9-7 and Online Users List, page 12-3.

Note  The Clean Access Agent will not send alogout request to the CAS when the client machineis shut down
based on Clean Access session-based connection setup.
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Configure Policies for Agent Temporary and Quarantine Roles

This section demonstrates typical traffic policy and session timeout configuration needed to:
- Configure Clean Access Agent Temporary Role, page 8-17
» Configure Network Scanning Quarantine Role, page 8-18

See Chapter 9, “Clean Access |mplementation Overview” for further information.

Configure Clean Access Agent Temporary Role

Users who fail a system check are assigned to the Clean Access Agent Temporary role. Thisroleis
intended to restrict user access to only the resources needed to comply with the Clean Access Agent
requirements.

Unlike quarantine roles, you cannot have more than one Clean Access Agent Temporary role (Agent
Temp Role) in the system at once. The role can be fully edited, and is intended as single point for
aggregating the traffic control policies that allow users to access required installation files. If the
Temporary roleis deleted, the Unauthenticated role is used by default. The name of the role that is used
for the Temporary role (in addition to the version of the Agent) is displayed under Device M anagement
> Clean Access> Clean Access Agent > Distribution.

Both session timeout and traffic policies need to be configured for the Temporary role. The Temporary
role has a default session timeout of 4 minutes, which can be changed as described below. The
Temporary and quarantine roles have default traffic control policies of Block All traffic from the
untrusted to the trusted side. Keep in mind that while you associate requirements (required packages) to
the normal login roles that users attempt to log into, clients will need to meet those requirements while
still in the Temporary role. Therefore, traffic control policies need to be added to the Temporary role to
enable clients to access any required software installation files from the download site(s).

Chapter 11, “Clean Access Agent” provides complete details on Clean Access Agent configuration. See
also User Role Types, page 5-2 for additional information.

Configure Session Timeout and Traffic Policies for the Temporary Role

1. Goto User Management > User Roles> Schedule.

L3 e
User Management > User Roles

e

List of Roles

Session Timer -

Session e
IEEE == == N =

Unauthenticated

Traffic Control
Heartbeat Timer

New Role Bandwidth Schedule

ol Disabled o]
Termporary Raole 4 Timer to download and install requirements ﬁ
Quarantine Role 4 Timer to fix vulnerabilities ﬁ
role0l Disabled ﬁ
role0z Disabled ﬁ
v “

2. The Session Timer list appears.
3. Click the Edit button (i) for the Temporary Role.
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4. The Session Timer form appears.

! User Management > User Roles 2 |
- Traffic N
List of Rolesf MNew Role Control Bandwidth Schedule

Session Timer - Heartbeat Timer
Role Name: Temporary Role
Session Timeout 4 minutes
Description Timer to download and install requirements

[ Update ] [ Cancel

5. Click the Session Timeout checkbox.

6. Type the number of minutes for the user session to live (default is 4 minutes). Choose a value that
allows users to download required files to patch or configure their systems.

7. Optionally, type a Description for the session timeout requirement.
8. Click Update. The Temporary role will display the new time in the Session Timer list.
9. Click the Traffic Control tab.
10. With Untrusted->Trusted selected inthedirection list, click the Add Policy link next to the new role.
11. Create traffic policies enabling access to the servers that host the installation files:
— Enable Default Allowed Hosts, page 8-9
— Add Allowed Host, page 8-10
— Adding Traffic Policies for Default Roles, page 8-25

For example, if you are providing required software installation files yourself (viathe CAM), set up
an Untrusted->Trusted | P-based traffic policy that allows the Temporary role access to port 80
(HTTP) and/or 443 (HTTPS) of the CAM (for example, 10.201.240.11 /255.255.255.255:80).

If you want users to be able to correct their systems using any other external web pages or servers,
set up permissions for accessing those web resources.

Configure Network Scanning Quarantine Role

See Chapter 10, “Network Scanning” for complete details on network scanning configuration.

Clean Access can assign a user to aquarantine role if it discovers a serious vulnerability in the client
system. The role is a mechanism intended to give users temporary network access in order to fix their
machines. Note that quarantining vulnerable usersis optional. Alternatives include blocking the user or
providing them with awarning. If you do not intend to quarantine vulnerable users, you can skip this
step.

Create Additional Quarantine Role

By default, the system provides a default Quarantine role with a session time out of 4 minutes that only
needs to be configured with traffic policies. The following describes how to create an additional
guarantine role, if multiple quarantine roles are desired.

1. Goto User Management > User Roles > New Role.

Cisco Clean Access Manager Installation and Administration Guide
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Type a Role Name and Role Description of the role. For a quarantine role that will be associated
with a particular login role, it may be helpful to reference the login role and the quarantine type in
the new name. For example, a quarantine role associated with a login role named “R1” might be
“R1-Quarantine.”

In the Role Type list, choose Quarantine Role.

Configure any other settings for the role as desired. Note that, other than name, description, and role
type, other role settings can remain at their default values. (See Add New Role, page 5-6 for details.)

Click the Create Role button. The role appearsin the List of Roles tab.

Configure Session Timeout

By default, the system provides a default Quarantine role with a session time out of 4 minutes. The
following steps describe how to configure the session timeout for arole.

1
2.
3.

Go to User Management > User Roles > Schedule.
Click the Edit button next to the desired quarantine role.
The Session Timer form appears:

LS ~
User Management > User Roles o

- Traffic N
List of Rolesf New Role Control Bandwidth Schedule
Session Timer - Heartbeat Timer
Role Name: Quarantine Role

Session Timeout | minutes

Description ETimerto fix vulnerabilities

[ Update ] [ Cancel ]

Click the Session Timeout check box.

Type the number of minutes for the user session to live. Choose an amount that allows users enough
time to download the files needed to fix their systems.

Optionally, type a Description for the session timeout requirement.

Click Update. The new value will appear in the Session Timeout column next to theroleintheList
of Roles tab.

Setting these parameters to a relatively small value helps the Cisco Clean Access Server detect and
disconnect users who have restarted their computers without logging out of the network. Note that the
Session Timer value you enter here may need to be refined later, based on test scans and downloads of
the software you will require.

Note  The connection check is performed by ARP message; if atraffic control policy blocks ICMP traffic to
the client, heartbeat checking still works.

| oL-7044-01
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Configure Traffic Control Policies for the Quarantine Role

1. From User Management > User Roles> List of Roles, click the Policiesicon (&) next to therole
(or you can click the Traffic Control tab, choose the quarantine role from the dropdown menu and

click Select).

2. To add a new IP-based policy, click the Add Policy link next to the new role.

User Management > User Roles

List of Roles New Role Traffic Control

Add Policy for Quarantine Role [Untrusted->Trusted]

Bandwidth

~
2

Schedule

Priority

Action @ Allow O Block

Category P v

Protocol fer ™

Untrusted (IP/Mask:Port) |7 WAE | . [cusTom. ][ |

Trusted (1P/Mask:Port)  [10.10.10.15 | / |255.255255.255

| [ntpowm)

v |

Description |

[ AddPolicy ] [ Cancel |

| Pri__| _Action | __Protocol | __ Untrusted
. v

Allow uoP
Drop ALL

*:53
=

<

3. Configure Untrusted->Trusted policies:

trusted dns server

— If you are providing required software installation files yourself (viathe CAM), set up an
Untrusted->Trusted | P-based traffic policy that allows the Temporary role access to port 80
(HTTP) and/or 443 (HTTPS) of the CAM (for example, 10.201.240.11 /255.255.255.255:80).

— If you want users to be able to correct their systems using any other external web pages or
servers, set up permissions for accessing those web resources. See Adding Traffic Policies for

Default Roles, page 8-25 for further details.
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4. To add a Host-based policy, go to the Traffic Control tab, choose the quarantine role from the
dropdown menu, click Select, then click the Host link at the top of the page to bring up the
Host-based policy configuration form for the role.
User Management > User Roles 1] H
List of Roles MNew Role Traffic Control Bandwidth Schedule
IP - Host
|Quarﬁmine Fiole j Select |
(Corresponding DN% traffic is automatically allowed when trusted DN% server is added)
| allowedHost | Match | Description | Enable [ Del |
microsoft.com ends Microsoft Windows Update I3
windowsupdate .com ends Microsoft Windows Update I
pcoreqg.antivirus,.com equals TrendMicro Antivirus Update [m]
liveupdate.symantecliveupdate .com equals Symantec Antivirus HTTP Update I~
liveupdate.symantec.com equals Symantec Antivirus HTTP Update I~
update.symantec.com equals Symantec Antivirus FTP Update I
update .nai.com equals McAfee AntiVirus HTTP Update I~
ftp.nai.com equals McAfee AntiVirus FTP Update I3
activeupdate trendmicro.com ends TrendMicro AntiVirus Update [m]
Idatabase.clama\:.net quuals j ICIamAVUpdate v Add 1]
| TrustedDNSServer | Description | Del |
* Any DNE Server X
5. Click the Add button for the Trusted DNS Server default entry (“*”) to allow traffic to any DNS
server for allowed hosts. To allow traffic for specific DNS server(s) only, enter the IP address of the
server in the Trusted DNS Server field and click Add.
S
Note ~ When a DNS server is added, an I P policy allowing UDP traffic is automatically added for the role and
will be listed under User M anagement > User Roles > Traffic Control > IP.
6. Once a DNS server is added, type a host name in the Allowed Host entry field.
7. Select aMatch operator (equals, ends, begins, contains) for the Allowed Host, such as contains.
8. Enter an optional Description.
9. Click Add. The new allowed host will be added to thelist below the default allowed hosts configured
for the quarantine role.
S
Note  For moreinformation on creating traffic control role policies, see Add Global |P-Based Traffic Policies,
page 8-4. You can create DNS mappings as described in Add Global Host-Based Traffic Policies, page
8-7.
After configuring the quarantine role, you can apply it to users by selecting it as their quarantinerolein
the Block/Quar antine user s with vulnerabilitiesin role option of the General Setup tab. For more
information, see General Setup Summary, page 9-10.
When finished configuring the quarantine role, load the scan plugins as described in Load Nessus
Plugins into the Clean Access Manager Repository, page 10-3.
Cisco Clean Access Manager Installation and Administration Guide
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Example Traffic Policies

This section describes the following:

- Allowing Authentication Server Traffic for Windows Domain Authentication, page 8-22

« Allowing Gaming Ports, page 8-22

« Adding Traffic Policies for Default Roles, page 8-25

Allowing Authentication Server Traffic for Windows Domain Authentication

If you desire your users on the network to be able to authenticate to a Windows domain prior to
authenticating to Cisco Clean Access, the following minimum policies allow usersin the
Unauthenticated role access to login servers AD (NTLM):

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allowing Gaming Ports

TCP
UDP
TCP
UbDP
TCP
UDP
TCP
UDP
TCP
UbDP
TCP
TCP

Server/255.255.255.255: 88
Server/255.255.255.255: 88
Server/255.255.255.255: 389
Server/255.255.255.255:; 389
Server/255.255.255.255: 445
Server/255.255.255.255:; 445
Server/255.255.255.255: 135
Server/255.255.255.255; 135
Server/255.255.255.255; 3268
Server/255.255.255.255:; 3268
Server/255.255.255.255: 139
Server/255.255.255.255: 1025

To allow gaming services, such as Microsoft Xbox Live, it isrecommended to create a gaming user role
and to add afilter for the device MAC addresses (under Device M anagement > Filters > Devices >

New) to place the devices into that gaming role. You can then create traffic policies for the role to allow
traffic for gaming ports.

Microsoft Xbox

The following are suggested policies to allow access for Microsoft Xbox ports:

» Kerberos-Sec (UDP); Port 88; UDP; Send Receive

« DNS Query (UDP); Port 53; Send 3074 over UDP/tcp
« Game Server Port (TCP): 22042

» Voice Chat Port (TCP/UDP): 22043-22050
= Peer Ping Port (UDP): 13139

» Peer Query Port (UDP): 6500

[l Cisco Clean Access Manager Installation and Administration Guide
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Other Game Ports

Table 8-1 shows suggested policies to allow access for other game ports (such as PlayStation).

Table 8-1 Traffic Policies for Other Gaming Ports *
Protocol Port Protocol
2300-2400 UDP
4000 TCP, UDP
4000 TCP, UDP
80 TCP

2300 UDP
6073 UDP
2302-2400 uDP
33334 UDP
33335 TCP

6667 TCP

3783 TCP
27900 TCP
28900 TCP
29900 TCP
29901 TCP
27015 TCP

2213 + 1 for each client (i.e. first computer is TCP
2213, second computer is 2214, third computer is

2215, etc.)

6073 TCP
2302-2400 UbDP
27999 TCP
28000 TCP
28805-28808 TCP
9999 TCP
47624 TCP
2300-2400 TCP
2300-2400 UDP
6073 UbDP
2302-2400 UDP
47624 TCP
2300-2400 TCP
2300-2400 UDP
5120-5300 UDP
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Table 8-1 Traffic Policies for Other Gaming Ports *
Protocol Port Protocol
6500 UDP
27900 UDP
28900 UDP
3782 TCP
3782 UDP
27910 TCP, UDP
6073 UDP
2302-2400 UDP
47624 TCP
2300-2400 TCP
2300-2400 UDP
4000 TCP
aaes TCP, UDP
4000 TCP
27015-27020 TCP
6667 TCP
28800-29000 TCP
1 S;e faltlso http://www.us.playstation.com/support.aspx ?id=instal | ation/networkadaptor/415013907.html for additional

alls.

For additional details, see:
» Device Filters and Gaming Ports, page 3-10
« http://www.cisco.com/warp/customer/707/ca-mgr-fag2.html#q16
- Add New Role, page 5-6
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Adding Traffic Policies for Default Roles

Create Untrusted -> Trusted traffic policies for the default roles (Unauthenticated, Temporary, and
Quarantine) to allow users access to any of the resources described bel ow.

Unauthenticated Role

If customizing the web login page to reference logos or files on the CAM or external URL, allow the
Unauthenticated role HTTP (port 80) access to the CAM or external server.

Clean Access Agent Temporary Role

- If providing required software packages from the CAM (e.g, via File Distribution), allow the
Temporary role access to port 80 (HTTP) and/or 443 (HTTPS) of the CAM. Make sure to specify
the I P address and subnet mask to allow access only to the CAM (for example,
10.201.240.11/255.255.255.255:80).

« EnableTrusted DNS Server and Default Host Policies and/or create new allowed hoststo allow users
access to update sites.

- Set up any additional traffic policies to allow users in the Temporary role access to external web
pages or servers for remediation.

Quarantine Role

« If providing required software packages from the CAM (e.g. via network scanning Vulnerabilities
page), allow the Quarantine role access to port 80 (HTTP) and/or 443 (HTTPS) of the CAM. Make
sure to specify the IP address and subnet mask to allow access only to the CAM (for example,
10.201.240.11 /255.255.255.255:80).

» Enable Trusted DNS Server and Default Host Policiesand/or create new allowed hoststo allow users
access to update sites.

» Set up any additional traffic policies to allow users in the Quarantine role access to external web
pages or servers for remediation.

Table 8-2 summarize resources, roles and example traffic policies for system roles.
Table 8-2 Typical Traffic Policies for Roles

Resource Role Example Policies (Untrusted -> Trusted)

IP-Based Traffic Policies

Logo/right-frame content for |Unauthenticated |IP (Files on CAM or External Server):

L ogin page (logo.jpg, Allow TCP*.* <CAM_IP or external-server-1P> /
file.htm) 255.255.255.255: http (80)

User Agreement Page Allow TCP *:* <CAM_IP or external-server-1P> /
(UAPhtm) 255.255,255.255; https (443)

Redirect URL after blocked
access (block.htm) — optional

Network Policy Page Temporary
(AUP.htm)

File Distribution Requirement
file (Setup.exe)

Vulnerability Report file Quarantine
(fixsteps.htm; stinger.exe)
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Cisco Clean Access Manager Installation and Administration Guide g



Chapter8  User Management: Traffic Control, Bandwidth, Schedule |

M Example Traffic Policies

Table 8-2 Typical Traffic Policies for Roles

Resource Role ’Example Policies (Untrusted -> Trusted)

Host-Based Traffic Policies

Enable Trusted DNS Server  |All rolesusing |Trusted DNS Server: 63.93.96.20, or * (Any DNS
Host policies Server)

Link Distribution Temporary Default Host: windowsupdate.com, or
Requ_l rement (external Custom Host: database.clamav.net (equals)
website)

Vulnerability Report (external |Quarantine

website)

Other

Proxy server in environment  |Any role with | P: <proxy-1P>/255.255.255.255:http(80)

aceess via proxy Host: proxy-server.com (equals)

Full network access Normal Login  |Allow ALL TRAFFIC * /*
Role

For further details, see:
» Upload a Resource File, page 7-7
» Create Content for the Right Frame, page 7-8
» User Page Summary, page 9-13 for alist of user pages/configuration locations in the web console.
- Create File Distribution /Link Distribution / Local Check Reguirement, page 11-37
» Configure Vulnerability Handling, page 10-10

Figure 8-12 Example Traffic Policies for File Distribution Requirement (File is on CAM)
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Troubleshooting Host-Based Policies

For host-based policies, the CAS needs to see DNS responses in order to allow the traffic. If having
trouble with host-based policies, check the following:

Make sure allowed hosts are enabled.

Make sure a DNS server has been correctly added to the list of DNS servers to track (you can also
add a* to track any DNS server).

Make sure the DNS server is on the trusted interface of the CAS. If the DNS server is on the
untrusted side of the CAS, the CAS never sees the DNS traffic.

Make sure DNS reply traffic is going through the CAS. For example, ensure there is no alternate
route for return traffic (i.e. trusted to untrusted) where traffic goes out through CAS but does not
come back through the CAS. This can be tested by adding a“Block ALL” policy to the “ Trusted to
Untrusted” direction for the Unauthenticated or Temporary Role. If DNS, etc. still succeeds, then
there is an alternate path.

Make sure the DNS server listed for the client is correct.
Make sure proxy settings are correct for the client (if proxy settings are required)

Check Device Management > CCA Servers> Manage [CAS_|P] > Filters > Roles > Allowed
Hosts > View Current IP Address List to seethelist of current |Ps that are being tracked through
the host based policies. If thislist is empty, users will see a security message.

| oL-7044-01
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CHAPTER 9

Clean Access Implementation Overview

This chapter is an introduction to Clean Access. Topics include:
« Clean Access Overview, page 9-1
» General Setup Summary, page 9-10
e User Page Summary, page 9-13
» Manage Certified Devices, page 9-17
For complete details on network scanning configuration, see Chapter 10, “Network Scanning.”
For complete details on Clean Access Agent configuration, see Chapter 11, “Clean Access Agent.”

Clean Access Overview

Clean Access compliance policies reduce the threat of computer viruses, worms, and other malicious
code on your network. Clean Access is a powerful tool that enables you to enforce network access
requirements, detect security threats and vulnerabilities on clients, and distribute patches and antivirus
software. It lets you block access or quarantine users who do not comply with your security
requirements, thereby stopping viruses and worms at the edge of the network, before they can do harm.

Clean Access evaluates a client system when a user tries to access the network. Almost all aspects of
Clean Accessare configured and applied by user role and operating system. Thisallowsyou to customize
Clean Access as appropriate for the types of users and devicesthat will be accessing your network. Clean
Access provides two different methods for finding vulnerabilities on client systems and allowing users
to fix vulnerabilities or install required packages.

» Clean Access Agent—This method provides local-machine agent-based vulnerability assessment
and remediation. Users must download and install the Clean Access Agent, which allows for
visibility into the host registry, process checking, application checking, and service checking. The
Agent can be used to perform AV definition updates, distribute files uploaded to the Clean Access
Manager, or distribute links to websites in order for users to fix their systems.

- Network Scanner—This method provides network-based vulnerability assessment and web-based
remediation. The network scanner in the local Clean Access Server performs the actual network
scanning and checks for well-known port vulnerabilities to which a particular host may be prone. If
vulnerabilities are found, web pages configured in the Clean Access Manager can be pushed to users
to distribute links to websites or information on how users can fix their systems.

Clean Access can be implemented on your network as:
» Network scanning only

« Clean Access Agent only

Cisco Clean Access Manager Installation and Administration Guide
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- Clean Access Agent with network scanning

Network Scanning Process

Figure 9-1 illustrates the general network scanning process when a user authenticates viaweb login. If
both the Clean Access Agent and network scanning are enabled for a user role, the user follows the
sequence shown in Figure 9-2 then in Figure 9-1 for the network scanning portion. In this case, the Clean
Access Agent dialogs provide the user information where applicable.

See Clean Access Roles, page 5-4 for additional details.

Figure 9-1 Network Scanning Process (Web Login)
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Clean Access Agent Process

Figure 9-2 illustrates the general Clean Access process (with or without network scanning) when a user
authenticates via Clean Access Agent.

Figure 9-2 Clean Access Agent Process
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The following user roles are used for Clean Access and must be configured with traffic policies and
session timeout:
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» The Unauthenticated role applies to unauthenticated users behind a Clean Access Server and is
assigned to users performing web login/network scanning.

» TheClean Access Agent Temporary Roleisassigned to users performing Clean Access Agent login.

- TheQuarantineroleisassigned to auser when network scanning determines that the client machine
has vulnerabilities.

If auser meets Clean Access Agent requirement and/or has no network scanning vulnerabilities, the user
is allowed access to the network in the normal login user role.

See Clean Access Roles, page 5-4 for additional details.

Clean Access Agent Download

Figure 9-3 illustrates the user sequence for the initial download and install of the Clean Access Agent,
if the administrator has required use of the Clean Access Agent for the user’s role and OS.

Figure 9-3 Downloading Clean Access Agent

Unauthenticated Role

User R 8 . User User Runs the = I —
opens User logs in via User is redirected Saves Clean executable User follows When finished, Clean
brgwser web login page to Download Clean Access Agent InstallShield Wizard Access Agent login
Access Agent executable to to install the Agent dialog pops up
N

PC
Note  Either local admin or power-user privileges are necessary to install the Agent; however, these are not
needed for running the Agent.

0 RS

First-time users can download and install the Clean Access Agent by opening aweb browser to log into
the network. If the user’s login credentials associate the user to arole that requires the Agent, the user
will be redirected to the Clean Access Agent download page. After the Clean Access Agent is
downloaded and installed, the user is immediately prompted to log into the network using the Agent
dialogs, and is scanned for Agent requirements and Nessus plugin vulnerabilities (if enabled). After
successfully meeting the requirements configured for the user’s role and operating system and passing
scanning (if enabled), the user is allowed access to the network.

Clean Access Agent for VPN Users

Cisco Clean Access release 3.5(3) and above enables administrators to deploy the CAS in-band behind
a VPN concentrator, or router, or multiple routers. Prior to 3.5(3), Clean Access Server(s) needed to be
deployed either as a bridge (Virtual Gateway) or first-hop default gateway with Layer 2 proximity to
users, in order for user MAC addresses to be visible to the CAS. Release 3.5(3) adds the capability of
multi-hop Layer 3 in-band deployment by allowing the CAM and CA S to track user sessions by unique
| P address when users are separated from the CAS by one or more routers. Note that you can havea CAS
supporting both L2 and L 3 users. With layer 2-connected users, the CAM/CAS continue to manage these
user sessions based on the user MAC addresses, as before.

Figure 9-1illustrates the Clean Access Agent processfor illustrates the Clean Access processfor aVPN
concentrator user using the Clean Access Agent with Single Sign-On.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 9-4 Clean Access Agent with SSO for VPN Concentrator Users

User logs in - = File Download: InstallShield Agent performs Agent checks for Successful login to
via VPN Client User is redirected user Saves Agent Wizard launches Auto-Login requirements networkg
to Download Clean executable automatically;
Access Agent user installs Agent

(no web login)
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See Cisco VPN Server, page 6-14 and “Integrating with Cisco VPN Concentrators’ in the Cisco Clean
Access Server Installation and Administration Guide for further details.
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Clean Access Agent

Note

The Clean Access Agent is read-only, easy-to-use client software that resides on Windows systems and
can check if an application or service is running, whether aregistry key exists, or the value of aregistry
key. The Agent can ensure that users have necessary software installed (or not installed) to keep their
machines from becoming vulnerable or infected.

With Clean Access Agent vulnerability assessment, there is no client firewall restriction. The Agent is
able to check the client registry, services, and applications even if a personal firewall isinstalled and
running.

With release 3.5, the Clean Access Agent provides the following support:

« Version 3.5.x provides built-in AV Rule support for several major antivirus (AV) vendors which
allowsit to automatically detect and update AV virus definition files on clients. Each version of the
Agent will provide additional AV rule support in conjunction with updates to the Supported AV
Product List. See Retrieve Updates, page 11-16 for further details.

« Version 3.5.1 and above provides auto-upgrade. Once the 3.5.1+ Clean Access Agent isinstalled on
aclient, it can automatically detect, download, and upgrade itself to version 3.5.2 or above.

- Version 3.5.3 and above (with 3.5.3+ CAM/CAYS) provides support for multi-hop L3 in-band
deployments as well as Single Sign-On when Clean Access is integrated with VPN concentrators.
For details, see Enable Clean Access Agent for L3 Deployments, page 11-3 as well as“Integrating
with Cisco VPN Concentrators” in the Cisco Clean Access Server Installation and Administration
Guide.

- Version 3.5.4 and above checks for new Agent auto-upgrade at every login request instead of at
application startup.

» Version 3.5.5 and above (with 3.5.5+ CAM/CAS only) optimizes discovery in multi-hop L3
deployments and installs by default for the current user and all other users on aclient PC.

« Version 3.5.7 and below allow logged-in users to remain logged into the network when the machine
is shut down/restarted.

» Version 3.5.10 and above (with 3.5.8+ CAM/CAS) makes the option configurable to enable or
disable the Agent logging off the Clean Access network when a user 1ogs off from the Windows
domain or shuts down a Windows machine. This feature does not apply for OOB deployments. The
3.5.10 Agent obsoletes the 3.5.7/35.8./3.5.9 Agents.

« Version 3.5.11 (with 3.5.9 CAM/CAS) can be run by arestricted user on the local machine (user is
not an administrator or power user). Administrator privileges are still necessary to perform the
initial Agent installation.

The Clean Access Agent software is always included as part of the Clean Access Manager software.
When the Clean Access Manager is installed, the Clean Access Agent Setup installation file is already
present and automatically published from the CAM to the CASes. To distribute the Clean Access Agent
to clients, you simply require the use of the Clean Access Agent in the CAM web console for the desired
user role/operating system.

Once clients have the 3.5.1 or above Clean Access Agent installed, you can configure distribution of
Clean Access Agent Upgrade patches via client auto-upgrade. Along with Cisco checks and rules, AV
product support updates, and default host traffic policies, Agent upgrade patches are retrieved via Clean
Access Agent Updates on the CAM.

For complete details on the Agent configuration features mentioned above, see Chapter 11, “Clean
Access Agent.”
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For details on the features of each version of the Agent, see the latest release notes:
http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccalccalds/35rn. htm#wp39881

Network Scanner

Note

Note

Network scans are implemented with Nessus plugins. Nessus (http://www.nessus.org) is an open-source
vulnerability scanner. Nessus plugins check client systems for security vulnerabilities over the network.
If asystem is scanned and is found to be vulnerable or infected, Clean Access can take immediate action
by alerting vulnerable users, blocking them from the network, or assigning them to a quarantine role in
which they can fix their systems.

If apersonal firewall isinstalled on the client, network scanning will most likely respond with atimeout
result. You can decide how to treat the timeout result by quarantining, restricting, or allowing network
access (if the personal firewall provides sufficient protection) to the client machine.

As new Nessus plugins are released, they can be loaded to your Clean Access Manager repository.
Pluginsthat you have loaded are automatically published from the CAM repository to the Clean Access
Servers, which perform the actual scanning. The CAM distributes the plugin set to the Clean Access
Servers as they start up, if the CAS version of the plugin set differs from the CAM version.

Clean Access Agent checking and network scanning can be coordinated, so that the Agent checks for
software to fix vulnerabilities prior to network scanning. For example, if a Microsoft Windows update
isrequired to address avulnerability, you can specify it asarequired package in the Clean Access Agent.
This allows the Agent to help users pass network vulnerability scanning before it is performed.

« You can useany Nessus 2.0 plugin to perform ascan in Cisco Clean Access. Only Nessus 2.0 plugins
can be uploaded to the CAM, and the filename of the uploaded Nessus plugin archive must be
plugins.tar.gz.

« Dueto alicensing requirement by Tenable, Cisco is no longer able to bundle pre-tested Nessus
plugins or automated plugin updates to Cisco Clean Access, effective Release 3.3.6/3.4.1.
Customers can still download Nessus plugins selectively and manually through the Nessus site. For
details on available plugins, see http://www.nessus.org/plugins/index.php?view=all.

For details on Nessus plugin feeds, see http://www.nessus.org/plugins/index.php?view=feed.

» Cisco recommends using no more than 5-8 plugins for network scanning of a client system. More
plugins can cause the login time to be long if the user has a firewall, as each plugin will have to
timeout.

For complete details, see Chapter 10, “Network Scanning.”
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The web console of the Clean Access Manager provides two important lists that manage users and their
devices: the Online Users list and the Certified List. Users with Layer 2 proximity to the Clean Access
Server are listed on both the Online Userslist and the Certified List. Users that are one or more L3 hops
away from the CAS will only appear on the Online Users List (In-Band).

The Online User List displays usersthat are online by | P address and login credential s (see Online Users
List, page 12-3).

The Certified List is device-based and displays:
» MAC addresses of devices that passed network scanning with no vulnerabilities
 MAC addresses of devices that met Clean Access Agent requirements

In both cases, the Certified List only records the first user that logged in with the device. This helps to
identify the authenticating user who accepted the User Agreement Page (for web login users) or the
Network Policy Page (for Agent users) if either page was configured for therole. See Table 9-1 “ General
Setup Configuration Options” and User Page Summary, page 9-13 for details on these pages.

A certified device remains on the Certified List until:
« Thelist isautomatically cleared using the Certified Devices Timer.
» The administrator manually clears the entire list.
« The administrator manually drops the client from the list.

« Theuser logs out or is removed from the network, and the “Require users to be certified at every
web login” option is checked for the role from the General Setup page.

When implementing network scanning, once devices have passed scanning and are on the Certified List
they are not re-scanned at the next login unless the devices are removed from the Certified List.

For Clean Access Agent users, devices always go through Clean Access Agent requirements at each
login, even if the device is already on the Certified List.

Dropping aclient from the Certified List forces the user to repeat authentication and the device to repeat
network scanning (and Clean Access requirements) again to be readmitted to the network. You can make
sure that a device is always removed from the Certified List when a user logs off by enabling the option
“Requireusersto be certified at every web login” in the Gener al Setup tab (see General Setup Summary,
page 9-10.)

Once off the Certified List, the client must pass network scanning and meet Clean Access Agent
requirements again to be readmitted to the network. You can add floating devices that are certified only
for the duration of auser session. Alternatively, you can exempt devices from Clean Access certification
altogether by manually adding them to the Certified List.

Note that dropping a client from the Certified List removes the user from the network and from the
Online Userslist. However, dropping a user from the Online Users list does not remove the client device
from the Certified List.

For OOB users, removing aclient from the Certified List removesthe user from the Out-of-Band Online
Users list. See Out-of-Band User List Summary, page 4-44 and Out-of-Band Users, page 12-6 for
details.

For additional information, see also Manage Certified Devices, page 9-17 and Interpreting Active Users,
page 12-3.
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Role-Based Configuration

Clean Access network protection features are configured for users by role and operating system.The
following user roles are used for Clean Access and must be configured with traffic policies and session
timeout:

- Unauthenticated Role— Default system role for unauthenticated users (Agent or web login) behind
a Clean Access Server. Web login users are in the unauthenticated role while network scanning is
performed.

« Clean Access Agent Temporary Role— Clean Access Agent users are in the Temporary role while
Clean Access Agent requirements are checked on their systems.

« Quarantine Role — Both web login and Agent users are put in the quarantine role when network
scanning determines that the client machine has vulnerabilities.

Note that the Temporary and Quarantine roles are intended to have limited session time and network
access in order for usersto fix their systems.

When a user authenticates, either through the web login page or Clean Access Agent, Cisco Clean
Access determines the normal login role of the user and the requirements and/or network scans to be
performed for the role. Cisco Clean Access then performs requirement checking and/or network
scanning as configured for the role and operating system.

Note that while the role of the user is determined immediately after the initial login (in order to
determine the scans or system requirements associated with the user), a user is not actually put into a
normal login role until requirements are met, scanning has occurred and no vulnerabilities are found. If
the client has not met requirements, the user stays in the Clean Access Agent Temporary role until
requirements are met or the session times out. If the user has met requirements but isfound with network
scanning vulnerabilities, the user can be assigned to a quarantine role or simply blocked, depending on
the configuration.

For additional details, see User Role Types, page 5-2.

Clean Access Setup Steps

Step 1

Step 2

Step 3
Step 4

The general summary of steps to set up Clean Accessis as follows:

Configure Clean Access Agent /Network Scanning per user role and OSin the General Setup tab.
Require use of the Clean Access Agent for arole, enable network scanning web pages for web login
users, and block or quarantine users with vulnerabilities. See General Setup Summary, page 9-10.

Configure the Clean Access-related user roleswith session timeout and traffic policies (in-band).
Traffic policies for the quarantine role allow access to the User Agreement Page and web resources for
quarantined users who failed network scanning. Traffic policies for the Clean Access Agent Temporary
role allow access to the resources from which the user can download required software packages. See

Configure Network Scanning Quarantine Role, page 8-18.

Configure network scanning, or Clean Access Agent scanning, or both.

If configuring network scanning. Load Nessus plugins to the Clean Access Manager repository. To
enable network scanning, select the Nessus pluginsto participate in scanning, then configure scan result
vulnerabilities for the user roles and operating systems. Customize the User Agreement page. See
Network Scanning |mplementation Steps, page 10-2. Note that the results of network scanning may vary
due to the prevalence of personal firewalls which block any network scanning from taking place.
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Step 5

Step 6

Step 7

Clean Access Overview WM

If configuring Clean Access Agent. Require use of the Clean Access Agent for the user role in the
General Setup tab. Download the latest Cisco checks, rules, AV product support, default host traffic
policies, and Agent patches via Retrieve Updates, page 11-16. Plan and define your requirements per
user role. Configure AV Rules or create custom rules from checks. Map AV Rulesto an AV Definition
Update requirement, and/or map custom rules to a custom requirement (File Distribution/Link
Distribution/Local Check). Map requirements to each user role. See Configuration Steps for Clean
Access Agent, page 11-3.

Test your configurations for user roles and operating systems by connecting to the untrusted network
asaclient. Monitor the Certified List, Online Users page, and Event Logs during testing. Test network
scanning by performing web login, checking the network scanning process, the logout page, and the
associated client and administrator reports. Test Clean Access Agent by performing theinitial web login
and Clean Access Agent download, Clean Access Agent login, requirement checks and scanning, and
view the associated client and administrator reports.

If needed, manage the Certified List by configuring other devices, such as floating or exempt devices.
Floating devices must be certified at the start of every user session. Exempt devices are excluded from
Clean Access requirements. See Manage Certified Devices, page 9-17.

For further details, see:
» Network Scanning Implementation Steps, page 10-2
- Configuration Steps for Clean Access Agent, page 11-3
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General Setup Summary

Note

Web pages shown to Clean Access Agent/network scanning users must first be enabled in the admin
console. The General Setup tab (under Device Management > Clean Access) enables several page
controls for Clean Access, as shown in Figure 9-1. Some of these controls pertain to pages shown to the
web login user during network scanning, while others enable Clean Access Agent-related dial ogs or web
pages. In addition to page content, you can also specify whether or not pages appear when the user logs
in with a specific user role and operating system.

Clean Access Agent/network scanning pages are always configured by both user role and client OS.

Clean Access Agent users see the login page and the Clean Access Agent download page only during
theinitial web login and Agent installation and download. After installation, Clean Access Agent users
should login through the Clean Access Agent dialog which automatically pops up when “Popup Login
Window” is selected from the system tray icon menu. Clean Access Agent users can also bring up the
login dialog by right-clicking the Clean Access Agent system tray icon and selecting “Login.” Typically,
Clean Access Agent users will not see quarantine role pages or popup scan vulnerability reports, as the
Agent dialogs perform the communication.

Web login users see thelogin and logout pages, quarantine role or blocked access pages and Nessus scan
vulnerability reports, if enabled.

Figure 9-5 General Setup Tab
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Table 9-1 explains the General Setup tab configuration options. For examples and descriptions of all
user pages, see Table 9-2 on page 9-13.

Table 9-1 General Setup Configuration Options
Control Description
User Role Choose the user role for which to apply Clean Access General Setup controls. The dropdown

list shows all rolesin the system. Configure user roles from User M anagement > User Role
(see Add New Role, page 5-6.)

Operating System

Choose the client OS for the specified user role. By default, 'ALL' settings apply to all client
operating systems if no OS-specific settings are specified.

Require use of Clean
Access Agent

Click this checkbox to have clients in the selected user role and OS be redirected to the Clean
Access Agent Download Page M essage (or URL) after the initial web login. Users will be
prompted to download, install, and use the Clean Access Agent to log into the network. To
modify the default message, type HTML text or enter a URL to instruct users to download the
Clean Access Agent.

Note  Clean Access Agent requirement configuration must also be completed as described in

Chapter 11, “Clean Access Agent.”

Show Network Scanner
User Agreement Pageto
web login users

Click this checkbox to present the User Agreement Page (“Virus Protection Information”) after
web login and network scanning. The page displays the content you configure in the User
Agreement configuration form. Users must click the Accept button to access the network.

Note  The User Agreement Page is only shown to the first user that logs in with the device.
This helpsto identify the authenticating user who accepted the UAP. Clearing the device

from the Certified List will force the user to accept the UAP again at the next login.

Be sure to configure the page as described in Customize the User Agreement Page, page 10-16.

Enable pop-up scan
vulnerability reports
from User Agreement
Page

Click this checkbox to enable web login users to see the results of their network scan from a
popup browser window. If popup windows are blocked on the client computer, the user can view
the report by clicking the Scan Report link on the Logout page.

Require usersto be
certified at every web
login

« Click this checkbox to force user to go through network scanning every time they access
the network.

« |If disabled (default), users only need to be certified the first time they access the network,
or until their MAC address is cleared from the Certified List.

Show Network Policy to
Clean Access Agent users
[Network Policy Link:]

Click this checkbox if you want to display alink in the Agent to a Network Policy (Acceptable
Usage Policy) web page that Agent users must accept to access the network. You can use this
option provide a policies or information page about acceptable client usage on your network.
This page can be hosted on an external web server or on the Clean Access Manager itself.

» Tolink to an externally-hosted page, type the URL in the Network Policy Link fieldin the
form http://mysite.com/helppages.

» To put the network policy page on the CAM, for example “ helppage.htm,” upload the page
using Administration > User Pages > File Upload, then point to the page by typing the
URL http://<CAM IP address>/admin/helppage.htm inthe Network Policy Link field.

Note  TheNetwork Policy pageisonly shown to the first user that logsin with the device. This
helps to identify the authenticating user who accepted the Network Policy Page.
Clearing the device from the Certified List will force the user to accept the Network

Policy again at the next login.

See Configure Network Policy Page (Acceptable Usage Policy) for Agent Users, page 11-20
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Table 9-1

General Setup Configuration Options (continued)

Control

Description

L ogoff Clean Access
Agent usersfrom
networ k on their machine
logoff or shutdown

For in-band configurations (release 3.5(7) and above), clicking this checkbox causes the Clean
Access Agent (3.5.9 and above) to log the user off the Cisco Clean Access system prior to
Windows domain user logout (Start->Shutdown->Log off current user) or Windows shutdown
(Start->Shutdown->Shutdown machine).

Leaving this option unchecked allows logged-in Agent users to remain logged into the network
when the machine is shut down/restarted.

Note  Thisfeature only appliesto new Agent logins. For example, if the administrator checks
the option to force users to log off at Windows shutdown, this will not apply to users
who are already logged in. The feature only immediately appliesto new user logins after
the option is checked in the web console.

Note  This Agent logout feature does not apply to OOB deployment.

Note If the Agent isterminated by Windows prior to successfully logging off from the Clean

Access environment, the Clean Access logoff attempt may not succeed.

Exempt certified devices
from web login
requirement

Click this checkbox to place the MAC address of devicesthat are on the Clean Access Certified
List into the authentication passthrough list. This allows devices to bypass authentication and
the Clean Access process altogether the next time they access the network.

Block/Quarantine users
with vulnerabilitiesin
role

» Click this checkbox and select a quarantine role from the dropdown menu to put the user
in the quarantine role if found with vulnerabilities after network scanning. If quarantined,
the user must correct the problem with their system and go through network scanning again
until no vulnerabilities are found in order to access the network.

» Click this checkbox and select Block Access from the dropdown menu to block the user
from the network if found with vulnerabilities after network scanning. If a user is blocked,
the Blocked Access page is shown with the content entered in the M essage (or URL) for
Blocked Access Page: field.

Note  Therole session expiration time appearsin parentheses next to the quarantine role name.
This session time will also appears on the User Agreement Page, if display of the page

is enabled for a quarantined user.

Show quarantined users
the User Agreement Page
of

If Quarantineis selected for “Block/Quarantine userswith vulnerabilitiesin role,” this
option appears below. It lets you present a User Agreement Page specific to the quarantine role
chosen for users who fail scanning. Alternatively, Clean Access can present the page associated
with the user’s normal login role. See Customize the User Agreement Page, page 10-16 for
further information.

M essage (or URL) for
Blocked Access Page:

If Block Accessis selected for “Block/Quarantine userswith vulnerabilitiesin role”, this
option appears. To modify the default message, type HTML text or enter aURL for the message
that should appear when a user is blocked from the network for failing Clean Access
certification.

[l Cisco Clean Access Manager Installation and Administration Guide
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Table 9-2 summarizes the web pages that appear to users during the course of login and Clean Access
certification, and lists where they are configured in the web admin console.

Table 9-2

User Page Summary

User Page Summary Il

Page

Configured in:

Purpose

Web Login Pages

Login Page

Administration > User Pages
> L ogin Page

See User Login Page, page 7-1
for details.

The Login pageisconfigured separately from web pagesfor Clean Access
Agent/network scanning, and isthe network authentication interface when
using network scanning only. Clean Access Agent users only need to use
it once to initially download the Agent installation file. Login pages can
be configured per VLAN, subnet and client OS. The user enters his/her
credentials to authenticate, and the CAM determines the user’s role
assignment based on local user/user role configuration.

Cisce Srstimg

101 x|
|

Cisco Clean Access Authentication

Usemame

Contrun
credetials 10 access ths network

Dustt A

Inainl CA Cant Help

ety Ca1a Ch s

L ogout Page

User Management > User
Roles> New Roleor Edit Role

The Logout page appearsonly for users that use web login to authenticate.

- After the user successfully logs in, the Logout page pops up in its own
(web login . S .
browser and displays user status based on the combination of options you
users only)
select.
See Specify Logout Page
Information, page 7-10 for
details. Cisco Clean Access Authentication
Lo s ooy gt o e e
& Done =] R
Note  Users (especially usersin aquarantine role) should be careful not
to close the Logout page to be able to log themselves out instead
of having to wait for a session timeout.
Cisco Clean Access Manager Installation and Administration Guide
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Table 9-2

User Page Summary (continued)

Page

Configured in:

‘ Purpose

Clean Access Agent User Pages

Clean Access
Agent
Download
Page

Device Management > Clean
Access > General Setup

See Require Use of the Clean
Access Agent for Role, page
11-19.

When use of the Clean Access Agent is required for the role, this page
appears after the initial one-time web login to prompt the user to
download and install the Agent. Once installed, the user should use the
Agent to log in rather than opening a browser.

30 L L an Axv s Auper Dosmndesad - Hicrenoll Intemet, Explorer

A=TE)
Be [h yew Fgoie Dok b
demack = = - (D) A Dsewch Galreeter Frwds F T Db
Aeress [ otpa 1110 01 207 imafomrts vk e x| e |k

Metwork Security Notice: This netwos
Clsco Clean Acce

s protected by the Clean Access Agent, a
e The Clean Access Agent ensures that
ents for accessing this network, and helps you
to-date

If you dorf't have the Clean Aoo
button below. After downloadin
installation.

re yet, download it by clidking the
file, nun it to complate the

£

Eitore

4 B Loca rararet.

Clean Access
Networ k
Policy Page

Device Management > Clean
Access > General Setup

See Configure Network Policy
Page (Acceptable Usage
Policy) for Agent Users, page
11-20.

The Clean Access Agent can be configured to display a“Network Usage
Terms & Conditions” link that opens an A cceptable Network Usage policy
web page that you have already configured. This page can be hosted on an
external web server or on the CAM itself. Agent users must click the
Accept button from the Agent dialog to be able to access the network.

Clean Access Agent

e network requires that you review and
@ following Network Usage Policy

Matwerk Usage Terms & Conditions

Clean Access Agent

& Your network access is blocked!
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Table 9-2

User Page Summary (continued)

User Page Summary Il

Page

Configured in:

‘ Purpose

Web Login /Network Scanner User Pages

Networ k Enablein: If enabled, this page appears after aweb login user authenticates and
Scanning User Device Management > Clean passes network scanning. The user must click Accept to access the
Agreement Access > General Setup network.
Page
Configure page in:
Device Management > Clean
Access > Network Scanner >
Scan Setup > User Agreement
See Customize the User
Agreement Page, page 10-16
and Figure 9-1 on page 9-2.
Please understand that by clicking “Accept”™ button, you are certifying that you have followed
2l oo 8 @ v
Scan Enablein: If enabled, this client report appears to web login users after network
Vulnerability Device Management > Clean scanning results in vulnerabilities. It can also be accessed as a link from
Report Access > General Setup the Logout page. Administrators can view the admin version of the client
_ _ report from Device M anagement > Clean Access > Network Scanner >
Configure page in: Reports. Agent users with network scanning vulnerabilities see this
Device Management > Clean | informationinthe context of Agent dialogs. Thereport appearsasfollows:
Access > Networ k Scanner > 3 baip152,162,151,251 - Scan Bapor - Microet nrren Explorer
Scan %tu p > Vul ner a.b| I |t| es Valnerability Sean Report of testuser’s Machine
See Configure Vulnerability -
Handling, page 10-10 and
Figure 9-1 on page 9-2. e
| ] pone 2 A iriwrat -
Block Access |Device Management > Clean |If enabled, aweb login user sees this page if blocked from the network
Page Access > General Setup when vulnerabilities are found on the client system after network
scanning,
See Customize the User S
Agreement Page, page 10-16. Sooge — fhiane L § P B
| ] pone S @ rriwrat
Cisco Clean Access Manager Installation and Administration Guide
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Table 9-2 User Page Summary (continued)

Page Configured in: Purpose

User Enablein: If enabled, this page appears to aweb login user if quarantined when

ggrefement Device Management > Clean vulnerabilities are found on the client system after network scanning.
age: Access > General Setup

quarantined

user, original
role

Configure page in:

Network Scanner > Scan
Setup > User Agreement

Select normal login role.

See Customize the User
Agreement Page, page 10-16.

Virus Protection Information

5=

This page has the same I nformation Page M essage (or URL) contents
(“Virus Protection Information”) as the User Agreement Page for the
normal login role. However, the Acknowledgment I nstructions are
hardcoded to include the Session Timeout for the original role, and button
labels are hardcoded as “Report” and “L ogout”.

User
Agreement
Page:

guarantined
user,
guarantine
role

Enable in: Device
Management > Clean Access
> General Setup

Configure page in: Network
Scanner > Scan Setup > User
Agreement

Select appropriate quar antine
role.

See Customize the User
Agreement Page, page 10-16.

If enabled, this page appears to aweb login user if quarantined when
vulnerabilities are found on the client system after network scanning.

This page allows you to specify a User Agreement Page just for the
quarantine role, (as opposed to using the quarantine version of the User
Agreement Page for the normal login role, as described above). The
Acknowledgment Instructions are hardcoded to include the Session
Timeout for the quarantine role, and the button labels are also hardcoded
as “Report” and “L ogout”.

For additional information on redirecting users by role to specific pages or URL s (outside of Clean
Access), see Create Local User Accounts, page 5-13.

For additional Clean Access configuration information, see Configure General Setup, page 10-6.

For additional details on the Clean Access Agent, see Verify Clean Access Agent User Experience, page

11-47.
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Manage Certified Devices

Note

Note

This section describes the following:
» Add Exempt Device, page 9-18
» Clear Certified or Exempt Devices Manually, page 9-19
» View Clean Access Reports for Certified Devices, page 9-19
« View Switch Information for Out-of-Band Certified Devices, page 9-19
» Certified Device Timer, page 9-20
« Add Floating Devices, page 9-21

When a user device passes network scanning or meets Clean Access Agent requirements, the Clean
Access Server automatically adds the MAC address of the device to the Certified List (for userswith L2
proximity to the CAS).

Because the Certified List is based on client MAC addresses, the Certified List never appliesto usersin
L 3 deployments.

For network scanning, once on the Certified List, the device does not have to be recertified aslong asits
MAC addressisin the Certified List, even if the user of the device logs out and accesses the network
again as another user. (Multi-user devices should be configured as floating devices to require
recertification at each login.)

Devices automatically added by Clean Access to the Certified Device list can be cleared manually or
cleared automatically at specified intervals. Because exempt devices are manually added to thelist, they
must be manually removed. This means that an exempt device on the Certified List is protected from
being automatically removed when the global Certified Devices Timer form is used to clear the list at
regularly scheduled intervals.

Clearing devices from the Certified List (whether manually or automatically) performs the following
actions:

« Removes IB clients from the In-Band Online Users list and logs them off the network.

» Removes OOB clients from the Out-of-Band Online Users list and bounces their port
(unless port bouncing is disabled for OOB VGW; see Add Port Profile, page 4-25 for details).

» Forces client devices to repeat the Clean Access requirements at the next login.

Note that logging either an IB or OOB user off the network from Monitoring > Online Users > View
Online User s does not remove the client from the Certified List. This allows the user to log in again
without forcing the client device to go through network scanning again. Note that for Clean Access
Agent users, devices always go through Clean Access Agent requirements at each login, even if the
device is already on the Certified List.

Because the Certified List displays users authenticated and certified based on known L2 MAC address,
the Certified List doesnot display information for remote VPN/multihop L3 users. To view authenticated
remote VPN/multihop L 3 users, see the In-Band Online Users List. The User MAC field for these users
will display as “00:00:00:00:00:00.”

For further details on terminating active user sessions, see Interpreting Active Users, page 12-3 and
Out-of-Band User List Summary, page 4-44.

| oL-7044-01
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If acertified device is moved from one CAS to another, it must go through Clean Access certification
again for the new CAS unlessit has been manually added as an exempt device at the global level for all
Clean Access Servers. Thisallowsfor the case where one Clean Access Server has morerestrictive Clean

Access requirements than another.

Though devices can only be certified and added to the list per Clean Access Server, you can remove
certified devices globally from all Clean Access Servers or locally from a particular CAS only (see the
Cisco Clean Access Server Installation and Administration Guide for additional details.)

See also Certified List, page 9-7 for additional information.

Add Exempt Device

N

Note

Designating a device as exempt is the way a device can be manually added to the
automatically-generated Certified List. The Clean Access Server only adds adevice to the Certified List
if the device has met the Clean Access criteria you configured. A device designated as Exempt is
considered clean and therefore exempt from having to go through certification while its MAC address
remains on the Certified List. Adding an exempt device in effect bypasses the Clean Access Server's
automated process of Clean Access certification.

To add an exempt device:
1. Goto Device Management > Clean Access > Certified Devices > Add Exempt Device

Figure 9-6 Add Exempt Device

L3
Device Management > Clean Access

Certified
Devices
Certified List -

Agent
Add Floating Device - Timer

Add Exempt Device -

Exempt Device MAC Address:

loo:11:58:22:27:CF | Clean Access requirements are enforced when
l00:0F:1F: 1E:C5: 28 | users first attempt to access the network.
e e e | When a device is certified, it is added to the
|oo:oc: 76:0E:1E:28| | following lst.

Add a MAC address here to exempt the device
from Clean Access requirements.

(ex: D0:16:21:11:4D:67)

Add Exempt 7]

>

2. Typethe MAC addressinthe Exempt Device M AC Addressfield. To add several addresses at once,
use line breaks to separate the addresses.

3. Click Add Exempt.
4. The Certified List page appears, highlighting the exempt devices (Figure 9-7).

Exempt devices added with these forms are exempt for all Clean Access Servers. To designate an exempt
device for only a particular Clean Access Server, see the Cisco Clean Access Server Installation and

Administration Guide.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 9-7 Clean Access Certified List

Device Management > Clean Access D -

Certified Devices
Certified List -

General Setup

Network Scanner
Add Floating Device

Clean Access Agent

Add Exempt Device - - Timer

IAny CCA Server 'l Search Far: |—Se|ed Field—j |equals jl
FesetView | Wiew | Clear Exempt | Clear Ceified | Clear All |

Certified Devices 1-4 of 4 | First | Previous | Mext | Last |

“ﬂﬂ.
Seruer

GLOBAL 00:11:58:22:271CF axempt axempt 2235024033
i GLOBAL 00:0F:1F:1E:C5: 28 axempt axempt % ZES?DE‘:‘D;S r
GLOBAL 00:0C:76:0E:1E: 28 axempt axempt % ZES?D'E‘:‘D';S r
10.201.5.35 00:0F:1F: AG:ET: 14 tast Local DB A!ﬂw Zgg?l'g‘:‘éf r "
|4 | ol

Clear Certified or Exempt Devices Manually

To clear device MAC addresses, go to Device Management > Clean Access > Certified Devices >
Certified List and click:

« Clear Exempt to remove only the MAC addresses that were added manually with the Add Exempt
button.

» Clear Certified toremove only the MAC addresses that were added automatically by Clean Access.
» Clear All to remove MAC addresses of both exempt and certified devices.

Remove individual addresses individually by clicking Delete (% ) next to the MAC address.

View Clean Access Reports for Certified Devices

You can view the results of previous Clean Access Agent scans for certified devices under Device

M anagement > Clean Access > Clean Access Agent > Reports. Click the View (,7) button to see
which requirements, rules, and checks succeeded or failed for an individual client. See Access Clean
Access Agent Reports, page 11-45 for details.

You can view the results of previous network scans for certified devices at any time from Device
Management > Clean Access > Network Scanner > Reports. Click the Report button (2 ) to seean
individual scan report. See View Scan Reports, page 10-14 for details.

View Switch Information for Out-of-Band Certified Devices

For out-of-band users only, the Certified List (Figure 9-7) populates the Switch column with a Switch
button. Clicking the Switch button ([Bf]) for an out-of-band client brings up a dialog with the switch IP,
Port 1D, and last update time of the client (Figure 9-8).

Cisco Clean Access Manager Installation and Administration Guide
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Figure 9-8 Switch Button Popup
/A evice Location - Microsoft Internet Expl =13l x|
Switch 1P: 10.201.3.17
Port ID: 14
Last Updated Time: 2005-03-10 17:26:24.137
Close |

[

For further details on OOB clients, see Chapter 4, “ Switch Management and Cisco Clean Access
Out-of-Band (OOB)” and Out-of-Band Users, page 12-6.

Certified Device Timer

You can usethe Certified Device Timer formto clear the global Certified Devicelist at aspecifiedinitial
time, and at regular intervals after that.

Note that the Certified Devices Timer form is an automatic process that only clears devices added to the
Certified List by Clean Access. It does not clear Exempt devices, which are manually added to the
Certified List. Clearing the Certified List terminates all online user sessions.

To clear the certified device list on a timed basis:
1. Under the Certified Devices tab, click the Timer submenu link.

Figure 9-9 Certified Devices Timer

@

L3
- Device Management > Clean Access

Clean Access
Agent

Timer

Certified Devices General Setup Network Scanner

Certified List - Add Exempt Device - Add Floating Device -

Enable certified device list clearing timer

Initially clear certified devices at: 2/25{2005 13:00:00

(date and time; ex: 04/22/2004 13:00:00)

Clear at the same time every: days
{enter 0 to disable regular clearing)
Update Cancel
(The certified device list will next be cleared at 02/25/2005 13:00:00.] w
LIk s | >

2. Select the Enable certified device list clearing timer check box.

3. Inthelnitially clear certified devices at, specify the time when the device should be cleared in the
format: mm/dd/yyyy hour:min:sec

4. Tohavethelist cleared regularly after theinitial clearing, enter the interval in number of daysin the
Clear at the sametime every field.

5. Click Update.

The time when the next scheduled clearing will occur appears at the bottom of the page. Note that for
daylight time changes, the timer is programmed based off of the number of hours since the last reset.

Cisco Clean Access Manager Installation and Administration Guide
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For additional information on terminating user sessions, see also Configure User Session and Heartbeat
Timeouts, page 8-14.

Add Floating Devices

Note

Note

A floating deviceis certified only for the duration of a user session. Once the user logs out, the next user
of the device needs to be certified again. Floating devices are useful for managing shared equipment,
such as kiosk computers or wireless cards loaned out by alibrary.

In addition to session-length certification, you can configure devices that are never certified. Thisis
useful for multi-user devices, such as dial-up routers that channel multi-user traffic from the untrusted
side of the network. In this case, the Clean Access Server will see only that device’'s MAC address asthe
source and destination of the network traffic. If the device is alowed to be certified, after the first user
is certified, additional users would be exempt from certification. By configuring the router’'s MAC
address as a floating device that is never certified, you can ensure that each user accessing the network
through the device is individually assessed for vulnerabilities/requirements met.

In this case, the users are distinguished by IP address. Users must have different |P addresses. If the
router performs NATing services, the users are indistinguishabl e to the Clean Access Manager and only
the first user will be certified.

You must run release 3.5(3) or above of CAM/CAS/Agent to support multi-hop L3 in-band deployment
Clean Access Agent 3.5.2 and below does not support deployment behind routers or dial-up routers.

Figure 9-10 shows the Floating Devices tab.

Figure 9-10 Floating Devices

|+

Device Management > Clean Access B

Clean Access
Agent
- Timer

Certified Devices General Setup MNetwork Scanner

Certified List - Add Exempt Device - Add Floating Device

Floating Device MAC Address:

;l Enter a device with type set to 0 to allow it to be
certified only for the duration of the user session.
After logout, the device will need to be certified
again.

Set type to 1 to never exempt the device from
certification. This is useful for non-user devices that
LI channel traffic from multiple users to the netwark,

(Farmat: <MAC™ <types <dascription™ such as dial-up routers or WPN concentrators.

ex: 00:16:21:11:40:67 0 laptopl)

| Add Device |

MAC Address Clean Access Server

|

e T

For VPN concentrator/multihop L3 deployment, administrators must add the MAC address of the
router/VPN concentrator to the Floating Device list (example entry: 00:16:21:11:4D:67 1
vpn_concentrator). See “Integrating with Cisco VPN Concentrators’ in the Cisco Clean Access Server
Installation and Administration Guide.

| oL-7044-01
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To configure a floating device:
1. Goto Device Management > Clean Access > Certified Devices > Add Floating Device.
2. Inthe Floating Device MAC Addressfield, enter the MAC address. Type the entry in the form:
<MAC> <types> <descriptions
Where:
— <mac> isthe MAC address of the device.
— <type> iS€ither:
0O for session-scope certification, or
1 if the device should never be considered certified
— <descriptions iSan optional description of the device.

Include spaces between each element and use line breaks to separate multiple entries. For example:

00:16:21:23:4D:67 0 LibCardl
00:16:34:21:4C:68 0 LibCard2
00:16:11:12:4A:71 1 Routerl

3. Click Add Device to save the setting.
To remove a floating device, click the Deleteicon () for the MAC address.

[l Cisco Clean Access Manager Installation and Administration Guide
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Network Scanning

This chapter describes how to set up network scanning for Clean Access. Topics include;
- Overview, page 10-1
» Configure the Quarantine Role, page 10-3
» Load Nessus Plugins into the Clean Access Manager Repository, page 10-3
« Configure General Setup, page 10-6
e Apply Plugins, page 10-7
» Configure Plugin Options, page 10-9
- Configure Vulnerability Handling, page 10-10
» Test Scanning, page 10-12
» Customize the User Agreement Page, page 10-16
« View Scan Reports, page 10-14

Overview

The Clean Access network scanner uses Nessus pluginsto check for security vulnerabilities. With Clean
Access, you can define automatic, immediate responses to scan results. For example, if a vulnerability
is found, you can have the user notified, blocked from the network, or assigned to a quarantine role.

Nessus (http://www.nessus.org), an open source project for security-related software, provides plugins
designed to test for specific vulnerabilities on a network. In addition to plugins for remotely detecting
the presence of particular worms, plugins exist for detecting peer-to-peer software activity or web
servers. The following description defines Nessus plugins:

Nessus plugins are very much like virus signatures in a common virus scanner application. Each
plugin iswritten to test for a specific vulnerability. These can be written to actually exploit the
vulnerability or just test for known vulnerable software versions. Plugins can be written in most any
language but usually are written in the Nessus Attack Scripting Language (NASL). NASL isNessus'
own language, specifically designed for vulnerability test writing. Each plugin is written to test for
a specific known vulnerability and/or industry best practices. NASL plugins typically test by
sending very specific code to the target and comparing the results against stored vulnerable values.

Anderson, Harry. “Introduction to Nessus’ October 28, 2003
http:/www.securityfocus.com/infocus/1741 (10/29/04).

Cisco Clean Access Manager Installation and Administration Guide
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You can use most standard Nessus plugins with Clean Access. You can also customize plugins or create
your own using NASL. Refer to the Nessus website for information on how to create plugins using
NASL.

When scanning is performed, the network scanner scans the client system according to the plugins you
selected and generates a standard report to the Clean Access Manager containing the results of the scan.
Network scanning reportswill indicate whether the plugin resulted in asecurity hole, warning, or system
information (according to how the Nessus plugin was written). The Clean Access Manager then
interprets the report by comparing the result of the plugin to the vulnerability definition you have
configured for it. If the report result matches the result you have configured as a vulnerability, the event
islogged under Monitoring > Event L ogs > View L ogs, and you can also configure the following
options:

» Show the result of the scan to the user.

» Block the user from the network

» Put the user in the quarantine role for limited access until the client system is fixed.
» Warn the user of the vulnerability (with the User Agreement Page).

Network Scanning Implementation Steps

The following sections describe the steps required to set up network scanning:

Stepl  Configure the Quarantine Role, page 10-3

Step2  Load Nessus Plugins into the Clean Access Manager Repository, page 10-3
Step3  Configure General Setup, page 10-6

Step4  Apply Plugins, page 10-7

Step5  Configure Plugin Options, page 10-9

Step6  Configure Vulnerability Handling, page 10-10

Step7  Test Scanning, page 10-12

Step8  Customize the User Agreement Page, page 10-16

Step9  View Scan Reports, page 10-14

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



| Chapter10  Network Scanning

Configure the Quarantine Role Il

Configure the Quarantine Role

See Configure Network Scanning Quarantine Role, page 8-18 for details.

Load Nessus Plugins into the Clean Access Manager Repository

When the Clean Access Manager isfirst installed, its Nessus scan plugin repository is empty. Any
pluginsin the repository are listed under Device M anagement > Clean Access > Network Scanner >

Scan Setup > Plugins. You can manually load plugins you have created or downloaded from the Nessus
website to the Clean Access Manager.

Figure 10-1 Network Scanner Plugins Page

v

Device Management > Clean Access

Clean Access
Agent

Certified Devices

General Setup MNetwork Scanner

Scan Setup - Plugin Updates - Reports

Plugins | Options | Yulnerabilities | User Agreement | Test

User Rale |al|0w all j

Operating System IALL 'l

(By default, 'ALL' settings apply to all dient operating systerns if no ©5-specific settings are specified.)

Wwhen there are plugin dependencies and a prerequisite plugin is not enabled (2.9, enabled plugin B depends an

dizabled plugin A's result), the dizabled plugin iz still applied. In this caze, anly the administrator report will show the
dizabled plugin's scan result,

¥ Enable scanning with selected plugins: Update | Cancel |

Showl—SB|E!Cth— j plugins
[15570] Post-Huke Trojan Horse

12642] IMP Detection

122527 Korgo wormn detection

111357 Bugbear worm

12266] Dabber worm detection

AR

_I 120291 MyDoom Yiras Backdoor
-

N

Note  Only Nessus 2.0 plugins are supported and can be uploaded to the Clean Access Manager.

Plugins that you have loaded are automatically published from the Clean Access Manager repository to
the Clean Access Servers, which perform the actual scanning. The CAM distributes the plugin set to the
Clean Access Servers asthey start up, if the CAS version of the plugin set differsfrom the CAM version.

Note  Dueto alicensing requirement by Tenable, Cisco is no longer able to bundle pre-tested Nessus plugins
or automated plugin updates to Cisco Clean Access, effective Release 3.3.6/3.4.1. Customers can still
download Nessus plugins selectively and manually through http://www.nessus.org.

For details on Nessus plugin feeds, see http://www.nessus.org/plugins/index.php?view=feed.
To facilitate the debugging of manually uploaded plugins, see Show L og, page 10-13.
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Manually Loading Plugins

Note

Tip

With manual loading, you can load individual pluginsacquired from the Nessus website or that you have
created yourself into the repository. Be sure to check dependencies for the plugin that you want to add,
and load the plugins on which your plugin depends. When customizing a plugin, it is recommended that
you give the plugin a unique name, so that it is not overwritten later by a plugin in a Nessus update set.

The plugin’s description appears in the Plugins form of the Scan Setup submenu (Figure 10-3). By
customizing the plugin’s description, you enable admin console users to distinguish the plugin from
othersin the plugin set.

To Manually Load Plugins:
1. Goto Device Management > Clean Access > Network Scanner > Plugin Updates.

Figure 10-2 Plugin Updates

°| Device Management > Clean Access B

Clean Access
Agent

Network
Scanner
Reports

Certified
Devices
Scan Setup -

General Setup

Plugin Updates -

Manage the Clean Access Manager's plugin repository here, Use manual updating to load
plugins {e.g. myplugin.nasl or plugins.tar.gz) you have acquired or created yourself. When
there are plugin dependencies and a prerequisite plugin is not uploaded, the uploaded
plugin won't be applied.

Manual Update I Browse. .. |

Upload | Delste All Plugins |

[Renarme your archive file of plugins to "plugins.tar.gz" before uploading, Cnly plugins compatible with
Messus 2,0 are supported.)

d S @

2. With the plugin file in a location accessible to the computer on which you are working, click the
Browse button next to the Manual Update field and navigate to the plugin archive file
(plugins.tar.gz) or individual plugin file (myplugin.nasl).

« The filename of the uploaded nessus plugin archive must be plugins.tar.gz.
« Only Nessus 2.0 plugins are supported.

3. Click Upload.

4, Thelist of plugins loaded to the repository displays under Network Scanner > Scan Setup >
Plugins (Figure 10-3).

If the plugins do not immediately display after Upload, click Delete All Plugins, then perform the
upload again.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 10-3 Plugins Page is Populated After Upload

~

Device Management > Clean Access D =

Certified t Network

Devices EerEelEE _ Scanner

Scan Setup - Plugin Updates - Reports

Plugins | Options | Vulnerabilities | User Agreement | Test
User Role | Unauthenticated Role v|
Operating
v
System ALL
(By default, 'ALL' settings apply to all client operating systems if no O5-specific settings are specified.)
When there are plugin dependencies and a prerequisite plugin is not enabled (e.g. enabled plugin B
depends on disabled plugin A's result), the disabled plugin is still applied. In this case, only the
administrator report will show the disabled plugin's scan result.
D Enable scanning with selected plugins: Update Cancel

Show|A” v||:||ugin5

[ network Chemistry Wireless Sensor Detsction

[] alcstel OmniSvitch 7700/7800 svitches backdoor

D JServ Cross Site Scripting

[ Unpaszsworded dste sccount

D Extent RBS ISP

E om guery CGI

[] 2ppleshsre 1P Server ststus query

[ smad

[ Etherleak

[] worderess code/sal injection b

< | 1>

When there are plugin dependencies and a prerequisite plugin is not uploaded, the uploaded plugin
will not be applied.

With release 3.5(6), the default view on the Nessus plugin page is changed from “All” to “ Selected.”
If Nessus plugins have not yet been checked and updated for the user role, the default view (i.e.
Selected Plugins) shows no plugins. To select plugins, the administrator must choose one of the
other views (for example, “All,” “Backdoors,” etc.) from the “ Show...Plugins’ dropdown.

5. Apply the plugin and configure its parameters as described in the following sections:
— Apply Plugins, page 10-7
— Configure Vulnerability Handling, page 10-10.

Deleting Plugins

1.
2.

Go to Device Management > Clean Access > Network Scanner > Plugin Updates.

Click the Delete All Plugins button to remove all plugins from the repository. The Networ k
Scanner > Scan Setup > Plugins page will no longer be populated.

Cisco Clean Access Manager Installation and Administration Guide
[ oL-7044-01 .m



Chapter 10 Network Scanning |

M Configure General Setup

Configure General Setup

After loading the scan plugins, you can configure scanning by user role and operating system. Before
starting, make sure user roles appropriate for your environment are created.

The General Setup page provides general controls to configure user roles and operating systems for
network scanning, including whether user agreement or scan report pages pop up, and whether a client
is blocked or quarantined if found with vulnerabilities.

To configure network scanning user page options:
1. From Device Management > Clean Access > General Setup choose the role for which you want

to configure scanning from the User Role dropdown.

Figure 10-4 General Setup—Network Scanning

Device Management > Clean Access )]

Certified Devices General Setup MNetwork Scanner Clean Access Agent

User Role |Emp|0yee j

Operating System ALL -
(By default, 'ALL' settings apply to all dient operating systerns if no ©5-specific settings are specified.)

[T Reguire use of Clean Access Agent
Clean Access Agent Download Page Message (or URL):
<brNetwork Security Notice:</b> This network is protected fj

by the Clean Access Agent, a component of the Cisco Clean
AllLcos Juits. 1oc wican allcos AYSUL CUSWLSS LOAL yUuL

1

computer meets the regquirements for accessing this network, _J
-

and _helna wron keen wronr comnnter ssacnre and n—to-date
Show Metwork Scanner User Agreement page to web login users
Enable pop-up scan vulnerakbility reports from User Agreement page
Require users to be certified at every web login

Show Metwork Policy to Clean Access Agent users

O«

MNetwork Policy Link:
Logoff Clean Access Agent users from network on their machine logoff or shutdown
Exempt certified devices from web login requirement
Blaock/Quarantine users with vulnerabilities in rale: |Ouarantine Rale (4 minutes) |

00

Show quarantined users User Agreement Page of: |quarantine role j

Update | Cancel |

2. Similarly, choose the user operating system to which the configuration applies from the Operating
System dropdown. You can apply settings to all versions of an OS platform (such as
WINDOWS_ALL), or to a specific operating system version (such as WINDOWS_XP). ALL
settings will apply to aclient system if a configuration for the specific version of that user’s
operating system does not exist.

If providing specialized settings, select the operating system and clear the checkbox for the ALL
setting (for example, deselect “Use 'ALL" settings for the WINDOWS OS family if no
ver sion-specific settings are specified”).

3. Configure the General Setup tab options as desired. When finished, click Update to save your
changes to the user role. For scanning, the options typically enabled are:

— Show Network Scanner User Agreement page to web login users

Cisco Clean Access Manager Installation and Administration Guide
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— Enable pop-up scan vulnerability reports from User Agreement page

— Requireusersto be certified at every web login — this forces clients to go through network
scanning at each login (otherwise, clients go through scanning only the first time they log in.)

— Block/Quarantine users with vulnerabilities in role—either:
Select the quarantine role in which to quarantine the user, or

Select block access to block the user from the network and modify the contents (if desired) of
the blocked access page that will appear.

For additional details, see General Setup Summary, page 9-10 and Customize the User Agreement Page,
page 10-16.

Apply Plugins

Select the Nessus pluginsto be used to determine client vulnerabilities from the Plugins page. Select the
user role and operating system and choose the plugins that participate in scanning.

To apply scanning plugins:

1.

Go Network Scanner > Scan Setup > Plugins.

Figure 10-5 Plugins

Device Management > Clean Access 2

Clean Access
Agent

Certified Devices General Setup MNetwork Scanner

Scan Setup - Plugin Updates - Reports
Plugins | Options | Yulnerabilities | User Agreement | Test

User Rale |al|0w all j

Operating System IALL 'l

(By default, 'ALL' settings apply to all dient operating systerns if no ©5-specific settings are specified.)

Wwhen there are plugin dependencies and a prerequisite plugin is not enabled (2.9, enabled plugin B depends an
dizabled plugin A's result), the dizabled plugin iz still applied. In this caze, anly the administrator report will show the
dizabled plugin's scan result,

¥ Enable scanning with selected plugins: Update | Cancel |

Showl—SB|E!Cth— j plugins
¥ [15570] Post-Nuke Troian Horse

12642] IMP Detection

122527 Korgo wormn detection

111357 Bugbear worm

12266] Dabber worm detection

120291 MyDoom Yiras Backdoor

AR A

-

In the form, select a User Role and Operating System, and check the Enable scanning with
selected plugins check box.

If you have many pluginsin the repository, you can filter which are displayed at atime by choosing
aplugin family from the plugins list, as shown below.

— Selecting All displays all pluginsin the repository.

| oL-7044-01
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Note

N

Note

— Choosing - Selected- displays only the plugins you aready chose and enabled for the role.

Cisco Recommended
™ nay
™ uGeneral
I~ g{Backdoors
- ,JCGlabuses
Il | Default Unix Accounts

A Mise.
™ siDenial of Service
™ eWindows : Usermanagement =

With release 3.5(6), the default view on the Nessus plugin page (Device M anagement > Clean Access
> Network Scanner > Scan Setup > Plugins) is changed from “All” to “ Selected.” Note that if Nessus
plugins have not yet been checked and updated for the user role, the default view (i.e. Selected Plugins)
shows no plugins. To select plugins, the administrator must choose one of the other views (for example,
“All,” “Backdoors,” etc.) from the “ Show...Plugins” dropdown.

4. Click the plugin name for details. An information dialog appears for each plugin (Figure 10-6).

Figure 10-6 Nessus Plugin Description

2 hitps://192.168.151. 253/admin/nsinfo.jsp?id=12029 -Wicrosoft Internet Explorer EE®E

* MyDoom Yirus Backdoor
This seript is Coppright (C) 2004 Tansble Watwork Security

Categary © infos

Family : Backdoors

Plugin Id : 12029

Summary : Detect MyDoam worm

HyDoom hackdoor is listening on this port.

L cracker way connect to it to retrieve secret
information, such as passwords or credit card
numbers

See also:
http://securityresponse.symantec.con/aveenter/venc/data/ w32 . novary. afimm. ht

ml

Solution: Use anti-virus software to remove it.
Risk factor: Critical

Close

&) Done S @ Inkermet

5. Select the check box for each plugin that you want to participate in the scan for that role.

If the plugin is dependent on other plugins in the repository, those plugins are enabled automatically.

6. When finished, click Update. Thistransfersthe selected pluginsto the Vulner abilities page so that
you can configure how these vulnerabilities are handled if discovered on a client system.

If the plugin has configurable parameters, you can now use the Options form to configure them, as
described in the following procedures. Otherwise you can continue to Configure Vulnerability Handling,
page 10-10.

[l Cisco Clean Access Manager Installation and Administration Guide
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Configure Plugin Options

For plugins that support input parameters, you can configure parameters in the Options form. Before
starting, the plugin must be enabled in the Plugins form, as described in Apply Plugins, page 10-7.

To configure plugin options:
1. Inthe Network Scanner tab, click the Scan Setup submenu link, then open the Options form.

2. With the appropriate role and operating system selected, choose the plugin you want to configure
from the Plugin list. All plugins enabled for the role appear in the list.

3. Choose the option you want to configure for the plugin from the options list. When you select a
configurable option, a parameter text box appears to the right of the option. Parameters that cannot
be configured are indicated by a “Not supported” message

Figure 10-7 Options
___________________________________________________________________________|
~ 4
Device Management > Clean Access 2 -

Network Clean Access
Scanner Agent
Scan Setup - Plugin Updates - Reports

Plugins | Options | Vulnerabilities | User Agreement | Test

Certified Devices General Setup

User Role |TestRoIe v|

(By default, 'ALL' settings apply to all client operating systems if no O5-specific settings are specified.)

Plugin : Options

|HTTP login page v| : | Login form: v| |
3 :
vis L
in— i _ arameter value —
plugin options p (or enable)

4. Select the enable or type the parameter value in the text box and click Update. Note that you need
to click Update for each parameter you configure.

Note  Cisco recommends using the Clean Access Agent for host registry checks. In order to use Nessus
Windows registry checks, you will need to have a common account (with access to the registry) on all
the machines you want to check. This can be configured under Device M anagement > Clean Access >
Network Scanner > Scan Setup > Options| Category: L ogin configur ations| Preference Name: [SM B
account/domain/password].

| oL-7044-01
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Configure Vulnerability Handling

If scanning uncovers a vulnerability on the user’s system, the user can be blocked from the network,
guarantined, or only warned about the vulnerability.

Network scan reports are listed by user logon attempt under Device M anagement > Clean Access >
Network Scanner > Reports. Client scan reports can be enabled by selecting the “ Enable pop-up scan
vulnerability reportsfrom User Agreement page” option from Device M anagement > Clean Access
> General Setup.

If enabled, aclient scan report will appear in a popup window to notify usersif avulnerability result was
found. This client report is a subset of the scan report and lists only vulnerability results along with
instruction steps or a URL link that guide the user through remediation for the vulnerability. If browser
popups are blocked on the user’s system, the user can click the Scan Report link on the logout page to
view the report. The warning text that appears to users for each vulnerability is configurable, as
described in the following procedures.

Note that typically, plugins do not return results when no issueisfound. If aclient goes through network
scanning and no vulnerability results are found, no scan report popup is displayed.

To configure how vulnerabilities are handled:
1. Open the Network Scanner > Scan Setup > Vulnerabilities form.
2. Select aUser Role and Operating System. Note that plugins selected apply to the User Role:OS

pair. The same set of plugins appears for all operating systemsin the role. However, you can
customize which plugins are considered vulnerabilities per operating system.

Figure 10-8 Vulnerabilities
|

Device Management > Clean Access )]

Certified Devices General Setup Network Scanner Clean Access Agent
Scan Setup - Plugin Updates - Reports
Plugins | Options | Vulnerabilities | User Agreement | Test

User Role TestRole v

Operating System ALL v

(By default, 'ALL' settings apply to all client operating systems if no O5-specific settings are specified.)

Enabled Plugins:

| vulnerableif.. |  Instruction |  Link [Edi]
12252 *ﬁzrtgeztxﬁlrm ~NEVER - v 4
12020 " My2oom Vs [HOLE | e o founet, P/ remedistion” g4
12219~ SaSSerVinus [0 E \WARN v o
10646  * Lion worm | HOLEWARNINFO <

v
wli L

3. For Enabled Plugins (plugins that have been enabled through the Plugins menu) select the following:
ID: Thisisthe number of the plugin that will be listed on the scan report.

Name: Name of the plugin.

Cisco Clean Access Manager Installation and Administration Guide
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Vulnerableif: These dropdown controls configure how the Clean Access Manager interprets the scan
result for the plugin. If the client is scanned and the result returned for a plugin matches the
vulnerability configuration, the client will be put in the quarantine role (or blocked). You can
increase or decrease the level of result that triggers a vulnerability and assigns users to the
guarantine role.

1.

N

NEVER = Ignore the report for the plugin. Even if aHOLE, WARN, or INFO result appears on
the report, this plugin is never treated as vulnerability and will never cause the user to be put in
the quarantine role.

HOLE = If HOLE isthe result for this plugin, the client has this vulnerability and will be put
in the quarantinerole. A result of WARN or INFO on the report isnot considered avulnerability
for thisplugin. In most cases, administrators should select “HOLE” to configure vulnerabilities.
“HOLE” will ignore the other types of information (if any) reported by plugins.

HOLE, WARN (Timeout) = This setting means the following:

A HOLE result for this plugin is considered a vulnerability and the client will be put in the
quarantinerole.

A WARN result for this plugin is considered a vulnerability and the client will be put in the
guarantine role. A WARN result means the plugin scan timed out (due to personal firewalls or
other software) and could not be performed on the machine. Choosing WARN as avulnerability
will quarantine any client that has afirewall enabled. However, it can also be used as a
precautionary measure to quarantine clients when the results of the scan are not known.

An INFO result on the report is not considered a vulnerability for this plugin.
HOLE, WARN, INFO = This setting means the following:

A HOLE result for this plugin means the client has this vulnerability and will be put in the
guarantine role.

A WARN result for this plugin is considered a vulnerability and the client will be put in the
guarantine role. An WARN result usually indicates a client that has a firewall enabled.

An INFO result on the report is considered a vulnerability and the client will be put in the
guarantine role. An INFO result indicates status information such as what services (e.g.
Windows) may running on a port, or NetBIOS information for the machine. Choosing thislevel
of vulnerability will quarantine any client that returns status information.

Note If the plugin does not return INFO results (and there are no HOLE or WARN results), the

client will not be quarantined.

5. Toedit aplugin, click the Edit button next to the plugin that you want to configure.

6. The Edit Vulnerabilities form appears.

| oL-7044-01
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Figure 10-9 Edit Vulnerability

-
Device Management > Clean Access (9]

Certified Devices General Setup Network Scanner Clean Access Agent
Scan Setup - Plugin Updates - Reports
Plugins | Options | Vulnerability | User Agreement | Test

User Role TestRole
Operating System ALL
Plugin ID 12029
Plugin Name * MyDoom Virus Backdoor
Vulnerability if report result is: HOLE b
(A plugin will generate a "WARN' report if the scan times ocut before a result.)
Type instructions here for what to do if this
Instruction vulnerability is found.
Link |http:,‘,‘www.remediation-site.com
[ Update ] [ Cancel ]

v
>

o

7. From the Vulnerability if report result is: option menu, you can increase or decrease the level of
vulnerability reported by this plugin that assigns users to the quarantine role.

8. Inthelnstruction text field, type the informational message that appears in the popup window to
usersif the plugin discovers avulnerability.

9. InthelLink field, type the URL where users can go to fix their systems. The URL appears as alink

in the scan report. Make sure to enable traffic policies for the quarantine role to allow users HTTP
access to the URL.

10. When finished, click Update.

Test Scanning

The Test form letsyou try out your scanning configuration. You can target any machine for the scan, and
specify the user role to be assumed by the target client for the purpose of the test. For thistype of testing,
the test is actually performed against copies of the scan plugins that are kept in the Cisco Clean Access
Manager. In a production environment, the Cisco Clean Access Servers get copies of scan plugins
automatically from the Clean Access Manager and perform the scanning,

To perform a test scan:
1. Goto Device Management > Clean Access > Network Scanner > Scan Setup > Test.

2. Choose the User Role and Operating System for which you want to test the user.

3. Enter thelP address of the machine that you want to scan (the address of the current machine appears
by default) in the Target Computer field.

4. Click Test. The scan result appears at the bottom of the page.

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



| Chapter10  Network Scanning

Show Log

TestScanning M

Figure 10-10 Network Scanning Test Page

Device Management > Clean Access

. . Network Clean Access
General Setup Scanner Agent
Scan Setup Plugin Updates Reports

Plugins | Options | Yulnerabilities | User Agreement | Test
User Rale |AIIOWAII j
Operating
System ALL =~

Target Computer |1?1.59.35.15 Test |

Scan Report:
|_Type | Plugin | service | Description |
W AR 10223 RPC portmapper Timeout: Unable to Scan

[Mote: The report shown here is the full administrator report, The report shown to end users contains
only the vulnerability results for the enabled plugins.)

Show the last |5U lines of the test log. Show Log | &

Clicking the Show L og button on the Device M anagement > Network Scanner > Scan Setup > Test
page brings up a debug log (Figure 10-11) for the target computer tested (sourced from
/var/nessus/logs/nessusd.messages). The log shows which plugins were executed, the results of the
execution, which plugins were skipped and the reason (dependency, timeout, etc). Administrators can
check thislog to debug why a scan result is not as expected.

Figure 10-11 Network Scanning Show Log

[Wed &pr 13 16:21:10 2005][&8980] lion.nasl (process §9584) finished its job in 0.019 seconds

- T —

I

[Wed &pr 13 16:21:10 2005][&89580] user perfigo : launching trinity.nasl against 171.69.35.15 [8985]

[Wed &pr 13 16:21:10 2005][589580] trinity.nasl (process §985) finished its job in 0.002 seconds

[Wed Apr 13 16:21:10 Z005][&6950] find serwvice.nes (process §952) finished itz job in 0.099 zeconds

[Wed &pr 13 16:21:10 2005][&89580] user perfigo : launching deetest.nasl against 171.69.35.15 [8986]

[Wed Apr 13 16:21:10 Z005][5950] user perfigo : launching sasser_virus.nasl against 171.659.35.15 [85987]

[Wed &pr 13 16:21:10 2Z005][589580] dcetest.nasl (process §986) finished its job in 0.019 seconds

[Wed Apr 13 16:21:10 Z005][E6950] sasser_wirus.nasl (process §957) finished its job in 0.009 seconds

[Wed Apr 13 16:21:10 Z005][&6950] user perfigo : launching bugbear_b.nasl against 171.69.35.15 [8988]

[Wed &pr 13 16:21:10 2005][&89580] user perfigo : launching bugbear.nasl against 171.69.35.15 [8989]

[Wed Apr 13 16:21:10 Z005][&950] bugbear_b.nasl (process §958) finished its job in 0.019 seconds

[Wed &pr 13 16:21:10 2005][589580] bugbear.nasl (process §989) finished its job in 0.009 seconds

[Wed &pr 13 16:21:10 2005][58980] user perfigo : launching korgo.nasl against 171.69.35.15 [5§990]

[Wed &pr 13 16:21:10 2005][589580] korgo.nasl (process §990) finished its job in 0.001 seconds

[Wed Apr 13 16:21:17 Z005][E6950] rpc_portmap.nasl (pid §953) is slow to finish - killing it

[Wed &pr 13 16:21:17 2005][58980] user perfigo : Not launching rpcinfo.nasl against 171.69.35.15 because the ke
[Wed Apr 13 16:21:17 Z005][E6950] user perfigo : HNot launching find serviceZ.nasl against 171.69.35.15 none of
[Wed Apr 13 16:21:17 Z005][86950] user perfigo : launching dabber worm.nasl against 171.69.35.15 [5991]

[Wed Apr 13 16:21:17 Z005][E6950] dabber worm.nasl (process §991) finished itz job in 0.006 seconds

[Wed &pr 13 16:21:17 Z005][589580] Finished testing 171.69.35.15. Time : 6.72 secs

[Wed &pr 13 16:21:17 2005][58967] user perfigo : test complete

Cloze | "
| o

| oL-7044-01

Cisco Clean Access Manager Installation and Administration Guide g



Chapter 10 Network Scanning |

M View Scan Reports

View Scan Reports

After enabling network scanning, you can view individual scan reports from Device M anagement >
Clean Access > Network Scanner > Reports. The report shown here is the full administrator report
(Figure 10-13). The report shown to end users contains only the vulnerability results for the enabled
plugins. (Users can access their version of the scan report by clicking the Scan Report link in their
L ogout page.)

Figure 10-12 Network Scanner Reports

Device Management > Clean Access

D

@

Certified Devices
Scan Setup -

General Setup
Plugin Updates -

MNetwork Scanner Clean Access Agent

Reports

¥ Add reports containing holes to event log.
Time v

Text —
Plugin ID —

[separate rmultiple plugin IDs with a commal

Wiew

Delete

[Mote: The report shown here is the full administrator report, The report shown to end users contains only the vulnerability
results for the enabled plugins.)

Reports 1-2 of 2 | First | Previous | Mext | Last |

MAC e | o5 | _wser | Time _____|rReport|Del]
= 0040 CA45:DE7e 10.201.35.100 windows XP test 2005-01-27 15:30:28 /-' x
00:0F:1F:ABE7:14  10.201.35.150 windows XP test 2005-01-26 15:30:31 /-' b4

N -
el | o[

« Click the Report icon( /2 ) to open the detailed scan report, as shown in Figure 10-14.

Figure 10-13 Network Scanner Administrator Report Example

2 https://192.168.151.253 - Scan Report - Micrasoft Internet Explorer,

Vulnerability Scan Report of 00:0B:DB:DC:8F:AB

Type| service lplgginl _______________________ Description |

microsoft-

INFO ds 11011 A CIFS server is running on this port
{445/4cp)
nethins-ssn

INFO (139/tcp) 11011 An SMB server is running on this port

The following & NetB10OS names have been gathered : DBSDIM31 HOME = Workgroup /
Domain name DBSDSM3L = This is the computer name HOME = Workgroup / Domain name
InFo NEthiosns g oo (part of the Browser elections) HOME __MSEROWSE__ The remote host has the following
(137/udp) MAC address on its adapter : D0:0b:db:de:8fiab If you do not want to allaw everyone ta
find the NetBios name of your computer, you should filker incoming traffic to this port, Risk
factor : Medium CVE : CAN-1999-0621

&) Dane S @ Internet

» To add reports to the Event log (M onitoring > Event Logs > View L ogs), check the “Add reports

containing holesto event log” option. CleanAccess category reports will be generated as shown in
Figure 10-14.
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Figure 10-14 CleanAccess Network Scanning Event Log

| »

-

Monitoring > Event Logs

©

View Logs Logs Setting Syslog Settings

|AnyType lenyCategDry jlWithin one day jl—Search in log text—

FesetView | Wiew | Deletel

Events 1-25 of 62 | First | Previous | Next | Last
Type Category Time

Event
. . [00:0F:1F:A6:E7:14 ## 10.201.35.200] test- Holes reported by
‘P‘ CleanhAcocess 2005-04-13 15:19:54 plugin #11835:loc-srv (135/tcp)
‘P‘ Adrninistration 2005-04-13 18:19:54 00:0F:1F:AG:E7:14 added to certified device list

To view only selected reports, choose a Time, or enter search Text or Plugin 1D, and click View.
» To delete reports displayed according to the selected criteria, click Delete.
A

Note

When there are dependencies between plugins, for example plugin B is enabled and the scan result of
plugin A isthe prerequisite of plugin B, the network scanner automatically applies plugin A whether or

not plugin A is enabled. However, since plugin A isnot explicitly enabled, the scan result reported from
plugin A will only be shown in the administrator reports.
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Customize the User Agreement Page

The User Agreement Page (“ Virus Protection Page”) is a popup page you can enable for web login users
to provide network policy information, virus warnings and/or links to software patches or updates after
login and successful network scanning. Configuration settings for this page are located in two places:

The page target (whether the page is shown to usersin a user role) is configured from Device
Management > Clean Access > General Setup (Figure 10-15).
Figure 10-15 General Setup Tab

Device Management > Clean Access

[

Certified Devices General Setup Network Scanner Clean Access Agent

User Role Ermployee -

Operating System ALL -

(By default, "ALL' settings spply to all dient operating systems if ne OS-spedfic sattings are specified)

[ Require use of Clean Access Agent
Clean Access Agent Download Page Message (or URL):

<brNetwork Security Notice:</b> This network is protected ﬂ
by the Clean Access Agent, a component of the Ciseo Clean
ATLE2S Guiem. ine caicon ALUSSS AOSHe SuouLTo Lhee Fubh

Link to User Agreement Page
computer meets the i . .
i =l Configuration Form

¥ show Metwork Scanner User Agreement page to wehb login users

¥ Ena0le pop-up scan vuneraniity reports om User Agreement page
¥ Require users to be certified at every web login
™ show Network Policy to Clean Access Agent users

Metwork Policy Link:

[T Logoff Clean Access Agent users from network on their machine logoff or shutdown
[T Exempt certified devices from web login requirement

¥ Block/Quarantine users with vulnerahilities in role: [ Quarantine Role (4 minutes) =
Show guarantined users User Agreement Page of: | quarantine role A

Update Cancel

The page contents for a user role are configured under Device M anagement Clean Access >
Network Scanner > Scan Setup > User Agreement Page (Figure 10-16).

Figure 10-16 User Agreement Page Content Configuration Form

Device Management > Clean Access

Certifled Devices General Setup
Scan Selup - Plugin Updates - Reporls
Plugins | Options | | user Agi | Test

User Role Unewthenticatzd Fole 'l
Operating System ALL -]

[y dafault, ‘AL

Netwrork Scanner Clean Access Agent

sattings apply to sl dient oparsting systame f no QG spachc satinge ara tpached.)

The User Agreement page containg user agreament text, sacurity information, or any information you want users to
acknowledge to be certified for network access. Use the Information Page configured below to include information in
thiz Usir Agrisement pagee sprahically far wsees with thie selietod role and apeeatng sysbiem m your nitwork.

Tnformatsan Pagi:
Massage (or URL)

ithe veb server hosting this page must be accessible to the user role by
traffic contral policy)

Acknowledgemeant
Instructions

=

(thie taut Appasre nast to tha RecapriContinua) snd Daclina(Lagout] buttars st the bottasn
of tha Utar Agrasmant pags. Tha usriable #tea® uill ba raplscad with the quarasting fens. )
Accapt{Continue) Button
-_abe'-l?‘[ ) At {use "HIGDEN" to hide this butten)
Declines{Logout ) Buttan -
Labal Diecline

Update

(uta "HIBDIN® 8o hida thit Buttan)
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Note

Note

Customize the User Agreement Page Il

Figure 10-17 illustrates what the default generated page looks like to an end user. The User Agreement
Pageisan HTML frame-based page made up of several components:

- TheInformation Page M essage (or URL) component, which contains the contents you specify.

- The Acknowledgement I nstructions frame component. This contains text and buttons (Accept,
Decline) for acknowledging the agreement information.

For quarantine role pages, the text is hardcoded and contains the Session Timeout configured for therole,
and the buttons are also hardcoded (“ Report” and “Logout”).

Figure 10-17 User Agreement Page (Quarantine Role Example)

A Perfigo CleanMachines - Microsoft Intermet Explorer

Virus Protection Information

[This is 3 sample network security page provided with the Perfigo software. The network administratgr
showld customize this page as hafare ying the software. The page can be customized
in the SmartManager console. |

The university has purchased a volume license of anti-Virus software. It Is important that all computers
accessing the network have the Anti-Virus software Installed and updated. If you have not yet Installed
the Anti-Vires software, please do so now. The volume license includes regular updates to protect yor
computer against new viruses,

Information Page Note that all existing anti-virus software should be removed fram your computer befare installing the
Anti-Vires software. For complete installation instructions, see the How-To document.
Message (or URL)

The ITS Support Center will be d
Cont; dt.L us at 555-5535 or by e-n

d to answer any quest

you have about the proc edure.
5 av

(5
faculty nnd .Jlaﬂ may install & copy en their Iwn © wrnuulu as WL" bLudull.; are nl.;v eligible for ond
copy for their personal machines.

Please understand that by clicking "Accept” button, you are certifying that you have followed
the steps described on this page. Failure to meet the requirements can result in suspension of

petwark accece orathar nenaltiss

Session

Acknowledgement - Timeout

Instructions

Warning! You have been quarantined from the netwark

The page content (“Virus Protection Information™) shown in Figure 10-17 is the default content shown
to the end user, if no other information message or URL is specified for the User Agreement Page. Note
that this default content is not displayed in the Information Page M essage (or URL) text area of the
configuration form.

The configuration form (shown in Figure 10-16) can be used to set up the following types of pages for
aweb login user:

» After network scanning with no system vulnerabilities found—Users see the User Agreement Page
configured for the normal login role (Accept and Decline buttons).

» After web login and network scanning with client system vulnerabilities found—

— Usersare put in a quarantine role and see the User Agreement Page of the quarantine role
(Report and Logout buttons).

— Usersare put in a quarantine role but see the User Agreement Page of their normal login role
(Report and Logout buttons).

Before starting, create the HTML page that you want to use for the I nfor mation Page M essage (or
URL) component. Cisco Clean Access lets you present a specific information page to users with a

particular role or operating system. The customized page should be on aweb server accessible to Cisco
Clean Access elements.

| oL-7044-01
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After configuring the User Agreement Page, you will need to create a traffic control policy for the user
roleto enable usersto have access to the web resources of the page. Note that the role must grant access

to port 80 of the CAM. See Chapter 8, “User Management: Traffic Control, Bandwidth, Schedule” for
details.

To customize the User Agreement Page;

1. Goto Device Management > Clean Access> Network Scanner > Scan Setup > User Agreement
Page. The configuration form for the User Agreement Page appears as shown in Figure 10-18.

Figure 10-18 User Agreement Page Configuration Form

Device Management > Clean Access

@

Certified Devices
Scan Setup -

General Setup
Plugin Updates - Reports
Plugins | Options | Yulnerabilities | User Agreement | Test

MNetwork Scanner Clean Access Agent

User Rale |Unauthenticated Faole j
Operating System ALL -

(By default, 'ALL' settings apply to all dient operating systerns if no ©5-specific settings are specified.)

The User Agreement page contains user agreement text, security information, or any information you want users to
acknowledge to be certified for network access. Use the Information Page configured below to include information in
the User Agreement page specifically for users with the selected role and operating system in your network,

=
Information Page
Message (or URL)
=
(the web server hosting thiz page rmust be accessible to the uszer role by
traffic contral policy)
Acknowledgement =]
Instructions =
[this text appears next to the Accept{Continue) and Decline(Logout) buttans at the bottarn
of the User Agreement page., The variable #time# will be replaced with the quarantine tirme.)
Accept{Continue) Buttan
Labe? ¢ ) IACCBPt {Use "HIDDEM" to hide this buttan)
Decline({Logout) Buttan l—
Lahel (Log ) Decline {use "HIDDEM" to hide this button]

Update |

2. Choose the User Role and Operating System for which the page applies. The Clean Access
Manager determines the operating system of the user’s system at login time and serves the page you
have specified for that operating system. If selecting a quarantine role, the Acknowledgement
Instructions and button fields will be disabled.

3. Type HTML content or the URL of the page that you want to appear in the I nformation Page
Message (or URL) field of the User Agreement page. If using a file you uploaded to the CAM or
CAS, you can reference the file as described below:

a. Enter URLs: (for a single webpage to appear)
For an external URL, use the format http://www.webpage.com.
For a URL on the CAM use the format:

https://<CAM IP>/admin/file name.htm

where <cam_1p> isthe domain name or |P listed on the certificate.

Cisco Clean Access Manager Installation and Administration Guide
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Note If you enter an external URL or CAM URL, make sure you have created atraffic policy for the
Unauthenticated role that allows the user HTTP access only to the CAM or external server.

b. Enter HTML: (to add a combination of resource files, such aslogos and HTML links)
Type HTML content directly into the text field.
To reference an uploaded resource file as part of the HTML content, use the following formats:
To reference alink to an uploaded HTML file;

<a href="file name.html”> file name.html </a>

To reference an image file (such as a JPEG file) enter:
<img src="file name.jpg”>
See Upload a Resource File, page 7-7 for additional details.

4. If desired, type the text that you want to appear above the accept and decline buttons in the
Acknowledgement Instructions field.

5. Type the labels that should appear on the accept and decline buttons in their respective fields.
6. Click the Save button to save your changes.

The User Agreement Page is now generated with the changes you made for users logging into the
network.

Note  For details on the web user login page, see Chapter 7, “User Pages and Guest Access.”
For traffic policy details, see Configure Policies for Agent Temporary and Quarantine Roles, page 8-17.
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Summary

CHAPTER 11

Clean Access Agent

This chapter describes how to enable, distribute, update and configure the Clean Access Agent to be used
for vulnerability assessment and remediation of client machines.

e Summary, page 11-1

» Enable Clean Access Agent for L3 Deployments, page 11-3
- Distribute the Clean Access Agent, page 11-7

» Retrieve Updates, page 11-16

» Require Use of the Clean Access Agent for Role, page 11-19
» Create Clean Access Agent Requirements, page 11-22

» Verify Clean Access Agent User Experience, page 11-47

- Troubleshooting, page 11-54

The Clean Access Agent provides local-machine agent-based vulnerability assessment and remediation
for Windows clients. Users download and install the Clean Access Agent, read-only client software,
which can check the host registry, processes, applications, and services. The Agent can be used to
perform AV definition updates, distribute files uploaded to the Clean Access Manager, distribute links
to websites in order for usersto fix their systems, or simply distribute information/instructions.

Clean Access Agent vulnerability assessment is configured by creating requirements based on rules and
(optionally) checks, then applying the requirements to user roles.

Distribution

The Clean Access Agent Setup installation file is part of the Clean Access Manager softwareand is
automatically published to all Clean Access Servers. To distribute the Agent to clients, you require the
use of the Clean Access Agent for auser role and operating system in the General Setup tab. The CAS
distributesthe Agent Setup file when the client requests the Clean Access Agent. If CAS has an outdated
version of the Agent, the CAS acquires the newest version available from the CAM before distributing
it to the client. By configuring Agent auto-upgrade in the CAM, you can allow users to automatically
upgrade to the latest available version of the Agent upon login.

Out-of-Band Users

Because out-of-band users only encounter the Clean Access Agent during the time they are in-band for
authentication and certification, Agent configuration is the same for in-band and out-of-band users.
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Users in L3 Deployments

Starting from release 3.5(3), Cisco Clean Access supports multi-hop L3 deployment and VPN
concentrator/L 3 access from the Clean Access Agent. With release 3.5(5) or above, you must Enable L3
Support on the CAS and ensure there isavalid Discovery Host for the Agent to function in multihop L3
environments or behind a Cisco VPN concentrator.

Rules and Checks

With pre-configured Cisco checks and rules, or custom checks and rules that you configure, the Clean
Access Agent can check if any application or serviceisrunning, whether aregistry key exists, and/or the
value of aregistry key.

Clean Access Agent Updates

Through the Updates page of your CAM web console, Cisco tracks and provides multiple updates per
hour for Cisco Checks & Rules, aswell as the latest versions of Clean Access Agent Upgrade Patches,
the Supported Antivirus Product List, and Default Host Policies, as they become available.

AV Rules and Requirements

To facilitate standard tasks for administrators, the Clean Access Agent provides built-in support for 17
major antivirus (AV) vendors through the Supported Antivirus Product List, and pre-defined AV Rules
and AV Definition Update Requirements. The Agent checks for installed antivirus software and
up-to-date virus definitions and can automatically update these packages on client systems. The list of
supported AV vendor packages includes:

= Authentium Inc. (Command Antivirus) - McAfee

« ClamWin - Panda

- Computer Associates (eTrust) e SalD (Dr. Web)

» Eset Software (NOD32) « SOFTWIN (BitDefender)

» Frisk Software International (F-Prot) « Sophos

e F-Secure Corp « Symantec (Norton Antivirus)
- Grisoft (AVG) - Trend Micro

- H+BEVD Datentechnik GmbH e ZoneLabs

- Kaspersky Labs

For details, see “Cisco Clean Access Supported Antivirus Product List” in the Release Notes for Cisco
Clean Access Version 3.5(x):

http://www.cisco.com/en/US/products/ps6128/prod_release _note09186a0080472be9.html#wp40208
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Configuration Steps for Clean Access Agent

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

The basic steps needed to configure the Clean Access Agent are as follows:

Enable Clean Access Agent for L3 Deployments, page 11-3 (needed for VPN/L 3 deployments)
Distribute the Clean Access Agent, page 11-7

Retrieve Updates, page 11-16

Require Use of the Clean Access Agent for Role, page 11-19

Create Clean Access Agent Requirements, page 11-22

Access Clean Access Agent Reports, page 11-45

Verify Clean Access Agent User Experience, page 11-47

Troubleshooting, page 11-54

Enable Clean Access Agent for L3 Deployments

This section describes the following:
» VPN/L3 Access for Clean Access Agent (3.5.3+)
» Enable L3 Support for Clean Access Agent
« Disabling L3 Capability

VPN/L3 Access for Clean Access Agent (3.5.3+)

Releases 3.5(3) and above of the CAM/CAS/Agent introduce support for multi-hop L3 deployment.
Only versions 3.5.3 or above of the Clean Access Agent support VPN/L3 access.

Starting with release 3.5(3)+ of the CAM/CAS/Agent, the Agent will:
1. Check the client network for the Clean Access Server (L2 deployments), and if not found,

2. Attempt to discover the CAS by sending discovery packets to the CAM. This causes the discovery
packets to go through the CAS even if the CAS is multiple hops away (multi-hop deployment) so
that the CAS will intercept these packets and respond to the Agent.

In order for clients to discover the CAS when they are one or more L 3 hops away, clients must initially
download the 3.5.3+ Agent from the CAS through the Download Clean Access Agent page after web
login or through auto-upgrade. Either method allows the Agent to acquire the | P address of the CAM in
order to send traffic to the CAM/CAS over the L3 network. Once installed in this way, the Agent can be
used for both L3/VPN concentrator deployments or regular L2 deployments.

Acquiring and installing the 3.5.3+ Agent on the client by means other than direct download from the
CAS (e.g. from Cisco Secure Downloads) will not provide the necessary CAM information to the Agent
and will not allow those Agent installations to operate in a multihop Layer 3 deployment.

To support VPN/L3 Access, you must:
1. Berunning 3.5(3) or above CAM/CAS/Agent.
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2. For 3.5(5) or above CAM/CAS, you must check the option for “Enable L3 Support for Clean Access
Agent, page 11-5" and perform an Update and Reboot under Device M anagement > CCA Servers
> Manage [CAS |P] > Network > IP.

S
Note  3.5.5+ Agentsonly support multi-hop L3 operation with 3.5(5)+ CAM/CAS. L3 discovery will
not work with older CAM/CAS versions.

3. Theremust beavalid Discovery Host under Device M anagement > Clean Access > Clean Access
Agent > Distribution (set by default to the trusted | P address of the CAM).

4. Clients must initially download the 3.5.3+ Agent from the CAS, in one of two ways:
— “Download Clean Access Agent” web page (i.e. viaweb login)

— Auto-Upgrade to 3.5.3 or above Agent. You must be running 3.5(3) or above CAM/CAS, and
clients must have 3.5.1 or above Agent already installed (see Create Clean Access Agent
Requirements, page 11-22 for details).

5. SSO isonly supported when integrating Cisco Clean Access with Cisco VPN Concentrators.

Note Uninstalling a 3.5.3+ Agent while still on the VPN connection does not terminate the connection.

« For VPN-concentrator SSO deployments, if the 3.5.3+ Agent is not downloaded from the CAS and
isinstead downloaded by other methods (e.g. Cisco Secure Downloads), the Agent will not be able
to get the runtime IP information of the CAM and will not pop up automatically nor scan the client.

- Ifa3.5.00r prior version of the Agent isalready installed, or if the 3.5.3+ Agent isinstalled through
non-CAS means (e.g. Cisco Secure Downloads), you must perform web login to download the
3.5.3+ Agent setup files from the CAS directly and reinstall the Agent to get the L3 capability.

Cisco Clean Access Manager Installation and Administration Guide
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Enable L3 Support for Clean Access Agent
1. GotoDevice Management > CCA Servers> List of Serversand click the M anage button (&) for
the CAS. The management pages for the Clean Access Server appear.
2. Click the Network tab. The I P form appears by default.

Figure 11-1 CAS Network Tab

L3

| Device Management > Clean Access Servers > 10.140.10.2

@

Status
IP - DHCP -

Network
DNS - Certs -

Filter
IPSec - L2TP -

Advanced
PPTP - PPP

Authentication

Clean Access Server Type: | Vitual Gateway v

Enable L3 support for Clean Access Agent

Trusted Interface (to protected netwark) Untrusted Interface (toc managed netwaork)

IP Address 10.140.10.2 IP Address 10.140.10.2
Subnet Mask 255.265.255.0 Subnet Mask 255.265.255.0
Default Gateway 10140101 Default Gateway 10140101
[ set management WLAN ID: [ set management WLAN ID:

[ Pass through WLAN ID to managed network [ Pass through WLAN ID to protected netwaork

[Make sure the Clean Access Server is on WLAN » before you set its management WLAN I to &)

£

[ [P p——

3. The Clean Access Server Type should display the Server Type selected when the CAS was added
to the CAM.

4. Click the checkbox for Enable L 3 Support for Clean Access Agent.

5. The Trusted Interface and Untrusted I nterface settings should match the configuration
parameters given during the installation or your configured settings.

6. Click Update.
7. Click Reboot.

8. Makesurethe Discovery Host field is correct under Device Management > Clean Access > Clean
Access Agent > Distribution.

Note

The enable/disable L3 feature is new for release 3.5(5) and is disabled by default. You must Update
and Reboot for changes in this setting to take effect.

» L3 must be enabled for the Clean Access Agent to work with VPN tunnel mode.

Cisco Clean Access Manager Installation and Administration Guide
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Disabling L3 Capability

With releases 3.5(3) and above, the Discovery Host field (under Device M anagement > Clean Access
> Clean Access Agent > Distribution) automatically populates with the IP address of the CAM by
default (see Figure 11-1 on page 11-5).

With release 3.5(5) and above, the administrator has the option of enabling or disabling the L3 feature
at the CASlevel (see Figure 11-1 on page 11-5). L3 capability will be disabled by default after upgrade
or new install, and enabling the feature will require an update and reboot of the Clean Access Server.

Note  For releases prior to 3.5(7), the Discovery Host field is called “CAS Discovery Host.”

To Disable L3 Capability (CAS Level):
To disable L3 discovery of the Clean Access Server at the CAS level for all Clean Access Agents:

1. Go Device Management > CCA Servers > Manage [CAS _|P] > Network > | P and disable
(uncheck) the checkbox for “Enable L 3 support for Clean Access Agent”.

2. Click Update.
3. Click Reboot.
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Distribute the Clean Access Agent

A

The newest version of the Clean Access Agent isautomatically included with the Clean Access Manager
software for each software release. The CAM automatically publishes the Agent Setup installation file
to each Clean Access Server after CAS installation and anytime the CAM acquires a new version of the
Agent through web Clean Access Updates or through a manual upload. To enable users to download and
install the Clean Access Agent Setup file, configure the General Setup tab for the user role as described
in Require Use of the Clean Access Agent for Role, page 11-19. For new Agent users, the Clean Access
Agent download page appears after the user logs in for the first time via the web login. If auto-upgrade
is enabled, existing Agent users are prompted at login to upgrade if a new Agent version becomes
available.

Caution

In order for the Clean Access Agent to acquire the list of authentication providers, alogin page must be
added and present in the system in order for user to authenticate viathe Clean Access Agent. See Add a
Global Login Page, page 7-3 to quickly add the default page.

This section describes the following:
« Distribution Page, page 11-7
» Configure Clean Access Agent Auto-Upgrade, page 11-9
- Manually Uploading the Agent to the CAM, page 11-15

Distribution Page

The Distribution page (Figure 11-2) provides the following configuration options.
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Note

Figure 11-2 Distribution Page

Device Management > Clean Access

Certified Devices
Distribution -

General Setup MNetwork Scanner

Rules -

Clean Access Agent
Reports -

Requirements - Role-Requirements - Updates

Clean Access Agent users, who fail a system requirement are assigned to the Clean Access Agent Termparary
Role. The role policies should be set up to allow users to access the required resources to fix their computers.,

Clean Access Agent Temporary Role:  Temporary Role

Discovery Host: 10.201.240.11 Update |

[Host name or IP address for Clean Access Agent to discover the Clean Access Server in Layer-3 deployment.)

Current Clean Access Agent Setup Version: 3.5.9
Current Clean Access Agent Patch YWersion: 3.5.9

¥ Current Clean Access Agent Patch is a mandatory upgrade

[ Do not offer current Clean Access Agent Patch to users for upgrade Update |

Clean Access Agent Setup to Upload | Browse. .. |
Wersion I Upload | 4

[Clean Access Agent setup gzipped tar file should be uploaded, Exarple: CCAAgentSetup-3.5,3-k%.tar gz)

TS @

Clean Access Agent Temporary Role—Displays the name of the Agent temporary role (default is
“Temporary”). To change the Role Name, see Edit a Role, page 5-12.

Discovery Host— This field is used by the Clean Access Agent (3.5.3+) to send a proprietary,
encrypted, UDP-based protocol to the Clean Access Manager to discover the Clean Access Server
in Layer-3 deployment. The field automatically populates with the CAM’s | P address (or DNS host
name). In most cases, the default | P address does not need to be changed, but in cases where the
CAM’s |P address is not routed through the CAS, the discovery host can be any |IP address or host
name that can be reached from client machines viathe CAS.

For releases prior to 3.5(7), the Discovery Host field is called “CAS Discovery Host.”

With release 3.5(5) and above, the “Enable L 3 support for Clean Access Agent” option must be
checked on the CAS (under Device M anagement > Clean Access Servers> Manage [CAS_|P] >
Network > I P) for the Clean Access Agent to work in VPN tunnel mode.

3.5.5+ Agents only support multi-hop L 3 operation with 3.5(5) and above CAM/CAS. L 3 discovery
will not work with older CAM/CAS versions.

See Disabling L3 Capability, page 11-6 for additional information.

Current Clean Access Agent Setup Version— The Agent Setup version for the complete Agent
installation file that came with the software release you installed on the CAM. The Agent Setup file
is not distributed by Updates. See Agent Setup vs. Agent Upgrade Files, page 11-11.

Current Clean Access Agent Upgrade (Patch) Version—The Agent Upgrade (or Patch) version
of theinstaller to be downloaded by an already-installed Clean Access Agent to upgradeitself. The
upgrade version reflects what the CAM has downloaded from the Updates page. See Retrieve
Updates, page 11-16.
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« Current Clean Access Agent isamandatory upgrade— If checked, when the user attemptslogin,
the user must accept the prompt to upgrade to the latest version of the Agent to access the network.
If left unchecked (optional upgrade), the user is prompted to upgrade to the latest Agent version but
can postpone the upgrade and still log in with the existing Agent. See Disable Mandatory
Auto-Upgrade on the CAM, page 11-10

Note  New installs of 3.5(3) and above automatically set the “ Current Clean Access Agent Patch isa
mandatory upgrade” option by default under Device M anagement > Clean Access > Clean
Access Agent > Distribution. For CAM/CAS upgrades, the current setting (enabled or disabled)
will be carried over to the upgraded system.

- Donot offer current Clean Access Agent Patch to usersfor upgrade — (release 3.5.6 and above)
Checking this option prevents upgrade notifications (mandatory or optional) to all 3.5.1+ Agent
users, even when an Agent update is available on the CAM. Enabling this option in effect prevents
distribution of the Agent Patch upgrade to users.

S
Note  For release 3.5(5) and below, the user is always prompted to upgrade the Agent (whether
optional or mandatory) if an Agent update is available from the CAM.

» Clean Access Agent Setup to Upload—Usethisfield to manually upload theinstallation .tar.gz file
(release 3.5.1 and above). See Manually Uploading the Agent to the CAM, page 11-15 for details.

» Version—For manual upload, keep the same version number used for the Cisco Clean Access
Agent.

Configure Clean Access Agent Auto-Upgrade

Auto-Upgrade of the Agent is available with release 3.5(1) and above of the CAM/CAS/Agent.

Oncethe 3.5.1+ Agent isinstalled on clients, it automatically detects when an Agent upgrade is
available, downloadsthe upgrade from the CAS, and upgradesitself on the client after user confirmation.
Administrators can make Agent Auto-Upgrade mandatory or optional for users.

With upgrade to 3.5(6) CAM/CAS, the Clean Access Agent Distribution page provides a“Do not offer
current Clean Access Agent Patch to usersfor upgrade” option to prevents upgrade notifications
when an Agent update becomes available on the CAM. Enabling this option prevents distribution of the
Agent Patch upgrade to users when a newer Agent is downloaded to the CAM.

This section describes the following:
- Enable Agent Auto-Upgrade on the CAM, page 11-10
- Disable Agent Patch Upgrade Distribution to Users, page 11-10
- Disable Mandatory Auto-Upgrade on the CAM, page 11-10
» User Experience for Auto-Upgrade, page 11-10
« Uninstalling the Agent, page 11-11
» Agent Setup vs. Agent Upgrade Files, page 11-11
» Auto-Upgrade Compatibility, page 11-12
- Upgrading Agent to 3.5.1, page 11-13
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Enable Agent Auto-Upgrade on the CAM

To enable Clean Access Agent Auto-Upgrade, you must:

1. Berunning release 3.5(1) or above of the Clean Access Manager and Clean Access Server and have
version 3.5.1 or above of the Clean Access Agent installed on clients.

2. Require use of the Clean Access Agent for the role and client OS. See Require Use of the Clean
Access Agent for Role, page 11-19.

3. Retrieve the latest version of the Agent Upgrade patch. See Retrieve Updates, page 11-16.

~

Note  For mandatory or optional auto-upgrade, a newer version of the Agent patch must be downloaded to the
CAM via Updates, or users will not be prompted to upgrade to the newer Agent.

Disable Agent Patch Upgrade Distribution to Users
With the 3.5(6)+ CAM/CAS, you can disable notification and distribution of the Agent Patch upgrade to
users as follows:
1. Upgrade your CAM/CAS to release 3.5(6) or above.
2. Goto Device Management > Clean Access > Clean Access Agent > Distribution
3. Click the checkbox for “Do not offer current Clean Access Agent Patch to usersfor upgrade.”
4. Click Update.

Disable Mandatory Auto-Upgrade on the CAM

New installs of the 3.5(3)+ CAM/CAS automatically enable mandatory Auto-Upgrade by default. For
CAM/CAS upgrades, the current setting (enabled or disabled) will be carried over to the upgraded
system. To disable mandatory Agent Auto-Upgrade for all users:

5. Go to Device Management > Clean Access > Clean Access Agent > Distribution.
6. Uncheck the option for “Current Clean Access Agent Patch isa mandatory upgrade.”
7. Click Update.

Note It isrecommended to set the “ Current Clean Access Agent Patch is a mandatory upgrade” option to
ensure the latest AV product support.

User Experience for Auto-Upgrade

With Agent auto-upgrade (and patch distribution) enabled in the CAM, the user experienceisasfollows:
« New usersdownload and install the newest version of the Agent after theinitial one-time web login.
« B userswith 3.5.4+ Agent installed will be prompted to auto-upgrade at login.

« OQut-of-Band (OOB) users with 3.5.4+ Agent installed must be on the Authentication VLAN to be
prompted to auto-upgrade at login.
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» |B userswith 3.5.1/3.5.2/3.5.3 Agent installed must exit the application from the taskbar menu and
restart the Agent from the Desktop shortcut to be prompted to auto-upgrade the Agent. When the
user clicks OK (mandatory upgrade), or Yes (non-mandatory upgrade) the client will automatically
install the newer version of the Agent.

» OOB userswith 3.5.1/3.5.2/3.5.3 Agent installed must do the following to auto-upgrade the Agent:
— Beon the Authentication VLAN
— Exit the application from the taskbar menu and restart the Agent from the Desktop shortcut.

» For users with Agents older than 3.5.1, see Upgrading Agent to 3.5.1, page 11-13 for how to
upgrade.

Note  Release3.5(7) and above of the CAM/CAS combined with 3.5.9 Agent allow administratorsto configure
whether Agent users are logged out when the user logs off the Windows domain or shuts down the
machine. The 3.5.8 Agent always logs off the user at Windows logoff/machine shutdown, and the 3.5.7
and below Agent always leave the user logged in at machine shutdown.

Uninstalling the Agent

The Clean Access Agent can be uninstalled on the client from either:
« Start Menu > Programs > Cisco Systems > Cisco Clean Access > Uninstall Clean Access Agent, or
- Start Menu > Control Panel > Add or Remove Programs > Clean Access Agent

Versions 3.5.1 and above of the Agent install to C:\Program Files\Cisco Systems\Clean Access Agent\
on the client.

The 3.5.0 Agent installs to C:\Program Files\Cisco\Clean Access\ on the client.
(Version 3.3 and below of the SmartEnforcer install to C:\Program Files\Perfigo\SmartEnforcer\.)

Agent Setup vs. Agent Upgrade Files

Clean Access Agent Auto-Upgrade (3.5.1 and above) introduces a distinction between the Agent Setup
version and the Agent Upgrade (or Patch) version of the client installation files. These reflect the two
installers of the same Agent that are used under different conditions:

« Agent Setup Installer
Used for fresh installs on clients that do not have a previous version of the Agent already installed.
Users download the Agent Setup file from the “ Download Clean Access Agent” page after aninitial
one-time web login.

« Agent Upgrade (or Patch) Installer
Downloaded by an already-installed Clean Access Agent (i.e. older version) to upgrade itself. Users
are prompted to download the Agent Upgrade file after user login (3.5.4+) or after restart of the
Agent or PC reboot (3.5.1/3.5.2/3.5.3).

Loading Agent Installation Files to the CAM

The Agent Setup or Upgrade file is placed on the CAM as described below. Once either of thesefilesis
in the CAM, it can be published to the Clean Access Servers, then distributed to clients/users.

Cisco Clean Access Manager Installation and Administration Guide
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Agent Setup

The Agent Setup isthe complete Agent Setup installation file that comes with the Clean Access M anager
software release. It is not distributed by Internet updates. It can only be:

1. Installed from the CAM CD along with the CAM.
2. Installed by a CAM software upgrade.

3. Installed by manually uploading CCAAgentSetup.tar.gz to the CAM viathe web console.
See Manually Uploading the Agent to the CAM, page 11-15 for details.

Agent Upgrade
The Agent Upgrade (or Patch) can only be:

1. Installed from the CAM CD (from 3.5.3 onwards) along with the CAM
2. Installed by a CAM software upgrade (from 3.5.3 onwards).

3. Installed by Cisco Clean Access Updates from the Internet (via Device Management > Clean
Access > Clean Access Agent > Updates).

Auto-Upgrade Compatibility

Note

The newest version of the Clean Access Agent Setup Installation file and Upgrade (Patch) installation
file are automatically included with the CAM software for each Cisco Clean Access software release.

Every mgjor and minor version of the Clean Access Agent is intended to have basic compatibility with
the same major and minor version of the server product. For example:

» 3.5(x) Agent works with 3.5(x) CAS/ICAM
« 3.4(x) Agent works with 3.4(x) CAS/ICAM
« 3.3(x) Agent works with 3.3(x) CAS/ICAM

Basic compatibility means the Agent is able to perform basic functions such as login, logout, look for
configured requirements, and report vulnerabilities.

In addition, new versions of the Clean Access Agent may add additional functionality (e.g. L3 discovery)
or additional AV Rule support in conjunction with updates to the Supported Antivirus Product List (e.g.
support for new AV product ClamWin).

- 3.5.5 and above Agents are only compatible with 3.5(5) and greater CAM/CAS or 3.5.2.2/ 3.5.3.2/
3.5.4.1 patches of the CAS.

« 3.5.5+ Agents only support multi-hop L3 operation with the 3.5(5)+ CAM/CAS. L3 discovery will
not work with older CAM/CAS versions.

Higher Versions

Release 3.5.1 and above of the CAM/CAS/Agent support Agent Auto-Upgrade, which allows the CAM
to pull down the Agent Upgrade version via Cisco Clean Access Updates from the Internet. In this case,
any 3.5(1)+ CAS/CAM can pull down any latest Upgrade release of the Agent if itisalso 3.5.1+.

By design, the system will typically support Agent versions that are higher than the CAM/CAS version
as the result of Agent auto-upgrade, minus any added features that are non-AV related. For example, if
the CAM/CAS are running 3.5(1), and a user auto-upgrades to the 3.5.3 Agent, the user would have
support for the latest AV products (e.g. Symantec 10.x) but the L3/VPN feature would not be supported
as thisrequires a 3.5(3) CAM/CAS.
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Note that the 3.5.3 Agent user on the 3.5(1) CAM/CAS in this case will have the same AV support as if
on a3.5(3) CAM/CAS, because the AV support istied to the version of the Supported AV Product List
and Agent, rather than the CAM/CAS version.

AV Rule support may entail major and minor version compatibility restrictions. For example, the 3.5.0
Agent supports the Supported Antivirus Product List, but does not support “ANY” vendor/product AV
rules/requirements, as thisis a feature of 3.5.1 and above Agents.

Lower Versions

Where possible, some software releases may provide basic compatibility with older Agent versions, for
example, release 3.5(3) supports the 3.4.1 Agent. In this case, the older Agent can perform the basic
functions for the CAS/CAM on the new software release, but cannot support the new features such as
AV Rules.

Upgrading Agent to 3.5.1

To upgrade to 3.5.1 or above from 3.5.0 Agent and Below, users must manually install the Agent.
However, the 3.5.1 installer does not need to be executed twice (once to remove, second timeto install).
The 3.5.1 installer auto-detects if a previous Agent version isinstalled, removes the old version and
installs the new version in one pass. It also shuts down the previous version of the application if it is
running on the client during upgrade.

You can have users upgrade from previous versions of the Clean Access Agent to version 3.5.1in several
ways, including:
- CDinstal
Distribute the setup executable (.exe) to users via CD.

» Web login/ download Clean Access Agent
Inform all usersto performweb login, which will redirect usersto the Clean Access Agent download
page if Agent useisrequired for that user role and client OS.

- Create a File Distribution requirement that distributes the newest 3.5.x setup executable
This last method is described below.

Agent Upgrade Through File Distribution Requirement

Note

Step 1

The following steps show how to create a software package requirement to enforce download and
installation of the Clean Access Agent (3.5.1+) for usersin a specified user role. Usersin the role will
be required to download and install the required package (in this case, the Agent setup file) before they
can log onto the network.

For this procedure (requirement for clients) the .exe file is uploaded.

Log into the Clean Access Agent download page on
http://www.cisco.com/kobayashi/sw-center/ciscosecure/cleanaccess.shtml and download the
CCAAgentSetup-3.5.x.tar.gz file to an accessible location on your machine (replace the .x in the
filename with the applicable version number).
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Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

3.5.0 Agent and Below

Note

N

Note  If you want to enable VPN/L 3 capability for your userslater viaauto-upgrade to 3.5.3 or above,
make sure you only download the 3.5.1 or 3.5.2 Agent here. Distributing a 3.5.3+ Agent
downloaded from Cisco Secure Downloads via File Distribution Requirement will not enable
clients to acquire the CAM IP information that enables VPN/L3 capability.

Untar the file (change the .x in the filename respectively):

> tar xzvf CCAAgentSetup-3.5.x.tar.gz

The CCAA folder will contain the CCAAgent_Setup.exefile.

On the CAM web admin console, go to Device M anagement > Clean Access > Clean Access Agent >
Rules> New Check. Create a Registry Check (Type: Registry Value) that checksfor aVersion later than
3.5.(x-1) intheregistry of the client (HKL M\SOFTWARE\Cisco\Clean Access Agent\). For example, if
you want to distribute 3.5.1, make the registry check look for a Version later than 3.5.0. Make sure to
select “Automatically create rule based on this check” in addition to a client OS for the check/rule.

Go to Device Management > Clean Access > Clean Access Agent > Requirements > New
Requirement. Create a File Distribution requirement, browse to the CCAA folder, and upload the
untarred CCAAgent_Setup.exefilein the “File to Upload” field. Make sure to select a client OS, and
type a requirement name and instructions for the user.

Select your Agent upgrade requirement and map it your registry check rule under Device M anagement
> Clean Access > Clean Access Agent > Requirements > Requirement-Rules.

Select your Agent upgrade requirement and map it to user roles under Device M anagement > Clean
Access > Clean Access Agent > Requirements >Role-Requirements.

Make sure to add traffic policies to the Temporary user role to allow HTTP and HTTPS access to only
the IP address of your Clean Access Manager. This allows clients to download the setup executablefile.

Test asauser. If al iscorrectly configured, you will be able to download, install, and login with the 3.5.x
Clean Access Agent.

Users with new installs of the 3.5.0 Agent (from web download) will see the “Welcome to the Clean
Access Agent Setup Wizard” dialog the first time they Run the Setup.exefile.

Userswho upgrade to the 3.5.0 Clean Access Agent (from prior versions of the Agent or SmartEnforcer)
must select the Remove option and not the Repair option when prompted by the installer. The user
should then follow the installer dialogs to remove the old version. Once the old version is removed, the
user needs to go back to the download location of the installer Setup.exe file and double-click this
executable again to install the newer version of the Agent. At this point the upgrade user sees the
“Welcome to the Clean Access Agent Setup Wizard” dialog.

The setup wizard installs the Clean Access Agent to C:\Program Files\Cisco\Clean Access\ on the client.

SmartEnforcer 3.2.x is not supported with Cisco Clean Access 3.5(x). If you are currently running
SmartEnforcer 3.2.x, you will need to upgrade to the 3.5.x Agent to use it with the 3.5(x) CAM/CAS.
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Manually Uploading the Agent to the CAM

A

When performing a software upgrade to the CAM and CAS, it is not necessary to upload the installation
file for the Clean Access Agent since it is automatically included with the CAM software. However in
certain cases, it is possible to manually upload the Agent Setup installation file to the CAM directly, for
example, if you need to reinstall the Agent or manually change the version of the Agent distributed to

new users.

The CAM will automatically publish the Agent Setup file to the connected CAS(es) when the Agent
Setup file is uploaded manually. There is no version check while publishing, so the Agent Setup can be
downgraded or replaced. For details on version compatibility for the CAM/CAS and Agent, see the
Release Notes for Cisco Clean Access Version 3.5(x):
http://www.cisco.com/en/US/products/ps6128/prod_release_note09186a0080472be9.html#wp38192

The following steps describe how to manually upload the Agent setup file to the CAM.

Caution

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

With release 3.5(1) and above, you must upload the Clean Access Agent installation setup fileasatar.gz
file (without untarring it) to the CAM. Make sure you do NOT extract the .exe file before uploading.

Log into Cisco Secure Software
(http://www.cisco.com/kobayashi/sw-center/ciscosecure/cleanaccess.shtml) and open the Cisco Clean
Access Agent download page to download the CCAAgentSetup-3.5.x.tar.gz fileto an accessiblelocation
on your machine (replace the .x in the filename with the applicable version number).

Go to Device Management > Clean Access > Clean Access Agent > Distribution.

In the Clean Access Agent Setup to Upload field, click Browse, and navigate to the folder where the
Clean Access Agent installation file is located.

Select the .tar.gz file and click Open. The name of the file should appear in the text field.

In the Version field, type the version of the Agent to be uploaded (for example, 3.5.2). The Version you
enter should be the same as the version for the .tar.gz file, and should be in the form “x.y.z".

Click Upload.
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Retrieve Updates

A variety of updates are available from the Cisco Clean Access Updates server, available under Device
Management > Clean Access > Clean Access Agent > Updates. You can perform t updates manually
as desired or schedule them to be performed automatically:

Cisco Checks and Rules

Cisco provides a variety of pre-configured rules (“pr_") and checks (“pc_") for standard client
checks such as hotfixes, Windows update, and various antivirus software packages. Cisco checks
and rules are a convenient starting point for manually creating your own custom checks and rules.

Clean Access Agent Upgrade

With release 3.5.1 and above (CAM, CAS, Agent), Agent upgrade patches can be automatically
downloaded to the CAM, pushed to the CAS, and downloaded and installed on the client. See
Configure Clean Access Agent Auto-Upgrade, page 11-9 for details.

Supported Antivirus Product List

Thislistisaversioned XML file distributed from a centralized update server that provides the most
current matrix of supported AV vendors and product versions used to configure AV Definition
Update requirements and AV Rules. This AV list is updated regularly to add product support. For
details on products and versions supported, see Device Management > Clean Access > Clean
Access Agent > Rules > Agent-AV Support Info, or see the “Cisco Clean Access Supported
Antivirus Product Charts’ in the release notes
(http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccalcca3s/35rn.htm#wp169209)

Default Host Policies

With release 3.5(5) and above, Cisco Clean Access provides automatic updates for the default
host-based policies (for Unauthenticated, Temporary, and Quarantine roles). Note that Default
Allowed Hosts are disabled by default, and must be enabled for each role under User M anagement
> User Roles > Traffic Control > Hosts. See Enable Default Allowed Hosts, page 8-9 for details.

Note

For 3.5(x), if you have auto-updates enabled on your CAM, and have downloaded the | atest version
of the Supported AV Product List prior to downloading the corresponding version of the CCA Agent
Upgrade Patch, make sure to perform a Clean Update to enable the latest product support for that
version of the Agent.

To ensure Cisco Clean Access always checks for the latest Microsoft Windows hotfixes, always get
the latest Updates of Cisco Checks and Rules (by Clean Update if necessary) and make sure the
appropriate host-based traffic policies are in place (see Add Global Host-Based Traffic Policies,
page 8-7 for details.)

When you upgrade your CAM/CAS to the latest release of Cisco Clean Access, all Perfigo/Cisco
pre-configured checks/ rules will be automatically upgraded. However, manually-created rules
which look for specific names (e.g. “ SmartEnforcer.exe”) may need to be checked and fixed
manually.
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To Download Clean Access Agent Updates;

Go to Device Management > Clean Access > Clean Access Agent > Updates.

Figure 11-3 Clean Access Agent Updates

@

Device Management > Clean Access

Clean Access
Agent
Role-Requirements - Reports -

Certified Devices General Setup MNetwork Scanner

Distribution - Rules : Requirements -

Current Wersion of Cisco Checks & Rules: 5274 o i
Current Wersion of CCA Agent Upgrade Patch: 3.5.9 Version information
Current Wersion of Supported Antivirus Product List: 20

Current Wersion of Default Host Policies: 2

Automatic Update

¥ Check for updates every |1 hours

¥ Check for CCA Agent upgrade patches

[T Use an HTTP proxy server to connect to the update server

Proxy Address I—
Proxy Port I—
Proxy Username I—
Proxy Password I—

Update | Clean Update |
Cisco auto-update is scheduled every 1 hours Status messages
You have the latest version {¥er. 5274) of Cisco rules installed after Update

You have the latest version {(¥er. 3.5.9) of Cisco Clean Acces Agent installer
Latest version (¥er. 20) of supported antivirus product list already installed
Latest version (¥er. 2) of default host policies already installed

The following Update version information will be displayed:
Current Version of Cisco Checks & Rules

Current Version of CCA Agent Upgrade Patch

Current Version of Supported Antivirus Product List

Current Version of Default Host Policies

Click the Check for updates every [] hour option and enter a value to configure the interval to
automatically check for updates. Cisco recommends setting this option to every 1 hour.

Click the Check for CCA Agent upgrade patches option to ensure the CAM always downloads the
latest version of the Agent Upgrade Patch. This must be enabled for Agent auto-upgrade.

Click the“Usean HTTP proxy server to connect to the update server” option if your CAM goes
through a proxy server to get to the Internet, and configure the Proxy server information.

Click Update to manually update your existing database with the latest Cisco checks and rules,
Agent upgrade patch, Supported Antivirus Product List, and default host policies, or

Click Clean Updateto remove all previousitemsfrom the databasefirst (checks, rules, Agent patch,
Supported Antivirus Product List, and default host policies) before downloading all the new updates.
Note that Clean Update will delete all existing default host policies (along with enable/disable
settings) and add new default host policies (disabled by default). See Enable Default Allowed Hosts,
page 8-9 for details.
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Note

For 3.5(x), if you have auto-updates enabled on your CAM, and have downloaded the latest
version of the Supported AV Product List prior to downloading the corresponding version of the
CCA Agent Upgrade Patch, make sure to perform a Clean Update to enable the latest product
support for that version of the Agent.

8. When you retrieve updates, the following status messages are displayed at the bottom of the page:

Cisco auto-update schedule (if enabled)
Latest version of Cisco Clean Access Agent installer (if available)

Latest Version of Cisco Checks & Rules:

This shows the version of Cisco checks and rules downloaded. The latest update of Cisco
pre-configured checks (“pc_") and rules (“pr_") will populate the Check List and Rule List,
respectively (under Device Management > Clean Access > Clean Access Agent > Rules).

L atest Version of Supported Antivirus Product List:

This shows the latest version of the Supported Antivirus Product List. When creating aNew AV
Rule or requirement of type AV Definition Update, the matrix of supported vendors and
product versions will be updated accordingly.

Latest Version of Default Host Policies (release 3.5(5) and above):
This shows the latest version of default host-based policies provided for the Unauthenticated,
Temporary, and Quarantine roles.

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



| Chapter 11

Clean Access Agent

Require Use of the Clean Access Agent for Role

Require Use of the Clean Access Agent for Role

Requiring the use of the Clean Access Agent is configured per user role and operating system. When
Agent isrequired for auser role, usersin that role are forwarded to the Clean Access Agent download
page after authenticating for the first time using web login. The user is then prompted to download and
run the Agent installation file. At the end of theinstallation, the user is prompted to log in to the network
using the Agent.

1. Goto Device Management > Clean Access > General Setup.
2. Select the User Role for which users will be required to use the Clean Access Agent.

3. Select an Operating System (typically, WINDOWS_ALL is chosen). Note that the Clean Access
Agent is only available for Windows users.

A
Note  Make sure the Operating System is correctly configured for the role to ensure the Download
Clean Access Agent web page is properly pushed to users.

4, Select Require use of Clean Access Agent.

5. You can |leave the default message, or optionally type your own HTML message in the Clean Access
Agent Download Page M essage (or URL) text field.

6. Click Update.

Figure 11-4 General Setup Tab

Device Management > Clean Access )]

Clean Access
Agent

Network
Scanner

D General Setup

User Rale |Role1 j
Operating -
System ALL

(By default, 'ALL' settings apply to all dient operating systerns if no ©5-specific settings are specified.)

¥ Reguire use of Clean Access Agent
Clean Access Agent Download Page Message (or URL):
<brNetwork Security Notice:</b> This network is protected fJ

Aooess Suite. The Clean Aecess Lgent ensures that your
computer meets the regquirements for accessing this network,

and _helna wron keen wronr comnnter ssacnre and n—to-date _I

I Show Metwaork Scanner User Agreement page to weh login users
[T Enable pop-up scan vulnerability reports from User Agreement page
[T Reguire users to be certified at every web login
¥ Show Metwork Policy to Clean Access Agent users
Metwork Policy Link: |https:,-",-"1D.1.16.141,-"admin,-"AUP.htrT
¥ Logoff Clean Access Agent users from network on their machine logoff or shutdawn
[ Exempt certified devices from web login requirement
[T Block/Quarantine users with vulnerabilities in role: |Quarantine Rale (4 minutes) |

Show quarantined users User Agreement Page of: |0riginal role (deprecated)j

Update Cancel
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N

Note

For additional details on configuring the General Setup page, see General Setup Summary, page 9-10.

Clean Access Agent users logging in for the first time with the web login page see the Clean Access

Agent Download Page, as shown in Figure 11-5.

Figure 11-5 Clean Access Agent Download Page

3 Cisco Clean Access Agent Download - Micrasoft Internet Explorer

Back - = - @ [£] A @search [Favorites @veda B | By S

ol x|
Fle Edt Wew Favorktes Tools Help

Network Security Notice: This netwark is protected by the Clean Access Agent, a
component of the Cisco Clean Access Suite. The Clean Access Agent ensures that
your computer meets the requirements for accessing this netwark, and helps you
keep your computer secure and up-to-date.

Please use the Clean Access Agent to log in to the netwark.

If you don't have the Clean Access Agent software yet, download it by clicking the
button below. After downloading the installation file, run it to complete the
installation.

If you have already downloaded and installed the Clean Access Agent, please close
this window and right-click the Clean Access Agent icon in the system tray and
choose Login from the menu. Enter your usual network user name and password in
the login window.

Download Clean Access Agent 35.11 |

Note: If you are already running the Clean Access Agent and you are connected
through a slower connection (such as VPN or dial-up), please wait as it might take
& few moments for the agent to pop up.

Address [&] https://10.201 217 95 auth/perfigo_validate. jsp = P |Lm o

| &) Done [ [ | [&8 rocalintranet

=
z

Configure Network Policy Page (Acceptable Usage Policy) for Agent Users

This section describes how to configure user access to a Network Policy page (or Acceptable Usage
Policy, AUP) for Clean Access Agent users. After login and requirement assessment, the Agent will
display an “Accept” dialog (Figure 11-37 on page 11-51) with aNetwork Usage Terms & Conditions
link to the web page that users must accept to access the network. You can use this option to provide a
policies or information page about acceptable network usage. This page can be hosted on an external

web server or on the CAM itself.

To Configure Network Policy Link

1. Go to Device Management > Clean Access > General Setup (see Figure 11-4 on page 11-19).

2. MakesureUser Role, Operating System and Require use of Clean Access Agent are configured.

3. Click Show Network Policy to Clean Access Agent users[Network Policy Link:]. Thiswill
display alink in the Clean Access Agent to a Network Usage Policy web page that Clean Access

Agent users must accept to access the network.

4. If hosting the page on the CAM, you will need to upload the page (for example, “helppage.htm”)
using Administration > User Pages > File Upload. See Upload a Resource File, page 7-7for

details. If hosting the page on an external web server, continue to the next step.

5. Typethe URL for your network policy page in the Network Policy Link field as follows:

— Tolink to an externally-hosted page, type the URL in the format:

http://mysite.com/helppages.

[l Cisco Clean Access Manager Installation and Administration Guide
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— To point to a page you have uploaded to the CAM, for example, “helppage.htm,” type the URL
asfollows:
http://<CAM IP address>/admin/helppage.htm

6. Make sureto add traffic policiesto the Temporary roleto allow users HT TP access to the page. See
Adding Traffic Policies for Default Roles, page 8-25 for details.

To see how the Network Policy dialog appears to Agent users, see Figure 11-37 on page 11-51.

For a general illustration of where the Network Policy dialog appears during the Clean Access Agent
process, see Clean Access Agent Process, page 9-2.

Configure the Clean Access Agent Temporary Role

See Configure Clean Access Agent Temporary Role, page 8-17 for details on configuring traffic policies
and session timeout for the Agent Temp role.
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Create Clean Access Agent Requirements

To implement Clean Access Agent system requirements, you configure the following elements:
requirements, rules (AV rules or custom rules), and checks (if creating custom rules).

Requirements basically implement business-level decisions about what users must (or must not) have
running on their systems to be able to access the network. A requirement maps arule or set of rules that
clientsin a user role must meet to the remediation action a user must take if the client fails to meet the
requirement’s rules. When you create a requirement, you configure the remediation instructions you
want the user to see via Clean Access Agent dialogs when the user fails the requirement.

A ruleisthe unit used by the Clean Access Agent to assess whether a requirement is met on a particular
operating system. A rule can be an AV rule, Cisco pre-configured rule (pr_rule) or a custom rule made
up of acheck or a combination of checks.

A check isasingleregistry, file, service, or application check for a selected operating system, and is used
to create a custom rule.

Once arequirement is associated with rules, the final configuration step is to associate the requirement
to anormal login user role. Users who attempt to authenticate into the normal user role are put into the
Temporary role until they pass requirements associated with the normal login role. If they successfully
meet the requirements, the users are allowed on the network in the normal login role. If they fail to meet
the requirements, users stay in the Temporary role for the session timeout until they take the steps
described in the Agent dialogs and successfully meet the requirements.

For out-of-band users, successfully authenticating and meeting requirements allows the users to leave
the in-band network (on the Auth VLAN) and access to the out-of-band network on the Access VLAN.

To map arequirement to anormal login user role, the role must already be created as described in Create
User Roles, page 5-1.

This section describes the following:
- Configure AV Definition Update Requirements, page 11-22
» Configure Custom Checks, Rules and Requirements, page 11-28
« Map Rulesto Requirement, page 11-40
- Apply Requirements to Role, page 11-41
» Validate Requirements, page 11-42
» Create an Optional Requirement, page 11-43
» AV Rule Troubleshooting, page 11-54

Configure AV Definition Update Requirements

Release 3.5 provides the AV Definition Update requirement type that can update the virus definition
files on a client for most antivirus products. If the client fails to meet the AV requirement, the Clean
Access Agent communicates directly with theinstalled antivirus software on the client and automatically
updates the virus definition files when the user clicks the Update button on the Agent dialog.

AV Rules incorporate extensive logic for 17 antivirus vendors and are associated with AV Definition
Update requirements. For AV Definition Update requirements, the configuration is similar to that of
custom requirements, except there is no need to configure checks. You associate the AV Definition
Update requirement with AV Rule(s) and user roles and operating systems, and configure the Clean
Access Agent dialog instructions you want the user to see if the AV requirement fails.

Cisco Clean Access Manager Installation and Administration Guide
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Where possible, it is recommended to use AV Rules mapped to AV Definition Update Requirements to
check antivirus software on clients. In the case of a non-supported AV product, or if an AV
product/version is not available through AV Rules, administrators always have the option of using Cisco
provided pc_ checksand pr_rulesfor the AntiVirus vendor or of creating their own custom checks, rules,
and requirements through Device Management > Clean Access > Clean Access Agent (use New
Check, New Rule, and New File/Link/Local Check Requirement), as described in Configure Custom
Checks, Rules and Requirements, page 11-28.

Note that Cisco Clean Access works in tandem with the installation schemes and mechanisms provided
by supported Antivirus vendors. In the case of unforeseen changes to underlying mechanisms for AV
products by Antivirus vendors, the Cisco Clean Accessteam will upgrade the Supported AV Product List
and/or Clean Access Agent in the timeliest manner possible in order to support the new AV product
changes. In the meantime, administrators can always use the “custom” rule workaround for the AV
product (such as pc_checks/pr_ rules) and configure the requirement for “Any selected rule succeeds.”

Figure 11-6 shows the Clean Access Agent dialog that appears when a client fails to meet an AV
Definition Update requirement.

Figure 11-6 Required AV Definition Update (User Dialog)

= Cisco Clean Access Agent

_ Clean Access Agent

Please update the virus definition file of the specified
antivirus software (required).

AV Definition Update Requirement Type

(0:03:03 left)

Required Antivirus Update
Name : McAfee AV Update

Software: MoAfeedl

Description : Please update your McAfee Antivirus Software by clicking the
Update hutton

|
¢ ) 6 D 6 Y

Description field provides your instructions
to the user

User clicks Update to automatically update
client AV definition file(s).

An antivirus rule (AV Rule) is a preconfigured rule type that is mapped to the matrix of vendors and
products sourced in the Supported Antivirus Product List. There is no need to configure checks with this
type of rule. There are two basic types of AV Rules: Installation and Virus Definition.

- Installation AV Rules check whether the selected antivirus software is installed for the client OS.

« VirusDefinition AV Rules check whether the virus definition files are up-to-date on the client. Virus
Definition AV Rules can be mapped into AV Definition Update requirements so that a user that fails
the requirement can automatically execute the update by clicking the Update button in the Agent.

Not all product versions of a selected vendor may support automatic update via the Agent. In this case,
clients can be instructed to update their AV software from the interface of their installed AV product.

The steps to create AV Definition Update Requirements are as follows:;

Create AV Rule, page 11-24
Verify Agent-AV Support Info, page 11-25
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Step 3
Step 4
Step 5
Step 6

Create AV Rule

Create AV Definition Update Requirement, page 11-26
Map Rules to Requirement, page 11-40

Apply Requirements to Role, page 11-41

Validate Requirements, page 11-42

For additional information, see also the “Cisco Clean Access Antivirus Product Support Charts” of the
release notes: http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/cca/cca3s/35rn.htm

1. Make sure you have the latest version of the Supported AV Product List, as described in Retrieve
Updates, page 11-16.

2. Go to Device Management > Clean Access > Clean Access Agent > Rules > New AV Rule.

Figure 11-7 New AV Rule

Device Management > Clean Access 2

Certified Devices General Setup Network Scanner @Clean Access Agent
Distribution - Rules : Requirements - Role-Requirements - Reports - Updates
Check List | Mew Check | Rule List | New Rule | MNew A¥ Rule | Agent-A¥ Support Info

Rule Name |Any8ymantecDef

Antivirus Wendor |Symantec Corp. j
Type lm

Operating System IW

Rule Description |Checks for A% def updates for any wersion o

Add Rule |

Checks for Selected Operating Systems

[ ProductName | ¥ersion | Installation | ¥irus Definition |

AN AN - I3 =
Morton AntiVirus Corporate Edition 7.0 for Windows NT  7.x - -

Morton AntiVirus Corporate Edition 7 - -

Syrnantec AntiVirus Client g.x - -

Syrantec Antivirus 9% - -

Syrmantec Client Security 9% - -

Morton AntiVirus 2002 Professional Edition g.x - -

Morton AntiVirus 2002 Professional g.x - -

Bloibmr & ebitdie s A0 o — — I~}

e T

Type a Rule Name. You can use digits and underscores, but no spaces in the name.

Choose an Antivirus Vendor from the dropdown menu. This populates the Checks for Selected
Operating Systemstabl e at the bottom of the page with the supported products and product versions

from this vendor (for the Operating System chosen).

From the Type dropdown menu, choose either Installation or Virus Definition. This enables the
checkboxes for the corresponding Installation or Virus Definition column in the table below.

[l Cisco Clean Access Manager Installation and Administration Guide
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6. Choose an Operating System from the dropdown menu: Windows XP/2K or Windows ME/98. This
displays the product versions supported for this client OS in the table below.

7. Type an optional Rule Description.

8. Inthe Checksfor Selected Operating Systems table, choose the product versions you want to
check for on the client by clicking the checkbox(es) in the corresponding I nstallation or Virus
Definition column. Clicking ANY means you want to check for any product and any version from
this AV vendor. I nstallation checks whether the product isinstalled, Virus Definition checks
whether the virus definition files are up to date on the client for the specified product.

9. Click Add Rule. The new AV rule will be added at the bottom of the Rule List with the name you
provided.

Verify Agent-AV Support Info

Cisco Clean Access allows multiple versions of the Clean Access Agent to be used on the network. Each
new Agent version adds support for the latest AV products as they are released. The system picks the
best method (either Def Date or Def Version) to execute AV virus definition checks based on the
available AV products and the version of the Agent. The Agent-AV Support I nfo page provides details
on Agent compatibility with the latest Supported AV Product List downloaded to the CAM. This page
lists the latest version and date of virus definition files for each AV product as well the baseline version
of the Agent for product support. You can compare the client’s AV information against the Agent-AV
Support Info pageto verify if aclient’s AV virus definition fileisthelatest. If running multiple versions
of the Agent on your network, this page can help troubleshoot which version must be run to support a
particular AV product.

To View Agent Support Details:
1. Goto Device Management > Clean Access > Clean Access Agent > Rules > Agent-AV Support

Info
Figure 11-8 Agent-AV Support Info
= Device Management > Clean Access ) 2

Certified Devices
Distribution -

General Setup MNetwork Scanner @ Clean Access Agent
Rules - Requirements - Role-Requirements - Reports - Updates

Check List | Mew Check | Rule List | New Rule | MNew A¥ Rule | Agent-A¥ Support Info

Antivirus Yendar |CIamWin j
Operating System IWindDws P2k 'l

Minimum Agent Yersion Required to Support AY Products

) ) Yirus Definition
AY¥ Product Name f¥ersion Installation
Def Date

ClamWin Free Antivirus 0.x 3.5.4 3.5.4 3.5.4

ClarmWin Antivirus 0.x 3.5.2 3.5.2 3.5.2

Latest Yirus Definition Yersion/Date for Selected Yendor

M ProductName | version |  Type [ value |

ALL ALL Version 34,1166

ALL ALL Date 11/08/2005 ||
=l =

=

2. Choose an Antivirus Vendor from the dropdown to view the support information for that product.
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3. Choose Windows XP/2K or Windows 9x/M E from the Oper ating System dropdown menu to view
the support information for those client systems. This populates the following tables:

— Minimum Agent Version Required to Support AV Products: shows the minimum Agent
version required to support each AV product. For example, a 3.5.4 Agent can log into arole that
requires ClamWin Free Antivirus 0.x, but for a 3.5.3 or below Agent, this check will fail. Note
that if aversion of the Agent supports both Def Date and Def Version checks, the Def Version
check will be used. For example, for a 3.5.0 Agent logging in from Windows ME/98, Def Date
is used to check Norton Antivirus 10.x. For a 3.5.3 Agent logging in, Def Version is used to
check this product.

— Latest Virus Definition Version/Date for Selected Vendor: displays the latest version and
date information for the AV product. The AV software for an up-to-date client should display
the same values.

Note « The CAM always attempts to first use the virus definition version for AV checks. If the version is
not available, the CAM uses the virus definition date instead.

» For 3.5.0/3.5.1/3.5.2 Agents (i.e. that do not send their version information to the CAM), the CAM
performs the AV check type supported by earliest minimum Agent in the table for the AV product.

Tip You can also view the latest def file version when selecting an AV vendor from the New AV Rule form.

Create AV Definition Update Requirement

The following steps show how to create a new Antivirus Definition Update requirement that will check
the client system for the specified AV product(s) and version(s) using an associated AV Rule. If the
client’s antivirus definition files are not up-to-date, the user can simply click the Update button on the
Clean Access Agent, and the Agent has the resident AV software to launch its own update mechanism.
Note that the actual mechanism differs for different AV products (e.g. live update, or command line
parameter).

1. Inthe Clean Access Agent tab, click the Requirements submenu link and then New Requirement.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 11-9 New Requirement

I»

©

Device Management > Clean Access

Clean Access Agent
Reports -

Certified Devices General Setup MNetwork Scanner
Distribution - Rules : Requirements - Role-Requirements -
Requirement List | New Requi t | Requi t-Rules

Reqguirement Type IAV Definition Update 'l

[T Do not enforce reguirement

Priority |1 'l

Antivirus Yendar Name |I\»1c;-¢\fee, Inc. j

Updates

Requirement Name |I\»1c;-¢\fee Update

Description |Please update your McAfee Antivirus Software by click

Operating System ¥ windows all [ windows P [ windows 2000
[ windows ME [ wWindows 98

Add Reguirement |

If user has one of the following products installed, hefshe can use the Update button provided by CCA Agent to update the
virus definition file if this requirement fails,

Wwindows Mcafee VirusScan: 4.5.1.x, 8xxx, 9xxx;Meafes VirusScan Enterprise: 7.0.0.x, 7.1.0.x, 7.5.0.x, §.0.0.x;McAfee
®PF2000  VirusScan Professional: 8xxx;McAfee VirusScan Professional Edition: 7.x;

windows
ME/98

al Il

Mcafee VirusScan: 4.5.1.x;McAfes VirusScan Professional: 8xxx;Mcafee VirusScan Professional Edition: 7.x; -

For Requirement Type choose AV Definition Update

Choose an AntivirusProduct Namefrom the dropdown menu. The Productstablelistsall thevirus
definition product versions supported per client OS.

For the Requirement Name, type a unique nameto identify this AV virus definition file requirement
in the Agent. The name will be visible to users on the Clean Access Agent dialogs.

In the Description field, type a description of the requirement and instructions to guide users who
fail to meet the requirement. For an AV Definition Update requirement, you should include an
instruction for users to click the Update button to update their systems. Note the following:

— FileDistribution displays Download button on the Agent.

Link Distribution displays Go To Link button on the Agent.

Local Check displays Download button (disabled) on the Agent.

AV Definition Update displays Update button on the Agent.

Click the checkbox for at least one client Operating System (at least one must be chosen).

Click Add Requirement to add the requirement to the Requirement List.
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Configure Custom Checks, Rules and Requirements

A check is a condition statement used to examine the client system. In the simplest case, a requirement
can be a single rule made up of asingle check. If the condition statement yields a true result, the system
is considered in compliance with the Clean Access Agent requirement and no remediation is called for.

To create a check, first find an identifying feature of the requirement. The feature (such as aregistry key
or process name) should indicate whether the client meets the requirement. The best way to find such an
indicator isto examine a system that has the requirement. If necessary, refer to the documentation
provided with the software to determine what feature to use. Once you have determined the indicator for
the requirement, use the following procedure to create the check.

Custom Requirements

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

You can create custom requirements to maps rules to the mechanism that allows users to meet the rule
condition. The mechanism may be an installation file, alink to an external resource, or simply
instructions. If arule check is not satisfied (for example, required software is not found on the client
system), users can be warned or required to fix their systems, depending on your configuration. As
shown in Figure 11-10, arule can combine several checks with Boolean operators, “&” (and), “|" (or),
and “!” (not). A requirement can rely on more than one rule, specifying that any selected rule, all rules,
or no rule must be satisfied for the client to be considered in compliance with the requirement.

Figure 11-10 Custom Checks, Rules, and Requirements

checks rules requirements

| sym_exeExists I

| RecentVDefExist & ] Look4SymAV

|_processlsActive any MustHaveAntiVirus

| mcafee_exeExists I

campusAVlinstall .zip
[ RecentVDefExist | & | Look4McAfeeAV | :

| processlsActive Message: install, update
or start software

The steps to create custom requirements are as follows:

Create Custom Check, page 11-29
Create Custom Rule, page 11-34
Validate Rules, page 11-35

Create Custom Requirement, page 11-37
Map Rules to Requirement, page 11-40
Apply Requirements to Role, page 11-41
Validate Requirements, page 11-42
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A ruleis acondition statement made up of one or more checks. A rule combines checks with logical
operators to form a Boolean statement that can test multiple features of the client system. Cisco Clean
Access provides a set of pre-configured rules and checks through the Updates link. Pre-configured rules
have a prefix of “pr” in their names, for example, pr_AutoUpdateCheck_Rule.

A check is a condition statement that examines afeature of the client system, such as afile, registry key,
service, or application. Pre-configured checks have a prefix of “pc” in their names, for example,
pc_Hotfix828035. Table 11-1 lists the types of checks available and what they test.

Table 11-1 Checks

Check Category Check Type

Registry check « whether or not a registry key exists
» registry key value
File Check - whether or not afile exists

« date of modification or creation

- fileversion

Service check « whether or not a service is running

Application check « whether or not an application is running

Copying Checks and Rules

Note that pre-configured rules and checks are not editable, but can serve as templates. To modify a
non-editable check or arule, make a copy of it first by clicking the corresponding Copy button ( 2z ).
Copies of checks are added to the bottom of the Check List, intheform copy of checkname. Copies of
rules are added to the bottom of the RulesList, intheform copy of rulename. Click the corresponding
Edit button (g=]) to bring up the Edit form to modify the check or rule. The edited checks and rules can
then be configured and associated to requirements and roles as described in the following sections.

Create Custom Check

1. Inthe Clean Access Agent tab, click the Rules submenu and then open the New Check form

| oL-7044-01
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Figure 11-11 New Check

|+

Device Management > Clean Access

In

©

Certified Devices
Distribution -

General Setup
Rules -

Network Scanner
Requirements -

Clean Access Agent
Role-Requirements : Reports - Updates
Check List | Mew Check | Rule List | New Rule | MNew A¥ Rule | Agent-A¥ Support Info

Check Categor -
| ] Check Type | Registry Key |

File Check

Service Check
Application Check YRR

—
dperator | Exists 'l

Check Description |

_| operating system [ Windows all 7 windows ®xP [T Windows 2000
[Mwindaws ME [T Windaws 98

[ sutomatically create rule based on this check Add Chack | _‘
vl | o

For all custom checks, follow steps 2. to 7., refer to the specifics for each check type—Registry Check
Types, File Check Types, Service Check Type, Application Check Type—then perform step 8.

2. Select aCheck Category: Registry Check, File Check, Service Check, or Application Check.

3. Typeadescriptive Check Name. The rules created from this check will reference the check by this
name, so be sure to give the check a unique, self-descriptive name. The name is case-sensitive and
should be less than 255 characters and without spaces or special characters.

4. Type an optional Check Description.

5. Select at least one Operating System for the check. Options are: Windows All, Windows XP,
Windows 2000, Windows M E, Windows 98.

6. If desired, select “Automatically create rule based on this check”. In this case, theruleis
automatically populated with the check when added and is named “ checkname-rule”.

7. Select aCheck Type for the Category and fill in specific form fields as described below. Specify the
parameters, operator, and (if the check type is a value comparison) the value and data type of the
statement, and click Add Check to create the evaluation statement. If the condition statement
evaluates to false, the required software is considered missing.

Registry Check Types

— Registry Key — Checks whether a specific key existsin the registry.

— Registry Value (Default) — Checks whether an unnamed (default) registry key exists or has a
particular value, version, or modification date.

— Registry Value — Checks whether anamed registry key exists or has aparticular value, version,
or modification date.

Cisco Clean Access Manager Installation and Administration Guide
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Registry Check Types

Device Management > Clean Access

©
1

Clean Access
Agent
Distribution - Rules : Requirements - Role-Requirements - Reports - Updates
Check List | Mew Check | Rule List | New Rule | MNew A¥ Rule | Agent-A¥ Support Info

Check Categor
IRegistryCheck 'l

Certified Devices General Setup MNetwork Scanner

Check Type Registry\a’alue(Default)j
|Pegistry Ke
[Registry Yalue(Default)

Check Mame | Fegistry Value
Registry Key |HKLMj Y

Yalue Name (Default)

Yalue DataType |—N0ne— j

Cperataor Im

Yalue Data |

Check Description |

Operating System [ Windows all [ Windows ®xP [T Windows 2000
[Mwindaws ME [T Windaws 98

[ sutomatically create rule based on this check Add Chack | 4

6
4 | B

a. For the Registry Key field, select the area of the (IeFt—r-_egistry:
HKLM —HKEY_LOCAL_MACHINE
HKCC —HKEY_CURRENT_CONFIG
HKCU —HKEY_CURRENT_USER
HKU - HKEY_USERS
HKCR —HKEY_CLASSES ROOT
Then type the path to be checked.

For example: HKLM \SOFTWARE\Symantec\Norton AntiVirus\version

b. For aRegistry Value search, enter a Value Name.
c. For Registry Value searches, enter a Value Data Type:

Number
(Note: REG_DWORD is equivalent to Number)

String
Version
Date (mm/dd/yyyy hh:M M :ss)
d. For the Operator, select exists or does not exist.
e. For aRegistry Value searches, enter the Value Data.

— File Existence — Checks whether afile exists on the system.

— File Date — Check whether afile with a particular modification or creation date exists on the

system.
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— File Version — Checks whether a particular version of afile exists on the system.

Figure 11-13 File Check Types

Device Management > Clean Access

©

Clean Access
Agent
Requirements - Role-Requirements - Reports - Updates
Check List | Mew Check | Rule List | New Rule | MNew A¥ Rule | Agent-A¥ Support Info

Check Categor :
IFiIe Check vl Check Type |File Date vl

File Existence

Certified Devices General Setup MNetwork Scanner

Distribution - Rules -

File Date
Check Narme |
File Path |—N0ne— j |

Cperatar Iearlierthan 'l
File Date I (mmddsyyyy hhiMMissy

File Date Type # Creation date " Modification date

Check Description |

Operating System [ Windows all [ Windows ®xP [T Windows 2000
[Mwindaws ME [T Windaws 98

[ sutomatically create rule based on this check Add Chack |

= r—

a. For File Path, select:
SYSTEM_DRIVE - checks the C:\ drive
SYSTEM_ROOT - checks the root path for Windows 98 systems
SYSTEM_32 — checks C:\WINDOWS\SY STEM 32
SYSTEM_PROGRAM S — checks C:\Program Files
b. For Operator, select:
exists or does not exist — File Existence check
earlier than, later than, same as — File Date or File Version check
c. If applicable, enter aFile Date (in the form mm/dd/yyyy hh:MM:ss).
d. If applicable, select a File Date Type:
Creation date
M odification date

Service Check Type

— Service Status — Whether a service is currently running on the system.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 11-14 Service Check Type

Device Management > Clean Access

()

Certified Devices
Distribution

General Setup

Rules Requirements
Check List | Mew Check | Rule List |

Network Scanner

Clean Access Agent
Role-Requirements Reports
MNew Rule | New AY¥ Rule |

Updates
Agent-A¥ Support Info

Check Categor —
|Service Check vl Check Ty’pel ervice Status l
Check Mame |

Service Mame
COperator

Check Description

not running

Operating System [ Windows All
[ windows ME I windows 98

[ sutomatically create rule based on this check Add Chack

[ windows %P I Windows 2000

L L < W - N

a. Enter a Service Name.

b. Select an Operator: running or not running.

Application Check Type

— Application Status—Whether an application is currently running on the system.

Figure 11-15 Application Check Type

Device Management > Clean Access

()

Certified Devices

ribution

General Setup

Rules Requirements
Check List | Mew Check | Rule List |

MNetwork Scanner @Clean Access Agent
Role-Requirements

Reports Updates

Mew Rule | MNew A¥ Rule | Agent-AY¥ Support Info
Check Categor Y C————
IAppIication Check 'l Check Type |Application status

Check Mame |

Application Mame |

COperator Irunning 'l

Check Description

Operating System [ Windows all [T Windows %P

[ windows ME I windows 98

[ sutomatically create rule based on this check Add Chack

[ windows 2000

R

[ [ (4 nternet
a. Enter an Application Name.

b. Select an Operator: running or not running.
8. Click Add Check when finished.
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Create Custom Rule

A ruleis an expression made up of checks and operators. A rule is the unit used by the Clean Access
Agent to assess a vulnerability on a particular operating system. The result of the rule expression is
considered to assess compliance with the Clean Access Agent requirement. A rule can be made up of a
single check or it can have multiple checks combined with Boolean operators. Table 11-2 shows the
operators along with their order of evaluation.

Table 11-2 Rule Operators
Priority Operator |Description
1 0 parens for evaluation priority
2 ! not
3 & and
3 | or

Operators of equal priority are evaluated from left to right. For example, arule may be defined as
follows:

adawareLogRecent & (NorAVProcessIsActive | SymAVProcessIsActive)

The adawareLogrecent check and either the NoravProcessIsactive check or the
symAvProcessIsaActive Ccheck must be satisfied for the rule to be considered met. Without parentheses,
the following would be implied:

(adawareLogRecent & NorAVProcessIsActive) | SymAVProcessIsActive

In this case, either symavprocessIisactive or one of the first two checks must be true for the rule to be
considered met.

Create a Custom Rule

1. Inthe Clean Access Agent tab, click the Rules submenu link and then New Rule.
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New Rule
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Device Management > Clean Access

Certified Devices
Distribution -

Rules -

General Setup
Requirements -

Check List | MNew Check Rule List | MNew Rule | MNew A¥ Rule | Agent-A¥ Support Info

Network Scanner @Clean Access Agent

Role-Requirements -

Reports - Updates

Rule Name

|IEVersi0n_win2k

Rule Description

Operating System

™ windaows all
[ windows ME

|Checkversi0n of IE on ‘Windows 2000

[ windows xp ¥ windows 2000
[ windows 98

Use checks and operators to

Rule Expression

pc_IES 01 | po_IEG O

;I create an expression. If a rule
condition is true, the client is
considered in compliance with the
rule.

Operators are "&" (and), "|" {or),
"1" {not), and "{3" {eval priority
parensi,

-

Ex: checkl & (check? | check3)

Checks for Selected Operating System

Category L Type [ 05 |

pc_AutoUpdateChecl Service Check Service Status Wirin { ¥P,2000 )

pc_HotFixkKBE23182 Registry Checl Registry Key Wiiin { 2000 )
pc_HotFixKBE26232 Registry Checl Registry Key Wiiin { 2000 )
pc_HotFixkKB&28035 Registry Checl Registry Key Wiiin { 2000 )

l4

2. Type aunique Rule Name.
3. Enter aRule Description.
4.

Select the Operating System for which the rule applies. If Updates have been downloaded, the

pre-configured checks for that operating system appear in the Checks for Selected Operating

System list below.

5. Create the Rule Expression by combining checks and operators. Use the list to select the names of
checks and copy and paste them to the Rule Expression text field. Use the following operators with

the checks: () (evaluation priority), ! (not), & (and), | (or).
For example:

adawareLogRecent & (NorAVProcessIsActive | SymAVProcessIsActive)

For asimple rule that tests a single check, simply type the name of the check:

SymAVProcessIsActive

6. Click Add Rule.

The console validates the rule and, if formed correctly, the rule appears in the Rule List. From there,
you can delete the rule, modify it, or copy it (create a new rule by copying this one).

Validate Rules

With release 3.5, the Clean Access Manager automatically validates rules and requirements as they are
created. Invalid rules have incompatibilities between checks and rules, particularly those relating to the
target operating system. These errors can arise when you create checks and rules for a particular
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operating system but later change the operating system property for a check. In this case, arulethat uses
the check and which is still applicable for the formerly configured operating system is no longer valid.
Rule validation detects these and other errors.

The Validity column under Device M anagement > Clean Access > Clean Access Agent > Rules >
Rule List display rule validity as follows:

. :ji' — Theruleisvalid.

- X _Theruleisinvalid. Highlight thisicon with your mouse to display the validity status message
for thisrule. The status message displays which check is causing the rule to be invalid, in the form:

Invalid rule [rulename]l, Invalid check [checkname] in rule expression.

Figure 11-17 Rule List

Device Management > Clean Access 2
Certified Devices General Setup MNetwork Scanner Clean Access Agent
Distribution - Rules : Requirements - Role-Requirements - Reports - Updates
Check List | Mew Check | Rule List | New Rule | MNew A¥ Rule | Agent-A¥ Support Info
 ~Name [ 05 | Type |validity] Copy | Edit [Delete |
pr_TrendMicro_aApp wein Al ) Mormal v EE] /-_'
CheckForoldagent-rule wein Al ) Mormal v B3 ﬁ x
! AW Virus T &
ANTVendor_avdef_xpZk Wrin { ¥P,2000 ) Definition v EE ] o} x
X . av 3 et
InstallFail Win ( XP,2000 ) .- o B3 i x
! AW Virus T &
AnySymantecDef Wrin { ¥P,2000 ) Definition v =3 o x
IEVersion_winzk Wiin { 2000 ) Mormal v B3 ﬁ x
example-invalid-rule Wiin { 2000 ) Mormal x B3 ﬁ x

To Correct an Invalid Rule;
1. Goto Device Management > Clean Access > Clean Access Agent > Rules > Rule List
2. Click the Edit button for the invalid rule.

3. Correct theinvalid Rule Expression. If theruleisinvalid because a check has been deleted, make
sure you associate the rule with avalid check.

Make sure the correct Operating System. is selected.
Make sure the Requirement met if: expression is correctly configured.
Click Save Rule.

N o o &

Make sure any requirement based on thisrule is also corrected as described in Validate
Requirements, page 11-42.
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Create Custom Requirement

A

requirement is the mechanism that maps a specified collection of rules for an operating system to the

files, distribution links, or instructions that you want pushed to the user via Clean Access Agent dial ogs.
Requirements can point to installation files or links where software can be downloaded. For local checks
not associated with a specific installation file, the requirement can map the rule to an informational
message, for example, instructing the user to remove software or run avirus check. A new requirement
can be created at any time in the configuration process. However, the requirement must be associated to
both arule for an operating system and a user role before it can take effect.

Create File Distribution /Link Distribution / Local Check Requirement

1.

Inthe Clean Access Agent tab, click the Requirements submenu link and then New Requirement.

Figure 11-18 New Requirement (File Distribution)

2.

Device Management > Clean Access D 2

Clean Access
Agent

Certified Devices General Setup MNetwork Scanner

Distribution - Rules : Requirements - Role-Requirements - Reports - Updates
Requirement List | New Requi t | Reg t-Rules
Reqguirement Type IFile Distribution 'l
F e LS ution
r Link Distribution
Do nat enforee || gcal Check
Ay Definiion Update ; I
p} —— “ersion

File to Upload | Browse. .. |

Requirement Name |

Description |

Operating System [T windows all [ windows xP [ Windows 2000
[ windows ME [ wWindows 98

[This file is placed on Clean Access Manager, For Clean Access Agent to download this file, HTTR/HTTRS access
to Clean Access Manager should be allowed.)

Add Reguirement |

Select a Requirement Type:

— File Distribution — This distributes the required software directly by making the installation
package available for user download using the Clean Access Agent. In this case, the file to be
downloaded by the user is placed on the CAM using the Fileto Upload field. For the Agent to
download thisfile, atraffic policy allowing HTTP/HTTPS access only to the CAM should be
created for the Temporary role. See Adding Traffic Policies for Default Roles, page 8-25.

— Link Distribution — Thisrefers usersto another web page where the softwareis available, such
as a Microsoft Windows Update page. Make sure the Temporary role is configured to allow
HTTP/HTTPS access to the link.

— Local Check — Thisis used when creating checks not associated with installable software, for
example, to check if Windows Update Service (Automatic Updates) is enabled, or to look for
software that should not be on the system.

— AV Definition Update- Thisis used when creating AV rules. See Configure AV Definition
Update Requirements, page 11-22 for details.
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3. TheDo not enforce requirement option can be used to perform aoptional requirement check of the
client system. The Clean Access Agent will apply the rules of the requirement, but if the client does
not meet the rules, they are only advised of the check result and not blocked from the network or
quarantined. See Create an Optional Requirement, page 11-43.

4. Specify the Priority of the requirement. Requirements with the lowest number (e.g “1") have the
highest priority and are performed first. If arequirement fails, the remediation instructions
configured for the requirement are pushed to the user without additional requirements being tested.
Therefore you can minimize processing time by putting the requirements that are most likely to fail
at a higher priority.

5. TheVersion field letsyou keep track of various versions of arequirement. Thisis particularly useful
when there are updates to the required software. You can use any versioning scheme you like, such
as numbers (1, 2, 3), point numbers (1.0), or letters.

6. If you chose File Distribution as the Requirement Type, click Browse next to the File to Upload
field and navigate to the folder where you have the installation file (.exe) for the required software.

7. If you chose Link Distribution as the Requirement Type, enter the URL of the web page where
users can get the install file or patch update in the File Link URL field.

8. For the Requirement Name type a unique name to identify the system requirement. The name will
be visible to users on the Clean Access Agent dialog.

9. Inthe Description field, type a description of the requirement and instructions for the benefit of
your users. Note the following:

— File Distribution displays Download button on the Agent.

Link Distribution displays Go To Link button on the Agent.
L ocal Check displays Download button (disabled) on the Agent.

— AV Definition Update displays Update button on the Agent.
10. Select the Operating System for which the requirement applies (at |east one must be chosen).
11. Click Add Requirement to save the settings for the download requirement.
12. The requirement appears in the Requirement List.

Figure 11-19 shows an example of how requirement configuration fields display in the Clean Access
Agent.

Cisco Clean Access Manager Installation and Administration Guide
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Example Link Distribution Requirement

|+

I

Device Management > Clean Access Lol

Certified Devices

11

Clean Access
Agent
Reports

General Setup MNetwork Scanner

Distribution Rules Requirements Role-Requirements Updates

Requirement List | EditR i t | R i t-Rules

Reqguirement Type ILink Distribution 'l

[T Do not enforce reguirement

Priority 1 Warsion I

File Link URL |http:,-",!\v\rww.clamwin.com

Requirement Name |CIamWin Installation

Description |Y0u do not have ClamiWin AY running. Please click on
Operating System [ windows all M windows P [ windows 2000

[ windows ME I Windows 98

Sawve Reguirement Cancel

Fail

[ B I < W F~ NSO e

<~ Cisco Clean Access Agent

Clean Access Agent

Please download and install the required software
before accessing the network.

Required Software (0:03:54 left)
P Name : Clamwin Installation

= Location : htip:ifwwaw. clamwin com

Description : You do not have Clarmiin AV running. Flease click on ‘
Go-to-Link and download Clamiin

D G G
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Map Rules to Requirement

Once the requirement is created and the remediation links and instructions are specified, you can map
the requirement to arule or set of rules. A rule-to-requirement mapping associates the ruleset that checks
whether the client system meetsthe requirement to theinstructions and links that permit the user to make
the client system comply.

1. Inthe Clean Access Agent tab, click the Requirements submenu and then open the
Requirement-Rules form.

Figure 11-20 Requirement-Rules Mapping

Device Management > Clean Access )]

Certified Devices
Distribution - Requirements - Role-Requirements -
Requirement List | New Requi t | R t-Rules

General Setup MNetwork Scanner

Rules -

Clean Access Agent

Reports - Updates

Requirement Name |AV Uptodate j Operating System IWindDws =P 'l

Requirement met if: & 2l selected rules succeed
 any selected rule succeeds
" Mo selected rule succeeds

Rules for Selected Operating System Update |
| select | . nName | o0 |
- pr_autoUpdateCheck_Rule Wirin { ¥P,2000 )
- pr_®P_Hotfixes Win { ®P )
- pr_Symantec_Client_Firewall_Enable Win { ®P )
- pr_Symantec_Morton_Installation wiin § all )
- pr_Symantec_Morton_Application wiin § all )
- pr_Symantec_Morton_Update wiin § all )
- pr_Mcafee_Installation win (Al )

2. From the Requirement Name menu, select the requirement to map.

3. Verify the operating system for the requirement in the Operating System menu. The Rules for
Selected Operating System list will be populated with all rules available for the chosen OS.

4, Click the Select checkbox next to each rule you want to associate with the requirement. The rules
will be applied in their order of priority, as described in Table 11-2 on page 11-34.

5. For the Requirements met if option, choose one of the following options:

— All selected rules succeed—if all the rules must be satisfied for the client to be considered in
compliance with the requirement.

— Any selected rule succeeds—if at least one selected rule must be satisfied for the client to be
considered in compliance with the reguirement.

— No selected rule succeeds—if the selected rules must all fail for the client to be considered in
compliance with the requirement.

If clientsare not in compliance with the requirement, they will need to install the software associated
with the requirement or take the steps instructed.

6. Click Update.

Cisco Clean Access Manager Installation and Administration Guide
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Apply Requirements to Role

Once requirements are created, configured with remediation steps, and associated with rules, they need
to be mapped to user roles. This last step applies your requirements to the user groups in the system.

~

Note  Make sureyou already have normal login user roles created as described in Create User Roles, page 5-1.

1. Inthe Clean Access Agent tab, click the Role-Requirements submenu link.

Figure 11-21 Role- Requirements Mapping

L

Device Management > Clean Access

@

Certified Devices

General Setup MNetwork Scanner Clean Access Agent

Distribution - Rules : Requirements - Role-Requirements : Reports - Updates
Role Type INormaI Login Role 'l User Rale | Rolel j
Select requirements to associate with the role Update |
| select | .. Nawe | o |

- winClam Installation Wing ®P )

- AV Uptodate Wing ®P )

- testoptional Wing ®P )

- FaillnstallationCheck wWin{ ®P,2000 )
i I~ 3.5.1AgentUpgrade wing all )

I~ AaNTvendor_avdefupdate_xpZk Wing ¥P,2000 )

Sl

— ==

2. From the Role Type menu, select the type of the role you are configuring. In most cases, this will
be Normal Login Role.

Select the name of the role from the User Role menu.

Click the Select checkbox for each requirement you want to apply to usersin the role.
Click Update.

o o A~ w

Beforefinishing, make sure usersintherolearerequired to use the Clean Access Agent. See Require
Use of the Clean Access Agent for Role, page 11-19.

Cisco Clean Access Manager Installation and Administration Guide
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Validate Requirements

With release 3.5, the Clean Access Manager automatically validates requirements and rules as they are
created. The Validity column under Device Management > Clean Access > Clean Access Agent >
Requirements > Requirement List display requirement validity as follows:

* gf — Therequirement isvalid.

. X _The requirement isinvalid. Highlighting thisicon with your mouse displaysthe validity status
message for this requirement. The status message states which rule and which check is causing the
requirement to be invalid, in the form:

Invalid rule [rulename] in package [requirementname] (Rule verification error:
Invalid check [checkname] in rule expression)

The requirement must be corrected and made valid before it can be used.

To Correct an Invalid Requirement:

1. Goto Device Management > Clean Access > Clean Access Agent > Requirements >
Requirement-Rules

Correct any invalid rules or checks as described in Validate Rules, page 11-35.
Select the invalid Requirement Name from the dropdown menu.
Select the Operating System.

Make sure the Requirement met if: expression is correctly configured.

o gk~ w DN

Make sure the rules selected for the requirement are valid (blue checkmark in Validity column).

Figure 11-22 Requirement List

|+

Device Management > Clean Access )]

Certified Devices

General Setup MNetwork Scanner @ Clean Access Agent

Distribution - Rules : Requirements - Role-Requirements - Reports - Updates
Requirement List | New Requi t | R i t-Rules
Size (thes) “EEEEHEE!EEI
winClam Installation Link Wing ®P ) v ‘ ﬁ b4
AN . v
aW Uptadate Defiion 0 wing ®P ) LAY @ ¥
. Al ; &
testoptional Definitian o Wing ®P ) v ‘ ‘ o b4
FailInstallationCheck Lacal 0 win{ %P,2000 ) LAY @ ¥
3.5.1AagentUpgrade File 5496056 wing all j v A Y f ¥
A f v
ANTvendor_avdefupdate_xp2k [ i, 0 Win{ ®P,2000 ) LAY @ ¥
NonWalidExarmple Def?n\{tion a wing ®P X 1rwalid rules in package[NorvalidExample] For operating
| | system[WINDOWS_¥P] (Reconfigure rules For this package)
|4

| Status message for

invalid requirement
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Create an Optional Requirement

You can make any requirement an optional requirement by clicking the Do Not Enfor ce Requirement
checkbox in the New Requirement or Edit Requirement form. Optional requirements allow you to

view administrative reports for a Clean Access Agent user without blocking the client from the network
if the optional requirement fails. If an optional requirement fails, the user is put in the Temporary role

and will see“Optional” preceding the name of the requirement in the Agent dial og; however the user can
click Next and proceed to the network.

To Create an Optional Requirement:

1. Goto Device Management > Clean Access > Clean Access Agent > Requirements > New
Requirement

Figure 11-23 Optional Requirement

-

Device Management > Clean Access 2

Clean Access
Agent
Reports -

Certified Devices General Setup MNetwork Scanner

Distribution - Rules : Requirements - Role-Requirements -
Requirement List | Edit Requi t | Requi t-Rules

Reqguirement Type ILink Distribution 'l

Updates

¥ Do not enforce reguirement

Priority 1 Wersion I

File Link URL |http:,-",!\v\rww.clamwin.com

Requirement Name |CIamWin Installation

Description |Y0u do not have ClamiWin AY running. Please click on
Operating System [ windows all - M windows xp [ wWindows 2000

| | [ windows ME I Windows 98

< Sawve Reguirement | Cancel | by

e ] B - i v —

2. Choose aRequirement Typefrom the dropdown (File Distribution, Link Distribution, Local Check,
AV Definition Update).

3. Select the Do Not Enforce Requirement checkbox to make this requirement optional.

4, Configure specific fields for the requirement type.

5. Type the Requirement Name for the optional requirement.

6.

Typeinstructions in the Description field to inform users that thisis an optional requirement and
that they can still proceed to the network by clicking the Next button on the Agent dialog.

7. Click the checkbox(es) for the Operating System.
8. Click Add Requirement.

Optional requirements must be mapped to rules and user roles in the same way as mandatory
requirements. Refer to the following sections to complete configuration:

« Map Rulesto Requirement, page 11-40
« Apply Requirements to Role, page 11-41

Cisco Clean Access Manager Installation and Administration Guide
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Figure 11-24 Agent Dialog for Optional Requirement

“« Cisco Clean Access Agent

Clean Access Agent
Please download and install the optional software
before accessing the network.

Optional Software (0:03:44 left)

Name : ClamWin Installation
Location : hitpwisi clarmwin.com
“ou do not have ClamWin AY running. Please click an

Go-to-Link and download Clamin. fyou do notwantto
download Clamyin at this time, click Next to continue

Description :

[ ToToTme § et f ==Cancer |
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Access Clean Access Agent Reports

The Clean Access Agent Reports page gives you detailed information about the activities of the Clean
Access Agent. The information includes user access attempts and system check results. Orange
backgrounds indicate clients who have failed system checking.

Figure 11-25 Clean Access Agent Administrator Report

4l Device Management > Clean Access

©
I

Network Scanner

Certified Devices General Setup
Distribution - Rules : Requirements -
Report List | Report Setting

Clean Access Agent

Role-Requirements : Reports - Updates

|—AIITypes—j |—AnyOS— j |—Anytime— j
User: I User Key: |
User IP: I User MAC: I Shiwr | Delete |

Repor‘ts 1-6 of 6 | First | Previous | Next | Last |

[ user | Userkey | Usertp | usertiac
userl OVE06QDLIGNPTS16 192,168.1.253 00:0B:DB:B2:20:98 Windows XP 2005-04-06 22:41:32 /-
userl OVE06QDLIGNPTS16 192,165.1.253 00:0B:DB:B2:20:98 Windows XP 2005-04-06 22:35:01 /-.'
& userl OVE06QDLIGNPTS16 192,165.1.253 00:0B:DB:B2:20:98 Windows XP 2005-04-06 22:34:18 /-.'
userl OVE06QDLIGNPTS16 192,168.1.253 00:0B:DB:B2:20:98 Windows XP 2005-04-06 22:33:54 /-.'
,
rlial I a

You can screen the reports on the page using the form controls. Select the screening criteria from the
dropdown lists or type the username or key and click Show. Click the View () button to see an
individual user report, as shown in Figure 11-26.

Figure 11-26 Example Clean Access Agent User Report

2 htps://10.10.10. 5/admin/dmviewreport. jsp?id=47 - Microsoft Intern. ..

User: r03u007 Operating System: Windows XP

1. FailSymantecRules (Mandatory)

¢ Passed Checks:

o Failed Checks:
po_Symantec_Morton_aApp-Corporate
pc_Symantec_Morton_App-9x
pe_Symantec_Morton_App-Professional

© Mot erecuted Checks:

2. Mcafee_present (Mandatory)

o Passed Checks:
pc_Moafee_spplication
pc_Mesfee_Professional_Def_Update
po_Mcafee_Professional_Installation

o Failed Checks:

© Mot erecuted Checks:
pe_Mcifee_Enterprise_[nstallation
pc_Mcifee_ASaP_Installation
pc_McAfee_Enterprise_Def_Update
pr_Mesfee_Service

pc_| McAfee_ _A5aP_Def_Update
3. WUS xp 2K (Mandatory)

o Passed Checks:
pe_tutoUpdateCheck

© Failed Checks:

© Mot erecuted Checks:

&) Dane S @ meemet

(E$

The Clean Access Agent report lists the requirements applicable for the user role (both Mandatory and
Optional). Requirements that the user met are listed in green, and failed requirements are listed in red.
Theindividual checks making up the requirement are listed by status of Passed, Failed, or Not executed.
This allows you to view exactly which check a user failed when a requirement was not met.
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Not Executed checks are checks that were not applied, for example because they apply to a different
operating system. Failed checks may be the result of an “OR” operation. To clear the reports, click the
Delete button. The button clears all the report entries that are currently selected by the filtering criteria.

Limiting the Number of Reports

You can limit the number of reportsin the log in the Report Setting form under Device M anagement
> Clean Access > Clean Access Agent > Reports. Specify the maximum number of reports as a value

between 100 and 200000.

N

Note « Clean Access Agent reports are stored in their own table and are separate from the general Event
Logs.
« The Clean Access Agent communicates with the Clean Access Server through the SWISS protocol
using encrypted communication over UDP port 8905.
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Verify Clean Access Agent User Experience

N

Note

This section illustrates the user experience when the Clean Access Agent isrequired and configured for
the user role.

For details on the Clean Access Agent (3.5.3 or above) when configured for Single Sign-On (SSO)
behind a VPN concentrator, see the Cisco Clean Access Server Installation and Administration Guide.

1. Theuser opensaweb browser and redirected to the web login page. The user logsinto the web login
page and is redirected to the Clean Access Agent Download page (Figure 11-27).

Figure 11-27 Clean Access Agent Download Page

e
Ele Edt wew Fovortes Took Help
Back - = - @ [£] A @seach GuFavories Gveda B | Gy S
Address [&] https://10.201 217 95 auth/perfigo_validate.isp ] Peo [k >

Network Security Notice: This network is protected by the Clean Access Agent, a
component of the Cisco Clean Access Suite. The Clean Access Agent ensures that
your computer meets the requirements for accessing this netwark, and helps you
keep your computer secure and up-to-date.

Please use the Clean Access Agent to log in to the netwark.

If you don't have the Clean Access Agent software yet, download it by clicking the
button below. After downloading the installation file, run it to complete the
installation.

If you have already downloaded and installed the Clean Access Agent, please close
this window and right-click the Clean Access Agent icon in the system tray and
choose Login from the menu. Enter yvour usual network user name and password in
the login window.

Download Clean Access Agent 35.11 |

Note: If you are already running the Clean Access Agent and you are connected

through a slower connection (such as VPN or dial-up), please wait as it might take

& few moments for the agent to pop up. |
VA

| &) Done [ [ | [&8 rocalintranet

2. The user clicks the Download Clean Access Agent button (the button should display the version).

3. Theuser should Save the CCAAgent_Setup.exe file to a download folder on the client system, then
Run the CCAAgent_Setup.exefile.

4, TheWelcometothelnstallShield Wizard for Clean Access Agent dialog appears (Figure 11-29).
The setup wizard installsthe Clean Access Agent to C:\Program Files\Cisco Systems\Cisco Clean
Access\ on the client.

5. When auto-upgradeis enabled and anew version of the Agent isavailable from the CAM, userswith
the Agent already installed will see a prompt to upgrade at login (Figure 11-28). Clicking OK then
brings up the setup wizard (Figure 11-29).

Figure 11-28 Example Auto-Upgrade Prompt (Mandatory)

Cisco Clean Access Agent

A newer version of Cisco Clean Access Agent 3.5.10 is available, It is mandatory to upgrade to newer version,
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Figure 11-29

P

i Clean Access Agent - InstallShield Wizard

Clean Access Agent

by Cisco Systems

Clean Access Agent InstallShield Wizard
Welcome to the InstallShield Wizard for Clean
Access Agent

The InstallshieldiR) Wizard will install Clean Access Agent
3.5.9 on your computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties,

[ ek = ] [ Cancel ]

6. Attheend of theinstallation, the Clean Access Agent login dialog appears, and the user should enter
credentialsto log into the network. Similar to the web login page, an authentication provider can be

chosen from the Provider list (if configured for multiple providers).

7. The Agent provides a session-based Remember M e checkbox. Checking this option causes the
User Name and Password fields to be populated with the last values entered. The username and
password entered will be remembered throughout multiple logins/logoutsif the user does not reboot
his’lher machine. However, note that if you exit the application or reboot the machine, the user
name/password information is cleared.

On shared machines, the Remember M e checkbox can be disabled on the client. For example, user
A logsinto a shared lab machine using the Clean Access Agent with the Remember M e checkbox
unchecked, then logs out an hour later. When user B attempts to log into the same machine, the

Agent will prompt user B for username and password.

Figure 11-30

2= Cisco Clean Access Agent

@

User Name :

Clean Access Agent Login

Clean Access Agent

Please enter your user name and password:

[userz

Password :

¥ Remember Me|
Please select your authentication provider:

[Local DB

8. This Clean Access Agent login dialog automatically pops up when “Popup Login Window” is
selected on the taskbar. The user can also right-click the Clean Access Agent icon (i) in the system

tray and select L ogin from the menu to bring up the login dialog.

[l Cisco Clean Access Manager Installation and Administration Guide
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Figure 11-31 Taskbar Menu

Login

w Popup Login window

About

Exit

The Login option will be disabled (greyed out) in the following cases:
- The Clean Access Agent cannot find a Clean Access Server.

» For Out-of-Band deployments, the Agent user is already logged in through the CAS and is moved
to the Access VLAN.

» For multi-hop L3 deployments, Single Sign-On (SSO) has been enabled and the user has already
authenticated through the VPN concentrator (therefore is already automatically logged into Cisco
Clean Access).

9. If the taskbar button is not running, the user can click the Desktop shortcut to bring up the Agent.

Figure 11-32 Desktop Shortcut

e

i

Clean Acce
Agent

10. The user can then login by right-clicking the taskbar icon.

For the 3.5.4 and above Agent, users are prompted to auto-upgrade at each login. For the
3.5.1/3.5.2/3.5.3 Agent, users must Exit from the taskbar menu and restart the Agent from the desktop
shortcut to bring up the auto-upgrade prompt.

11. After the user submits his or her credentials, the Clean Access Agent checks the client system for
requirements configured for the user role (Figure 11-33).

Figure 11-33 Agent Scanning Dialog

&« Cisco Clean Access Agent

Clean Access Agent

Checking required software and scanning
machine for vulnerabilities

B0
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12. If required software is determined to be missing, the You have temporary access! dialog appears
(Figure 11-34). The user is assigned to the Clean Access Agent Temporary role for the session
timeout indicated in the dialog. The Temporary role session timeout should be configured to allow
enough time for users to access web resources and download the installation package for the

required software.

Figure 11-34 Temporary Access—Requirement Not Met

©O= Cisco Clean Access Agent

Clean Access Agent
& You have temporary access !

Your system does not meet the requirements enforced by the network
administrator. You may only have limited access to the network until your
system meets all the requirements.

| There is approximately 0:03:59 left before your temporary access expires. |

Please click on "Continue” and follow the instructions to satisfy netwark
access requirements.

[ ~Contiie )
[ —

13. When the user clicks Continue, the Agent dialog for the AV or custom requirement appears to
identify the missing software and present the instructions, action buttons, and/or links configured

for the requirement type.

14. With an AV Definition Update requirement (Figure 11-35), the user clicks the Update button to

update the client AV software on the system.

Figure 11-35 AV Definition Update Requirement Example

= Cisco Clean Access Agent

Clean Access Agpnt

Please update the virus definition file of the specified
antivirus software (required).

Required Antivirus Update (0:03:03 left)
Name : McAfee A Update

Software: McAfesAy

Description : Please update your McAfee Antivirus Software by clicking the
Update button

I
o (s ()

AV Definition Update Requirement Type

Description field provides your instructions
to the user

User clicks Update to automatically update
client AV definition file(s).

For aLink Distribution requirement (Figure 11-36), the user can accessthe website for therequired
software installation file by clicking Go To Link. This opens abrowser for the URL specified in the

Location field.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 11-36 Link Distribution Requirement Example

15.
16.

17.

@ Cisco Clean Access Agent

Hi{e i T
Clean Access Agent

Please download and install the required software
before accessing the network.

Required Software (0:03:10 left)
Name : Anti-Spyware (Optional) Software

Yerstorr

| Location : hitp:iiwww.lavasoft.com/supportidownload! _—Flle Llnk URL

Description : Our security policy recormmends that you download an
anti-spyware program. Click Go To Link to download a free
Anti-Spyware program or click Next to skip

User clicks Go To Link to open a browser

| and download software.
| ToTolwk ¥ = Next ¥ Cancel ]

For a File Distribution requirement, the button displays Download instead of Go To Link. When
the user clicks download, the Save file to dialog appears. The user needs to save theinstallation file
to alocal folder, and run the installation file from there.

The Description text displays what you configured in the Description field of the requirement to
direct the user to the next step. Specify instructions for the AV update to be executed, the web
resource to be accessed, the installation file you are distributing through the CAM, or for any other
aspects of the requirement that may need explanation.

Clicking Cancel at this stage stops the login process.

After installing the software, the user can click Next to proceed. The Clean Access Agent again
performs a scan of the system to verify that the requirement is met. If met, the Clean Access Agent
proceeds to the next requirement configured for the role.

If a Network Policy page was configured for the role, the following dialog will appear

(Figure 11-37) after requirements are met. The user can view the “ acceptabl e network usage policy”
HTML page (uploaded to the CAM or external server) by clicking the Network Usage Terms &
Conditions link. The user must click the Accept button to successfully log in.

Figure 11-37 Network Policy Dialog

= Cisco Clean Access Agent

AU

Clean Access Agent

Access to the network requires that you review and
accept the following Network Usage Policy

r Link to network usage policy web page
Network Usage Terms & Conditions

I User must click “Accept” to login

See Configure Network Policy Page (Acceptable Usage Policy) for Agent Users, page 11-20 for
details on configuring this dialog.
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18.  When all requirements are met (and Network Policy accepted, if configured), the user istransferred
from the Temporary role to the normal login role and the login success dialog appears
(Figure 11-38). The user is free to access the network as allowed for the normal login role.

Figure 11-38 Successful Login

= Cisco Clean Access Agent

&

Clean Access Agent

Successfully logged in to the network!

==

Note  For an optional requirement (“Do not enforce requirement” is selected for New/Add requirement),
clicking Next brings up the login success dialog.

Note  Withrelease 3.5, if an Optional or Enforce VPN policy is configured for the CAS/user role, aVPN Info
link appears from the login success dialog and taskbar menu (Figure 11-39). See Role Properties, page
5-8 and the Cisco Clean Access Server Installation and Administration Guide for further details.

Figure 11-39 Successful Login (IPSec/L2TP/PPTP Users)

&« Cisco Clean Access Agent

U '

CIe an Access AQ ent &« Cisco Clean Access Agent

o G" TR
Clean Access Agent

Successfully logged in to the networlf!

Client VPN Information (IPSec/iPPTP)

VPN Server: 192168.0.1
IPSec Key: ciscokey
PPPID: *
PPP Key: ciscol23

Logout

==

19. Tolog off the network, the user can right-click the Clean Access Agent icon (Ji) in the system tray
and select L ogout. The logout screen appears (Figure 11-40).

Cisco Clean Access Manager Installation and Administration Guide
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Figure 11-40 Successful Logout

@ Cisco Clean Access Agent

Clean Access Agent

Successfully logged out from the network!

20. Once a user has met requirements, the user will pass these Clean Access Agent checks at the next
login unless there are changes to the user’s computer or Clean Access Agent requirements.

21. If the requirement software installation requires users to restart their computers, the user should log
out of the network before restarting. Otherwise, the user is still considered to be in the Temporary
role until the session times out. The session timeout and heartbeat check can be set to disconnect
users who fail to logout of the network manually.

Cisco Clean Access Manager Installation and Administration Guide
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Troubleshooting

This section contains the following:
- AV Rule Troubleshooting
- Enable Debug Logging on the Clean Access Agent
» Known Issue for Windows Script 5.6
« Known Issue for MS Update Scanning Tool (KB873333)

AV Rule Troubleshooting

When troubleshooting AV Rules, please provide the following information:

1. Version of CAS, CAM, and Clean Access Agent.

Name and version of AV vendor.

What is failing—AV installation check or AV update checks? What is the error message?
What is the current value of the AV def date/version on the failing client machine?

What is the corresponding value of the AV def date/version being checked for on the CAM? (see
Device Management > Clean Access > Clean Access Agent > Rules > Agent-AV Support Info)

What is the client OS?

o ~ w DN

Enable Debug Logging on the Clean Access Agent

You can enable debug logging on the Clean Access Agent by adding aregistry value on the client in
HK CU\Software\Cisco\Clean Access Agent\LogL evel with value “debug.”

The event log will be created in the directory <user home directory>\ Application Data\CiscoCAA\ (e.g.
C:\Documents and Settings\<username>\Application Data\CiscoCAA\event.log). You can copy this
event log to include it in a customer support case.

To generate the Clean Access Agent debug log:
1. Exit the Clean Access Agent on the client by right-clicking the taskbar icon and selecting Exit.

2. Edit the registry of the client by going to Start > Run and typing regedit in the Open: field of the
Run dialog. The Registry Editor opens.

3. IntheRegistry Editor, navigate to HKEY_ _CURRENT_USER\Software\Cisco\Clean Access Agent\
A

Note  For 3.6.0.0/3.6.0.1 and 3.5.10 and below, thisis
HKEY_LOCAL_MACHINE\Software\Cisco\Clean Access Agent\

4, If “LogLevel” is not already present in the directory, go to Edit > New > String Value and add a
String to the Clean Access Agent Key called LogLevel.

5. Right-click LogL evel and select Modify. The Edit String dialog appears.

6. Type debug in the Value data field and click OK (this sets the value of the LogL evel string to
“debug”).

7. Restart the Clean Access Agent by double-clicking the desktop shortcut.

Cisco Clean Access Manager Installation and Administration Guide
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8. Re-login to the Clean Access Agent.
9. When arequirement fails, click the Cancel button in the Clean Access Agent.

10. Taketheresulting “event.log” file from the home directory of the current user (e.g. C:\Documents
and Settings\<username>\Application Data\CiscoCAA\event.log) and send it to TAC customer
support.

- For 3.6.0.0/3.6.0.1 and 3.5.10 and below, the event.log file is located in the Agent installation
directory (e.g. C:\Program Files\Cisco Systems\Clean Access Agent\).

» For 3.5.0 and below, the Agent installation directory is C:\Program Files\Cisco\Clean Access\.

11. Remove the newly added “LogLevel” string from the client registry by opening the Registry Editor,
navigating to HKEY_CURRENT_USER\Software\Cisco\Clean Access Agent\, right-clicking
LogL evel, and selecting Delete.

Known Issue for Windows Script 5.6

Windows Script 5.6 is required for proper functioning of the Cisco Clean Access Agent. Most Windows
2000 and ol der operating systems come with Windows Script 5.1 components. Microsoft automatically
installs the new 5.6 component on performing Windows updates. Windows installer components 2.0 and
3.0 also require Windows Script 5.6. However, PC machines with afresh install of Windows 98, ME, or
2000 that have never performed Windows updates will not have the Windows Script 5.6 component.
Cisco Clean Access cannot redistribute this component as it is not provided by Microsoft as a merge
modul e/redistributable.

In this case, administrators will have to access the MSDN website to get this component and upgrade to
Windows Script 5.6. For convenience, links to the component from MSDN are listed below:

Win 98, ME, NT 4.0:
Filename: scr56en.exe

URL:
http://www.microsoft.com/downl oads/detail s.aspx ?familyid=0A8A 18F6-249C-4A 72-BFCF-FC6A F26
DC390& displaylang=en

Win 2000, XP:
Filename: scripten.exe
URL:

http://www.microsoft.com/downl oads/detail s.aspx?familyid=C717D943-7E4B-4622-86EB-95A 22B83
2CAA&displaylang=en

If these links change on MSDN, try a search for the file names provided above or search for the phrase
“Windows Script 5.6.”

| oL-7044-01

Cisco Clean Access Manager Installation and Administration Guide g


http://www.microsoft.com/downloads/details.aspx?familyid=0A8A18F6-249C-4A72-BFCF-FC6AF26DC390&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=C717D943-7E4B-4622-86EB-95A22B832CAA&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=C717D943-7E4B-4622-86EB-95A22B832CAA&displaylang=en

Chapter 11 Clean Access Agent |

M Troubleshooting

Known Issue for MS Update Scanning Tool (KB873333)

Background

Workaround

Note

KB873333isacritical update that isrequired for Windows XP Professional and Home for SP1 and SP2.
It fixes an OS vulnerability that can allow remote code to run. However, Microsoft had a bug in this
hotfix which caused problems on SP2 editions (home/pro). This bug required another fix (KB894391),
because KB873333 on SP2 caused a problem with displaying Double Byte Character Sets (DBCS).
However, KB894391 does not replace KB873333, it only fixes the DBCS display issue.

Ideally, KB894391 should not be installed or shown in updates unless the user machine has KB873333.
However, the MS Update Scanning Tool tool shows it irrespective of whether or not KB873333 is
installed. In addition, if due to ordering of the updates, KB894391 isinstalled, the MS Update Scanning
Tool does not show KB873333 as being installed, thereby leaving the vulnerability open. This could
happen if the user does not install KB873333 and only selects KB894391 to install from the updates list
shown or manually installs KB894391 without installing KB873333 first. In this case, the next time
updates are run, the user will not be shown KB873333 as a required update, because the MS Update
Scanning Tool (including MS Baseline Analyzer) will assume KB873333 isinstalled if KB894391 is
installed, even if thisis not true and the machine is still vulnerable.

Because of this potential vulnerability, Cisco does not intend to remove the update check for KB87333
from the Cisco Clean Access ruleset and users should manually download and install KB873333 to
protect their machines. This can be done in one of two ways:

Option 1 (Cisco Recommended Option)

Create anew Link requirement in the CAM web console to check for KB873333, using the following
steps:

1. Create aruleto check for the presence of KB873333. To create this rule, go to the Rules section of
the web console and click New Rule. Givetheruleaname (e.g. “KB873333_Rule”), and for therule
expression, copy/paste the exact name of the KB873333 check from the list of checks displayed on
that page (the list of available checks appear below the new rule creation section). Save the rule by
clicking “Add Rule.”

2. Download the update executable for KB873333 from Microsoft'swebsite and host it on an available
web server.

3. Create aLink Requirement on CCA, and enter the URL from step 2.
4. Create Requirement-Rules for this requirement by selecting the rule you created in step 1.

5. Finally, go to the Role-Requirements section, and associate the Regquirement you just created with
the role to which you want this to be applied.

On the Requirements page, make sure that the KB873333 requirement is above the Windows Hotfixes
requirement.

Option 2

Uninstall KB894391 from affected machines. After rebooting, go to the Windows Update page again.
Windows Update should now display both the updates. Install KB873333 and KB894391 on the client
machine. Note that this requires administratorsto educate users or manually perform thistask on the user
machines.
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Monitoring

This chapter describes the Monitoring module of Cisco Clean Access. Topics include:

Overview

Overview, page 12-1

Online Users List, page 12-3
Interpreting Event Logs, page 12-10
Log Files, page 12-14

SNMP, page 12-15

Monitoring

| - Online Users

|- Event Logs

[- smmp

The Monitoring pages provide operational information for your deployment, including information on
user activity, syslog events, network configuration changes. With release 3.5, the Monitoring module
also provides basic SNMP polling and alerts. The Monitoring Summary status page summarizes several
important statistics, shown in Figure 12-1.
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W oOverview

Figure 12-1

Monitoring > Summary Page
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|- Cloan Access Current Clean Access Agent Patch Version: 3.5.10
Clean Access Servers configured: 2
- Global MAC addresses configured: ]
- Devices Global subrets configured: 0

User Management
- User Roles
- Auth Servers

- Local Users
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- Event Logs
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[-ccamanager
- User Pages

- Admin Users
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Cisco Clean Access Manager

Online users:
Total: o
Unique online users' names:

Unigue online users' MAC addresses:
Online users in Unauthenticated Role:
Online users in Temparary Raole:
Online users in Quarantine Role:
Online users in Rolel:

Online users in Raole2:

Online users in Role3:

Online users in Allowall;
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Online users in employes:
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The page includes the information shown in Table 12-1.

Table 12-1

Monitoring > Summary Page

Item

Description

Current Clean Access Agent
Version:

The current version of the Clean Access Agent installed with the
CAM software or manually uploaded (reflects the contents of the
Version field).

Current Clean Access Agent
Patch Version:

The latest Clean Access Agent patch downloaded to the CAM and
CAS(s) and available for client Auto-Upgrade.

Clean Access Servers
configured:

The number of Clean Access Servers configured in the CAS
management pages for the Clean Access Manager domain.

Global MAC addresses
configured:

The number of addresses currently in the MAC/IP passthrough list.
For detailson MAC passthrough lists, see Global Device and Subnet
Filtering, page 3-8

Global Subnets configured:

The number of subnet addresses currently in the subnet-based
passthrough list. For more information, see Global Device and
Subnet Filtering, page 3-8.

Onlineusers (In-Band /
Out-of-Band):

These entries list:
« Total number of in-band and out-of-band online user names
« Total number of in-band and out-of-band online MAC addresses
« Number of in-band and out-of-band online users per user role

Note  Per-role user tallies are links to the Monitoring > Online

Users > View Online User s page. Clicking alink displays
the IB or OOB online user list for the particular role.

[l Cisco Clean Access Manager Installation and Administration Guide
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Online Users List

Two Online Users lists are viewed from the Monitoring > Online Users > View Online User s tab:
» In-Band Online Users

— Tracksin-band authenticated users logged into the network. In-band users with active sessions
on the network are listed by characteristics such as |P address, MAC address (if available),
authentication provider, and user role.

— Removing a user from the In-Band Online Users list logs the user off the in-band network.
e Out-of-Band Online Users

— Tracks all authenticated out-of-band users that are on the Access VLAN (trusted network).
Out-of-band users can be listed by Switch IP, Port, and Access VLAN, in addition to | P address,
MAC address (if available), authentication provider, and user role.

— Removing a user from the Out-of-Band Online Users list causes the CAM to bounce the port
(unless port bouncing is disabled for OOB VGW), the switch to resend SNMP trapsto the CAM,
and the CAM to change the VLAN of the port as specified in the Port Profile.

Both Online Users lists are based on the IP address of users. Note that:
» For L2 deployments the User MAC address field is valid
» For L3 deployments the User MAC address field is not valid (for example, 00:00:00:00:00:00)

Only the Certified List is based on client MAC addresses, and therefore the Certified List never applies
to usersin L3 deployments.

For Out-of -Band deployments, OOB users always display first in the In-Band Online Usersllist, thenin
the Out-of-Band Online Users list. When user traffic is coming from a controlled port of a managed
switch, the user shows up first in the In-Band Online Users list during the authentication process, then
is moved to the Out-of-Band Online Users list after the user is authenticated and moved to the Access
VLAN.

Finally, the Display Settings tab let you choose which user characteristics are displayed on each
respective Online User s page.

Interpreting Active Users

Once logged onto the Cisco Clean Access network, an active user session persists until one of the
following events occurs:

« Theuser logsout of the network through the browser logout page or Clean Access Agent
logout.

Once on the network, users can remain logged on after a computer shutdown/restart. A user can log
out of the network using the web logout page or Clean Access Agent logout.

- TheClean Access Agent user logs off Windows or shuts down Windows machine.

With 3.5(7) or above CAM/CAS and 3.5.9+ Clean Access Agent, you can configure the CAM and
Agent to log off In-Band users only from the Clean Access system when the user logs off from the
Windows domain (i.e. Start->Shutdown->L og off current user) or shuts down the machine
(Start->Shutdown->Shutdown machine).

« An administrator manually dropsthe user from the network.

TheMonitoring > Online Users > View Online User s page (IB or OOB) can be used to drop users
from the network, without deleting their clients from the Certified List.
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» The session times out using the Session Timer.

The Session Timer works the same way for multi-hop L3 (I1B) deployments asfor L2 (1B or OOB)
deployments and is set in User Management > User Roles> Schedule > Session Timer. It is set
per user role, and logs out any user in the selected role from the network after the configured time
has elapsed. For details, see Configure Session Timer (per User Role), page 8-15.

- The CASdeterminesthat the user isnolonger connected using the Heartbeat Timer and the
CAM terminates the session.

The Heartbeat Timer appliesto L2 IB deployments only and is set for all usersregardless of role. It
can be set globally for all Clean Access Servers using the form User Management > User Roles>
Schedule > Heartbeat Timer, or for a specific Clean Access Server using the local form Device
Management > CCA Servers> Manage [CAS |IP] > Misc > Heartbeat Timer. For details, see
Configure Heartbeat Timer (User Inactivity Timeout), page 8-16.

The Heartbeat Timer will not function in L3 deployments, and does not apply to OOB users.
However, note that the HeartBeat Timer will work if the CAS is the first hop behind the VPN
concentrator. Thisis because the VPN concentrator respondsto the ARP queriesfor the | P addresses
of its current tunnel clients.

- The Certified Devicelist iscleared (automatically or manually) and the user isremoved from
the network.

The Certified List appliesto L2 (1B or OOB) deployments only and can be scheduled to be cleared
automatically and periodically using the global Certified Devicestimer form (Device M anagement
> Clean Access > Certified Devices > Timer). You can manually clear the certified devices for a
specific Clean Access Server from the Certified List using the local form Device M anagement >
CCA Servers> Manage [CAS_|P] > Filters> Clean Access > Certified Devices, or manually
clear the Certified Device list across all Clean Access Servers using the global form Device

M anagement > Clean Access > Certified Devices. For details, see Manage Certified Devices, page
9-17.

Keep in mind that the Certified Device List will not display remote VPN/L3 clients (since these
sessions are | P-based rather than MAC address-based).

« SSO and Auto-L ogout are configured for the VPN concentrator, and theuser disconnectsfrom
the VPN.

With Auto Logout enabled, when the user disconnects from the VPN client, the user isautomatically
removed from the Online Users list (In-Band).

Note that when SSO is configured for multi-hop L3 VPN concentrator integration, if the user’'s
session on the CAS times out but the user is still logged in on the VPN concentrator, the user will
be able to log back into the CAS without providing a username/password.

Note  Whether the CAS or another server is used for DHCP, if auser’'s DHCP lease expires, the user remains
on the Online Users list (in-band or out-of-band). When the |ease expires, the client machine will try to
renew the lease.

See also Configure User Session and Heartbeat Timeouts, page 8-14 and Out-of-Band User List
Summary, page 4-44 for additional details.
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View Online Users

In-Band Users

Online Users List

The View Online User stab providestwo links for the two online userslists: In-Band and Out-of-Band.

By default, View Online User pages display the login user name, IP and MAC address (if available),

provider, and role of each user. For information on selecting the column information to display, such as
OS version, or for out-of-band users: switch port, see Display Settings, page 12-9.

A green background for an entry indicates a user device accessing the Clean Access network in a

temporary role: either a quarantine role or the Clean Access Agent Temporary role.

A device listed on the View Online User s page but not in the Clean Access Certified List generally

indicates the device is in the process of certification.

Clicking the In-Band link brings up the View Online User s page for in-band users (Figure 12-2). The
In-Band Online Users list tracks the in-band users logged into the Clean Access network.

The Clean Access Manager adds a client I|P and MAC address (if available) to thislist after a user logs
into the network either through web login or the Clean Access Agent.

Removing a user from the Online Users list logs the user off the in-band network.

Figure 12-2 View Online Users Page—In-Band
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Out-of-Band Users
Clicking the Out-of-Band link brings up the View Online User s page for out-of-band users
(Figure 12-3).

The Out-of-Band Online Users list tracks all out-of-band authenticated users that are on the Access
VLAN (on the trusted network). The CAM adds a user | P address to the Out-of-Band Online Users list
after aclient is switched to the Access VLAN.

When a user is removed from the Out-of-Band Online Users list, the following typically occurs:
1. The CAM bounces the switch port (off and on).
2. The switch resends SNMP traps to the CAM.

3. The CAM changesthe VLAN of the port based on the configured Port Profile associated with this
controlled port.

Note  Dropping an out-of-band user from the Certified List also removes the user from Out-of-Band Online
Users list and bounces the switch port.

Note  When the “Remove Out-of-Band online user without bouncing port” option is checked for the Port
Profile, for OOB Virtual Gateways, the switch port will not be bounced when:

— Users are removed from the Out-of-Band Online Users List, or
— Devices are removed from the Certified Devices list

Instead, the port Access VLAN will be changed to the Authentication VLAN (see Add Port Profile, page
4-25 for details).

Figure 12-3 View Online Users Page—Out-of-Band
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For further details, see Chapter 4, “ Switch Management and Cisco Clean Access Out-of-Band (OOB)”.
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Table 12-2 describes the search criteria, information/navigation elements, and options for removing
user.s from the online users pages. Note that clicking a column heading sorts entries on the page by the

column.

Table 12-2 View Online Users—In-Band

Item Description

User Name The user name used for login is displayed.

Search Clean Access | « Any Clean Access Server

Criteria: Server - <IP address> (specific CAS)

Provider - Any Provider

» <specific authentication provider>

Role « Any Role

» Unauthenticated Role
- Temporary Role
e Quarantine Role
» <specific Role>
- Allow All
Select Field » User Name
- [P Address
- MAC Address

Operator equals: Search text value must be an exact match for this operator
startswith:
ends with:
contains:

Sear ch Text Enter the value to be searched using the operator selected.

Controls: View After selecting the search criteria, click View to display the results.
You can view users by Cisco Clean Access Server, provider, user role,
as well as by user name, I1P address, and/or MAC address.

Reset View Resets to the default view (with search criteria reset to “Any”)

Kick Users Clicking Kick Usersterminates all user sessions filtered through the
search criteria across the number of applicable pages. Users can be
selectively dropped from the network by any of the search criteriaused
to View users. The “filtered users indicator” shown in Figure 12-2
displaysthetotal number of filtered usersthat will be terminated when
Kick Usersis clicked.

Reset M ax Resets the maximum number of users to the actual number of users

Users ___ |displayed in the “Active users:” status field (Figure 12-2)

Kick User l You can remove as many users as are shown on the page by selecting
the checkbox next to each user and clicking the Kick User button.

Navigation: First/Previous/ | These navigation links allow you to page through the list of online

Next/L ast

users. A maximum of 25 entriesis displayed per page.
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View Users by Clean Access Server, Authentication Provider, or Role

1. From the View Online Users page, select a specific Clean Access Server, or leave thefirst field as
Any CCA Server

2. Select a specific authentication provider, or leave as Any Provider.
3. Select a specific user role, or leave as Any Role.
4. Click View to display users by Clean Access Server, provider, role or any combination of the three.

Search by User Name, IP, or MAC Address

1. Inthe Select Field dropdown menu next to Search For:, select User Nameor IP Addressor MAC
Address.

2. Select one of the four operators: starts with, ends with, contains, exact match. If using exact
match, the search text field must be an exact match for this operator.

3. Enter the text to be searched in the Search For: text field.
4, Click View to display results.

Log Users Off the Network

Clicking Kick Usersterminates all user sessions filtered through the search criteria across the number
of applicable pages. (Note that a maximum of 25 entriesis displayed per page.) You can selectively
remove users from the network by any of the search criteria used to View users. The “filtered users
indicator” shown in Figure 12-2 displaysthetotal number of filtered user sessionsthat will be terminated
when you click the Kick Users button.

1. Goto Monitoring > Online Users > View Online Users.
2. To terminate user sessions either:
— Drop all users (filtered through search criteria) from the network by clicking Kick Users

— Drop individual users by selecting the checkbox next to each user and clicking the Kick User
() button.

Note that removing a user from the online users|list (and the network) does not remove the user from the
Certified List. However, dropping a user from the Certified List also logs the user off the network. See
Certified List, page 9-7 for further details.
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Online Users List

Display Settings

~

Note

Figure 12-4 shows the Display Settings page for in-band users.

Figure 12-4 Display Settings—In-Band

D

©

Monitoring > Online Users

View Online Users
In-Band -

Display Settings
Out-of-Band

r information to be displayed:

¥ 1P 1P address of the user

¥ Mac MAC address (ethernet address) of the user

¥ Provider Provider that authenticated the user

¥ Role Role of the user

¥ CCA Server IP address of the Clean Access Server to which the user
ariginally logged in

M vLAN The user's YLAN 1D

¥ os Operating system of the user

¥ Login Time Time when the user logged in

¥ 1PSec Key 1Pset key for the user

¥ 1PSec Type IPSec type for the user

 Foreign CCA Server IP address of the Clean &ccess Server whose domain the
user has roamed into

] Green shading denotes a Clean Access quarantined user

Upclate =

A @ toberner

- Role: Therole assigned to the user upon login

» |PSec Type: Users on an encrypted connection are indicated by alock, as follows:
— B —A clear lock indicates an IPSec connection.
— B —Alock labeled “L” in the lower left corner indicates an L2TP connection.
— B —A lock labeled “P” in the lower left corner indicates an PPTP connection.

» Foreign CCA Server: See Monitoring Roaming Users, page 15-9 for additional details.

Figure 12-5 shows the Display Settings page for out-of-band users.

Figure 12-5 Display Settings—Out-of-Band

5 Monitoring > Online Users 2 =

View Online Users
In-Band -

Display Settings
Out-of-Band

Select the 0OB online user information to be displayed:

¥ P IP address of the user

¥ Mac MAC address (ethernet address) of the user

I Pprovider Provider that authenticated the user

¥ Role Raole of the user

¥ Switch 1P IP address of the switch that connects the user

¥ port Switch part that connects the user

M cca Server IP address of the Clean Access Server to which the
user originally logged in

¥ Access YLAN The user's access YLAN ID

¥ os Operating system of the user

¥ Login Time Tirme when the user logged in

Update

14
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To choose what information is displayed on the View Online Users page:
1. Click the Display Settings tab.

2. Select the check box next to an item to display it in the list.
3. Click Update.
4. Click the View Online User s tab to see the desired settings displayed.

Interpreting Event Logs

Click the Event L ogs link in the Monitoring module to view syslog-based event logs in the admin
console. There are three Event Logs tabs: View L ogs, L ogs Settings, and Syslog Settings.

View Logs
Figure 12-6 shows the View Logs pane.

Figure 12-6 View Logs Pane

Monitoring > Event Logs

View Logs Logs Setting Syslog Settings
Lo
disg la search text
filte‘?iné Any Type M Any Category 5 Within ane day> 4 —-Search in log text-- field
criteria [ Resetview ]

- filtered event

Events 201-217 of 217|| First | Previous | Next | Last indicator

‘P‘ Administration 2005-01-28 18:23:01( 192.168.128.0/22 updated in the SUBNET list Event
P‘ Administration 2005-01-28 18:22:39 \10.2.12.0/22 updated in the SUBNET list column
\P. Administration 2005-01-28 18:22:18 ::Jrﬂo:n{lﬁt:'fel;\11;‘::4:Zils:tﬁ?,ﬂﬂ:21:11:D9:4D:68,DD:lE:ZS:LZ:a—D:EQ removed
192.168.0.100 System Stats: Load factor 0 (max since reboot: 2)
V= Clnsccemserer 20050129 sznas DA (80 Tl SEsie7ise Usad: 217 e d0ssamss
Nice: 0% System: 100% Idle: 0%
‘P‘ Administration 2005-01-28 18:18:18 00:16:21:11:4D:67 added to MAC list
‘P‘ Administration 2005-01-28 18:18:18 00:21:11:09:4D:68 added to MAC list
‘P‘ Adrninistration 2005-01-28 18:18:18 00:18:25:12:4D:69 added to MAC list
192.168.0.100 System Stats: Load factor 0 (max since reboot: 2)
V= Clnsccemsorer 20050120 7719 DA (80 ol ST Usad: alezien e 07
Nice: 0% System: 100% Idle: 0%
‘P‘ Administration 2005-01-28 16:21:49 admin - admin user session expired, automatically logged out.
192.168.0.100 System Stats: Load factor 1 (max since reboot: 2)
\,(_, CleanAccessServer 2005-01-28 16:21:489 Mem (bytes) Total: 524087286 Used: 214597632 Free: 309489664

Shared: 57344 Buffers: 33443840 Cached: 89673728 CPU User: 0% |

The View L ogs tab includes the following information:
» System statistics for Clean Access Servers (generated every hour by default)
» User activity, with user logon times, log-off times, failed logon attempts, and more.

« Network configuration events, including changes to the MAC or IP passthrough lists, and addition
or removal of Clean Access Servers.

» Switch management events (for OOB), including when linkdown traps are received, and when a port
changes to the Auth or Access VLAN.

» Changes or updates to Cisco Clean Access checks, rules, and supported AV product list.
» Changesto Clean Access Server DHCP configuration.

Cisco Clean Access Manager Installation and Administration Guide
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System statistics are generated for each CAS managed by the Clean Access Manager every hour by
default. See Configuring Syslog L ogging, page 12-14 to change how often system checks occur.

Note  The most recent events appear first in the Events column.

Table 12-3 describes the navigation, searching capabilities, and actual syslog displayed on View Logs.
Table 12-3 View Logs Page

Column Description

Navigati |First/Prev | These navigation links page through the event log. The most recent events

on ious/Next/ |appear first in the Events column. The Last link shows you the oldest eventsin
Last thelog. A maximum of 25 entriesis displayed per page.
Column  |Click a column heading (e.g. Type or Category) to sort the Event log by that
column.
Search |Type Search by Type column criteria (then click View):
criteria . Any Type
- Failure

« [Information

e Success

Category |Search by Category column criteria (then click View):
- Authentication !

- Administration

- Client

- Clean Access Server

e Clean Access

« SW_Management (if OOB is enabled)

« Miscellaneous

- DHCP

Time Search by the following Time criteria (then click View):
= Within one hour

e Within one day

- Within two days

«  Within one week

e Anytime

» One hour ago

» Oneday ago

- Two days ago

« One week ago

Search in | Type desired search text and click View
log text

Cisco Clean Access Manager Installation and Administration Guide
[ oL-7044-01 .m



Chapter 12 Monitoring |

| Interpreting Event Logs

Table 12-3

View Logs Page (continued)

Column

Description

Controls

View

After selecting the desired search criteria, click View to display the results.

Reset
View

Clicking Reset View restores the default view, in which logs within one day are
displayed.

Delete

Clicking Delete removes the events filtered through the search criteria across
the number of applicable pages. Clicking Delete removes filtered events from
Clean Access Manager storage. Otherwise, the event log persists through
system shutdown. Use the filter event indicator shown in Figure 12-6 on

page 12-10 to view the total number of filtered events that are subject to being
deleted.

Status
Display

Type

* Redflag (=) = Failure; indicates error or otherwise unexpected event.

- Greenflag (‘-fu-) = Success; indicates successful or normal usage event,
such as successful login and configuration activity.

 Yellow flag ( —) = Information; indicates system performance
information, such as load information and memory usage.

Category

I ndicates the module or system component that initiated the log event. (For a
list, see Category, page 12-11.) Note that system statistics are generated for each
Clean Access Server managed by the Clean Access Manager every hour by
default.

Time

Displaysthe date and time (hh:mm:ss) of the event, with the most recent events
appearing first in the list.

Event

Displays the event for the module, with the most recent events listed first. See
Table 12-4 on page 12-13 for an example of Clean Access Server event.

1. Authentication-type entries may include theitem “Provider: <provider type>, Accesspoint: N/A, Network: N/A.” To continue
to provide support for the EOL'ed legacy wireless client (if present and pre-configured in the Manager), the “ Access point:
N/A, Network: N/A” fields provide AP MAC and SSID information respectively for the legacy client.

Cisco Clean Access Manager Installation and Administration Guide
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Table 12-4 explains the following typical Clean Access Server health event example:

CleanAccessServer 2004-10-08 15:07:53 192.168.151.55 System Stats:
Mem Total:
212992 bytes Buffers:
Idle:

since reboot: 9)
Shared:
Nice:

% System: 97%

Table 12-4

Load factor 0
246120448 bytes Free:
53051392 bytes Cached:

(max
14974976 bytes
106442752 bytes CPU User: 0%

261095424 bytes Used:

1%

Event Column Fields

Value

Description

CleanAccessServer

A Clean Access Server is reporting the event

2004-10-08 15:07:53

Date and time of the event

192.168.151.55

I P address of reporting Clean Access Server

System Stats:

System statistics are generated for each Clean A ccess Server managed
by the Clean Access Manager every hour by default.

Load factor 0

Load factor is a number that describes the number of packets waiting
to be processed by the Clean Access Server (that is, the current load
being handled by the CAS). When the load factor grows, it isan
indication that packets are waiting in the gueue to be processed. If the
load factor exceeds 500 for any consistent period of time (e.g. 5
minutes), thisindicates that the Clean Access Server has asteady high
load of incoming traffic/packets. You should be concerned if this
number increases to 500 or above.

(max since reboot: <n>)

The maximum number of packetsin the queue at any onetime (i.e. the
maximum load handled by the Cisco Clean Access Server).

Mem Total: 261095424 bytes

Used: 246120448 bytes

These are the memory usage statistics. There are 6 numbers shown
here: total memory, used memory, free memory, shared memory,
buffer memory, and cached memory.

Free: 14974976 bytes

Shared: 212992 bytes

Buffers: 53051392 bytes

Cached: 106442752 bytes

CPU User: 0% These numbers indicate CPU processor load on the hardware, in
Nice: 0% percentages. These four numbers indicate time spent by the system in
System: 97% user, nice, system, and idle processes.

Idle: 1% Note  Time spent by the CPU in system processis typically > 90%

on a Cisco Clean Access Server. Thisisindicates a healthy
system.

| oL-7044-01
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Limiting the Number of Logged Events

The event log threshold is the number of events to be stored in the Clean Access Manager database. The
maximum number of log events kept on the CAM, by default, is 100,000. You can specify an event log
threshold of up to 200,000 entries to be stored in the CAM database at atime. The event log isacircular
log. The oldest entries will be overwritten when the log passes the event log threshold.

To change the maximum number of events:

1. Click the L ogs Setting tab in the Monitoring > Event L ogs pages.
2. Type the new number in the Maximum Event Logs fields.

3. Click Update.

Configuring Syslog Logging

System statistics are generated for each Clean Access Server managed by the Clean Access Manager
every hour by default. By default, event logs are written to the CAM. You can have the logs directed to
another server (such as your own syslog server). You can also configure how often system checks occur
by setting the value in the Syslog Health L og I nterval field.

To configure Syslog logging:
1. Open the Syslog Setting tab in the Monitoring > Event L ogs pages.

2. Specify the IP address and port for the Syslog event to be written in the Syslog Server Address and
Syslog Server Port fields.

3. Specify how often you want the Clean Access Manager to log system status information, in minutes,
in the System Health Log Interval field. This setting determines how frequently Cisco Clean
Access Server statistics are logged in the event log. The default is 60 minutes.

4. Click the Update button to save your changes.

Log Files

The Event Log islocated in the Clean Access Manager database table and is named log_info table.
Table 12-5 lists other logs in the Clean Access Manager.

Table 12-5 Clean Access Manager Log Files

File Description

/var/log/messages Startup

/var/log/dhcplog DHCP relay, DHCP logs
/tmp/perfigo-log0.log. * Perfigo service logs for 3.5(4) and below !
/perfigo/logs/perfigo-log0.log. * Perfigo service logs for 3.5(5) and above 12
/var/nessus/logs/nessusd.messages Nessus plugin test logs
/perfigo/control/apache/logs/* SSL (certificates), Apache error logs
/perfigo/control/tomcat/logs/localhost*. |Tomcat, redirect, JSP logs
/var/log/ha-log High availability logs (for CAM and CAS)

Cisco Clean Access Manager Installation and Administration Guide
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Note

snve

1. Oinstead of * shows the most recent log.

2. Starting with 3.5(5), Switch Management events for notifications received by the CAM from switches are no longer written

to the web Event Log. They are instead written only to the logs on the file system (/perfigo/logs/perfigo-log0.10g.0).
Furthermore, these events are written to disk only when the log level is set to INFO or finer.

See also Certificate-Related Files, page 13-8.

With release 3.5, you can configure the Clean Access Manager to be managed/monitored by an SNMP
management tool (such as HP OpenView). This release is intended to provide minimal manageability
using SNMP (v1). It is expected that future releases will have more information/actions exposed via
SNMP.

With release 3.5, you can configure the Clean Access Manager for basic SNMP polling and alerting
through Monitoring > SNM P. Note that SNMP polling and alerts are disabled by default. Clicking the
Enable button under Monitoring > SNM P activates the following features:

SNMP Polling — If an SNMP rocommunity (“Read-only community”) string is specified, the Clean
Access Manager will respond to snmpget and snmpwa1k requests with the correct community string.

SNMP Traps — The Clean Access Manager can be configured to send traps by adding trap sinks. A
trap sink is any computer configured to receive traps, typically amanagement box. All traps sent are
version 1 (v1) traps. A copy of each trap will be sent to each trapsink.

When enabled, the SNM P module monitors the following processes:

SSH Daemon

Postgres Database
Clean Access Manager
Apache Web Server

The Clean Access Manager also sends traps in the following cases:

When the Clean Access Manager comes online.

When the Clean Access Manager shuts down.

When the Clean Access Manager gains or loses contact with any Clean Access Servers it manages.
When the SNMP service starts (a Cold Start Trap is sent).

This section describes the following:

Enable SNMP Polling/Alerts
Add New Trapsink

| oL-7044-01
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Enable SNMP Polling/Alerts

1. Goto Monitoring > SNMP to bring up the SNMP configuration page (Figure 12-7).

Figure 12-7 Monitoring > SNMP Page

e

Monitoring > SNMP

Trapsink IP | community |  Description | Edit [ Delete |

Read-Only Community String I

[Leave blank to dizable SHMP polling of Clean Access Manager)

Disk Trap Threshold ISD o

[Trap will be zent when root partition free space falls below specified percentage)

One-Minute Load Average Threshold |3.D
Five-Minute Load Average Threshold |2.D
Fifteen-Minute Load Average Threshold |1 A

[Load averages as per standard unix definition, lzave blank to dizable)

Update | SNMP configuration with new thresholds
= Download |SNMP MIBs archive

2. Click the Enable button to activate SNMP polling and SNMP traps.

la

3. Specify values for the following fields:

» Read-Only Community String:
Specify a string to enable the Clean Access Manager to respond to snmpget and snmpwalk
requests with the correct community string.
Leave blank to disable all Clean Access Manager responses to SNMP polling of the Clean
Access Manager.

e Disk Trap Threshold%: (default is 50%)
A trap will be sent when root partition free space falls below specified percentage.

e One-Minute Load Average Threshold: (default is 3.0)
A trap will be sent when the one-minute |oad average exceeds the threshold set here. Enter load
averages as per standard unix definition. For example, a one-minute load average of 1.0 means
on average over afull minute there was at least one process blocked due to lack of CPU time.

« Five-Minute Load Average Threshold: (default is 2.0)
A trap will be sent when the 5-minute load average exceeds the threshold set here. Enter load
averages as per standard unix definition.

» Fifteen-Minute Load Average Threshold: (default is 1.0)
A trap will be sent when the 15-minute load average exceeds the threshold set here. Enter load
averages as per standard unix definition.

4. Click Update to update the SNMP configuration with new thresholds.
5. Click Download to download the SNMP MIB archivein .tar.gz form.

Cisco Clean Access Manager Installation and Administration Guide
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Add New Trapsink

T

he Clean Access Manager can be configured to send traps by adding trap sinks. All traps sent are

version 1 (v1) traps. A copy of each trap will be sent to each trapsink.

1.

o~ W N

Fi

Click the Add New Trapsink link in the upper-right-hand corner of the pane to bring up the Add
New Trapsink form.

Enter aTrapsink IP.

Enter a Trapsink Community string.

Enter an optional Trapsink Description.

Click Update to update the SNMP Trapsink table.

gure 12-8 Add New Trapsink

Monitoring > SNMP

e

SHMP Traps &dd Mew Trapsink...
Adding entry to Trapsink table

Trapsink IP:

Trapsink Cammunity:

Trapsink Description: |

Update SNMP Trapsink tahls

Trapsink IP | Community | ___Description ___| Edit | _Delete |

Read-Only Community String

(Leave blank to dizable SNMP polling of Clean Access Manager)

Disk Trap Threshald 50 o,

(Trap will be sant when raot partition frae space falls below spadfied percentage)

One-Minute Load &verage Threshold 3.0
Five-Minute Load Average Threshold 20
Fifteen-Minute Load Average Threshold  |1.0

(Load averages a3 per standard unix definition, leave blank ta disable)

Upclate SNMP configuration with new thresholds

Download | snmp MIBS archive ]

Once trapsink configuration is complete, the Clean Access Manager will send DISMAN-EVENT style
traps which refer to UCD table entries. The Clean Access Manager also sends traps if the root partition
falls below a configured amount of space remaining (which defaults to 50%), and if the CPU load is
above the configured amount for 1, 5 or 15 minutes.

A trap will contain the following contents:

Trap Contents Description

Type: Enterprise-Specific(1)

SNMP Trap OID (1.3.6.1.6.3.1.1.4.1.0) Set to DISMAN-EVENT-MIB 2.0.1
(1.3.6.1.2.1.88.2.0.1)

The contents of a DISMAN mteObjectsEntry:

mteHotTrigger (OID 1.3.6.1.2.1.88.2.1.1) Generally:

“process table” for processes
“laTable” for load average alerts
“dskTable” for disk capacity alerts
“memory” for virtual memory alerts

| oL-7044-01
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Trap Contents

Description

mteHotTargetName (OID 1.3.6.1.2.1.88.2.1.2)

Always blank.

mteHotContextName (OID 1.3.6.1.2.1.88.2.1.3)

Always blank.

mteHotOID (OID 1.3.6.1.2.1.88.2.1.4)

Set to the OID of the UCD table that containsthe
data that triggered the event.

mteHotValue (OID 1.3.6.1.2.1.88.2.1.5)

Set to O if the trap is not an error
Set to non-zero if an error condition is being
reported (generally 1).

mteFailedReason (OID 1.3.6.1.2.1.88.2.1.6)

Set to a string describing the reason the alert was
sent.
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Administration

This chapter discusses the administration pages for the Clean Access Manager. Topics include:
- Overview, page 13-1
» Network & Failover, page 13-2
» Set System Time, page 13-3
« Manage SSL Certificates, page 13-4
« Licensing, page 13-9
e Support Logs, page 13-10
e Admin Users, page 13-11
- Manage System Passwords, page 13-17
» Back Up the Configuration, page 13-18
« API Support, page 13-22
For details on the User Pages module, see Chapter 7, “User Pages and Guest Access.”
For details on high availability configuration, see Chapter 14, “Configuring High Availability.”

Overview
At installation time, the initial configuration script provides for many of the Clean Access Manager’s
internal administration settings, such asits interface addresses, DNS servers, and other network
information. The Administration Module (Figure 13-1) allows you to access and change these settings
after installation has been performed.
Figure 13-1 Administration Module
- User Pages
- Adrin Users
- Backup
The CCA Manager pages of the Administration Module allows you to perform these administration
tasks:
» Change network settings for the Clean Access Manager.
Cisco Clean Access Manager Installation and Administration Guide
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« Set up Clean Access Manager High-Availability mode. See Chapter 14, “ Configuring High
Availability.”

- Manage Clean Access Manager system time and SSL certificates.

» Fully upgrade the software on the Clean Access Manager. See Chapter 16, “Upgrading to a New
Software Release.”

- Manage Clean Access Manager license files. See Licensing, page 13-9.
The User Pages tabs of the Administration Module allows you to perform these administration tasks:

« Add the default login page, and create or modify all web user login pages. See Chapter 7, “User
Pages and Guest Access.”

» Upload resource files to the Clean Access Manager. See Upload a Resource File, page 7-7.

The Admin User s pages of the Administration Module allows you to perform these administration tasks:
» Add and manage new administrator groups and admin users/passwords
» Configure and manage administrator privileges as new features are added

The Backup page of the Administration Module allows you to make manual snapshots of your Clean
Access Manager in order to backup your CAM’s configuration.

Network & Failover

The Administration > CCA Manager > Network & Failover page contains the Clean Access
Manager’s network settings. Note that the configuration script smconf also lets you modify these
settings. smconf is used from the command line, and is particularly useful if the admin console web
server is not responsive due to incorrect network or VLAN settings. For more information on smconf,
see Perform the Initial Configuration, page 2-6.

Changesto the network settings generally require areboot of the Clean Access Manager machineto take
effect. Therefore, if making changes to a production machine, make sure to perform the changes when
rebooting the machine will have minimal impact on the users.

To modify the network settings:

1. Inthe Administration group, click the CCA Manager link.

2. Inthe Network & Failover tab, modify the settings as desired (for a description of the fields, see
“Network & Failover Parameters, page 13-2").

Click the Update button.
4. Click Reboot to restart the Clean Access Manager with the new settings.

w

Network & Failover Parameters

The Network & Failover tab has the following fields and controls:

Table 13-1 Network & Failover Tab

Control Description

IP Address The I P address of the Clean Access Manager computer.
Subnet M ask The subnet mask for the | P address.

Cisco Clean Access Manager Installation and Administration Guide
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Table 13-1 Network & Failover Tab (continued)

Control Description

Default Gateway |The default IP gateway for the Clean Access Manager.

Host Name The host name for the Cisco Clean Access Manager. The nameisrequiredin high
availability mode.

Host Domain An optional field for your domain name suffix. To resolve a host name to an IP
address, the DNS requires the fully qualified host name. Within a network
environment, users often type host names in a browser without a domain name
suffix, for example:

http://siteserver
The host domain value is used to complete the address, for example, with a suffix
value of cisco.com, the request URL would be:

http://siteserver.cisco.com

DNS Servers The | P address of the DNS (Domain Name Service) server in your environment.
Separate multiple addresses with commas. If you specify more than one DNS
server, the Clean A ccess Manager triesto contact them one by one, and stopswhen
it receives a response.

High-Availability |The operating mode of the Cisco Clean Access Manager. Options are:

Mode - Standalone Mode — If the Clean Access Manager is operating alone.

« HA-Primary Mode — For the primary Clean Access Manager in afailover
configuration.

» HA-Standby Mode — For the backup Clean Access Manager.

If you choose one of the HA (high availability) options, additional fields appear.
For information on the fields and setting up high availability, see Chapter 14,
“Configuring High Availability.”

Set System Time

For logging purposes and to accomplish time-based tasks, the Clean Access Manager and Clean Access
Servers need to be correctly synchronized.

The System Time tab lets you set the time on the Clean Access Manager and modify the time zone
setting for the Clean Access Manager operating system.

View Current Time

1. Inthe Administration group, click the CCA Manager link.

2. Openthe System Timetab. The system time for the Clean Access Manager appears in the Current
Timefield.

There are two ways to adjust the system time: manually, by typing in the new time, or automatically, by
synchronizing from an external time server.

Cisco Clean Access Manager Installation and Administration Guide
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Modify System Time

1. Inthe System Time tab of the Administration > CCA Manager page, either:

a. Typethetimeinthe Date & Time field and click Update Current Time. The time should be
intheform: mm/dd/yy hh:ss PM/AM

b. Click the Sync Current Time button to have the time updated by the time serverslisted in the
Time Serversfield.

The default time server is the server managed by the National Institute of Standards and Technology
(NIST), at time.nist.gov

To specify another time server, type the URL of the server in the Time Serversfield. The server should
provide the time in NIST-standard format. Use spaces to separate multiple servers.

If more than one time server is listed, when synchronizing, the Clean Access Manager tries to contact
thefirst server inthelist. If available, thetimeisupdated from that server. If it is not available, the Clean
Access Manager tries the next one, and so on, until a server is reached.

Change Time Zone

1. Inthe Current Timetab of the Administration > CCA Manager page, choose the new time zone
from the Time Zone drop-down list.

2. Click Update Time Zone.

Manage SSL Certificates

The elements of Cisco Clean Access communicate securely over SSL connections. SSL connections are
used between the Clean Access Manager and the Clean Access Server, as well as between the Clean
Access Manager and the browser accessing the admin console.

At installation time, the install script allows you to generate atemporary SSL certificate for the Clean
Access Manager. You can generate a new temporary certificate later or replace the temporary one with
a signed certificate in the admin console.

N
Note « For the Clean Access Server, it isrecommended that you install a CA-signed SSL certificate, asthe

Clean Access Server certificate is the one that is visible to the end user. For the Clean Access
Manager, you can choose either a CA-signed or temporary certificate.

« You cannot use a CA-signed certificate that you bought for the Clean Access Manager on the Clean
Access Server. You must buy a separate certificate for each Clean Access Server.

The admin console lets you perform the following SSL certificate-related operations:
» Generate atemporary certificate
» Generate a PKCS #10 certificate request based on the current certificate

- Import and export the private key. Exporting the key can be used to back up a copy of a certificate
on which arequest is based.
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For new installations, the typical steps for managing the server certificate are:

Generate a temporary certificate (normally done at installation time).

Export the CSR (certificate signing request).

Export the same private key for backup (you will need this key for the CA-signed cert).

Send the CSR to a CA (certificate authority, an organization authorized to issue trusted certificates).
When it is received from the CA, import the CA-signed certificate.

‘”.m.b.w!\:!ﬁ
»

P

ote  Importing the root/intermediate CA or private key is usually not needed at this point. See
Troubleshooting Certificate Issues, page 13-7 for information on these tasks.

6. Test asaclient accessing the server.

The following sections provide more information on these steps, as well astroubleshooting information.

Generate a Temporary Certificate

The following procedures describe how to generate a temporary certificate in the admin console. After
generating atemporary certificate, you can generate a certificate signing request based on the certificate.

1. Openthe SSL Certificate tab in the Administration > CCA Manager page.
2. If not already selected, choose Generate Temporary Certificate from the available actions list.
3. Type appropriate values for the following fields:

— Full Domain Nameor | P —The fully qualified domain name or | P address of the Clean Access
Manager for which the certificate is to apply. For example: camanager.<your domain names

— Organization Unit Name — The name of the unit within the organization, if applicable.
— Organization Name — The legal name of the organization.

— City Name— The city in which the organization is legally located.

— State Name — The full name of the state in which the organization is legally located.

— 2-letter Country Code — The two-character, | SO-format country code, such as GB for Great
Britain or US for the United States.

4, When finished, click Gener ate.

Export a Certificate Request

Exporting a certificate request generates a PK CS#10-formatted certificate request suitable for
submission to a certificate authority. The certificate request will be based on the certificate currently in
the keystore database.

1. Openthe SSL Certificate tab in the Administration > CCA Manager page.
2. Choose Export Certificate Request from the available actions list.

3. Click Export CSR. A certificate signing request file, smartmgr. csr, iS generated and available for
downloading.

4. Savethefileto your hard drive (or open it immediately in atext editor if you are ready to fill out the
certificate request form).

Cisco Clean Access Manager Installation and Administration Guide
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5. Usethe certificate request file to request a certificate from a certificate authority. When you order a
certificate, you may be asked to copy and paste the contents of the . csr fileinto a CSR field of the
order form.

6. Itisrecommended that you create a backup of the private key used to generate the request. To do
so, click the Export Private Key buttoninthe Export Certificate Request form. You are prompted
to either save or open the file. Save it to a secure location. The file is named smartmgr key.crt by
default.

When you receive the signed certificate, you can import it into the Clean Access Manager as described
in Import a Signed Certificate, page 13-6

Import a Signed Certificate

If you have a CA-signed certificate for the Clean Access Manager, you can import it into the Clean
Access Manager as described here.

Before starting, make sure that the root file and certificate file are in afile directory location accessible
to the computer on which you are using the admin console.

1. Openthe SSL Certificate tab in the Administration > CCA Manager page.

2. From the available actions list, click Import Certificate to open the import options form:

Figure 13-2 Import Certificate (CAM)

©

Administration > Clean Access Manager

Network &
Failover

System Time SSL Certificate §System Upgrade Licensing

Choose an action:  [{dlseElila=1C

Certificate File Browse... |

Import CA-Signed Certificate |

Import Rootfintermediate CA* |

Import Private Key from Backup® |

Trust Mon-Standard CA* |

(* Advanced features, In most cazes, these operations do not need to be performed.)
[*##* For S5L communication between the Clean Access Manager and sorme authentication servers, e.q.
LOAP Server)

Current S5L Certificate Domain: 10.201.240.11
[Thiz is the domain nare for which vyou have the S50 certificate of the web admin page.)

-

[«d

=

3. Click the Browse button next to the Certificate File field and locate the certificate file on your
directory system.

4, With the Certificate File field populated with the name and path to the file, click Import
CA-Signed Certificate.
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Troubleshooting Certificate Issues

Several issues can arise surrounding certificate management in Cisco Clean Access:

Private Key in Clean Access Manager Does Not Match the CA-Signed Certificate

Thisissue can arise, for example, from the following scenario: say an administrator generates a CSR
(certificate signing request), backs up the private key, and then sends the CSR to a CA authority, such as
VeriSign.

Subsequently, another administrator regenerates atemporary certificate after the CSR has been sent.
When the CA-signed certificate is returned from the CA authority, the private key on which the
CA-certificate is based no longer matches the one in the Clean Access Manager.

To resolve this issue, re-import the old private key and then install the CA-signed certificate.

Signed Certificate Not Trusted

If the user see awarning page that the certificate is not trusted after the CA-signed certificate has been
installed, thelikely causeisthat the CA isnot in the Root CA bundlefor Cisco Clean Access. To resolve,
either:

« Import the single Root CA or intermediate CA t0 .chain.crt in the admin console.

« Append it to the end of the perfigo-ca-bundie.crt file.

Regenerating Certificates for DNS Name Instead of IP

If planning to regenerate certificates based on the DNS name instead of the IP address of your servers:

» Makesurethe CA-signed certificate you are importing is the one with which you generated the CSR
and that you have NOT subsequently generated another temporary certificate. Generating a new
temporary certificate will create a new private-public key combination. In addition, always export
and save the private key when you are generating a CSR for signing (to have the private key handy).

« When importing certain CA-signed certificates, the system may warn you that you need to import
the root certificate (the CA’s root certificate) used to sign the CA-signed certificate, or the
intermediate root certificate may need to be imported.

- Make sure thereisa DNS entry in the DNS server

» Make sure the DNS address in your Clean Access Server is correct.

- For High-Availability (failover) configurations, use the DNS name for the Service IP (virtual DNS)
« Itisrecommended to reboot when you generate a new certificate or import a CA-signed certificate.

« When using a DNS-based certificate, if it isnot CA-signed, the user will simply be prompted to
accept the certificate.

The following sections provide more information on how to perform certificate management steps.
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Certificate-Related Files

For troubleshooting purposes, Table 13-2 lists certificate-related files used by the Clean Access
Manager. For example, if the admin console becomes unreachable due to a mismatch of the
CA-certificate/private key combination, these files may need to be modified directly in the file system
of the Clean Access Manager.

Table 13-2 Clean Access Manager Certificate-Related Files

File Description
/root/.tomcat.key Private key
/root/.tomcat.crt Certificate
/root/.tomcat.csr Certificate signing request
/root/.chain.crt Intermediate certificate!
/perfigo/common/conf/perfigo-ca-bundle.crt | The root CA bundle

1. For3.5(x) /root/.chain.crt isthesameas . tomcat .crt, if nointermediate CA.

For additional information on Clean Access Manager files, see Log Files, page 12-14.
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Licensing

The Cisco Clean Access Manager and Clean Access Servers require avalid license to function. With
release 3.5, the licensing model for Clean Access incorporates the FlexLM licensing standard. For
instructions on initially installing the Clean Access Manager license, as well as details on permanent,
evaluation, and legacy licenses, see Cisco Clean Access Licensing, page 1-6.

Install FlexLM License for Clean Access Server:

1.

Go to Administration > CCA Manager > Licensing.

Switch Management
module appears with
QOB license Success confirmation

Cisco(SYSTEMS .
mm Cisco|Clean Access Manager vesionss.

Administration > Clean Accelss Manager L)) |
- CCA Servelrs
- Filters
- Roaming

lean

Network &

System [fime SSL Certificate fSystem Upgrade Licensing

Failover

1iprine ) s psalille Dol Ran Seeuer Soonl s e 10

Clean Access FlexLM License Fileis) Browse...
User Managem 2
o Install License | Remove All Licenses |
- User Roles

- Auth Servers
- Local Users

Perfigo Product License Key |

[- summary Apply Key
[- online users
[-Eventlogs

FlexLM License-Enablad
Features

Manager Failover License

“User Page? present

: 2:2’:2:‘59 In-Band Server Count: 10 dg
Out-of-Band Server Count 10 =l F—
& [ 3 4@ 1rtermet )
CAM administration FlexLM license
pages status information

(Total CAS count,
evaluation period
remaining, etc.)

In the Clean Access Manager License Filefield, browse to the license file for your Clean Access
Server or Server bundle and click Install License. You will see a green confirmation text string at
the top of the page if the license wasinstalled successfully, aswell asthe CASincrement count (for
example, “License added successfully. Out-of-Band Server Count is now 10.”).

Repeat this step for each Clean Access Server license file you need to install (you should have
received onelicense file per PAK submitted during customer registration). The status information at
the bottom of the page will display total number of Clean Access Servers enabled per successful
license file installation.

Remove FlexLM Licenses

1.
2.
3.

Go to Administration > CCA Manager > Licensing
Click the Remove All Licenses button to remove all FlexLM license files in the system.

The Clean Access Manager License Form will reappear in the browser, to prompt you to install a
license file for the Clean Access Manager.
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Note

Note

N

admin user login page of the web admin console.

Until you enter the license file for the Clean Access Manager, you will not be redirected to the

You cannot remove individual FlexLM license files. To remove afile, you must remove all license

files.

Onceinstalled, a permanent FlexLM license overrides an evaluation FlexLM license.

Onceinstalled, FlexL M licenses (either permanent or evaluation) override legacy license keys (even

though the legacy key is still installed).

When an evaluation FlexL M expires, or is removed, an existing legacy license key will again take

effect.

Change Legacy License Keys

Go to Administration > CCA Manager > Licensing

To change the license key for releases prior to release 3.5, copy the license key to the Product

License Key field, then click Apply Key.

Support Logs

The Support L ogs page on the Clean Access Manager is intended to facilitate TAC support when a
customer hasissues. The Support L ogs page allows administrators to combine a variety of system logs
(such asinformation on open files, open handles, and packages) into one tarball that can be sent to TAC
to be included in the support case. Administrators should download these support logs when sending
their customer support request as follows:

1.

Go to Administration > CCA Manager > Support Logs

Figure 13-3 Support Logs for Clean Access Manager

S

i Administration > Clean Access Manager B

|

Network &
Failover

55L
Certificate

System
Time

System
Upgrade

Licensing

Download technical support logs:

= r—

2. Click the Download button to download the cam_logs.tar.gz file to your local computer.

3.

Send this .tar.gz file with your customer support request.
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S,
Note  To retrieve the compressed support logs file for the Clean Access Server, go to Device Management >
CCA Servers> Manage [CAS_|IP] > Misc > Support Logs.

Admin Users

This section describes how to manage multiple administrator usersin the Administration > Admin
User s module of the Clean Access Manager web admin console.

~

Note  Inrelease 3.3, the Admin Userslink replacesthe Admin Password link of the Administration module.

There are two tabs under Administration > Admin Users: Admin Groups, and Admin Users.

Admin Groups

There are three default admin group types which cannot be removed or edited, and one Custom type:
1. Read-Only

2. Add-Edit

3. Full-Control (has delete permissions)

4. Help-Desk (Custom type)

You can add users to one the three default groups, or you can create a new Custom group to configure
specialized permissions. In general, you create and set access permissions for a custom group, then add
users to that group to define their permissions.

Add a Custom Admin Group

1. Goto Administration > Admin Users > Admin Groups.

Figure 13-4 Admin Groups
- Says = = A
Administration > Admin Users 2
Admin Users Admin Groups
List - New
| GroupName | GroupType [ Description [ Edit | Delete]
Help-Desk Custom Customized permissions for help desk ﬁ b4
Read-Only Admin Read-Only Read only permissions
Add-Edit Admin Add-Edit Read/add/edit permissions
Full-Control Admin Full-Control Read/add/edit/delete permissions
v
Rk s >

2. Click the New link to bring up the new Admin Group configuration form.
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Figure 13-5 New Admin Group

9.

Administration > Admin Users

@

Admin Users Admin Groups
List - New

[T Disable this group

Group Name

Description I

Access Control Palicy:

Clean Access Server 10.201.240.10; read only  x
Clean Access Server 10.201.240.12; read only  x
Default Festurs Acosss: |read anly x|
Glar pacs servor [aeean =]
Device Filters (MAC & Subnet): full control =
Roaming : read onky
Certified & Floating Devices : read only x
Network Scanner (Nessus) : read only
Clean Access Agent read only ¥
Switch Managernent : read onky
User Roles ¢ read only ¥
Authentication Servers : read only
Local Users : read only ¥
online Users : read onky
Event Logs : read onky
Clean Access Manager : read only ¥
User Pages : read only ¥
Admin Users : read only ¥
Database : read only ¥
Cisco APT : read onky
Create Group | Reset |

Enter a Group Name for the custom admin group.
Enter an optional Description for the group.

In the Clean Access Servers section, Set the Default Clean Access Server Access as either read
only (default) or local admin. The first option at the top of the list defines the default permissions
when a (new) Clean Access Server is added to the managed domain. If no existing access settings
are found for the Clean Access Server, this default access policy is used.

Set the access options next to each individual Cisco Clean Access Server asread only or local
admin. This allows you to give the administrator group full control over certain Clean Access
Servers (including delete/reboot) but only view permissions on others.

In the M odule Features section, set the Default Feature Access as either read only (default),
add-edit, or full control. The first option at the top of the list defines the default permissions for
any new feature added to the Clean Access Manager, asin the case of a software upgrade. Existing
administrator privilege settings before the upgrade will be preserved.

Select group access privileges of read only, add-edit, or full control for each individual module.
This allows you to tailor administrative control over the modules of the Clean Access Manager per
admin group.

Click Create Group to add the group to the Admin Groups list.

You can edit the group later by clicking the Edit (g¢] ) button next to the group in the list. To delete the
group click the Delete ( %) icon next to the group. Usersin an admin group are not removed when the
group is deleted, but are assigned to the default Read-Only Admin group.
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Admin users are classified according to Admin Group. The following general rules apply:

« All admin users can access the Administration > Admin Users module and change their own
passwords.

» Featuresthat are not availableto alevel of admin user are simply disabled in the web admin console.
« Read-Only users can only view users, devices, and features in the web admin console.

« Add-Edit users can add and edit but not remove local users, devices, or features in the web admin
console. Add-Edit admin users cannot create other admin users.

» Full-Control users have add, edit, and delete permissions for all aspects of the web admin console.
« Only Full-Control admin users can add, edit, or remove other admin users or groups.
» Custom group users can be configured to have a combination of access privileges.

The user admin isaspecial system user with full control privileges that can never be removed from the
Clean Access Manager. For example, a Full-Control user can log in and del ete his/her own account, but
one cannot log in as user admin and delete the admin account.

Login / Logout an Admin User

Asadmin users are session-based, admin users should log out using the Logout icon (&) in the top-right
corner of every page of the web admin console. The administrator login page will appear:.

Figure 13-6 Admin Login
]

A A

Admin User Name

Password

v -

Additionally, you can use the logout button to |og out as one type of admin user and relogin on as another.

Add an Admin User

1. Goto Administration > Admin Users > New.
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[ oL-7044-01 .m



Chapter 13 Administration |
M Admin Users

Figure 13-7 New Admin User

~
| Administration > Admin Users

15

©

Admin Users
Active Sessions -

Admin Groups
List - New

[] pisable this account

Admin User Name | |

Password | |

Confirm Password | |

Group Name —Select Admin Group— &g
Description | |
[ Create Admin ] [ Reset ]

2. Enter an Admin User Name.
3. Enter apassword in the Password and Confirm Password fields.
4

Select an admin group type from the Group Name dropdown list. Default groups are Read-Only,

Add-Edit, and Full-Control. To add a user to a custom-access permissions group, add the group first
as described in Add a Custom Admin Group, page 13-11.

5. Enter an optional Description.

6. Click Create Admin. The new user appears under the Admin Users> List
Edit an Admin User
1. Goto Administration > Admin Users > List.

Figure 13-8 Admin Users List

-
—  Administration > Admin Users

® 2
Admin Users Admin Groups
Active Sessions - List - New
|__Admin Name | GroupName | Description | Edit [Delete]
admin Full-Control Admin Primary admin account ﬁ
3 testl Read-Only Admin ﬁ b4
test2 Add-Edit Admin = b4
helpdesk Help-Desk ﬁ b4 B
test3 Full-Control Admin additional full-control admin ﬁ b4 "]
Vi< @

2. Click the Edit (<] ) button next to the admin user.
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Figure 13-9 Edit Admin User
|

| Administration > Admin Users L)l

Admin Users
Active Sessions -

Admin Groups
List - Edit

[] pisable this account

Admin User Name |test3 |
Password |""| |
Confirm Password |""| |
Group Mame |FuII-Contr0IAdmin v|
B Description |additi0na| full-contral admin |
[ Save Admin ] [ Cancel ] e

|

v

3. Change the Password and Confirm Password fields, gr other desired fields.
4. Click Save Admin.

~

Note  You can edit all properties of the system admin user, except its group type.

Active Admin User Sessions

You can view which admin users are using the Clean Access Manager web admin console from
Administration > Admin Users> Admin Users > Active Sessions. The Active Sessions list shows all
admin users that are currently active. Admin users are session-based. Each browser that an admin user
opens to connect to the Clean Access Manager webserver creates an entry for the user in the Active
Sessions list.

If an admin user opensabrowser, closesit, then opens anew browser, two entrieswill remain for aperiod
of time on the Active Session list. The Last Access time does not change for the ended session, and
eventually the entry will be removed by the Auto-logout feature.

Figure 13-10 Admin User Active Sessions

LY
= Administration > Admin Users B -

Admin Users
Active Sessions -

Admin Groups

List - New

Auto-Logout Interval for Inactive Admin Sessions Minutes Update
|_Admin Name | 1P Address | __GroupName | __lLoginTime | _LastAccess __|Kick]

e test2 192.168.0.2 Add-Edit Admin 01/29/05 00:49:05 01/29/05 00:49:05 X
helpdesk 192.168.0.2 Help-Desk 01/29/05 00:49:31 01/29/05 00:49:31 X

admin 192.168.0.2 Full-Control Admin 01/29/05 00:44:43 01/29/05 00:49:39 * ]
admin 192.168.0.2 Full-Control Admin 01/28/05 21:04:57 01/29/05 00:01:15 *

e

i

The Active Sessions page includes the following elements:
- Admin Name — The admin user name.
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- |P Address— The IP address of the admin user’s machine.
« Group Name — The access privilege group of the admin user.
« Login Time— The start of the admin user session.

» Last Access- Thelast time the admin user clicked alink anywhere in the web admin console. Each
click resets the last access time.

« “Auto-Logout Interval for Inactive Admins’ -- This value is compared against the Login Time
and Last Access time for an active admin user session. If the difference between the login time and
last accesstimeisgreater than the auto-logout interval configured, the user islogged out. Thisvalue
must be in the range of 1 to 120 minutes, with an interval of 20 minutes set by default.

« Kick (% )— Clicking this button logs out an active admin user and removes the session from the
active session list.
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Manage System Passwords

It isimportant to provide secure passwords for the user accounts in Cisco Clean Access system, and to
change them from time to time to maintain system security. The suite does not generally impose
standards for the passwords you choose, but it is advised that you use strong passwords, that is,
passwords with at least six characters, mixed letters and numbers, and so on. Strong passwords reduce
the likelihood of a successful password guessing attack against your system.

Cisco Clean Access contains the following built-in administrative user account passwords:
1. Clean Access Manager installation machine root user

2. Clean Access Server installation machine root user

3. Clean Access Server web console admin USer

4, Clean Access Manager web console admin user

Thefirst three passwords areinitially set at installation time. To change these passwords at alater time,
access the CAM or CAS machine by SSH, logging in as the user whose password you want to change.
Use the Linux passwa command to change the user’s password.

To change the Clean Access Manager web console admin user password, use the following procedures.

Change the CAM Web Console Admin Password

1. Goto Administration > Admin Users> List.
.

Administration > Admin Users

©

Admin Users
Active Sessions -

Admin Groups
List - New

|__Admin Name | GroupName | Description | Edit [Delete]
admin Full-Control Admin Primary admin account ﬁ
testl Read-Only Admin ﬁ *
testz Add-Edit Admin e *
helpdesk Help-Desk ﬁ *
test3 Full-Control Admin additional full-control admin ﬁ *

o [l (=

2. Click the Edit (g} ) icon for user admin.

Administration > Admin Users 2

Admin Users
Active Sessions -

List - Edit

[] pisable this account

Admin User Name |test3 |
Password |""| |
Confirm Password |""| |
Group Mame |FuII-Contr0IAdmin v|
B Description |additi0na| full-control admin |
[ Save Admin ] [ Cancel ] i
v v
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3. Type the new password in the Password field.
4. Type the password again in the Confirm Password field.

5. Click the Save Admin button. The new password is how in effect.

Change the CAS Web Console Admin User Password

Most configuration tasks are performed in the CAM web admin console. However, the CAS direct access
web console is used to perform several tasks specific to alocal CAS configuration, such as configuring
High-Availability mode. Use the following instructions to change the CA S web consol e admin password:

1. Open the Clean Access Server admin console by navigating to the following address in a browser:

https://<CAS_IP>/admin
where <cas_1p> isthetrusted interface |P address of the CAS. For example,
https://172.16.1.2/admin

Log in with the default user name and password of admin/cisco123.

Click the Admin Password link from the left side menu.

In the Old Password field, type the current password.

Type the new password in the New Password and the Confirm Password fields.
Click Update.

I T

Back Up the Configuration

A backup snapshot contains all database configuration data for the Clean Access Manager except |P
settings. The snapshot is a standard postgres data dump.

Note that a snapshot of the CASis not performed, as it is not needed. If you need to restore a Clean
Access Server, you only need to reconfigure the CAS I P addresses, certificate, and basic configuration.
The CAS gets all of its other configuration information from the CAM every time it contacts the CAM,
including after a snapshot configuration is downloaded to the CAM. Note that in some cases, you may
need to add the CAS to the CAM again (via“New Server” tab) if the ss_key is changed.

In the case that you replace the underlying machine for a CAS, you will need to execute the service
perfigo config Utility to generate the basic IP address and certificate configuration. Thereafter, the
CAM will push all the other configuration information to the CAS.

The Clean Access Agent is always included as part of the CAM database snapshot. The Agent is always
stored in the CAM database when:

- The Agent isreceived as a Clean Access Update (Agent Patch) from web Updates.
- The Agent is manually uploaded to the CAM.

Note that when the CAM is newly installed from CD or upgraded to the latest release, the Clean Access
Agent is not backed up to the CAM database. In this case, the CAM software will contain the new Agent
software but thisis not uploaded to the CAM database. Agent backups only start when anew Agent is
uploaded to the system either manually or by web Updates.
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Automated Daily Database Backups

With release 3.5(3) and above, Cisco Clean Access automatically creates daily snapshots of the Clean
Access Manager database and preserves the most recent from the last 30 days. It also automatically
creates snapshots before and after software upgrades, and before and after failover events. For upgrades
and failovers, only the last 5 backup snapshots are kept. See Database Recovery Tool, page 13-20 for
additional details.

Manual Backups from Web Console

It is recommended to create a backup of the CAM before making major changes to its configuration.
Backing up the configuration from time to time also ensures a recent backup on hand of a known-good
configuration profile, in case of a malfunction due to incorrect settings. Besides protecting against
configuration data loss, snapshots provide an easy way to duplicate a configuration among several
CAMs.

Create a Manual Backup

1. Inthe Administration > Backup page, type anamefor the snapshot in the Database Snapshot Tag
Name field. Thefield is populated with a name that incorporates the current time and date (such as
10_10_05-16:34_snapshot). YOU can either accept the default name or type another.

2. Click Create Snapshot. The Clean Access Manager generates a snapshot file, which is added to the
snapshot list.

Figure 13-11 Backup Snapshot

-

|+

Administration > Backup )

A database snapshot contains Clean Access Manager configuration settings. Create and download
a snapshot here to back up the current configuration, or upload and restare an existing snapshot.
Restoring a snapshot overwrites the current configuration with the one in the snapshot.

Snapshot Tag Name 10_10_05-16:34_snapshot

[spaces not allowed in name)

Create Snapshot |

Shapshot to Upload | Browse. .. |

= Upload Snapshot |

Created On | _______TagName ______|version| Download | Restore [Delete]
05 30 05-
01: ¥
08/30/05 12:01:14 12:00 WER3.54 pre 3.5.5snapshot 354 9 X ! ]
d -
[l el
snapshot
tag name

Note that the file still physically resides on the Clean Access Manager machine. For archiving
purposes, it can remain there. However, to back up a configuration for use in case of system failure,
the snapshot should be downloaded to another computer.

3. To download the snapshot to another computer, click either the Download icon or the tag name of
the snapshot that you want to download:
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4. Inthefile download dialog, select the save file to disk option. The file can then be saved to your
local computer with the name you provide.

To restore the Clean Access Manager to the configuration state of the snapshot, click the Restore (¥3¥)
button. At that point, the existing configuration is overridden by the configuration in the snapshot.

To remove the snapshot from the snapshot list, click the Delete (¥ ) button.

Apply a Configuration from a Downloaded File

If the snapshot was downloaded to a remote computer, it can be uploaded to the list again as follows:

1. GotoAdministration > Backup and click the Browse button next to the Snapshot to Upload field.
Find the file in the directory system.

2. Click Upload Snapshot and confirm the operation. The snapshot now appears in the snapshot list.

3. Click the Restor e button next to the snapshot to overwrite the current configuration with the
shapshot’s configuration.

4, Confirm the operation.
The configuration has now been restored to the configuration state recorded in the snapshot.

Manual Database Backup from SSH

If the web admin console becomes inaccessible, you can perform a manual database backup as follows:
1. Login as root 0on the Clean Access Manager box.
2. Switch user to postgres by typing: su - postgres

3. Create the dump of the database by typing: pg_dump -h 127.0.0.1 controlsmartdb -D -f
sm_back 092004.sql

4, This command creates afile called sm_back 092004.sql inthe /var/1ib/pgsql directory.
5. You can SCP that file.

Database Recovery Tool

The Database Recovery tool isanew command line utility (3.5(3) and above) that can be used to restore
the database from the following types of backup snapshots:

» Automated daily backups (the most recent 30 copies)

» Backups made before and after software upgrades

- Backups made before and after failover events

- Manual snapshots created by the administrator via the web console

Although the web console already allows you to manually create and upload snapshots (via
Administration > Backup), the CLI tool presents additional detail. The tool provides a menu that lists
the snapshots from which to restore, and the uncompressed size and table count. Note that a file which
is corrupt or not in the proper format (e.g. not .tar.gz) will show a remediation warning instead of an
uncompressed size and a table count.
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Caution  The CAM must be stopped before you can run this utility and must be rebooted after the utility is run.

To run the command utility:

Access your Clean Access Manager by SSH.

Login as user root With the root password (default password iS cisco123)
Cd to the directory of the database recovery tool: cd /perfigo/dbscripts
RuUN service perfigo stop t0 stop the Clean Access Manager.

Run . /dbbackup.sh to start the tool.

Follow the prompts to perform database restore.

N o gk~ w N

Run reboot to reboot the Clean Access Manager after running the utility.

Note  For general information on CLI commands, see Using the Command Line Interface (CLI), page 2-9.

Cisco Clean Access Manager Installation and Administration Guide
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API| Support

Cisco Clean Access provides a utility script called cisco_api.jsp (or perfigo_api.jsp for prior releases
3.2 and 3.3) that allows you to perform certain operations using HTTPS POST. The Clean Access API
for your Clean Access Manager is accessed from a web browser as follows:

https:.//<ccam-ip-or-name>/admin/cisco_api.jsp

Usage Requirements

To use this API, note the following:

« You or someone in your organization must know and be comfortable with scripting languages such
as Perl.

e Only HTTPS, POST and AUTH are supported. HTTP, GET, and “No Authentication” APIs are not
supported.

» You need to install Perl packages or similar on the machine that runs these scripts.
» Cisco TAC does not support debugging of your Perl or scripting packages.

For further details, access the API as described above, or refer to
http://www.cisco.com/warp/customer/707/ca-mgr-fag2.html#g8.

Authentication Requirement

This API was originally designed to provide unauthenticated access. With release 3.5(4) and above, the
API will require authentication over SSL for access to the API, via two authentication methods:

- Authentication by Session

With this method, the administrator uses the adminlogin and adminlogout functions to create an
authentication shell script that will set a cookie with the session ID to be accessed for the rest of the
admin session. If asession ID cookie is not set, the user will be prompted to login. The adminlogin
(administrator login) function returns a session |D which has to be set as a cookie for usage of any
API. The adminlogout function should then be used to terminate the session. However, if
adminlogout is not used, the session will still be terminated by admin session timeout.

- Authentication by Function

If you do not want to create a shell script using cookies, you can instead perform authentication
every time afunction is used. If authenticating by function, you will need to add the admin and
password parameters to all functions that you are using in your existing script. In this case, you do
not use the adminlogin and adminlogout functions.

Guest Access Support

Release 3.5(8) and above provide the getlocaluserlist, addlocaluser, deletelocaluser API functions to
allow administrators to create, delete, and view local user accounts on the CAM (local users are those
internally validated by the CAM as opposed to an external authentication server): These APIs are
intended to support guest access for dynamic token user access generation, providing the ability to:

- Use awebpage to access Cisco Clean Access API to insert a visitor username/password (for
example, jdoe@visitor.com, jdoel12805), and assign a role (for example, guestlday).

Cisco Clean Access Manager Installation and Administration Guide
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- Delete al guest users associated with that role for that day (for example, guestlday)

- List all usernames associated with that role (for example, all users for guestlday)

These APIswill support most implementations of guest user access dynamic token/password generation
and allow the removal of those users for a guest role.

You will still need to create the front-end generation password/token. For accounting purposes, Cisco
Clean Access provides RADIUS accounting functionality only.

Summary of Operations

Table 13-3 summarizes the operations supported. See the Cisco API page itself (via
https.//<ccam-ip-or-name>/admin/cisco_api.jsp) for complete details.

Table 13-3

Operations Supported by cisco_api.jsp

Operation Name

Description

addcleanmac

Adds MAC address to Clean Access certified devices list as an exempted device

addlocaluser

(3.5.8+) Takes user name, password, and role name. Returns success or failure.

Note getlocaluselist, addlocaluserlist, and deletelocaluser support

guest access for dynamic token user access generation.

addmac

Adds MAC address to Devices list.

adminlogin

(3.5.4+) Administrator login returns a session 1D which has to be set as a cookie
for usage of any API. Use adminlogin and adminlogout tO create a shell script if
using authentication by session using cookies; otherwise, use the admin and
password parameters in each function.

adminlogout

(3.5.4+) Administrator islogged out. The session isidentified by the cookie. Use
adminlogin and adminlogout tO create a shell script if using authentication by
session using cookies; otherwise, use the admin and password parametersin each
function.

changeuserrole

Change logged-in user's role

clearcertified

Clearsthe Clean Access certified devices list. Removal from certified devices list
ends the current session for online users (in-band or OOB)

deletelocaluser

(3.5.8+) Takes user name or “ALL" (to delete entire list). Returns success or
failure.

Note getlocaluselist, addlocaluserlist, and deletelocaluser support

guest access for dynamic token user access generation.

getcleanuserinfo

(3.5.6+) When queried with MAC or Name, the certified user(s) information is
returned. If there are multiple users matching the criteria, alist of certified users
is returned.

getlocaluserlist

(3.5.8+) Returns alist of local userswith user name and role name.

Note getlocaluselist, addlocaluserlist, and deletelocaluser SUpPpOrt

guest access for dynamic token user access generation.

getoobuserinfo

(3.5.3+) When queried with IP, MAC, Name, or All, returns alist of OOB users
matched to the parameter, and user properties such as Provider, Role, Auth VLAN,
Access VLAN, OS, SwitchlP, and PortNum.
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Table 13-3 Operations Supported by cisco_api.jsp (continued)

Operation Name  |Description

getuserinfo When queried with IP, MAC, Name, or All, returns alist of in-band users matched
to the parameter, and user properties such as current Role, VLAN, Provider, OS.

kickoobuser (3.5.6+) Removes logged-in out-of -band user

kickuser Removes logged-in in-band user.

gueryuserstime | Query logged-in user’s remaining time in the session. Only users logged into
session timeout roles will be returned.

removecleanmac |Removes MAC address from Clean Access certified devices list. Removal from
certified devices list ends the current session for an online user (in-band or OOB)

removemac Removes MAC address from Device Filters list

renewuserstime |Renew logged in user’s session timeout by a session.
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CHAPTER 1 I

Configuring High Availability

This chapter describes how to set up a high-availability cluster of Cisco Clean Access Managers. Topics
include:

- Overview, page 14-1

- Before Starting, page 14-2

» Set Up the Primary Clean Access Manager, page 14-4
« Set Up the Standby Clean Access Manager, page 14-7

By deploying Clean Access Managers in high-availability mode, you can ensure that important
monitoring, authentication, and reporting tasks continue in the event of an unexpected shutdown.

The Clean Access Manager high-availability mode is a two-server configuration in which a standby
Clean Access Manager machine acts as a backup to a primary Clean Access Manager machine. While
the primary Manager carries most of the workload under normal conditions, the standby monitors the
primary Manager and keeps its data store synchronized with the primary Manager’s data.

If the primary Manager shuts down, or for any reason stops responding to the peer’s “ heartbeat” signal,
the standby assumes the role of the primary Manager.

Although you specify a primary and standby Cisco Clean Access Manager at configuration time, the
roles are not permanent. If the primary Manager goes down, the standby becomes the primary. When the
original primary Manager restarts, it assumes the backup role.

Similarly, when it starts up, the Clean Access Manager checks to see if its peer is active. If not, the
starting Manager assumes the primary role. If the peer is active, on the other hand, the starting Manager
becomes the standby.

Typically, anew Clean Access Manager is added to an existing Manager to create a high-availability
cluster. In order for the pair to appear to the network and to the Clean Access Servers as one entity, you
must specify a Service | P address to be used as the trusted interface (ethO) address for the cluster. This
Service |P address is also used to generate the SSL certificate.

To create the crossover network on which high-availability information is exchanged, you connect the
ethl ports of both Managers and specify a private network address not currently routed in your
organization (the default HA crossover network is 192.168.0.252). The Clean Access Manager then
creates a private, secure two-node network for the ethl ports of each Manager to exchange UDP
heartbeat traffic and synchronize databases. Note that the Clean Access Manager always uses ethl asthe
heartbeat UDP interface.

| oL-7044-01
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For extra security, you can also connect the serial ports of each Clean Access Manager for heartbeat
exchange. In this case, both the UDP heartbeat and serial heartbeat interfaces must fail for the standby
system to take over.

Figure 14-1 illustrates a sample configuration.

Figure 14-1 Clean Access Manager Example High-Availability Configuration
192.168.151.152
ethO ethl
Primary Clean =
Access Manager | 10-10.10.253
(camanagerl) O e
Network
Service IP 0 - UDP heartbeat
trusted Address . - DB sync
twork serial
. ¢ heartbeat 10.10.10]252
192.168.151.151
(advertised to (specify _
Clean Access Standby Clean network portion
Servers) Access Manager | 10.00.10.254 | OF z;l)ddress l'”
(camanager2) | web console)
eth0 ethl
192.168.151.153

The following sections describe the steps for setting up high availability.

>

Warning  To prevent any possible data loss during database synchronization, always make sure the standby
Cisco Clean Access Manager is up and running before failing over the primary Cisco Clean Access
Manager.

Before Starting

Before configuring high availability, ensure that:

» InOut-of-Band deployments, Port Security is not enabled on the switch interfacesto whichthe CAS
and CAM are connected. This can interfere with CAS HA and DHCP delivery.

» You have a high-availability (failover) license.

» Both Cisco Clean Access Managers are installed and configured (as provided for by the installation
script). (See Perform the Initial Configuration, page 2-6.)

« You have a CA-signed certificate for the primary Manager.

« The primary Manager is fully configured for runtime operation. This means that connections to
authentication sources, policies, user roles, access points, and so on, are all specified. This
configuration is automatically duplicated in the standby Manager.

» Both Cisco Clean Access Managers are accessible on the network (try pinging them to test the
connection).

Cisco Clean Access Manager Installation and Administration Guide
m. oL-7044-01 |



| Chapter 14

Configuring High Availability

S

Note

Upgrading an Existing Failover Pair 1l

» The machines on which the Clean Access Manager software is installed have a free Ethernet port
(ethl) and at least one free serial port. Use the specification manuals for the server hardware to
identify the serial port (ttySO or ttyS1) on each machine.

The following procedures require you to reboot the Clean Access Manager. At that time, its serviceswill
be briefly unavailable. You may want to configure an online Manager when downtime has the least
impact on your users.

The Clean Access Manager web admin consol e supportsthe Internet Explorer 6.0 or above browser only.

Upgrading an Existing Failover Pair

For instructions on how to upgrade an existing failover pair, see Upgrading High Availability Pairs, page
16-14.

Connect the Clean Access Manager Machines

There are two types of connections between the Clean Access Manager peers. one for exchanging
runtime data relating to the Clean Access Manager activities and one for the heartbeat signal. In High
Availability, the Clean Access Manager always uses the ethl interface for both data exchange and
heartbeat UDP exchange. When the UDP heartbeat signal fails to be transmitted and received within a
certain time period, the standby system takes over. In order to provide an extra measure of security, itis
optionally recommended to add a serial heartbeat connection between the Clean Access Manager peers.
The serial connection essentially provides an additional method of heartbeat exchange that must fail
before the standby system can take over. Note however that only the ethl connection between the peers
is mandatory.

Physically connect the peer Cisco Clean Access Managers as follows:

» Usecrossover cableto connect the ethl Ethernet ports of the Clean Access Manager machines. This
connection is used for the heartbeat UDP interface and data exchange (database mirroring) between
the failover peers.

- |If optionally adding a serial connection, use serial cableto connect the serial ports. This connection
isused for the additional optional heartbeat serial exchange (keep-alive) between the failover peers.

Serial Connection

If the computer running the Clean Access Manager software has two serial ports, you can use the
additional port for the serial heartbeat connection. By default, the first serial port detected on the CAM
server is configured for console input/output (to facilitate installation and other types of administrative
access).

If the computer has only one serial port (ttyS0), you can reconfigure the port to serve as the
high-availability heartbeat connection. Thisisbecause, after the Clean Access Manager isinstalled, SSH
can be used to access the command line interface of the CAM.

To reconfigure ttySO as the heartbeat connection, follow these steps:
1. From an SSH client, access the Cisco Clean Access Manager as root USEr.

2. Edit /etc/1ilo.conf and remove or comment out the last line:

| oL-7044-01
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append="console=ttyS0..... ”

This line causes console output to be redirected to the serial port.

Tip To comment out aline, add a“#" character to the start of the line. Lines beginning with this character
are ignored.

4,
5.

Edit /etc/inittab and remove or comment out the last line;

co:2345:respawn ...vt1l00

This line causes a login terminal to be started on the serial port.
At the command prompt, type 1i10 and press enter. This starts Lilo, the Linux boot |oader.

Reboot the computer by entering the reboot command.

Repeat the steps on the failover peer Clean Access Manager.

Set Up the Primary Clean Access Manager

Once you have verified the prerequisites, follow these steps to configure the primary Clean Access
Manager for high availability. See Figure 14-1 for a sample configuration example.

Configure the Primary Manager for High Availability

1.

Open the Clean Access Manager admin consol e for the primary Manager, and go to Administration
> CCA Manager > SSL Certificate.

If using a temporary certificate for the HA pair:

a. Select Export Certificate Request from the Choose an action: menu, then click Export
Private Key to export the SSL private key. Save the key file to disk. You will have to import
this file into the standby Manager later.

b. Select Export Certificate Request from the Choose an action: menu, then click Export
Certificateto export the SSL certificate. Savethe certificate fileto disk. You will haveto import
this file into the standby Manager later.

A
Note  Theinstructionsin this section assume that you will export the certificate from the primary
Manager.

If using a CA-signed certificate for the HA pair:
a. Select Import Certificate from the Choose an action: menu.
b. Used the Browse button next to the Certificate File field and navigate to the certificate file.

c. Click Import CA-Signed Certificateto import the certificate. Note that you will need to import
this same certificate into the standby Manager later.

d. Select Export Certificate Request from the Choose an action: menu, then click Export
Private Key to export the SSL private key. Save the key file to disk. You will have to import
this file into the standby Manager later.

Cisco Clean Access Manager Installation and Administration Guide
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S
Note  The CA-signed certificate must either be based on the Service IP or a hostname/domain
name resolvable to the Service IP through DNS.

2. Goto Administration > CCA Manager and click the Network & Failover tab. Choose the
HA-Primary option from the High-Availability M ode dropdown menu. The high availability
settings appear:

Administration > Clean Access Manager

SSL Certificate

MNetwork & Failover System Time System Upgrade

Failover Settings

Network Settings

IP &ddress 192.168.151.151| High-Availability Mode HA-Primary &
Subnet Mask 265 255 255 0 {for high availability, et up the primary server befare the
. . . standbyl

Default Gateway 1921681511 Service IP Address l:l
Host Name camanager] Peer Host Name l:l HA

Host Dormain perfigo.cam Heartheat UDP Interface  ethl settings
DNS Servers £3.93.96.20 Heartheat Serial Interface

(HA on ethl interface is enabled by default A serial port

(separate multiple addrasses with
can additionally be configurad.)

& carnmal

Crossover Network Interface Setting

Crossover Network I:I.ZSE

Crossover Netmask 255.255.255.252

\_ ==

3. Copy the value from the I P Address field under Network Settings and enter it in Service | P
Addressfield. The Network Settings | P Addressisthe existing | P address of the current Cisco Clean
Access Manager. The idea here is to turn this I P address, which the Clean Access Servers already
recognize, into the virtual Service IP address for the Clean Access Manager cluster.

Administration > Clean Access Manager )]

Network & Failover SSL Certificate

System Upgrade

System Time

MNetwork Settings Failover Settings

IP Address (192.168.151.151 )744@% lity Mode HA-Primary -

Subnet Mask 5L 9EE 9EE [ (for high availability, setup the primary server before the
Bl standby) &

Default Gateway  [192.168 1511 Service 1P Address 192.168.151.151

4, Change the I P address under Network Settings to an available address (for example n. 152):

Administration > Clean Access Manager

Metwork & Failover System Time

Metwork Settings
new

IP Address (192.188.151.152 )——[p address
Subnet Mask 2h5.2585.255.0

Default Gateway 192.168.151 .1

5. Each Clean Access Manager must have a unigue host name (such as camanageri and camanager2).
Type the host name of the primary Manager in the Host Name field under Network Settings, and
type the host name of the standby Manager in the Peer Host Name field under Failover Settings.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 14-2

Example Primary Clean Access Manager Failover Settings

Administration > Clean Access Manager

SSL Certificate

System Upgrade

MNetwork & Failover System Time

standby
Manager Network Settings Failover Settings
host name ) G :
IP Address 192.168.151.152 High-awv ailability Mode Ha-Primary v
cubnet Mask 25E 7RE TEE (far high availability, set up the primary zerver befare the
. . . standby)
primary Default Gateway 192.168.151.1 b Address 192.168.151.151
Manager Host Mame Peer Host Name
host name Host Domain perfigo.com Heartheat UDP Interface  ethl
DNS Servers £6.52.133.179 Heartheat Serial Interface | COMI [port3F8irgd] »

[H& on ethl interface is enabled by default, A zerial port

[separate rultiple addresses with
can additionally be configured.)

a cornmal

Crossover Network Interface Setting
Crossover Network 101010 252
255.255.255.252

Crossover Metmask

A Host Name value is mandatory when setting up high availability, while the Host Domain name
is optional.

The Host Name and Peer Host Name fields are case-sensitive. Make sure to match what is entered
here with what is entered for the standby Manager later.

In the Heartbeat Serial I nterface menu, select the serial port to which you connected the serial
cable of the primary Manager, or leave this N/A if not using serial connection.

To maintain synchronization, the Clean Access Manager peers exchange data by a crossover
network. You must specify a private network address space not currently routed in your organization
in the Crossover Network field (such as10.10.10). The default crossover network provided is
192.168.0.252. If this address conflicts with your network, make sure to specify a different private
address space. For example, if your organization uses the private network 192.168.151.0, use
10.1.1.x asthe crossover network. The subnet mask and last octet of the |P address are fixed, so only
enter the network portion of the IP address in the Crossover Network field.

Click Update and then Reboot to restart the Clean Access Manager.

To prevent any possible data loss during database synchronization, always make sure the standby

Cisco Clean Access Manager is up and running before failing over the primary Cisco Clean Access

Manager.

After the Clean Access Manager restarts, make sure that the CAM machine is working properly. Check
to seeif the Cisco Clean Access Servers are connected and new users are being authenticated.
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Set Up the Standby Clean Access Manager

1. Open the Clean Access Manager admin console for the standby Manager, and go to Administration
> CCA Manager > SSL Certificate.

2. Before starting, make sure the private key and SSL certificate files associated with the primary
Manager are available. It is recommended that you back up the current (secondary Manager’s)
private key before starting. Import the primary Manager’s private key file (exported in step 2 of Set
Up the Primary Clean Access Manager, page 14-4) and the certificate as described below:

a. Inthe SSL Certificate tab, choose Import Certificate from the Choose an action: menu
b. Click Browse next to the Certificate File field, and browse to the private key file.
c. Click Import Private Key from Backup.

d. With Import Certificate selected from the Choose an action: menu, browse to the certificate
associated with the private key, and import it by clicking Import CA-Signed Certificate.

3. Gotothe Administration > CCA Manager > Network & Failover tab and change the | P address
under Network Settings to an address that is different from the primary Clean Access Manager |P
address and the Service IP address (such asn.153).

Figure 14-3 Example Standby Clean Access Manager Failover Settings

Administration > Clean Access Manager )]

SSL Certificate

System Upgrade

MNetwork & Failover System Time

MNetwork Settings Failover Settings
IP Address 192.168.151.153 High-awv ailability Mode HA-Standby v
Subnet Mask 25R 255 25R 1 (far high availability, set up the primary zerver befare the
. . . standby)
Default Gateway  [192.168.151.1 Service IP Address 192.168.151.151
Host Mame camanager? Peer Host Mame camanager]

Heartbeat UDP Interface  ethl
Heartheat Serial Interface | COMI [port3F8irgd] »

[H& on ethl interface is enabled by default, A zerial port
can additionally be configured.)

Host Domain
DNS Servers 6652133179

[separate rultiple addresses with
a cornmal

Crossover Network Interface Setting
Crossover Network 101010 252
Crossover Metmask 255.,255.255.252

(Dedee] (Feboot) ¢
>

4, Set the Host Name value under Network Settings to the same value set for the peer host name in
the primary Clean Access Manager configuration. See Figure 14-2 on page 14-6.

N
Note  TheHost Name and Peer Host Name fields are case-sensitive. M ake sure to match what is entered here
with what was entered for the primary Manager.

5. Choose the HA-Standby M ode option in the High-Availability M ode dropdown menu. The high
availability settings appear.

6. Setthe Service |P Address value under Failover Settings to the same value set for the service IP
in the primary Manager.
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7. Set the Peer Host Name value under Failover Settings to the primary Manager’'s host name.

8. Inthe Heartbeat Serial Interface menu, select the serial port to which you connected the serial
cable of the primary Manager, or leave this N/A if not using serial connection.

9. Makethe Crossover Network I nterface Settings valuesthe same asthose for the primary Manager.

10. Click Update and then Reboot.

A

Warning  To prevent any possible data loss during database synchronization, always make sure the standby

Cisco Clean Access Manager is up and running before failing over the primary Cisco Clean Access
Manager.

When the standby Manager starts up, it automatically synchronizes its database with the primary
Manager.

Finally, open the admin console for the standby again and compl ete the configuration as follows. Notice
that the admin console for the standby now has only one management module.

Figure 14-4 Standby Web Admin Console

-2 Perfigo SmartManager, - Microsoft Internet Explorer; E”E‘El
Fle Edt Wew Favortes Tools Help .f,'
Address|ej hittps: ({10, 10, 10,7 adminjadmin_mainjsp v | B co

Cisco SYSTEMS

Cisco Clean Access Manager

Clean Access Manager > Network & Failover )]

SmartManager
- Metwork & Failover
= By T‘me MNetwork Settings Failover Settings
= O, Gt P address  [182.168.151153 High-availability Mode HA-Standby Made v
- Systemn Upgrads

Subnet mask | 255.255 265.0 (for high availability, set up the primary server befare the

standby)

Default

gateway 1821681511 Service IP Address 192.168.151.1

Host Name camanager? e

Heartbeat UDP Interface ethl
Heartbeat Serial Interface COMT [port3Firgd]

(HA on sthi interface is enabled by default A serisl port can
additionally be configured.)

Host Domain  |perfigo.com
E652.133.178

(separats multiple
addresses vith & cornma)

DNS Servers

Crossover Network Interface Setting

Crossover Network 101010 252
Crossover Netmask 255.255.255.252

S Internet

Complete the Configuration

1. Verify settingsin the Network & Failover page for the standby Manager.
The high availability configuration is now complete.
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CHAPTER 15

Device Management: Roaming

This chapter describes how to set up subnet roaming for wireless clients. Topics include:
- Overview, page 15-1
- Before Starting, page 15-4
» Setting Up Simple Roaming, page 15-5
» Setting Up Advanced Roaming, page 15-6
« Monitoring Roaming Users, page 15-9

With roaming enabled, users can physically move between Clean Access Server-connected subnets
without interruption of network connectivity. Roaming is transparent to users—they can continue to
browse the Internet or use a network application without losing work if using aweb application or having
tologin again.

A Clean Access Server supports roaming by identifying clients who have migrated from the range of an
access point managed by another Clean Access Server. The new Server tunnels the traffic from those
clients back to the original Server.

When the user roams from one access point to another, the physical connection established by the
wireless client is uninterrupted. Also, the client keeps the same | P address, so VPN connections do not
have to be rekeyed.

You can turn on roaming for Clean Access Servers selectively. That is, you can enable it for particular
Servers and |eave others disabled. Since a Clean Access Server can manage multiple subnets, you can
also enable roaming by individual subnets.

There are several requirements for the network to support roaming:
» The access points for which you want to enable roaming must all have the same SSID.

» The access point signals need to overlap. Gaps between the signals will cause the user connection
to be lost.

» Each Clean Access Server that supports roaming needs to be on a different subnet.
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» Clean Access Servers acting as virtual gateways only support roaming with other virtual gateway
Servers. Roaming can occur between Clean Access Servers that are operating as real-1P gateways
and NAT gateways, but not between these types and virtual gateways.

How Roaming Works

When users first access a roaming-enabled network, they associate with a particular access point and
acquire an | P address. Also, authentication and security encryption parameters for the session are
established.

Figure 15-1 Session Established

‘—_-\,

When the user moves to the range of the new access point, the IP address of the user device allows the
second Cisco Clean Access Server to identify which Cisco Clean Access Server originated the session.

All traffic from the user is tunneled to the original Server, and traffic for the client is tunneled from the
original Server to the current Server. From there, any filtering or other traffic handling measures or
policies are enforced.

The traffic is then routed to the network as appropriate:
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Figure 15-2 Traffic Routing with Roaming
A
C— e -
ffffff - — —
A

Roaming Modes

There are two roaming modes for the Cisco Clean Access Server:

- Simple Roaming mode — L ets you turn roaming off or on by Clean Access Server, regardless of the
individual subnets that the CAS manages. Roaming applies to all subnets managed by the Clean
Access Server. In most cases, simple roaming mode can be used.

» Advanced Roaming — Allows you to turn roaming off or on at the managed subnet level for a
particular Clean Access Server. You only need to use thismodeif a Server manages multiple subnets
that have different roaming requirements. Clients who get an | P address in the address space of the
supported subnet will be able to roam, while those that get an address from an unsupported subnet
will not, asillustrated in Figure 15-3.

Cisco Clean Access Manager Installation and Administration Guide
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Figure 15-3 Advanced Roaming

roaming configuration:
subnet 10.1.1.0 Forwarding = Enabled
subnet 10.1.2.0 Forwarding = Disabled

managed subnets:
subnet 10.1.1.0 /24

I subnet 10.1.2.0 /24

subnet 10.1.3.0

subnet:
10.1.2.0 /24

o

10.1.2.23

roaming subnet:
blocked! g 10.1.1.0 /24
10.1.2.23 g
. 10.1.1.23
roaming
enabled!
10.1.1.23

Before Starting

Before setting up roaming, you need to add the Clean Access Servers for which you want to support
roaming to the Clean Access Manager’'s administrative domain. See Add Cisco Clean Access Serversto
the Managed Domain, page 3-2.

For advanced roaming, the managed subnets also need to be added to the Clean Access Server’'s
configuration. To view or modify managed subnet settings, go to the following CAS configuration page:
Device Management > CCA Servers>Manage[CAS |IP] > Advanced > Managed Subnet. For more
information, see the Cisco Clean Access Server Installation and Administration Guide.

Once you have configured managed Clean Access Servers and, optionally, managed subnets, use the
procedures described in the following sections to set up roaming.

Cisco Clean Access Manager Installation and Administration Guide
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Setting Up Simple Roaming

The simple roaming mode permits roaming for users per Clean Access Server. Users assigned addresses
from a particular Clean Access Server will be able to roam to the Clean Access Server domains that you
set up here as roaming-traffic forwarding servers.

To set up simple roaming:

1.

2.

4,

In the Clean Access Manager admin console, click the Roaming link in the Device M anagement
administration group:

Device Management I

[- Filters

|- Roarming

Roaming
link

[- Clean access

Choose the Simple Roaming M ode button and click Update. The Clean Access Servers managed
by the Clean Access Manager appear under the Advanced Roaming M ode heading:

©

Device Management > Roaming

O No Roaming
@ simple Roaming Mode

O Advanced Roaming Mode Update
Simple Roaming Mode
Clean Access Servers are divided into two roaming regions: one includes real-IP gateway and NAT gateway servers,
the other includes only virtual gateway servers.
Roaming Region I: Real-IP gateway and NAT gateway servers
e address T o T siate | Manage | managed
192.168.0.100 desktop Enabled Clean Access
Roaming Region II: Virtual gateway servers SerVerS
| IPAddress | location | Status | ___ Manage [N
< >

Roaming is possible only between Cisco Clean Access Servers within a roaming region, which
appear at the bottom of the form. A roaming region is comprised of Serversrunningin
roaming-compatible operating modes. Notice that roaming is not possible between Cisco Clean
Access Servers of type real-IP/NAT and virtual gateway.

Click the Enable button for each Cisco Clean Access Server that you want to support roaming.
Enabling roaming for a Server means that it will forward packets from users whose sessions
originated in another Cisco Clean Access Server back to the original Cisco Clean Access Server. In
other words, it is enabled as a roaming user destination.

The status indicator toggles between enabled and disabled.
Enable roaming as appropriate for particular roles. To enable roaming for arole:
a. Click the User Roles link.

b. IntheList of Rolestab, click the Edit button for the role for which you want to enable roaming.

| oL-7044-01
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c. Choose Allow for the Roam Policy for the role.
\ |
Roam Roam Policy O Deny @ Allow
policy Showjbogoegonilissrs IPSec info [ PP info
User info Logout button
I Save Role } l Cancel I 3
| z !
Oy # nternet

d. Click Save Role.

You can turn off roaming at any time by choosing the No Roaming option in the roaming page and
clicking Update. Confirm the operation when prompted.

Setting Up Advanced Roaming

The advanced roaming mode lets you enable/disable roaming for users by managed subnet. Users
assigned addresses from particular subnets managed by a Cisco Clean Access Server will be ableto roam
to the Cisco Clean Access Server domains that you enable as roaming destinations, as described here.

1.

2.

Make sure that the subnets for which you want to permit roaming are configured in the M anaged

Subnet form of the originating Cisco Clean Access Server (that is, where the roaming users will be
authenticated). To see the form, go to Device Management > CCA Servers> Manage [CAS_|P]
> Advanced > Managed Subnet:

Status

Network

Filter Advanced

Managed Subnet - ¥LAN Mapping - 1:1 NAT - Static Routes - ARP - Proxy
IP Address |1 010105
Subnet Mask |255.255.255.D
WLAN 1D |-1 (-1 for non-WLAN)
Description |managed subnet
E: | Add Managed Subnet I

j 10,10,10.5 / 255.,255,255.0

managed subnet =l x

Main Subnet

4 Device Management > Clean Access Servers > 10.201.240.10 15} j‘

)

| I = W - S

managed
subnets

In the Clean Access Manager, click the Roaming link from the Device Management module.

[l Cisco Clean Access Manager Installation and Administration Guide
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3. Choose the Advanced Roaming M ode button and click Update. The Clean Access Servers

managed by the Clean Access Manager appear under the Advanced Roaming M ode heading:

Device Management > Roaming

' No Roaming
© simple Roaming Mode

@ Advanced Roaming Mode

Advanced Roaming Mode

Clean Access Servers are divided into two roaming regions: one includes real-IP gateway and NAT gateway
servers, the other includes only virtual gateway servers.

Roaming Region I: Real-IP gateway and NAT gateway servers

1P Address

managed
192.168.0.100 desktop Disablad &

— Clean Access
Servers
Roaming Region II: Virtual gateway servers

v
< >

Click the M anage button for the Cisco Clean Access Server that you want to configure as aroaming
destination.

5. Select the Enable Roaming option and then click Update:

®

Pl
Device Management > Roaming > Advanced

Q.
Advanced roaming settings on Clean Access Server 192.168.0.100
Enable Roaming
Select a subnet to allow its members to roam into the managed domain of the current Clean Access
Server, 192.168.0.100.
g
v(€ >
6. For each subnet managed by another Cisco Clean Access Server that you want to enable as a
roaming source, click the Add button:
SDlCLl O Sl s Lo cio s s el Clents Lo roam into the rnanaged domain of the cuiico
SecureSmart, 192.168.151.55.
SecureSmart
1 e A Closet [(AddAl ], [ Remove Al |
Description Forwarding
10.1.65.0/255,255,255.0 Mo Add
1 172.1,30,192/255 255,255,128 Mo [ Add ]
172.1.40.0/255.255.255.0 Mo Add
§‘
Note .

Only subnets that have already been configured in the Managed Subnet form of the Cisco Clean
Access Server management page appear in the list.

» Notice that the forwarding column changesto “Yes’
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SElCLL S SULis L Lo i s iUl Clents Lo roam into the managed domain of the cuiic.
SecureSmart, 192.168.151.55.

SecureSmart
[ | jogcuresman . Closst [(AddAl ], [ RemoveAl |
Description Forwarding
10.1.65.0/255.255,255.0 Mo
1 172.1,30,192/255,255.255.128 Yes [ Remove |—
172.1.40.0/255.255.255.0 Mo

~

enabled

[~ roaming

source subnet

Note « Clicking Remove disables roaming for clients in the source subnet.

« Clicking Back returns you to the Device > Roaming page.

7. Enable roaming as desired for particular roles. To enable roaming for arole:

a. Click the User Roleslink.

b. IntheList of Rolestab, click the Edit button for therole for which you want to enable roaming.

c. Choose Allow for the Roam Policy for therole.

Roam Roam Palicy O Deny @ Allow
pO”Cy Show Logged-on Users 1PSec info 1 PPP info
User info Logout button
I Save Role } I Cancel I
)
< >

B trrarnat

d. Click Save Role.

You can turn off roaming at any time by choosing the No Roaming option in the roaming page and

clicking Update. Confirm the operation when prompted.

[l Cisco Clean Access Manager Installation and Administration Guide
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Monitoring Roaming Users

You can view which usersare roaming from the Monitoring > Online Users> View Online User s page.
The page also shows which Clean Access Server originated the roaming the user session and the Clean
Access Server of the domain roamed into.

To view roaming users, click the Online Userslink in the Monitoring administration group. An entry
for aroaming user appears as follow:

CHE UBEI3 LU NaA USEDNS sie IdsLresel (D) | MNLkAllUsEE || Deas i Useis
User Name User MAC Provider SecureSmart Foreign
SecureSmart
rnair 10.1.60.191 00:07:E9:15:00  MNTDomain almighty 192.165.151.60 .
roaming
i shetland 10.1.60.197 00:60:10:1C:00  MTDamain almighty 192.165.151.60 192.165.151 .65 X user

Jjohnson 20,20.20,242  00:02:2D:06:00 NTDomain almighty 192.168.151.65 x

TN En1an NAAn s aman MTMAmeis = leminks b4

For aroaming user:

 The CCA Server column indicates the Clean Access Server through which the user originally
logged in.

e TheForeign CCA Server column indicates the Clean Access Server through which the user is
currently sending traffic (that is, the Clean Access Server “roamed into”). See Display Settings, page
12-9 for further details on online user properties that can be monitored.

Cisco Clean Access Manager Installation and Administration Guide
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Upgrading to a New Software Release

This chapter provides the following software installation and upgrade information:

General Procedure, page 16-1

New Installation of 3.5(x), page 16-2

Upgrade Procedure for 3.5(x), page 16-3
Upgrading High Availability Pairs, page 16-14

General Procedure

A

Caution

The Clean Access Manager database changes considerably with release 3.5. The upgrade script will
automatically migrate the contents of your old database when it upgrades your system to release 3.5(x).
Do NOT import any snapshot you made prior to 3.5 migration after you have upgraded to release 3.5, or
you will impede the functioning of your Clean Access Manager.

Cisco recommends that you:

1.

Back up your current Clean Access Manager installation and save the snapshot on your local
computer, as described in Preparing for Your Upgrade, page 16-4.

Upgrade your Clean Access Server(s) to thelatest version of 3.5 (from 3.2.6 and above) using either:
— New Installation of 3.5(x), page 16-2, or
— Upgrade Procedure for 3.5(x), page 16-3

Upgrade your Clean Access Manager to thelatest version of 3.5 (from 3.2.6 and above) using either:
— New Installation of 3.5(x), page 16-2, or
— Upgrade Procedure for 3.5(x), page 16-3

Take a database snapshot from the upgraded 3.5 Clean Access Manager and download it to your
desktop/laptop for saf ekeeping. Remove any previous snapshots from the CAM and do NOT restore
any previous snapshots that are prior to 3.5.

Update the Clean Access Manager to obtain the latest Cisco Checks & Rules, CCA Agent Upgrade
Patch, Supported Antivirus Product List, and Default Host Policies (From the web admin console,
go to Device M anagement > Clean Access > Clean Access Agent > Updates.)

| oL-7045-01
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New Installation of 3.5(x)

If you purchased and are performing afirst installation of Cisco Clean Access, use the following steps.

For New Installation:

1.

)

Follow theinstructions on your welcome letter to obtain alicense file for your installation. See Cisco
Clean Access Licensing, page 1-6 for details. (If you are evaluating Cisco Clean Access, visit
http://www.cisco.com/go/license/public to obtain an evaluation license.)

Do one of the following:

a. Insert the product CD in the CD-ROM drive for each installation machine, and follow the
auto-run procedures.

b. Or, download the two 3.5.x.1SOs from
http://www.cisco.com/kobayashi/sw-center/ciscosecure/cleanaccess.shtml and burn them onto
two CD-Rs. Insert them into the respective CD-ROM drive of each of your installation servers.
Follow the instructions in the auto-run installer.

After software installation, access the Clean Access Manager web admin console by opening aweb
browser and typing the | P address of the CAM asthe URL. The Clean Access Manager Licenseform
will appear the first time you do this to prompt you to install your FlexLM license files.

Install avalid FlexLM license file for the Clean Access Manager (either evaluation, starter kit, or
individual license).

At the admin login prompt, login with the default user name and password admin/cisco123 Or with
the username and password you configured when you installed the Clean Access Manager.

Intheweb console, navigateto Administration > CCA Manager > Licensingif you need to install
any additional FlexLM license files for your Clean Access Servers.

Note  Clean Access Manager 3.5 is bundled with Clean Access Agent 3.5.

For detailed software installation steps, see:

Chapter 2, “Installing the Clean Access Manager” and

Cisco Clean Access Server Installation and Administration Guide
(http://www.cisco.com/en/US/products/ps6128/products_user_guide_list.html)
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m. oL-7045-01 |


http://www.cisco.com/en/US/products/ps6128/products_user_guide_list.html
http://www.cisco.com/go/license/public
http://www.cisco.com/kobayashi/sw-center/ciscosecure/cleanaccess.shtml

| Chapter16 Upgrading to a New Software Release

Upgrade Procedure for 35(x)

Upgrade Procedure for 3.5(x)

If you are upgrading to 3.5 from 3.2.6 or above, follow the instructions below.

Before You Upgrade

Preparing for Your Upgrade

Upgrading via Web Console (from 3.5.3 and Above Only)
Upgrading via SSH

For details on upgrading failover pairs, see:

Upgrading High Availability Pairs, page 16-14

Before You Upgrade

A

Caution  Please review this section carefully before you commence the upgrade process.

A

Homogenous Clean Access Server Software Support

You must upgrade your Clean Access Manager and all your Clean Access Servers concurrently. The
Clean Access architecture is currently not designed for heterogeneous support (i.e., some Clean
Access Servers running 3.5 software and some running 3.4 software).

Upgrade Downtime Window

Depending on the number of Clean Access Servers you have, the upgrade process should be
scheduled as downtime. Our estimates suggest that it takes approximately 15 minutes for the Clean
Access Manager upgrade and 10 minutes for each Clean Access Server upgrade. Use this
approximation to estimate your downtime window.

Clean Access Server Effect During Clean Access Manager Downtime

While the Clean Access Manager upgrade is being conducted, the Clean Access Server (which has
not yet been upgraded, and which loses connectivity to the Clean Access Manager during Clean
Access Manager restart or reboot) continues to pass authenticated user traffic.

Caution  New users will not be able to logon or be authenticated until the Clean Access Server re-establishes
connectivity with the Clean Access Manager.

Database Backup (Before and After Upgrade)

Itiscritical that you perform afull backup of your database using “ SnapShot” both before and after
the upgrade. Make sure to download the snapshots to your desktop/laptop for safekeeping. Backing
up prior to upgrade enables you to revert to your 3.4 or 3.3 database should you encounter problems
during upgrade.

Backing up immediately following upgrade preserves your upgraded tables and provides a baseline
of your 3.5 database.

After the migration is completed, go to the database backup page (Administration > Backup) in
the CAM web console. Download and then delete all earlier snapshots from there as they are no
longer compatible.

| oL-7045-01
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A

Warning ~ You cannot restore a 3.4 or earlier database to a 3.5 Clean Access Manager.

- Software Downgrade

Once you have upgraded your software to 3.5, if you wish to revert to 3.4 or 3.3, note that you will
need to reinstall 3.4 or 3.3 from the CD and recover your configuration based on the backup you
performed prior to upgrading to 3.5.

Preparing for Your Upgrade

For upgrade via SSH, you will need your CAM and CAS r root user password (default password is
cisco123). For web console upgrade (release 3.5(3) and above), you will need your CAM web console
admin User password (and, if applicable, CAS direct access console admin user password).

A

Warning  Back up your database BEFORE you upgrade.

Stepl  Inthe Administration > Backup page, type a name for the snapshot in the Database Snapshot Tag
Name field.

Step2  Thefield is populated with a name that incorporates the current time and date (such as
04_12 05-14:43 snapshot). To facilitate backup file identification, it is recommended to insert the
release version in the snapshot, for example, 04 12 05-14:43 3.5.2_snapshot. You can also either
accept the default name or type another.

Step3  Click Create Snapshot. The Clean Access Manager generates a snapshot file, which is added to the
snapshot list.

N
Note  Thefilestill physically resides on the Clean Access Manager machine. For archiving purposes,

it can remain there. However, to back up a configuration for use in case of system failure, the
snapshot should be downloaded to another computer.

Step4  To download the snapshot to another computer, click the tag name of the snapshot that you want to
download.

Step5  Inthefile download dialog, select the save file to disk option. The file can then be saved to your local
computer with the name you provide.

Cisco Clean Access Server Installation and Administration Guide
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Upgrading via Web Console (from 3.5.3 and Above Only)

Note

If running release 3.5(3) or above of the Cisco Clean Access software, administrators have the option of
performing software upgrade on the CAS and CAM via web console;

« CAM web console: Administration > Clean Access Manager > System Upgrade

» CAS management pages (in CAM web console): Device Management > CCA Servers> Manage
[CAS IP] > Misc

» CASdirect web console: https://<CAS_ethO_IP>/admin

» For web upgrade, you must upgrade each CAS first, then the CAM.
» You can always upgrade the CAS from the CAS direct web console for any release above 3.5(3).

» Release 3.5(3) or above must be installed and running on your CAM/CAS(es) before you can
upgrade via web console.

« If upgrading failover pairs, refer to Upgrading High Availability Pairs, page 16-14.

Note the following:

« If running release 3.5(5) or above, you can upgrade the CAS from the CAS management pages (or
CAS direct web console), and upgrade the CAM from the CAM web console.

e If running release 3.5(3) or 3.5(4), you can upgrade the CAS from the CAS direct web console, and
upgrade the CAM from the CAM web console.

« If running arelease prior to 3.5(3), you must follow the instructions in Upgrading via SSH, page
16-12.

With web upgrade, the CAM and CAS automatically perform all the upgrade tasks that are done
manually for SSH upgrade (for example, untar file, cd to /store, run upgrade script). The CAM also
automatically creates snapshots before and after upgrade. When upgrading via web console only, the
machine automatically reboots after the upgrade completes. The steps for web upgrade are as follows:;

1. Download the Upgrade File

2. Upgrade CAS from CAS Management Pages (3.5.5 and above), or
3. Upgrade CAS from CAS Web Console (3.5.3/3.5.4), and

4., Upgrade CAM from CAM Web Console

Download the Upgrade File

Step 1

For Cisco Clean Access 3.5 release upgrades, asinglefile, cca_upgrade_3.5.x.tar.gz, is downloaded to
each Clean Access Manager (CAM) and Clean Access Server (CAS) installation machine. The upgrade
script automatically determines whether the machineisa CAM or CAS.

For Cisco Clean Access patch upgrades, the upgrade file can be for the CAM only, CAS only, or for both
CAMI/CAS, depending on the patch upgrade required.

L oginto Cisco Downloads (http://www.cisco.com/kobayashi/sw-center/sw-ciscosecure.shtml) and click
the link for Cisco Clean Access Software.

| oL-7045-01
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Step2  On the Cisco Secure Software page for Cisco Clean Access, click the link for the appropriate release.
Upgrade files use the following format (replace the .x in the file name with the minor version number to
which you are upgrading, for example, cca_upgrade 3.5.9.tar.gz):

— cca_upgrade 3.5.x.tar.gz (CAM/CAS release upgrade file)
cca-3.5.x-to-3.5.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file)
cam-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM-only patch upgrade file)

— cas-3.5.x-to-3.5.x.y-upgrade.tar.gz (CAS-only patch upgrade file)
Step3  Download the file to the local computer from which you are accessing the CAM web console.

Upgrade CAS from CAS Management Pages (3.5.5 and above)

Oncerelease 3.5(5) isinstalled on the CAS, web upgrades to the CAS (e.g. to 3.5(6) and above) can be
performed viathe CAS management pages as described below. If you are running release 3.5(3) or 3.5(4)
you must follow the instructions in Upgrade CAS from CAS Web Console (3.5.3/3.5.4).

Stepl  Upgrading via Web Console (from 3.5.3 and Above Only).
Step2  Fromthe CAM web console, go to Device Management > CCA Servers> Manage [CAS _|P] > Misc

> Update.
Figure 16-1 Software Upgrade—CAS Management Pages
Device Management > Glean Access Servers > 10.201.240.10 2

Status
Update -

Network Filter

Heartbeat Timer -

Advanced Authentication

Time - Support Logs

Current version: Clean Access Server 3.5.7 2005/10/27

Upload Patch File I Browse...
Upload

Uploaded on [ FileName | Notes | ___Apply | _ Delete |
x

09/06/05 13:10:41 cca_upgrade_3.5.5 notes )

09/30/05 15:41:37 cca_upgrade_3.5.6 notes

10/31/05 12:32:43 coa_upgrade_3.5.7 notes

P

)
9 x

List of Upgrade Logs:
Upgrade log from 3.5.6 to 3.5.7 performed at Mon Oct 31 12:13:28 PST 2005
Upgrade |og from 3.5.5 to 2.5.6 performed at Fri Sep 230 15:03:27 POT 2005
Upgrade log from 3.5.5 to 3.5.5 performed at Tue Sen 6 12:37:20 POT 2005
Upgrade log from 3.5.4 t0 3.5.5 performed at Wed Sug 31 16:52:24 PDT 2005
Upgrade log from to 3.5.4 performed at Wed Aug 17 17:04:24 PDT 2003

List of Upgrade Details:
Upgrade details from 3.5.6 t0 3.5.7 performed at Mon Oct 31 12:13:58 PST 2005
Upgrade details from 3.5.5 t0 2.5.6 performed at Fri Sep 30 15:03:27 PDT 2005
Upgrade details from 2.5.5 t0 3.5.5 performed at Tue Sep 6 12:37:29 POT 2005
Uparade details from 3.5.4 to 3.5.5 performed at Wed Aug 31 16:52:24 POT 2005
Ungrade details from to 3.5 4 performed at wed Aug 17 17:04:24 POT 2005

| vl
Step3  Click Browse to locate the upgrade file you just downloaded from Cisco Downloads, for example:

cca_upgrade_3.5.x.tar.gz (CAM/CAS release upgrade file), or
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Step 4

Step 5

Note

Step 6

Step 7

Step 8

Note

Upgrading via Web Console (from 3.5.3 and Above Only)

cca-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file), or
cas-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAS-only patch upgrade file)

Click the Upload button. Thisloads the upgrade file into the CAM’s upgrade directory for this CAS and
all CASesinthe List of Servers. (Note that at this stage the upgrade file is not yet physically on the
CAS.) Thelist of upgrade files will display the newly-uploaded upgrade file with its date and time of
upload, file name, and notes (if applicable).

Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAS upgrade. After the upgrade is complete, the CAS will automatically reboot.

When upgrading via web console only, the machine automatically reboots after upgrade.

Wait 2-5 minutes for the upgrade and reboot to complete. The CAS management pages will become
unavailable during the reboot, and the CAS will show a Status of “ Disconnected” in the List of Servers.

Accessthe CAS management pages again and click the Misc tab. The new software version and date will
be listed in the Current Version field.

Repeat steps 2, 5, 6 and 7 for each CAS managed by the CAM.

« Click Notesto see the notes associated with an uploaded upgrade file (such as new features or fixes
for the release).

» Click Delete to remove an upgrade file from the upgrade directory.

» ThelList of Upgrade L ogs displays how many upgrades have been done, and the list of upgrades
and logs from each. Upgrade L ogs are the same as a stdout from a manual upgrade.

- Thelist of Upgrade Details displaysalist of actions performed by the upgrade for the purpose of
customer support troubleshooting. The format of the Upgrade Details log is: state before upgrade,
upgrade process details, state after upgrade. It is normal for the “state before upgrade” to contain
several warning/error messages (e.g. “INCORRECT"”). The “state after upgrade” should be free of
any warning or error messages.
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Upgrade CAS from CAS Web Console (3.5.3/3.5.4)

If running release 3.5(3) or 3.5(4), you must use the CAS direct web console to upgrade the CAS via
web. If running release 3.5(5) or above, you can follow the instructions to Upgrade CAS from CAS
Management Pages (3.5.5 and above), or optionally use the instructions bel ow.

Stepl  Upgrading via Web Console (from 3.5.3 and Above Only).
Step2  To access the Clean Access Server’s direct access web admin console:

a. Openaweb browser and typethe | P address of the CA S strusted (eth0) interfacein the URL/address
field, asfollows: https://<CAS _ethO_IP>/admin (for example, https://172.16.1.2/admin)

a. Accept the temporary certificate and log in as user aamin (default password is cisco123).

Step3  Inthe CAS web console, go to Administration > Software Update.

Figure 16-2 Software Update — CAS Direct Access Web Console

Cisco SYSTEMS

Cisco Clean Access Server

Administration > Software Update

Administration
- Metwork Settings
- Software Update .
" 551 Certificata Current version Clean Access Server 3.5.7 2005/10/27
- Time Server .
Upload Patch File Browse
- Admin Passward
= SUEREE LOgs Upload | Fiehoot | Shutdawn |
|__Uploadedon | FileName | Notes | _Apply | Delete |
08/17/05 17:02:23 cca_upgrade_3.54 notes b x
09/06/05 12:35:23 cca_upgrade_3.5.5 notes ) x
09/30/05 15:01:33 cca_upgrade_3.5.6 notes ) x
10431705 12:11:39 coa_upgrade_3.5.7 notes ) x

List of Upgrade Logs:
Upgrade log from 2.5.6 t0 3.9.7 peformed at Mon Oct 31 12:13:28 PST 2005
Uporade log from 3.5.5 to 3.5.6 performed at Fri Sep 30 15:03:27 POT 2005
Upgrade log from 3.5.5 to 3.5.5 performed at Tue Sen 6 12:37:29 POT 2005
Upgrade log from 3.5.4 0 3.5.5 performed at Wed Aug 31 16:52:24 POT 2005
Upgrade log from to 2.5.4 performed at Wed Aug 17 17:04:24 PDT 2005

List of Upgrade Details:
Upgrade details from 3.5.6 t0 3.5.7 performed st Mon Oct 31 12:13:28 PST 2005

Upgrade details from 3.5.5 t0 3.5.6 performed at Fri Sep 20 15:03:27 PDT 2005
Upgrade details from 3.5.5 t0 3.5.5 performed at Tue Sep 6 12;37:29 PDT 2005
Upgrade details from 3.5.4 to 3.5.5 performed at Wed Aug 31 16:52:24 PDT 2005
Upgrade details from to 3.5.4 performed at ywed Aug 17 17:04:24 POT 2005

4 0|

Step4  Click Browse to locate the upgrade file you just downloaded, for example:
cca_upgrade_3.5.x.tar.gz (CAM/CAS release upgrade file), or
cca-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file), or
cas-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAS-only patch upgrade file), or

Step5  Click the Upload button. This loads the upgrade file to the CAS and displays it in the upgrade file list
with date and time of upload, file name, and notes (if applicable).

Cisco Clean Access Server Installation and Administration Guide
m. oL-7045-01 |



| Chapter 16

Upgrading to a New Software Release

Step 6

Note

Step 7

Step 8

Step 9

Note

Upgrading via Web Console (from 3.5.3 and Above Only)

Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAS upgrade. After the upgrade is complete, the CAS will automatically reboot.

« |If upgrading from 3.5(3), click Open to load the upgrade .tar.gz file as the Upload Patch File, then
click Update.

« When upgrading via web console only, the machine automatically reboots after upgrade.

Wait 2-5 minutes for the upgrade and reboot to complete. The CAS web console will become unavailable
during the reboot.

Access the CAS web console again and go to Administration > Software Update. The new software
version and date will be listed in the Current Version field.

Repeat steps 2 to 8 for each CAS managed by the CAM.

« Click Notesto see the notes associated with an uploaded upgrade file (such as new features or fixes
for the release).

« Click Delete to remove an upgrade file from the upgrade directory.

« ThelList of Upgrade L ogs displays how many upgrades have been done, and the list of upgrades
and logs from each. Upgrade L ogs are the same as a stdout from a manual upgrade.

« ThelList of Upgrade Details displaysalist of actions performed by the upgrade for the purpose of
customer support troubleshooting. The format of the Upgrade Details log is: state before upgrade,
upgrade process details, state after upgrade. It is normal for the “state before upgrade” to contain
several warning/error messages (e.g. “INCORRECT"). The “state after upgrade” should be free of
any warning or error messages.

» Click Reboot to reboot the CAS.

» Click Shutdown to shut down the service on the box without shutting down the box itself
(equivalent to the service perfigo stop command). To restart the service, use the service
perfigo restart O reboot cOMmand from a command shell.
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M Upgrading via Web Console (from 3.5.3 and Above Only)

Upgrade CAM from CAM Web Console

After you have upgraded each CAS, upgrade your CAM as described below.

Stepl  Upgrading via Web Console (from 3.5.3 and Above Only).

Step2  Loginto theweb console of your Clean Access Manager as user admin (default password iScisco123),
and go to Administration > CCA Manager > System Upgrade.

Figure 16-3 CAM System Upgrade
Administration > Clean Access Manager )]
Metwork & . : 0 i System : . .
Failover System Time §SSL Certificate Upgrade Licensing Support Logs
current Version: Clean Access Manager 3.5.7 2005/10/27
Clean Access Manager Patch File Browse |
Upload | Reboot | Shutdown |
| Uploadedon | FileName | Notes | _apply [ Delete |
08/17/05 17127144 cca_upgrade_3.5.4 notes L) *
09/06/05 12:43:17 cca_upgrade_3.5.5 notes % b
09/30/05 16:00:41 cca_upgrade_3.5.6 notes L *
10/31/05 13:23:28 cca_upgrade_3.5.7 notes % x
List of Upgrade Logs:
Upgrade log from 3.5.6 to 3.5.7 performed at Maon Oct 31 14:35:05 PST 2005
Upgrade log from 3.5.5 t0 3.9.6 peformed at Fri Sep 30 16:04:04 POT 2005
Uporade log from 3.5.5 to 3.5.5 performed at Tue Sep 6 124505 POT 2005
Upgrade log from 3.5.4 to 3.5.5 performed at Wed Aug 231 15:52:05 POT 2005
Upgrade log from to 3.5.4 performed at Wed Sug 17 17:30:05 PDT 2005
List of Upgrade Details:
Welcome to the CCA Manager migration utility,
Upgrade details from 3.5.5 t0 3.5.6 performed st Fri Sep 30 16:04:04 PDT 2005
Upgrade details from 3.5.5 t0 3.5.5 performed at Tue Sep 6 12:45:05 PDT 2005
Upgrade details from 3.5.4 t0 3.5.5 performed at Wed Aug 31 15:52:05 PDT 2005
Upgrade details from to 3.5.4 performed at YWed Aug 17 17:30:05 POT 2005
< 1]

Step3  Click Browse to locate the upgrade file you just downloaded from Cisco Downloads, for example:
cca_upgrade_3.5.x.tar.gz (CAM/CAS release upgrade file)
cca-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file)
cam-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM-only patch upgrade file)

Step4  Click the Upload button. This loads the upgrade file to the CAM and displaysit in the upgrade file list
with date and time of upload, file name, and notes (if applicable).

Step5  Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAM upgrade. After the upgrade is complete, the CAM will automatically reboot.

Note « If upgrading from 3.5(3), click Open to load the upgrade .tar.gz file as the Clean Access M anager
Patch File, then click Apply Patch.
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Step 6

Step 7

Note

Upgrading via Web Console (from 3.5.3 and Above Only)

» When upgrading via web console only, the machine automatically reboots after upgrade.

Wait 2-5 minutesfor the upgrade and reboot to complete. The CAM web consolewill become unavailable
during the reboot.

Accessthe CAM web consol e again. You should now seethe new version, “ Cisco Clean Access M anager
Version 3.5.x", at the top of the web console.

» Click Notesto see the notes associated with an uploaded upgrade file (such as new features or fixes
for the release).

» Click Delete to remove an upgrade file from the upgrade directory.

- ThelList of Upgrade L ogs displays how many upgrades have been done, and the list of upgrades
and logs from each. Upgrade L ogs are the same as a stdout from a manual upgrade.

- ThelList of Upgrade Detailsdisplaysalist of actions performed by the upgrade for the purpose of
customer support troubleshooting. The format of the Upgrade Details log is: state before upgrade,
upgrade process details, state after upgrade. It is normal for the “state before upgrade” to contain
several warning/error messages (e.g. “INCORRECT”). The “state after upgrade” should be free of
any warning or error messages.

» Click Reboot to reboot the CAM.

« Click Shutdown to shut down the service on the box without shutting down the box itself
(equivalent to the service perfigo stop command). To restart the service, use the service
perfigo restart Of reboot cOMmand from a command shell.
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M Upgrading via Web Console (from 3.5.3 and Above Only)

Upgrading via SSH

If running release 3.5(2) or below, you must use SSH to perform upgrade.
)

Note Starting from release 3.5(3) and above, the upgrade script allows you to upgrade directly to the latest

version of 3.5(x) fromrelease 3.2(6), 3.3(x). 3.4(x), and any previous 3.5(x) release. You cannot upgrade
directly to 3.5(x) from 3.1.

For release 3.5 upgrades, a single file, cca_upgrade_3.5.x.tar.gz, is downloaded to each installation
machine. The upgrade script automatically determines whether the machine is a Clean Access M anager

(CAM) or Clean Access Server (CAS), and executes if the current system is running release 3.2(6) and
above.

Download the Upgrade File and Copy to CAM/CAS

Stepl  Upgrading via Web Console (from 3.5.3 and Above Only).

Step2  Copy the file (with the .x in the filename corresponding to the proper version) to the Clean Access

Manager and Clean Access Server(s) respectively using WinSCP, SSH File Transfer or PSCP, as
described bel ow.

If using WinSCP or SSH File Transfer (replace .x with minor upgrade version number):
a. Copy cca_upgrade 3.5.x.tar.gz to the /store directory on the Clean Access Manager.

b. Copy cca_upgrade_3.5.x.tar.gz to the /store directory on each Clean Access Server.

If using PSCP (replace .x with minor upgrade version number):
a. Open acommand prompt on your Windows computer.

b. Cd to the path where your PSCP resides (e.g, C:\Documents and Settings\desktop).

c. Enter thefollowing command to copy thefile (replace .x with minor upgrade version number) to the
CAM:

> pscp cca_upgrade 3.5.x.tar.gz root@ipaddress manager:/store

d. Enter thefollowing command to copy the file (replace .x with minor upgrade version number) to the
CAS (copy to each CAS):

> pscp cca_upgrade 3.5.x.tar.gz root@ipaddress server:/store

Perform the Upgrade on the CAM

Step3  Connect to the Clean Access Manager to upgrade using Putty or SSH.
a. SSH to the Clean Access Manager.
b. Login asthe root user with root password (default password iS cisco123)

c¢. Change directory to /store:

> cd /store

d. Uncompress the downloaded file (replace .x with minor upgrade version number):

> tar xzvf cca upgrade 3.5.x.tar.gz
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Execute the upgrade process (replace .x with minor upgrade version number):

> cd cca_upgrade 3.5.x
> sh ./UPGRADE.sh

When the upgrade is complete, reboot the machine:

> reboot

Perform the Upgrade on the CAS

Step4  Connect to the Clean Access Server to upgrade using Putty or SSH:

a
b.

C

SSH to the Clean Access Server.
Login as the root user with root password (default password is cisco123)/

Change directory to /store:

> cd /store

Uncompress the downloaded file (replace .x with minor upgrade version number):

> tar xzvf cca upgrade 3.5.x.tar.gz

Execute the upgrade process (replace .x with minor upgrade version number):

> cd cca_upgrade 3.5.x
> sh ./UPGRADE.sh

When the upgrade is complete, reboot the machine:

> reboot

Repeat steps a-e for each CAS managed by the CAM.
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M Upgrading High Availability Pairs

Upgrading High Availability Pairs

This section describes the following:
» Accessing Web Consoles for High Availability
« Instructions for Upgrading High Availability CAM and CAS

Accessing Web Consoles for High Availability

Determining Active and Standby Clean Access Manager

For a Clean Access Manager High-Availability pair:
» Accessthe primary CAM by opening the web console for the Primary’s | P address.
» Access the secondary CAM by opening the web console for the Secondary’s IP address.
The web console for the standby (inactive) CAM will only display the Administration module menu.

Determining Active and Standby Clean Access Server

For a Clean Access Server High-Availability pair:

» Access the primary CAS by opening a web console for the trusted-side (ethO) IP address of the
primary CAS, as follows:

https://<primary CAS (eth0)IP>/admin

For example, nhttps://172.16.1.2/admin

» Access the secondary CAS by opening aweb console for the trusted-side (eth0) | P address of the
secondary CAS, as follows:

https://<secondary CAS (eth0)IP>/admin

For example, nhttps://172.16.1.3/admin

For failover CAS pairs, Device Management > CCA Servers> List of Serversinthe CAM web
console displays the Service IP of the CAS pair first, followed by the IP address of the active CASin
brackets. When the secondary CAS takes over, its |P address will be listed in the brackets as the active
server.

Instructions for Upgrading High Availability CAM and CAS

Thefollowing isthe generally recommended way to upgrade an existing high-availability (failover) pair
of Clean Access Managers or Clean Access Servers.

A

Warning  Make sure to follow this procedure to prevent the database from getting out of sync.

Stepl  SSH into each machine in the failover pair. Login as the root user with the root password (default is
cisc0123)

Step2  Verify that the upgrade package is present in the /store directory on each machine. (Refer to Download
the Upgrade File and Copy to CAM/CAS, page 16-12 for instructions.)
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Step 3

Note

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10
Step 11
Step 12

Upgrading High Availability Pairs

Determine which box is active, and which isin standby mode, and that both are operating normally, as
follows:

a. Untar the upgrade package in the /store directory of each machine (replace .x with minor upgrade
version number):

tar xzvf cca_upgrade 3.5.x.tar.gz

b. CD into the created “cca_upgrade_3.5.x" directory on each machine.
¢. Run the following command on each machine:

./fostate.sh

Theresults should be either “My node is active, peer node is standby” or “My node is standby, peer node
is active”. No nodes should be dead. This should be done on both boxes, and the results should be that
one box considers itself active and the other box considers itself in standby mode. Future referencesin
these instructions that specify “active” or “standby” refer to the results of this test as performed at this
time.

The fostate.sh command is part of the upgrade script for 3.5(3) and above only. You can always
determine which box is active or standby by accessing the web console as described in Accessing Web
Consoles for High Availability, page 16-14.

Bring the box acting as the standby down by entering the following command via the SSH terminal:

shutdown -h now

Wait until the standby box is completely shut down.

CD into the created “cca_upgrade 3.5.x” directory on the active box (replace .x with minor upgrade the
version number, for example, cca_upgrade 3.5.3).

Run the following command on the active box:

./fostate.sh

Make sure this returns “My node is active, peer node is dead” before continuing.
Perform the upgrade on the active box, as follows:
a. Make sure the upgrade package is untarred in the /store directory on the active box.

b. From the untarred upgrade directory created on the active box (for example “cca_upgrade 3.5.3"):,
run the upgrade script on the active box:

. /UPGRADE. sh

After the upgrade is completed, shut down the active box by entering the following command viathe
SSH terminal:

shutdown -h now

Wait until the active box is done shutting down.

Boot up the standby box by powering it on.

Perform the upgrade to the standby box:

a. Make sure the upgrade package is untarred in the /store directory on the standby box.

b. CD into the untarred upgrade directory created on the standby box (replace .x with minor upgrade
version number, for example “cca_upgrade 3.5.3"):

cd cca upgrade 3.5.x
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Upgrading High Availability Pairs

¢. Run the upgrade script on the standby box:

. /UPGRADE. sh
Step 13 Shut down the standby box by entering the following command via the SSH terminal:
shutdown -h now
Step 14  Power up the active box. Wait until it is running normally and connection to the web console is possible

Step 15  Power up the standby box.

Note  Therewill be approximately 2-5 minutes of downtime while the servers are rebooting.
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Event Log Messages

This appendix describes the Clean Access Manager log messages. You can view the log in the Clean
Access Manager admin console by clicking the Event L og link in the M onitoring administration group.

Table A-1

Event Log Messages (Sheet 1 of 3)

Message

Explanation

Severity

<MAC address> added to AP MAC list

The access point is successfully added to the
access point list.

Normal configuration log

<M AC address> could not be added to
the AP MAC list

Adding access point to a passthrough list
failed; the Clean Access Server might not be
connected.

Error occurred when trying to
automatically add to
passthrough list

<M AC address>removed from theMAC
list

Access point removed from the list.

Normal configuration log

<MAC address> could not be removed
from the AP MAC list

Removing the access point from the
passthrough list failed; the Clean Access
Server might not be connected.

Error occurred when trying to
remove from a passthrough list

<Authentication Server Name> added to
authentication server list

Authentication server is added to the list.

Normal configuration log

<Authentication Server Name> is
already configured in authentication
server list

Authentication server being added is already
on thelist.

Normal configuration log

Provider name <Authentication Server
Name> isalready been used by different
authentication server

Authentication server name already in use;
updating authentication server failed.

Error on authentication server
update

<Authentication Server Name> updated
to authentication server list

Authentication server updated successfully.

Normal configuration log

<Authentication Server Name> is not a
valid authentication server

Authentication server update failed; not a
valid authentication server.

Error on authentication server
update

<Authentication Server Name> removed
from the authentication server list

Authentication server removed successfully.

Normal configuration log

<User name, MAC, | P> - L ogout request

IPSec Client user logout request.

Normal configuration log

<User name, MAC, | P> - Logout attempt |User logout failed; Clean Access Serverisnot |Error
failed; connected.
Invalid user credentials, <User name, Username and password invalid. Error

MAC, IP>
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Table A-1 Event Log Messages (Sheet 2 of 3)

Message Explanation Severity
Invalid authentication provider, User authentication server invalid. Error

<Provider Name> <User name, MAC,
1P>

<Clean Access Server P> is
inaccessible!

Heartbeat between Clean Access Manager
and Clean Access Server failed; the Clean
Access Server is offline.

Critical error; Clean Access
Server should be brought up
immediately

Dhcp properties are added

DHCP properties are published to DHCP
server in Clean Access Server.

Normal configuration log

Dhcp properties are not added

DHCP properties publishing to Clean Access
Server failed.

Error while publishing DHCP
properties to the Clean Access
Server

Cleared the event log

The entire event log has been cleared.

Normal configuration log

Domain authentication server
information not available

User login failed; authentication server
information not available.

Error on user login

Domain authentication server
information not set

User login failed; authentication server
information not completely configured.

Error on user login

<MAC address> added to MAC list

Device MAC address is added to the list.

Normal configuration log

<MAC address> could not be added to
the MAC list

Device MAC addressiis not added to the list.

Error

<MAC address> isalready in the MAC
list

Device MAC address already added to thelist.

Normal configuration log

<M AC address>removed from theMAC
list

Device MAC addressisremoved from thelist.

Normal configuration log

Updated policy to <Clean Access Server
P>

Policy is updated successfully.

Normal configuration log

Could not update policy to <Clean
Access Server | P>

Policy update to Clean Access Server failed.

Error

Could not update policy to all Clean
Access Servers, policieswill be published
whenever connected

A global policy is not updated to all Clean
Access Servers; some of the servers might be
disconnected.

Normal configuration log. Not
an error, as the policies will be
updated when they are
connected.

Unableto ping <User P>, goingto
logout user <Username>

Ping manager islogging off user, asthe user
is not online. Automatic user log off feature.

Normal user log

<Role name> role already exists

A role by this name has already been created.

Normal configuration log

<Role Name> roleis created successfully

The role has been created successfully.

Normal configuration log

Deleting role <Role Name> failed, Clean |Deleting role failed; Clean Access Server is |Error
Access Server <Clean Access Server | P> |not connected.

is not connected

Could not connect to <Clean Access Clean Access Server could not be added to the |Error

Server | P>

Clean Access Manager administration
domain; the Clean Access Server is offline or
not reachable by the Clean Access Manager.
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Table A-1

Event Log Messages (Sheet 3 of 3)

Message

Explanation

Severity

<Clean Access Server | P> added to
Clean Access M anager

Clean Access Server is added successfully to
the Clean Access Manager administration
domain.

Normal configuration log

<Clean Access Server | P> updated in
Clean Access M anager

Clean Access Server is updated successfully.

Normal configuration log

<Clean Access Server | P> isnot
configured in Clean Access Manager

Updating Clean Access Server failed; Clean
Access Server information not found in the
Clean Access Manager.

Error

<Subnet/Netmask> is already in the
SUBNET list

Subnet has already been added to the subnet
list.

Normal configuration log

<Subnet/Netmask> removed from the
SUBNET list

Subnet is removed from the list successfully.

Normal configuration log

<IP Number> System Stats

Runtime statistics for the identified Clean
Access Server. The information is:

« load factor — Current number of packets
in the queue that the server is processing
(i.e., the current load being handled by
the Clean Access Server).

e max since reboot — The maximum
number of packetsin the queue at any one
time (i.e., the maximum load handled by
the Clean Access Server).

« mem —Thememory usage statistics. This
lists the used memory, shared memory,
buffered memory, and unused memory.

» cpu — The processor load on the
hardware.

N/A
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