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Secure Data Wipe
The Secure Data Wipe feature allows you to securely erase files from the file system of Cisco APs by using
the clear ap config command. This new command triggers a secure data wipe in an AP. Additionally, this
feature also stores basic information about the wipeout along with the wipeout status. The data stored in the
AP flash helps to verify the files erased from the AP file system, and troubleshoot issues. Use the clear ap
config to view the wipeout history details.

• Data wipe for APs in Work Group Bridge mode can be done only through the mode button, which needs
to be pressed for a duration of 20 to 60 seconds to remove storage content.

• CiscoWave 1 APs are not supported from 17.4, 17.5, 17.6, 17.7, 17.8, 17.10 and later releases. However,
it is supported in 17.9.3 and its later versions.

Note

Table 1: Supported AP models

Cisco Catalyst APsCisco COS APsCisco IOS APs

9162I

9164I

9166I

9166D1

9163E

3800 (I/E/P)3700 (I/E/P)

9124AX (I/D/E)2800 (I/E)2700 (I/E)

9136I1815 (I/W)1700I

9130AX (I/E)1840 (I)702W

9120AX (I/E)1850 (I/E)1532I/E

Secure Data Wipe
1



Cisco Catalyst APsCisco COS APsCisco IOS APs

9117AXI1830 (I/W)1570

9115AX (I/E)1810—

9105AX (I/W)1800I—

—1540—

—1560—

—4800—
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