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ã‚·ã‚¹ã‚³ã�¯ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚
 

 

ã�“ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹å›žé�¿ç–ã�Œã�‚ã‚Šã�¾ã�™ã€‚  
 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-20131002-iosxr
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹Cisco
IOS XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³4.3.1ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚  
 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�§UDPãƒªã‚¹ãƒ‹ãƒ³ã‚°ã‚µãƒ¼ãƒ“ã‚¹ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã€�ã�“ã�®ã‚µãƒ¼ãƒ“ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚UDPã‚µãƒ¼ãƒ“ã‚¹ï¼ˆã�Šã‚ˆã�³ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®UDPãƒ�ãƒ¼ãƒˆç•ªå�·ï¼‰ã‚’ä½¿ç”¨ã�™ã‚‹ä¸€èˆ¬çš„ã�ªè¨å®šã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚
 

Simple Network Management Protocol(SNMP):UDPãƒ�ãƒ¼ãƒˆ161ã�Šã‚ˆã�³162•
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High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20131002-iosxr

åˆ�å…¬é–‹æ—¥ : 2013-10-02 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.8

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCue69413

CVE-2013-

5503

http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCue69413
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5503
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5503


�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚¿ã‚¤ãƒ ãƒ—ãƒãƒˆã‚³ãƒ«(NTP):UDPãƒ�ãƒ¼ãƒˆ123
Label Distribution Protocol(LDP):UDPãƒ�ãƒ¼ãƒˆ646•

Syslog:UDPãƒ�ãƒ¼ãƒˆ514•

UDPã‚’è»¢é€�ãƒ¡ã‚«ãƒ‹ã‚ºãƒ ã�¨ã�—ã�¦ä½¿ç”¨ã�™ã‚‹Cisco IOS 
XRãƒ‡ãƒ�ã‚¤ã‚¹ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹æ½œåœ¨çš„ã�ªæ©Ÿèƒ½ã‚’åˆ¤åˆ¥ã�™ã‚‹ã�«ã�¯ã€�ç®¡ç�†è€…ã�Œãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ã€�
show udp 

briefã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹(CLI)ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¾ã�™ã€‚ ãƒãƒ¼ã‚«ãƒ«ã‚¢ãƒ‰ãƒ¬ã‚¹ã�®ãƒ�ãƒ¼ãƒˆç•ªå�·ã�¯é‡�è¦�ã�§ã�™ã€‚ ãƒãƒ¼ã‚«ãƒ«ã‚¢ãƒ‰ãƒ¬ã‚¹ã�®ãƒ�ãƒ¼ãƒˆç•ªå�·ã�¯ã€�[ãƒãƒ¼ã‚«ãƒ«ã‚¢ãƒ‰ãƒ¬ã‚¹(Local
Address)]åˆ—ã�®æœ€å¾Œã�®ç•ªå�·ã‚»ãƒƒãƒˆã�§ç¤ºã�•ã‚Œã�¾ã�™ã€‚ ã�Ÿã�¨ã�ˆã�°ã€�:::123ã�¨0.0.0.0:123ã�¯NTPæ©Ÿèƒ½ã‚’æŒ‡å®šã�—ã�¾ã�™ã€‚ æ¬¡ã�®ä¾‹ã�¯ã€�NTPã€�SNMPã€�Syslogã€�ã�Šã‚ˆã�³LDPã‚’ä½¿ç”¨ã�—ã�¦è¨å®šã�•ã‚Œã�Ÿã€�è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚
 

 

<#root>

RP/0/0/CPU0:example#show udp brief 
Tue Aug 27 08:57:56.255 PST 
   PCB     VRF-ID     Recv-Q Send-Q  Local Address          Foreign Address 
0x500f87c4 0x60000000      0      0  

:::123

                 :::0                   
0x500f9af8 0x00000000      0      0  

:::123

                 :::0                   
0x500fc28c 0x60000000      0      0  :::161                 :::0                   
0x500fc074 0x00000000      0      0  :::161                 :::0                   
0x500fc88c 0x60000000      0      0  :::162                 :::0                   
0x500fc5fc 0x00000000      0      0  :::162                 :::0                   
0x500f8404 0x60000000      0      0  0.0.0.0:514            0.0.0.0:0              
0x500fa4d8 0x60000000      0      0  

0.0.0.0:123

            0.0.0.0:0              
0x500fa338 0x00000000      0      0  

0.0.0.0:123

            0.0.0.0:0              
0x500fce3c 0x60000000      0      0  0.0.0.0:646            0.0.0.0:0              
0x500f9c98 0x60000000      0      0  0.0.0.0:161            0.0.0.0:0              
0x500fb360 0x00000000      0      0  0.0.0.0:161            0.0.0.0:0              
0x500fbbbc 0x60000000      0      0  0.0.0.0:162            0.0.0.0:0              
0x500fa184 0x00000000      0      0  0.0.0.0:162            0.0.0.0:0              
0x500f8f10 0x00000000      0      0  0.0.0.0:0              0.0.0.0:0              
RP/0/0/CPU0:example#

 

ã‚·ã‚¹ã‚³ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹Cisco IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ç®¡ç�†è€…ã�Œãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦
show 

versionã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã€�ã‚·ã‚¹ãƒ†ãƒ ãƒ�ãƒŠãƒ¼ã‚’è¡¨ç¤ºã�—ã�¾ã�™ã€‚ã‚·ã‚¹ãƒ†ãƒ ãƒ�ãƒŠãƒ¼ã�«ã€ŒCisco
IOS XR 



Softwareã€�ã�®ã‚ˆã�†ã�ªãƒ†ã‚ã‚¹ãƒˆã�Œè¡¨ç¤ºã�•ã‚Œã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�ŒCisco 
IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�ã€ŒCisco
IOS XR Softwareã€�ã�¨ã�„ã�†ãƒ†ã‚ã‚¹ãƒˆã�®å¾Œã�«è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚  
 

æ¬¡ã�®ä¾‹ã�¯ã€�Cisco IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³4.3.1ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹Cisco 
12000ã‚·ãƒªãƒ¼ã‚ºãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚  
 

<#root>

RP/0/0/CPU0:example#show version brief 
Tue Aug 27 09:07:39.614 PST 
 
Cisco IOS XR Software, 

Version 4.3.1

[Default] 
Copyright (c) 2013 by Cisco Systems, Inc. 
 
ROM: System Bootstrap, Version 12.00(20090302:133850) [rtauro-sw30346-33S 1.23dev(0.36)] DEVELOPMENT SOFTWARE 
Copyright (c) 1994-2009 by cisco Systems,  Inc. 
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XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®å‘½å��è¦�å‰‡ã�®è¿½åŠ æƒ…å ±ã�¯ã€�ã€Ž 
ãƒ›ãƒ¯ã‚¤ãƒˆãƒšãƒ¼ãƒ‘ãƒ¼ï¼šCisco 

IOSãƒªãƒ•ã‚¡ãƒ¬ãƒ³ã‚¹ã‚¬ã‚¤ãƒ‰ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
 

Cisco IOS 

XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¿ã‚¤ãƒ ãƒ™ãƒ¼ã‚¹ãƒªãƒªãƒ¼ã‚¹ãƒ¢ãƒ‡ãƒ«ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€Ž
White Paper: Guidelines for Cisco IOS XR Softwareã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
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http://www.cisco.com/web/about/security/intelligence/ios-ref.html#9
http://www.cisco.com/web/about/security/intelligence/ios-ref.html#9
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps8803/ps5845/product_bulletin_c25-478699.html
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�ãƒ‘ã‚±ãƒƒãƒˆã‚ãƒ¥ãƒ¼ã�Œã�„ã�£ã�±ã�„ã�«ã�ªã�£ã�Ÿã�¨ã��ã�«ã€�å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�ŸUDPãƒ‘ã‚±ãƒƒãƒˆã�®ãƒ¡ãƒ¢ãƒªã‚’è§£æ”¾ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®éšœå®³ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªã‚¹ãƒ‹ãƒ³ã‚°UDPã‚µãƒ¼ãƒ“ã‚¹ã�«ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’é€�ä¿¡ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹ã�Ÿã‚�ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ä¸�æ£åˆ©ç”¨ã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ä½¿ç”¨å�¯èƒ½ã�ªãƒ¡ãƒ¢ãƒªã‚’ã�™ã�¹ã�¦ä½¿ã�„æžœã�Ÿã�—ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œé€�ä¿¡ã�•ã‚Œã�Ÿãƒ‘ã‚±ãƒƒãƒˆã�«ãƒ¡ãƒ¢ãƒªã‚’å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�ªã��ã�ªã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCue69413( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common Vulnerabilities and 
Exposures(CVE)IDã�¨ã�—ã�¦CVE-2013-
5503ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªã‚¹ãƒ‹ãƒ³ã‚°UDPã‚µãƒ¼ãƒ“ã‚¹å®›ã�¦ã�®æ£å¸¸ã�¾ã�Ÿã�¯ä¸�æ£ã�ªãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�Œã�‚ã‚‹ç‰¹å®šã�®æ�¡ä»¶ä¸‹ã�§ãƒˆãƒªã‚¬ãƒ¼ã�•ã‚Œã�¾ã�™ã€‚ é€šé�Žãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�¯ã�“ã�®è„†å¼±æ€§ã‚’å¼•ã��èµ·ã�“ã�—ã�¾ã�›ã‚“ã€‚ ã�“ã�®è„†å¼±æ€§ã�¯ã€�IPãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³4(IPv4)ã�¾ã�Ÿã�¯IPãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³6(IPv6)ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ä½¿ç”¨ã�—ã�¦ä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

è„†å¼±æ€§ã�Œä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹ã�¨ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯æ¬¡ã�®è¦å‘Šãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’ç™ºè¡Œã�—ã�¾ã�™ã€‚
 

 

 
%PKT_INFRA-PAKWATCH-4-DEPLETION_WARNING : Depletion level <value> percent for resource 
PAK FSV
 
 

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã€�CLIã‚³ãƒžãƒ³ãƒ‰ show packet-memory 

summaryã‚’ç™ºè¡Œã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚ å‡ºåŠ›ã�§ã€�UDPãƒ—ãƒã‚»ã‚¹ã�Œï¼ˆãƒ‘ãƒ¼ã‚»ãƒ³ãƒ†ãƒ¼ã‚¸åˆ—ã�«ç¤ºã�•ã‚Œã�¦ã�„ã‚‹ã‚ˆã�†ã�«ï¼‰ã�»ã�¨ã‚“ã�©ã�®ãƒ¡ãƒ¢ãƒªã‚’ä¿�æŒ�ã�—ã�¦ã�„ã‚‹ã�“ã�¨ã�Œç¤ºã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«ã‚ˆã�£ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œä¸�æ£åˆ©ç”¨ã�•ã‚Œã�¦ã�„ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ æ¬¡ã�®ä¾‹ã�¯ã€�ä¸�æ£åˆ©ç”¨ã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚
 

 

      RP/0/0/CPU0:example#show packet-memory summary 
      Wed Aug 28 07:53:21.667 PST  
         ProcId   JobId Count  Percentage Process 
      739020993     403 17992     100.00% pkg/bin/udp 
      RP/0/0/CPU0:example#
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RP/0/0/CPU0:example#show udp brief 
Tue Aug 27 08:57:56.255 PST 
   PCB     VRF-ID     Recv-Q Send-Q  Local Address          Foreign Address 
0x500f87c4 0x60000000      0      0  :::123                 :::0 
0x500f9af8 0x00000000      0      0  :::123                 :::0 
0x500fc28c 0x60000000      0      0  :::161                 :::0 
0x500fc074 0x00000000      0      0  :::161                 :::0 
0x500fc88c 0x60000000      0      0  :::162                 :::0 
0x500fc5fc 0x00000000      0      0  :::162                 :::0 
0x500f8404 0x60000000      0      0  0.0.0.0:514            0.0.0.0:0 
0x500fa4d8 0x60000000      0      0  0.0.0.0:123            0.0.0.0:0 
0x500fa338 0x00000000      0      0  0.0.0.0:123            0.0.0.0:0 
0x500fce3c 0x60000000      0      0  0.0.0.0:646            0.0.0.0:0 
0x500f9c98 0x60000000      0      0  0.0.0.0:161            0.0.0.0:0 
0x500fb360 0x00000000      0      0  0.0.0.0:161            0.0.0.0:0 
0x500fbbbc 0x60000000      0      0  0.0.0.0:162            0.0.0.0:0 
0x500fa184 0x00000000      0      0  0.0.0.0:162            0.0.0.0:0 
0x500f8f10 0x00000000      0      0  0.0.0.0:0              0.0.0.0:0 
RP/0/0/CPU0:example# 
RP/0/0/CPU0:example#configure term 
ipv4 access-list ACL-INFRASTRUCTURE-IN 
 ! 
 ! Permit trusted sources to the local IP infrastructure address space 
 ! 
  10 permit udp host "trusted-ntp-peer" host "local-ip-address" eq 123 
  20 permit udp host "trusted-snmp-peer" host "local-ip-address" range 161 162 
  30 permit udp host "trusted-syslog-server" any eq 514 
  40 permit udp host "trusted-ldp-peer" any eq 646 
  ! 
  ! Deny all other IP traffic to any network device 
  ! 
  50 Deny ipv4 any "infrastructure-address-space" "mask" 
  ! Permit transit traffic 
  ! 
  60 permit ipv4 any any 

 

ACLã‚’ä½œæˆ�ã�—ã�Ÿã‚‰ã€�ä»–ã�®çµ„ç¹”ã�«æŽ¥ç¶šã�™ã‚‹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã€�ãƒªãƒ¢ãƒ¼ãƒˆã‚¢ã‚¯ã‚»ã‚¹ã‚»ã‚°ãƒ¡ãƒ³ãƒˆã€�ãƒ¦ãƒ¼ã‚¶ã‚»ã‚°ãƒ¡ãƒ³ãƒˆã€�ãƒ‡ãƒ¼ã‚¿ã‚»ãƒ³ã‚¿ãƒ¼ã�®ã‚»ã‚°ãƒ¡ãƒ³ãƒˆã�ªã�©ã€�é�žã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é�¢ã�—ã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ACLã‚’é�©ç”¨ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ãƒ›ãƒ¯ã‚¤ãƒˆãƒšãƒ¼ãƒ‘ãƒ¼ã€ŽCisco Guide to Harden Cisco IOS XR 

http://www.cisco.com/web/about/security/intelligence/CiscoIOSXR.html#19


Devicesã€�ã�§ã�¯ã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ä¿�è·ã‚¢ã‚¯ã‚»ã‚¹ãƒªã‚¹ãƒˆã�®ã‚¬ã‚¤ãƒ‰ãƒ©ã‚¤ãƒ³ã�¨æŽ¨å¥¨ã�•ã‚Œã‚‹å°Žå…¥æ–¹æ³•ã�«ã�¤ã�„ã�¦èª¬æ˜Žã�—ã�¦ã�„ã�¾ã�™ã€‚ 
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ãƒ‘ã‚±ãƒƒãƒˆãƒ¡ãƒ¢ãƒªã�ŒUDPãƒ—ãƒã‚»ã‚¹ã�«ã‚ˆã�£ã�¦æ¶ˆè²»ã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show

packet-memory summaryã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚
1. 

 

      RP/0/0/CPU0:example#show packet-memory summary 
      Wed Aug 28 07:53:21.667 PST  
         ProcId   JobId Count  Percentage Process 
      739020993     405 17992     100.00% pkg/bin/udp 
      RP/0/0/CPU0:example#

 

show packet-memory 

inuseã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�ç�€ä¿¡ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®å…¥åŠ›ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’ç‰¹å®šã�—ã�¾ã�™ã€‚
2. 

æ¬¡ã�®ä¾‹ã�§ã�¯ã€�ç�€ä¿¡ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�ŒFastEthernet 
0/1/0/4ã�§ã�‚ã‚‹ã�“ã�¨ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™  
ï¼ˆUDPãƒ—ãƒã‚»ã‚¹ã�®ã‚¸ãƒ§ãƒ–IDç•ªå�·ã�«ä¸€è‡´ã�—ã€�ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹æ•°
ã�Œå¤šã�„å ´å�ˆï¼‰ã€‚  
 

<#root>

RP/0/0/CPU0:example#show packet-memory inuse 
Wed Aug 28 07:58:16.556 PST 
Display inuse packets: 
 
Pakhandle   Job Id Ifinput      Ifoutput     dll/pc       
0xe3127e68  57     NULLIFHNDL   NULLIFHNDL   0x00000000 

0xe3128030

  

405

    

FastEthernet0/1/0/4

NULLIFHNDL   0x4d612904 
0xe31283c0  57     NULLIFHNDL   NULLIFHNDL   0x00000000 
0xe3128588  57     NULLIFHNDL   NULLIFHNDL   0x00000000 

0xe3128750

  

405

http://www.cisco.com/web/about/security/intelligence/CiscoIOSXR.html#19


    

FastEthernet0/1/0/4

NULLIFHNDL   0x4d612904 
0xe3128918  57     NULLIFHNDL   NULLIFHNDL   0x00000000 
0xe3129200  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
0xe3129590  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
0xe3129ae8  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
0xe3129cb0  57     NULLIFHNDL   NULLIFHNDL   0x00000000 
0xe3129e78  57     NULLIFHNDL   NULLIFHNDL   0x00000000 
0xe312a598  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
0xe312a760  57     NULLIFHNDL   NULLIFHNDL   0x00000000 
0xe312aaf0  57     NULLIFHNDL   NULLIFHNDL   0x00000000 
0xe312acb8  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
0xe312ae80  57     NULLIFHNDL   NULLIFHNDL   0x00000000 
0xe312b5a0  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
0xe312b930  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
0xe312c3e0  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
0xe312c5a8  405    FastEthernet0/1/0/4NULLIFHNDL   0x4d612904 
 --More--  
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3. 

 

UDPãƒ—ãƒã‚»ã‚¹ã‚’å†�èµ·å‹•ã�—ã�¾ã�™ã€‚4. 

 

RP/0/0/CPU0:example#admin 
Wed Aug 28 08:41:20.435 PST 
RP/0/0/CPU0:example(admin)#process restart 405 
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5. 
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XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³4.3.2ä»¥é™�ã�§ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ Cisco
IOS 
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Cisco IOS XRãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ   SMU ID SMU å��  

XR12000 AA07643 c12k-4.3.1.CSCue69413 

ASR9K-PX AA07645 asr9k-px-4.3.1.CSCue69413

CRS-PX AA07647 hfr-px-4.3.1.CSCue69413

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


