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df @afa, afsasf 1.0 : Find
CVSS4,15,%4,¢: 7.8
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Qaffas af afvua, a,a,0af af—afasf a,2af«(NTP):UDPaf@afaasf 123

« Label Distribution Protocol (LDP):UDPaf € af'aaf 646

» Syslog:UDPaf@aflsasf 514
UDP§,’ é»téE@afia,«afd,°af a@ a@—ae  alz:c" a@™a,Cisco I0S
XR3f+af 3,033« dR33Q 3, E3Q | 59,3, xV0d0e (3,39 °20Yef13,'8 18 Y@ ™3P «IQ 3
show udp
briefd 3afZaf3af %o.af ©a, naf3a, af3a, ¢AfV.af+8, 88, 08, 1(CLI)4 3af Zaf3af %0d,’ ¢ ™% (Ea@ —a @43 @ ™a€, afas
Address)]d"—3@®aeEIUEIQP R4 3,»3ffaf 3@8c°5Q 3, EIQ%IQP™IE, 5OYIQP 39°3€°3

<#root>

RP/@/@/CPUQ:example#show udp brief

Tue Aug 27 ©08:57:56.255 PST
Recv-Q Send-Q

PCB
0x500f87c4

1123

0x500f9af8

1123

0x500fc28c
0x500fc074
0x500fc88c
0x500fc5fc
0x5001f8404
0x500fa4ds

0.0.0.0:123

0x500fa338

0.0.0.0:123

0x500fce3c
0x50019c98
0x500fbh360
@x500fbbbc
0x500fal184
0x500f8f10

VRF-ID
0x60000000

10
0x00000000

1110
0x60000000
0x00000000
0x60000000
0x00000000
0x60000000
0x60000000

0.0.0.0:0
0x00000000

0.0.0.0:0
0x60000000
0x60000000
0x00000000
0x60000000
0x00000000
0x00000000

0
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[SENSENSE SIS RS

0
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(SIS SIS SIS

Local Address
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1162
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ssssss

Foreign Address

0.

(SN SIN S IS RGN
SRS
SRS
Soooe s
SRS

[SENSE SIS

0

.0.0:0

RP/@/@/CPUQ:example#

3, -3,15 %3 taf @4a,na,'a@«a,nafa, af ‘afuaf«a €3, E3 @ | 3€,3,<Cisco I0S

XRa,v2af-af"3,!3,83,Ca@®af@afaa, af8afa, ¢’ Qa@P™a, A QP«i@ IEQPCRcOTEE..IQEAfIaf:
show

versiond, 3af 28 38f %o, (MO8 (EA@ —3€ @ 3,3, 'af Taf Af@arSafied, e (@ —a@%haO™aE s, -3, aftaf
IOS XR



Softwared€ @a@®a," 3@ 1a@23fta,3,'af a@Ee ¢(n°a @3, Ed€Q@aftaf€a,ra,'a@ECisco
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&89 ®a%a@ a€@Cisco [0S
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120003,-af°3f%a,caftaf€a,na,'a, ¢ a @—a @ | 3,3 94O ™AE,

<#root>

RP/@/@/CPU@:example#show version brief
Tue Aug 27 09:07:39.614 PST

Cisco IOS XR Software,

Version 4.3.1

[Default]
Copyright (c) 2013 by Cisco Systems, Inc.

ROM: System Bootstrap, Version 12.00(20090302:133850) [rtauro-sw30346-33S 1.23dev(@.36)] DEVELOPMENT
Copyright (c) 1994-2009 by cisco Systems, Inc.
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Cisco 10S
XR&,Y58f~af 4, 13, 85, ¢a@® 3, a,naf afMaf1aa,'afafaf1a,'afcaffaf«a@®e0’c i@« @Prie, i@ | 3@
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03¢’
Cisco |OS XR3, YoAf+4f 4, !4, 85, ¢4 ®afiafcafee? 3@ ®e, 1altaes

Cisco |10S
X R&, Voafaf 4, '3, 84 ¢af @aflsa, 3f83F°4.3.13@®UDPAf—3f3,»3,' 5@ «3 S35, T8Vt €83 «3,"5,55¢

43O ®e,TAV+x€83@Q A€QASa,taffaf 4,af¥afhiQPEiQ,0QLi@Q13©,iQ«IQTOLIOYIQO GO

G a@®e,TaV+x€83€ €@ Cisco Bug ID CSCue69413(

CTM»&E2Af 18f V48,980, ¢ 4@ a9 —a€ | 2T, dE-3@+3, EGEQCommon Vulnerabilities and
Exposures(CVE)IDa€@ a©@—a€ | CVE-2013-

55035€ E3%0%3,581- 5@ | 8,%03, E3€@ | 36,59 %IO™EE,

3@ "aQ®e,Ta%+r€83@ €0 3 "aftaf@a, 3, a@®af 3, afaf’a,°UDPa,pafiaf'a,"'a®a€ | @ ®a

&, TaY/ct o859 B3 @RESOC" 565,35 3€QIf1af93, 03,50 £-i3@® | §'Safaffa,»aF48, 3, /C™

%PKT_INFRA-PAKWATCH-4-DEPLETION_WARNING : Depletion level <value> percent for resource
PAK FSV

Aftaf @a,n3,'a@«afa,°a, 03 3@ —a€@CLIG,af25F355%0 show packet-memory
summarya,’ ¢™Mog|Ea@ ™3 <3 Q" 3@ 3,/ Y FO—3OQ%IO™AE, 31°853983€QUDPAf—AfA,»3,'5QE

RP/@/0/CPUQ:example#show packet-memory summary
Wed Aug 28 07:53:21.667 PST

ProcId JobId Count Percentage Process
739020993 403 17992 100.00% pkg/bin/udp
RP/@/0/CPUQ:example#

H76€p¢C-
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3,08f3Af-AfO4,4f afO4, af @af£d,ca, a,»a,'a,2affaf afafaf«asfa,'af (ACL)a@ Ul
Reverse Path Forwarding

d4 SiV&Q"aO®8, TaVitae€55@ UDPAS 3fO4F3, af @afaf 5, 6> 39 —3@ | 4 @2LE O 5€+3,Ed <
1054, %3353, 3,83,C 3@ ®4,3,3f Y3515, £eOVefhi@ 550,53, 556 @€ Q5 +3,ES, AF 8, +3f3f 5

Af @Affaf af afiud, 3, 6€36@Z3@ ™3, Af afOf5,£5ff3, 4,6 QPRx-3O™3, 3O "3Q 5@ 50—30°3¢
aftaf€a,nd,'a’a,af1hd,2affaf 3@ 3@ —i@Ye 139 IQ™IQ'IQVIQ8IQ 393, 3f af0af3,£3f]

2 4@ BIACLIQ®I%EQ G€QAftaf@a,05,'5, 53 ®AEF S, afEF8,°UDPA, paflafa, € " G€@A°74.. ¥4

RP/0/0/CPUQ:example#show udp brief

Tue Aug 27 ©8:57:56.255 PST

PCB VRF-ID Recv-Q Send-Q Local Address Foreign Address
0x500f87c4 0x60000000 0 0 :::123 1110
0x500f9af8 0x00000000 0 0 :::123 1110
Ox500fc28c 0x60000000 0 0 :::161 1110
0x500fc074 0x00000000 0 0 :::161 1110
0x500fc88c 0x60000000 0 0 :::162 1110
Ox500fc5fc 0x00000000 0 0 :::162 1110
0x5001f8404 0x60000000 0 0 0.0.0.0:514 0.0.0.0:0
0x500fa4d8 0x60000000 0 0 0.0.0.0:123 0.0.0.0:0
0x500fa338 0x00000000 0 0 0.0.0.0:123 0.0.0.0:0
0x500fce3c 0x60000000 0 0 0.0.0.0:646 0.0.0.0:0
0x500f9c98 0x60000000 0 0 0.0.0.0:161 0.0.0.0:0
0x500fb360 0x00000000 0 0 0.0.0.0:161 0.0.0.0:0
0x500fbbbc 0x60000000 0 0 0.0.0.0:162 0.0.0.0:0
0x500fal84 0x00000000 0 0 0.0.0.0:162 0.0.0.0:0
0x500f8f10 0x00000000 0 0 0.0.0.0:0 0.0.0.0:0
RP/0/0/CPUQ:example#

RP/0/0/CPUQ:example#configure term

ipv4 access-1ist ACL-INFRASTRUCTURE-IN

! Permit trusted sources to the local IP infrastructure address space

!

10 permit
20 permit
30 permit

40 permit
!

! Deny all other IP traffic to any network device

udp host
udp host
udp host
udp host

"trusted-ntp-peer" host "local-ip-address" eq 123

"trusted-snmp-peer" host "local-ip-address" range 161 162

"trusted-syslog-server" any eq 514
"trusted-1ldp-peer" any eq 646

50 Deny ipv4 any "infrastructure-address-space
! Permit transit traffic

60 permit ipv4 any any

ACLE, 84086 @ 3@ — 39 V3, %03€ @ i»-3Q®C, " 5@« Z¥CISa Q™3 <8, 0553, ¢ 3 %af+5,58,05, " 5€ 9 555

af>af & vaf afSafv.af afv&€ZCisco Guide to Harden Cisco |OS XR
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Devices3 @€ 83€@ 3€3,nafaf-af03,'af af0a, af@affa; €e-a,ca, 3,»3,'afa,'af a@®a,-~3,23f%oa

€a¥ae "afa,«afe@as

RicOTe€.. . 3@ Eaftaf@a,na,'a@Er, (" 3@+3,Fi@|3€,3,3€ ¢-3@13 3@ 3@ 3€QXx-3QO®=2Y

1. &f & +&f faf"afiaf¢cafea@ EUDPAf—afa,»3,'a@«a," 3 @L£3@ | 29" €*»393,E3@ | 39,33 @3 QO
packet-memory summarya, 3af Zaf3af %oa,’ a2:C" a@p—a @ha @ ™aE,

RP/@/0/CPUQ:example#show packet-memory summary
Wed Aug 28 ©07:53:21.667 PST

ProcId JobId Count Percentage Process
739020993 405 17992 100.00% pkg/bin/udp
RP/@/@/CPUQ:example#

2. show packet-memory
inuses, Baf 28f38f %od, ' deiC’ 5O —3@ | SEQ Q€A AfOEF3, L35, A@®E.. . ¥a5>5,0335,¢3f14EF+3,
& AQPBR®ANMNAQP8IQ IE€QCOEA; 3,13, ;afhafa,83,03,'a€@ EFastEthernet
0/1/0/43€83€,3,:3€"3€ "3,/(1°3@—3€¢ 3€,3QHIO™
iV UDPAf—3&f 4, »3, 5@ ®3, 3f8af-ID¢ 3@ a @«3 €61 3@ —a€@a,nafa,;af1haf-a,83,13, ®°
3@ EAr3i@,a 3@ 114%05€,
<#root>
RP/@/0/CPUQ:example#show packet-memory inuse

Wed Aug 28 07:58:16.556 PST
Display inuse packets:

Pakhandle Job Id Ifinput Ifoutput dll/pc
0xe3127e68 57 NULLIFHNDL  NULLIFHNDL  @x00000000
0xe3128030

405

Fast Et hernet 0/ 1/ 0/ 4

NULLIFHNDL  ©@x4d612904

0xe31283co0 57 NULLIFHNDL NULLIFHNDL  @x00000000
0xe3128588 57 NULLIFHNDL NULLIFHNDL  @x00000000
0xe3128750

405


http://www.cisco.com/web/about/security/intelligence/CiscoIOSXR.html#19

Fast Et hernet 0/ 1/ 0/ 4

NULLIFHNDL 0x4d612904

0xe3128918 57 NULLIFHNDL NULLIFHNDL 0x00000000
0xe3129200 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904
0xe3129590 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904
0xe3129ae8 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904
0xe3129cb@ 57 NULLIFHNDL NULLIFHNDL 0x00000000
0xe3129e78 57 NULLIFHNDL NULLIFHNDL 0x00000000
0xe312a598 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904
0xe312a760 57 NULLIFHNDL NULLIFHNDL 0x00000000
Oxe312aaf@ 57 NULLIFHNDL NULLIFHNDL 0x00000000
Oxe312ach8 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904
0xe312ae80 57 NULLIFHNDL NULLIFHNDL 0x00000000
0xe312b5a0@ 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904
0xe312b930 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904
0xe312c3e@ 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904
0xe312c5a8 405 FastEthernet®/1/@/4NULLIFHNDL 0x4d612904

--More- -

. Bf «BfYi8, (A BP%oARIAP 3 €>3 <R 0e€],,&;...6€Y3 Q-2 3Q IEQR"»R FIQPBC™4;id.. . faP83€

. UDP&f—3&f4,»8,14, AT @ep-3< 39 —3 Q%I @ ™3E,

RP/@/0/CPUQ:example#admin
Wed Aug 28 ©8:41:20.435 PST
RP/@/0/CPUQ:example(admin)#process restart 405

5. é@03"1a@SMU3E, ¢ @O¢" 3@ ™a 3 @«a€@affafea,na,'a, Cisco 10S
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