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Receive message in
the work queue

No, Bounce

Do the LDAP acceptance queries indicate this is a valid recipient?
No, Drop (Configured to occur during the work queue)Yes

Yes
A4
Envelope Sender and some email headers are rewritten based on a
table or LDAP query (masquerading)

\ 4

Messages are created for each alias target according to
LDAP routing queries

A 4

Action is Bounce Action is Encrypt & Deliver

Pre-policy filters are applied to messages, and an action is taken

< on i Action is Deliver
Action is Drop T
Allother actions Yes, blocklist
Yes, blocklist action is action is
< delete Isthe sender address in the end-user safelist or blocklist database? quarantine
T Yes, safelist
No
Yes, action is Bounce N v ™ Yes, acﬁqn is
Is the message identified as spam? quarantine L |
¢ (May be skipped due to configuration)
Yes, action is Drop
No, OR Yes and action is deliver
Yes, action is
. Is the message identified to have a virus? quarantine

~Yes, action is Drop (May be skipped due to configuration)

No, Yes and messageisrepaired, OR Yesand message sent asattachment.

Unknown, action
. Does a message attachment contain a threat? is quarantine
"Yes, action is Drop (Behavior depends on configuration)

No, Yes and infected attachment is dropped, OR Unknown and appliance is not configured to quarantine unknown files

Action is Bounce " . "
Is the message identified to have a graymail?

¢ — (May be skipped due to configuration)
Action is Drop .
No, OR Yes and action is deliver Action is Encrypt
L & Deliver A
Action is Bounce Content filters are applied, and an action is taken .
¢ (May be skipped due to configuration) »

Action is Drop Action is DeIiverV

I e |—
Allother actions Action isSkip
v

Outbreak Filters

{1
Do the outbreak filters indicate an outbreak is present? Yes, message is

quarantined

No, OR Yes and message is modified
v

If the message is not spam, virus, and threat positive, add graymail safe
unsubscribe banner (May be skipped due to configuration)

Yes, action is
6 quarantine

< (Outbound) Does the RSA DLP Engine detect a DLP violation? —P>
Yes, action is Drop Action is Deliver

Encrypt and deliver
message

Start SMTP client

Drop Message

Deliver Message

conversation
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