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CHAPTER 1

Cisco 10S XE PKI Overview

Cisco |OS XE public key infrastructure (PKI) provides certificate management to support security protocols
such as IP Security (IPSec), secure shell (SSH), and secure socket layer (SSL).

This module identifies and describes concepts that are needed to understand, plan for, and implement a PKI.

« Information About Cisco 10S XE PKI, on page 1

« Planning for a PKI, on page 5

» Where to Go Next, on page 5

« Additional References for Understanding and Planning a PK1, on page 5
* Glossary, on page 7

Information About Cisco 10S XE PKI

What Is Cisco 10S XE PKI

A PKI is composed of the following entities:
* Peers communicating on a secure network
* At least one certification authority (CA) that grants and maintains certificates

« Digital certificates, which contain information such as the certificate validity period, peer identity
information, encryptions keys that are used for secure communications, and the signature of the issuing
CA

» An optional registration authority (RA) to offload the CA by processing enrollment requests

« A distribution mechanism (such as Lightweight Directory Access Protocol [LDAP] or HTTP) for certificate
revocation lists (CRLS)

PKI provides customerswith a scal able, secure mechanism for distributing, managing, and revoking encryption
and identity information in a secured data network. Every entity (a person or adevice) participating in the
secured communicated is enrolled in the PKI in a process where the entity generates an Rivest, Shamir, and
Adelman (RSA) key pair (one private key and one public key) and has their identity validated by a trusted
entity (also known as a CA or trustpoint).

After each entity enrollsin aPKI, every peer (also known asan end host) inaPK | isgranted adigital certificate
that has been issued by a CA. When peers must negotiate a secured communication session, they exchange
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. RSA Keys Overview

Cisco 10S XE PKI Overview |

digital certificates. Based on the information in the certificate, a peer can validate the identity of another peer
and establish an encrypted session with the public keys contained in the certificate.

Although you can plan for and set up your PK1 in a number of different ways, the figure below showsthe
major components that make up a PK1 and suggests an order in which each decision within a PK1 can be
made. The figure is a suggested approach; you can choose to set up your PK1 from a different perspective.

Figure 1: Deciding How to Set Up Your PKI

Decision #6:
CA hierarchy definition

Decision #5: Communication between _ Decision 4
CA and storage database [ ;

Decision #3:
Decision #8&:

Certificate
management

Decision #7: Authorization | Revocation
Enrcllment strategy

Decision #1: RSA keys
istorage, configuration, and size of keys)

il--1.]

12

1De::.isiur1 #2: Protocol to be used with F"KIF
(such as IPSec, 35L O5P, etz))

RSA Keys Overview

\)

An RSA key pair consists of a public key and a private key. When setting up your PKI, you must include the
public key in the certificate enrollment request. After the certificate has been granted, the public key will be
included in the certificate so that peers can useit to encrypt datathat is sent to the router. The private key is
kept on the router and used both to decrypt the data sent by peers and to digitally sign transactions when
negotiating with peers.

RSA key pairs contain a key modulus value. The modulus determines the size of the RSA key. The larger the
modulus, the more secure the RSA key. However, keys with large modulus values take longer to generate,
and encryption and decryption operations take longer with larger keys.

Note

The default key sizeis 1024 hit.

What Are CAs

A CA, also known as atrustpoint, manages certificate requests and i ssues certificates to participating network
devices. These services (managing certificate requests and issuing certificates) provide centralized key
management for the participating devices and are explicitly trusted by the receiver to validate identities and
to create digital certificates. Before any PKI operations can begin, the CA generatesits own public key pair
and creates a self-signed CA certificate; thereafter, the CA can sign certificate requests and begin peer
enrollment for the PKI1.

. Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S
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Hierarchical PKI Multiple CAs .

You can use a CA provided by athird-party CA vendor, or you can use an “internal” CA, which is the Cisco
|OS Certificate Server.

Hierarchical PKI Multiple CAs

PKI can be set up in ahierarchical framework to support multiple CAs. At the top of the hierarchy is aroot
CA, which holds a self-signed certificate. The trust within the entire hierarchy is derived from the RSA key
pair of the root CA. The subordinate CAswithin the hierarchy can be enrolled with either the root CA or with
another subordinate CA. These enrollment options are how multiple tiers of CAs are configured. Within a
hierarchical PKI, al enrolled peers, can validate the certificate of one another if the peers share atrusted root
CA certificate or acommon subordinate CA.

The figure below shows the enrollment rel ationships among CAs within athree-tiered hierarchy.

Figure 2: Three-Tiered CA Hierarchy Sample Topology

CAf E;
= |
CA1 1$2 CA1 Eg;

CA111 ﬁ CAHEE CA113
y 7 p —

Each CA corresponds to a trustpoint. For example, CA11 and CA12 are subordinate CAs, holding CA
certificates that have been issued by CA1; CA111, CA112, and CA113 are also subordinate CAs, but their
CA certificates have been issued by CA11.

117373

When to Use Multiple CAs

Multiple CAs provide userswith added flexibility and reliability. For example, subordinate CAs can be placed
in branch offices while the root CA is at the office headquarters. Also, different granting policies can be
implemented per CA, so you can set up one CA to automatically grant certificate requests while another CA
within the hierarchy requires each certificate request to be manually granted.

Scenarios in which at least atwo-tier CA isrecommended are as follows:

* Large and very active networks in which alarge number of certificates are revoked and reissued. A
multiple tier CA helpsto control the size of the CRLs.

« When online enrollment protocols are used, the root CA can be kept offline with the exception of issuing
subordinate CA certificates. This scenario provides added security for the root CA.

Certificate Enrollment How It Works

Certificate enrollment i s the process of obtaining acertificate from aCA. Each end host that wantsto participate
inthe PK1 must obtain a certificate. Certificate enrollment occurs between the end host requesting the certificate
and the CA.. The table below and the following steps describe the certificate enrollment process.

Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S .
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. Certificate Enroliment Via Secure Device Provisioning

Figure 3: Certificate Enrollment Process

Step 1 Step 2 Step 4 Step 5
-i | Hedifioate | o i) > mi —» | Certificate
=y rExueat o =
End Host CA receives CA signs request
ﬂ request with private key
- B
RSA key pair i u
Storage
end host writes
certificate to
storage

1. Theend host generates an RSA key pair.
2. Theend host generates a certificate request and forwards it to the CA (or the RA, if applicable).

3. The CA receives the certificate enrollment request, and, depending on your network configuration, one
of the following options occurs:

a. Manual intervention is required to approve the request.

b. Theend host is configured to automatically request a certificate from the CA. Thus, operator
intervention is no longer required at the time the enrollment request is sent to the CA server.

\}

Note If you configurethe end host to automatically request certificates from the CA, you should have an additional
authorization mechanism.

1. After therequest is approved, the CA signs the request with its private key and returns the completed
certificate to the end host.

2. Theend host writes the certificate to a storage area such as NVRAM.

Certificate Enrollment Via Secure Device Provisioning

Secure Device Provisioning (SDP) is aweb-based certificate enrollment interface that can be used to easily
deploy PKI between two end devices, such as a Cisco 10S XE client and a Cisco 10S certificate server.

SDP (also refer red to as Trusted Transitive Introduction [TTI]) is a communication protocol that provides a
bidirectional introduction between two end entities, such as a new network device and aVPN. SDP involves
the following three entities:

« Introducer—A mutually trusted device that introduces the petitioner to the registrar. The introducer can
be adevice user, such as a system administrator.

* Petitioner—A new device that is joined to the secure domain.

* Registrar—A certificate server or other server that authorizes the petitioner.

. Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S
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SDPisimplemented over aweb browser in three phases—wel come, introduction, and compl etion. Each phase
is shown to the user via a web page.

Certificate Revocation Why It Occurs

After each participant has successfully enrolled in the PKI, the peers are ready to begin negotiations for a
secure connection with each other. Thus, the peers present their certificates for validation followed by a
revocation check. After the peer verifies that the other peer’s certificate was issued by an authenticated CA,
the CRL or Online Certificate Status Protocol (OCSP) server is checked to ensure that the certificate has not
been revoked by the issuing CA. The certificate usually contains a certificate distribution point (CDP) in the
form of aURL. Cisco | OS software uses the CDP to locate and retrieve the CRL. If the CDP server does not
respond, the Cisco |OS software reports an error, which may result in the peer’s certificate being rejected.

Planning for a PKI

Planning for a PKI requires evaluating the requirements and expected use for each of the PKI components.
It is recommended that you (or the network administrator) thoroughly plan the PKI before beginning any PKI
configuration.

Although there are a number of approaches to consider when planning the PKI, this document begins with
peer-to-peer communication. However you or the network administrator choose to plan the PK1, understand
that certain decisionsinfluence other decisions within the PK1. For example, the enrollment and deployment
strategy could influence the planned CA hierarchy. Thus, it isimportant to understand how each component
functions within the PKI and how certain component options are dependent upon decisions made earlier in
the planning process.

Where to Go Next

After you have generated an RSA key pair, you should set up the trustpoint. If you have already set up the
trustpoint, you should authenticate and enroll the routersin a PKI. For information on enrollment, see the
module “ Configuring Certificate Enrollment for a PK1.”

Additional References for Understanding and Planning a PKI

Related Documents

Related Topic Document Title

Cisco 10S commands Cisco |IOS Master Command List, All Releases

Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S .
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. Additional References for Understanding and Planning a PKI

Related Topic Document Title
PK1 and security commands * Cisco |0S Security Command Reference Commands
AtoC

« Cisco 10S Security Command Reference Commands
DtoL

* Cisco 10S Security Command Reference Commands
MtoR

* Cisco 10S Security Command Reference Commands
StoZ

USB Token RSA Operations: Using the RSA keys| Configuring Certificate Enrollment for a PKI
on aUSB token for initial autoenrollment

USB Token RSA Operations: Benefits of using | Soring PKI Credentials
USB tokens

Certificate server client certificate enrollment, Configuring Certificate Enrollment for a PKI
autoenrollment, and automatic rollover

Setting up and logging into a USB token Soring PKI Credentials
Web-based certificate enrolIment Setting Up Secure Device Provisioning (SDP) for
Enrollment in a PKI
RSA keysin PEM formatted files Deploying RSA Keys Within a PKI
Choosing a certificate revocation mechanism Configuring Authorization and Revocation of Certificates
inaPKI
Recommended cryptographic algorithms Next Generation Encryption
MIBs

MIBs | MIBs Link

« FKI | To locate and download MIBs for selected platforms, Cisco |OS software releases, and feature
MB | sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

. Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S
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Glossary

Glossary .

Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

CDP—-certificate distribution point. Field within adigital certificate containing information that describes
how to retrieve the CRL for the certificate. The most common CDPsare HTTP and LDAP URLs. A CDP
may also contain other types of URLs or an LDAP directory specification. Each CDP contains one URL or
directory specification.

cer tificates—Electronic documents that bind a user’s or device's name to its public key. Certificates are
commonly used to validate a digital signature.

CRL —certificate revocation list. Electronic document that contains a list of revoked certificates. The CRL
is created and digitally signed by the CA that originally issued the certificates. The CRL contains dates for
when the certificate was issued and when it expires. A new CRL isissued when the current CRL expires.

CA—-certification authority. Service responsible for managing certificate requests and issuing certificatesto
participating | PSec network devices. This service provides centralized key management for the participating
devices and is explicitly trusted by the receiver to validate identities and to create digital certificates.

peer certificate--Certificate presented by a peer, which contains the peer’s public key and is signed by the
trustpoint CA.

PK I—public key infrastructure. System that manages encryption keys and identity information for components
of anetwork that participate in secured communications.

RA—registration authority. Server that acts as a proxy for the CA so that CA functions can continue when
the CA isoffline. Although the RA is often part of the CA server, the RA could also be an additional application,
requiring an additional deviceto runit.

RSA keys—Public key cryptographic system devel oped by Ron Rivest, Adi Shamir, and Leonard Adleman.
An RSA key pair (apublic and a private key) is required before you can obtain a certificate for your router.

Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S .
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CHAPTER 2

Deploying RSA Keys Within a PKI

This module explains how to set up and deploy Rivest, Shamir, and Adelman (RSA) keyswithin apublic key
infrastructure (PK1). An RSA key pair (apublic and aprivate key) isrequired before you can obtain acertificate
for your router; that is, the end host must generate a pair of RSA keys and exchange the public key with the
certification authority (CA) to obtain a certificate and enroll in a PKI.

Note  Security threats, aswell asthe cryptographic technologiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

* Prerequisites for Configuring RSA Keysfor a PKI, on page 9

« Information About RSA Keys Configuration, on page 9

* How to Set Up and Deploy RSA Keys Within a PKI, on page 11

« Configuration Examples for RSA Key Pair Deployment, on page 25
» Where to Go Next, on page 30

» Additional References, on page 30

* Feature Information for RSA Keys Within a PKI, on page 31

Prerequisites for Configuring RSA Keys for a PKI

* Before setting up and deploying RSA keysfor aPK1, you should be familiar with the module Cisco |OS
PK1 Overview: Understanding and Planning a PKI1 .

Information About RSA Keys Configuration

RSA Keys Overview

An RSA key pair consists of a public key and a private key. When setting up your PKI, you must include the
public key in the certificate enrollment request. After the certificate has been granted, the public key will be
included in the certificate so that peers can use it to encrypt datathat is sent to the router. The private key is
kept on the router and used both to decrypt the data sent by peers and to digitally sign transactions when
negotiating with peers.
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. Usage RSA Keys Versus General-Purpose RSA Keys

RSA key pairs contain a key modulus value. The modulus determines the size of the RSA key. The larger the
modulus, the more secure the RSA key. However, keys with large modulus values take longer to generate,
and encryption and decryption operations take longer with larger keys.

Usage RSA Keys Versus General-Purpose RSA Keys

There are two mutually exclusive types of RSA key pairs--usage keys and general-purpose keys. When you
generate RSA key pairs (viathe crypto key generate rsa command), you will be prompted to select either
usage keys or general-purpose keys.

Usage RSA Keys

Usage keys consist of two RSA key pairs--one RSA key pair is generated and used for encryption and one
RSA key pair is generated and used for signatures. With usage keys, each key is not unnecessarily exposed.
(Without usage keys, one key is used for both authentication methods, increasing the exposure of that key.)

General-Purpose RSA Keys

General-purpose keys consist of only one RSA key pair that used for both encryption and signatures.
General-purpose key pairs are used more frequently than usage key pairs.

How RSA Key Pairs are Associated with a Trustpoint

A

A trustpoint, also known as the certificate authority (CA), manages certificate requests and issues certificates
to participating network devices. These services provide centralized key management for the participating
devices and are explicitly trusted by the receiver to validate identities and to create digital certificates. Before
any PK| operations can begin, the CA generatesits own public key pair and creates aself-signed CA certificate;
thereafter, the CA can sign certificate requests and begin peer enrollment for the PKI.

Caution

A

Do not manually generate an rsakeypair under trustpoint. If we want to manually generate the keys, generate
the key pairs as usage-keys and not as general-purpose keys.

Caution

Certificate renewal with regenerate option does not work with key label starting from zero ('0"), (for example,
'Otest’). CLI allows configuring such name under trustpoint, and allows hostname starting from zero. When
configuring rsakeypair name under atrustpoint, do not configure the name starting from zero. When keypair
name is not configured and the default keypair is used, make sure the router hostname does not start from
zero. If it does so, configure "rsakeypair name explicitly under the trustpoint with a different name.

Reasons to Store Multiple RSA Keys on a Router

Configuring multiple RSA key pairs alows the Cisco | OS software to maintain a different key pair for each
CA with which it is dealing or the software can maintain multiple key pairs and certificates with the same
CA. Asaresult, the Cisco | OS software can match policy requirements for each CA without compromising
the reguirements specified by the other CAs, such as key length, key lifetime, and general-purpose versus
usage keys.

Named key pairs (which are specified viathe label key-label option) allow you to have multiple RSA key
pairs, enabling the Cisco | OS software to maintain a different key pair for each identity certificate.
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Benefits of Exportable RSA Keys .

Benefits of Exportable RSA Keys

A

Caution

Exportable RSA keys should be carefully eval uated before use because using exportable RSA keysintroduces
the risk that these keys might be exposed. Any existing RSA keys are not exportable. New keys are generated
as nonexportable by default. It is not possible to convert an existing nonexportable key to an exportable key.

Asof Cisco |OS Release 12.2(15)T, users can share the private RSA key pair of arouter with standby routers,
therefore transferring the security credential s between networking devices. Thekey pair that is shared between
two routers will allow one router to immediately and transparently take over the functionality of the other
router. If the main router wereto fail, the standby router could be dropped into the network to replace the
failed router without the need to regenerate keys, reenroll with the CA, or manually redistribute keys.

Exporting and importing an RSA key pair also enables users to place the same RSA key pair on multiple
routers so that all management stations using Secure Shell (SSH) can be configured with asingle public RSA

key.

Exportable RSA Keys in PEM-Formatted Files

Using privacy-enhanced mail (PEM)-formatted filesto import or export RSA keys can be helpful for customers
who are running Cisco 10S software Release 12.3(4)T or later and who are using secure socket layer (SSL)
or secure shell (SSH) applications to manually generate RSA key pairs and import the keys back into their
PKI applications. PEM-formatted files allow customersto directly use existing RSA key pairs on their Cisco
IOS routersinstead of generating new keys.

Passphrase Protection While Importing and Exporting RSA Keys

You have to include a passphrase to encrypt the PK CS12 file or the PEM file that will be exported, and when
the PKCS12 or PEM file isimported, the same passphrase has to be entered to decrypt it. Encrypting the
PKCS12 or PEM filewhenitisbeing exported, deleted, or imported protectsthefile from unauthorized access
and use while it is being transported or stored on an external device.

The passphrase can be any phrasethat isat |east eight charactersin length; it can include spaces and punctuation,
excluding the question mark (?), which has special meaning to the Cisco |OS parser.

How to Convert an Exportable RSA Key Pair to a Nonexportable RSA Key Pair

Passphrase protection protectsthe external PKCS12 or PEM file from unauthorized access and use. To prevent
an RSA key pair from being exported, it must be labeled “ nonexportable.” To convert an exportable RSA key
pair into a nonexportable key pair, the key pair must be exported and then reimported without specifying the
“exportable” keyword.

How to Set Up and Deploy RSA Keys Within a PKI

Generating an RSA Key Pair

Perform this task to manually generate an RSA key pair.
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SUMMARY STEPS
1. enable
2. configure terminal
3. cryptokey generatersa [general-keys| usage-keys| signature | encryption] [label key-label]
[exportable] [modulus modulus-size] [stor age devicename:] [on devicename:]
4. exit
5. show crypto key mypubkey rsa
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.

Rout er> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Rout er# configure termn nal

Step 3 crypto key generatersa [general-keys | usage-keys| (Optional) Generates the RSA key pair for the certificate
signature | encryption] [label key-label] [exportable] server.
[modulus modulus-size] [stor age devicename:] [on

devicename] « The stor age keyword specifies the key storage

location.

E le:
xample » When specifying alabel name by specifying the

Router (config)# crypto key generate rsa usage-keys key_label argument, you must use the Sar,n,e name for

modul us 2048 the label that you plan to use for the certificate server
(through the crypto pki server cs-labelcommand). If
akey-label argument is not specified, the default value,
which isthe fully qualified domain name (FQDN) of
the router, is used.

If the exportable RSA key pair is manually generated after
the CA certificate has been generated, and before issuing
the no shutdown command, then usethe crypto ca export
pkcs12 command to export aPK CS12 file that containsthe
certificate server certificate and the private key.

* By default, the modulus size of a CA key is 1024 bits.
The recommended modulusfor aCA key is 2048 hits.
The range for amodulus size of a CA key isfrom 360
to 4096 bits.

» The on keyword specifies that the RSA key pair is
created on the specified device, including a Universal
Serial Bus (USB) token, local disk, or NVRAM. The
name of the deviceisfollowed by acolon (:).
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Command or Action Purpose

Note Keys created on a USB token must be 2048 bits
or less.

Caution Do not manually generate an rsa keypair under
trustpoint. If we want to manually generate the
keys, generate the key pairs as usage-keys and
not as general-purpose keys.

Step 4 exit Exits global configuration mode.

Example:

Rout er (config)# exit

Step 5 show crypto key mypubkey rsa (Optional) Displays the RSA public keys of your router.

Example: This step allows you to verify that the RSA key pair has
been successfully generated.
Rout er# show crypto key nypubkey rsa

What to Do Next

After you have successfully generated an RSA key pair, you can proceed to any of the additional tasksin this
modul e to generate additional RSA key pairs, perform export and import of RSA key pairs, or configure
additional security parameters for the RSA key pair (such as encrypting or locking the private key).

Managing RSA Key Pairs and Trustpoint Certificates

Perform thistask to configure the router to generate and store multiple RSA key pairs, associate the key pairs
with atrustpoint, and get the certificates for the router from the trustpoint.

Before you begin
You must have already generated an RSA key pair as shown in the task “ Generating an RSA Key Pair task.”

SUMMARY STEPS

enable

configure terminal

crypto pki trustpoint name

rsakeypair  key-label [key-size[encryption-key-size]]
enrollment selfsigned

subject-alt-name name

exit

cypto pki enroll name

exit

show crypto key mypubkey rsa

©ENDOGHWN

-
©
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DETAILED STEPS

Deploying RSA Keys Within a PKI |

Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er > enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step 3 crypto pki trustpoint name Creates atrustpoint and enters ca-trustpoint configuration
mode.
Example:
Rout er (config)# crypto pki trustpoint TESTCA
Step 4 rsakeypair  key-label [key-size[encryption-key-size]] | (Optional) The key-label argument specifies the name of
Examle: the RSA key pair generated during enrollment (if it does
ple: not already exist or if theauto-enroll regener ate command
Rout er trustpoi nt)# rsak e fancy. k isconfigured) to be used with thetrustpoint certificate. By
uter(ca-trustpoint)# rsakeypair fancy-keys | o it “the fully qualified domain name (FQDN) key is
used.

« The keypair name cannot start from zero (‘0'). For
more details, see“ How RSA Key Pairsare Associated
with a Trustpoint” section.

* (Optional) The key-size argument specifiesthe size
of the RSA key pair. The recommended key sizeis
2048 hits.

* (Optional) The encryption-key-si ze argument specifies
the size of the second key, which is used to request
separate encryption, signature keys, and certificates.

Step 5 enrollment selfsigned (Optional) Specifies self-signed enrollment for atrustpoint.
Example:
Rout er (ca-trustpoint)# enrol |l ment selfsigned

Step 6 subject-alt-name name (Optional) The name argument specifies the trustpoint’s

Example:

Rout er (ca-trustpoi nt)# subject-al t-name TESTCA

name in the Subject Alternative Name (subjectAltName)
field in the X.509 certificate, which is contained in the
trustpoint certificate. By default, the Subject Alternative
Name field is not included in the certificate.

Note This X.509 certificate field is defined in RFC
2511.
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Command or Action Purpose

This option is used to create a self-signed trustpoint
certificate for the router that contains the trustpoint name
in the Subject Alternative Name (subjectAltName) field.
This Subject Alternative Name can be used only when the
enrollment selfsigned command is specified for
self-signed enrollment in the trustpoint policy.

Step 7 exit Exits ca-trustpoint configuration mode.

Example:

Rout er
(ca-trustpoint)#
exit

Step 8 cypto pki enroll  name Requeststhe certificatesfor the router from the trustpoint.

Example: The name argument specifies the trustpoint name. Once
this command is entered, answer the prompts.

Rout er (config)# cypto pki enroll

TESTCA Note Use the same trustpoint name entered with the

crypto pki trustpointcommand.
Example:

% | nclude the router serial nunber in the subject
nane? [yes/no]: no

Example:

%1 nclude an | P address in the subject nane? [no]:

Example:

Generate Self Signed Router Certificate? [yes/no]:
yes
Example:

Router Self Signed Certificate successfully
created

Step 9 exit Exits global configuration mode.

Example:

Router(config)# exit

Step 10 show crypto key mypubkey rsa (Optional) Displays the RSA public keys of your router.

Example: This step allows you to verify that the RSA key pair has
been successfully generated.
Rout er# show crypto key mypubkey rsa

Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S .



Deploying RSA Keys Within a PKI |
. Managing RSA Key Pairs and Trustpoint Certificates

Example

The following example shows how to create a self-signed trustpoint certificate for the router that
contains the trustpoint name in the Subject Alternative Name (subjectAltName) field:

Rout er > enabl e

Rout er# configure term nal

Rout er (confi g)#crypto pki trustpoint TESTCA

Rout er (ca- trust poi nt) #hash sha256

Rout er (ca-trust poi nt)#rsakeypair testca-rsa-key 2048

Rout er (ca- trust poi nt) #exi t

Rout er (confi g)#crypto pki enroll TESTCA

% I nclude the router serial nunber in the subject name? [yes/no]:no
% I nclude an | P address in the subject nane? [no]: no

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

Rout er (confi g) #
Rout er (confi g) #exi t
Rout er #

The following certificate is created:

Rout er #show crypto pki certificate verbose Router Self-Signed Certificate
Status: Avail able
Version: 3
Certificate Serial Number (hex): 01
Certificate Usage: General Purpose
| ssuer:
host nanme=Rout er. ci sco. com
Subj ect :
Nane: Router.cisco.com
host nanme=Rout er. ci sco. com
Validity Date:
start date: 11:41:50 EST Aug 13 2012
end date: 19:00: 00 EST Dec 31 2019
Subj ect Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Si gnature Al gorithm SHA256 with RSA Encryption
Fi ngerprint MD5: CA92D937 593BF19A 5B7F8466 F554D631
Fi ngerprint SHAl: 57A9D411 2DDFACB1 68260F2F C6C8D7CF 4833F3E9
X509v3 extensions:
X509v3 Subj ect Key |D: 44340F76 A6B8DC37 80724650 0672875F 741D518C
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key | D 44340F76 A6B8DC37 80724650 0672875F 741D518C
Aut hority I nfo Access:
Associ ated Trustpoints: TESTCA

————— BEG N CERTI FI CATE- - - - -

M | BszCCAV2gAwW BAgl BAj ANBgkghki GOw0BAQQFADAUMBWDQYDVQQRDEWZURVNU
QOExGz AZBgkghki GOWOBCQ WDHI x LmNpc 2NvLn\vb TAeFwOxMDAzM | yMDI 2M Ba
FwOy MDAX MDEWVDAWVDBaMC4x Dz ANBg NVBAMT Bl RFUL RDQT Eb MBKk GCSq GSI b3DQEJ]
AhYMej EuY2l z2Y28uY29t MFwwDQYJ KoZI hve NAQEBBQADSWAWSAJBAI 1xLj vr oulLz
RNB8q YW 9KmBy X/ waf XndY8A804+L8pexChDl Yyi ag7 CoK6CYWH ToyPi dFW2DUO
t 5WI'Gnl Dcf s CAWEAAaNMMGQWDWYDVROTAQH BAUWAWEB/ z ARBgNVHREEC) Al ggZU
RVNUQOEwHWYDVROj BBgwFoAU+aSVh1+kynll +r 441 FUY+Uxs 1f MMHQYDVROOBBYE
FPrkl Ydf pMp9Zf q+0OCBVGPI MoNXz MAOGCSqGSI h3DQEBBAUAAOEALZLngKUaWI8T
WAl beReTQTf JLZ8ao/ UscWXNOQKEQB7ghAdGVf | FW/G5J Uhv 2 CENNUQHXBYXNUWZ
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40BuU+Uldg==
----- END CERTI FI CATE- - - - -

Exporting and Importing RSA Keys

This section contains the following tasks that can be used for exporting and importing RSA keys. Whether
you are using PKCS12 files or PEM files, exportable RSA keys allow you to use existing RSA keys on Cisco
IOS routersinstead of having to generate new RSA keys if the main router were to fail.

Exporting and Importing RSA Keys in PKCS12 Files

Exporting and importing RSA key pairs enables users to transfer security credentials between devices. The
key pair that is shared between two devices allows one device to immediately and transparently take over the
functionality of the other router.

Before you begin

You must generate an RSA key pair and mark it “exportable” as specified in the “ Generating an RSA Key
Pair” task.

Note « You cannot export RSA keys that existed on the router before your system was upgraded to Cisco 10S
Release 12.2(15)T or later. You have to generate new RSA keys and label them as “exportable” after
you upgrade the Cisco | OS software.

» When you import a PK CS12 file that was generated by a third-party application, the PK CS12 file must
include a CA certificate.

« If you want reexport an RSA key pair after you have already exported the key pair and imported them
to atarget router, you must specify the exportable keyword when you are importing the RSA key pair.

* Thelargest RSA key arouter may import is 2048-bits.

SUMMARY STEPS
1. crypto pki trustpoint name
2. rsakeypair key-label [key-size [encryption-key-size]]
3. exit
4. crypto pki export trustpointname pkcsl2 destination-url password password-phrase
5. crypto pki import trustpointname pkcsl2 source-url password password-phrase
6. exit
7. show crypto key mypubkey rsa
DETAILED STEPS
Command or Action Purpose
Step 1 crypto pki trustpoint name Createsthe trustpoint name that isto be associated with the
Example: RSA key pair and enters ca-trustpoint configuration mode.

Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S .



. Exporting and Importing RSA Keys in PKCS12 Files

Deploying RSA Keys Within a PKI |

Command or Action

Purpose

Rout er (config)# crypto pki trustpoint ny-ca

Step 2 rsakeypair key-label [key-size [encryption-key-size]] Specifiesthe key pair that isto be used with the trustpoint.
Example:
Rout er (ca-trustpoint)# rsakeypair ny-keys
Step 3 exit Exits cartrustpoint configuration mode.
Example:
Rout er (ca-trustpoint)# exit
Step 4 crypto pki export trustpointname pkcsl2 destination-url | Exports the RSA keys through the trustpoint name.
password password-phrase « The trustpointnhame argument enters the name of the
Example: trustpoint that i ssuesthe certificate that auser isgoing
to export. When exporting the PKCS12 file, the
Router (config)# crypto pki export ny-ca pkcsi2 trustpoint name is the RSA key name.
tftp://tftpserver/ ny-keys password nypasswordl23
« The destination-url argument enters the file system
location of the PKCS12 file to which a user wants to
import the RSA key pair.
* The password -phrase argument must be entered to
encrypt the PKCS12 file for export.
Step 5 crypto pki import trustpointname pkcsl12 source-url Imports the RSA keys to the target router.
password password-phrase « The trustpointname argument enters the name of the
Example: trustpoint that i ssuesthe certificate that auser isgoing
to export or import. When importing, the trustpoint
Rout er (config)# crypto pki inport ny-ca pkcsl2 becomes the RSA key name.
tftp://tftpserver/ my-keys password mypasswordl23
 The source-url argument specifies the file system
location of the PKCS12 file to which a user wants to
export the RSA key pair.
» The password -phrase must be entered to undo
encryption when the RSA keys are imported.
Step 6 exit Exits global configuration mode.
Example:
Rout er (config)# exit
Step 7 show crypto key mypubkey rsa (Optional) Displays the RSA public keys of your router.
Example:

Rout er# show crypto key nypubkey rsa
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Exporting and Importing RSA Keys in PEM-Formatted Files

Perform this task to export or import RSA key pairsin PEM files.

Before you begin

You must generate an RSA key pair and mark it “exportable” as specified the “ Generating an RSA Key Pair”

task.

\)

Note

« You cannot export and import RSA keys that were generated without an exportable flag before your

system was upgraded to Cisco |OS Release 12.3(4)T or alater release. You have to generate new RSA
keys after you upgrade the Cisco 10S software.

» Thelargest RSA key arouter may import is 2048 hits.

Note  Security threats, aswell asthe cryptographic technologiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.
SUMMARY STEPS
1. cryptokey generatersa{usage-keys| general-keys} label key-label [exportable]
2. cryptopki export trustpoint pem {terminal | url destination-url} { 3des|des} password password-phrase
3. crypto pki import trustpoint pem [check | exportable | usage-keys] {terminal | url source-url}
passwor dpassword-phrase
4. exit
5. show crypto key mypubkey rsa
DETAILED STEPS

Command or Action

Purpose

Step 1 cryptokey generatersa{ usage-keys|general-keys} label | Generates the RSA key pair.
key-label [exportable] To use PEM files, the RSA key pair must be labeled
Example: exportable.
Rout er (config)# crypto key generate rsa
gener al - keys | abel mnykey exportable
Step 2 crypto pki export trustpoint pem {terminal | url Exports the certificates and RSA keys that are associated

destination-url} {3des | des} password password-phrase

Example:

Rout er (config)# crypto pki export mycs pemurl
nvram 3des password mypasswordl23

with atrustpoint in a PEM-formatted file.

« Enter the trustpoint name that is associated with the
exported certificate and RSA key pair. The trustpoint
name must match the name that was specified through
the crypto pki trustpoint command
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Command or Action

Purpose

« Use the terminal keyword to specify the certificate
and RSA key pair that is displayed in PEM format on
the console terminal.

« Usethe url keyword and destination -url argument to
specify the URL of the file system where your router
should export the certificates and RSA key pair.

* (Optional) the 3des keyword exports the trustpoint
using the Triple Data Encryption Standard (3DES)
encryption algorithm.

* (Optional) the des keyword exportsthetrustpoint using
the DES encryption algorithm.

 Use the password-phrase argument to specify the
encrypted password phrase that is used to encrypt the
PEM file for import.

Tip Be sure to keep the PEM file safe. For example,
you may want to store it on another backup
router.

Step 3

crypto pki import trustpoint pem [check | exportable |
usage-keys] {terminal | url source-url}
passwor dpassword-phrase

Example:

Rout er (config)# crypto pki inport nycs2 pemurl
nvram password nypasswordl123

Imports certificates and RSA keysto atrustpoint from
PEM-formatted files.

 Enter the trustpoint name that is associated with the
imported certificate and RSA key pair. The trustpoint
name must match the name that was specified through
the crypto pki trustpoint command

¢ (Optional) Use the check keyword to specify that an
outdated certificate is not allowed.

« (Optiona) Usethe exportable keyword to specify that
the imported RSA key pair can be exported again to
another Cisco device such as arouter.

* (Optional) Use the usage-keys argument to specify
that two RSA special usage key pairswill beimported
(that is, one encryption pair and one signature pair),
instead of one general-purpose key pair.

» Use the source-url argument to specify the URL of
the file system where your router should import the
certificates and RSA key pairs.

 Use the password-phrase argument to specify the
encrypted password phrase that is used to encrypt the
PEM file for import.
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Command or Action Purpose

Note The password phrase can be any phrasethat
isat least eight charactersin length; it can
include spaces and punctuation, excluding
the question mark (?), which has special
meaning to the Cisco | OS parser.

Note If you do not want the key to be exportable from
your CA, import it back to the CA after it has
been exported as anonexportable key pair. Thus,
the key cannot be taken off again.

Step 4 exit

Example:

Rout er (config)# exit

Exits global configuration mode.

Step 5 show crypto key mypubkey rsa (Optional) Displays the RSA public keys of your router.

Example:

Rout er# show crypto key nypubkey rsa

Encrypting and Locking Private Keys on a Router

\}

Digital signatures are used to authenticate one device to another device. To use digital signatures, private
information (the private key) must be stored on the device that is providing the signature. The stored private
information may aid an attacker who steals the hardware device that contains the private key; for example, a
thief might be able to use the stolen router to initiate a secure connection to another site by using the RSA
private keys stored in the router.

Note

RSA keys are lost during password recovery operations. If you lose your password, the RSA keyswill be
deleted when you perform the password recovery operation. (Thisfunction prevents an attacker from performing
password recovery and then using the keys.)

To protect the private RSA key from an attacker, a user can encrypt the private key that is stored in NVRAM
viaapassphrase. Users can also “lock” the private key, which blocks new connection attempts from arunning
router and protects the key in the router if the router is stolen by an attempted attacker.

Perform this task to encrypt and lock the private key that is saved to NVRAM.

Note

The RSA keys must be unlocked while enrolling the CA. The keys can be locked while authenticating the
router with the CA because the private key of the router is not used during authentication.
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. Encrypting and Locking Private Keys on a Router

Before you begin
Before encrypting or locking a private key, you should perform the following tasks:
* Generate an RSA key pair as shown in Generating an RSA Key Pair section.

* Optionally, you can authenticate and enroll each router with the CA server.

Note

SUMMARY STEPS

DETAILED STEPS

Backward Compatibility Restriction

Any image prior to Cisco |OS Release 12.3(7) T does not support encrypted keys. To prevent your router from
losing all encrypted keys, ensure that only unencrypted keys are written to NVRAM before booting an image
prior to Cisco 10S Release 12.3(7)T.

If you must download an image prior to Cisco |0S Release 12.3(7)T, decrypt the key and immediately save
the configuration so the downloaded image does not overwrite the configuration.

I nteraction with Applications

An encrypted key is not effective after the router boots up until you manually unlock the key (viathe crypto
key unlock rsa command). Depending on which key pairs are encrypted, this functionality may adversely
affect applications such as | P security (1Psec), SSH, and SSL; that is, management of the router over asecure
channel may not be possible until the necessary key pair is unlocked.

>

crypto key encrypt [write] rsa[name key-name] passphrase passphrase
exit

show crypto key mypubkey rsa

cryptokey lock rsa name key-name] passphrase passphrase

show crypto key mypubkey rsa

crypto key unlock rsa [name key-name] passphrase passphrase
configure terminal

crypto key decrypt [write] rsa[namekey-name | passphrase passphrase

NSO A WN

Command or Action Purpose

Step 1 crypto key encrypt [write] rsa[name key-name] passphrase | Encrypts the RSA keys.

Rout er (config)# crypto key encrypt wite rsa nang
pki . exanpl e. com passphrase password

passphrase After this command isissued, the router can continue to
Example:

use the key; the key remains unlocked.

Note If the write keyword is not issued, the
configuration must be manually written to
NVRAM:; otherwise, the encrypted key will be
lost next time the router is reloaded.
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Command or Action

Purpose

Step 2 exit Exits global configuration mode.
Example:
Rout er (config)# exit
Step 3 show crypto key mypubkey rsa (Optional) Shows that the private key is encrypted
(protected) and unlocked.
Example:
Note You can aso use this command to verify that
Rout er# show crypto key nypubkey rsa applications such as Internet Key Exchange
(IKE) and SSH are properly working after the
key has been encrypted.
Step 4 cryptokey lock rsa name key-name] passphrase (Optional) Locks the encrypted private key on arunning
passphrase router.
Example: Note After the key islocked, it cannot be used to
authenticate the router to a peer device. This
Router# crypto key lock rsa name pki.exanpl e.com behavior disablesany IPSec or SSL connections
passphrase password that use the locked key. Any existing |PSec
tunnels created on the basis of the locked key
will be closed. If al RSA keys are locked, SSH
will automatically be disabled.
Step 5 show crypto key mypubkey rsa (Optional) Shows that the private key is protected and
locked.
Example:
The output will also show failed connection attempts via
Rout er# show crypto key mypubkey rsa applications such as IKE, SSH, and SSL.
Step 6 crypto key unlock rsa [name key-name] passphrase (Optional) Unlocks the private key.
passphrase Note After this command isissued, you can continue
Example: to establish IKE tunnels.
Rout er# crypto key unl ock rsa nane pki . exanpl e. con
passphrase password
Step 7 configure terminal Enters global configuration mode.
Example:
Rout er# configure termn nal
Step 8 crypto key decrypt [write] rsa[namekey-name ] (Optional) Deletes the encrypted key and leaves only the

passphrase passphrase

Example:

Rout er (config)# crypto key decrypt wite rsa nanme
pki . exanpl e. com passphrase password

unencrypted key.

Note The write keyword immediately saves the
unencrypted key to NVRAM. If thewrite
keyword is not issued, the configuration must
be manually written to NVRAM; otherwise, the
key will remain encrypted the next time the

router is reloaded.
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Removing RSA Key Pair Settings

An RSA key pair may need to be removed for one of the following reasons:

Deploying RSA Keys Within a PKI |

» During manual PKI operations and maintenance, old RSA keys can be removed and replaced with new

keys.

» An existing CA isreplaced and the new CA requires newly generated keys; for example, the required
key size might have changed in an organization so you would have to delete the old 1024-bit keys and

generate new 2048-bit keys.

T he peer router's public keys can be deleted in order to help debug signature verification problemsin
IKEv1 and IKEv2. Keys are cached by default with the lifetime of the certificate revocation list (CRL)

associated with the trustpoint.

Perform this task to remove all RSA keys or the specified RSA key pair that has been generated by your

router.
SUMMARY STEPS
1. enable
2. configure terminal
3. crypto key zeroize rsa[key-pair-label]
4. cryptokey zeroize pubkey-chain [index]
5. exit
6. show crypto key mypubkey rsa
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er > enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termna
Step 3 crypto key zeroize rsa[key-pair-label] Deletes RSA key pairs from your router.
Example: « If the key-pair-label argument isnot specified, all RSA
keysthat have been generated by your router will be
Router (config)# crypto key zeroize rsa fancy-keys deleted.
Step 4 crypto key zeroize pubkey-chain [index] Deletes the remote peer’s public key from the cache.

Example:

Rout er (config)# crypto key zeroi ze pubkey-chain

(Optional) Use the index argument to delete a particular
public key index entry. If no index entry is specified, then
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Configuration Examples for RSA Key Pair Deployment .

Command or Action

Purpose

all the entries are deleted. The acceptable range of index
entriesisfrom 1 to 65535.

Step 5 exit Exits global configuration mode.
Example:
Rout er (config)# exit

Step 6 show crypto key mypubkey rsa (Optional) Displays the RSA public keys of your router.
Example: This step allows you to verify that the RSA key pair has

Rout er# show crypto key nypubkey rsa

been successfully generated.

Configuration Examples for RSA Key Pair Deployment

Generating and Specifying RSA Keys Example

The following example is a sample trustpoint configuration that shows how to generate and specify the RSA
key pair “exampleCAkeys’:

crypto key generate rsa general - purpose exanpl eCAkeys
crypto ca trustpoint exanpl eCAkeys
enrol |l url http://exanpl eCAkeys/ certsrv/ mscep/ mscep. dl |
rsakeypai r exanpl eCAkeys 1024 1024

Exporting and Importing RSA Keys Examples

Exporting and Importing RSA Keys in PKCS12 Files Example

In the following example, an RSA key pair “mynewkp” is generated on Router A, and a trustpoint name
“mynewtp” is created and associated with the RSA key pair. The trustpoint is exported to a TFTP server, so
that it can beimported on Router B. By importing thetrustpoint “mynewtp” to Router B, the user hasimported
the RSA key pair “mynewkp” to Router B.

Router A

crypto key generate rsa general |abel nykeys exportable

! The name for the keys will be:nynewkp

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nodul us greater than 512 nay take
a few mnutes.

How many bits in the nobdulus [512]: 2048

% Generating 2048 bit RSA keys ...[ K]

|

crypto pki trustpoint mynewp

rsakeypair nykeys

exit

crypto pki export mytp pkcsl2 flash: nyexport password nypasswordl23
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Destination filenane [nyexport]?

Witing pkcsl12 file to tftp:/nytftpserver/nyexport
CRYPTO _PKI : Exported PKCS12 file successfully.
Verifying checksum .. OK (0x3307)

|

July 8 17:30:09 GMT: UCRYPTO- 6- PKCS12EXPORT_SUCCESS: PKCS #12 Successful |y Export ed.
Router B

crypto pki inmport mynewtp pkcsl2 flash: myexport password nmypassword123
Source filename [nyexport]?

CRYPTO PKI : I nported PKCS12 file successfully.

|

July 8 18:07:50 GMI: %CRYPTO 6- PKCS12| MPORT_SUCCESS: PKCS #12 Successful ly | nported.

Exporting and Importing and RSA Keys in PEM Files Example

The following example shows the generation, exportation, and importation fo the RSA key pair "mytp", and
verifiesits status:

| CGenerate the key pair
|

Rout er (config)# crypto key generate rsa general - purpose | abel nmytp exportable

The name for the keys will be: nmytp

Choose the size of the key nodulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key nodul us greater than 512 nmy take a few mi nutes.
How many bits in the nodulus [512]: 2048

% Generating 2048 bit RSA keys ...[OK]

|

! Archive the key pair to a renpte location, and use a good password.

|

Rout er (config)# crypto pki export nytp pemurl nvramnytp 3des password nypassword123

% Key nane: nytp

Usage: General Purpose Key
Exporting public key...
Destination filenane [nytp.pub]?
Witing file to nvram nytp. pub
Exporting private key...
Destination filenane [nytp.prv]?
Witing file to nvramnytp. prv

|

! Inport the key as a different nane.
|

Rout er (config)# crypto pki inport nytp2 pemurl nvram nytp2 password nypasswordl23
% | mporting public key or certificate PEMfile...

Source filename [nytp2. pub]?

Reading file from nvram nytp2. pub

% | mporting private key PEMfile...

Source filename [nytp2. prv]?

Reading file from nvram nytp2. prv% Key pair inport succeeded.

!
! After the key has been inported, it is no |onger exportable.
!

! Verify the status of the key.

!

Rout er# show crypto key mypubkey rsa

% Key pair was generated at:18:04:56 GMI Jun 6 2011
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Key nane: nycs

Usage: General Purpose Key

Key is exportable.

Key Dat a:

30819F30 0DO6092A 864886F7 0D010101 05000381 8D003081 89028181 00E65253
9C30C12E 295AB73F B1DF9FAD 86F88192 7DAFA4D2 8BA7FB49 9045BAB9 373A31CB
A6B1B8F4 329F2E7E 8A50997E AADBCFAA 23C29E19 CA5F4F05 DBB2FA51 4B7E9F79
A1095115 759D6BC3 5DFB5D7F BCF655BF 6317DB12 A8287795 7DB8DC6A3 D31B2486
C9C96D2C 2F70B50D 3B4CDDAE F661041A 445AE11D 002EEF08 F2A627A0 5B020301 0001
% Key pair was generated at:18:17:25 GMI Jun 6 2011

Key nane: nycs2

Usage: General Purpose Key

Key is not exportable.

Key Dat a:

30819F30 0DO6092A 864886F7 0D010101 05000381 8D003081 89028181 00E65253
9C30C12E 295AB73F B1DF9FAD 86F88192 7DAFA4D2 8BA7FB49 9045BAB9 373A31CB
A6B1B8F4 329F2E7E 8A50997E AADBCFAA 23C29E19 CA5F4F05 DBB2FA51 4B7E9F79
A1095115 759D6BC3 5DFB5D7F BCF655BF 6317DB12 A8287795 7DB8DC6A3 D31B2486
C9C96D2C 2F70B50D 3B4CDDAE F661041A 445AE11D 002EEF08 F2A627A0 5B020301 0001

Exporting Router RSA Key Pairs and Certificates from PEM Files Example

Thefollowing example shows how to generate and export the RSA key pair “aaa” and certificates of the router
in PEM filesthat are associated with the trustpoint “mycs.” This example aso shows PEM-formatted files,
which include PEM boundaries before and after the base64-encoded data, that are used by other SSL and SSH
applications.

Rout er (config)# crypto key generate rsa general -keys | abel aaa exportable

The nanme for the keys will be:aaa

Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose
Keys. Choosing a key nodul us greater than 512 nay take a few mi nutes.

|

How many bits in the nodulus [512]:

% Generating 512 bit RSA keys ...[ K]
|

Rout er (confi g)# crypto pki trustpoint nycs
Rout er (ca-trustpoint)# enrol I ment url http://nycs

Rout er (ca-trust poi nt) #
rsakeypair aaa

Rout er (ca-trustpoint)# exit
Rout er (config)# crypto pki authenticate nycs

Certificate has the follow ng attributes:

Fi ngerprint: C21514AC 12815946 09F635ED FBB6CF31
% Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

|

Rout er (config)# crypto pki enroll nycs

%
% Start certificate enroll nment

% Create a chall enge password. You will need to verbally provide this password to the CA
Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.

Pl ease make a note of it.

Passwor d:

Re- ent er password:
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% The fully-qualified domain name in the certificate will be: Router

% The subject name in the certificate will be:host.exanpl e.com

% I nclude the router serial nunber in the subject name? [yes/no]: n

% I nclude an | P address in the subject nane? [no]: n

Request certificate from CA? [yes/no]: y

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The 'show crypto ca certificate' command will also show the fingerprint.
Rout er (confi g)# Fi ngerprint:8DA777BC 08477073 A5BE2403 812DD157

00: 29: 11: %CRYPTO 6- CERTRET: Certificate received fromCertificate Authority
Rout er (config)# crypto ca export aaa pemtermnm nal 3des password

% CA certificate:

----- BEG N CERTI FI CATE- - - - -

M | CAzCCAa2gAwW BAgl BATANBgkghki G3w0BAQUFADBOM wCQYDVQQGEWI VUZ ES
<sni p>

waDeNOSI 3W Da0AW) 5Dk VBkxwgnOTgl JXJOCt t j HNWHKLLM: MG

----- END CERTI FI CATE- - - - -

% Key nane: aaa

Usage: General Purpose Key

----- BEG N RSA PRI VATE KEY-----

Proc- Type: 4, ENCRYPTED

DEK- | nf o: DES- EDE3- CBC, ED6B210B626BC81A

Ur guvOj nj wWOgowwWU@XR5nbzz YHI 2vGLunpH | xI sJuN RVj bAAUpGk7VnPCT87
<sni p>

kLCOt xzEv7JIHc72gMku9uUl r LSnFH5s1 zAt 0COczf U4=

----- END RSA PRI VATE KEY-----

% Certificate:

----- BEG N CERTI FI CATE- - - - -

M | CTj CCAf i gAwW BAgl Cl QUWDQYJKoZI hve NAQEFBQAWT| EL MAk GA1UEBhMCVVIVK
<sni p>

6x| Bal suMknHnT 89KkKkYIl U6

----- END CERTI FI CATE- - - - -

Importing Router RSA Key Pairs and Certificate from PEM Files Example

The following example shows how to import the RSA key pairs and certificate to the trustpoint “ggg” from
PEM filesvia TFTP:

Rout er (config)# crypto pki inport ggg pemurl tftp://10.1. 1.2/ usernane/ nsca password

% | mporting CA certificate...

Address or nane of renote host [10.1.1.2]?

Destination filenane [usernane/nsca.ca]?

Reading file fromtftp://10.1. 1.2/ user nane/ nsca. ca

Loadi ng usernane/ nsca.ca from 10.1.1.2 (via Ethernet0):!
[OK - 1082 byt es]

% | mporting private key PEMfile...

Address or nane of renote host [10.1.1.2]?

Destination filenane [usernane/nsca. prv]?

Reading file fromtftp://10.1. 1. 2/ user nane/ nsca. prv

Loadi ng usernane/ nsca.prv from10.1.1.2 (via Ethernet0):!
[OK - 573 bytes]

% | mporting certificate PEMfile...

Address or nane of renote host [10.1.1.2]?

Destination filenane [usernane/nsca.crt]?

Reading file fromtftp://10.1. 1.2/ usernane/ nsca. crt

Loadi ng usernane/ nsca.crt from 10.1.1.2 (via Ethernet0):!
[OK - 1289 bytes]

% PEM files inmport succeeded.

Rout er (confi g) #
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Encrypting and Locking Private Keys on a Router Examples

Configuring and Verifying an Encrypted Key Example

The following example shows how to encrypt the RSA key “pki-123.example.com.” Thereafter, the show
crypto key mypubkey r sacommand isissued to verify that the RSA key isencrypted (protected) and unlocked.

Rout er (config)# crypto key encrypt rsa nane pki-123. exanpl e. com passphrase password
Rout er (config)# exit
Rout er# show crypto key nypubkey rsa

% Key pair was generated at:00:15:32 GMT Jun 25 2003

Key name:pki-123.example.com

Usage:General Purpose Key

*** The key is protected and UNLOCKED. ***

Key is not exportable.

Key Data:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00EOCCYA 1D23B52C
CD00910C ABD392AE BAG6DOE3F FC47AOEF 8AFEE340 OEC1E62B D40E7DCC
23C4D09E

03018B98 EOC07B42 3CFD1A32 2A3A13C0 1FF919C5 8DE9565F 1F020301 0001

% Key pair was generated at:00:15:33 GMT Jun 25 2003

Key name:pki-123.example.com.server

Usage:Encryption Key

Key is exportable.

Key Data:

307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00D3491E 2A21D383
854D7DA8 58AFBDAC 4E11A 7DD E6CA0AC6 66473A9F 0C845120 7COC6ECS 1FFF5757
3A41CE04 FDCB40A4 B9C68B4F BC7D624B 470339A3 DE739D3E F7DDB549 91CD4DA4
DF190D26 7033958C 8A61787B D40D28B8 29BCDOED 4E6275C0 6D020301 0001

Rout er #

Configuring and Verifying a Locked Key Example
The following example shows how to lock the key “ pki-123.example.com.” Thereafter, the show crypto key
mypubkey rsa command isissued to verify that the key is protected (encrypted) and locked.

Router# crypto key lock rsa name pki-123. exanpl e. com passphrase password
|

Rout er# show crypto key mypubkey rsa

% Key pair was generated at:20:29:41 GMI Jun 20 2003
Key nane: pki - 123. exanpl e. com
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Usage: General Purpose Key

*** The key is protected and LOCKED. ***

Key is exportable.

Key Dat a:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00D7808D C5FF14AC
0D2B55AC 5D199F2F 7CB4B355 C555E07B 6DODECBE 4519B1F0 75B12D6F 902D6E9F
B6FDADSBD 654EF851 5701D5D7 EDAO47ED 9A2A619D 5639DF18 EB020301 0001

Where to Go Next

After you have generated an RSA key pair, you should set up the trustpoint. If you have aready set up the
trustpoint, you should authenticate and enroll the routersin a PKI. For information on enrollment, see the
module “ Configuring Certificate Enrollment for a PKI.”

Additional References

Related Documents

Related Topic Document Title
Overview of PKI, including RSA keys, certificate Cisco |0S PKI Overview: Understanding and
enrollment, and CAs Planning a PKI1

PKI commands: complete command syntax, command Cisco 10S Security Command Reference
mode, defaults, usage guidelines, and examples

Recommended cryptographic algorithms Next Generation Encryption

MiBs

MIBs | MIBs Link

None | To locate and download MIBsfor selected platforms, Cisco | OS rel eases, and feature sets, use Cisco
MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs Title

RFC 2409 | The Internet Key Exchange (IKE)

RFC 2511 | Internet X.509 Certificate Request M essage Format
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Technical Assistance

Feature Information for RSA Keys Within a PKI .

Description

Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for RSA Keys Within a PKI

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 1: Feature Information for RSA Keys Within a PKI

Feature Name

Software
Releases

Feature Configuration Information

Cisco 10S 4096-Bit
Public Key Support

This feature introduces Cisco 10S 4096-bit peer public key support.

Exporting and Importing
RSA Keys

Thisfeature allowsyou to transfer security credentials between devices
by exporting and importing RSA keys. The key pair that is shared
between two devices will allow one device to immediately and
transparently take over the functionality of the other router.

The following commands were introduced or modified by this feature:
crypto ca export pkcsl2, crypto caimport pkcsl2, crypto key
generatersa (IKE)

Import of RSA Key Pair
and Certificatesin PEM
Format

This feature allows customers to use PEM-formatted files to import or
export RSA key pairs. PEM-formatted files allow customersto directly
use existing RSA key pairs on their Cisco 10S routers instead of
generating new keys.

The following commands were introduced by this feature: crypto ca
export pem, crypto caimport pem, crypto key export pem, crypto
key import pem

Multiple RSA Key Pair
Support

This feature allows a user to configure arouter to have multiple RSA
key pairs. Thus, the Cisco |OS software can maintain a different key
pair for each identity certificate.

The following commands were introduced or modified by this feature:
crypto key generatersa, crypto key zeroize rsa, rsakeypair

Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S .


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

. Feature Information for RSA Keys Within a PKI

Deploying RSA Keys Within a PKI |

Feature Name

Software
Releases

Feature Configuration Information

Protected Private Key
Storage

Thisfeature alows auser to encrypt and lock the RSA private keysthat
are used on a Cisco | OS router, thereby, preventing unauthorized use
of the private keys.

The following commands were introduced or modified by this feature
: crypto key decrypt rsa, crypto key encrypt rsa, crypto key lock
rsa, crypto key unlock rsa, show crypto key mypubkey rsa
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CHAPTER 3

Configuring Authorization and Revocation of
Certificates in a PKI

Thismodul e describes how to configure authorization and revocation of certificatesin apublic key infrastructure
(PKI). It includes information on high-availability support for the certificate server.

Note  Security threats, aswell asthe cryptographic technologiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, seethe Next Generation
Encryption (NGE) white paper.

* Prerequisites for Authorization and Revocation of Certificates, on page 33

* Restrictions for Authorization and Revocation of Certificates, on page 34

« Information About Authorization and Revocation of Certificates, on page 34

« How to Configure Authorization and Revocation of Certificates for Your PKI, on page 41

* Configuration Examples for Setting Up Authorization and Revocation of Certificates, on page 60
 Additional References, on page 73

* Feature Information for Certificate Authorization and Revocation, on page 74

Prerequisites for Authorization and Revocation of Certificates

Plan Your PKI Strategy

Tip Itisstrongly recommended that you plan your entire PK| strategy before you begin to deploy actua certificates.

Authorization and revocation can occur only after you or anetwork administrator have completed the following
tasks:

* Configured the certificate authority (CA).
« Enrolled peer devices with the CA.

« ldentified and configured the protocol (such as IP Security [IPsec] or secure socket layer [SSL]) that is
to be used for peer-to-peer communication.
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You should decide which authorization and revocation strategy you are going to configure before enrolling
peer devices because the peer device certificates might have to contain authorization and revocati on-specific
information.

“crypto ca” to “crypto pki” CLI Change

Asof Cisco |OS Release 12.3(7)T, all commands that begin as “ crypto ca’ have been changed to begin as
“crypto pki.” Although the router will still accept crypto cacommands, all output will be read back as crypto
pki.

High Availability

For high availability, |Psec-secured Stream Control Transmission Protocol (SCTP) must be configured on
both the active and the standby routers. For synchronization to work, the redundancy mode on the certificate
servers must be set to ACTIVE/STANDBY after you configure SCTP.

Restrictions for Authorization and Revocation of Certificates

« PK1 High Availability (HA) support of intra-chassis stateful switchover (SSO) redundancy is currently
not supported on all switchesrunning the Cisco |OS Release 12.2 S software. See Cisco bug CSCtb59872
for more information.

* Depending on your Cisco |OS release, Lightweight Directory Access Protocol (LDAP) is supported.

Information About Authorization and Revocation of Certificates

PKI Authorization

PK authenti cation does not provide authorization. Current solutions for authorization are specific to the router
that is being configured, although a centrally managed solution is often required.

Thereis not a standard mechanism by which certificates are defined as authorized for some tasks and not for
others. This authorization information can be captured in the certificate itself if the application is aware of
the certificate-based authorization information. But this solution does not provide a simple mechanism for
real-time updates to the authorization information and forces each application to be aware of the specific
authorization information embedded in the certificate.

When the certificate-based ACL mechanismisconfigured as part of the trustpoint authentication, the application
isno longer responsible for determining this authorization information, and it isno longer possible to specify
for which application the certificate is authorized. In some cases, the certificate-based ACL on therouter gets
so large that it cannot be managed. Additionally, it is beneficial to retrieve certificate-based ACL indications
from an external server.

Current solutions to the real-time authorization problem involve specifying a new protocol and building a
new server (with associated tasks, such as management and data distribution).
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PKI and AAA Server Integration for Certificate Status .

PKI and AAA Server Integration for Certificate Status

Integrating your PKI with an authentication, authorization, and accounting (AAA) server providesan aternative
online certificate status solution that leverages the existing AAA infrastructure. Certificates can belisted in
the AAA database with appropriate levels of authorization. For components that do not explicitly support
PKI-AAA, adefault 1abel of “all” from the AAA server provides authorization. Likewise, alabel of “none’
from the AAA database indicates that the specified certificate is not valid. (The absence of any application
label isequivalent, but “none” isincluded for completeness and clarity). If the application component does
support PKI-AAA, the component may be specified directly; for example, the application component could
be“ipsec,” “sd,” or “osp.” (ipsec=IP Security, ss=Secure Sockets L ayer, and osp=Open Settlement Protocol.)

Note

Currently, no application component supports specification of the application label.

» There may be atime delay when accessing the AAA server. If the AAA server isnot available, the
authorization fails.

RADIUS or TACACS+ Choosing a AAA Server Protocol

The AAA server can be configured to work with either the RADIUS or TACACS+ protocol. When you are

configuring the AAA server for the PKI integration, you must set the RADIUS or TACACS attributes that
are required for authorization.

If the RADIUS protocol is used, the password that is configured for the username in the AAA server should
be set to “cisco,” which is acceptable because the certificate validation provides authentication and the AAA
database is only being used for authorization. When the TACACS protocol is used, the password that is
configured for the usernameinthe AAA server isirrelevant because TACACS supports authorization without
requiring authentication (the password is used for authentication).

In addition, if you are using TACACS, you must add a PK| service to the AAA server. The custom attribute
“cert-application=all” is added under the PK1 service for the particular user or usergroup to authorize the
specific username.

Attribute-Value Pairs for PKI and AAA Server Integration

\}

The table below lists the attribute-value (AV) pairs that are to be used when setting up PKI integration with
aAAA server. (Note the values shown in the table are possible values.) The AV pairs must match the client
configuration. If they do not match, the peer certificate is not authorized.

Note

Users can sometimes have AV pairsthat are different from those of every other user. As aresult, aunique
usernameisrequired for each user. Theall parameter (within the authorization user name command) specifies
that the entire subject name of the certificate will be used as the authorization username.

Table 2: AV Pairs That Must Match

AV Pair Value

cisco-avpair=pki:cert-application=all Valid values are“al” and “none.”
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AV Pair Value

cisco-avpair=pki:cert-trustpoint=msca The value isa Cisco |0OS command-line interface
(CL1) configuration trustpoint label.

Note The cert-trustpoint AV pair is normally
optiona. If it is specified, the Cisco 10S
router query must be coming from a
certificate trustpoint that has a matching
label, and the certificate that is
authenticated must have the specified
certificate serial number.

cisco-avpair=pki:cert-serial=16318DB 7000100001671 | The value is a certificate serial number.

Note The cert-serial AV pair isnormally
optional. If it is specified, the Cisco |OS
router query must be coming from a
certificate trustpoint that has a matching
label, and the certificate that is
authenticated must have the specified
certificate serial number.

cisco-avpair=pki:cert-lifetime-end=1:00 jan 1, 2003 | The cert-lifetime-end AV pair is available to
artificially extend a certificate lifetime beyond the
time period that is indicated in the certificate itself.
If the cert-lifetime-end AV pair is used, the
cert-trustpoint and cert-serial AV pairs must also be
specified. The value must match the following form:
hours:minutes month day, year.

Note Only thefirst three characters of amonth
are used: Jan, Feb, Mar, Apr, May, Jun,
Jul, Aug, Sep, Oct, Nov, Dec. If morethan
three charactersare entered for the month,
the remaining characters areignored (for
example Janxxxx).

CRLs or OCSP Server Choosing a Certificate Revocation Mechanism

After acertificate is validated as a properly signed certificate, a certificate revocation method is performed
to ensure that the certificate has not been revoked by the issuing CA. Cisco | OS software supports two
revocation mechanisms--certificate revocation lists (CRLSs) and Online Certificate Status Protocol (OCSP).
Cisco | OS software al so supports AAA integration for certificate checking; however, additional authorization
functionality isincluded. For more information on PK1 and AAA certificate authorization and status check,
see the PK1 and AAA Server Integration for Certificate Status section.

The following sections explain how each revocation mechanism works:
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What Is a CRL

WhatisaCRL [}

A certificate revocation list (CRL) isalist of revoked certificates. The CRL is created and digitally signed
by the CA that originally issued the certificates. The CRL contains dates for when each certificate was issued
and when it expires.

CAs publish new CRLs periodically or when a certificate for which the CA is responsible has been revoked.
By default, anew CRL is downloaded after the currently cached CRL expires. An administrator may also
configure the duration for which CRL s are cached in router memory or disable CRL caching completely. The
CRL caching configuration applies to all CRLs associated with a trustpoint.

When the CRL expires, the router deletesit from its cache. A new CRL is downloaded when a certificateis
presented for verification; however, if anewer version of the CRL that lists the certificate under examination
is on the server but the router is still using the CRL in its cache, the router does not know that the certificate
has been revoked. The certificate passes the revocation check even though it should have been denied.

When a CA issues a certificate, the CA can include in the certificate the CRL distribution point (CDP) for
that certificate. Cisco 10S client devices use CDPs to locate and load the correct CRL. The Cisco 10S client
supports multiple CDPs, but the Cisco 10S CA currently supports only one CDP; however, third-party vendor
CAsmay support multiple CDPs or different CDPs per certificate. If a CDPis not specified in the certificate,
the client device uses the default Simple Certificate Enrollment Protocol (SCEP) method to retrieve the CRL.
(The CDP location can be specified through the cdp-urlcommand.)

When implementing CRLs, you should consider the following design considerations:

 CRL lifetimes and the security association (SA) and Internet Key Exchange (IKE) lifetimes.

» The CRL lifetime determines the length of time between CA-issued updates to the CRL. The default
CRL lifetime value, which is 168 hours [1 week], can be changed through the lifetime crl command.

 The method of the CDP determines how the CRL is retrieved; some possible choicesinclude HTTP,
Lightweight Directory Access Protocol (LDAP), SCEPR, or TFTP. HTTPR, TFTPR, and LDAP are the most
commonly used methods. Although Cisco | OS software defaultsto SCEP, an HTTP CDP isrecommended
for large installations using CRL s because HTTP can be made highly scalable.

* Thelocation of the CDP determines from where the CRL is retrieved; for example, you can specify the
server and file path from which to retrieve the CRL.

Querying All CDPs During Revocation Check

When a CDP server does not respond to a request, the Cisco 10S software reports an error, which may result
in the peer’s certificate being rejected. To prevent a possible certificate rejection and if there are multiple
CDPsin acertificate, the Cisco |OS software will attempt to use the CDPs in the order in which they appear
in the certificate. The router will attempt to retrieve a CRL using each CDP URL or directory specification.
If an error occurs using a CDP, an attempt will be made using the next CDP.

Note

Prior to Cisco |OS Release 12.3(7)T, the Cisco 1 0OS software makes only one attempt to retrieve the CRL,
even when the certificate contains more than one CDP,
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Tip

What Is OCSP
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Although the Cisco 10S software will make every attempt to obtain the CRL from one of the indicated CDPs,
it is recommended that you use an HTTP CDP server with high-speed redundant HTTP serversto avoid
application timeouts because of slow CDP responses.

OCSPisan online mechanism that is used to determine certificate validity and providesthe following flexibility
as arevocation mechanism:

* OCSP can provide real-time certificate status checking.

* OCSP alows the network administrator to specify a central OCSP server, which can service all devices
within a network.

» OCSP aso alows the network administrator the flexibility to specify multiple OCSP servers, either per
client certificate or per group of client certificates.

» OCSP server vaidation is usually based on the root CA certificate or avalid subordinate CA certificate,
but may also be configured so that external CA certificates or self-signed certificates may be used. Using
external CA certificates or self-signed certificates allows the OCSP servers certificate to be issued and
validated from an alternative PKI hierarchy.

A network administrator can configure an OCSP server to collect and update CRLsfrom different CA servers.
The devices within the network can rely on the OCSP server to check the certificate status without retrieving
and caching each CRL for every peer. When peers have to check the revocation status of a certificate, they
send a query to the OCSP server that includes the serial number of the certificate in question and an optional
unique identifier for the OCSP request, or a nonce. The OCSP server holds a copy of the CRL to determine
if the CA has listed the certificate as being revoked; the server then responds to the peer including the nonce.
If the nonce in the response from the OCSP server does not match the original nonce sent by the peer, the
response is considered invalid and certificate verification fails. The dialog between the OCSP server and the
peer consumes less bandwidth than most CRL downloads.

If the OCSP server isusing a CRL, CRL time limitations will be applicable; that is, a CRL that is still valid
might be used by the OCSP server although anew CRL has been issued by the CRL containing additional
certificate revocation information. Because fewer devices are downl oading the CRL information on aregular
basis, you can decrease the CRL lifetime value or configure the OCSP server not to cache the CRL. For more
information, check your OCSP server documentation.

When to Use an OCSP Server

OCSP may be more appropriate than CRLs if your PK| has any of the following characteristics:

« Real-time certificate revocation status is necessary. CRLs are updated only periodically and the latest
CRL may not always be cached by the client device. For example, if aclient does not yet have the latest
CRL cached and anewly revoked certificate is being checked, that revoked certificate will successfully
pass the revocation check.

* Thereare alarge number of revoked certificates or multiple CRLs. Caching alarge CRL consumeslarge
portions of Cisco I0S memory and may reduce resources avail able to other processes.

» CRLs expire frequently, causing the CDP to handle alarger load of CRLs.
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When to Use Certificate-Based ACLs for Authorization or Revocation .

Note

Asof Cisco |OS Release 12.4(9)T or later, an administrator may configure CRL caching, either by disabling
CRL caching completely or setting a maximum lifetime for a cached CRL per trustpoint.

When to Use Certificate-Based ACLs for Authorization or Revocation

Certificates contain several fields that are used to determine whether adevice or user is authorized to perform
a specified action.

Because certificate-based ACL s are configured on the device, they do not scale well for large numbers of
ACLs; however, certificate-based ACLs do provide very granular control of specific device behavior.
Certificate-based ACLs are also leveraged by additional features to help determine when PKI components
such asrevocation, authorization, or atrustpoint should be used. They provide ageneral mechanism allowing
users to select a specific certificate or agroup of certificates that are being validated for either authorization
or additional processing.

Certificate-based ACL s specify one or more fields within the certificate and an acceptable value for each
specified field. You can specify which fields within a certificate should be checked and which values those
fields may or may not have.

Thereare six logical testsfor comparing the field with the value--equal, not equal, contains, does not contain,
less than, and greater than or equal. If more than onefield is specified within asingle certificate-based ACL,
the tests of all of the fields within the ACL must succeed to match the ACL. The same field may be specified
multiple times within the same ACL. More than one ACL may be specified, and ACL will be processed in
turn until amatch isfound or all of the ACLs have been processed.

Ignore Revocation Checks Using a Certificate-Based ACL

Certificate-based ACL s can be configured to instruct your router to ignore the revocation check and expired
certificates of avalid peer. Thus, a certificate that meets the specified criteria can be accepted regardless of
thevalidity period of the certificate, or if the certificate meets the specified criteria, revocation checking does
not have to be performed. You can aso use a certificate-based ACL to ignore the revocation check when the
communication with a AAA server is protected with a certificate.

Ignoring Revocation Lists

To allow atrustpoint to enforce CRLs except for specific certificates, enter the match certificatecommand
with the skip revocation-check keyword. Thistype of enforcement is most useful in a hub-and-spoke
configuration in which you also want to allow direct spoke-to-spoke connections. In pure hub-and-spoke
configurations, all spokes connect only to the hub, so CRL checking is necessary only on the hub. For one
spoke to communicate directly with another spoke, the match certificatecommand with the skip
revocation-check keyword can be used for neighboring peer certificatesinstead of requiring a CRL on each
spoke.

Ignoring Expired Certificates

To configure your router to ignore expired certificates, enter the match certificate command with the allow
expired-certificate keyword. This command has the following purposes:

« If the certificate of a peer has expired, this command may be used to “alow” the expired certificate until
the peer can obtain a new certificate.
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« If your router clock has not yet been set to the correct time, the certificate of a peer will appear to be not
yet valid until the clock is set. Thiscommand may be used to allow the certificate of the peer even though
your router clock is not set.

Note

If Network Time Protocol (NTP) is available only viathe IPSec connection (usualy viathe hubin a
hub-and-spoke configuration), the router clock can never be set. The tunnel to the hub cannot be “brought
up” because the certificate of the hub is not yet valid.

« “Expired” isageneric term for a certificate that is expired or that is not yet valid. The certificate has a
start and end time. An expired certificate, for purposes of the ACL, is one for which the current time of
the router is outside the start and end times specified in the certificate.

Skipping the AAA Check of the Certificate

If the communication with an AAA server is protected with acertificate, and you want to skip the AAA check
of the certificate, use the match certificate command with the skip authorization-check keyword. For
example, if avirtual private network (VPN) tunnel is configured so that all AAA traffic goes over that tunnel,
and the tunnel is protected with a certificate, you can use the match certificate command with the skip
authorization-check keyword to skip the certificate check so that the tunnel can be established.

The match certificatecommand and the skip authorization-check keyword should be configured after PKI
integration with an AAA server is configured.

Note

If the AAA server isavailable only viaan |PSec connection, the AAA server cannot be contacted until after
the IPSec connection is established. The |PSec connection cannot be “brought up” because the certificate of
the AAA server isnot yet valid.

PKI Certificate Chain Validation

A certificate chain establishes a sequence of trusted certificates --from a peer certificate to the root CA
certificate. Within a PK1 hierarchy, all enrolled peers can validate the certificate of one another if the peers
share atrusted root CA certificate or acommon subordinate CA. Each CA corresponds to a trustpoint.

When a certificate chain is received from a peer, the default processing of a certificate chain path continues
until the first trusted certificate, or trustpoint, is reached. In Cisco 10S Release 12.4(6) T and later rel eases,
an administrator may configure the level to which a certificate chain is processed on all certificatesincluding
subordinate CA certificates.

Configuring the level to which a certificate chain is processed allows for the reauthentication of trusted
certificates, the extension of atrusted certificate chain, and the completion of a certificate chain that contains

agap.
Reauthentication of Trusted Certificates

The default behavior isfor the router to remove any trusted certificates from the certificate chain sent by the
peer before the chain is validated. An administrator may configure certificate chain path processing so that
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How to Configure Authorization and Revocation of Certificates for Your PKI .

therouter does not remove CA certificatesthat are already trusted before chain validation, so that all certificates
in the chain are re-authenticated for the current session.

Extending the Trusted Certificate Chain

The default behavior isfor the router to useits trusted certificates to extend the certificate chain if there are
any missing certificates in the certificate chain sent by the peer. The router will validate only certificatesin
the chain sent by the peer. An administrator may configure certificate chain path processing so that the
certificatesin the peer’s certificate chain and the router’ s trusted certificates are validated to a specified point.

Completing Gaps in a Certificate Chain

An administrator may configure certificate chain processing so that if there is a gap in the configured Cisco
|OS trustpoint hierarchy, certificates sent by the peer can be used to complete the set of certificates to be
validated.

Note

If the trustpoint is configured to require parent validation and the peer does not provide the full certificate
chain, the gap cannot be compl eted and the certificate chain is rejected and invalid.

Note

It isaconfiguration error if the trustpoint is configured to require parent validation and there is no parent
trustpoint configured. Theresulting certificate chain gap cannot be completed and the subordinate CA certificate
cannot be validated. The certificate chainisinvalid.

How to Configure Authorization and Revocation of Certificates
for Your PKI

Configuring PKI Integration with a AAA Server

Perform this task to generate a AAA username from the certificate presented by the peer and specify which
fields within a certificate should be used to build the AAA database username.
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Note The following restrictions should be considered when using the all keyword as the subject name for the
authorization username command:

» Some AAA serverslimit thelength of the username (for example, to 64 characters). Asaresult, theentire
certificate subject name cannot be longer than the limitation of the server.

» Some AAA servers limit the available character set that may be used for the username (for example, a
space[ ] and an equal sign[=] may not be acceptable). You cannot usethe all keyword for aAAA server
having such a character-set limitation.

* The subject-name command in the trustpoint configuration may not always be the final AAA subject
name. If thefully qualified domain name (FQDN), serial number, or | P address of the router areincluded
in a certificate request, the subject name field of the issued certificate will also have these components.
To turn off the components, use the fqdn, serial-number, and ip-address commands with the none
keyword.

« CA servers sometimes change the requested subject namefield when they issue acertificate. For example,
CA servers of some vendors switch the relative distinguished names (RDNS) in the requested subject
names to the following order: CN, OU, O, L, ST, and C. However, another CA server might append the
configured LDAP directory root (for example, O=cisco.com) to the end of the requested subject name.

« Depending on the tools you choose for displaying a certificate, the printed order of the RDNs in the
subject name could be different. Cisco |OS software always displays the least significant RDN first, but
other software, such as Open Source Secure Socket Layer (OpenSSL), does the opposite. Therefore, if
you areconfiguringaAAA server with afull distinguished name (DN) (subject name) asthe corresponding
username, ensure that the Cisco 10S software style (that is, with the least significant RDN first) is used.

or
radius-server host hostname [key string]
SUMMARY STEPS
1. enable
2. configure terminal
3. aaanew-model
4. aaaauthorization network listhame [method]
5. cryptopki trustpoint name
6. enrollment [mode] [retry period minutes] [retry count number] url url [pem]
7 revocation-check method
8. exit
9. authorization username subjectname subjectname
10. authorization list listname
11. tacacs-server host hostname [key string]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.

. Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S



| Configuring Authorization and Revocation of Certificates in a PKI

Configuring PKI Integration with a AAA Server .

Command or Action

Purpose

Example:

Rout er > enabl e

« Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure terninal
Step 3 aaa new-model Enablesthe AAA access control model.
Example:
Rout er (confi g)# aaa new nodel
Step 4 aaa authorization network listname [method] Sets the parameters that restrict user access to a network.
Example:  method --Can be group radius, group tacacst+, or
group group-name.
Router (config)# aaa authori zation network maxaaa
group tacacs+
Step 5 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:
Route (config)# crypto pki trustpoint nsca
Step 6 enrollment [mode] [retry period minutes] [retry count | Specifies the following enroliment parameters of the CA:

number] url url [pem]

Example:

Router (ca-trustpoint)# enrollnment url
http://caserver. nyexanpl e. com
- Or-

Router (ca-trustpoint)# enrollment url
http://[2001: DB8: 1: 1::1]: 80

« (Optional) The mode keyword specifies the
registration authority (RA) mode, if your CA system
provides an RA. By default, RA modeis disabled.

* (Optional) Theretry period keyword and minutes
argument specifies the period, in minutes, in which
the router waits before sending the CA another
certificate request. Valid valuesare from 1 to 60. The
defaultis 1.

* (Optional) The retry count keyword and number
argument specifies the number of times a router will
resend a certificate request when it does not receive
aresponse from the previous request. Valid values
arefrom 1 to 100. The default is 10.

* Theurl argument isthe URL of the CA to which your
router should send certificate requests.

Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S .



. Configuring PKI Integration with a AAA Server

Configuring Authorization and Revocation of Certificates in a PKI |

Command or Action

Purpose

Note With the introduction of Cisco 10S
Release 15.2(1)T, an |Pv6 address can be
added to the http: enrolment method. For
example: http://[ipv6-address]:80. The
IPv6 address must be enclosed in brackets
in the URL. See the Command Reference
document for more information on the
other enrollment methods that can be used.

* (Optional) The pem keyword adds privacy-enhanced
mail (PEM) boundaries to the certificate request.

Step 7 revocation-check method (Optional) Checks the revocation status of a certificate.
Example:
Router (ca-trustpoint)# revocation-check crl
Step 8 exit Exits ca-trustpoint configuration mode and returnsto global
configuration mode.
Example:
Router (ca-trustpoint)# exit
Step 9 authorization username subjectname subjectname | Sets parameters for the different certificate fields that are

Example:

Router (config)# authorization usernane
subj ect nane seri al nunber

used to build the AAA username.
The subjectname argument can be any of the following:

« all --Entire distinguished name (subject name) of the
certificate.

» commonname --Certification common name.
« country --Certificate country.

* email --Certificate e-mail.

« ipaddress --Certificate | P address.

« locality --Certificate locality.

* organization --Certificate organization.

* organizationalunit --Certificate organizational unit.
« postalcode --Certificate postal code.

* serialnumber --Certificate serial number.

« state --Certificate state field.

* streetaddress --Certificate street address.

* title --Certificate title.

« unstructuredname --Certificate unstructured name.
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Command or Action

Purpose

Step 10 authorization list listhame

Example:

Route (config)# authorization |list naxaaa

Specifiesthe AAA authorization list.

Step 11 tacacs-server host hostname [key string]

Example:

Rout er (confi g)# tacacs-server
a_secret _key

Example:

radi us-server

Example:

Rout er (confi g)# radi us-server
anot her _secret _key

host 192.0.2.2 key

host hostnane [key string]

host 192.0.2.1 key

Specifiesa TACACS+ host.
or
Specifiesa RADIUS host.

Troubleshooting Tips

To display debug messages for the trace of interaction (message type) between the CA and the router, use the
debug crypto pki transactionscommand. (See the sample output, which shows a successful PKI integration
with AAA server exchange and afailed PKI integration with AAA server exchange.)

Successful Exchange

Rout er # debug crypto pki

transacti ons

Apr 22 23:15:03.695: CRYPTO PKl: Found a issuer match
Apr 22 23:15:03.955: CRYPTO PKI: cert revocation status unknown.
Apr 22 23:15:03.955: CRYPTO PKI: Certificate validated without revocation check

Each line that shows “CRYPTO_PKI_AAA" indicates the state of the AAA authorization checks. Each of
the AAA AV pairsisindicated, and then the results of the authorization check are shown.

Apr 22 23:
PKI AAA- L,
Apr 22 23:
Apr 22 23:
Apr 22 23:
Apr 22 23:
Apr 22 23:

15: 04. 019:
<al | >)

15: 04. 503:
15: 04. 503:
15: 04. 503:
15: 04. 503:
12: 30. 327:

Failed Exchange

Rout er # debug crypto
Apr 22 23:11:13.703:
Apr 22 23:11:14.203:
Apr 22 23:11:14.203:
Apr 22 23:11:14.203:
Apr 22 23:11:14.203:
Apr 22 23:11:14.203:

pki

CRYPTO PKI _AAA:

CRYPTO PKI _AAA:
CRYPTO PKI _AAA:
CRYPTO PKI _AAA:
CRYPTO PKI _AAA:
CRYPTO PKI :

checki ng AAA aut horization (ipsecca_script_aaalist,
attribute ("cert-application" = "all")

reply attribute ("cert-trustpoint" " CA1")

reply attribute ("cert-serial" = "15DE")

aut hori zati on passed

Found a issuer natch

reply

transactions
CRYPTO PKI _AAA:
CRYPTO PKI _AAA:
CRYPTO PKI _AAA:
CRYPTO PKI _AAA:
CRYPTO PKI _AAA:
CRYPTO PKI _AAA:

checki
reply
reply
reply
parsed cert-lifeti me-end as:
ti mezone specific extended

ng AAA authori zation
attribute ("cert-application" = “all™)
attribute ("cert-trustpoint"= “CAl")
attribute ("cert-serial" = “233D")

21: 30: 00
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Apr 22 23:11:14.203: CRYPTO PKI _AAA: cert-lifetine-end is expired
Apr 22 23:11:14.203: CRYPTO PKI _AAA: cert-lifetine-end check failed.
Apr 22 23:11:14.203: CRYPTO_PKI _AAA: authorization failed

In the above failed exchange, the certificate has expired.

Configuring a Revocation Mechanism for PKI Certificate Status Checking

Perform this task to set up a CRL as the certificate revocation mechanism--CRLs or OCSP--that is used to
check the status of certificatesin a PKI.

The revocation-check Command

Use the revocation-check command to specify at least one method (OCSP, CRL, or skip the revocation
check) that isto be used to ensure that the certificate of a peer has not been revoked. For multiple methods,
the order in which the methods are applied is determined by the order specified viathis command.

If your router does not have the applicable CRL and is unable to obtain one or if the OCSP server returns an
error, your router will reject the peer’s certificate--unless you include the none keyword in your configuration.
If the none keyword is configured, a revocation check will not be performed and the certificate will aways
be accepted.

Nonces and Peer Communications with OCSP Servers

When using OCSP, nonces, unique identifiers for OCSP requests, are sent by default during peer
communications with your OCSP server. The use of nonces offers amore secure and reliable communication
channel between the peer and OCSP server.

If your OCSP server does not support nonces, you may disable the sending of nonces. For more information,
check your OCSP server documentation.

Before you begin

« Beforeissuing any client certificates, the appropriate settings on the server (such as setting the CDP)
should be configured.

» When configuring an OCSP server to return the revocation status for a CA server, the OCSP server must
be configured with an OCSP response signing certificate that is issued by that CA server. Ensure that
the signing certificate isin the correct format, or the router will not accept the OCSP response. See your
OCSP manual for additional information.

\}

Note » OCSP transports messages over HTTP, so there may be atime delay when you access the OCSP server.

« If the OCSP server depends on normal CRL processing to check revocation status, the same time delay
that affects CRLs will also apply to OCSP.

SUMMARY STEPS

1. enable
2. configure terminal
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show crypto pki certificates

Nonces and Peer Communications with OCSP Servers .

3.  crypto pki trustpoint name

4. ocspurl url

5. revocation-check methodl [method2 method3]]
6. ocsp disable-nonce

7 exit

8. exit

9.

10. show crypto pki trustpoints [status|label [statug]]

DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Rout er > enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure ternina
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:
Rout er (config)# crypto pki trustpoint hazel
Step 4 ocsp url url The url argument specifies the URL of an OCSP server
Example: so that the trustpoint can check the certificate status. This
pe: URL overridesthe URL of the OCSP server (if one exists)
Rout Cr St ool ) # | htto /) in the Authority Info Access (AlA) extension of the
uter(ca-trustpoint)# ocsp ur P 110CSP-SETVE! certificate. All certificates associated with a configured
-or- trustpoint are checked by the OCSP server. The URL can
be a hostname, 1Pv4 address, or an |Pv6 address.
Rout er (ca-trustpoint)# ocsp url
http://10.10. 10. 1: 80
- Or -
Rout er (ca-trustpoint)# ocsp url
http://[2001DB8: 1: 1:: 2] : 80
Step 5 revocation-check methodl [method2 method3]] Checks the revocation status of a certificate.

Example:

Rout er (ca-trust poi nt)# revocati on-check ocsp none

« crl --Certificate checking is performed by a CRL.
Thisisthe default option.

« none --Certificate checking isignored.

* ocsp --Certificate checking is performed by an OCSP
server.
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Command or Action Purpose

If asecond and third method are specified, each method
will be used only if the previous method returns an error,
such as a server being down.

Step 6 ocsp disable-nonce (Optional) Specifiesthat a nonce, or an OCSP request
unique identifier, will not be sent during peer

Example: communications with the OCSP server.

Rout er (ca-trust point)# ocsp di sabl e-nonce

Step 7 exit Returnsto global configuration mode.

Example:

Router(ca-trustpoint)# exit

Step 8 exit Returnsto privileged EXEC mode.

Example:

Router(config)# exit

Step 9 show crypto pki certificates (Optional) Displays information about your certificates.

Example:

Rout er# show crypto pki certificates

Step 10 show crypto pki trustpoints [status | label [statug]] Displays information about the trustpoint configured in

router.
Example:

Rout er# show crypto pki trustpoints

Configuring Certificate Authorization and Revocation Settings

Perform this task to specify a certificate-based ACL, to ignore revocation checks or expired certificates, to
manually override the default CDP location, to manually override the OCSP server setting, to configure CRL
caching, or to set session acceptance or rejection based on a certificate serial number, as appropriate.

Configuring Certificate-Based ACLs to Ignore Revocation Checks

To configure your router to use certificate-based ACL s to ignore revocation checks and expired certificates,
perform the following steps:

* ldentify an existing trustpoint or create a new trustpoint to be used when verifying the certificate of the
peer. Authenticate the trustpoint if it has not already been authenticated. The router may enroll with this
trustpoint if you want. Do not set optional CRLsfor thetrustpoint if you planto usethe match certificate
command and skip revocation-check keyword.

* Determine the unique characteristics of the certificates that should not have their CRL checked and of
the expired certificates that should be allowed.

* Define a certificate map to match the characteristics identified in the prior step.
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Manually Overriding CDPs in a Certificate .

* You can add the match certificate command and skip revocation-check keyword and the match
certificate command and allow expired-certificate keyword to the trustpoint that was created or
identified in thefirst step.

Note

Certificate maps are checked even if the peer’s public key is cached. For example, when the public key is
cached by the peer, and a certificate map is added to the trustpoint to ban a certificate, the certificate map is
effective. This prevents a client with the banned certificate, which was once connected in the past, from
reconnecting.

Manually Overriding CDPs in a Certificate

Users can override the CDPs in a certificate with amanually configured CDP. Manually overriding the CDPs
in a certificate can be advantageous when a particular server is unavailable for an extended period of time.
The certificate’'s CDPs can be replaced with a URL or directory specification without reissuing all of the
certificates that contain the original CDP.

Manually Overriding the OCSP Server Setting in a Certificate

\}

Administrators can override the OCSP server setting specified in the Authority Information Access ( AIA)
field of the client certificate or set by the issuing the ocsp url command. One or more OCSP servers may be
manually specified, either per client certificate or per group of client certificates by the match certificate
override ocsp command. The match certificate over ride ocspcommand overridesthe client certificate AIA
field or the ocsp urlcommand setting if aclient certificateis successfully matched to a certificate map during
the revocation check.

Note

Only one OCSP server can be specified per client certificate.

Configuring CRL Cache Control

By default, anew CRL will be downloaded after the currently cached CRL expires. Administrators can either
configure the maximum amount of time in minutes a CRL remainsin the cache by issuing the crl cache
delete-after command or disable CRL caching by issuing the crl cache none command. Only the crl-cache
delete-after command or the crl-cache none command may be specified. If both commands are entered for
atrustpoint, the last command executed will take effect and a message will be displayed.

Neither the crl-cache none command nor the crl-cache delete-after command affects the currently cached
CRL. If you configure the crI-cache none command, all CRL s downloaded after this command isissued will
not be cached. If you configure the crl-cache delete-after command, the configured lifetime will only affect
CRLs downloaded after this command is issued.

Thisfunctionality is useful iswhen a CA issues CRLs with no expiration date or with expiration dates days
or weeks ahead.

Configuring Certificate Serial Number Session Control

A certificate serial number can be specified to allow a certificate validation request to be accepted or rejected
by the trustpoint for a session. A session may be rejected, depending on certificate serial number session
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. Configuring Certificate Serial Number Session Control

control, even if acertificateis still valid. Certificate serial number session control may be configured by using
either a certificate map with the serial-number field or an AAA attribute, with the cert-serial-not command.

Using certificate mapsfor session control allows an administrator to specify asingle certificate serial number.
Using the AAA attribute allows an administrator to specify one or more certificate serial numbers for session
control.

Before you begin

« The trustpoint should be defined and authenticated before attaching certificate maps to the trustpoint.

* The certificate map must be configured before the CDP override feature can be enabled or the

serial-number command isissued.

» The PKI and AAA server integration must be successfully completed to use AAA attributes as described

in“PKI and AAA Server Integration for Certificate Status.”

SUMMARY STEPS
1. enable
2. configure terminal
3.  crypto pki certificate map label sequence-number
4. field-name match-criteria match-value
5. exit
6. cryptopki trustpoint name
7 Do one of the following:
« crl-cache none
« crl-cache delete-after time
8. match certificate certificate-map-label [allow expired-certificate | Skip revocation-check | skip
authorization-check
9. match certificate certificate-map-label overridecdp {url | directory} string
10. match certificate certificate-map-label overrideocsp [trustpoint trustpoint-label] sequence-number
url ocsp-url
1.  exit
12. aaanew-model
13. aaaattributelist list-name
14. attributetype {name}{value}
15. exit
16. exit
17. show crypto pki certificates
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er > enabl e
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Command or Action

Purpose

Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termnal
Step 3 crypto pki certificate map label sequence-number Defines values in a certificate that should be matched or
not matched and enters ca-certificate-map configuration
Example:
mode.
Router(config)# crypto pki certificate map G oup
10
Step 4 field-name match-criteria match-value Specifies one or more certificate fields together with their

Example:

Rout er (ca-certificate-map)# subject-nane co
My Exanpl e

matching criteria and the value to match.

The field-name is one of the following case-insensitive
name strings or a date;

« alt-subject-name

* expires-on

* issuer-name

* name

* serial-number

* subject-name

e unstructured-subject-name
e valid-start

Note Datefield format is dd mm yyyy hh:mm:ss or
mmm dd yyyy hh:mm:ss.

The match-criteria is one of the following logical
operators:

» co --contains (valid only for name fields and serial
number field)

* eq --equa (vaid for name, seria number, and date
fields)

« ge --greater than or equal (valid only for date fiel ds)
* |t --lessthan (valid only for date fields)

* nc --doesnot contain (valid only for namefieldsand
serial number field)

* ne --not equal (valid for name, serial number, and
date fields)
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Command or Action Purpose

The match-valueisthe name or date to test with thelogical
operator assigned by match-criteria.

Note Use this command only when setting up a
certificate-based ACL--not when setting up a
certificate-based ACL to ignore revocation
checks or expired certificates.

Step 5 exit Returns to global configuration mode.

Example:

Rout er (ca-certificate-nmap)# exit

Step 6 crypto pki trustpoint name Declaresthetrustpoint, given name and enters ca-trustpoint

Example: configuration mode.

Rout er (config)# crypto pki trustpoint Access2

Step 7 Do one of the following: (Optional) Disables CRL caching completely for all CRLs

associated with the trustpoint.
e crl-cache none

The crl-cache none command does not affect any currently
cached CRLs. All CRLs downloaded after this command
Example: is configured will not be cached.

« crl-cache delete-after time

Rout er ( ca. L1 ust boi nt)# crl - cache none (Optional) Specifiesthe maximum time CRLswill remain

(ca- point) i in the cache for all CRL s associated with the trustpoint.
Example: . T
xamp « time--Theamount of timein minutes beforethe CRL
Router(ca-trustpoint)# crl-cache del ete-after 20 is deleted.
The crl-cache delete-after command does not affect any
currently cached CRLs. The configured lifetime will only

affect CRLsdownloaded after thiscommand is configured.

Step 8 match certificate certificate-map-label [allow (Optional) Associatesthe certificate-based ACL (that was
expired-certificate | skip revocation-check | skip defined viathe crypto pki certificate map command) to
authorization-check atrustpoint.

Example: * certificate-map-label --Must match thelabel argument
specified viathe crypto pki certificate map
Rout er (ca-trustpoint)# match certificate G oup command.

ski p revocati on-check ) o )
« allow expired-certificate --Ignores expired
certificates.

* skip revocation-check --Allows a trustpoint to
enforce CRLs except for specific certificates.

« skip authorization-check --Skipsthe AAA check of
acertificatewhen PK | integration withan AAA server
is configured.
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Command or Action

Purpose

Step 9

match certificate certificate-map-label override cdp
{url | directory} string

Example:

Rout er (ca-trustpoint)# natch certificate G oupl
override cdp url http://server.cisco.com

(Optional) Manually overrides the existing CDP entries
for acertificate with a URL or directory specification.

« certificate-map-label --A user-specified label that
must match the label argument specifiedin a
previously defined crypto pki certificate map
command.

« url --Specifies that the certificate’s CDPs will be
overridden withan HTTP or LDAP URL.

« directory --Specifies that the certificate’s CDPs will
be overridden with an LDAP directory specification.

« string --The URL or directory specification.

Note Some applications may time out before all
CDPs have been tried and will report an error
message. The error message will not affect the
router, and the Cisco | OS software will continue
attempting to retrieve a CRL until all CDPs
have been tried.

Step 10

match certificate certificate-map-label override ocsp
[trustpoint trustpoint-label] sequence-number url ocsp-url

Example:

Router(ca-trustpoint)# match certificate
mycertmapnane override ocsp trustpoint mytp 15
url http://192.0.2.2

(Optional) Specifies an OCSP server, either per client
certificate or per group of client certificates, and may be
issued more than once to specify additional OCSP servers
and client certificate settings including alternative PKI
hierarchies.

« certificate-map-label --The name of an existing
certificate map.

« trustpoint --Thetrustpoint to be used when validating
the OCSP server certificate.

« sequence-number --The order the match certificate
override ocsp command statements apply to the
certificate being verified. Matches are performed from
the lowest sequence number to the highest sequence
number. If more than one command is issued with
the same sequence number, it overwritesthe previous
OCSP server override setting.

e url --The URL of the OCSP server.

When the certificate matches aconfigured certificate map,
the AlA field of the client certificate and any previously
issued ocsp url command settings are overwritten with
the specified OCSP server.

If no map-based match occurs, one of the following two
cases will continue to apply to the client certificate.
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Command or Action

Purpose

* If OCSP is specified as the revocation method, the
AlA field value will continue to apply to the client
certificate.

« If the ocsp url configuration exists, the ocsp url
configuration settings will continue to apply to the
client certificates.

Step 11 exit

Example:

Router(ca-trustpoint)# exit

Returnsto global configuration mode.

Step 12 aaa new-model

Example:

Rout er (confi g)# aaa new nodel

(Optional) Enables the AAA access control model.

Step 13 aaa attributelist list-name

Example:

Router(config)# aaa attribute list crl

(Optiona) Definesan AAA attributelist locally on arouter
and enters config-attr-list configuration mode.

Step 14 attribute type {name}{value}

Example:

cert-serial-not 6C4A

Router(config-attr-list)# attribute type

(Optional) Defines an AAA attribute type that isto be
added to an AAA attribute list locally on arouter.

To configure certificate serial number session control, an
administrator may specify aspecific certificatein the value
field to be accepted or rejected based on its serial number
where name is set to cert-serial-not. If the serial number
of the certificate matches the serial number specified by
the attribute type setting, the certificate will be rejected.

For afull list of available AAA attribute types, execute
the show aaa attributes command.

Step 15 exit

Example:

Rout er (ca-trustpoint)# exit

Example:

Router(config-attr-list)# exit

Returnsto global configuration mode.

Step 16 exit

Example:

Router(config)# exit

Returns to privileged EXEC mode.
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Command or Action

Purpose

Step 17 show crypto pki certificates

Example:

Rout er# show crypto pki

certificates

(Optional) Displays the components of the certificates
installed on the router if the CA certificate has been
authenticated.

The following is a sample certificate. The OCSP-related extensions are shown using exclamation

Example
points.
Certificate:
Dat a:
Ver si on: v3
Serial Nunber: 0x14

Si gnature Al gorithm SHAwWi t hRSA - 1.2.840.113549.1.1.4
| ssuer: CN=CA server, OU=PKI, O=Ci sco Systens

Validity:

Not Bef ore: Thursday, August 8, 2002 4:38:05 PM PST
Not After: Tuesday, August 7, 2003 4:38:05 PM PST
Subj ect: CN=OCSP server, OU=PKI, O=Ci sco Systens
Subj ect Public Key Info:
Al gorithm RSA - 1.2.840.113549.1.1.1

Public Key:

Exponent : 65537
Publ i c Key Modul us: (2048 bits)
<sni p>

Ext ensi ons:

Identifier:Subject Key Identifier - 2.5.29.14
Critical:no
Key ldentifier:
<sni p>
Identifier:Authority Key ldentifier - 2.5.29.35
Critical:no
Key ldentifier:
<sni p>
! Identifier: OCSP NoCheck:- 1.3.6.1.5.5.7.48.1.5
Critical:no
Identifier: Extended Key Usage:- 2.5.29.37
Critical:no
Ext ended Key Usage:
OCSPSi gni ng

Ildentifier:CRL Distribution Points - 2.5.29.31
Critical:no
Nunmber of Points:1

Point O

Di stribution Point:
[ URI Narme: | dap: // CA-server/ CN=CA server, OU=PKl, O=Ci sco Syst ens]

Si ghat ur e:

Al gorithm SHAwW t hRSA - 1.2.840.113549.1.1.4

Si ghat ur e:
<sni p>

The following example shows an excerpt of the running configuration output when adding amatch
certificate override ocsp command to the beginning of an existing sequence:
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match certificate nap3 override ocsp 5 url http://192.0.2.3/
show runni ng- confi guration

match certificate nap3 override ocsp 5 url http://192.0.2.3/
match certificate nmapl override ocsp 10 url http://192.0.2.1/
match certificate map2 override ocsp 15 url http://192.0.2.2/

Thefollowing example shows an excerpt of the running configuration output when an existing match
certificate override ocsp command is replaced and atrustpoint is specified to use an alternative
PK1 hierarchy:

match certificate nap4 override ocsp trustpoint tp4 10 url http://192.0. 2.4/ newal ue
show runni ng- confi guration

match certificate nap3 override ocsp trustpoint tp3 5 url http://192.0.2.3/
match certificate napl override ocsp trustpoint tpl 10 url http://192.0.2.1/
match certificate nap4 override ocsp trustpoint tp4 10 url

http://192.0. 2. 4/ newal ue
match certificate nap2 override ocsp trustpoint tp2 15 url http://192.0.2.2/

Troubleshooting Tips

If you ignored revocation check or expired certificates, you should carefully check your configuration. Verify
that the certificate map properly matches either the certificate or certificates that should be allowed or the
AAA checks that should be skipped. In a controlled environment, try modifying the certificate map and
determine what is not working as expected.

Configuring Certificate Chain Validation

Perform this task to configure the processing level for the certificate chain path of your peer certificates.

Before you begin

* The device must be enrolled in your PKI hierarchy.

* The appropriate key pair must be associated with the certificate.

Note

SUMMARY STEPS

« A trustpoint associated with the root CA cannot be configured to be validated to the next level.

The chain-validation command is configured with the continue keyword for the trustpoint associated with
the root CA, an error message will be displayed and the chain validation will revert to the default
chain-validationcommand setting.

1. enable
2. configure terminal
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3. crypto pki trustpoint name

Configuring CRL Autodownload .

4. chain-validation [{stop | continue} [parent-trustpoint]]

5. exit
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Rout er > enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
. ca-trustpoint configuration mode.
Example:
Rout er (config)# crypto pki trustpoint ca-subl
Step 4 chain-validation [{stop | continue} [parent-trustpoint]] | Configuresthelevel to which acertificatechainisprocessed
on all certificates including subordinate CA certificates.
Example:
« Use the stopkeyword to specify that the certificate is
Rout er (ca-trust poi nt)# chai n-val i dation continue aready trusted. Thisisthe default setting.
ca-subl
» Use the continue keyword to specify that the that the
subordinate CA certificate associated with the
trustpoint must be validated.
 The parent-trustpoint argument specifies the name of
the parent trustpoint the certificate must be validated
against.
Step 5 exit Returnsto global configuration mode
Example:

Router(ca-trustpoint)# exit

Configuring CRL Autodownload

Perform this step to configure the certificate revocation list (CRL) autodownload.

Improper configuration of this feature can enable excessive CRL downloads for CRLs aready cached by the
device thereby halting validations because the CRL download and CRL validation cannot be executed in
parallel. If aCRL isaready downloaded, the downloaded CRL can be used for certificate validation without

downloading additional CRLs.
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If you configure the crI-cache none command, you cannot auto download a CRL for atrustpoint. To download
the CRL, execute the no crl cache none command to remove the CRL cache from trustpoint. Similarly, when
a CRL download is configured, you cannot enable the crI-cache none command.

crypto pki crl download scheduleretriesnumber crypto pki crl download scheduleretriesinterval

SUMMARY STEPS
1. enable
2. configureterminal
3. cryptopki crl download url url [source-interface interface-name | vrf vrf-name]
4. crypto pki crl download trustpoint trustpoint-label
5. crypto pki crl download schedule time day hh:ss
6. crypto pki crl download schedule prepublish minutes
7
minutes
8. end
9. cryptopki crl refresh-cache
10. show crypto pki crl download
11. show crypto pki timers
DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termnal
Step 3 crypto pki crl download url url [sour ce-interface Specifiesthat the CRL auto download must fetch the CRL
interface-name | vrf vrf-name] through the source interface or the VRF or both.
Example:
Devi ce(config)# crypto pki crl downl oad url
www. abc. com source-interface G gabitEthernet 1
Step 4 crypto pki crl download trustpoint trustpoint-label Specifiesthat the CRL auto download must fetch the CRL
Examole: distribution point (CDP) from the device certificate
ple: associated with that trustpoint.
Devi ce(config)# crypto pki crl downl oad trust point
trpl
Step 5 crypto pki crl download schedule time day hh:ss Specifies the day and time when the CRL auto download

Example:

Devi ce(config)# crypto pki crl downl oad schedul e
ti me Monday 00: 00

must be triggered.

« time—Indicatesthe exact time of the day to download
the CRL, if no CRL isfound. Must be specified in
hour and minute format (mm:ss).
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Command or Action

Purpose

Step 6 crypto pki crl download schedule prepublish minutes | Timeinterval, in minutes, to download the CRL before
the CRL expires. the default valueis 0.
Example:
Devi ce(config)# crypto pki crl downl oad schedul e
prepublish 720
Step 7 crypto pki crl download scheduleretriesnumber crypto | Specifiesthetimeinterval, in minutes, for adeviceto retry
pki crl download scheduleretriesinterval minutes downloading a CRL from a CDP location if previous
download attempts fail. The default number of retriesis
Example: 5
Devi ce(config)# crypto pki crl downl oad schedul e .
retries 15 interval 15 crypto pki crl downl oad * interval minutes—Time interval between retry
schedul e retries 15 interval 15 attempts, in minutes. The default retry interval is 30
minutes.
Step 8 end Exits global configuration mode and returnsto privileged
EXEC mode.
Example:
Devi ce(config)# end
Step 9 crypto pki crl refresh-cache Refreshes the CRL entriesin the cache.
Example:
Devi ce# crypto pki crl refresh-cache
Step 10 show crypto pki crl download Displays auto download configurations.
Example:
Devi ce# show crypto pki crl downl oad
Step 11 show crypto pki timers Displaysinformation about the timers set for Cisco 10S

Example:

Devi ce(config)# show crypto pki tiners

for public key infrastructure.

Example

The following is a sample output from the show crypto pki crl download command.

Devi ce# show crypto pki crl downl oad
CRL | ssuer Name:
cn=i os
Last Updat e:
Next Updat e:

10:38:23 I ST Sep 18 2013
16:38:23 I ST Sep 18 2013

Valid after expiry till:

CRL Downl oaded at 12:38:23 | ST Sep 18

Retrieved from CRL Distribution Point:

16:58:23 I ST Sep 18 2013

2013

** CDP Not Published - Retrieved via SCEP

CRL DER is 213 bytes
CRL is stored in parsed CRL cache
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CRL prepublish tiner interval: 10

Parsed CRL cache current size is 213 bytes
Parsed CRL cache maxi mum size is 65536 bytes

* Thefield Valid after expiry till: indicates the duration for which the CRL isvalid after expiry
when crl cache extend is configured.

* Thefield CRL Downloaded at denotes the time when the CRL is downloaded.

The following is a sample output from the show crypto pki timer command.

Devi ce# show crypto pki tiners

PKI Tiners
| 13: 42. 564
| 13:42. 564 SESSI ON CLEANUP
| 11:44. 111
| 11:44. 111 CRL UPDATE cn=I Cs-CA
| 21:44.111 CRL EXPIRE cn=l CS-CA
| 7:59:56.917 STATIC CRL DOAMNLQAD

[ 1: 44. 071

| 1:44.071 CS DB CLEANUP

| 11:43.999 CS SHADOW CERT GENERATI ON
| 21:43.883 CS CERT EXPIRE

The field CRL UPDATE denotes the updated timer based on the prepublish time.

Configuration Examples for Setting Up Authorization and
Revocation of Certificates

Configuring and Verifying PKI AAA Authorization Examples

This section provides configuration examples of PKI AAA authorizations:

Router Configuration Example

The following show running-configcommand output shows the working configuration of arouter that is set
up to authorize VPN connections using the PK1 Integration with AAA Server feature:

Rout er # show runni ng-config

Bui | di ng configuration..

!

version 12.3

!

host nane rout er 7200r out er 7200

!

aaa new nodel

!

!

aaa authentication |login default group tacacs+
aaa authentication |ogin no_tacacs enable
aaa authentication ppp default group tacacs+
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aaa authorization exec ACSLab group tacacs+

aaa aut hori zation network ACSLab group tacacs+

aaa accounting exec ACSLab start-stop group tacacs+
aaa accounting network default start-stop group ACSLab
aaa session-id conmmon

|

i p domai n nanme exanpl e.com
|
crypto pki trustpoint EM CERT- SERV
enrol l ment url http://192.0.2.33:80
seri al - nunber
crl optional
rsakeypai r STOREVPN 2048
aut o-enrol |
aut hori zation |ist ACSLab
|
crypto pki certificate chain EM CERT- SERV
certificate 04
30820214 3082017D A0030201 02020104 300D0609 2A864886 F70D0101 04050030
17311530 13060355 0403130C 454D2D43 4552542D 53455256 301E170D 30343031
31393232 30323535 5A170D30 35303131 38323230 3235355A 3030312E 300E0603
55040513 07314437 45424434 301C0609 2A864886 F70D0109 02160F37 3230302D
312E6772 696C2E63 6F6D3081 9F300D06 092A8648 86F70D01 01010500 03818D00
30818902 818100BD F3B837AA DI925F391 2B64DA14 9C2EA031 5A7203C4 92F8D6A8
7D2357A6 BCC8596F A38A9B10 47435626 D59A8F2A 123195BB BESA1E74 B1AASAEQ
5CA162FF 8C3ACA4F B3EE9F27 8B031642 B618AE1B 40F2E3B4 F996BEFE 382C7283
3792A369 236F8561 8748AA3F BC41F012 B859BDIC DB4F75EE 3CEE2829 704BD68F
FD904043 0OF555702 03010001 A3573055 30250603 551D1F04 1E301C30 1AA018A0
16861468 7474703A 2F2F3633 2E323437 2E313037 2E393330 0B060355 1DOF0404
030205A0 301F0603 551D2304 18301680 1420FCAB CFOB1C56 F5BD4CO6 OAFDAEG7
341AE612 D1300D06 092A8648 86F70D01 01040500 03818100 79E97018 FB955108
12F42A56 2A6384BC ACBE22FE F1D6187F DA5D6737 COE241AC AAAEC75D 3C743F59
08DEEFF2 0E813A73 D79EOFA9 D62DC20D 8E2798CD 2C1DC3EC 3B2505A1 3897330C
15A60D5A 8A13F06D 51043D37 E56E45DF A65F43D7 4E836093 9689784D CA5FD61D
EC1F160C 1ABC8D03 49FB11B1 DAOBED6C 463E1090 F34C59E4
quit
certificate ca 01
30820207 30820170 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
17311530 13060355 0403130C 454D2D43 4552542D 53455256 301E170D 30333132
31363231 34373432 5A170D30 36313231 35323134 3734325A 30173115 30130603
55040313 0C454D2D 43455254 2D534552 5630819F 300D0609 2A864886 F70D0101
01050003 818D0030 81890281 8100C14D 833641CF D784F516 DA6B50CO 7B3CB3C9
589223AB 99A7DCl4 04F74EF2 AAEEES8F5 E3BFAE97 F2F980F7 DBB9E6AL 2C726C69
54A29870 7E7363FF 3CD1F991 F5A37CFF 3FFDD3D0 9E486C44 A2E34595 C2D078BB
E9DE981E B733B868 AA8916C0 A8048607 D34B83C0 64BDC101 161FC103 13006500
22D6EE75 7D6CF133 7F1B515F 32830203 010001A3 63306130 0F060355 1D130101
FF040530 030101FF 300E0603 551DOF01 01FF0404 03020186 301D0603 551DOE04
16041420 FCABCFOB 1C56F5BD 4C060AFD 4E67341A E612D130 1F060355 1D230418
30168014 20FCABCF 0B1C56F5 BD4CO60A FD4E6734 1AE612D1 300D0609 2A864886
F70D0101 04050003 81810085 D2E386F5 4107116B AD3AC990 CBE84063 5FB2A6B5
BD572026 528E92ED 02F3A0AE 1803F2AE AAACOED2 OF59F18D 7B50264F 30442CA1
0AF19CAE 70BD3CB5 OADDSDE8 8EF636BD 24410DF4 DB62DAFC 67DA6ES58 3879AA3E
12AFB1C3 2E27CB27 EC74E1FC AEE2F5CF AA80B439 615AA8D5 6D6DEDC3 7F9C2C79
3963E363 F2989FB9 795BA8
quit
!
!
crypto i saknmp policy 10
encr aes
group 14
|

!
crypto ipsec transformset |SC TS 1 esp-aes esp-sha-hnac
!
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crypto ipsec profile | SC_| PSEC_PROFI LE_2
set security-association |lifetime kil obytes 530000000
set security-association |lifetime seconds 14400
set transformset ISC TS 1
|
!
controller ISA 1/1
|
!
interface Tunnel O
description MGRE Interface provisioned by |ISC
bandwi dt h 10000
ip address 192.0.2.172 255. 255. 255.0
no ip redirects
ip nmu 1408
ip nhrp map nulticast dynamnic
ip nhrp network-id 101
ip nhrp holdtime 500
ip nhrp server-only
no ip split-horizon eigrp 101
tunnel source FastEthernet2/1
tunnel node gre nul tipoint
tunnel key 101
tunnel protection ipsec profile |ISC | PSEC PROFILE_2
|
interface FastEthernet2/0
ip address 192.0.2.1 255.255.255.0
dupl ex auto
speed auto
|
interface FastEthernet2/1
i p address 192.0. 2.2 255.255.255.0
dupl ex auto
speed auto
|
|
tacacs-server host 192.0.2.55 single-connection
tacacs-server directed-request
tacacs-server key conpany | ab
|
ntp nmaster 1
|
end

Debug of a Successful PKI AAA Authorization Example

The following show debugging command output shows a successful authorization using the PKI Integration
with AAA Server feature:

Rout er # show debuggi ng
CGeneral OS:
TACACS access control debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zati on debugging is on
Crypt ogr aphi ¢ Subsyst em
Crypto PKI Trans debugging is on
Rout er #
May 28 19:36:11.117: CRYPTO PKI: Trust-Point EM CERT- SERV pi cked up
May 28 19:36:12.789: CRYPTO PKI: Found a issuer natch
May 28 19:36:12.805: CRYPTO PKI: cert revocation status unknown.
May 28 19:36:12.805: CRYPTO PKI: Certificate validated without revocation check
May 28 19:36:12.813: CRYPTO PKI _AAA: checki ng AAA aut horization (ACSLab, POD5. exanpl e.com
<all >)
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May 28 19:36:12.813: AAA/ BI ND(00000042): Bind i/f

May 28 19:36:12.813: AAA/ AUTHOR (0x42): Pick nethod list 'ACSLab’

May 28 19:36:12.813: TPLUS: Queui ng AAA Aut horization request 66 for processing

May 28 19:36:12.813: TPLUS: processing authorization request id 66

May 28 19:36:12.813: TPLUS: Protocol set to None ..... Ski ppi ng

May 28 19:36:12.813: TPLUS: Sending AV servi ce=pki

May 28 19:36:12.813: TPLUS: Authorization request created for 66(P0OD5. exanpl e. con

May 28 19:36:12.813: TPLUS: Using server 192.0.2.55

May 28 19:36:12.813: TPLUS(00000042)/0/ NB_WAI T/ 203A4628: Started 5 sec tineout

May 28 19:36:12.813: TPLUS(00000042)/0/NB_WAIT: wote entire 46 bytes request

May 28 19:36:12.813: TPLUS: Woul d bl ock whil e reading pak header

May 28 19:36:12.817: TPLUS(00000042)/0/ READ: read entire 12 header bytes (expect 27 bytes)

May 28 19:36:12.817: TPLUS(00000042)/0/ READ: read entire 39 bytes response

May 28 19:36:12.817: TPLUS(00000042)/0/203A4628: Processing the reply packet

May 28 19:36:12.817: TPLUS: Processed AV cert-application=all

May 28 19:36:12.817: TPLUS: received authorization response for 66: PASS

May 28 19:36:12.817: CRYPTO PKI _AAA: reply attribute ("cert-application" = "all")

May 28 19:36:12.817: CRYPTO_PKI _AAA: aut horization passed

Rout er #

Rout er #

May 28 19: 36: 18. 681: %OUAL- 5- NBRCHANGE: | P- EIl GRP(0) 101: Nei ghbor 192.0.2.171 (Tunnel Q) is
up: new adj acency

Rout er #

Rout er# show crypto isaknmp sa

dst src state conn-id sl ot
192. 0. 2. 22 192. 0. 2. 102 QWL I DLE 84 0

Debugs of a Failed PKI AAA Authorization Example

The following show debugging command output shows that the router is not authorized to connect using
VPN. The messages are typical of those that you might see in such a situation.

In this example, the peer username was configured as not authorized, by moving the username to a Cisco
Secure ACS group called VPN_Router_Disabled in Cisco Secure ACS. The router, router7200.example.com,
has been configured to check with a Cisco Secure ACS AAA server prior to establishing a VPN connection
to any peer.

Rout er # show debuggi ng
CGeneral OS:
TACACS access control debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zati on debugging is on
Crypt ogr aphi ¢ Subsystem
Crypto PKI Trans debugging is on

Rout er #

May 28 19:48:29.837: CRYPTO PKI: Trust-Point EM CERT- SERV pi cked up

May 28 19:48:31.509: CRYPTO PKI: Found a issuer natch

May 28 19:48:31.525: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:31.525: CRYPTO PKI: Certificate validated without revocation check

May 28 19:48:31.533: CRYPTO PKI _AAA: checki ng AAA aut horization (ACSLab, POD5.exanpl e.com
<all >)

May 28 19:48:31.533: AAA/ BI ND(00000044): Bind i/f

May 28 19:48:31.533: AAA/ AUTHOR (0x44): Pick nethod list 'ACSLab’

May 28 19:48:31.533: TPLUS: Queui ng AAA Aut horization request 68 for processing

May 28 19:48:31.533: TPLUS: processing authorization request id 68

May 28 19:48:31.533: TPLUS: Protocol set to None ..... Ski ppi ng

May 28 19:48:31.533: TPLUS: Sending AV servi ce=pki

May 28 19:48:31.533: TPLUS: Authorization request created for 68(POD5. exanpl e.com

May 28 19:48:31.533: TPLUS: Using server 192.0.2.55

May 28 19:48:31.533: TPLUS(00000044)/0/ NB_WAI T/ 203A4C50: Started 5 sec tineout

May 28 19:48:31.533: TPLUS(00000044)/0/NB_WAIT: wote entire 46 bytes request
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May 28 19:48:31.533: TPLUS: Wul d bl ock while reading pak header

May 28 19:48:31.537: TPLUS(00000044)/0/ READ: read entire 12 header bytes (expect 6 bytes)

May 28 19:48:31.537: TPLUS(00000044)/0/ READ: read entire 18 bytes response

May 28 19:48:31.537: TPLUS(00000044)/0/ 203A4C50: Processing the reply packet

May 28 19:48:31.537: TPLUS: received authorization response for 68: FAIL

May 28 19:48:31.537: CRYPTO PKI _AAA: authorization declined by AAA, or AAA server not found.

May 28 19:48:31.537: CRYPTO PKI_AAA: No cert-application attribute found. Failing.

May 28 19:48:31.537: CRYPTO PKI_AAA: authorization failed

May 28 19:48:31.537: CRYPTO PKI: AAA authorization for list 'ACSLab', and user

' POD5. exanpl e. coml fail ed.

May 28 19:48:31.537: %UCRYPTO 5-1 KMP_I NVAL_CERT: Certificate received from192.0.2.162 is

bad: certificate invalid

May 28 19:48:39.821: CRYPTO PKlI: Trust-Point EM CERT-SERV picked up

May 28 19:48:41.481: CRYPTO PKI: Found a issuer match

May 28 19:48:41.501: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:41.501: CRYPTO PKI: Certificate validated w thout revocati on check

May 28 19:48:41.505: CRYPTO PKI _AAA: checki ng AAA aut horization (ACSLab, POD5.exanpl e.com
<al | >)

May 28 19:48:41.505: AAA/ BI ND(00000045): Bind i/f

May 28 19:48:41.505: AAA/ AUTHOR (0x45): Pick nethod Iist 'ACSLab'

May 28 19:48:41.505: TPLUS: Queui ng AAA Aut horization request 69 for processing

May 28 19:48:41.505: TPLUS: processing authorization request id 69

May 28 19:48:41.505: TPLUS: Protocol set to None ..... Ski ppi ng

May 28 19:48:41.505: TPLUS: Sending AV servi ce=pki

May 28 19:48:41.505: TPLUS: Authorization request created for 69(POD5. exanpl e. con

May 28 19:48:41.505: TPLUS: Using server 198.168.244.55

May 28 19:48:41.509: TPLUS(00000045)/0/1DLE/ 63B22834: got inmedi ate connect on new O

May 28 19:48:41.509: TPLUS(00000045)/0/WRI TE/ 63B22834: Started 5 sec tineout

May 28 19:48:41.509: TPLUS(00000045)/0/WRI TE: wote entire 46 bytes request

May 28 19:48:41.509: TPLUS(00000045)/0/ READ: read entire 12 header bytes (expect 6 bytes)

May 28 19:48:41.509: TPLUS(00000045)/0/ READ: read entire 18 bytes response

May 28 19:48:41.509: TPLUS(00000045)/0/63B22834: Processing the reply packet

May 28 19:48:41.509: TPLUS: received authorization response for 69: FAIL

May 28 19:48:41.509: CRYPTO PKI _AAA: authorization declined by AAA, or AAA server not found.

May 28 19:48:41.509: CRYPTO PKI _AAA: No cert-application attribute found. Failing.

May 28 19:48:41.509: CRYPTO PKI_AAA: authorization failed

May 28 19:48:41.509: CRYPTO PKI: AAA authorization for list 'ACSLab', and user

' POD5. exanpl e. conmt fail ed.

May 28 19:48:41.509: %UCRYPTO 5-1 KMP_I NVAL_CERT: Certificate received from192.0.2.162 is

bad: certificate invalid

Rout er #

Rout er# show crypto isknmp sa

dst src state conn-id sl ot
192.0.2.2 192. 0. 2. 102 MM_KEY_EXCH 95 0

Configuring a Revocation Mechanism Examples

This section contains the following configuration examples that can be used when specifying a revocation
mechanism for your PKI:

Configuring an OCSP Server Example

Thefollowing example shows how to configure the router to use the OCSP server that is specified in the AIA
extension of the certificate:

Rout er (config)# crypto pki trustpoint nytp
Rout er (ca-trustpoint)# revocation-check ocsp
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Specifying a CRL and Then an OCSP Server Example

The following example shows how to configure the router to download the CRL from the CDP. If the CRL
is unavailable, the OCSP server that is specified in the AIA extension of the certificate will be used. If both
optionsfail, certificate verification will also fail.

Rout er (config)# crypto pki trustpoint nytp
Rout er (ca-trustpoint)# revocation-check crl ocsp

Specifying an OCSP Server Example

The following example shows how to configure your router to use the OCSP server at the HTTP URL
“http://myocspserver:81.” If the server is down, the revocation check will be ignored.

Rout er (config)# crypto pki trustpoint nytp
Rout er (ca-trustpoint)# ocsp url http://nyocspserver: 81
Rout er (ca-trust poi nt)# revocation-check ocsp none

Disabling Nonces in Communications with the 0CSP Server Example

The following exampl e shows communications when anonce, or a unique identifier for the OCSP request,
is disabled for communications with the OCSP server:

Rout er (config)# crypto pki trustpoint nytp

Rout er (ca-trustpoint)# ocsp url http://nyocspserver: 81
Rout er (ca-trustpoint)# revocation-check ocsp none

Rout er (ca-trust point)# ocsp di sabl e-nonce

Configuring a Hub Router at a Central Site for Certificate Revocation Checks
Example

The following example shows a hub router at a central site that is providing connectivity for several branch
offices to the central site.

The branch offices are also able to communicate directly with each other using additional 1PSec tunnels
between the branch offices.

The CA publishes CRLson an HTTP server at the central site. The central site checks CRLs for each peer
when setting up an IPSec tunnel with that peer.

The example does not show the IPSec configuration--only the PKI-related configuration is shown.
Home Office Hub Configuration

crypto pki trustpoint VPN-GV
enrol lment url http://ca. hone-office.com 80/ certsrv/mscep/ mscep. dl |
seri al - number none
fqgdn none
i p- addr ess none
subj ect - nane o=Home O fice Inc,cn=Central VPN Gat eway
revocati on-check crl
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Central Site Hub Router

Rout er# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Nunmber: 2F62BE14000000000CAO0
Certificate Usage: General Purpose
| ssuer:
cn=Central Certificate Authority
o=Home Ofice Inc
Subj ect :
Nane: Central VPN Gat eway
cn=Central VPN Gat eway
o=Horme Ofice Inc
CRL Distribution Points:
http://ca. home-office.conl CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMI Sep 26 2003
end date: 00:53:26 GMI' Sep 26 2004
renew date: 00:00: 00 GMI Jan 1 1970
Associ ated Trustpoints: VPN-GW
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CA8
Certificate Usage: Signature
| ssuer:
cn=Central Certificate Authority
o=Horme O fice Inc
Subj ect :
cn=Central Certificate Authority
o=Horme O fice Inc
CRL Distribution Points:
http://ca. home-office.conl CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMI Cct 31 2002
end date: 22:27:27 GMI Cct 31 2017
Associ ated Trustpoints: VPN-GW

Trustpoint on the Branch Office Router

crypto pki trustpoint home-office
enroll ment url http://ca.home-office.com 80/certsrv/nmscep/ nmscep. dl |
seri al - nunber none
fqdn none

i p- addr ess none
subj ect - name o=Home Office Inc,cn=Branch 1
revocation-check crl

A certificate map is entered on the branch office router.

Rout er# configure term nal

Enter configuration conmands, one per line. End with CNTL/Z.
branchl(config)# crypto pki certificate map central-site 10
branchl(ca-certificate-mp)#

The output from the show certificate command on the central site hub router shows that the certificate was
issued by the following:

cn=Central Certificate Authority
o=Home O fice Inc
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These two lines are combined into one line using a comma (,) to separate them, and the original lines are
added asthe first criteriafor a match.

Router (ca-certificate-map)# i ssuer-nane co cn=Central Certificate Authority, ou=Home Ofice
I nc
! The above line wapped but should be shown on one Iine with the Iine above it.

The same combination is done for the subject name from the certificate on the central site router (note that
the line that begins with “Name:” is not part of the subject name and must be ignored when creating the
certificate map criteria). Thisis the subject name to be used in the certificate map.

cn=Central VPN Gateway

o=Home Office Inc

Router (ca-certificate-map)# subject-nane eq cn=central vpn gateway, o=honme office inc

Now the certificate map is added to the trustpoint that was configured earlier.

Router (ca-certificate-map)# crypto pki trustpoint hone-office

Router (ca-trustpoint)# match certificate central-site skip revocation-check
Rout er (ca-trustpoint)# exit

Router (config)# exit

The configuration is checked (most of configuration is not shown).

Router# wite term
I'Many lines left out

crypto pki trustpoint home-office

enrol lment url http://ca. hone-office.com80/certsrv/nmscep/ nmscep. dl |
seri al - nunber none

fqdn none

i p- addr ess none

subj ect - nane o=Home O fice Inc,cn=Branch 1

revocati on-check crl

match certificate central-site skip revocation-check

|

!

crypto pki certificate map central-site 10

i ssuer-nanme co cn = Central Certificate Authority, ou = Home Ofice Inc
subj ect-nane eq cn = central vpn gateway, o = hone office inc
I'many lines left out

Note that the issuer-name and subject-name lines have been reformatted to make them consistent for later
matching with the certificate of the peer.

If the branch officeis checking the AAA, the trustpoint will have lines similar to the following:
crypto pki trustpoint home-office

auth list allow.|ist

aut h user subj commonnane

After the certificate map has been defined aswas done above, the following command is added to the trustpoint
to skip AAA checking for the central site hub.

match certificate central-site skip authorization-check
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In both cases, the branch site router has to establish an IPSec tunnel to the central site to check CRLsor to
contact the AAA server. However, without the match certificatecommand and central-site skip
authorization-check (argument and keyword), the branch office cannot establish the tunnel until it has
checked the CRL or the AAA server. (Thetunnel will not be established unlessthe match cer tificatecommand
and central-site skip authorization-check argument and keyword are used.)

The match certificate command and allow expired-cer tificate keyword would be used at the central site if
the router at abranch site had an expired certificate and it had to establish atunnel to the central site to renew
its certificate.

Trustpoint on the Central Site Router

crypto pki trustpoint VPN-GWV
enrol Il ment url http://ca.home-office.com 80/certsrv/nmscep/ nscep. dl |
seri al - nunber none
fqdn none
i p- addr ess none
subj ect - name o=Home O fice Inc,cn=Central VPN Gat eway
revocation-check crl

Trustpoint on the Branch 1 Site Router

Rout er# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO0
Certificate Usage: General Purpose
| ssuer:
cn=Central Certificate Authority
o=Home Ofice Inc
Subj ect:
Name: Branch 1 Site
cn=Branch 1 Site
o=Home Ofice Inc
CRL Distribution Points:
http://ca. home-office.conl CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMI Sep 26 2003
end date: 00:53:26 GMI Cct 3 2003
renew date: 00:00: 00 GMI Jan 1 1970
Associ ated Trustpoints: hone-office
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CA8
Certificate Usage: Signature
| ssuer:
cn=Central Certificate Authority
o=Home Ofice Inc
Subj ect:
cn=Central Certificate Authority
o=Home Ofice Inc
CRL Distribution Points:
http://ca. home-office.conl CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMI Cct 31 2002
end date: 22:27:27 GMI Cct 31 2017
Associ ated Trustpoints: hone-office

A certificate map is entered on the central site router.
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Rout er# configure term nal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# crypto pki certificate nmap branchl 10

Router (ca-certificate-map)# i ssuer-nane co cn=Central Certificate Authority, ou=Home Ofice
I nc

! The above line wapped but should be part of the Iine above it.

Rout er (ca-certificate-nap)# subject-nane eq cn=Brahcn 1 Site, o=hone office inc

The certificate map is added to the trustpoint.

Router (ca-certificate-nap)# crypto pki trustpoint VPN-GW

Router (ca-trustpoint)# natch certificate branchl allow expired-certificate
Rout er (ca-trustpoint)# exit

Rout er (config) #exit

The configuration should be checked (most of the configuration is not shown).

Router# wite term
'many lines left out
crypto pki trustpoint VPN-GWV
enrol lment url http://ca. hone-office.com80/certsrv/nmscep/ mscep. dl |
seri al - nunber none
fqdn none
i p- addr ess none
subj ect - nane o=Honme O fice Inc,cn=Central VPN Gat eway
revocati on-check crl
match certificate branchl allow expired-certificate
|
|

crypto pki certificate map central -site 10

i ssuer-nanme co cn = Central Certificate Authority, ou = Home Ofice Inc
subj ect-nane eq cn = central vpn gateway, o = hone office inc

! many lines left out

The match certificatecommand and branchl allow expired-certificate (argument and keyword) and the
certificate map should be removed as soon as the branch router has a new certificate.

Configuring Certificate Authorization and Revocation Settings Examples

This section contains the following configuration examples that can be used when specifying a CRL cache
control setting or certificate serial number session control:

Configuring CRL Cache Control
The following example shows how to disable CRL caching for all CRLs associated with the CA1 trustpoint:

crypto pki trustpoint CAl
enrol l ment url http://CAl: 80
i p- addr ess Fast Et hernet 0/ 0
crl query |dap://|dap_CAl
revocation-check crl
crl-cache none

The current CRL is till cached immediately after executing the example configuration shown above:

Router# show crypto pki crls

CRL | ssuer Nane:
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cn=nanme Cert Manager, ou=pki, o=exanpl e. com c=US
Last Update: 18:57:42 GMI Nov 26 2005
Next Updat e: 22:57:42 GMI Nov 26 2005
Retrieved from CRL Distribution Point:
| dap: / /1 dap. exanpl e. com CN=nane Cert Manager, O=exanpl e. com

When the current CRL expires, anew CRL isthen downloaded to the router at the next update. The crl-cache
nonecommand takes effect and all CRLsfor the trustpoint are no longer cached; caching is disabled. You can
verify that no CRL is cached by executing the show crypto pki crls command. No output will be shown
because there are no CRLSs cached.

The following example shows how to configure the maximum lifetime of 2 minutes for all CRL s associated
with the CA1 trustpoint:

crypto pki trustpoint CAl
enrol l ment url http://CAl: 80
i p-addr ess Fast Et hernet0/0
crl query Idap://Idap_CAl
revocati on-check crl
crl-cache del ete-after 2

The current CRL is till cached immediately after executing the example configuration above for setting the
maximum lifetime of a CRL:

Router# show crypto pki crls

CRL | ssuer Nane:

cn=nanme Cert Manager, ou=pki, o=exanpl e. com c=US

Last Update: 18:57:42 GMI Nov 26 2005

Next Updat e: 22:57:42 GMI Nov 26 2005

Retrieved from CRL Distribution Point:

| dap: / /1 dap. exanpl e. com CN=nane Cert Manager, O=exanpl e. com

Wien the current CRL expires, a new CRL is downl oaded to the router at the next update and
the crl-cache del ete-after
command takes effect. This newy cached CRL and all subsequent CRLs will be deleted after
a maximumlifetime of 2 mnutes.
You can verify that the CRL will be cached for 2 minutes by executing the show crypto pki
crls
command. Note that the NextUpdate time is 2 minutes after the LastUpdate tine.

Router# show crypto pki crls

CRL | ssuer Nane:
cn=nanme Cert Manager, ou=pki, o=exanpl e. com c=US
Last Update: 22:57:42 GMI' Nov 26 2005

Next Updat e: 22:59:42 GMI Nov 26 2005
Retrieved from CRL Distribution Point:

[dap://Idap.example.com/CN=name Cert Manager,O=example.com

Configuring Certificate Serial Number Session Control

Thefollowing example shows the configuration of certificate serial number session control using a certificate
map for the CA1 trustpoint:

crypto pki trustpoint CAl
enroll ment url http://CAl
chai n-val i dation stop
crl query ldap://|dap_server
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revocati on-check crl

match certificate crl

!
crypto pki certificate map crl 10
serial -nunber co 279d

Note

If the match-criteria valueis set to eq (equal) instead of co (contains), the serial number must match the
certificate map serial number exactly, including any spaces.

The following example shows the configuration of certificate serial number session control using AAA
attributes. In this case, al valid certificates will be accepted if the certificate does not have the serial number
“4ACA”

crypto pki trustpoint CAl
enrol l ment url http://CAl
i p- addr ess Fast Et hernet 0/ 0
crl query Idap://|dap_CAl
revocati on-check crl
aaa new nodel
|
aaa attribute list crl
attribute-type aaa-cert-serial-not 4ACA

The server log showsthat the certificate with the serial number “4ACA” wasrejected. The certificate rejection
is shown using exclamation points.

Dec

3 04:24:39.051: CRYPTO PKI: Trust-Point CAl picked up
Dec 3 04:24:39.051: CRYPTO PKlI: |ocked trustpoint CAl, refcount is 1
Dec 3 04:24:39.051: CRYPTO PKI: unl ocked trustpoint CAl, refcount is O
Dec 3 04:24:39.051: CRYPTO PKlI: |ocked trustpoint CAl, refcount is 1
Dec 3 04:24:39.135: CRYPTO PKlI: validation path has 1 certs
Dec 3 04:24:39.135: CRYPTO PKl: Found a issuer match
Dec 3 04:24:39.135: CRYPTO PKI: Using CAl to validate certificate
Dec 3 04:24:39.135: CRYPTO PKl: Certificate validated without revocati on check
Dec 3 04:24:39.135: CRYPTO PKlI: Sel ected AAA usernane: ' PKI AAA
Dec 3 04:24:39.135: CRYPTO PKl: Anticipate checking AAA list:' CRL'
Dec 3 04:24:39.135: CRYPTO_PKI _AAA: checki ng AAA authorization (CRL, PKIAAA-L1, <all>)
Dec 3 04:24:39.135: CRYPTO PKI _AAA: pre-authorization chain validation status (0x4)
Dec 3 04:24:39.135: AAA/ BI ND(00000021): Bind i/f
Dec 3 04:24:39.135: AAA AUTHOR (0x21): Pick nethod list 'CRL
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-application" = "all")
Dec 3 04:24:39.175: CRYPTO PKI _AAA: reply attribute ("cert-trustpoint" = "CAL")
!
Dec 3 04:24:39.175: CRYPTO PKI _AAA: reply attribute ("cert-serial-not" = "4ACA")
Dec 3 04:24:39.175: CRYPTO PKI _AAA: cert-serial doesn't match ("4ACA" != "4ACA")

Dec 3 04:24:39.175: CRYPTO_PKI _AAA: post-authorization chain validation status (0x7)

!

Dec 3 04:24:39.175: CRYPTO PKI: AAA authorization for list 'CRL', and user 'PKIAAA" fail ed.
Dec 3 04:24:39.175: CRYPTO PKlI: chain cert was anchored to trustpoint CAl, and chain

val idation result was: CRYPTO _PKI _CERT_NOT_AUTHORI ZED

|

Dec 3 04:24:39.175: %CRYPTO 5-1 KMP_I NVAL_CERT: Certificate received from192.0.2.43 is bad:
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certificate invalid
Dec 3 04:24:39.175: Y%CRYPTO 6- 1 KMP_MODE_FAI LURE: Processing of Main node failed with peer
at 192.0.2.43

Configuring Certificate Chain Validation Examples

This section contains the following configuration examples that can be used to specify the level of certificate
chain processing for your device certificates:

Configuring Certificate Chain Validation from Peer to Root CA

In the following configuration example, all of the certificateswill be validated--the peer, SUbCA 11, SubCA1,
and RootCA certificates.

crypto pki trustpoint RootCA
enrol | rent term nal
chain-val i dation stop
revocati on-check none
rsakeypai r Root CA

crypto pki trustpoint SubCAl
enrol | rent term nal
chai n-val i dati on conti nue Root CA
revocati on-check none
rsakeypai r SubCAl

crypto pki trustpoint SubCAll
enrol | rent term nal
chai n-val i dati on conti nue SubCAl
revocati on-check none
rsakeypair SubCA1ll

Configuring Certificate Chain Validation from Peer to Subordinate CA

In the following configuration example, the following certificates will be validated--the peer and SUbCA 1
certificates.

crypto pki trustpoint RootCA
enrol |l ment term nal
chai n-val i dati on stop
revocati on-check none
rsakeypair Root CA

crypto pki trustpoint SubCAl
enrol |l ment term nal
chai n-val i dati on conti nue Root CA
revocati on-check none
rsakeypai r SubCAl

crypto pki trustpoint SubCAll
enrol |l ment term nal
chai n-val i dati on conti nue SubCAl
revocati on-check none
rsakeypair SubCAll

Configuring Certificate Chain Validation Through a Gap

In the following configuration example, SubCA1 isnot in the configured Cisco | OS hierarchy but is expected
to have been supplied in the certificate chain presented by the peer.
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Additional

Additional References .

If the peer supplies the SUDCAL1 certificate in the presented certificate chain, the following certificates will
be validated--the peer, SUbCA11, and SubCA1 certificates.

If the peer does not supply the SUDCA1 certificate in the presented certificate chain, the chain validation will
fail.

crypto pki trustpoint RootCA
enrol |l ment term nal
chai n-val idati on stop
revocati on-check none
rsakeypair Root CA
crypto pki trustpoint SubCAll
enrol |l ment term nal
chai n-val i dati on conti nue Root CA
revocati on-check none
rsakeypair SubCAll

References

Related Documents

Related Topic Document Title

PKI commands. complete command syntax, command | Cisco 10S Security Command Reference
mode, defaults, usage guidelines, and examples

Overview of PKI, including RSA keys, certificate “Cisco 10S PKI Overview: Understanding and
enrollment, and CAs Planning a PK1” module

RSA key generation and deployment “Deploying RSA Keys Within a PKI” module
Certificate enrollment: supported methods, enrollment | “Configuring Certificate Enrollment for a PKI”
profiles, configuration tasks module

Cisco |OS certificate server overview information and | “ Configuring and Managing aCisco | OS Certificate
configuration tasks Server for PKI Deployment ” module
Recommended cryptographic algorithms Next Generation Encryption

Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.
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FeaturelnformationforCertificate AuthorizationandRevocation

The following table provides release information about the feature or features described in thismodule. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 3: Feature Information for PKI Certificate Authorization and Revocation

Chain Validation

Feature Name Releases | Feature Information
Cache Control This feature provides users the ahility to disable CRL caching or to
Enhancements for specify the maximum lifetime for which aCRL will be cached in router
Certification Revocation memory. It also provides functionality to configure certificate serial
Lists number session control.
The following commands were introduced or modified by this feature:
crl-cache delete-after, crl-cache none, crypto pki certificate map
Certificate-Complete This feature provides users the ability to configure the level to which a

certificate chain is processed on all certificates including subordinate
CA certificates.

The following command was introduced by this feature:

chain-validation

OCSP - Server
Certification from
Alternate Hierarchy

Thisfeature provides users with the flexibility to specify multiple OCSP
servers, either per client certificate or per group of client certificates,
and providesthe capability for OCSP server validation based on external
CA certificates or self-signed certificates.

The following command was introduced by this feature: match
certificate override ocsp

Optional OCSP Nonce

This feature provides users with the ability to configure the sending of
anonce, or unique identifier for an OCSP request, during OCSP
communications.

Certificate Security
Attribute-Based Access
Control

Under the IPsec protocol, CA interoperability permits Cisco 10S devices
and a CA to communicate so that the Cisco |0S device can obtain and
use digital certificates from the CA. Certificates contain severa fields
that are used to determine whether a device or user is authorized to
perform a specified action. Thisfeature addsfieldsto the certificate that
allow specifying an ACL, creating a certificate-based ACL.

The following commands were introduced or modified by this feature:
crypto pki certificate map, crypto pki trustpoint match certificate
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Feature Name Releases | Feature Information

Online Certificate Status This feature allows users to enable OCSP instead of CRLs to check

Protocol (OCSP) certificate status. Unlike CRLs, which provide only periodic certificate
status, OCSP can provide timely information regarding the status of a
certificate.

The following commands were introduced by this feature: ocsp url,
revocation-check

PKI AAA Authorization This feature provides users with the ability to query the AAA server
Using the Entire Subject using the entire subject name from the certificate as aunique AAA
Name username.

The following command was modified by this feature: authorization

username
PKI Integration with This feature provides additional scalability for authorization by
AAA Server generating a AAA username from the certificate presented by the peer.

A AAA server is queried to determine whether the certificate is
authorized for use by the internal component. The authorizationis
indicated by acomponent-specified label that must be present in the AV
pair for the user.

Thefollowing commandswereintroduced by thisfeature: authorization
list, authorization username

PKI: Query Multiple This feature introduces the ability for Cisco |OS software to make
Servers During multiple attempts to retrieve the CRL, allowing operations to continue
Certificate Revocation when a particular server is not available. In addition, the ability to
Check override the CDPsin a certificate with a manually configured CDP has

been introduced. Manually overriding the CDPs in a certificate can be
advantageous when a particular server is unavailable for an extended
period of time. The certificate’s CDPs can be replaced with a URL or
directory specification without reissuing al of the certificatesthat contain
the original CDP.

The following command was introduced by this feature: match
certificate override cdp

Using Certificate ACLs This feature allows a certificate that meets specified criteriato be

to Ignore Revocation accepted regardless of the validity period of the certificate, or if the
Check and Expired certificate meets the specified criteria, revocation checking does not
Certificates have to be performed. Certificate ACL s are used to specify the criteria

that the certificate must meet to be accepted or to avoid revocation
checking. In addition, if AAA communication is protected by a
certificate, thisfeature providesfor the AAA checking of the certificate
to beignored.

Thefollowing command was modified by thisfeature: match certificate

PK1 High Availability The following commands were introduced or modified: crypto pki
server, crypto pki server start, crypto pki server stop, crypto pki
trustpoint, crypto key generatersa, crypto key import pem,crypto
key move rsa, show crypto key mypubkey rsa.
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CHAPTER 4

Configuring Certificate Enroliment for a PKI

Thismodul e describesthe different methods available for certificate enrollment and how to set up each method
for a participating PK1 peer. Certificate enrollment, which is the process of obtaining a certificate from a
certification authority (CA), occurs between the end host that requests the certificate and the CA. Each peer
that participates in the public key infrastructure (PK1) must enroll with a CA.

Note  Security threats, aswell asthe cryptographic technologiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

* Prerequisites for PK| Certificate Enrollment, on page 77

« Information About Certificate Enrollment for a PK1, on page 78

» How to Configure Certificate Enrollment for a PKI, on page 82

* Configuration Examples for PK| Certificate Enrollment Requests, on page 106
« Additional References, on page 115

« Feature Information for PKI Certificate Enrollment, on page 116

Prerequisites for PKI Certificate Enroliment

Before configuring peers for certificate enrollment, you should have the following items:
* A generated Rivest, Shamir, and Adelman (RSA) key pair to enroll and a PKI in which to enroll.
* An authenticated CA.
* Familiarity with the module “ Cisco 10S PKI Overview: Understanding and Planning a PKI1.”

« Enable NTP on the device so that the PK 1 services such as auto enrollment and certificate rollover may
function correctly.

\}

Note Asof Cisco lOS Release 12.3(7)T, all commands that begin with “crypto ca” have been changed to begin
with “crypto pki.” Although the router will still accept crypto ca commands, all output will be be displayed
crypto pki.
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Information About Certificate Enrollment for a PKI

What Are CAs

A CA isan entity that issues digital certificates that other parties can use. It is an example of atrusted third
party. CAs are characteristic of many PKI schemes.

A CA manages certificate requests and issues certificates to participating network devices. These services
provide centralized key management for the participating devices to validate identities and to create digital
certificates. Before any PKI operations can begin, the CA generatesits own public key pair and creates a
self-signed CA certificate; thereafter, the CA can sign certificate requests and begin peer enrollment for the
PKI.

You can use the Cisco 10S certificate server or a CA provided by athird-party CA vendor.

Framework for Multiple CAs

A PKI can be set up in ahierarchical framework to support multiple CAs. At thetop of the hierarchy isaroot
CA, which holds a self-signed certificate. The trust within the entire hierarchy is derived from the RSA key
pair of the root CA. The subordinate CAswithin the hierarchy can be enrolled with either the root CA or with
another subordinate CA. Multipletiersof CAsare configured by either theroot CA or with another subordinate
CA. Within ahierarchical PKI, all enrolled peers can validate the certificate of one another if the peers share
atrusted root CA certificate or a common subordinate CA.

When to Use Multiple CAs

Multiple CAs provide userswith added flexibility and reliability. For example, subordinate CAs can be placed
in branch offices while the root CA is at the office headquarters. Also, different granting policies can be
implemented per CA, so you can set up one CA to automatically grant certificate requests while another CA
within the hierarchy requires each certificate request to be manually granted.

Scenarios in which at least atwo-tier CA isrecommended are as follows:

* Large and very active networks in which alarge number of certificates are revoked and reissued. A
multiple tier CA helpsto control the size of the certificate revocation lists (CRLS).

» When online enrollment protocols are used, the root CA can be kept offline except to issue subordinate
CA certificates. This scenario provides added security for the root CA.

Authentication of the CA

The certificate of the CA must be authenticated before the device will beissued its own certificate and before
certificate enrollment can occur. Authentication of the CA typically occurs only when you initially configure
PKI support at your router. To authenticate the CA, issue the crypto pki authenticate command, which
authenticates the CA to your router by obtaining the self-signed certificate of the CA that contains the public
key of the CA.
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Note PKI does not support certificate with lifetime validity greater than the year 2099. So, It is recommended to
choose alife time validity fewer than the value 2099.

Authentication via the fingerprint Command

Cisco 10S Release 12.3(12) and later releases allow you to issue the finger print command t o preenter a
fingerprint that can be matched against the fingerprint of a CA certificate during authentication.

If afingerprint is not preentered for atrustpoint, and if the authentication request is interactive, you must
verify thefingerprint that is displayed during authentication of the CA certificate. If the authentication request
is noninteractive, the certificate will be rejected without a preentered fingerprint.

Note I the authentication request is made using the command-line interface (CL1), the request is an interactive
request. If the authentication request is made using HTTP or another management tool, the request isa
noninteractive request.

Supported Certificate Enrollment Methods

Cisco 10S software supports the following methods to obtain a certificate from a CA:

 Simple Certificate Enrollment Protocol (SCEP)--A Cisco-devel oped enrollment protocol that usesHTTP
to communicate with the CA or registration authority (RA). SCEP is the most commonly used method
for sending and receiving requests and certificates.

\}

Note To take advantage of automated certificate and key rollover functionality, you must be running a CA that
supports rollover and SCEP must be used as your client enrollment method. If you are running a Cisco 10S
CA, you must be running Cisco |OS Release 12.4(2)T or alater release for rollover support.

» PKCS12--The router imports certificates in PKCS12 format from an external server.

* IOS File System (IFS)--The router uses any file system that is supported by Cisco 10S software (such
as TFTPR, FTR, flash, and NVRAM) to send a certificate request and to receive the issued certificate.
Users may enable IFS certificate enrollment when their CA does not support SCEP.

\}

Note Prior to Cisco |OS Release 12.3(4)T, only the TFTP file system was supported within IFS.

» Manual cut-and-paste--The router displays the certificate request on the console terminal, allowing the
user to enter theissued certificate on the consoleterminal. A user may manually cut-and-paste certificate
reguests and certificates when there is no network connection between the router and CA.

* Enrollment profiles-- Enrollment profiles are primarily used for EST or terminal based enrollment. In
casethat the CA server does not support SCEP, the recommended methods for enrollment are EST based
enrollment or terminal based enrollment.
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* Self-signed certificate enrollment for atrustpoint--The secure HTTP (HTTPS) server generates a
self-signed certificate that is to be used during the secure socket layer (SSL) handshake, establishing a
secure connection between the HTTPS server and the client. The self-signed certificate is then saved in
the router’s startup configuration (NVRAM). The saved, self-signed certificate can then be used for
future SSL handshakes, eliminating the user intervention that was necessary to accept the certificate
every time the router rel oaded.

Note

To take advantage of autoenrollment and autoreenrollment, do not use either TFTP or manual cut-and-paste
enrollment as your enrollment method. Both TFTP and manual cut-and-paste enrollment methods are manual
enrollment processes, requiring user input.

Cisco 10S Suite-B Support for Certificate Enroliment for a PKI

Suite-B reguirements comprise of four user interface suites of cryptographic algorithmsfor use with IKE and
I PSec that are described in RFC 4869. Each suite consists of an encryption algorithm, a digital signature
algorithm, a key agreement algorithm, and a hash or message digest algorithm.

Suite-B adds the following support for the certificate enrollment for a PKI:

* Elliptic Curve Digital Signature Algorithm (ECDSA) (256-bit and 384-bit curves) isused for the signature
operation within X.509 certificates.

« PKI support for validation of for X.509 certificates using ECDSA signatures.

* PKI support for generating certificate requests using ECDSA signatures and for importing the issued
certificatesinto 10S.

See the Configuring Security for VPNs with | Psec feature module for more detailed information about Cisco
|OS Suite-B support.

Registration Authorities

A Cisco I10S certificate server can be configured to run in RA mode. An RA offloads authentication and
authorization responsibilities from a CA. When the RA receives a SCEP or manual enrollment request, the
administrator can either reject or grant it on the basis of local policy. If the request is granted, it will be
forwarded to theissuing CA, and the CA can be configured to automatically generate the certificate and return
it to the RA. The client can later retrieve the granted certificate from the RA.

Automatic Certificate Enroliment

Automatic certificate enrolIment allowsthe CA client to automatically request a certificate fromits CA sever.
This automatic router request eliminates the need for operator intervention when the enrollment request is
sent to the CA server. Automatic enrollment is performed on startup for any trustpoint CA that is configured
and that does not have avalid client certificate. When the certificate expires, anew certificate is automatically
requested.
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Certificate Enrollment Profiles .

Note

2

Tip

\}

When automatic enrollment is configured, clients automatically request client certificates. The CA server
performs its own authorization checks; if these checks include a policy to automatically issue certificates, all
clientswill automatically receive certificates, which isnot very secure. Thus, automatic certificate enrollment
should be combined with additional authentication and authorization mechanisms (such as Secure Device
Provisioning (SDP), leveraging existing certificates, and one-time passwords).

Automated Client Certificate and Key Rollover

By default, the automatic certificate enrollment function requests a new client certificate and keys from the
CS before the client’s current certificate expires. Certificate and key rollover alows the certificate renewal
rollover request to be made before the certificate expires by retaining the current key and certificate until the
new, or rollover, certificate is available. After a specified amount of time, the rollover certificate and keys
will become the active certificate and keys. The expired certificate and keys are immediately deleted upon
rollover and removed from the certificate chain and CRL.

The setup for automatic rollover istwofold: CA clients must be automatically enrolled and the client’s CAs
must be automatically enrolled and have the auto-rollover command enabled. For more information on
configuring your CA servers for automatic certificate rollover see the section “Automatic CA Certificate and
Key Rollover” inthe chapter “ Configuring and Managing a Cisco | OS Certificate Server for PKI Deployment
" of the Public Key Infrastructure Configuration Guide.

An optional renewal percentage parameter can be used with the auto-enroll command to allow anew certificate
to be requested when a specified percentage of the lifetime of the certificate has passed. For example, if the
renewal percentage is configured as 90 and the certificate has a lifetime of one year, a new certificateis
requested 36.5 days before the old certificate expires. In order for automatic rollover to occur, the renewal
percentage must be less than 100.The specified percent value must not be less than 10. If aclient certificate
isissued for less than the configured validity period due to the impending expiration of the CA certificate,
therollover certificate will beissued for the balance of that period. A minimum of 10 percent of the configured
validity period, with an absolute minimum of 3 minutes, isrequired to alow rollover enough timeto function.

If CA autoenrollment is not enabled, you may manually initiate rollover on an existing client with the crypto
pki enroll command if the expiration time of the current client certificate is equal to or greater than the
expiration time of the corresponding CA certificate. The client will initiate the rollover process, which occurs
only if the server is configured for automated rollover and has an available rollover server certificate.

Note

A key pairisaso sentif configured by the auto-enroll re-gener ate command and keyword. It isrecommended
that a new key pair be issued for security reasons.

Certificate Enrollment Profiles

Certificate enroliment profiles allow users to specify certificate authentication, enrollment, and reenrollment
parameters when prompted. The values for these parameters are referenced by two templates that make up
the profile. One template contains parameters for the HT TP request that is sent to the CA server to obtain the
certificate of the CA (a so known as certificate authentication); the other template contains parametersfor the
HTTP request that is sent to the CA for certificate enrollment.
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Configuring two templates enables users to specify different URLS or methods for certificate authentication
and enrollment; for example, authentication (getting the certificate of the CA) can be performed viaTFTP
(using the authentication url command) and enrollment can be performed manually (using the enroliment
terminal command).

Prior to Cisco |OS Release 12.3(11)T, certificate requests could be sent only in a PK CS10 format; however,
an additional parameter was added to the profile, allowing users to specify the PKCS7 format for certificate
renewal requests.

Note

A single enrollment profile can have up to three separate sections for each task--certificate authentication,
enrollment, and reenrollment.

How to Configure Certificate Enrollment for a PKI

This section containsthe following enrolIment option procedures. If you configure enrollment or autoenrolIment
(the first task), you cannot configure manual certificate enrollment. Also, if you configure TFTP or manual
cut-and-paste certificate enrollment, you cannot configure autoenrollment, autoreenrollment, an enrollment
profile, nor can you utilize the automated CA certificate rollover capability.

Configuring Certificate Enrollment or Autoenrollment

Perform this task to configure certificate enrollment or autoenrollment for clients participating in your PKI.

Before you begin

Before configuring automatic certificate enrollment requests, you should ensure that all necessary enrollment
information is configured.

Prerequisitesfor Enabling Automated Client Certificate and Key Rollover

CA client support for certificate rollover is automatically enabled when using autoenrollment. For automatic
CA certificate rollover to run successfully, the following prerequisites are applicable:

* Your network devices must support shadow PKI.
* Your clients must be running Cisco 10S Release 12.4(2)T or alater release.

* The client’'s CS must support automatic rollover. See the section “Automatic CA Certificate and Key
Rollover” in the chapter “ Configuring and Managing a Cisco 1 OS Certificate Server for PK1 Deployment
" of the Public Key Infrastructure Configuration Guide for more information on CA server automatic
rollover configuration.

Prerequisites for Specifying Autoenrollment Initial Key Generation L ocation

To specify the location of the autoenrollment initial key generation, you must be running Cisco 10S Release
12.4(11)T or alater release.

RSA Key Pair Restriction for Autoenrollment

Trustpoints configured to generate anew key pair using the regener ate command or the regener ate keyword
of the auto-enroll command must not share key pairs with other trustpoints. To give each trustpoint its own
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key pair, use the r sakeypair command in ca-trustpoint configuration mode. Sharing key pairs among
regenerating trustpoints is not supported and will cause loss of service on some of the trustpoints because of
key and certificate mismatches.

Certificate renewal with regenerate option does not work with key label starting from zero ('0"), for example,
'Otest'. CL1 allows configuring such name under trustpoint, and allows hostname starting from zero, but
certificate regenerate will fail.

Restrictions for Automated Client Certificate and Key Rollover

In order for clientsto run automatic CA certificate rollover successfully, the following restrictions are
applicable:

» SCEP must be used to support rollover. Any device that enrolls with the PKI using an aternative to
SCEP as the certificate management protocol or mechanism (such as enrollment profiles, manual
enrollment, or TFTP enrollment) will not be able to take advantage of the rollover functionality provided
by SCEP.

« If the configuration cannot be saved to the startup configuration after a shadow certificate is generated,
rollover will not occur.

« Rollover with key regenerate does not work when keypair name starts from zero ('0") (for example,
'Otest"). When configuring r sakeypair name under atrustpoint, do not configure name starting from zero.
When keypair name is not configured and the default keypair is used, make sure the router hostname
does not start from zero. If it does so, configure "rsakeypair name explicitly under the trustpoint with
adifferent name.

Note

SUMMARY STEPS

Security threats, aswell asthe cryptographic technol ogiesto hel p protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

1. enable

2. configureterminal

3.  crypto pki trustpoint name

4. enrollment [mode|retry period minutes|retry count number] url url [pem]
5. eckeypair label

6.  subject-name [x.500-name]

7 vrf vrf-name

8. ip-address{ip-address|interface | none}

9.  serial-number [none]

10. auto-enroll [percent] [regenerate]

11. usage methodl [method2 [method3]]

12. password string

13. rsakeypair key-label key-size encryption-key-size]]
14. fingerprint ca-fingerprint

15. on devicename :

16. exit
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17. crypto pki authenticate
18. exit

name
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19. copy system:running-config nvram:startup-config

20. show crypto pki certificates

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure terninal
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:
Rout er (config)# crypto pki trustpoint nytp
Step 4 enrollment [mode | retry period minutes | retry count | Specifiesthe URL of the CA onwhich your router should

number] url url [pem]

Example:

Rout er (ca-trustpoint)# enrol | ment url
http://cat.exanpl e.com

send certificate requests.

» mode --Specifies RA mode if your CA system
provides an RA.

e retry period minutes --Specifies the wait period
between certificate request retries. The default is 1
minute between retries.

e retry count number -- Specifiesthe number of times
arouter will resend a certificate request when it does
not receive aresponse from the previous request.
(Specify from 1 to 100 retries.)

e url url -- URL of the file system where your router
should send certificate requests. An IPv6 address can
be added in the URL enclosed in brackets. For
example: http:// [2001:DB8:1:1::1]:80.

* pem -- Adds privacy-enhanced mail (PEM)
boundaries to the certificate request.

Note An enrollment method other than TFTP or
manual cut-and-paste must be configured to
support autoenrollment.
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Command or Action

Purpose

Step 5 eckeypair label (Optional) Configures the trustpoint to use an Elliptic
Example: Curve (EC) key onwhich certificate requests are generated
ple: using ECDSA signatures. The label argument specifies
. _ the EC key label that is configured using the crypto key
Rout er (ca-trustpoint)# eckeypair Router_1_Key .
generatersaor crypto key gener ate ec keysizecommand
inglobal configuration mode. See the Configuring I nternet

Key Exchange for |Psec VPNs feature module for more

information.

Note If an ECDSA signed certificate is imported
without atrustpoint configuration, then the label
defaults to the FQDN value.

Step 6 subject-name [x.500-name] (Optional) Specifies the requested subject name that will
be used in the certificate request.
Example:
 x.500-name --If it is not specified, the fully qualified
Rout er (ca-trustpoi nt)# subj ect - name cat domain name (FQDN), which is the default subject
name, will be used.
Step 7 vrf vrf-name (Optional) Specifies the the VRF instance in the public
Example: key infrastructure (PK1) trustpoint to be used for
xample: enrollment, certificate revocation list (CRL) retrieval, and
. online certificate status protocol (OCSP) status.
Rout er (ca-trustpoint)# vrf nyvrf
Step 8 ip-address{ip-address | interface | none} (Optional) Includesthe | P address of the specified interface
in the certificate request.
Example:
* Issue the ip-address argument to specify either an
Router(ca-trustpoint)# ip address 192.168. 1. 66 IPv4 or IPv6 address.
« Issue the interface argument to specify an interface
on the router.
« Issue the none keyword if no IP address should be
included.

Note If this command is enabled, you will not be
prompted for an | P address during enrollment
for this trustpoint.

Step 9 seria-number [none] (Optional) Specifies the router serial number in the
Example: certificate request, unless the none keyword is issued.
* Issue the none keyword to specify that aserial number
Rout er (ca-trustpoi nt)# seri al - nunber will not be included in the certificate request.
Step 10 auto-enroll [percent] [regener ate] (Optional) Enables autoenrollment, allowing the client to

Example:

automatically request arollover certificate from the CA.
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Command or Action

Purpose

Router(ca-trustpoint)# auto-enroll regenerate

« |f autoenrollment is not enabled, the client must be
manually re-enrolled in your PKI1 upon certificate
expiration.

« By default, only t he Domain Name System (DNS)
name of the router isincluded in the certificate.

 Use the percent argument to specify that a new
certificate will be requested after the percentage of
the lifetime of the current certificate is reached.

» Use the regener ate keyword to generate a new key
for the certificate even if anamed key already exists.

Note If the key pair being rolled over is exportable,
the new key pair will also be exportable. The
following comment will appear in the trustpoint
configuration to indicate whether the key pair
isexportable: “! RSA key pair associated with
trustpoint is exportable.”
Note It is recommended that a new key pair be
generated for security reasons.

Step 11 usage methodl [method2 [method3]] (Optional) Specifies the intended use for the certificate.
Example: * Available options are ike, ssl-client, and ssl-server;
the default isike.
Rout er (ca-trustpoi nt)# usage ssl-client
Step 12 password string (Optional) Specifies the revocation password for the
certificate.
Example:
« |f thiscommand is enabled, you will not be prompted
Rout er (ca-trustpoint)# password stringl for a password during enrollment for this trustpoint.
Note When SCEP isused, this password can be used
to authorize the certificate request--often viaa
one-time password or similar mechanism.
Step 13 rsakeypair  key-label key-size encryption-key-size]] | (Optional) Specifies which key pair to associate with the
certificate.
Example:

Rout er (ca-trustpoi nt)# rsakeypair key-Iabel 2048
2048

* A key pair with the key-label argument will be
generated during enrollment if it does not already
exist or if the auto-enroll regener ate command was
issued.

« Specify the key-size argument for generating the key,
and specify the encryption-key-size argument to
request separate encryption, signature keys, and
certificates. The key-size and encryption-key-size
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Command or Action

Purpose

must be the same size. Length of lessthan 2048 is
not recommended.

Note If this command is not enabled, the FQDN key

pair is used.
Step 14 fingerprint ca-fingerprint (Optional) Specifies afingerprint that can be matched
against the fingerprint of a CA certificate during

Example: _

authentication.
Rout er (ca-trustpoint)# fingerprint 12EF53FA Note If the fingerprint is not provided and
355CD23E 12EFS3FA 355CD23E authentication of the CA certificateis
interactive, thefingerprint will be displayed for
verification.
Step 15 on devicename : (Optional) Specifiesthat RSA keyswill be created on the
specified device upon autoenrollment initial key
Example: :
generation.

Rout er (ca-trustpoi nt)# on usbtokenO: « Devicesthat may be specified include NVRAM, loca
disks, and Universal Serial Bus (USB) tokens. USB
tokens may be used as cryptographic devicesin
addition to a storage device. Using aUSB token as a
cryptographic device allows RSA operations such as
key generation, signing, and authentication to be
performed on the token.

Step 16 exit Exits ca-trustpoint configuration mode and returnsto global
configuration mode.

Example:

Router(ca-trustpoint)# exit

Step 17 crypto pki authenticate name Retrieves the CA certificate and authenticates it. Check
the certificate fingerprint if prompted.

Example:

Note This command is optional if the CA certificate

Router(config)# crypto pki authenticate nytp is already loaded into the configuration.

Step 18 exit Exits global configuration mode.
Example:
Rout er (config)# exit
Step 19 copy system:running-config nvram:startup-config (Optional) Copies the running configuration to the

Example:

Rout er #
copy system running-config nvramstartup-config

NVRAM startup configuration.

Note Autoenrollment will not update NVRAM if the
running configuration has been modified but
not written to NVRAM.
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. Configuring Manual Certificate Enroliment

Command or Action Purpose

Step 20 show crypto pki certificates (Optional) Displays information about your certificates,

including any rollover certificates.
Example:

Rout er# show crypto pki certificates

Configuring Manual Certificate Enroliment

Manual certificate enrollment can be set up via TFTP or the manual cut-and-paste method. Both options can
be used if your CA does not support SCEP or if a network connection between the router and CA is not
possible. Perform one of the following tasks to set up manual certificate enrollment:

PEM-Formatted Files for Certificate Enroliment Request

Using PEM-formatted files for certificate requests can be helpful for customers who are using terminal or
profile-based enrollment to request certificates from their CA server. Customers using PEM-formatted files
can directly use existing certificates on their routers.

Restrictions for Manual Certificate Enrollment

SCEP Restriction

We do not recommend switching URLs if SCEP is used; that is, if the enrollment URL is “http://myca,” do
not change the enrollment URL after getting the CA certificate and before enrolling the certificate. A user
can switch between TFTP and manual cut-and-paste.

Key Regeneration Restriction

Do not regenerate the keys manually using the crypto key generate command; key regeneration will occur
when the crypto pki enrollcommand isissued if the regenerate keyword is specified.

Configuring Cut-and-Paste Certificate Enrollment

Perform this task to configure cut-and-paste certificate enrollment. This task helps you to configure manual
certificate enrollment via the cut-and-paste method for peers participating in your PKI.

SUMMARY STEPS

enable

configure terminal

crypto pki trustpoint name
enrollment terminal pem
fingerprint ca-fingerprint

exit

crypto pki authenticate name
crypto pki enroll name

crypto pki import name certificate
exit

©OENOGHWN
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11.  show crypto pki certificates

Configuring Cut-and-Paste Certificate Enroliment .

DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er > enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:
Router (config)# crypto pki trustpoint nytp
Step 4 enrollment terminal pem Specifies the manua cut-and-paste certificate enrollment
method.
Example:
« The certificate request will be displayed on the
Rout er (ca-trust poi nt)# enrol | ment terninal console terminal so that it may be manually copied
(or cut).
 pem --Configures the trustpoint to generate
PEM-formatted certificate requests to the console
terminal.
Step 5 fingerprint ca-fingerprint (Optional) Specifies afingerprint that can be matched
against the fingerprint of a CA certificate during
Example: .
authentication.
Rout er (ca-trustpoint)# fingerprint 12EF53FA Note If the fingerprint is not provided, it will be
355CD23E 12EF53FA 355CD23E d|$|ayed for Verification_
Step 6 exit Exits ca-trustpoint configuration mode and returnsto global
configuration mode.
Example:
Router(ca-trustpoint)# exit
Step 7 crypto pki authenticate name Retrieves the CA certificate and authenticatesiit.
Example:
Router(config)# crypto pki authenticate nytp
Step 8 crypto pki enroll name Generates certificate request and displays the request for

Example:

copying and pasting into the certificate server.
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Command or Action

Purpose

Router(config)# crypto pki enroll nytp

* You are prompted for enrollment information, such
aswhether to include the router FQDN and | P address
in the certificate request. You are also given the
choice about displaying the certificate request to the
console terminal.

» The base-64 encoded certificate with or without PEM
headers as requested is displayed.

Step 9

crypto pki import name certificate

Example:

Rout er (config)# crypto pki inport nytp certificate

Imports a certificate manually at the console terminal
(pasting).

* The base-64 encoded certificate is accepted from the
console terminal and inserted into the internal
certificate database.

Note You must enter this command twice if usage
keys, a signature key, and an encryption key
areused. Thefirst timethe command is entered,
one of the certificates is pasted into the router.
The second time the command is entered, the
other certificateis pasted into the router. It does
not matter which certificate is pasted first.
Note Some CAsignorethe usage key informationin
the certificate request and issue general purpose
usage certificates. If this appliesto the
certificate authority you are using, import the
genera purpose certificate. The router will not
use one of the two key pairs generated.

Step 10

exit
Example:

Router(config)# exit

Exits global configuration mode.

Step 11

show crypto pki certificates

Example:

Rout er# show crypto pki certificates

(Optional) Displays information about your certificates,
the certificates of the CA, and RA certificates.

Configuring TFTP Certificate Enrollment

Perform thistask to configure TFTP certificate enrollment. Thistask helpsyou to configure manual certificate

enrollment using a TFTP server.

Before you begin

* You must know the correct URL to useif you are configuring certificate enrollment viaTFTP.
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Configuring TFTP Certificate Enroliment .

* The router must be able to write afile to the TFTP server for the crypto pki enroll command.

« If you are using afile specification with the enr ollment command, the file must contain the CA certificate
either in binary format or be base-64 encoded.

« You must know if your CA ignores key usage information in a certificate request and issues only a
general purpose usage certificate.

A

Caution Some TFTP serversrequire that the file must exist on the server before it can be written. Most TFTP servers
require files that can be written over. This requirement may pose a risk because any router or other device
may write or overwrite the certificate request; thus, the replacement certificate request will not be used by
the CA administrator, who must first check the enrollment request fingerprint before granting the certificate
request.

SUMMARY STEPS

enable

configure terminal

crypto pki trustpoint name
enrollment [mode] [retry period minutes] [retry count number] url url [pem]
fingerprint ca-fingerprint

exit

crypto pki authenticate name
crypto pki enroll name

crypto pki import name certificate
exit

show crypto pki certificates

©ENDGOHWN

- -
- O

DETAILED STEPS

Command or Action Purpose

Step 1

enable Enables privileged EXEC mode.

Example: * Enter your password if prompted.

Rout er> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termnal
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters

ca-trustpoint configuration mode.
Example:

Rout er (config)# crypto pki trustpoint nytp
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Command or Action

Purpose

Step 4 enrollment [mode] [retry period minutes] [retry count | Specifies TFTP as the enrollment method to send the
number] url url [pem] enrollment request and to retrieve the CA certificate and
router certificate and any optional parameters.
Example:
Note For TFTP enrollment, the URL must be
Rout er (ca-trustpoint)# enrol | ment url configured asa TFTP URL,
tftp://certserver/file_specification tftp://example_tftp_url.

» An optional file specification filename may be
included inthe TFTP URL. If the file specification
is not included, the FQDN will be used. If thefile
specification isincluded, the router will append the
extension “.ca’ to the specified filename.

Step 5 fingerprint ca-fingerprint (Optional) Specifies the fingerprint of the CA certificate
Examle: received via an out-of-band method from the CA
pe: administrator.
Rout er (ca-trustpoint)# fingerprint 12EF53FA Note If the fingerprint is not provided, it will be
355CD23E 12EF53FA 355CD23E d|sp|ayw for Verificmion_
Step 6 exit Exits ca-trustpoint configuration mode and returnsto global
configuration mode.
Example:
Rout er (ca-trustpoint)# exit
Step 7 crypto pki authenticate name Retrieves the CA certificate and authenticates it from the
specified TFTP server.
Example:
Rout er (config)# crypto pki authenticate nytp
Step 8 crypto pki enroll name Generates certificate request and writes the request out to
the TFTP server.
Example:
* You are prompted for enrollment information, such
Rout er (config)# crypto pki enroll nytp aswhether to include therouter FQDN and | P address
in the certificate request. You are queried about
whether to display the certificate request to the
console terminal.

« The filename to be written is appended with the
extension “.req”. For usage keys, asignature key and
an encryption key, two requests are generated and
sent. The usage key request filenames are appended
with the extensions “-sign.req” and “-encr.req”,
respectively.

Step 9 crypto pki import name certificate Imports a certificate via TFTP at the console terminal,

Example:

which retrieves the granted certificate.
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Command or Action Purpose
_ o o * The router will attempt to retrieve the granted
Router(config)# crypto pki inport nytp certificate certificate via TFTP using the same filename used to

send the request, except the extension is changed from
“.req” to “.crt”. For usage key certificates, the
extensions “-sign.crt” and “-encr.crt” are used.

« The router will parse the received files, verify the
certificates, and insert the certificatesinto the internal
certificate database on the router.

Note Some CAsignorethe usage key informationin
the certificate request and issue general purpose
usage certificates. If your CA ignoresthe usage
key information in the certificate request, only
import the general purpose certificate. The
router will not use one of the two key pairs

generated.
Step 10 exit Exits global configuration mode.
Example:
Router(config)# exit
Step 11 show crypto pki certificates (Optional) Displays information about your certificates,

the certificates of the CA, and RA certificates.
Example:

Rout er# show crypto pki certificates

Certifying a URL Link for Secure Communication with a Trend Micro Server

Perform thistask to certify alink used in URL filtering that all ows secure communication with aTrend Micro
Server.

\}

Note  Security threats, aswell asthe cryptographic technol ogiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

SUMMARY STEPS

enable

clock set hh : mm : ss date month year
configure terminal

clock timezone zone hours-offset [minutes-offset |
ip http server

hosthame name

ip domain-name name

NOOAWN
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8. cryptokey generatersa general-keysmodulus  modulus-size

9. crypto pki trustpoint name
10. enrollment terminal
11. cryptocaauthenticate name

12. Copy thefollowing block of text containing the base 64 encoded CA certificate and paste it at the

prompt.
13. Enter yesto accept this certificate.
14. serial-number
15. revocation-check none
16. end
17. trmregister

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er> enabl e

Step 2 clock set hh : mm : ss date month year Sets the clock on the router.
Example:
Router# cl ock set 23:22:00 22 Dec 2009

Step 3 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal

Step 4 clock timezone zone hours-offset [minutes-offset ] Sets the time zone.

Example:

Rout er (config)# clock timezone PST -08

* The zone argument is the name of the time zone
(typically a standard acronym). The hours-offset
argument is the number of hours the time zoneis
different from Universal Time Coordinated (UTC).
The minutes-offset argument isthe number of minutes
the time zone is different from UTC.

Note The minutes-offsetargument of the clock
timezone command isavailable for those cases
where alocal time zone is a percentage of an
hour different from UTC or Greenwich Mean
Time (GMT). For example, the time zone for
some sections of Atlantic Canada (AST) is
UTC-3.5. In this case, the necessary command
would be clock timezone AST -3 30.
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Command or Action Purpose
Step 5 ip http server Enablesthe HTTP server.
Example:
Rout er(config)# ip http server
Step 6 hostname name Configures the hostname of the router.
Example:
Rout er (confi g)# host name host nanel
Step 7 ip domain-name name Defines the domain name for the router.
Example:
Rout er (config)# i p domai n-nane exanpl e. com
Step 8 crypto key generatersa general-keys modulus Generates the crypto keys.
modulus-size -
« The gener al-keys keyword specifies that a general
Example: purpose key pair is generated, which is the default.
Router (config)# crypto key generate rsa . Themoduluskgyword and modulus-size argument
gener al - keys nmodul us gener al S)ec'fy the IP Size Of the kw mOdUl us. By defaU|t,
the modulus of a CA key is 1024 bits. When
generating RSA keys, you will be prompted to enter
amodulus length. A longer modulus could offer
stronger security but takes longer to generate and to
use. A length of less than 2048 is not recommended.
Note The name for the general keysthat are
generated are based on the domain name that
isconfigured in Step 7. For example, the keys
will be called “ example.com.”
Step 9 crypto pki trustpoint name Declares the CA that your router should use and enters
ca-trustpoint configuration mode.
Example:
Note Effectivewith Cisco |0S Release 12.3(8)T, the
Rout er (config)# crypto pki trustpoint mytp crypto pki trustpoint command replaced the
crypto catrustpoint command.
Step 10 enrollment terminal Specifies the manual cut-and-paste certificate enrollment
method.
Example:
* The certificate request will be displayed on the
Rout er (ca-trust poi nt)# enrol | ment termninal console terminal so that you may manually copy (or
cut).
Step 11 crypto ca authenticate name Takes the name of the CA as the argument and

Example:

authenticatesiit.
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Command or Action

Purpose

Rout er (ca-trustpoint)# crypto ca authenticate nytp

« The following command output displays:

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line
by itself.

Step 12

Copy the following block of text containing the base 64
encoded CA certificate and paste it at the prompt.

M 1 O DOCongAn BAgl ENH70zzANBgkahki GMORAQURACEOMGBWIQDWCIEENY
W EMMGLLEChMHRELaVEhelE: MEGALUECKMARFLaVEhe(BTZMLCMECR\Y

0G naVHhaGQA0aCy aXFEMBAYOTKANY N E2NCELMAXOTEAMIgy N E2NCEL

Mo} ELIVAKGALUEENVOAMKEDARNBAGTEOVK AW YXOXLTA BoNBAS TIEWK
dWinvogle] Xl | EN enRozij YR | EF1dGvenh O TQRzANBkohki GovoB
ATEFACH QugYKQYEAW2XVE:| Yubgni OF GE2RFG YCh7+2gR/EAR | CPR M

BeGIA BON | pUEZKzxa N BoPLZ4Q QKO t 0BGzhABRY PmENLDM st 4RA
CIKREWBQar f GaOMzELZMKR WvkObuYOV7xd fUNLj LES6i G FPBgX7KC
AEACDARgERMHAGALUEHARDMEWZaE 0G3XZ BIMBWEYDVIIENMEZE)
MMGALLEThMHRXELaVENeCE: MEBGALLEMRELaVENeCBIAMLCMBRV/AG m
AVMh0GHQA0a Gy aXFENIDAGAY DV BRIk MBOGALUHEAQIMBGEDY | vNTGW
@ yNTYONTUKVY/AL BONHBEBAVDAQMHNDVRD) BRWFOABY0+S/SspXF0g

I BBV QiOGNHODVROCEBYEFE narkr Or KVLOF Y1 yAQTZOMkd/ LNAGKLUHEAGF
VVBAS BGYIKOZI hvZOBOEABAOWCSPY MIMBVDAGhAVROGESGE b3DEERQA
IR OKer 899612gKEF7VIObN] AJXMITENAKaSHrH 2kn@eUIXRmA KEdS) hveY
70j / V) TVbINTM enGH PSonl OKER! ZGx/ zuf 61 W VAZONARZS Wl odz2uPHth

1voqZi egDf gnclzgcPGUI WEX/ r 87yl ogaKHee9570+sB3c4

The following command output displays:
Certificate has the following attributes:

Fi ngerprint MD5: 67CB9DCO 13248A82 9BB2171E
D11BECD4
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Configuring a Persistent Self-Signed Certificate for Enroliment via SSL .

Command or Action

Purpose

Fi ngerprint SHAl: D23209AD 23D31423 2174E40D
7F9D6213 9786633A

Step 13 Enter yes to accept this certificate.
% Do you accept this certificate? [yes/no]: yes
The following command output displays:
Trustpoint CA certificate accepted.
% Certificate successfully inported
Step 14 serial-number Specifiestherouter serial number in the certificate request.
Example:
host nanel(ca-trustpoint)# serial - nunber
Step 15 revocation-check none Specifies that certificate checking isignored.
Example:
host nanel(ca-trustpoi nt)# revocati on-check none
Example:
Step 16 end Exits ca-trustpoint configuration mode and returns to
Example: privileged EXEC mode.
host nanel(ca-trustpoint)# end
Step 17 trm register Manually starts the Trend Micro Server registration
rocess.
Example: P

host nanel# trmregister

Configuring a Persistent Self-Signed Certificate for Enrollment via SSL

This section contains the following tasks:

\}

Note These tasks are optional because if you enable the HTTPS server, it generates a self-signed certificate

automatically using default values.
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. Persistent Self-Signed Certificates Overview

Persistent Self-Signed Certificates Overview

Restrictions

)

The SSL protocol can be used to establish a secure connection between an HTTPS server and a client (web
browser). During the SSL handshake, the client expects the SSL server’s certificate to be verifiable using a
certificate the client already possesses.

If Cisco 10S software does not have a certificate that the HTTPS server can use, the server generates a
self-signed certificate by calling a PK| application programming interface (API). When the client receives
this self-signed certificate and is unable to verify it, intervention is needed. The client asksyouif the certificate
should be accepted and saved for future use. If you accept the certificate, the SSL handshake continues.

Future SSL handshakes between the same client and the server use the same certificate. However, if the router
isreloaded, the self-signed certificateislost. The HTTPS server must then create anew self-signed certificate.
Thisnew self-signed certificate does not match the previous certificate, so you are once again asked to accept
it.

Requesting acceptance of the router’s certificate each time that the router rel oads may present an opportunity
for an attacker to substitute an unauthorized certificate when you are being asked to accept the certificate.
Persistent self-signed certificates overcome all these limitations by saving a certificate in the router’s startup
configuration.

* You can configure only one trustpoint for a persistent self-signed certificate.

* The maximum lifetime of a self-signed certificate is 00:00:00 GMT Jan 1, 2030.

Note

Do not change the | P domain name or the hostname of the router after creating the self-signed certificate.
Changing either name triggers the regeneration of the self-signed certificate and overrides the configured
trustpoint. WebV PN tiesthe SSL trustpoint name to the WebV PN gateway configuration. If anew self-signed
certificate is triggered, then the new trustpoint name does not match the WebV PN configuration, causing the
WebV PN connections to fail.

Configuring a Trustpoint and Specifying Self-Signed Certificate Parameters

\}

Note

SUMMARY STEPS

Security threats, aswell asthe cryptographic technol ogiesto hel p protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

Perform the following task to configure atrustpoint and specify self-signed certificate parameters.

enable

configure terminal
crypto pki trustpoint name
enrollment selfsigned
subject-name [x.500-name]

apwDbD-=
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Configuring a Trustpoint and Specifying Self-Signed Certificate Parameters .

rsakeypair key-label [key-size [encryption-key-siz€]]
crypto pki enroll name

end

show crypto pki certificates [trustpoint-name[ver bose]]
10. show crypto pki trustpoints[status | label [status]]

©oNo

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Rout er> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termnal
Step 3 crypto pki trustpoint name Declares the CA that your router should use and enters
. ca-trustpoint configuration mode.
Example:
Note Effectivewith Cisco |0S Release 12.3(8)T, the
Rout er (config)# crypto pki trustpoint |ocal crypto pki trustpoint command replaced the
crypto ca trustpoint command.
Step 4 enrollment selfsigned Specifies self-signed enrollment.
Example:
Rout er (ca-trustpoint)# enrol | nent sel fsigned
Step 5 subject-name [x.500-name] (Optional) Specifiesthe requested subject nameto be used
in the certificate request.
Example:
« If no value for the x-500-name argument is specified,
Rout er (ca-trust poi nt)# subj ect - narme the FQDN, which isthe default subject name, is used.
Step 6 rsakeypair key-label [key-size [encryption-key-size]] | (Optional) Specifies which key pair to associate with the

certificate.
Example:
« The value for the key-label argument will be
Rout er (ca-trustpoint)# rsakeypair exanpl ekey 2048 generated during enrollment if it does not already
exist or if the auto-enroll regener ate command was
issued.

* Specify avalue for the key-size argument for
generating the key, and specify avalue for the
encryption-key-size argument to request separate
encryption, signature keys, and certificates. The
key-size and encryption-key-size must be the same
size. Length of less than 2048 is no recommended.
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Command or Action Purpose
Note If this command is not enabled, the FQDN key
pair is used.
Step 7 crypto pki enroll name Tells the router to generate the persistent self-signed
certificate.
Example:
Rout er (config)# crypto pki enroll Iocal
Step 8 end (Optional) Exits ca-trustpoint configuration mode.
Example: * Enter this command a second time to exit global
configuration mode.
Rout er (ca-trustpoint)# end
Step 9 show crypto pki certificates [trustpoint-name[ver bose]] | Displays information about your certificate, the
certification authority certificate, and any registration
Example: ; o
authority certificates.
Rout er # show crypto pki certificates | ocal verbose
Step 10 show crypto pki trustpoints [status | label [status]] Displays the trustpoints that are configured in the router.

Example:

Rout er# show crypto pki trustpoints status

Enabling the HTTPS Server

Perform the following task to enablethe HTTPS

Before you begin

server.

To specify parameters, you must create atrustpoint and configure it. To use default values, delete any existing
self-signed trustpoints. Deleting all self-signed trustpoints causes the HTTPS server to generate a persistent
self-signed certificate using default values as soon as the server is enabled.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip http secure-server

4. end

5. copy system:running-config nvram: startu
DETAILED STEPS

p-config

Command or Action

Purpose

Step 1

enable

Example:

Enables privileged EXEC mode.

« Enter your password if prompted.
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Command or Action

Purpose

Rout er > enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step 3 ip http secure-server Enables the HTTPS web server.
Example: Note A key pair (modulus 1024) and a self-signed
certificate are automatically generated.
Router(config)# ip http secure-server
Step 4 end Exits global configuration mode.
Example:
Rout er (config)# end
Step 5 copy system:running-config nvram: startup-config Saves the self-signed certificate and the HTTPS server in

Example:

Rout er# copy system running-config nvram
startup-config

enabled mode.

Configuring a Certificate Enroliment Profile for Enroliment or Reenrollment

Perform this task to configure a certificate enrollment profile for enrollment or reenrollment. Thistask helps
you to configure an enrollment profile for certificate enrollment or reenrollment of arouter with a Cisco 10S
CA that is aready enrolled with a third-party vendor CA.

Enable arouter that is enrolled with athird-party vendor CA to use its existing certificate to enroll with the
Cisco |OS certificate server so the enrollment request is automatically granted. To enable this functionality,
you must issue the enrollment credential command. Also, you cannot configure manual certificate enrollment.

Before you begin

Perform the following tasks at the client router before configuring a certificate enrollment profile for the client
router that is already enrolled with athird-party vendor CA so that the router can reenroll with a Cisco 10S

certificate server:

« Defined atrustpoint that points to the third-party vendor CA.

« Authenticated and enrolled the client router with the third-party vendor CA.
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Note « To use certificate profiles, your network must have an HTTP interface to the CA.
« If an enrollment profileis specified, an enrollment URL may not be specified in the trustpoint configuration.
Although both commands are supported, only one command can be used at atimein atrustpoint.
* Because thereis no standard for the HT TP commands used by various CAs, the user isrequired to enter
the command that is appropriate to the CA that is being used.

>
SUMMARY STEPS
1. enable
2. configure terminal
3. cryptopki trustpoint name
4. enrollment profile label
5. exit
6. crypto pki profileenrollment label
7 Do one of the following:
* authentication url url
+ authentication terminal
8. authentication command
9. Do oneof thefollowing:
 enrollment url url
* enrollment terminal
10. enrollment credential |abel
11. enrollment command
12. parameter number {valuevalue|prompt string}
13. exit
14. show crypto pki certificates
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Rout er > enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Rout er# configure term nal
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Command or Action Purpose
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:

Rout er (config)# crypto pki trustpoint Entrust

Step 4 enrollment profile |abel Specifies that an enrollment profile is to be used for

certificate authentication and enrollment.
Example:

Router(ca-trustpoint)# enroll ment profile E

Step 5 exit Exits cartrustpoint configuration mode.

Example:

Router(ca-trustpoint)# exit

Step 6 crypto pki profile enroliment label Defines an enrollment profile and enters ca-profile-enroll

Example: configuration mode.

« |abel --Name for the enrollment profile; the
Rout er (config)# crypto pki profile enrollnent E enrollment profile name must match the name
specified in the enrollment profile command.

Step 7 Do one of the following: Specifies the URL of the CA server to which to send
. certificate authentication requests.
« authentication url wurl
« authentication ter minal « url --URL of the CA server to which your router
) should send authentication requests. If you are using
Example: HTTP, the URL should read “http:/CA_name,” where
CA_nameisthe host DNS name or IP address of the
Rout er (ca-profile-enroll)# authentication url CA. If vou are using TFTP. the URL should read
http://entrust: 81 Ay .g o e
“tftp://certserverffile_specification.” (If the URL does
Example: not include a file specification, the FQDN of the

router will be used.)
Rout er (ca-profile-enrol|)# aut hentication term nal

Specifies manual cut-and-paste certificate authentication.

Step 8 authentication command (Optional) Specifiesthe HTTP command that is sent to

the CA for authentication.
Example:

Router (ca-profile-enroll)# authenticati on conmand

Step 9 Do one of the following: Specifies the URL of the CA server to which to send

certificate enrollment requestsviaHTTP or TFTP.
e enrollment url wurl

. Specifies manual cut-and-paste certificate enrollment.
* enrollment terminal

Example:
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Command or Action Purpose
Router(ca-profile-enroll)# enrollnent url
http://entrust: 81/ cda-cgi/clientcgi.exe
Example:
Example:
Rout er (ca-profile-enroll)# enrol |l nent term nal
Step 10 enrollment credential label (Optional) Specifies the third-party vendor CA trustpoint
that isto be enrolled with the Cisco 10S CA.
Example:
Note This command cannot be issued if manual
Rout er (ca-profile-enroll)# enrol |l ment credenti al certificate enrollment is being used.
Ent r ust
Step 11 enrollment command (Optional) Specifiesthe HTTP command that is sent to
the CA for enrollment.
Example:
Rout er (ca-profile-enroll)# enrol | nent command
Step 12 parameter number {valuevalue|prompt string} (Optional) Specifies parametersfor an enrollment profile.
Example: * Thiscommand can be used multiple timesto specify
multiple values.
Router(ca-profile-enroll)# paranmeter 1 val ue
aaaa- bbbb-cccc
Step 13 exit (Optional) Exits ca-profile-enroll configuration mode.
Example: * Enter this command a second time to exit global
configuration mode.
Rout er (ca-profile-enroll)# exit
Step 14 show crypto pki certificates (Optional) Displays information about your certificates,
the certificates of the CA, and RA certificates.
Example:
Rout er# show crypto pki certificates
What to Do Next

If you configured the router to reenroll with a Cisco 10S CA, you should configure the Cisco |OS certificate
server to accept enrollment requests only from clients already enrolled with the specified third-party vendor
CA trustpoint to take advantage of this functionality. For more information, see the module “ Configuring
and Managing a Cisco |10S Certificate Server for PKI Deployment.”
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Configuring Certificate Enrollment in a Two-Tier PKI Environment

\}

Thefeature enables sub-CAsto issue certificatesto their clientswhen aroot CA isoffline. Theroot certificate
can be imported through the CL1 first, and then it is used to validate the issuing sub CA certificate configured
under the trustpoint.

Note

Enable revocation checking as per your environment before performing the following tasks.

For importing the ROOT-CA through terminal, perform the following steps:

enabl e

!

configure term nal

!

crypto pki trustpoint ROOT-CA
revocati on-check none

enrol |l ment term nal

1

crypto pki authenticate ROOT-CA
!

exit

For authenticating SUB-CA without specifying or accepting the fingerprint.

enabl e

!

configure term nal

!

crypto pki trustpoint SUB-CA
revocati on-check none

enrol I ment url url

chai n-val i dati on conti nue ROOT- CA
exit

!

crypto pki authenticate SUB-CA
exit

Configuring Certificate Renewal by Enabling Multiple Trustpoints

Starting from the Cisco 10S XE 17.4.1 release, you can enable the registration authority to use multiple
trustpoints to validate router credentials for initial certificate enrollment and certificate renewal. This
enhancement enables automated validation of multiple trustpoints while maintaining zero-touch certificate
enrollment through the SCEP enrollment protocol.

When you enroll arouter for the first time, an SCEP request isinitiated and this request is signed by using
the SUDI credentials. The request is then sent to aregistration authority which validates the SUDI certificate
through alocal trustpoint. The local trustpoint validates the router SCEP credentials. If the validation is
successful, the registration authority uses the SUDI certificate to decrypt the signature and validate the hash.
After the hash validation is also successful, the registration authority forwards the SCEP request to the
certificate authority (CA). The CA then signs the request and sends the certificate back to the registration
authority which in turn forwards the certificate to the router. At this point, the SCEP enrollment is complete.

In the case of a certificate renewal, when the same process is followed, the renewal fails. Thisis because the
registration authority cannot validate the renewal request since the router uses the current certificate asthe
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credentials. Since the registration authority can use only one trustpoint to validate the router identity, the
certificate renewal fails.

To overcome this challenge, you can now configure the registration authority to use multiple trustpoints to
validate the router credentials. In this manner, the initial enrollment as well as the renewal works seamlessly.

To configure multiple trustpoints, use the grant auto <tp-list> command. You can configure from upto 5
trustpoints by using this command. For example:

grant auto tp-list <tpl tp2>

grant auto tp-list <tpl tp2 tp3>

grant auto tp-list <tpl tp2 tp3 tp4>
grant auto tp-list <tpl tp2 tp3 tp4 tp5>

After you configure the trustpoints, the registration authority validates the certificates that are received by
using one of the configured trustpoints. The validation starts from the first trustpoint. If the validation is
successful, the certificate is renewed. Else, the authority validates using the next available trustpoint.

Sample Configuration

crypto pki server FANRSACA

no dat abase archive

grant auto <tp-list> ACT2_SUDI _CA <CA_TRUSTPO NT>

hash sha256

node ra transparent

|

crypto pki trustpoint FANRSACA

enrol Il ment url http://10.4.1.117: 8080/ ej bca/ publ i cweb/ appl y/ scep/ FANRSACA
seri al - nunber none

fqdn none

i p- addr ess none

subj ect - nanme seri al Nunber =PI D: | SR4451- X/ K9 SN: FOC23231CRY, CN=l SR4k-1-ra
revocati on-check none

rsakeypai r FANRSACA Key 4096

|

crypto pki trustpoint ACT2_SUDI _CA
enrol Il ment profile ACT2_SUDI _CA
revocati on-check none

!

crypto pki trustpool policy
revocati on-check none

Note

Grant auto trustpoint and grant auto tp-list are mutually exclusive. You cannot run the grant auto tp-list
command if you have already configured grant auto trustpoint.

Configuration Examples for PKI Certificate EnrolimentRequests

Configuring Certificate Enroliment or Autoenroliment Example

Thefollowing example showsthe configuration for the“mytp-A” certificate server and its associated trustpoint,
where RSA keys generated by the initial autoenrollment for the trustpoint will be stored on a USB token,
“usbtoken0”:

crypto pki server mytp-A
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dat abase | evel conplete
i ssuer-name CN=conpany, L=city, C=country
grant auto
| Specifies that certificate requests will be granted autonatically.
|
crypto pki trustpoint nytp-A
revocati on-check none
rsakeypair nyTP-A
st or age usbt okenO
! Specifies that keys will be stored on usbtokenO:
on usbt okenO

I Specifiesthat keys generated oninitial auto enroll will be generated on and stored on ! usbtokenO:

Configuring Autoenrollment Example

The following example shows how to configure the router to automatically enroll with a CA on startup,
enabling automatic rollover, and how to specify all necessary enrollment information in the configuration:

crypto pki trustpoint trustptl

enrol lment url http://trustptl. exanpl e.conl/

subj ect - nane OU=Spiral Dept., O=exanple.com

i p-address ethernet-0

seri al - number none

usage i ke

aut o-enroll regenerate

password passwordl

rsa-key trustptl 2048

|
crypto pki certificate chain trustptl
certificate pki 0B
30820293 3082023D A0030201 0202010B 300D0609 2A864886 F70D0101 04050030
79310B30 09060355 04061302 5553310B 30090603 55040813 02434131 15301306
0355040A 130C4369 73636F20 53797374 656D3120 301E0603 55040B13 17737562
6F726420 746F206B 6168756C 75692049 50495355 31243022 06035504 03131B79
6E692D75 31302043 65727469 66696361 7465204D 616E6167 6572301E 170D3030
30373134 32303536 32355A17 0D303130 37313430 31323834 335A3032 310E300C
06035504 0A130543 6973636F 3120301E 06092A86 4886F70D 01090216 11706B69
2D343562 2E636973 636F2E63 6F6D305C 300D0609 2A864886 F70D0101 01050003
4B003048 024100B3 0512A201 3B4243E1 378A9703 8ACSE3CE F77AF987 B5A422C4
15E947F6 70997393 70CF34D6 63A86B9C 4347A81A 0551FC02 ABA62360 01EF7DD2
6CL36AEB 3C6C3902 03010001 A381F630 81F3300B 0603551D 0F040403 02052030
10060355 1D110415 30138211 706B692D 3435622E 63697363 6F2E636F 6D301D06
03551D0E 04160414 247D9558 169B9A21 23D289CC 2DDA2A9A 4F77C616 301F0603
551D2304 18301680 14BD742C E892E819 1D551D91 683F6DB2 D8847A6C 73308185
0603551D 1F047E30 7C307AA0 3CA03AA4 38303631 OE300C06 0355040A 13054369
73636F31 24302206 03550403 131B796E 692D7531 30204365 72746966 69636174
65204D61 6E616765 72A23AA4 38303631 OE300C06 0355040A 13054369 73636F31
24302206 03550403 131B796E 692D7531 30204365 72746966 69636174 65204D61
6E616765 72300D06 092A8648 86F70D01 01040500 03410015 BC7CECF9 696697DF
E887007F 7A8DA24F 1ED5A785 C5C60452 47860061 0C18093D 08958A77 5737246B
0A25550A 25910E27 8B8B428E 32F8D948 3DD1784F 954C70
qui t

Note In thisexample, keys are neither regenerated nor rolled over.
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Configuring Certificate Autoenroliment with Key Regeneration Example

Thefollowing example shows how to configure the router to automatically enroll with the CA named “trustmel”
on startup and enable automatic rollover. The regener ate keyword isissued, so a new key will be generated
for the certificate and reissued when the automatic rollover processisinitiated. The renewal percentageis
configured as 90 so if the certificate has alifetime of one year, anew certificate is requested 36.5 days before
the old certificate expires. The changes made to the running configuration are saved to the NVRAM startup
configuration because autoenrolIment will not update NVRAM if the running configuration has been modified
but not written to NVRAM.

crypto pki trustpoint trustmel
enrol Il ment url http://trustnmel. exanpl e. conl
subj ect -name OU=Spiral Dept., O=exanple.com
i p-address ethernetO
seri al - nunmber none
auto-enroll 90 regenerate
password passwordl
rsakeypair trustnel 2048
exit
crypto pki authenticate trustnel
copy system running-config nvramstartup-config

Configuring Cut-and-Paste Certificate Enroliment Example

Thefollowing example shows how to configure certificate enrollment using the manual cut-and-paste enrollment
method:

Rout er (confi g) #

crypto pki trustpoint TP

Rout er (ca-trustpoint)#

enrol | ment term nal

Rout er (ca-trust point)#

crypto pki authenticate TP

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
----- BEG N CERTI FI CATE- - - - -

M | CNDCCAd6gAW BAgl Q0s CmXpVHWodKr y RoqULV7j ANBgkghki GOWOBAQUFADAS
M WCQYDVQQGEW] VUz EWWBQGALUEChIMNQ2I z2Y28gU3I zd GVt cz ESMBAGALUEAXMJ
bXNj YS1yb290NMB4XDTAy MDI x NDAWNDYWWo XDTA3NMDI x NDAWNT Q0 OFowOT EL MAK G
A1UEBhMCVWIWK Fj AUBgNVBAOTDUNpc2NvI FN5c3RI bXIVk Ej AQBgNVBAMICWLz Y2 Et
cnmBvdDBc MAOGCSqGSI b3 DQEBAQUAAOS AMEgCQQCI x8nl GFg+wy3Bj FbVi 25wYoG
K2NOHWAHpgx FuFhgyBnl COCshl n9Ct r dN3JvUNHr ONI Koc EMNKUGYnPWWGT T AgIVB
AAG gc Ewgb4wOwYDVROPBAQDAgHGVA8 GAL Ud EWEB/ WQFMAVBAF 8WwHQYDVROOBBYE
FKI acsl 6dKAf uNDVQym Sp7esf 8j M30GALUd HWRMVIBQWL 6 At 0 CuGKWAOdHAGLY 9t
Cc2NhLXJIvb3QvQ@VydEVucmdsbC9t c2NhLXJIvb3QuY3JsMDGgL6AL hi t maWkI O 8v
XFxt c2NhLXIvb3Rc@VydEVucmdsbFxt c2NhLXJIvb3QuY3JsMBAGCSs GAQBgj cV
AQQDAgEAMAOGCSqGS| h3DQEBBQUAAOEAeuZkZMX9gkoLHf ETYTpVW ZPCQhBnwiNRA
0JDSdYdt L3Bcl / uLL5g7EmODy &f Ly MaxuhQYx5r / 40aSQyLCqBg+yg==

----- END CERTI FI CATE- - - - -

Certificate has the following attributes:

Fi ngerprint: D6C12961 CD78808A 4E02193C 0790082A

% Do you accept this certificate? [yes/no]:

y

Trustpoint CA certificate accepted.

% Certificate successfully inported

Rout er (confi g) #

crypto pki enroll TP

% Start certificate enrollment..

% The subject nane in the certificate will be:
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Rout er . exanpl e. com

% I nclude the router serial nunber in the subject nane? [yes/no]:
n

% I nclude an | P address in the subject nane? [no]:

n

Di splay Certificate Request to termnal? [yes/no]:

y

Signature key certificate request -

Certificate Request follows:

M | BhTCB7wW BADAI MSMM QYJKoZI hvc NAGk CFhRTYWEk QrFnZ2Vy LimNpc 2Ny Lim\v
bTCBnz ANBgkghki GOWOBAQEFAACB] QAwg Yk Cg YEAXdhXFDi WAN/ hi Zs9zf Ot ssKA
daoWruOns9Fe/ Pew01dhl4vXdxgacst Cs2Pr 5wk 6] LOPxpvxQJPW QVBi pLimy Vxv
oj hyLTr Vohr h6Dngcvk+G 50hss909RxvONwx042pQchFnx9EKMUZC7evwRxJEQR
mBHXBZ8GTP3j YQsj S8MCAWEAAaAhNMBBGCSqGSI b3DQE]Dj ESMBAWDY YDVROPAQH

BAQDAge AMAOGCSqGSI b3DQEBBAUAA4 GBAMT6W y FWO5POY7Ut F+YI YHIi VRUf 4SCq
hRI AG | j UePL09i TqyPU1Pnt 8Jnl Z5P5BHU3M gP8sqgodaWib6nmubkzaohJ1gD06
87f nLCNi d5Tov5j KogFHI ki 2EGGZxBosUnd1 JI enQINdDPbJc5L1 Wif Dvci A6j O
N 8r Ot Knt 8Q+

|

|

!

Redi spl ay enrol |l ment request? [yes/no]:

Encryption key certificate request -

Certificate Request follows:

M | BhTCB7wW BADAI MSMM QYJKoZI hvc NAGk CFhRTYWEk QrFnZ2Vy LimNpc 2Ny Lim\v
bTCBnz ANBgk ghki GOWOBAQEFAAOB] QAwg Yk Cg YEAWGE0Qoj pDbzbKnyj 8FyTi Qcv
THKDP7XD4vLT1XaJ409z0gSI oGnl cdFt XhVI BW pq3/ Oz YFXr 1t H+BMCRQ 3Lt s
0l pxYa3DOi FPgev7SPXpsAl sY8a6FMy7Ti wLObqgi Q LKL4cbuVOFrj | OYuv5A/ Z+
kgMOn7c+pWAWFdLe9l s CAWEAAaAhNMBBGCSqGSI b3DQEI Dj ESMBAWDY YDVROPAQH
BAQDAgUgMAOGCSqGSI b3 DQEBBAUAAAGBACF7T eURj / f JNbj PBI R6f a9Br | MIx+2F
HO1YM Cl i z2n4nHTeWI'WKhLo T8WUf a9NGCk 7yi +nF/ F7035t wLf q6n2bSCTWlaem
8j LMVaeFxwkr V/ ce@Kr ucnNCLuVx+f By9r hnkKx8j 60XE25t np1U08r 6o pBQABU
eNPFhozcaQ 2

|

|

!

Redi spl ay enrol |l ment request? [yes/no]:

n

Rout er (confi g) #

crypto pki inmport TP certificate

Enter the base 64 encoded certificate.

End with a blank line or the word "quit" on a line by itself

M | Daj CCAxSgAwW BAgl KFN7C6 QAAAAAMRz ANBgk ghki GOw0 BAQUFADAS MQs wCQYD
VQQGEW] VUz EWWBQGALUEChIMNQ2I z2Y28gU3I zd GVt czESMBAGALUEAXMIbXNj YS1y
b290MB4 XDTAy MDYWODAXMI'YOM 0 XDTAz MDYWODAXM YOM owd TEj MCEGCSqGSI| b3
DQEJAhMUU2FuZEJhZ2dl ci 5] aXNj by 5] b20wgZ8wbDQYJKoZI hvc NAQEBBQADg YOA
M GJAoGBAMXYVxQAI gJ/ 4SGoPc3zr bLCgHWIFLt Jr PRXvz3sNNXYdelL13cYGnLL
Tr Nj 6+cJOoyzj 8ab8Ti T1skDOoqS5s! ch6l 4ci 061al a4eg56nL5Phv+al bLPaPU
cbzj cMIONqUHI Rz8f RIDLnQu3r 8Ec SRKkZgR1wWW Bpj 942EL| OvDAgMBAAG ggHM
M | By DAL BgNVHQBEBAMCB4 AWHQYDVROOBBYEFL8Quz8dy z4EG eKx9A8UMNHLE4S
MHAGALUd| wRpMCeAFKI acsl 6dKAFf uNDVQym Sp7esf 8j 0 T2k Oz A5 M wCQYDVQQRG
Ewd VUz EWWBQGALUEChMNQ2I z2Y28gU3I zdGVt czESMBAGALUEAXMIbXNj YS1yb290
ghA6wWKZel Uf ChOgqvJG pQ XuMCl GA1UJEQEB/ wQYMBaCFFNnbmRCYWINZXI uY2| z
Y28uY29t M30GAL Ud HWRmMMGOQWM 6 At 0 CuGKWhOdHAGLY 9t c2NhLXJIvb3Qv R VydEVU
cmBsbC9t c2NnLXJIvb3QuY3JsMDGYLBAL hi t maWkl O 8vXFxt c2NhLXJvb3RcQ@Vy
dEVucndsbFxt c2NnLXJvb3QuY3JsM GUBggr BgEFBQe BAQSBhz CBhDA/ Bggr BgEF
BQcwAoYzaHROcDovL21z Y2Et cnBvdCIDZXIORWbYb2xsL21z Y2Et cnBvdF9t c2Nh
LXJIvb3QuY3JOMEEGCCs GAQUFBz AChj VmaWkl O 8vXFxt c2NhLXJvb3RcQVydEVu
cmBsbFxt c2NhLXJIvb3Rf bXN YS1yb290LniNy dDANBgkghki GOWOBAQUFAANBAJ 02
r 6sHPGBATQX2EDoJ pR/ A2UHXx RYqQVSHKFKZW0z 31r 53z UMDOPNUETV7mZl YNVRZ
CSEX/ G8boi 3WJ z9wZo=

% Router Certificate successfully inported

Rout er (confi g) #

crypto pki inport TP cert
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Enter the base 64 encoded certificate.

End with a blank line or the word "quit" on a line by itself

M | Daj CCAxSgAwW BAgl KFN7 OBQAAAAAMSDANBgk ghki GOw0BAQUFADAS MQs wCQYD
VQQGEW] VUz EWWBQGALUEChMNQ2I z2Y28gU3I zdGvt cz ESMBAGALUEAXMIbXNj YS1y
b290MB4 XDTAy MDYWODAX MI'YONVo XDTAz MDYWODAXM YONVowd TEj MCEGCSqGSI b3
DQEJAhMUU2FuZEJhZ2dl ci 5j aXNj by5j b20wgZ8wDQYJKoZI hvc NAQEBBQADg YOA
M GJAoGBAMBUt EKI 6Q282yp8o/ Bck4j nLOX5Az+1w+Ly09V2i eNPc9l Ei KBpyHHR
bV4AVZQVr aat / zvc2BV69bR/ gTAkUI t y7bNCKcW&E W/ YhT6enr +0j 16bACLGPGUhTK
u04sCznbokl yyi +HG71 dBa45dGLr +QP2f pKj Dpu3PqV] VhXS3vZbAgMBAAG ggHM
M | By DAL BgNVHQB EBAMCBSAWHQYDVROOBBYEFPDO290RdI EUSgBMy6j ZR+YFRW j

MHAGALUdI WRpMGeAFKI acsl 6dKAf uNDVQyml Sp7esf 8j 0 T2k Oz A5 MQs wCQYDVQQG
Ewd VUz EWWBQGALUEChMNQ2I z2Y28gU3I zdGvt czESMBAGALUEAXMIbXNj YS1yb290
ghA6wKZel Uf ChOqvJG pQ XuMCl GA1UJEQEB/ wQYMBaCFFNnbmRCYWINZXI uY2| z
Y28uY29t M30 GAL Ud HWRmMGQWM_ 6 At 0 CuGKWhOdHAGLY 9t c2NhLXJvb3Qv@VydEVU
cnmBsbC9t c2NnLXJIvb3QuY3JsMDGYL6AL hi t maWkl O 8vXFxt c2NhLXJvb3Rc@Vy
dEVucndsbFxt c2NnLXJvb3QuY3JsM GUBggr BgEFBQc BAQSBhz CBhDA/ Bggr BgEF
BQcwAoYzaHROcDovL21z Y2Et cnmBvdCODZXIORWbYb2xsL21z Y2Et cnPvdF9t c2Nh
LXJvb3QuY3JOMEEGCCs GAQUFBz AChj VmaWkl O 8vXFxt c2NhLXJvb3Rc Q@ VydEVuU
cnmBsbFxt c2NnLXJIvb3Rf bXN YS1yb290LniNy dDANBgk ghki GOWOBAQUFAANBAHaU
hyOaLi r UghNxCnlz XRG7 C3WLj 0k SX7a4f X9OxKR/ Z2SoM dMNPPy Apuh8SoT2z BP
ZKj ZU2W cZE nZFAWbk=

% Router Certificate successfully inported

You can verify that the certificate was successfully imported by issuing the show crypto pki certificates

command:

Rout er# show crypto pki certificates
Certificate
Status: Available
Certificate Serial Number: 14DECE05000000000C48
Certificate Usage: Encryption
| ssuer:
CN = TPCA-r oot
O = Company
C=Us
Subj ect:
Nane: Router. exanpl e. com
O D. 1.2.840.113549.1.9.2 = Router.exanple.com
CRL Distribution Point:
http://tpca-root/CertEnroll/tpca-root.crl
Validity Date:
start date: 18:16:45 PDT Jun 7 2002
end date: 18:26:45 PDT Jun 7 2003
renew date: 16:00: 00 PST Dec 31 1969
Associ ated Trustpoints: TP
Certificate
Status: Available
Certificate Serial Number: 14DEC2E9000000000C47
Certificate Usage: Signature
| ssuer:
CN = tpca-root
O = company
C=Us
Subj ect :
Nane: Router. exanpl e. com
O D. 1.2.840.113549.1.9.2 = Router.exanple.com
CRL Distribution Point:
http://tpca-root/CertEnroll/tpca-root.crl
Validity Date:
start date: 18:16:42 PDT Jun 7 2002
end date: 18:26:42 PDT Jun 7 2003
renew date: 16:00: 00 PST Dec 31 1969
Associ ated Trustpoints: TP
CA Certificate
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Status: Avail able
Certificate Serial Number: 3AC0A65E9547C2874AAF2468A942D5EE
Certificate Usage: Signature

| ssuer:
CN = tpca-root
O = Company
C = Us
Subj ect :
CN = tpca-root
O = company
C = Us

CRL Distribution Point:

http://tpca-root/CertEnroll/tpca-root.crl
Validity Date:

start date: 16:46:01 PST Feb 13 2002

end date: 16:54:48 PST Feb 13 2007
Associ ated Trustpoints: TP

Configuring Manual Certificate Enrollment with Key Regeneration Example

The following example shows how to regenerate new keys with amanual certificate enrollment from the CA
named “trustme2”:

crypto pki trustpoint trustne2
enrol l ment url http://trustnme2. exanpl e. com
subj ect-nanme OU=Spiral Dept., O=exanple.com
i p-address ethernetO
seri al - number none
regenerate
password passwordl
rsakeypair trustne2 2048
exit
crypto pki authenticate trustne2
crypto pki enroll trustme2

Creating and Verifying a Persistent Self-Signed Certificate Example

Thefollowing example shows how to declare and enroll atrustpoint named “local” and generate a self-signed
certificate with an | P address:

crypto pki trustpoint |ocal

enrol | ment sel fsigned

end

configure term nal

Enter configurati on comrands, one per line. End with CNTL/Z.

crypto pki enroll |ocal

Nov 29 20:51:13.067: %SSH- 5- ENABLED: SSH 1.99 has been enabl ed

Nov 29 20:51:13. 267: Y CRYPTO 6- AUTOGEN: Generated new 512 bit key pair
% I nclude the router serial number in the subject name? [yes/no]: yes
% I nclude an | P address in the subject nane? [no]: yes

Enter Interface nanme or | P Address[]: ethernet O

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created
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. Enabling the HTTPS Server Example

\)

Note

A router can have only one self-signed certificate. If you attempt to enroll atrustpoint configured for a
self-signed certificate and one already exists, you receive a notification and are asked if you want to replace
it. If so, anew self-signed certificate is generated to replace the existing one.

Enabling the HTTPS Server Example

The following example shows how to enable the HTTPS server and generate a default trustpoint because one
was not previously configured:

configure term nal

Enter configurati on conmmands, one per line. End with CNTL/Z.

ip http secure-server

% Generating 1024 bit RSA keys ...[ K]

*Dec 21 19:14:15.421: %Kl - 4- NOAUTOSAVE: Confi guration was nodified. |Issue "wite nenory"
to save new certificate

Rout er (config) #

Note

You need to save the configuration to NVRAM if you want to keep the self-signed certificate and have the
HTTPS server enabled following router reloads.

The following message also appears:

*Dec 21 19:14:10. 441: %8SH- 5- ENABLED: SSH 1. 99 has been enabl ed

Note

Creation of the key pair used with the self-signed certificate causes the Secure Shell (SSH) server to start.
This behavior cannot be suppressed. You may want to modify your Access Control Lists (ACLS) to permit
or deny SSH accessto therouter. You can usetheip ssh rsa keypair-name unexisting-key-pair-name command
to disable the SSH server.

Verifying the Self-Signed Certificate Configuration Example

The following example displays information about the self-signed certificate that you just created:

Rout er# show crypto pki certificates
Router Self-Signed Certificate
Status: Available
Certificate Serial Nunmber: 01
Certificate Usage: General Purpose
| ssuer:
cn=l OS- Sel f- Si gned- Certificate-3326000105
Subj ect :
Name: | OS-Sel f-Si gned-Certificate-3326000105
cn=l OS- Sel f- Si gned- Certificate-3326000105
Validity Date:
start date: 19:14:14 GMI Dec 21 2004
end date: 00:00: 00 GMI Jan 1 2020
Associ ated Trustpoints: TP-self-signed-3326000105
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)

Note The number 3326000105 is the router’s serial number and varies depending on the router’s actual serial
number.

The following example displays information about the key pair corresponding to the self-signed certificate:

Rout er# show crypto key mypubkey rsa

% Key pair was generated at: 19:14:10 GMI Dec 21 2004

Key nane: TP-self-signed-3326000105

Usage: General Purpose Key

Key is not exportable.

Key Dat a:
30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00B88F70
6BC78B6D 67D6CFF3 135C1D91 8F360292 CA44A032 5ACLA8FD 095E4865 F8C95A2B
BFD1C2B7 E64A3804 9BBD7326 207BD456 19BAB78B DO75E78E 00D2560C B09289AE
6DECB8B0 6672FB3A 5CDAEE92 9DACAF71 F3BCB269 214F6293 4BASFABF 9486BCFC
2B941BCA 550999A7 2EFE12A5 6B7B669A 2D88AB77 39B38EOE AA23CB8C B7020301 0001

% Key pair was generated at: 19:14:13 GMI Dec 21 2004

Key nane: TP-self-signed-3326000105. server

Usage: Encryption Key

Key is not exportable.

Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 O00CS5680E 89777B42
463E5783 FE96EA9E F446DC7B 70499AF3 EA266651 56EE29F4 5B003D93 2FCI9F81D
8A46E12F 3FBAC2F3 046EDODD C5F27C20 1BBA6B9B 08F16E45 C34D6337 F863D605
34E30FOE B4921BC5 DAC9EBBA 50C54AA0 BF551BDD 88453F50 61020301 0001

\}

Note The second key pair with the name TP-self-signed-3326000105.server is the SSH key pair and is generated
when any key pair is created on the router and SSH starts up.

The following exampl e displays information about the trustpoint named “local”:

Rout er# show crypto pki trustpoints
Trust poi nt |ocal:
Subj ect Nane:
seri al Nunber =C63EBBE9+i paddr ess=10. 3. 0. 18+host nane=t est . exanpl e. com
Serial Number: 01
Persistent self-signed certificate trust point

Configuring Direct HTTP Enroliment Example

The following example show how to configure an enrollment profile for direct HTTP enrollment with a CA
server:

crypto pki trustpoint Entrust
enrollment profile E
seri al
crypto pki profile enrollnment E
aut hentication url http://entrust:81
aut henti cation command GET /certs/cacert. der
enrol lment url http://entrust:81/cda-cgi/clientcgi.exe
enrol | ment command PCST ref erence_nunber =$P2&aut hcode=$P1
&retri evedAs=r awDER&act i on=get Ser ver Cer t &kcs10Request =$REQ
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paraneter 1 val ue aaaa- bbbb-cccc
paraneter 2 val ue 5001

Configuring Certificate Enrollment in a Two-Tier PKI Environment Example

Example of importing the ROOT-CA viaterminal.

(config)#crypto pki trustpoint ROOT-CA
(ca-trustpoint)#revocati on-check none
(ca-trustpoint)#enroll ment term nal

(config)#crypto pki authenticate ROOT-CA

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -
M | DdTCCAl 2gAw BAgl Q f TAr EE1ly KZPXHaAVgDk5j ANBgkghki GOwWOBAQs FADBN
MRMAVEQYKCZI mi ZPy LGQBGRYDY29t MRgWFg YKCZI mi ZPy LGQBGRY!I dnBuLWhc3Qx
HDAaBgNVBAMIE3Zwbi 11 YXNOLXphY2t t Y2kt QQEwWHhcNMTgxM | wivDAWN] MyWhc N
M gxM | wWDAXN] MyW BNVRMAVEQYKCZI i ZPy LGQBGRYDY29t MRgWHg YKCZI mi ZPy
LGBGRYI dnBuLW/hc3QxHDAaBgNVBAMIE3Zwhi 11 YXNOLXphY2t t Y2kt QOEwggQEi
MAOGCSqGSI b3DQEBAQUAA4I BDwAWggEKAoI BAQCOGANs 91 U2HHE +XYhr mZKg6+Xo
S5kNf I uémvCf Z7Zi AKxZ03whJWZgNC7JRZQ+LKI JAcBUSF 2nmSIWRp+HVg1 6k4Zf 7
bMyl Bg629HT8XnFLrr 31 f h1l f L7Wjl 1Uez7/ PEzj sw09y/ ml W Snr | gR3+PvyDbH
E86A6Jnnt TNl s4qgawle72Bl nEzwwRaFNi 7VQz 7GQw3CUo+RX9wt FYj ABTy TUM BA
MP47pl 8Cvh1j HVHqHcbgpyd97j 1/ 8n1d/ NCne HKI g2hnKEOLHx80K7Q Helr kryl
+r 0ol 2f S3CCGIY000+FI Ns3qwdah8H8xf nsc5cs8l JCl bZGIhMIXq6u4Ecp+N1AgVB
AAG UTBPMAs GA1Ud DWQEAW Bhj APBgNVHRVBAf 8EBTADAQH MBOGA1Ud DgQWBBTb
zvf a7aNZspz3GaJ CvKDI KOBKFTAQBgkr BgEEAY! 3FQEEAW BADANBgkghki GOWOB
AQs FAACCAQEAGTI PTauHsPp7hlv/ i FXkbWW1aGr08/ | aJ&sCr 0f 9/ nsf MOHOOJIm
LP+t wy5KkFa7l 6u4vM M f Nyuj S60Fgnw3nBUJCy2Sk YV G BddN+BQbnkZ460M
sYf aynFBsvsbmraLEqU@t 9cmNCsk Xoda+Ff f yFTWAUBFz V66BGKpn6Y70yl ghF5
NLj j gWPVNRy 7RKMA| Ke9J0+oEmugwt df Hgi FdX+d6qPovj bApj 2j 6N4+Cv6qHDO
/ c+WUXRxz08eFNOgHNJi pk700XM Un4UaWvhM CYA9ELsj j SAWhBI 4i i / +fi al Lw
xgof +2mm zaf zFZz+eVf 5kgwpV07d ZI ng==
----- END CERTI FI CATE- - - - -
qui t
Certificate has the following attributes:
Fi ngerprint MD5: 99182E1E 96FB0595 DF86BFCE 3C781CF5
Fi ngerprint SHAl: 6E55B878 9AA3B603 D689AC25 F027615E OCB8EGE4

% Do you accept this certificate? [yes/no]: yes
Aut henti cating SUB-CA w thout having to specify or accept the fingerprint.

(config)#crypto pki trustpoint SUB-CA

(ca-trustpoint)#enrollment url http://<SUBCA | P/ FQDN>: 80/ certsrv/ nmscep/ nscep. dl |
(ca-trustpoint)#chai n-val i dati on conti nue ROOT- CA

(ca-trustpoint)#revocati on-check none

(ca-trustpoint)#crypto pki authenticate SUB-CA
Certificate has the following attributes:
Fi ngerprint MD5: 5C38CBOA 050AAE87 84A08A75 5F7084B8
Fi ngerprint SHAl: EB829470 BB8B9E26E 4457F346 7A3E957C C623C6F9
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
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Additional References

Related Documents

Additional References .

Related Topic

Document Title

USB token RSA operations: Benefitsof using
USB tokens

“Storing PKI Credentials’ module in the Cisco 10S Security
Configuration Guide: Secure Connectivity

USB token RSA operations. Certificate server
configuration

“Configuring and Managing a Cisco |10S Certificate Server
for PKI Deployment” chapter in the Cisco 10S Security
Configuration Guide: Secure Connectivity

See the “ Generating a Certificate Server RSA Key Pair”
section, the “ Configuring a Certificate Server Trustpoint”
section, and related examples.

Overview of PKI, including RSA keys,
certificate enrollment, and CAs

“ Cisco |0S PKI Overview: Understanding and Planning a
PKI " modulein the Cisco 10S Security Configuration
Guide: Secure Connectivity

Secure Device Provisioning: functionality
overview and configuration tasks

“ Setting Up Secure Device Provisioning (SDP) for
Enrollment in a PKI " modulein the Cisco 10S Security
Configuration Guide: Secure Connectivity

RSA key generation and deployment

“ Deploying RSA Keys Within a PKI ” module in the Cisco
|OS Security Configuration Guide: Secure Connectivity

Cisco 10S certificate server overview
information and configuration tasks

“ Configuring and Managing a Cisco 10S Certificate Server
for PKI Deployment ” module in the Cisco |0S Security
Configuration Guide: Secure Connectivity

Setting up and using a USB token

“ Storing PK1 Credentials” modulein the Cisco |OS Security
Configuration Guide: Secure Connectivity

Cisco 10S security commands

Cisco 10S Security Command Reference

Suite-B ESP transforms

Configuring Security for VPNs with |Psec feature module.

Suite-B SHA-2 family (HMAC variant) and
Elliptic Curve (EC) key pair configuration.

Configuring Internet Key Exchange for |Psec VPNs feature
module.

Suite-B Integrity algorithm type transform
configuration.

Configuring Internet Key Exchange Version 2 (IKEv2) feature
module.

Suite-B Elliptic Curve Digital Signature
Algorithm (ECDSA) signature (ECDSA-siQ)
authentication method configuration for
IKEv2.

Configuring Internet Key Exchange Version 2 (IKEv2) feature
module.
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Related Topic Document Title

Suite-B Elliptic curve Diffie-Hellman (ECDH) | Configuring Internet Key Exchange for IPsec VPNs and

support for IPsec SA negotiation Configuring Internet Key Exchange Version 2 (IKEv2) feature
modules.

Recommended cryptographic algorithms Next Generation Encryption

MIBs

MIB | MIBs Link

MIB Locator found at the following URL.:

http://www.cisco.com/go/mibs

None. | To locate and download MIBsfor selected platforms, Cisco | OS rel eases, and feature sets, use Cisco

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

http://mww.ci sco.com/cisco/web/support/index.html

Feature Information for PKI Certificate Enroliment

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Table 4: Feature Information for PKI Certificate Enrollment

Feature Name Releases Feature Information

Certificate Autoenrollment This feature introduces certificate
autoenrollment, which alowsthe
router to automatically request a
certificatefrom the CA that isusing
the parametersin the configuration.

The following commands were
introduced by this feature:
auto-enroll, rsakeypair, show
crypto catimers.

Certificate Enrollment This feature introduces five new
Enhancements crypto catrustpointcommandsthat
provide new options for certificate
reguests and allow users to specify
fields in the configuration instead
of having to go through prompts.

The following commands were
introduced by this feature:
ip-address(ca-trustpoint),
passwor d(ca-trustpoint),
serial-number, subject-name,

usage.
Direct HTTP Enrollment with CA This feature allows usersto
Servers configure an enrollment profile if

their CA server does not support
SCEP and they do not want to use
an RA-mode CS. The enrollment
profile allows usersto send HTTP
reguests directly to the CA server
instead of to an RA-mode CS.

The following commands were
introduced by this feature:
authentication command,
authentication terminal,
authentication url, crypto ca
profile enrollment, enrollment
command, enrollment profile,
enrollment terminal, enrollment
url, parameter.
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Feature Name Releases Feature Information

Import of RSA Key Pair and This feature allows customers to

Certificatesin PEM Format issue certificate requests and receive
issued certificatesin PEM-formatted
files.

The following commands were
modified by this feature:
enrollment, enrollment terminal.

Key Rollover for Certificate This feature allows the certificate
Renewal renewal reguest to be made before
the certificate expires and retains
the old key and certificate until the
new certificate is available.

The following commands were
introduced or modified by this
feature: auto-enroll, regener ate.

Manual Certificate Enrollment Thisfeature alowsusersto generate
(TFTP Cut-and-Paste) a certificate request and accept CA
certificates and the router’s
certificatesviaa TFTP server or
manual cut-and-paste operations.

The following commands were
introduced or modified by this
feature: crypto caimport,
enrollment, enrollment terminal.

Persistent Self-Signed Certificates Thisfeature allowsthe HTTPS
server to generate and save a
self-signed certificate in the router
startup configuration. Thus, future
SSL handshakes between the client
and the HTTPS server can use the
same self-signed certificate without
user intervention.

The following commands were
introduced or modified by this
feature: enrollment selfsigned,
show crypto pki certificates, show
crypto pki trustpoints.
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Feature Name Releases Feature Information
PKI Status This enhancement adds the status
keyword to the show crypto pki

trustpointscommand, which allows
you to display the current status of
the trustpoint.

Note Thisisaminor
enhancement. Minor

enhancements are not
typically listed in Feature
Navigator.
Reenroll Using Existing Thisfeature allows usersto reenroll
Certificates arouter with aCisco |OS CA via

exigting certificates from a
third-party vendor CA.

The following commands were
introduced by this feature:
enrollment credential, grant auto
trustpoint.
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Feature Name Releases Feature Information

Suite-B support in 10S SW crypto Suite-B adds the following support
for certificate enrollment for a PKI:

* Elliptic Curve Digital
Signature Algorithm (ECDSA)
(256 bit and 384 bit curves) is
used for the signature
operation within X.509
certificates.

* PKI support for validation of
for X.509 certificates using
ECDSA signatures.

* PKI support for generating
certificate requests using
ECDSA signatures and for
importing the issued
certificatesinto |OS.

Suite-B requirements comprise of
four user interface suites of
cryptographic algorithms for use
with IKE and | Psec that are
described in RFC 4869. Each suite
consists of an encryption algorithm,
adigital signature algorithm, akey
agreement algorithm, and a hash or
message digest algorithm. See the
Configuring Security for VPNswith
IPsec feature module for more
detailed information about Cisco
10S Suite-B support.

Trustpoint CLI This feature introduces the crypto
pki trustpoint command, which
adds support for trustpoint CAs.
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CHAPTER 5

PKI Credentials Expiry Alerts

The PKI Credentials Expiry Alerts feature provides awarning mechanism in the form of an alert notification
when a CA certificate is on the verge of expiry.

« Finding Feature Information, on page 121

* Restrictions for PKI Credentials Expiry Alerts, on page 121

* Information About PK1 Alerts Notification, on page 122

* Additional References for PKI Credentials Expiry Alerts, on page 124
« Feature Information for PKI Credentials Expiry Alerts, on page 124

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releases in which each
featureis supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Restrictions for PKI Credentials Expiry Alerts

Alerts are not sent for the following certificates:

* Persistent or temporary self-signed certificates.
* Secure Unique Device Identifier (SUDI) certificates.
* Certificates that belong to a trustpool. Trustpools have their own expiry aerts mechanism.

* Trustpoint clones.
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. Information About PKI Alerts Notification

Information About PKI Alerts Notification

Overview of Alerts Notification

\}

The Cisco |OS Certificate Authority (CA) server allows autoenrollment of certificates before a certificate
expires to ensure the availability of certificates for applications during authentication. However, network
outages, clock update problems, and overloaded CAs can impede certificate renewal, thereby resulting in
subsystems going offline because no valid certificates can be used for authentication. The PKI Credentials
Expiry Alertsfeature provides amechanism by which a CA client sends anotification to a syslog server when
certificates are on the verge of expiry.

The notifications are sent at the following intervals:

« First notification—This is sent 60 days before the expiry of the certificate.

* Repeated notifications—After the first notification, subsequent notifications are sent every week until a
week before the expiry of the certificate. In the last week, notifications are sent every day until the
certificate expiry date.

The notifications are in awarning mode when the certificate is valid for more than aweek. The natifications
arein an alert mode when a certificate’s validity is less than aweek. The notifications include the following
information:

« Truspoint the certificate is associated with

* Certificate type

* Serial number of the certificate

* Certificate issuer name

» Number of days remaining for the certificate to expire
» Whether the certificate is enabled with autoenrolIment

» Whether a shadow certificate is avail able for the corresponding certificate

Note

Alert notifications are sent either viathe syslog server or Simple Network Management Protocol (SNMP)
traps. Notifications stop when a trustpoint is configured with autoenrollment and the corresponding shadow
or rollover certificateis present, and the shadow or rollover certificate’s start timeis either the same or earlier
than the certificate’'s end time.

This feature cannot be disabled and requires no additional configuration tasks. The show crypto pki timers
command is enhanced to display the timer expiry information. The following is a sample output from the
show crypto pki timers detail command that displays the timer when a certificate is about to expire. When
thistimer expires, anotification is sent to the syslog server.

Devi ce# show crypto pki tiners detail

PKI Tiners
| 14:36.150 (2019-10-30T11: 33:302)
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PKI Traps

PKI Traps .

| 14:36.150 (2019-10-30T11: 33:30Z) SESSI ON CLEANUP
| 2569d23: 56: 19. 461 (2026-11-12T11: 15: 13Z) SHADOW t est

Expiry Alert Tiners

| 659d 5:56:19.599 (2021-08-19T17:15:132)
| 659d 5:56:19.599 (2021-08-19T17:15:137) |ID(test)
| 2875d 4:45:18.562 (2027-09-13T16:04:127) CA(test)

Trust pool Tiners
| 3464d 9: 06: 48. 463 (2029-04- 24T20: 25: 427)
| 3464d 9: 06: 48. 463 (2029-04- 24T20: 25: 42Z) TRUSTPOCL

Thefollowing is a syslog message that is displayed on the device:
Devi ce#

Dec 16 10:24:13.533: 9Kl -4-CERT_EXPIRY_WARNING |ID Certificate belonging to trustpoint tp
will expire in 60 Days O hours O nins O secs.

| ssuer-nanme cn=CA

Subj ect - nane host nane=Rout er

Seri al - nunber 02

Aut o- Renewal : Not Enabl ed

PKI trap ease the monitoring and operations of a PKI deployment by retrieving certificate information of the
devicesin the network. The root device sends SNMP traps at regular intervals to the network management
system (NMS) based on the threshold configured in the device. The traps are sent in the following scenarios:

* A new certificate isinstalled—An SNMP trap (new certificate notification) is sent to the SNMP server
containing information about the certificate, such as, certificate serial number, certificate issuer name,
certificate subject name, trustpoint name, certificate type, and certificate start and end date.

* A certificate is about to expire—An SNMP trap (certificate expiry notification) is sent to the SNMP
server at regular intervals starting from 60 daysto one week before the certificate’s end date. In the week
leading up to the expiration of the certificate, the trap is sent everyday. The trap contains certificate
information, such as, certificate serial number, certificate issuer name, trustpoint name, certificate type,
and certificate's remaining lifetime.

To enable PKI traps, use the snmp-server enable traps pki command.

Note

If the shadow or rollover certificate’s start timeis later than the certificate’s end time, traps are sent stating
that the shadow certificateis not yet valid. However, no traps are sent if a shadow certificate available for the
same trustpoint, and the shadow certificate becomes active.
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Additional References for PKI Credentials Expiry Alerts

Related Documents

Related Topic Document Title
Cisco |0OS Commands Cisco |OS Master Command List, All Releases
Security Commands * Cisco |0S Security Command Reference

Commands A to C

« Cisco 10S Security Command Reference
Commands D to L

* Cisco |0S Security Command Reference
Commands M to R

« Cisco 10S Security Command Reference

Commands Sto Z
Technical Assistance
Description Link
The Cisco Support and Documentation website http://www.cisco.com/cisco/web/support/index.html

provides online resources to download documentation,
software, and tools. Use these resourcesto install and
configurethe software and to troubleshoot and resolve
technical issueswith Cisco products and technol ogies.
Access to most tools on the Cisco Support and
Documentation website requiresa Cisco.com user ID
and password.

Feature Information for PKI Credentials Expiry Alerts

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Table 5: Feature Information for PKI Credentials Expiry Alerts

Feature Name Releases | Feature Information
PKI Credentials Expiry The PKI Credentials Expiry Alerts feature provides awarning
Alerts mechanism in the form of an aert notification when aCA certificate

is on the verge of expiry.

The following command was modified: show crypto pki timers.
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CHAPTER 6

Configuring and Managing a Certificate Server
for PKI Deployment

This module describes how to set up and manage a Cisco |0S certificate server for public key infrastructure
(PKI) deployment. A certificate server embeds a simple certificate server, with limited certification authority
(CA) functionality, into the Cisco software. Thus, the following benefits are provided to the user:

* Easier PKI deployment by defining default behavior. The user interface is ssmpler because default
behaviors are predefined. That is, you can leverage the scaling advantages of PKI without all of the
certificate extensions that a CA provides, thereby allowing you to easily enable a basic PKI-secured
network.

« Direct integration with Cisco software.

Note

Security threats, aswell asthe cryptographic technol ogiesto hel p protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

During copy, if running-config has both CA and ID certificates, if CA certificate is same as running-config,
CA and ID are not replaced. Whereas, if CA certificate is different, then both ID and CA certificates gets
cleared and new CA isre-inserted.

* Prerequisites for Configuring a Certificate Server, on page 128

« Restrictions for Configuring a Certificate Server, on page 128

« Information About Certificate Servers, on page 129

» How to Set Up and Deploy a Certificate Server, on page 136

« Configuration Examples for Using a Certificate Server, on page 163
» Where to Go Next, on page 174

 Additional Referencesfor Configuring and Managing a Certificate Server for PKI Deployment, on page
175

* Feature Information for Configuring and Managing a Certificate Server for PKI Deployment, on page
176
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. Prerequisites for Configuring a Certificate Server

Prerequisites for Configuring a Certificate Server

Planning Your PKI Before Configuring the Certificate Server

Before configuring acertificate server, it isimportant that you have planned for and chosen appropriate values
for the settings you intend to use within your PKI (such as certificate lifetimes and certificate revocation list
(CRL) lifetimes). After the settings have been configured in the certificate server and certificates have been
granted, settings cannot be changed without having to reconfigure the certificate server and reenrolling the
peers. For information on certificate server default settings and recommended settings, see section “ Certificate
Server Default Values and Recommended Values”

Enabling an HTTP Server

The certificate server supports Simple Certificate Enrollment Protocol (SCEP) over HTTP. The HT TP server
must be enabled on the router for the certificate server to use SCEP. (To enable the HTTP server, use theip

http server command.) The certificate server automatically enables or disables SCEP services after theHTTP
server isenabled or disabled. If the HTTP server isnot enabled, only manual PK CS10 enrollment is supported.

Note

To take advantage of automatic CA certificate and key pair rollover functionality for all types of certificate
servers, SCEP must be used as the enrollment method.

Configuring Reliable Time Services

Time services must be running on the router because the certificate server must have reliable time knowledge.
If ahardware clock is unavailable, the certificate server depends on manually configured clock settings, such
as Network Time Protocol (NTP). If thereisnot ahardware clock or the clock isinvalid, the following message
is displayed at bootup:

% Ti me has not been set. Cannot start the Certificate server.
After the clock has been set, the certificate server automatically switchesto running status.

For information on manually configuring clock settings, see the module .

Restrictions for Configuring a Certificate Server

* The certificate server does not provide amechanism for modifying the certificate request that is received
from the client; that is, the certificate that isissued from the certificate server matches the requested
certificate without modifications. If aspecific certificate policy, such as name constraints, must beissued,
the policy must be reflected in the certificate request.

« For validating the HTTP connection using 3rd party open SSL, the complete | SE certificate chain is sent
to the device. These certificatesinclude the | SE certificate and itsissuer CA certificate. The environment
data lists these certificates.

Cisco I SE running versions 2.7.0.310 and earlier put the certificate chain in the incoming certificate list
as part of environment data. In Cisco 10S XE Release 17.1.1 and earlier releases, Cisco routers do not
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support multi-chain certificate downloads from ISE. Due to this, the device does not receive the ISE
certificate and a TL S handshake error is displayed.

Information About Certificate Servers

RSA Key Pair and Certificate of the Certificate Server

The certificate server automatically generates a 1024-bit Rivest, Shamir, and Adelman (RSA) key pair. You
must manually generate an RSA key pair if you prefer a different key pair modulus. For information on
completing this task, see the section “ Generating a Certificate Server RSA Key Pair "

\}

Note The recommended modulus for a certificate server RSA key pair is 2048 bits.

The certificate server uses aregular RSA key pair asits CA key. Thiskey pair must have the same name as
the certificate server. If you do not generate the key pair before the certificate server is created on the router,
ageneral-purpose key pair is automatically generated during the configuration of the certificate server.

The CA certificate and CA key can be backed up automatically one time after they are generated by the
certificate server. Asaresult, it is not necessary to generate an exportable CA key for backup purposes.

What to Do with Automatically Generated Key Pairs

If the key pair isautomatically generated, it is not marked as exportable. Thus, you must manually generate
the key pair as exportable if you want to back up the CA key. For information on how to complete this task,
see the section “Generating a Certificate Server RSA Key Pair

How the CA Certificate and CA Key Are Automatically Archived

Atinitial certificate server setup, you can enablethe CA certificate and the CA key to be automatically archived
so that they may be restored later if either the original copy or the original configuration islost.

When the certificate server isturned on thefirst time, the CA certificate and CA key isgenerated. If automatic
archiveis also enabled, the CA certificate and the CA key is exported (archived) to the server database. The
archive can bein PKCS12 or privacy-enhanced mail (PEM) format.

Note This CA key backup fileis extremely important and should be moved immediately to another secured place.

« Thisarchiving action occurs only onetime. Only the CA key that is (1) manually generated and marked
exportable or (2) automatically generated by the certificate server is archived (this key is marked
nonexportable).

« Autoarchiving does not occur if you generate the CA key manually and mark it “nonexportable.”

« In addition to the CA certificate and CA key archivefile, you should also regularly back up the serial
number file (.ser) and the CRL file (.crl). The serial fileand the CRL file are both critical for CA operation
if you need to restore your certificate server.
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* Itisnot possible to manually back up a server that uses nonexportable RSA keys or manually generated,
nonexportable RSA keys. Although automatically generated RSA keys are marked as nonexportable,
they are automatically archived once.

Certificate Server Database

The certificate server storesfilesfor its own use and may publish filesfor other processesto use. Critical files
generated by the certificate server that are needed for its ongoing operation are stored to only one location
per file type for its exclusive use. The certificate server reads from and writes to these files. The critical
certificate server files are the serial number file (.ser) and the CRL storage location file (.crl). Files that the
certificate server writesto, but does not read from again, may be published and available for use by other
processes. An example of afile that may be published is the issued certificates file (.crt).

Performance of your certificate server may be affected by the following factors, which should be considered
when you choose storage options and publication options for your certificate server files.

* The storage or publish locations you choose may affect your certificate server performance. Reading
from a network location takes more time than reading directly from arouter’slocal storage device.

» The number of filesyou chooseto store or publish to a specific |ocation may affect your certificate server
performance. The locd file system may not always be suitable for alarge number of files.

« Thefile types you choose to store or publish may affect your certificate server performance. Certain
files, such asthe .crl files, can become very large.

\}

Note |t isrecommended that you store .ser and .crl filesto your local file system and publish your .crt filesto a
remote file system.

Certificate Server Database File Storage

The certificate server alows the flexibility to store different critical file types to different storage locations
depending on the database level set (seethe databaselevel command for moreinformation). When choosing
storage locations, consider the file security needed and server performance. For instance, serial number files
and archivefiles (.p12 or .pem) might have greater security restrictions than the issued certificatesfile storage
location (.crt) or the name file storage location (.cnm).

Thetable below showsthecritical certificate server file types by file extension that may be stored to a specific
location.

Table 6: Certificate Server Storage Critical File Types

File Extension | File Type

.Ser The main certificate server database file.

.crl The CRL storage location.

.crt Theissued certificates storage location.

.cnm The certificate name and expiration file storage location.
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File Extension | File Type

.p12 The certificate server certificate archive file location in PKCS12 format.

.pem

The certificate server certificate archive file location in PEM format.

certificate server files may be stored to three levels of specificity:
* Default location, NVRAM

* Specified primary storage location for all critical files

* Specified storage location for specific critical file(s).
A more specific storage location setting overrides amore general storage location setting. For instance, if you
have not specified any certificate server file storagelocations, all certificate server filesare stored to NVRAM.

If you specify a storage location for the namefile, only the namefileis stored there; all other files continue

to be stored to NVRAM. If you then specify a primary location, all files except the name file is now stored
to thislocation, instead of NVRAM.

N\

Note

You may specify either .p12 or .pem; you cannot specify both types of archivefiles.

Certificate Server Database File Publication

A publish fileis a copy of the original file and is available for other processes to use or for your use. If the
certificate server fails to publish afile, it does cause the server to shut down. You may specify one publish
location for the issued certificates file and name file and multiple publish locations for the CRL file. See the

table below for files types available for publication. You may publish files regardless of the database level
that is set.

Table 7: Certificate Server Publish File Types

File Extension | File Type

.crl The CRL publish location.
.crt Theissued certificates publish location.
.cnm

The certificate name and expiration file publish location.

Trustpoint of the Certificate Server

If the certificate server also has an automatically generated trustpoint of the same name, then the trustpoint
stores the certificate of the certificate server. After the router detects that a trustpoint is being used to store
the certificate of the certificate server, the trustpoint is locked so that it cannot be modified.

Before configuring the certificate server you can perform the following:

» Manually create and set up thistrustpoint (using the crypto pki trustpointcommand), which allowsyou
to specify an alternative RSA key pair (using the r sakeypair command).
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« Specify that the initial autoenrollment key pair is generated on a specific device, such as a configured
and available USB token, using the on command.

Note

\}

The automatically generated trustpoint and the certificate server certificate are not available for the certificate
server device identity. Thus, any command-lineinterface (CLI) (such astheip http secure-trustpoint
command) that is used to specify the CA trustpoint to obtain certificates and authenticate the connecting
client’s certificate must point to an additional trustpoint configured on the certificate server device.

If the server isaroot certificate server, it uses the RSA key pairs and several other attributes to generate a
salf-signed certificate. The associated CA certificate hasthe following key usage extensions--Digital Signature,
Certificate Sign, and CRL Sign.

After the CA certificate is generated, attributes can be changed only if the certificate server is destroyed.

Note

A certificate server trustpoint must not be automatically enrolled using the auto-enroll command. Initial
enrollment of the certificate server must be initiated manually and ongoing automatic rollover functionality
may be configured with the auto-rollover command.

Certificate Revocation Lists (CRLs)

By default, CRLs areissued once every 168 hours (1 calendar week). To specify avalue other than the default
value for issuing the CRL, execute the lifetime crl command. After the CRL isissued, it iswritten to the
specified database location as ca-label.crl, where ca-label is the name of the certificate server.

CRLs can be distributed through SCEP, which is the default method, or a CRL distribution point (CDP), if
configured and available. If you set up a CDP, use the cdp-url command to specify the CDP location. If the
cdp-url command is not specified, the CDP certificate extension is not included in the certificates that are
issued by the certificate server. If the CDP location is not specified, Cisco 10S PKI clients automatically
request a CRL from the certificate server with a SCEP GetCRL message. The CA then returnsthe CRL ina
SCEP CertRep message to the client. Because all SCEP messages are enveloped and signed PK CS#7 data,
the SCEP retrieval of the CRL from the certificate server is costly and not highly scalable. In very large
networks, an HTTP CDP provides better scalability and is recommended if you have many peer devices that
check CRLs. You may specify the CDP location by asimple HTTP URL string for example,

cdp-url http://my-cdp.company.com/filename.crl
The certificate server supports only one CDP; thus, al certificates that are issued include the same CDP.

If you have PKI clients that are not running Cisco 10S software and that do not support a SCEP GetCRL
request and wish to use a CDP you may set up an external server to distribute CRLs and configure the CDP
to point to that server. Or, you can specify anon-SCEP request for theretrieval of the CRL from the certificate
server by specifying the cdp-ur| command with the URL in thefollowing format where cs-addr isthelocation
of the certificate server:

cdp-url http://cs-addr/cgi-bin/pkiclient.exe?operation=GetCRL
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Note If your CA isalso configured asyour HTTP CDP server, specify your CDP with the cdp-url
http://cs-addr/cgi-bin/pkiclient.exe?operation=GetCRL command syntax.

It isthe responsibility of the network administrator to ensure that the CRL is available from the location that
is specified through the cdp-ur! command.

In order to force the parser to retain the embedded question mark within the specified location, enter Ctrl-v
prior to the question mark. If this action is not taken, CRL retrieval through HTTP returns an error message.

The CDP location may be changed after the certificate server is running through the cdp-url command. New
certificates contain the updated CDP location, but existing certificates are not reissued with the newly specified
CDP location. When anew CRL isissued, the certificate server usesits current cached CRL to generate a
new CRL. (When the certificate server isrebooted, it reloads the current CRL from the database.) A new CRL
cannot be issued unless the current CRL has expired. After the current CRL expires, anew CRL isissued
only after a certificate is revoked from the CLI.

Certificate Server Error Conditions

At startup, the certificate server checks the current configuration beforeissuing any certificates. It reportsthe
last known error conditions through theshow crypto pki server command output. Example errors caninclude
any of the following conditions:

* Storage inaccessible
» Waiting for HTTP server
* Waiting for time setting

If the certificate server experiencesacritical failure at any time, such asfailing to publish a CRL, the certificate
server automatically enters a disabled state. This state allows the network administrator to fix the condition;
thereafter, the certificate server returns to the previous normal state.

Certificate Enrollment Using a Certificate Server

A certificate enrollment request functions as follows:
* The certificate server receives the enrollment request from an end user, and the following actions occur:

* A request entry is created in the enrollment request database with theinitial state. (See the table
below for acomplete list of certificate enrollment request states.)

* The certificate server refersto the CLI configuration (or the default behavior any time a parameter
is not specified) to determine the authorization of the request. Thereafter, the state of the enrollment
request is updated in the enrollment request database.

« At each SCEP query for aresponse, the certificate server examines the current request and performs one
of the following actions:

* Responds to the end user with a“pending” or “denied” state.
« Generates and signs the appropriate certificate and stores the certificate in the enrollment request
database.

If the connection of the client has closed, the certificate server waitsfor the client to request another certificate.
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All enrollment requests transition through the certificate enrollment states that are defined in the table bel ow.
To see current enrollment requests, use the crypto pki server request pkcs10 command.

Table 8: Certificate Enrollment Request State Descriptions

Certificate Enroliment State | Description

authorized The certificate server has authorized the request.

denied The certificate server has denied the request for policy reasons.

granted The CA core has generated the appropriate certificate for the certificate request.

initial The request has been created by the SCEP server.

malformed The certificate server has determined that the request isinvalid for cryptographic
reasons.

pending The enrollment request must be manually accepted by the network
administrator.

SCEP Enrollment

All SCEP requests are treated as new certificate enrollment requests, even if the request specifies aduplicate
subject name or public key pair as a previous certificate request.

Types of CA Servers Subordinate and Registration Authorities (RAs)

CA servers have the flexibility to be configured as a subordinate certificate server or an RA-mode certificate
server.

Why Configure a Subordinate CA?

A subordinate certificate server provides all the same features as aroot certificate server. The root RSA key
pairsare extremely important in aPKI hierarchy, and it is often advantageousto keep them offline or archived.
To support this requirement, PK1 hierarchies allow for subordinate CAs that have been signed by the root
authority. In thisway, the root authority can be kept offline (except to issue occasional CRL updates), and
the subordinate CA can be used during normal operation.

Why Configure an RA-Mode Certificate Server?

A certificate server can be configured to run in RA mode. An RA offloads authentication and authorization
responsibilities from a CA. When the RA receives a SCEP or manual enrollment request, the administrator
can either rgject or grant it on the basis of local policy. If the request is granted, it is forwarded to the issuing
CA, and the CA automatically generates the certificate and return it to the RA. The client can later retrieve
the granted certificate from the RA.

An RA isthe authority charged with recording or verifying some or all of the datarequired for the CA toissue
certificates. In many cases the CA undertakes all of the RA functionsitself, but where a CA operates over a
wide geographical area or when there is security concern over exposing the CA to direct network access, it
may be administratively advisable to delegate some of the tasksto an RA and leave the CA to concentrate on
its primary tasks of signing certificates and CRLSs.
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CA Server Compatibility

The CA server compatibility allows the IOS CA server in RA mode to interoperate with more than one type
of CA server. For more information, see “ Configuring a Certificate Server to Run in RA Mode.”

Automatic CA Certificate and Key Rollover

CAs--root CAs, subordinate CAs, and RA-mode CAs--like their clients, have certificates and key pairs with
expiration dates that need to be reissued when the current certificate and key pair are about to expire. When
aroot CA's certificate and key pair are expiring it must generate a self-signed rollover certificate and key
pair. If a subordinate CA or an RA-mode CA'’s certificate and key pair are expiring, it requests arollover
certificate and key pair from its superior CA, obtaining the superior CA’'s new self-signed rollover certificates
at the same time. The CA must distribute the new CA rollover certificate and keystoo all its peers. This
process, called rollover, allows for continuous operation of the network while the CAs and their clients are
switching from an expiring CA certificate and key pair to anew CA certificate and key pair.

Rollover relies on the PKI infrastructure requirements of trust relationships and synchronized clocks. The
PKI trust relationships allow (1) the new CA certificate to be authenticated, and (2) the rollover to be
accomplished automatically without the loss of security. Synchronized clocks allow the rollover to be
coordinated throughout your network.

Automatic CA Certificate Rollover How It Works

The CA server must have rollover configured. All levels of CAs must be automatically enrolled and have
auto-rollover enabled. CA clients support rollover automatically when automatically enrolled. For more
information about clients and automatic rollover, see the section “ Automatic Certificate Enrollment ” in the
chapter “Configuring Certificate Enrollment for a PKI”.

After CAs haverollover enabled and their clients are automatically enrolled, there are three stages to the
automatic CA certificate rollover process.

Stage One: Active CA Certificate and Key Pair Only

In stage one, there is an active CA certificate and key pair only.

Stage Two: Rollover CA Certificate and Key Pair Generation and Distribution

In stagetwo, therollover CA certificate and key pair are generated and distributed. The superior CA generates
arollover certificate and key pair. After the CA successfully savesits active configuration, the CA is ready
to respond to client requests for the rollover certificate and key pair. When the superior CA receives arequest
for the new CA certificate and key pair from aclient, the CA responds by sending the new rollover CA
certificate and key pair to the requesting client. The clients store the rollover CA certificate and key pair.

Note

When a CA generatesitsrollover certificate and key pair, it must be able to save its active configuration. If
the current configuration has been altered, saving of the rollover certificate and key pair does not happen
automatically. In this case, the administrator must save the configuration manually or rollover information is
lost.
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Stage Three: Rollover CA Certificate and Key Pair Become the Active CA Certificate and Key Pair

In stage three, the rollover CA certificate and key pair become the active CA certificate and key pair. All
devicesthat have stored avalid rollover CA certificate rename the rollover certificate to the active certificate
and the once-active certificate and key pair are deleted.

After the CA certificate rollover, you may observe the following deviation from usual certificate lifetime and
renewal time:

* Thelifetime of the certificates issued during rollover is lower than the preconfigured value.

« In specific conditions, the renew time may be inferior to the configured percentage of the actual lifetime.
The difference observed can be of up to 20% in cases where the certificate lifetime is less than one hour.

These differences are normal, and result from jitter (random time fluctuation) introduced by the algorithm
on the Certificate server. Thistask is performed to avoid the hosts participating to the PKI synchronize their
enrollment timer, which could result in congestion on the Certificate Server.

Note

The lifetime fluctuations that occur do not affect proper functionning of the PK1, since the differences always
result in a shorter lifetime, thus remaining within maximum configured lifetime for certificates.

Support for Specifying a Cryptographic Hash Function

\)

Secure Hash Algorithm (SHA) support allows a user to specify a cryptographic hash function for Cisco 10S
XE certificate servers and clients. The cryptographic hash functions that can be specified are Message Digest
agorithm 5 (MD5), SHA-1, SHA-256, SHA-384, or SHA-512.

Note

Cisco no longer recommends using MD5; instead, you should use SHA-256 where supported. For more
information about the latest Cisco cryptographic recommendations, see the Next Generation Encryption (NGE)
white paper.

See the “ Configuring a Subordinate Certificate Server” task for more information on specifying the hash
(cartrustpoint) and hash (cs-server) commands that are used to implement this feature.

How to Set Up and Deploy a Certificate Server

Generating a Certificate Server RSA Key Pair

Perform this task to manually generate an RSA key pair for the certificate server. Manually generating a
certificate server RSA key pair allows you to specify the type of key pair you want to generate, to create an
exportablekey pair for backup purposes, to specify the key pair storagelocation, or to specify the key generation
location.
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Note You may want to create an exportable certificate server key pair for backup, or archive purposes. If thistask
isnot performed, the certificate server automatically generates akey pair, which is not marked as exportable.

If your device has a USB token configured and available, the USB token can be used as cryptographic device
in addition to a storage device. Using a USB token as a cryptographic device allows RSA operations such as
key generation, signing, and authentication of credentialsto be performed on a USB token. The private key
never leavesthe USB token and isnot exportable. The public key isexportable. For titles of specific documents
about configuring a USB token and making it available to use as a cryptographic device, see the “Related
Documents” section.

\}

Note Itisrecommended that the private key be kept in asecurelocation and that you regularly archivethe certificate
server database.

Note  Security threats, aswell asthe cryptographic technol ogiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation

Encryption (NGE) white paper.
SUMMARY STEPS
1. enable
2. configure terminal
3. cryptokey generatersa [general-keys| usage-keys| signature | encryption] [label key-label]
[exportable] [modulus modulus-size] [stor age devicename:] [on devicename:]
4. cryptokey exportrsa key-label pem {terminal |url url} {3des|des} passphrase
5. cryptokey import rsa key-label pem [usage-keys|signature|encryption] {terminal | url url}
[exportable] [on devicename:] passphrase
6. exit
7. show crypto key mypubkey rsa
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal

Step 3 crypto key generatersa [general-keys| usage-keys| Generates the RSA key pair for the certificate server.
signature | encryption] [label key-label] [exportable]
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Command or Action Purpose
[modulus modulus-size] [stor age devicename:] [on « The stor age keyword specifies the key storage
devicename:] location.

Example:

Devi ce(config)# crypto key generate rsa | abel nycs
exportabl e nbdul us 2048

« When specifying alabel name by specifying the
key-label argument, you must use the same name for
the label that you plan to use for the certificate server
(through the crypto pki server cs-labelcommand). If
akey-label argument isnot specified, the default value,
which isthe fully qualified domain name (FQDN) of
the router, is used.

If the exportable RSA key pair is manually generated after
the CA certificate has been generated, and before issuing
the no shutdown command, then usethe crypto ca export
pkcs12 command to export aPK CS12 filethat containsthe
certificate server certificate and the private key.

« By default, the modulus size of aCA RSA key is 1024
bits. The recommended modulus for a CA RSA key
is 2048 bits. The range for amodulus size of aCA
RSA key isfrom 350 to 4096 hits.

» The on keyword specifies that the RSA key pair is
created on the specified device, including a Universal
Serial Bus (USB) token, local disk, or NVRAM. The
name of the deviceisfollowed by acolon (:).

Note Keys created on a USB token must be 2048 bits
or less.
Step 4 cryptokey export rsa key-label pem {terminal |url |(Optional) Exportsthe generated RSA key pair.
url} {3des | des} passphrase Allows you to export the generated keys.
Example:
Devi ce(config)# crypto key export rsa mycs pemurl
nvram 3des PASSWORD
Step 5 cryptokey import rsa key-label pem [usage-keys| | (Optiona) Imports RSA key pair.
Fogglng;ljirczlqgnn%)]/ptlon]ért;emlnaJ url url} [exportable] To create the imported keys on a USB token, use the on
1 Pass) keyword and specify the appropriate device location.
Example: If you exported the RSA keys using the expor table keyword
Devi ce(config)# crypto key inport rsa nycs2 pem | andyouwant to change the RSA key pair to nonexportable
url nvramnycs PASS , import the key back to the certificate server without the
exportable keyword. The key cannot be exported again.
Step 6 exit Exits global configuration.
Example:

Devi ce(config)# exit
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Configuring Certificate Servers .

Command or Action Purpose

Step 7

Devi ce# show crypto key nypubkey rsa

show crypto key mypubkey rsa Displays the RSA public keys of your router.

Example

The following example generates a general usage 1024-bit RSA key pair on a USB token with the
label “ms2” with crypto engine debugging messages shown:

Devi ce(config)# crypto key generate rsa on usbtokenO | abel ns2 nodul us 2048
The name for the keys will be: mnms2

% The key nodul us size is 2048 bits

% Cenerating 2048 bit RSA keys, keys will be on-token, non-exportable...
Jan 7 02:41:40.895: crypto_engine: Generate public/private keypair [OK]

Jan 7 02:44:09.623: crypto_engine: Create signature

Jan 7 02:44:10.467: crypto_engine: Verify signature

Jan 7 02:44:10.467: CryptoEngi ne0: CRYPTO_| SA RSA CREATE_PUBKEY( hw) (i psec)
Jan 7 02:44:10.467: CryptoEngi ne0: CRYPTO_| SA_RSA PUB_DECRYPT( hw) (i psec)

Now, the on-token keys labeled “ms2” may be used for enrolIment.

Thefollowing example shows the successful import of an encryption key to aconfigured and available
USB tokens:

Devi ce# configure term nal
Enter configurati on comrands, one per line. End with CNTL/Z.
Devi ce(config)# crypto key inmport rsa encryption on usbtokenO url nvrame password

% | nporting public Encryption key or certificate PEMfile...
filenane [e-encr.pub]?

Readi ng file from nvram e-encr. pub

% | nporting private Encryption key PEMfile...

Source fil ename [e-encr.prv]?

Reading file fromnvram e-encr.prv

% Key pair inport succeeded.

Configuring Certificate Servers

Prerequisites for Automatic CA Certificate Rollover

When configuring a certificate server, for automatic CA certificate rollover to run successfully, the following
prerequisites are applicable for your CA servers:

* Your CA server must be enabled and fully configured with areliable time of day, an available key pair,
aself-signed, valid CA certificate associated with the key pair, a CRL, an accessible storage device, and
an active HTTP/SCEP server.

* CA clients must have successfully completed automatic enrollment and have autoenrollment enabled
with the same certificate server.
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When configuring a certificate server, in order for automatic CA certificate rollover to run successfully, the

following restrictions are applicable:

» SCEP must be used to support rollover. Any device that enrolls with the PKI using an aternative to
SCEP as the certificate management protocol or mechanism (such as enrollment profiles, manual
enrollment, or TFTP enrollment) is not be able to take advantage of the rollover functionality provided

by SCEP.

« If you have automatic archive configured on your network and the archive fails, rollover does not occur
because the certificate server does not enter the rollover state, and the rollover certificate and key pair

isnot automatically saved.

Configuring a Certificate Server

Perform this task to configure a certificate server and enable automatic rollover.

SUMMARY STEPS

enable

configure terminal

ip http server

crypto pki server cs-label
no shutdown

auto-rollover [time-period]

oa ks wh-=

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.

Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure tern nal
Step 3 ip http server Enables the HTTP server on your system.
Example:
Devi ce(config)# ip http server
Step 4 crypto pki server cs-label Definesalabel for the certificate server and enterscertificate
server configuration mode.

Example:

Devi ce(config)# crypto pki server server-pki Note If you manually generated an RSA key pair, the
cs-label argument must match the name of the
key pair.

Step 5 no shutdown (Optional) Enables the certificate server.
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Command or Action

Purpose

Example:

Devi ce(cs-server)# no shut down

Note Only use thiscommand at this point if you want
to use the preconfigured default functionality.
That is, do not issue thiscommand just yet if you
plan to change any of the default settings as
shown in thetask “ Configuring Certificate Server
Functionality.”

Step 6

auto-rollover [time-period]

Example:

Devi ce(cs-server)# auto-rollover 90

(Optional) Enables the automated CA certificate rollover
functionality.

« time-period—default is 30 days.

Examples

The following example shows how to configure the certificate server “ms2” where ms2 isthe label
of a2048-bit RSA key pair:

Devi ce(config)# crypto pki server ns2
Devi ce(cs-server)# no shut down

% Once you start the server, you can no |onger change sone of
% the configuration.
Are you sure you want to do this? [yes/no]:
yes
% Certificate Server enabl ed.
Devi ce(cs-server)# end
|
Devi ce# show crypto pki server ns2
Certificate Server ns2:
Status: enabl ed, configured
CA cert fingerprint: 5A856122 4051347F 55E8C246 866D0AC3
Granting node is: nanual
Last certificate issued serial nunber: Ox1
CA certificate expiration timer: 19:44:57 GMI Cct 14 2006

CRL NextUpdate timer: 19:45:25 GMI OCct 22 2003
Current storage dir: nvram
Dat abase Level: Conplete - all issued certs witten as <serial nunp. cer

The following example shows how to enable automated CA certificate rollover on the server ms2
with the auto-rollover command. The show crypto pki server command shows that the automatic
rollover has been configured on the server mycs with an overlap period of 25 days.

Devi ce(config)# crypto pki server ns2
Devi ce(cs-server)# auto-roll over 25
Devi ce(cs-server)# no shut down
%Sone server settings cannot be changed after CA certificate generation.
% Exporting Certificate Server signing certificate and keys...
% Certificate Server enabl ed.
Devi ce(cs-server) #
Devi ce# show crypto pki server ns2
Certificate Server ns2:
St at us: enabl ed
Server's configuration is locked (enter "shut" to unlock it)
| ssuer nane: CN=nycs
CA cert fingerprint: 70AFECA9 211CDDCC 6AA9D7FF 3ADBO3AE
Granting node is: nmanual
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Last certificate issued serial nunber:0Ox1

CA certificate expiration timer:00:49:26 PDT Jun 20 2008
CRL Next Update tinmer:00:49:29 PDT Jun 28 2005

Current storage dir:nvram

Dat abase Level : M ninum- no cert data witten to storage
Aut o- Rol | over configured, overlap period 25 days

Aut orol | over tiner:00:49:26 PDT May 26 2008

Configuring a Subordinate Certificate Server

Perform thistask to configure a subordinate certificate server to grant all or certain SCEP or manual certificate
requests and to enable automatic rollover.

\}

Note  Security threats, aswell asthe cryptographic technol ogiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

Before you begin

» Theroot certificate server should be a Cisco |OS XE certificate server.

« For a subordinate certificate authority (CA), enrollment to the root CA or upstream CA is possible only
through SCEP. The upstream CA must be online for the enrollment to the upstream CA to compl ete.
Manual enrollment of subordinate CA to the root CA or upstream CA is not possible.

SUMMARY STEPS
1. enable
2. configureterminal
3. cryptopki trustpoint name
4. enrollment [mode] [retry period minutes] [retry count number] url url [pem]
5. hash {md5]shal |sha256 | sha384 | sha512}
6. exit
7.  cryptopkiserver  cslabel
8. issuer name DN-string
9. modesub-cs
10. auto-rollover [time-period]
11. grantauto rollover {ca-cert|ra-cert}
12. hash {md5|shal | sha256 | sha384 | sha512}
13. noshutdown
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
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Configuring a Subordinate Certificate Server .

Command or Action Purpose
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termnnal
Step 3 crypto pki trustpoint name Declares the trustpoint that your subordinate certificate
server should use and enters ca-trustpoint configuration
Example:
mode.
Devi ce(config)# crypto pki trustpoint sub
Step 4 enrollment [mode] [retry period minutes] [retry count | Specifies the following enrollment parameters of the CA:
number] url url [pem} * (Optional) The mode keyword specifies the
Example: registration authority (RA) mode, if your CA system
Devi ce(ca-trust point)# enrol | nent url provides an RA. By default, RA mode is disabled.
http://caserver. nyexanpl e. com . . .
* (Optional) Theretry period keyword and minutes
- or- argument specifies the period, in minutes, in which
Devi Ce( ca-trust po| nt ) # enroll nent url the I'OUteI' WaltS befOI’e w]dl ng the CA anOthei'
http://[2001: DB8: 1: 1::1]: 80 certificate request. Valid valuesare from 1 to 60. The

defaultis 1.

* (Optional) Theretry count keyword and number
argument specifies the number of times a router will
resend a certificate request when it does not receive
aresponse from the previous request. Valid values
arefrom 1 to 100. The default is 10.

» Theurl argument isthe URL of the CA towhich your
router should send certificate requests.

Note An IPv6 address can be added to the http:
enrollment method. For example:
http://[ipv6-address]:80. The |Pv6 address
must be enclosed in bracketsin the URL.
See the enrollment url (ca-trustpoint)
command page for more information on
the other enrollment methods that can be
used.

* (Optional) The pem keyword adds privacy-enhanced
mail (PEM) boundaries to the certificate request.

Step 5 hash {md5 | shal | sha256 | sha384 | sha512} (Optional) Specifies the hash function for the signature

Example:
Devi ce(ca-trustpoint)# hash sha384

that the Cisco 10S XE client usesto sign its self-signed
certificates. The Cisco |OS XE client uses the MD5
cryptographic hash function for self-signed certificates by
default.

Any of thefollowing command a gorithm keyword options
can be specified to over-ride the default setting for the
trustpoint. This setting then becomes the default
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Command or Action

Purpose

cryptographic hash algorithm function for self-signed
certificates by default.

» md5 —Specifiesthat MD5, the default hash function,
isused. (No longer recommended).

« shal —Specifies that the SHA-1 hash function is
used asthe default hash algorithm for RSA keys. (No
longer recommended).

« sha256 —Specifies that the SHA-256 hash function
is used as the hash algorithm for Elliptic Curve (EC)
256 bit keys.

« sha384 —Specifies that the SHA-384 hash function
is used as the hash algorithm for EC 384 bit keys.

« sha512 —Specifies that the SHA-512 hash function
is used as the hash algorithm for EC 512 bit keys.

Step 6 exit Exits ca-trustpoint configuration mode.
Example:
Devi ce(ca-trustpoint)# exit
Step 7 crypto pki server  cs-label Enables a Cisco 10S XE certificate server and enters
cs-server configuration mode.
Example:
Devi ce(config)# crypto pki server sub Note The subordinate server must have the same
name as the trustpoint that was created in Step
3 above.
Step 8 issuer name DN-string (Optional) Specifiesthe DN asthe CA issuer namefor the
certificate server.
Example:
Devi ce(cs-server) # i ssuer-nane CN=sub CA, O=Ci sco
C=us
Step 9 mode sub-cs Places the PKI server into sub-certificate server mode.
Example: * Sub CA and CA relationship is supported only when
Devi ce(cs-server)# node sub-cs all the devices on the network are of Cisco 10S XE
device type. Hence a Cisco 10S XE sub CA cannot
enroll to athird party CA server.
Step 10 auto-rollover [time-period] (Optional) Enables the automated CA certificate rollover
functionality.
Example:
Devi ce(cs-server)# auto-rol | over 90 * time-period --default is 30 days.
Step 11 grant auto rollover {ca-cert|ra-cert} (Optional) Automatically grants reenrollment requestsfor

Example:

Devi ce(cs-server)# grant auto rollover ca-cert

subordinate CAs and RA-mode CAs without operator
intervention.
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Command or Action

Purpose

« ca-cert --Specifies that the subordinate CA rollover
certificate is automatically granted.

* ra-cert --Specifies that the RA-mode CA rollover
certificate is automatically granted.

Note If thisisthefirst time that a subordinate
certificate server is enabled and enrolled, the
certificate request must be manually granted.

Step 12

hash {md5 | shal | sha256 | sha384 | sha512}

Example:

Devi ce(cs-server)# hash sha384

(Optional) Setsthe hash function for the signature that the
Cisco 10S XE certificate authority (CA) usesto sign all
of the certificates issued by the server.

» md5 —Specifiesthat MD5, the default hash function,
isused. (No longer recommended).

« shal —Specifies that the SHA-1 hash function is
used. (No longer recommended).

« sha256 —Specifies that the SHA-256 hash function
is used.

 sha384 —Specifies that the SHA-384 hash function
isused.

« sha512 —Specifies that the SHA-512 hash function
is used.

Step 13

no shutdown

Example:

Devi ce(cs-server)# no shut down

Enables or reenables the certificate server.

If thisisthefirst time that a subordinate certificate server
is enabled, the certificate server generates the key and
obtain its signing certificate from the root certificate server.

Examples

If the certificate server failsto enable or if the certificate server has trouble handling the request that has been
configured, you can use the debug crypto pki server command to troubleshoot your configuration as shown
in the following below (Clock Not Set and Trustpoint Not Configured). Here, "ms2" refersto the label of a
2048-bit RSA key pair.

Rout er# debug crypto pki server
Clock Not Set

Rout er (config)# crypto pki server ns2

Rout er (cs-server)# node sub-cs

Rout er (cs-server)# no shut down

%Sone server settings cannot be changed after CA certificate generation.

% Pl ease enter a passphrase to protect the private key % or type Return to exit
Passwor d:

*Jan 6 20:57:37.667: CRYPTOCS: enter FSM input state initial, input signal no shut
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Re- enter password:

*Jan 6 20:57:45.303: CRYPTO.CS: starting enabling checks

*Jan 6 20:57:45.303: CRYPTO CS: key 'sub' does not exist; generated autonatically[OK]
% Ti me has not been set. Cannot start the Certificate server

Trustpoint Not Configured

Rout er (config)# crypto pki server ns2

Rout er (cs-server)# node sub-cs

Rout er (cs-server)# no shut down

YSome server settings cannot be changed after CA certificate generation.

% Pl ease enter a passphrase to protect the private key or type Return to exit
Passwor d:

Jan 6 21:00:15.961: CRYPTOCS: enter FSM input state initial, input signal no shut.
Jan 6 21:03:34.309: CRYPTOCS: enter FSM input state initial, input signal time set.
Jan 6 21:03:34.313: CRYPTOCS: exit FSM new state initial.

Jan 6 21:03:34.313: CRYPTOCS: cs config has been unl ocked

Re-ent er password:

Jan 6 21:03:44.413: CRYPTOCS: starting enabling checks

Jan 6 21:03:44.413: CRYPTO CS: associated trust point 'sub' does not exist; generated
aut omatical ly

Jan 6 21:03:44.417: CRYPTOCS: key 'sub' does not exist; generated automatically[ K]
Jan 6 21:04:03.993: CRYPTOCS: nvramfil esystem

Jan 6 21:04:04.077: CRYPTOCS: serial nunmber Ox1 written.

You nust specify an enrollment URL for this CA before you can authenticate it.

% Fail ed to authenticate the Certificate Authority

If the certificate server failsto obtain its signing certificate from the root certificate server, you can use the
debug crypto pki transactionscommand to troubl eshoot your configuration as shown in the following
example:

Rout er # debug crypto pki transactions

Jan 6 21:07:00.311: CRYPTOCS: enter FSM input state initial, input signal tinme set
Jan 6 21:07:00.311: CRYPTOCS: exit FSM new state initial

Jan 6 21:07:00.311: CRYPTOCS: cs config has been unl ocked no sh

%Some server settings cannot be changed after CA certificate generation.

% Pl ease enter a passphrase to protect the private key %or type Return to exit
Passwor d:

Jan 6 21:07:03.535: CRYPTOCS: enter FSM input state initial, input signal no shut
Re-ent er password:

Jan 6 21:07:10.619: CRYPTO CS: starting enabling checks

Jan 6 21:07:10.619: CRYPTO CS: key 'sub' does not exist; generated automatically[ K]
Jan 6 21:07:20.535: %8SH 5- ENABLED: SSH 1.99 has been enabl ed

Jan 6 21:07:25.883: CRYPTOCS: nvramfil esystem

Jan 6 21:07:25.991: CRYPTO.CS: serial nunmber Ox1 witten.

Jan 6 21:07:27.863: CRYPTOCS: created a new serial file.

Jan 6 21:07:27.863: CRYPTO CS: authenticating the CA 'sub'

Jan 6 21:07:27.867: CRYPTO PKI: Sending CA Certificate Request:
GET /cgi - bin/ pkiclient.exe?operati on=Get CACert &ressage=sub HTTP/ 1.0
User-Agent: Mzilla/4.0 (conpatible; MSIE 5.0; G sco PKl)
Jan 6 21:07:27.867: CRYPTO PKI: can not resolve server nane/l|P address
Jan 6 21:07:27.871: CRYPTO PKI: Using unresolved |P Address 192.0.2.6 Certificate has the
followi ng attributes:
Fi ngerprint MD5: 328ACC02 52B25DB8 22F8F104 B6055B5B
Fi ngerprint SHAl: 02FD799D DD40C7A8 61DC53AB 1E89A3EA 2A729EE2
% Do you accept this certificate? [yes/no]:
Jan 6 21:07:30.879: CRYPTO PKI: http connection opened
Jan 6 21:07:30.903: CRYPTO PKI: HTTP response header:
HTTP/ 1.1 200 K
Date: Thu, 06 Jan 2005 21:07:30 GVl
Server: server-10S
Cont ent - Type: application/x-x509-ca-cert
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Expires:

Last - Modi
Cache- Con
Pragma: n

Accept - Ranges:

Examples .

Thu, 06 Jan 2005 21:07:30 GVI
fied: Thu, 06 Jan 2005 21:07:30 GMI
trol: no-store, no-cache, nust-revalidate
o-cache
none

Content - Type i ndi cates we have received a CA certificate.

Jan 6 21:07:30.903: Received 507 bytes fromserver as CA certificate:
Jan 6 21:07:30.907: CRYPTO PKI: transaction Get CACert conpl eted
Jan 6 21:07:30.907: CRYPTO PKI: CA certificate received.
Jan 6 21:07:30.907: CRYPTO PKI: CA certificate received.
Jan 6 21:07:30.927: CRYPTO_PKI: crypto_pki _authenticate_tp_cert()
Jan 6 21:07:30.927: CRYPTO_PKI: trustpoint sub authentication status = 0 y Trustpoint CA
certificate accepted. %
% Certificate request sent to Certificate Authority
% Enrol Il ment in progress...
Router (cs-server)#
Jan 6 21:07:51.772: CRYPTO_ CA: certificate not found
Jan 6 21:07:51.772: CRYPTO_CA: certificate not found
Jan 6 21:07:52.460: CRYPTO CS: Publishing 213 bytes to crl file nvram sub.crl
Jan 6 21:07:54.348: CRYPTOCS: enrolling the server's trustpoint 'sub'
Jan 6 21:07:54.352: CRYPTOCS: exit FSM new state check failed
Jan 6 21:07:54.352: CRYPTOCS: cs config has been | ocked
Jan 6 21:07:54.356: CRYPTO PKI: transacti on PKCSReq conpl et ed
Jan 6 21:07:54.356: CRYPTO PKI: status:
Jan 6 21:07:55.016: CRYPTO PKI: Certificate Request Fingerprint MD5: 1BA027DB 1C7860C7
EC188F65 64356C80
Jan 6 21:07:55.016: CRYPTO PKI: Certificate Request Fingerprint SHAl: 840DB52C E17614CB
0C7BE187 ODFC884D D32CAA75
Jan 6 21:07:56.508: CRYPTO PKI: can not resolve server name/|P address
Jan 6 21:07:56.508: CRYPTO PKI: Using unresolved |P Address 192.0.2.6
Jan 6 21:07:56.516: CRYPTO PKI: http connection opened
Jan 6 21:07:59.136: CRYPTO PKI: received nsg of 776 bytes
Jan 6 21:07:59.136: CRYPTO PKI: HTTP response header:
HTTP/ 1.1 200 K
Date: Thu, 06 Jan 2005 21:07:57 GMI
Server: server-10S

Cont ent - Type: application/x-pki - message
Expires: Thu, 06 Jan 2005 21:07:57 GVl
Last - Modi fied: Thu, 06 Jan 2005 21:07:57 GMI
Cache-Control : no-store, no-cache, nust-revalidate
Pragma: no-cache
Accept - Ranges: none
Jan 6 21:07:59.324: The PKCS #7 message has 1 verified signers.
Jan 6 21:07:59.324: signing cert: issuer=cn=rootl
Jan 6 21:07:59.324: Signed Attributes:
Jan 6 21:07:59.328: CRYPTO PKI: status = 102: certificate request pending
Jan 6 21:08:00.788: CRYPTO PKI: can not resolve server name/|P address
Jan 6 21:08:00.788: CRYPTO PKI: Using unresolved |P Address 192.0.2.6
Jan 6 21:08:00.796: CRYPTO PKI: http connection opened
Jan 6 21:08:11.804: CRYPTO PKI: received nmsg of 776 bytes
Jan 6 21:08:11.804: CRYPTO PKI: HTTP response header: HTTP/1.1 200 OK
Date: Thu, 06 Jan 2005 21:08:01 GMI
Server: server-10S

Cont ent - Type: application/x-pki - message
Expires: Thu, 06 Jan 2005 21:08:01 GVl
Last - Modi fied: Thu, 06 Jan 2005 21:08:01 GMI
Cache-Control : no-store, no-cache, nust-revalidate
Pragma: no-cache
Accept - Ranges: none
Jan 6 21:08:11.992: The PKCS #7 nmessage has 1 verified signers.
Jan 6 21:08:11.992: signing cert: issuer=cn=rootl
Jan 6 21:08:11.996: Signed Attributes:
Jan 6 21:08:11.996: CRYPTO PKI: status = 102: certificate request pending
Jan 6 21:08:21.996: CRYPTO PKI: Al sockets are closed for trustpoint sub.
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. Configuring a Certificate Server to Run in RA Mode

Jan 6 21:08:31.996: CRYPTO PKI: Al sockets are closed for trustpoint sub.
Jan 6 21:08:41.996: CRYPTO PKI: Al sockets are closed for trustpoint sub.
Jan 6 21:08:51.996: CRYPTO PKI: Al sockets are closed for trustpoint sub.
Jan 6 21:09:01.996: CRYPTO PKI: Al sockets are closed for trustpoint sub.
Jan 6 21:09:11.996: CRYPTO PKI: resend GetCertlnitial, 1

Jan 6 21:09:11.996: CRYPTO PKI: Al sockets are closed for trustpoint sub.
Jan 6 21:09:11.996: CRYPTO PKI: resend GetCertlnitial for session: 0O

Jan 6 21:09:11.996: CRYPTO PKI: can not resolve server nanme/|P address

Jan 6 21:09:11.996: CRYPTO PKI: Using unresolved |P Address 192.0.2.6
Jan 6 21:09:12.024: CRYPTO PKI: http connection opened% Exporting Certificate Server signing
certificate and keys. ..
Jan 6 21:09:14.784: CRYPTO PKI: received nmsg of 1611 bytes
Jan 6 21:09:14.784: CRYPTO_PKI: HTTP response header:

HTTP/ 1.1 200 K

Date: Thu, 06 Jan 2005 21:09: 13 GMI

Server: server-10S

Cont ent - Type: application/x-pki - message

Expires: Thu, 06 Jan 2005 21:09: 13 GJI

Last - Modi fied: Thu, 06 Jan 2005 21:09: 13 GMI

Cache-Control: no-store, no-cache, nust-revalidate

Pragma: no-cache

Accept - Ranges: none
Jan 6 21:09:14.972: The PKCS #7 message has 1 verified signers.

Jan 6 21:09:14.972: signing cert: issuer=cn=rootl

Jan 6 21:09:14.972: Signed Attributes:

Jan 6 21:09:14.976: CRYPTO PKI: status = 100: certificate is granted

Jan 6 21:09:15.668: The PKCS #7 message contains 1 certs and O crls.

Jan 6 21:09:15.688: New y-issued Router Cert: issuer=cn=root serial=2

Jan 6 21:09:15.688: start date: 21:08:03 GMI Jan 6 2005

Jan 6 21:09:15.688: end date: 21:08:03 GMI Jan 6 2006

Jan 6 21:09:15.688: Router date: 21:09:15 GMI Jan 6 2005

Jan 6 21:09:15.692: Received router cert from CA

Jan 6 21:09:15.740: CRYPTO CA: certificate not found

Jan 6 21:09:15.744: CRYPTOPKI: Al enrollment requests conpleted for trustpoint sub.
Jan 6 21:09:15.744: %Kl -6- CERTRET: Certificate received fromCertificate Authority
Jan 6 21:09:15.744: CRYPTOPKI: Al enrollment requests conpleted for trustpoint sub.
Jan 6 21:09:15.744: CRYPTOPKI: Al enrollnment requests conpleted for trustpoint sub.

Jan 6 21:09:15.748: CRYPTOCS: enter FSM input state check failed, input signal cert
confi gured
Jan 6 21:09:15.748: CRYPTO.CS: starting enabling checks

Jan 6 21:09:15.748: CRYPTOCS: nvramfil esystem

Jan 6 21:09:15.796: CRYPTOCS: found existing serial file.

Jan 6 21:09:15.820: CRYPTOCS: old router cert flag Ox4

Jan 6 21:09:15.820: CRYPTOCS: new router cert flag Ox44

Jan 6 21:09:18.432: CRYPTOCS: DB version 1

Jan 6 21:09:18.432: CRYPTOCS: |ast issued serial nunmber is Ox1

Jan 6 21:09:18.480: CRYPTOCS: CRL file sub.crl exists.

Jan 6 21:09:18.480: CRYPTOCS: Read 213 bytes fromecrl file sub.crl.
Jan 6 21:09:18.532: CRYPTO CS: SCEP server started

Jan 6 21:09:18.532: CRYPTOCS: exit FSM new state enabl ed

Jan 6 21:09:18.536: CRYPTO CS: cs config has been | ocked

Jan 6 21:09:18.536: CRYPTO PKI: Al enrollment requests conpleted for trustpoint sub.

If the certificate server failsto enable or if the certificate server has trouble handling the request that has been
configured, you can use the debug crypto pki server command to troubleshoot the progress of an enrollment.
This command can also be used to debug the root CA (turn it on at the root CA).

Configuring a Certificate Server to Run in RA Mode

The certificate server can act asan RA for aCA or another third party CA. Read the detailsin Step 8 for more
information about the transparent keyword option if athird-party CA is used.
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SUMMARY STEPS

enable

configure terminal

crypto pki trustpoint name
enrollment url url
subject-name  x.500-name
exit

crypto pki server  cs-label
modera [transparent]
auto-rollover [time-period]
grant autorollover {ca-cert |ra-cert}
no shutdown

no shutdown

©ENDOG LN

o Y
N = O

DETAILED STEPS

Configuring a Certificate Server to Run in RA Mode .

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termnnal
Step 3 crypto pki trustpoint name Declaresthetrustpoint that your RA mode certificate server
should use and enters ca-trustpoint configuration mode.
Example:
Devi ce(config)# crypto pki trustpoint ra-server
Step 4 enrollment url url Specifiesthe enroliment URL of theissuing CA certificate
server (root certificate server).
Example:
Devi ce(ca-trustpoint)# enrol |l ment url
http://ca-server.conpany. com
Step 5 subject-name  x.500-name Specifies the subject name the RA uses.
Example: Note Include “cn=ioscs RA” or “ou=ioscs RA” in
Devi ce(ca-trustpoi nt)# subj ect-nanme cn=i oscs RA the subject name so that the issuing CA
certificate server can recognize the RA (see
Step 7 below).
Step 6 exit Exits cartrustpoint configuration mode.
Example:

Devi ce(ca-trustpoint)# exit

Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S .



. Configuring a Certificate Server to Run in RA Mode

Configuring and Managing a Certificate Server for PKI Deployment |

Command or Action

Purpose

Step 7 cryptopki server  cs-label Enables a certificate server and enters cs-server
configuration mode.
Example:
Devi ce(config)# crypto pki server ra-server Note The certificate server must have the samename
as the trustpoint that was created in Step 3
above.
Step 8 modera [transparent] Places the PKI server into RA certificate server mode.
Example: Use the transparent keyword to allow the CA server in
Devi ce(cs-server)# node ra RA mode to interoperate with more than one type of CA
server. When thetransparent keyword isused, theorigina
PKCS#10 enrollment message is not re-signed and is
forwarded unchanged. This enrollment message makes
the IOS RA certificate server work with CA serverslike
the Microsoft CA server.
Step 9 auto-rollover [time-period] (Optional) Enables the automatic CA certificate rollover
functionality.
Example:
Devi ce(cs-server)# auto-rol | over 90 * time-period --default is 30 days.
Step 10 grant auto rollover {ca-cert | ra-cert} (Optional) Automatically grants reenrollment requestsfor
subordinate CAs and RA-mode CAs without operator
Example: ; .
intervention.
Devi ce(cs-server)# grant auto rollover ra-cert
« ca-cert --Specifies that the subordinate CA rollover
certificate is automatically granted.
* ra-cert --Specifies that the RA-mode CA rollover
certificate is automatically granted.
If thisisthefirst time that a subordinate certificate server
is enabled and enrolled, the certificate request must be
manually granted.
Step 11 no shutdown Enables the certificate server.
Example: Note After thiscommand isissued, the RA
Devi ce(cs-server)# no shut down automatically enrolls with the root certificate
server. After the RA certificate has been
successfully received, you must issue the no
shutdown command again, which reenables
the certificate server.
Step 12 no shutdown Reenables the certificate server.
Example:

Devi ce(cs-server)# no shut down
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Configuring the Root Certificate Server to Delegate Enrollment Tasks to the RA Mode Certificate
Server

Perform the following steps on the router that is running the issuing certificate server; that is, configure the
root certificate server that is delegating enrollment tasks to the RA mode certificate server.

\)

Note Granting enrollment requests for an RA is essentially the same process as granting enrollment requests for
client devices-except that enrollment requestsfor an RA are displayed in the section “ RA certificate requests’
of the command output for the crypto pki server info-requests command.

SUMMARY STEPS
1. enable
2. cryptopkiserver  cslabd inforequests
3. cryptopki server cslabd grant reg-id
4. configureterminal
5. crypto pki server cs-label
6. grant ra-auto
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.

Devi ce> enabl e

Step 2 crypto pki server  cs-label inforequests Displays the outstanding RA certificate request.
Example: Note This command isissued on the router that is
Devi ce# crypto pki server root-server info requests running the issuing certificate server.

Step 3 cryptopki server cslabel grant reg-id Grants the pending RA certificate request.
Example: Note Because the issuing certificate server delegates
Devi ce# crypto pki server root-server grant 9 the enrolIment request verification task to the

RA, you must pay extra attention to the RA
certificate request before granting it.

Step 4 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal

Step 5 crypto pki server cs-label Enables a certificate server and enters cs-server

Example: configuration mode.

Devi ce(config)# crypto pki server root-server
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Command or Action Purpose
Step 6 grant ra-auto (Optional) Specifies that all enrollment requests from an
RA areto be granted automatically.
Example:

Devi ce(cs-server)# grant ra-auto Note For the grant ra-auto command to work, you
havetoinclude“cn=ioscsRA” or “ou=ioscsRA”
in the subject name of the RA certificate. (See
Step 2 above.)

What to Do Next

After you have configured a certificate server, you can use the preconfigured default values or specify values
through the CLI for the functionality of the certificate server. If you choose to specify values other than the
defaults, see the following section, “Configuring Certificate Server Functionality "

Configuring Certificate Server Functionality

After you have enabled a certificate server and are in certificate server configuration mode, use any of the
stepsin this task to configure basic certificate server functionality values other than the default values.

Certificate Server Default Values and Recommended Values

The default values for a certificate server are intended to address arelatively small network (of about ten
devices). For example, the database settings are minimal (through the database level minimalcommand) and
the certificate server handles all CRL requests through SCEP. For larger networks, it is recommended that
you use either the database setting “names” or “complete’ (as described in the database level command) for
possible audit and revocation purposes. Depending on the CRL checking policy, you should also use an
external CDPin alarger network.

Certificate Server File Storage and Publication Locations

You have the flexibility to store file typesto different storage and publication locations.

SUMMARY STEPS
1. databaseurl root-url
2. databaseurl {cnm|crl|crt|pl2|pem | ser} root-url
3. databaseurl {cnm|crl|crt} publish root-url
4. databaselevel {minimal | names|complete}
5. database username username [password [encr-type] password]
6. databasearchive {pkcsl2 | pem}[password encr-type] password ]
7 issuer-name DN-string
8. lifetime {ca-certificate | certificate} time
9. lifetimecrl time
10. lifetimeenrollment-request time
1. cdp-url url
12. noshutdown
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DETAILED STEPS

Certificate Server File Storage and Publication Locations .

Command or Action

Purpose

Step 1 databaseurl root-url Specifies the primary location where database entries for
the certificate server are written.

Example:

Devi ce(cs-server)# dat abase url If this command is not specified, all database entries are

tftp://cert-svr-db. conpany. com written to NVRAM.

Step 2 databaseurl {cnm |crl |crt | pl2 | pem | ser} root-url | Specifies certificate server critical file storage location by
filetype.

Example:

Devi ce(cs-server)# database url ser nvram Note If thiscommand is not specified, &l critical files

are stored to the primary location if specified.
If the primary location is not specified, all
critical files are stored to NVRAM.

Step 3 databaseurl {cnm |crl|crt} publish root-url Specifies certificate server publish location by file type.

Example: Note If this command is not specified, all publish

Devi ce(cs-server)# database url crl publish files are stored to the primary location if

tftp://csdb_specific_crl_files.conpany.com specified. If the primary location is not

specified, all publish files are stored to
NVRAM.
Step 4 databaselevel {minimal | names|complete} Controls what type of datais stored in the certificate
enrollment database.

Example:

Devi ce(cs-server)# database | evel conplete * minimal --Enough information is stored only to
continueissuing new certificateswithout conflict; the
default value.

* names --In addition to the information given in the
minimal level, the serial number and subject name of
each certificate.

« complete --In addition to the information given in
the minimal and names|levels, each issued certificate
iswritten to the database.

Note The complete keyword produces alarge amount
of information; if it isissued, you should also
specify an external TFTP server in which to
store the data through the database url
command.

Step 5 database username username [password [encr-type] | (Optional) Sets a username and password when a user is

password]

Example:

Devi ce(cs-server)# dat abase usernane user password
PASSWORD

required to access aprimary certificate enrollment database
storage location.
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Command or Action

Purpose

Step 6 database archive {pkcsl2 | pem}[password encr-type] | (Optional) Sets the CA key and CA certificate archive
password ] format and password to encrypt thefile.
Example: The default value is pkcsl2, so if this subcommand is not
Devi ce(cs-server)# database archive pem configured, autoarchiving continues, and the PKCS12
format is used.
 The password is optional. If it isnot configured, you
are prompted for the password when the server is
turned on for the first time.

Note It is recommended that you remove the
password from the configuration after the
archive isfinished.

Step 7 issuer-name DN-string (Optional) Setsthe CA issuer name to the specified
distinguished name (DN-string). The default value is as
Example: f i -
ollows: issuer-name cn={ cs-label } .
Devi ce(cs-server)# issuer-nanme ny-server
Step 8 lifetime {ca-certificate| certificate} time (Optional) Specifies the lifetime, in days, of a CA
certificate or a certificate.
Example:
Devi ce(cs-server)# lifetime certificate 888 Velid values range from 1 day to 1825 days. The default

CA certificate lifetime is 3 years; the default certificate

lifetimeis 1 year. The maximum certificate lifetimeis 1

month less than the lifetime of the CA certificate.

Step 9 lifetimecrl time (Optional) Defines the lifetime, in hours, of the CRL that
is used by the certificate server.
Example:
Devi ce(cs-server)# lifetime crl 333 Maximum lifetime value is 336 hours (2 weeks). The
default valueis 168 hours (1 week).
Step 10 lifetime enroliment-request time (Optional) Specifies how long an enrollment request should
stay in the enrollment database before being removed.
Example:
Devi ce(cs-server)# lifetine enrol | ment-request | Maximum lifetimeis 1000 hours.
888
Step 11 cdp-url wurl (Optional) Defines the CDP location to be used in the
Example: certificates that are issued by the certificate server.

Devi ce(cs-server)# cdp-url
http://my-cdp. conpany. com

* The URL must bean HTTP URL.

If you have PKI clients that are not running Cisco 10S
software and that do not support a SCEP GetCRL request,
use the following URL format:

http://server.company.com/certEnroll/filename.crl

Or, if your Cisco |OS certificate server is also configured
as your CDP, use the following URL format

http://cs-addr/cgi-bin/pkiclient.exe?operation=GetCRL
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Working with Automatic CA Certificate Rollover .

Command or Action Purpose

where cs-addr is the location of the certificate server.

In order to force the parser to retain the embedded question
mark within the specified location, enter Ctrl-v prior to
the question mark. If thisaction isnot taken, CRL retrieval
through HT TP returns an error message.

Note Although this command is optional, it is
strongly recommended for any deployment

scenario.
Step 12 no shutdown Enables the certificate server.
Example: You should issue this command only after you have
Devi ce(cs-server)# no shut down completely configured your certificate server.

Examples

Thefollowing example shows how to configure a CDP |ocation where the PK1 clients do not support
SCEP GetCRL requests:

Devi ce(config)# crypto pki server aaa

Devi ce(cs-server)# database | evel m ni num

Devi ce(cs-server)# database url tftp://10.1.1. 1/ usernamel/

Devi ce(cs-server)# issuer-nanme CN-aaa

Devi ce(cs-server)# cdp-url http://server.conpany. com certEnroll/aaa.crl

After acertificate server has been enabled on arouter, the show crypto pki server command displays
the following output:

Devi ce# show crypto pki server

Certificate Server status:enabled, configured

Granting node is: nmanual

Last certificate issued serial nunber:0Ox1l

CA certificate expiration timer:19:31:15 PST Nov 17 2006
CRL NextUpdate tiner:19:31:15 PST Nov 25 2003

Current storage dir:nvram

Dat abase Level : M ninum- no cert data witten to storage

Working with Automatic CA Certificate Rollover

Starting Automated CA Certificate Rollover Inmediately

SUMMARY STEPS

Use thistask to initiate the automated CA certificate rollover process immediately on your root CA server.

1. enable
2. configure terminal
3. crypto pki server cs-label rollover [cancel]
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DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 3 crypto pki server cs-label rollover [cancel] Immediately startsthe CA certificate rollover process by

Example:

Devi ce(config)# crypto pki server mycs rollover

generating a shadow CA certificate.

To delete the CA certificate rollover certificate and keys,
use the cancel keyword.

Requesting a Certificate Server Client Rollover Certificate

Use thistask to request a certificate server client’srollover certificate.

SUMMARY STEPS

1. enable

2. configure terminal

3. cryptopki server cslabe rollover request pkcslO terminal
DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 3 crypto pki server cs-label rollover request pkcsl0 Requests a client rollover certificate from the server.

terminal

Example:

Devi ce(config)# crypto pki server mycs rollover
request pkcsl10 terninal

Example

The following example shows arollover certificate request being inputted into the server:
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Devi ce# crypto pki server nycs rollover request pkcsl0 term nal

% Ent er Base64 encoded or PEM formatted PKCS10 enrol |l nment request.
% End with a blank line or "quit" on a line by itself.

----- BEGA N CERTI FI CATE REQUEST- - - - -

M | BUTCBuw BADASMRAWDg YDVQQDEWD OZXdSh290M Gf MAOGCSqGS| bh3DQEBAQUA
A4GNADCBI QKBgQDVHeev1ERSs320zbLQQk+31 hV/ R2HpYQ i MsuT1j kJf 5i yOUPR
W/ X16y UNnG+Cbi G WO sSASFOnxZw+f O7d2X2yh1Pakf vF2wbP27C sgJNOAuUPf
sBxEc40Xe0d5FMh0OYKOSASh ZYKCF | ny QR2Dr m2x/ 33QGol 5QyRvj keWQl DAQAB
0AAWDQYJKoZI hve NAQEEBQADY YEALMDOr 4d79X6vxhDOgj uYJXf BCOvvAFNyFsj r
aBS/ y6CnNVYy SF8UBUoh XYl GTW 41 4+sj 6i 8gYf oFUWL/ L82dj S18TLr Ur 6wpCCs
Rgf Af ps7HWLe4ci zOf j AUU+C7I NcobCAhwF106q2nl Ej pQ 2yf K9O7sb3SCIZBf e
eVt yCo=

----- END CERTI FI CATE REQUEST- - - - -

Exporting a CA Rollover Certificate
Use this task to export a CA rollover certificate.

SUMMARY STEPS
1. enable
2. configure terminal
3. cryptopki export trustpoint pem {terminal |url url} [rollover]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:

Devi ce# configure termn nal

Step 3 crypto pki export trustpoint pem {terminal | url url} | Exportsa CA shadow certificate.
[rollover]

Example:

Devi ce(config)# crypto pki export nycs pemterm nal
rol | over

Maintaining Verifying and Troubleshooting the Certificate Server Certificates
and the CA

Managing the Enroliment Request Database

SCEP supportstwo client authenti cation mechanisms--manual and preshared key. Manual enrollment requires
theadministrator at the CA server to specifically authorize the enrollment requests; enrollment using preshared
keys allows the administrator to preauthorize enrollment requests by generating a one-time password (OTP).
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Use any of the optional steps within this task to help manage the enrollment request database by performing
functions such as specifying enrollment processing parametersthat are to be used by SCEP and by controlling

the run-time behavior or the certificate server.

revoke certificate-serial-number
request pkcsl0 {url |terminal} [base64| pem

SUMMARY STEPS
1. enable
2. cryptopki server cslabel grant {all | reg-id}
3. cryptopki server cslabel reject {all | reg-id}
4. cryptopki server cslabel password generate minutes
5. cryptopki server cs-label
6. cryptopki server cs-label
7. show crypto pki server cs-label crl
8. show cryptopki server cslabel requests
DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example:  Enter your password if prompted.
Devi ce> enabl e
Step 2 crypto pki server cslabel grant {all |reg-id} Grants all or specific SCEP requests.
Example:
Devi ce# crypto pki server nycs grant all
Step 3 crypto pki server cslabel reect {all | reg-id} Rejects al or specific SCEP requests.
Example:
Devi ce# crypto pki server mycs reject all
Step 4 crypto pki server cs-label password generate minutes| Generates a OTP for SCEP requests.
Example: » minutes--Length of time, in minutes, that the password
Devi ce# crypto pki server nycs password generate isvalid. Valid values range from 1 to 1440 minutes.
75 The default is 60 minutes.
Note Only oneOTPisvalidat atime; if asecond OTP
isgenerated, the previous OTPisno longer valid.
Step 5 crypto pki server cs-label revoke Revokes a certificate on the basis of its serial number.

certificate-serial-number

Example:

Devi ce# crypto pki server mycs revoke 3

« certificate-serial-number --One of the following
options:
* A string with aleading Ox, which istreated as a
hexadecimal value

* A string with aleading 0 and no x, which is
treated as octal

« All other strings, which are treated as decimal
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Removing Requests from the Enrollment Request Database .

Command or Action

Purpose

Step 6 crypto pki server cs-label request pkes10 {url | Manually adds either a base64-encoded or PEM-formatted
terminal} [base64| pem PK CS10 certificate enrollment request to the request
database.
Example:
Devi ce# crypto pki server nycs request pkcsl0 After the certificateis granted, it is displayed on the console
terminal pem terminal using base64 encoding.

» pem --Specifies the certificate that is returned with
PEM headers automatically added to the certificate
after the certificate is granted, regardless of whether
PEM headers were used in the request.

* base64 --Specifies the certificate that is returned
without privacy-enhanced mail (PEM) headers,
regardless of whether PEM headers were used in the
request.

Step 7 show crypto pki server cslabel crl Displays information regarding the status of the current
CRL.
Example:
Devi ce# show crypto pki server nycs crl
Step 8 show crypto pki server cs-label requests Displays al outstanding certificate enrollment requests.

Example:

Devi ce# show crypto pki server nycs requests

Removing Requests from the Enrolilment Request Database

After the certificate server receives an enrollment request, the server can leave the request in a pending state,
reject it, or grant it. The request staysin the enrollment request database for 1 week until the client pollsthe
certificate server for the result of the request. If the client exits and never polls the certificate server, you can
remove either individual requests or all requests from the database.

Use this task to remove reguests from the database and allow the server to be returned to a clean date with
respect to the keys and transaction IDs. Also, you can use thistask to help troubleshoot a SCEP client that

may not be behaving properly.
SUMMARY STEPS

1. enable

2. cryptopki server cs-label
DETAILED STEPS

remove {all |reg-id}

Command or Action

Purpose

Step 1

enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

 Enter your password if prompted.
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Command or Action

Purpose

Step 2

crypto pki server cslabel  remove {all | reg-id}

Example:

Devi ce# crypto pki server nycs renove 15

Removes enrollment requests from the enrollment request
database.

Deleting a Certificate Server

Users can del ete a certificate server from the PKI configuration if they no longer want it on the configuration.
Typically, a subordinate certificate server or an RA is being deleted. However, users may delete aroot
certificate server if they are moving it to another device through the archived RSA keys.

Perform this task to delete a certificate server from your PKI1 configuration.

\)

Note \When acertificate server is deleted, the associated trustpoint and key are also del eted.

SUMMARY STEPS

1. enable

2. configureterminal

3. nocrypto pki server cs-label
DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example:  Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 3 no crypto pki server cs-label Deletes a certificate server and associated trustpoint and

Example:

Devi ce(config)# no crypto pki server nycs

key.

Verifying and Troubleshooting Certificate Server and CA Status

Use any of the following optional stepsto verify the status of the certificate server or the CA.

SUMMARY STEPS

1. enable
2. debug crypto pki server
3. dir filesystem:
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DETAILED STEPS

Verifying CA Certificate Information .

Command or Action

Purpose

Step 1 enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

 Enter your password if prompted.

Step 2 debug crypto pki server

Example:
Devi ce# debug crypto pki server

Enables debugging for a crypto PKI certificate server.

» Thiscommand can be used for monitoring the progress
of an enrollment and for troubleshooting if the
certificate server failsto respond or if the certificate
server has trouble handling the request that has been
configured.

Step 3 dir filesystem:

Example:
Devi ce# dir slotO:

Displays alist of files on afile system.

« This command can be used to verify the certificate
server autoarchived file if the database ur| command
was entered to point to alocal file system. You should
beableto at |east see“ cs-label .ser” and “ cs-labd .crl”
filesin the database.

Verifying CA Certificate Information

To obtain information relating to the CA certificatesincluding the certificate server rollover process, rollover
certificates, and timers, you may use any of the following commands.

)

Note These commands are not exclusive to shadow certificate information. If no shadow certificate exists, the
following commands display the active certificate information.

SUMMARY STEPS
1. crypto pki certificate chain
2. crypto pki server info requests
3. show crypto pki certificates
4. show crypto pki server
5. show crypto pki trustpoints
DETAILED STEPS

Step 1 crypto pki certificate chain

Example:

Devi ce(config)# crypto pki certificate chain nmica

certificate 06
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. Verifying CA Certificate Information

Step 2

Step 3

Step 4

certificate ca 01

I This is the peer’s shadow PKI certificate.
certificate rollover OB

I This is the CA shadow PKI certificate
certificate rollover ca OA

Displays the certificate chain details and to distinguish the current active certificate from the rollover certificate in the
certificate chain. The following example shows a certificate chain with an active CA certificate and a shadow, or rollover,
certificate:

crypto pki server info requests

Example:

Devi ce# crypto pki server nyca info requests

Enrol I nent Request Dat abase:
RA certificate requests:

Reql D State Fi ngerpri nt Subj ect Name
RA rol lover certificate requests:
Reql D State Fi ngerpri nt Subj ect Name
Router certificates requests:
Reql D State Fi ngerpri nt Subj ect Name
1 pendi ng A426 AFO7FE3AABB69062EOE47198E5BF host nane=cl i ent
Router rollover certificates requests:
Reql D State Fi ngerpri nt Subj ect Name
2 pendi ng B69062EQ0E47198E5BFA426 AFO7FE3A4B host nane=cl i ent

Displaysall outstanding certificate enrollment requests. The foll owing example showsthe output for shadow PKI certificate
information requests:

show crypto pki certificates

Example:
Devi ce# show crypto pki certificates

Certificate
Subj ect Nane
Nane: nyrouter. exanpl e. com
| P Address: 192.0.2.1
Serial Number: 04806682
Status: Pending
Key Usage: GCeneral Purpose
Fi ngerprint: 428125BD A3419600 3F6C7831 6CD8FA95 00000000
CA Certificate
Status: Avail able
Certificate Serial Nunber: 3051DF7123BEE31B8341DFE4B3A338E5F
Key Usage: Not Set

Displaysinformation about the certificate, the certification authority certificate, shadow certificates, and any registration
authority certificates. The following example displays the certificate of the router and the certificate of the CA. Thereis
no shadow certificate available. A single, general-purpose RSA key pair was previously generated, and a certificate was
requested but not received for that key pair. Note that the certificate status of the router shows“Pending.” After the router
receives its certificate from the CA, the Status field changes to “Available” in the show output.

show crypto pki server

Example:
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Step 5

Configuration Examples for Using a Certificate Server .

Devi ce# show crypto pki server

Certificate Server routercs:
Status: enabl ed, configured
| ssuer nane: CN=wal nutcs
CA cert fingerprint: 800F5944 74337E5B C2DF6C52 9A7B1BDB
Granting node is: auto
Last certificate issued serial nunber: 0x7
CA certificate expiration timer: 22:10:29 GMI Jan 29 2007
CRL Next Update tinmer: 21:50:56 GMI' Mar 5 2004
Current storage dir: nvram
Dat abase Level: Mninum- no cert data witten to storage
Rol | over status: available for rollover
Rol  over CA cert fingerprint: 6AAF5944 74227A5B 23DF3E52 9A7F1FEF
Rol  over CA certificate expiration tiner: 22:10:29 GMI Jan 29 2017

Displays the current state and configuration of the certificate server. The following example shows that the certificate
server “routercs’ has rollover configured. The CA auto-rollover time has occurred and the rollover, or shadow, PKI
certificate is available. The status shows the rollover certificate fingerprint and rollover CA certificate expiration timer
information.

show crypto pki trustpoints

Example:
Devi ce# show crypto pki trustpoints

Trust poi nt vpn:
Subj ect Nane:
cn=Cisco SSL CA
0=Ci sco Systens
Serial Nunmber: OFFEBBDC1B6F6D9DOEA7875875E4C695
Certificate configured.
Rol | over certificate configured.
Enrol | nent Protocol :
SCEPv1, PKI Rollover

Displays the trustpoints that are configured in the device. The following output shows that a shadow CA certificateis
available and shows the SCEP capabilities reported during the last enrollment operation:

Configuration Examples for Using a Certificate Server

Example: Configuring Specific Storage and Publication Locations

The following exampl e shows the configuration of aminimal local file system, so that the certificate server
can respond quickly to certificate requests. The .ser and .crl files are stored on thelocal system for fast access,
and a copy of al of the .crt files are published to aremote location for long-term logging.

crypto pki server mnyserver

I Pi ck your database |evel.

dat abase | evel mi ni mum

I'Specify a location for the .crt files that is different than the default |ocal
ICisco I10s file system

dat abase url crt publish http://url usernanme userl password secret
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. Example: Removing Enroliment Requests from the Enroliment Request Database

\)

Note

Free space on the local file system should be monitored, in case the .crl file becomestoo large.

The following exampl e shows the configuration of a primary storage location for critical files, a specific
storage location for the critical file serial number file, the main certificate server databasefile, and a password
protected file publication location for the CRL file:

Devi ce(config)# crypto pki server mycs
Devi ce(cs-server)# database url ftp://cs-db.conpany.com

|

% Server database url was changed. You need to nove the

% exi sting database to the new | ocati on.

|

Devi ce(cs-server)# database url ser nvram

Devi ce(cs-server)# database url crl publish ftp://crl.conmpany.com usernane nmynane password
mypasswor d

Devi ce(cs-server)# end

Thefollowing output displays the specified primary storage location and critical file storage |ocations specified:

Devi ce# show

Sep 3 20:19:34.216: %SYS-5-CONFI G I: Configured fromconsol e by user on consol e
Devi ce# show crypto pki server

Certificate Server mycs:

Status: disabled

Server's configuration is unlocked (enter "no shut" to lock it)

I ssuer nane: CN=nycs

CA cert fingerprint: -Not found-

Granting node is: manual

Last certificate issued serial nunber: 0x0

CA certificate expiration timer: 00:00:00 GMI Jan 1 1970

CRL not present.

Current primary storage dir: ftp://cs-db. conpany. com

Current storage dir for .ser files: nvram

Dat abase Level: Mnimum- no cert data witten to storage The fol |l owi ng out put di spl ays
all storage and publication |ocations. The serial nunber file (.ser) is stored in NVRAM
The CRL file will be published to ftp://crl.conpany.comw th a username and password. All
other critical files will be stored to the primary location, ftp://cs-db.conmpany.com

Devi ce# show runni ng-config

section crypto pki server

crypto pki server mycs shutdown database url ftp://cs-db.conmpany. com

dat abase url crl publish ftp://crl.conmpany.com username nynane password 7
12141C0713181F13253920

dat abase url ser nvram
Devi ce#

Example:RemovingEnrolimentRequestsfromthe EnrolimentRequestDatabase

Thefollowing examples show both the enrollment requeststhat are currently in the enrollment request database
and the result after one of the enrollment requests has been removed from the database.
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Example: Autoarchiving the Certificate Server Root Keys .

Example: Enroliment Request Currently in the Enroliment Request Database

The following example shows that the crypto pki server info requests command has been used to display
the enrollment requests that are currently in the Enrollment Request Database:

Devi ce# crypto pki server nyserver info requests

Enrol I nent Request Dat abase:
RA certificate requests:

Reql D State Fi ngerprint Subj ect Nane

Router certificates requests:

Reql D State Fi ngerprint Subj ect Nane

2 pendi ng 1B07F3021DAABOF19F35DA25D01D8567 host nanme=host 1. conpany. com
1 deni ed 5322459D2DC70B3F8EF3D03A795CF636 host nanme=host 2. conpany. com

Example: crypto pki server remove Command Used to Remove One Enrollment Request

Thefollowing example showsthat the crypto pki server remove command has been used to remove Enrollment
Request 1.

Devi ce# crypto pki server nyserver renove 1

Example: Enroliment Request Database After the Removal of One Enroliment Request

Thefollowing example showsthe result of the removal of Enrollment Request 1 from the Enrollment Request
Database:

Devi ce# crypto pki server nycs info requests

Enrol I nent Request Dat abase:
RA certificate requests:

Reql D State Fi ngerpri nt Subj ect Name

Router certificates requests:

Reql D State Fi ngerpri nt Subj ect Name

2 pendi ng 1B07F3021DAABOF19F35DA25D01D8567 host name=host 1. conpany. com

Example: Autoarchiving the Certificate Server Root Keys

Thefollowing output configurations and examples show what you might seeif the database ar chive command
has not been configured (that is, configured using the default value); if the database ar chive command has
been configured to set the CA certificate and CA key archiveformat as PEM, without configuring a password;
and if the database ar chive command has been configured to set the CA certificate and CA key archive
format as PKCS12, with a password configured. The last example is sample content of a PEM-formatted
archivefile. The following example, “ms2” refersto the label of a 2048-bit key pair.

Example: database archive Command Not Configured

Note The default is PKCS12, and the prompt for the password appears after the no shutdown command has been
issued.
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. Example: Autoarchiving the Certificate Server Root Keys

Devi ce(config)# crypto pki server ns2
Devi ce(cs-server)# no shut down

% Ready to generate the CA certificate.

%Sone server settings cannot be changed after CA certificate generation.
Are you sure you want to do this? [yes/no]: vy

% Exporting Certificate Server signing certificate and keys. ..

! Note the next two lines, which are asking for a password.

% Pl ease enter a passphrase to protect the private key.

Passwor d:

% Certificate Server enabl ed.

Devi ce(cs-server)# end

Devi ce# dir nvram

Directory of nvram/

125 -rw 1693 <no date> startup-config
126 ---- 5 <no date> private-config
1 -rw 32 <no date> nyserver. ser
2 -rw 214 <no date> nyserver.crl
! Note the next line, which indicates PKCS12 fornat.
3 -rw 1499 <no date> nyserver.pl2

Example" database archive Command and pem Keyword Configured

\}

Note The prompt for the password appears after the no shutdown command has been issued.

Devi ce(config)# crypto pki server ns2
Devi ce(cs-server)# database archive pem
Devi ce(cs-server)# no shut down

% Ready to generate the CA certificate.

%Sone server settings cannot be changed after CA certificate generation.
Are you sure you want to do this? [yes/no]: vy

% Exporting Certificate Server signing certificate and keys...

' Note the next two lines, which are asking for a password.

% Pl ease enter a passphrase to protect the private key.

Passwor d:

% Certificate Server enabl ed.

Devi ce(cs-server)# end

Devi ce# dir nvram

Directory of nvram/

125 -rw 1693 <no date> startup-config
126 ---- 5 <no date> nprivate-config
1 -rw 32 <no date> nyserver. ser
2 -rw 214 <no date> nyserver.crl
! Note the next line showing that the format is PEM
3 -rw 1705 <no date> nyserver.pem

Example: database archive Command and pkcs12 Keyword (and Password) Configured

Note \When the password is entered, it is encrypted. However, it is recommended that you remove the password
from the configuration after the archive has finished.
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\}

Example: Autoarchiving the Certificate Server Root Keys .

Devi ce(config)# crypto pki server ns2
Devi ce(cs-server)# dat abase archive pkcsl2 password ciscol23
Devi ce(cs-server)# no shut down

% Ready to generate the CA certificate.

% Sonme server settings cannot be changed after CA certificate generation.
Are you sure you want to do this? [yes/no]: vy

% Exporting Certificate Server signing certificate and keys. ..

! Note that you are not being pronpted for a password.

% Certificate Server enabl ed.

Devi ce(cs-server)# end

Devi ce# dir nvram

Directory of nvram/

125 -rw 1693 <no date> startup-config
126 ---- 5 <no date> private-config
1 - W 32 <no dat e> nmyserver. ser
2 -rw 214 <no date> nyserver.crl
! Note that the next line indicates that the fornat is PKCS12.
3 -rw 1499 <no date> nyserver. pl2

Example: PEM-Formatted Archive

The following sample output shows that autoarchiving has been configured in PEM file format. The archive
consists of the CA certificate and the CA private key. To restore the certificate server using the backup, you
would have to import the PEM-formatted CA certificate and CA key individualy.

Note

In addition to the CA certificate and CA key archive files, you should also back up the serial file (.ser) and
the CRL file (.crl) regularly. The serial file and the CRL file are both critical for CA operation if you need to
restore your certificate server.

Devi ce# nore nvram nycs. pem

----- BEG N CERTI FI CATE- - - - -

M | B9z CCAWCgAW BAgl BATANBgk ghki GOw0 BAQQRFADAPMOWCWYDVQQDEWR: e\VW\z
MB4XDTAONMDgy Nz Ay Mzl ONl o XDTA3NMDgy Nz Ay Mz | ONI owDz ENVAs GALUEAX MVEb X

czCBnz ANBgkghki GOWOBAQEFAACB] QAwWg Yk CgYEALl ZpKP4nGDIHgPkpYSki x71 D
nr23aM Z9Kz500/ qTBxeZ8muj pj YcZ0T8AZvoO CuDnYM 796ZwpkMyj z1aZZbL+
Bt uwl | sEOf hC+u/ A / vxf G&Bxpshoz/ F5J3xdg5ZZuWhil DAUYu9+Qbl 5f eu@4
Z/ Bi Pl b4AnGTP4B2 MWD CAWEAAaN] MGEWDWYDVROTAQH BAUWAWEB/ z AOBgNVH(BB
Af 8EBAMCAYYwWHWYDVROj BBgWF0oAUKi / cuKéwk z+Zswit b06v UJboEe EWHQYDVROO
BBYEFCov3Li usJM mbMFbWAOr 1CWsBHNMAOGCSqGSI b3 DQEBBAUAA4 GBAKL OnpE2
4+Ne OKEXMCXGLj cohK7@2Hr kFf | / vpKO+q92PTnMJFhxLQgl 8pW q5CCgCrheace
O Tv2zcUAoH4r zx3Rc2USI xk Dok WAQMLuj sM SLI eHi t 0Gbuj / / GCchgK20MAWS
ynf 7+Tnbl SFI j West oUXC2hLnsJI My/ Kf f aD

----- END CERTI FI CATE- - - - -

I The private key is protected by the password that is
configured in “database archive pem password pwd” or that
is entered when you are pronpted for the password.

Proc- Type:
DEK- | nf o:

4, ENCRYPTED
DES- EDE3- CBC, 106CE91FFDOAO75E

zyi FC8r Kv8Cs+| Ks Q&2 Qs VpvDBHgZqBSMAD528bvZv7j zr 6WiHj 8E6zO+6BR/ A
zj sf TALo+e+ZDg7KMzbr yHARvj skbgFdOWLI VI YBhCeSEl KsskWB6chQuyPHII nW
JWC5YzZdZwOgcyLBP/ xOYXcvj zzNf PAXZzN12VR8vWDNg/ kHT+3Lpl c8hY++ABM

M+CIFB3dpNZzu501BZClg46bgbkul aCCnfscl DaVt 0z DFZWWW Suf i enm\x ZBGAx S8
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. Example: Restoring a Certificate Server from Certificate Server Backup Files

t 5t +FEhnSf v8DAMMg4f / KVRFTNLOphUAr cLx QOB8AI 0V YHHORJACnuzVUvHgco7
VT4XUTj O7gMhmIgFNW 1pu49f bdS2NnOn51 oi yAq5! k1KUPr z/ WABW CvLMy| GnZ
kyMcWbaM gS/ vdx74BBC 09yRZInLM | i 6SDof j CNTDHf mnFEVg4Ls SWCd4| P9OP8
OMyhP1D5VI x6PbM\Wk WAL 2| pBbCCdes FRGH] ZD2dOu96kHD71 t Er x34CC8W4aG4
b7DLkt Uu6WNVEMBg3CAqJi COVBATI p+kvdHZVk XovgND51 U0QIpsj 0HhGz KAGOY
KTGTUekUbol Sj VWkI 6ef plvO6t enVL3Txg3KGhzWWIGr q1snghEOKNnV8t kddv/ 9N
d/ t 11 +we9nr cc Tq50VWADnKEi / cwHI / OPKXg+NDNH3k 3QGpApr sqGQmviPdgc5ut OP
86i 4cF9078QM\g4Tpay3ugqNH1Zz6UNOt car VWNmDUpFESUx Yw10qJr r EYVRadu74
r KAUAEy4xkAf t B2kuqvr 21Av/ L+j nedkkG oZYdB+p/ M8pQRgkYyg==

----- END RSA PRI VATE KEY-----

Example: Restoring a Certificate Server from Certificate Server Backup Files

Thefollowing example showsthat restoration isfrom aPKCS12 archive and that the database URL isSNVRAM

(the default).

Devi ce# copy tftp://192.0.2.71/ backup. ser nvram nycs. ser

Destination fil enane [nmycs.ser]?
32 bytes copied in 1.320 secs (24 bytes/sec)

Devi ce# copy tftp://192.0.2.71/ backup.crl nvram nycs. crl

Destination filenane [nmycs.crl]?
214 bytes copied in 1.324 secs (162 bytes/sec)

Devi ce# configure term nal

Devi ce(config)# crypto pki inmport nmycs pkcsl2 tftp://192.0.2.71/ backup. pl2 ciscol23

Source fil ename [backup.pl2]?
CRYPTO PKI: Inported PKCS12 file successfully.

Devi ce(config)# crypto pki server mnycs
I fill in any certificate server configuration here

Devi ce(cs-server)# no shut down
% Certificate Server enabl ed.

Devi ce(cs-server)# end
Devi ce# show crypto pki server

Certificate Server mycs:
Status: enabl ed
Server's current state: enabled
I ssuer nane: CN=nycs
CA cert fingerprint: 34885330 B13EAD45 196DA461 B43E813F
Granting node is: manual
Last certificate issued serial nunber: Ox1
CA certificate expiration timer: 01:49:13 GMI Aug 28 2007
CRL NextUpdate tiner: 01:49:16 GMI Sep 4 2004
Current storage dir: nvram
Dat abase Level: Mninmum- no cert data witten to storage

The following example shows that restoration is from a PEM archive and that the database URL is flash:

Devi ce# copy tftp://192.0.2.71/ backup. ser flash: mycs. ser

Destination fil enane [nycs.ser]?

32 bytes copied in 1.320 secs (24 bytes/sec)

Router# copy tftp://192.0.2.71/ backup.crl flash: mycs.crl
Destination filenane [nmycs.crl]?
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Example: Restoring a Certificate Server from Certificate Server Backup Files .

214 bytes copied in 1.324 secs (162 bytes/sec)
Devi ce# configure termn nal

| Because CA cert has Digital Signature usage, you need to inport using the "usage-keys"
keywor d

Devi ce(config)# crypto ca inport nycs pem usage-keys term nal ciscol23
% Enter PEMformatted CA certificate.

% End with a blank line or "quit" on a line by itself.

| Paste the CA cert from.pem archive.

----- BEGA N CERTI FI CATE- - - - -

M | B9z CCAWCgAW BAgl BATANBgk ghki GAw0 BAQQFADAPMOWCOWYDVQQDEWR! e\WWNz
MB4AXDTAOMDKWM | X MDI 1Nl oXDTA3MDkwWM | x VDI 1Nl owDz ENVAs GA1UEAX MEbXI |
¢z CBnz ANBgk ghki GOWOBAQEFAAOB] QAWY Yk Cg YEAUGNnDXJbp DDQWCUKGs52g2r ¢
K7ZJauSUot TMAWQuNX+ZmWN Us5/ j 9Ee5FV2Yoni r GBBQAnt6ul63kN r | PFck062L
GpahBhNKDgod102PHTnRI ZpEZNDI qU2D3hACgByxPj r Y4AvUnccV36ewnnYpp8
szEu7PYTJr 5dUsI t Aek CAWEAAaN MGEWDWYDVRO TAQH BAUWAWEB/ z AOBgNVH(BB
Af SEBAMCAYYWHWYDVRO] BBgwiFoAUaEEQWYKCQLAmB+wL YBKRTI zxaDl wHQYDVROO
BBYEFGhBEMSCgkNXZvf s C2ASk U5c 8Wy MAOGCSqGSI b3DQEBBAUAA4AGBAHy hi v2C
mH+vswkBj RA1Fzzk8t t u9s5kwgG0dXp25QRUMS A r 9nsKPNdVKt 3P7p0A/ KochHe
eN ygi v+thD@BFVnzsNv983l e6C5] vAPxc17ROLBbf Nhgv EWWE Xdnj HOc Uy 7 Xer Co
+bdPcUf / eCi ZueH BEy/ SZhD7yovzn2cdzBN

----- END CERTI FI CATE- - - - -

% Enter PEMformatted encrypted private SI GNATURE key.

% End with "quit" on a line by itself.

| Paste the CA private key from.pem archive.

----- BEG N RSA PRI VATE KEY-- - - -

Proc- Type: 4, ENCRYPTED

DEK- | nf o: DES- EDE3- CBC, 5053DC842B04612A

1Cnl F5Pqvd0zp2NLZ7i osxzTy6nDeXPpNyJpxB5g+V29l uY8Apb6Tl JCU7Yr SEB/
nBTK7K76DCeGPl LpcuyEl 171QrkQ2gA0ChCOLr Ro0O9W | NVH+b4So/ y7nf f ZkVb
p2yDpZwgoJ8cnRHI4Ti e0Yne Bt En6ayQud11z53qgbr sCnf SEwszt 1xr WLMKr FZr k
[ f Ty6l oHzGFz| 3BDj 4r 5gBec ExwePp74| dHO+Ld4Nc9egEBBYkeBCs ZZOQNVhXLN
| Ot ODOs6hP915zb60r ZFYVONKEgr TBOIDBhj NZ3U79j JzsSP7UNz| YHNTzRIJi Ayu
i 560y/ i HYkCSNUI K6zel JnWibSoMLBqgr bVPwHUE QaXUqgl NzZ8SDt w7ZRZ/ r Hui D
RTIMPbKquAzeuBss11320aAUJRSt j PXgyZTUbc+cWh6z ATNws 2yi j PDTR6sRHoQL
47wWHVr 2Y] 80VZGgk CSLAKL88ACZz 9T Ui VFht f 1 6xMC2yuFl +WRk 1 Xf F5Vt We5Zer
3Fn1DcBm F7G86XUki SHPAEVOCI 6n5ZMz VLXOXAUt dAl 1gD94y 1V+6p9Pc QHLY QA
pGRnj 51 | SFwld0aLaf gCTbRbmCOChl gHy91UFalub0130+yu7LsLGR PmJI9NE61JR
bj Rhl UXI t RYWY7CAMBNnT Owz 6f mVQNSumJ MO8RHg61 UB3ol zI gG ZI ZkoaESr LGOp
qgq2AENFenCPFOuhyVS2humvH WIRr +j edf ¢/ | M 7sLEgAdqCVCf V3RZVEaNXBud1
4Q kuTrwaTcRXVFbt r Vi oT/ puy VU pA7+k 7w+F5TZwWUVO08mw UEq Dw==

quit

% Enter PEM formatted SI GNATURE certificate.

% End with a blank line or "quit" on a line by itself.

| Paste the CA cert from.pem archive again.

----- BEGA N CERTI FI CATE- - - - -

M | B9z CCAWCgAW BAgl BATANBgk ghki GAw0 BAQQRFADAPMOWCWYDVQQDEWR! e\WNz
MB4AXDTAOMDKWAM | X VDI 1Nl oXDTA3MDkwM | x VDI 1Nl owDz ENVAs GA1UEAX MEbXI |

¢z CBnz ANBgk ghki GOWOBAQEFAAOB] QAWY Yk Cg YEAUGNnDXJbp DDQWCUKGs52g2r ¢
K7ZJauSUot TMAWQuNX+ZmW Us5/ j 9Ee5FV2Yoni r GBBQAnt6ul63kN r | PFck062L
GpahBhNKDgod102PHTnRI ZpEZNDI qU2D3hACgByxPj r Y4AvUnccV36ewnnYpp8
szEu7PYTJr 5dUsI t Aek CAWEAAaN MGEWDWYDVRO TAQH BAUWAWEB/ z AOBgNVH(BB
Af SEBAMCAYYWHWYDVRO] BBgwiFoAUaEEQWYKCQLAmB+wL YBKRTI zxaDl wHQYDVROO
BBYEFGhBEMSCgk NXZv f s C2ASk U5c 8Wy MAOGCSqGSI b3DQEBBAUAAAGBAHy hi v2C
mH+vswkBj RA1Fzzk8t t u9s5kwgG0dXp25QRUMS A r 9nsKPNdVKt 3P7p0A/ KochHe
eN ygi v+thDQ@BFVnzsNv983l e6C5] vAPxc17ROLBbf Nhgv EWWE Xdnj HOc Uy 7 Xer Co
+bdPcUf / eCi ZueH BEy/ SZhD7yovzn2cdzBN

----- END CERTI FI CATE- - - - -

% Enter PEMformatted encrypted private ENCRYPTI ON key.
% End with "quit" on a line by itself.
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. Example: Subordinate Certificate Server

| Because the CA cert only has Digital Signature usage, skip the encryption part.
quit

% PEM files inmport succeeded.

Devi ce(config)# crypto pki server nycs

Devi ce(cs-server)# database url flash:

' Fill in any certificate server configuration here.
Devi ce(cs-server)# no shut down

% Certificate Server enabl ed.
Devi ce(cs-server)# end
Devi ce# show crypto pki server

Certificate Server nycs:
Status: enabl ed
Server's current state: enabl ed
I ssuer nane: CN=nycs
CA cert fingerprint: FO4C2B75 E0243FBC 19806219 B1D77412
Granting node is: nanual
Last certificate issued serial nunber: 0x2
CA certificate expiration timer: 21:02:55 GMI' Sep 2 2007
CRL NextUpdate timer: 21:02:58 GMI Sep 9 2004
Current storage dir: flash:
Dat abase Level: Mninum- no cert data witten to storage

Example: Subordinate Certificate Server

The following configuration and output is typical of what you might see after configuring a subordinate
certificate server. Please be aware that “ms2” refersto a 2048-bit RSA key that was generated in an earlier

step.

Devi ce(config)# crypto pki trustpoint sub

Devi ce(ca-trustpoint)# enrollment url http://192.0.2.6
Devi ce(ca-trustpoint)# rsa keypair nms2 2048

Devi ce(ca-trustpoint)# exit

Devi ce(config)# crypto pki server sub

Devi ce(cs-server)# node sub-cs

Devi ce(ca-server)# no shut down

%Sone server settings cannot be changed after CA certificate generation.
% Pl ease enter a passphrase to protect the private key
% or type Return to exit
Passwor d:
Jan 6 22:32:22.698: CRYPTO CS: enter FSM input state initial, input signal no shut
Re- enter password:
Jan 6 22:32:30.302: CRYPTO CS: starting enabling checks
Jan 6 22:32:30.306: CRYPTO CS: key 'sub' does not exist; generated automatically [OK]
Jan 6 22:32:39.810: %SSH 5- ENABLED: SSH 1.99 has been enabl ed
Certificate has the following attributes:

Fi ngerprint MD5: 328ACC02 52B25DB8 22F8F104 B6055B5B

Fi ngerprint SHAl: 02FD799D DD40C7A8 61DC53AB 1E89A3EA 2A729EE2
% Do you accept this certificate? [yes/no]:
Jan 6 22:32:44.830: CRYPTOCS: nvramfil esystem
Jan 6 22:32:44.922: CRYPTO CS: serial nunber Ox1 witten.
Jan 6 22:32:46.798: CRYPTO CS: created a new serial file.
Jan 6 22:32:46.798: CRYPTO CS: authenticating the CA 'sub'y
Trustpoint CA certificate accepted. %
% Certificate request sent to Certificate Authority
% Enrol Il nent in progress...
Router (cs-server)#
Jan 6 22:33:30.562: CRYPTO CS: Publishing 213 bytes to crl file nvram sub.crl
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Jan 6 22:33:32.450: CRYPTOCS: enrolling the server's trustpoint 'sub'

Jan 6 22:33:32.454: CRYPTOCS: exit FSM new state check fail ed

Jan 6 22:33:32.454: CRYPTO CS: cs config has been | ocked

Jan 6 22:33:33.118: CRYPTO PKI: Certificate Request Fingerprint MD5: CEDB9ESF 53B9C60E
> AA123413 CDDAD964

Jan 6 22:33:33.118: CRYPTO PKI: Certificate Request Fingerprint SHAl: 70787C76 ACD7E67F
7D2C8B23 98CB10E7 718E84B1

% Exporting Certificate Server signing certificate and keys. ..

Jan 6 22:34:53.839: %KI-6-CERTRET: Certificate received fromCertificate Authority

Jan 6 22:34:53.843: CRYPTOCS: enter FSM input state check failed, input signal cert
confi gured

Jan 6 22:34:53.843: CRYPTO CS: starting enabling checks

Jan 6 22:34:53.843: CRYPTOCS: nvramfil esystem

Jan 6 22:34:53.883: CRYPTOCS: found existing serial file.

Jan 6 22:34:53.907: CRYPTOCS: old router cert flag Ox4

Jan 6 22:34:53.907: CRYPTOCS: new router cert flag Ox44

Jan 6 22:34:56.511: CRYPTO_CS: DB version

Jan 6 22:34:56.511: CRYPTO CS: |ast issued serial nunber is Ox1

Jan 6 22:34:56.551: CRYPTOCS: CRL file sub.crl exists.

Jan 6 22:34:56.551: CRYPTO CS: Read 213 bytes fromecrl file sub.crl.
Jan 6 22:34:56.603: CRYPTO CS: SCEP server started

Jan 6 22:34:56.603: CRYPTOCS: exit FSM new state enabl ed

Jan 6 22:34:56.603: CRYPTO CS: cs config has been | ocked

Jan 6 22:35:02.359: CRYPTOCS: enter FSM input state enabled, input signal time set
Jan 6 22:35:02.359: CRYPTOCS: exit FSM new state enabl ed

Jan 6 22:35:02.359: CRYPTO CS: cs config has been | ocked

Example: Root Certificate Server Differentiation

When issuing certificates, the root certificate server (or parent subordinate certificate server) differentiates
the certificate request from “Sub CA,” “RA," and peer requests, as shown in the following sample output:

Devi ce# crypto pki server serverl info req

Enrol | nent Request Dat abase:
RA certificate requests:

Reql D State Fi ngerpri nt Subj ect Nanme

Subordi nate CS certificate requests:

Reql D State Fi ngerpri nt Subj ect Nanme

1 pendi ng CB9977AD8A73B146D3221749999B0F66 host nanme=host - subcs. conpany. com
RA certificate requests:

Reql D State Fi ngerpri nt Subj ect Nanme

Router certificate requests:
Reql D State Fi ngerpri nt Subj ect Nanme

Example: Show Output for a Subordinate Certificate Server

The following show crypto pki server commandoutput indicates that a subordinate certificate server has
been configured:

Devi ce# show crypto pki server

Certificate Server sub:
Status: enabl ed
Server's configuration is |locked (enter "shut" to unlock it)
| ssuer nane: CN=sub
CA cert fingerprint: 11B586EE 3B354F33 14A25DDD 7BD39187
Server configured in subordinate server node
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Upper CA cert fingerprint: 328ACC02 52B25DB8 22F8F104 B6055B5B
Granting node is: nanual

Last certificate issued serial nunber: Ox1

CA certificate expiration timer: 22:33:44 GMI Jan 6 2006

CRL NextUpdate tiner: 22:33:29 GMI Jan 13 2005

Current storage dir: nvram

Dat abase Level: Mninum- no cert data witten to storage

Example: RA Mode Certificate Server

Thefollowing output istypical of what you might see after having configured an RA maode certificate server:

Devi ce-ra(config)# crypto pki trustpoint nyra

Devi ce-ra(ca-trustpoint)# enroll nent url http://192.0.2.17

! Include "cn=ioscs RA" or "ou=ioscs RA" in the subject-nane.

Devi ce-ra(ca-trustpoint)# subject-name cn=nyra, ou=ioscs RA, o=conpany, c=us
Devi ce-ra(ca-trustpoint)# exit

Devi ce-ra(config)# crypto pki server nyra

Devi ce-ra(cs-server)# node ra

Devi ce-ra(cs-server)# no shut down

% Generating 1024 bit RSA keys ...[OK]

Certificate has the following attributes:

Fi ngerprint MD5: 32661452 ODDA3CE5 8723B469 09ABIESS

Fi ngerprint SHAl: 9785BBCD 6C67D27C C950E8D0 718C7A14 COFE9C38
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Ready to request the CA certificate.

%Sone server settings cannot be changed after the CA certificate has been requested.
Are you sure you want to do this? [yes/no]: yes

%

% Start certificate enroll nment

% Create a chal |l enge password. You will need to verbally provide this
password to the CA administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.
Passwor d:
Re- enter password:
% The subject nane in the certificate will include: cn=nyra, ou=ioscs RA, o=conpany, c=us
% The subject nane in the certificate will include: Router-ra.conmpany.com

% I nclude the router serial nunber in the subject name? [yes/no]: no

% I nclude an | P address in the subject nane? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The ' show crypto pki certificate' command will also show the fingerprint.
% Enrol Il nent in progress...

Devi ce-ra (cs-server)#

Sep 15 22:32:40.197: CRYPTO PKI: Certificate Request Fingerprint MD5: 82B41A76 AF4EC87D
AAF093CD 07747D3A

Sep 15 22:32:40.201: CRYPTO PKI: Certificate Request Fingerprint SHAl: 897CDF40 C6563EAA
OFEDO5F7 0115FD3A 4FFC5231

Sep 15 22:34:00.366: %Kl -6- CERTRET: Certificate received fromCertificate Authority

Devi ce-ra(cs-server)# end
Devi ce-ra# show crypto pki server

Certificate Server nyra:
Status: enabl ed
| ssuer nane: CN=nyra
CA cert fingerprint: 32661452 ODDA3CE5 8723B469 09AB9E8S
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! Note that the certificate server is running in RA node
Server configured in RA node

RA cert fingerprint: C65F5724 OE63B3CC BE7AE016 BEOD34FE
Granting node is: nanual

Current storage dir: nvram

Dat abase Level: Mninum- no cert data witten to storage

The following output shows the enrollment request database of the issuing certificate server after the RA has
been enabled:

Note

The RA certificate request is recognized by the issuing certificate server because "ou=ioscs RA" islisted in
the subject name.

Devi ce-ca# crypto pki server nycs info request

Enrol | nent Request Dat abase:

Subordi nate CA certificate requests:

Reql D State Fi ngerprint Subj ect Nane
! The request is identified as RA certificate request.

RA certificate requests:

Reql D State Fi ngerprint Subj ect Nane
12 pendi ng 88F547A407FA0CI90F97CDES900A30CBO

host nane=Rout er - r a. conpany. com cn=nyr a, ou=i oscs RA, o=conpany, c=us
Router certificates requests:

ReqlD State Fi ngerprint Subj ect Nane
I Issue the RA certificate.

Devi ce-ca# crypto pki server mycs grant 12

Thefollowing output showsthat the issuing certificate server is configured to issue a certificate automatically
if the request comes from an RA:

Devi ce-ca(config)# crypto pki server nycs
Devi ce-ca(cs-server)# grant ra-auto

%This will cause all certificate requests already authorized by known RAs to be automatically
grant ed.

Are you sure you want to do this? [yes/no]: yes

Router-ca (cs-server)# end

Devi ce-ca# show crypto pki server

Certificate Server mycs:
Status: enabl ed
Server's current state: enabled
I ssuer nane: CN=nycs
CA cert fingerprint: 32661452 ODDA3CE5 8723B469 09AB9E8S
! Note that the certificate server will issue certificate for requests fromthe RA
Granting node is: auto for RA-authorized requests, manual otherw se
Last certificate issued serial nunber: 0x2
CA certificate expiration timer: 22:29:37 GMI' Sep 15 2007
CRL NextUpdate tiner: 22:29:39 GMI' Sep 22 2004
Current storage dir: nvram
Dat abase Level: Mninmum- no cert data witten to storage

The following example shows the configuration of “myra’, an RA server, configured to support automatic
rollover from“myca’, the CA. After the RA server isconfigured, automatic granting of certificate reenrollment
requests is enabled:
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crypto pki trustpoint nyra
enrol | ment url
http://myca

subj ect - nane ou=i osca RA
rsakeypair nyra

crypto pki server nyra
node ra

aut o-rol | over

crypto pki server nycs
grant auto rollover ra-cert
auto-rol |l over 25

Example: Enabling CA Certificate Rollover to Start Inmediately

The following example shows how to enable automated CA certificate rollover on the server mycs with the
crypto pki server command. The show crypto pki server command then shows the current state of the mycs
server and that the rollover certificate is currently available for rollover.

Devi ce(config)# crypto pki server mnycs rollover

Jun 20 23:51:21.211: %Kl - 4- NOSHADOMUTCGSAVE: Conf i gur ati on was

nmodi fied. Issue "wite nenory" to save new | 0S CA certificate

I The config has not been automatically saved because the config has been changed.
Devi ce# show crypto pki server

Certificate Server mycs:
St at us: enabl ed
Server's configuration is locked (enter "shut" to unlock it)
| ssuer nane: CN=nycs
CA cert fingerprint: ETASFABA 5D7AA26C F2A9F7B3 03CE229A
Granting node is: nanual
Last certificate issued serial nunber:0x2
CA certificate expiration timer:00:49:26 PDT Jun 20 2008
CRL Next Update tiner:00:49:29 PDT Jun 28 2005
Current storage dir:nvram
Dat abase Level : M ninum- no cert data witten to storage
Rol I over status:available for rollover
! Rollover certificate is available for rollover.
Rol | over CA certificate fingerprint: 9BD7A443 00A6DD74 EADOED5F B7931BEO
Rol | over CA certificate expiration time:00:49:26 PDT Jun 20 2011
Aut o- Rol | over configured, overlap period 25 days

Where to Go Next

After the certificate server is successfully running, you can either begin enrolling clients through manual
mechanisms (as explained in the module* Configuring Certificate Enrollment for a PKI™) or begin configuring
SDP, which is aweb-based enrollment interface, (as explained in the module “ Setting Up Secure Device
Provisioning (SDP) for Enrollment in a PKI.")
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Additional References for Configuring and Managing a
Certificate Server for PKI Deployment

Related Documents

Related Topic

Document Title

Cisco 10S commands

Cisco 10S Master Commands List, All Releases

PKI and security commands

* Cisco 10S Security Command Reference Commands
AtoC

* Cisco 10S Security Command Reference Commands
DtoL

* Cisco |0OS Security Command Reference Commands
MtoR

* Cisco 10S Security Command Reference Commands
StoZz

USB Token RSA Operations: Using the RSA keys
on aUSB token for initial autoenrollment

Configuring Certificate Enrollment for a PKI

USB tokens

USB Token RSA Operations: Benefits of using

Soring PKI Credentials

Certificate server client certificate enrollment,
autoenrollment, and automatic rollover

Configuring Certificate Enrollment for a PKI

Setting up and logging into a USB token

Soring PKI Credentials

Web-based certificate enrolIment

Setting Up Secure Device Provisioning (SDP) for
Enrollment in a PKI

RSA keysin PEM formatted files

Deploying RSA Keys Within a PKI

Choosing a certificate revocation mechanism

Configuring Authorization and Revocation of Certificates
inaPKI

Recommended cryptographic algorithms

Next Generation Encryption
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Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for Configuring and Managing a Certificate
Server for PKI Deployment

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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CHAPTER 7

Storing PKI Credentials

Public key infrastructure (PK1) credentials, such as Rivest, Shamir, and Adelman (RSA) keys and certificates
can be stored in a specific location on the router, such as NVRAM and flash memory or on aUSB eTtoken
64 KB smart card. USB tokens provide secure configuration distribution, RSA operations such as on-token
key generation, signing, and authentication, and the storage of Virtual Private Network (VPN) credentials for
deployment.

* Prerequisites for Storing PK1 Credentials, on page 177

* Restrictions for Storing PK1 Credentials, on page 178

« Information About Storing PK| Credentials, on page 178

» How to Configure PKI Storage, on page 180

« Configuration Examples for PKI Storage, on page 194
 Additional References, on page 196

* Feature Information for Storing PK| Credentials, on page 196

Prerequisites for Storing PKI Credentials

Prerequisites for Specifying a Local Certificate Storage Location

Before you can specify the local certificate storage location, your system should meet the following
requirements:

* A Cisco 10S Release 12.4(2)T PKI-enabled image or alater image
* A platform that supports storing PK| credentials as separate files
* A configuration that contains at least one certificate

» An accessible local file system

Prerequisites for Specifying USB Token Storage for PKI Credentials
Before you can use a USB token, your system should meet the following requirements:

* A Cisco 871 router, Cisco 1800 series, Cisco 2800 series, aCisco 3800 seriesrouter, or aCisco 7200VXR
NPE-G2 platform

* At least a Cisco |OS Release 12.3(14) T image running on any of the supported platforms
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* A Cisco supported USB token (Safenet/Aladdin eToken PRO 32 KB or 64 KB)
* A k9image

Restrictions for Storing PKI Credentials

Restrictions for Specifying a Local Certificate Storage Location
When storing certificates to alocal storage location, the following restrictions are applicable:

* Only local file systemsmay be used. An error message will bedisplayed if aremotefile systemisselected,
and the command will not take effect.

« A subdirectory may be specified if supported by the local file system. NVRAM does not support
subdirectories.

Restrictions for Specifying USB Token Storage
When using a USB token to store PK1 data, the following restrictions are applicable:
» USB token support requires a 3DES (k9) Cisco 10S software image, which provides securefile storage.

« You cannot boot an image from a USB token. (However, you can boot a configuration from a USB
token.)

« USB hubs are currently not supported. Thus, the number of supported devicesis limited to the number
of available USB ports.

Information About Storing PKI Credentials

Storing Certificates to a Local Storage Location

Certificates are stored to NVRAM by default; however, some routers do not have the required amount of
NVRAM to successfully store certificates.

All Cisco platforms support NVRAM and flash local storage. Depending on your platform, you may have
other supported local storage options including bootflash, slot, disk, USB flash, or USB token.

During run time, you can specify what active local storage device you would like to use to store certificates.

PKI Credentials and USB Tokens

To use a secure USB token on your router, you should understand the following concepts:

How a USB Token Works

A smart card isa small plastic card, containing a microprocessor and memory that allows you to store and
process data. A USB token isasmart card with a USB interface. The token can securely store any type of file
within its available storage space (32 KB). Configuration files that are stored on the USB token can be
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encrypted and accessed only viaauser PIN. The device does not load the configuration file unless the proper
PIN has been configured for secure deployment of device configuration files.

After you plug the USB token into the device, you must log into the USB token; thereafter, you can change
default settings, such asthe user PIN (default: 1234567890) and the allowed number of failed login attempts
(default: 15 attempts) before future logins are refused. For more information on accessing and configuring
the USB token, see the section “Logging Into and Setting Up the USB Token."

After you have successfully logged into the USB token, you can copy files from the device on to the USB
token viathe copy command. USB token RSA keys and associated | Psec tunnels remain available until the
device isreloaded. To specify the length of time before the keys are removed and the | Psec tunnels are torn
down, issue the crypto pki token removal timeout command. The default timeout is zero, which causes the
RSA keysto be removed automatically after the eToken is removed from the device. The default appearsin
the running configuration as:

crypto pki token default renoval tineout O

The table below highlights the capabilities of the USB token.

Table 9: Functionality Highlights for USB Tokens

Function USB Token

Accessibility Used to securely store and transfer digital certificates, preshared keys, and device
configurations from the USB token to the device.

Storage Size 32 KB or 64 KB

File Types * Typically used to store digital certificates, preshared keys, and device

configurations for IPsec VPNs.

» USB tokens cannot store Cisco 10S images.

Security » Files can be encrypted and accessed only with auser PIN.

* Files can also be stored in a nonsecure format.

Boot Configurations » The device can use the configuration stored in the USB token during boot time.

* The device can use the secondary configuration stored in the USB token during
boot time. (A secondary configuration allows users to load their |Psec
configuration.)

Benefits of USB Tokens

USB token support on a Cisco router provides the following application benefits:

Removable Credentials: Provide or Store VPN Credentials on an External Device for Deployment

A USB token can use smart card technology to store a digital certificate and configuration for |Psec VPN
deployment. This ability enhances the capability of the router to generate RSA public keys to authenticate at
least one I Psec tunnel. (Because arouter can initiate multiple | Psec tunnels, the USB token can contain several
certificates, as appropriate.)
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Storing VPN credentials on an external device reduces the threat of compromising secure data.

PIN Configuration for Secure File Deployment

A USB token can store a configuration file that can be used for enabling encryption on the router viaa
user-configured PIN. (That is, no digital certificates, preshared keys, or VPNs are used.)

Touchless or Low Touch Configuration

The USB token can provide remote software configuration and provisioning with little or no human interaction.
Configuration is set up as an automated process. That is, the USB token can store a bootstrap configuration
that the router can use to boot from after the USB token has been inserted into the router. The bootstrap
configuration connectsthe router to a TFTP server, which contains a configuration that completely configures
the router.

RSA Operations

A USB token may be used as a cryptographic device in addition to a storage device. Using a USB token asa
cryptographic device allows RSA operations such askey generation, signing, and authentication to be performed
on the token.

General-purpose, special-usage, encryption, or signature RSA key pairs with a modulus of 2048 bits or less
may be generated from credentials located on your token storage device. Private keys are not distributed and
remain on the token by default, however you may configure the private key storage location.

Keysthat reside on a USB token are saved to persistent token storage when they are generated. Key deletion
will remove the keys stored on the token from persistent storage immediately. (Keys that do not reside on a
token are saved to or del eted from non-token storage | ocations when the write memory or asimilar command
isissued.)

Remote Device Configuration and Provisioning in a Secure Device Provisioning (SDP) Environment

SDP may be used to configure a USB token. The configured USB token may be transported to provision a
device at aremote location. That is, aUSB token may be used to transfer cryptographic information from one
network device to another remote network device providing a solution for a staged USB token deployment.

For information about using USB tokenswith SDP, see document titlesin the“Additional References’ section.

How to Configure PKI Storage

Specifying a Local Storage Location for Certificates

SUMMARY STEPS

enable

configure terminal

crypto pki certificate storage location-name
exit

copy source-url destination-url

show crypto pki certificates storage

oakswN-=

. Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S



| Storing PKI Credentials
Specifying a Local Storage Location for Certificates .

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure termn nal

Step 3 crypto pki certificate storage location-name Specifies the local storage location for certificates.

Example:

Devi ce(config)# crypto pki certificate storage
flash:/certs

Step 4 exit Exits global configuration mode.

Example:

Devi ce(config)# exit

Step 5 copy source-url destination-url (Optional) Saves the running configuration to the startup
configuration.
Example:
Note Settings will only take effect when the running
Devi ce# configuration is saved to the startup
copy system running-config nvramstartup-config configuration.
Step 6 show crypto pki certificates storage (Optional) Displaysthe current setting for the PK| certificate

Example: storage location.

Devi ce# show crypto pki certificates storage

Example

The following is sample output from the show crypto pki certificates storage command, which
shows that the certificates are stored in the certs subdirectory of diskO:

Devi ce# show crypto pki certificates storage
Certificates will be stored in diskO:/certs/
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Setting Up and Using USB Tokens on Cisco Devices

Storing the Configuration on a USB Token

SUMMARY STEPS
1. enable
2. configure terminal
3. boot config usbtoken[ 0-9] :filename
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal

Step 3 boot config usbtoken[ 0-9] :filename Specifies that the startup configuration fileis stored in a

secure USB token.
Example:

Devi ce(config)# boot config usbtokenO:file

Logging Into and Setting Up the USB Token

How RSA Keys are Used with a USB Token
» RSA keys are loaded after the USB token is successfully logged into the router.

« By default, newly generated RSA keys are stored on the most recently inserted USB token. Regenerated
keys should be stored in the same location where the original RSA key was generated.

Configuring the Device for Manual Login

Unlike automatic login, manual login requires that the user know the actual USB token PIN.

\}

Note Either the manual or automatic login is required.

Manual login can be used when storing aPIN on the deviceisnot desirable. Manual login may also be suitable
for someinitial deployment or hardware replacement scenarios for which the deviceis obtained from thelocal
supplier or drop-shipped to the remote site. Manual login can be executed with or without privileges, and it

createsfilesand RSA keysonthe USB token available to the Cisco | OS software. If asecondary configuration
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fileis configured, it is executed only with the privileges of the user who is performing the login. Thus, if you
want to use manual login and set up the secondary configuration on the USB token to perform anything useful,
you need to enable privileges.

Manual login can also be used in recovery scenarios for which the device configuration has been lost. If the
scenario contains aremote site that normally connects to the core network with aVVPN, the loss of the
configuration and RSA keys requires out-of-band services that the USB token can provide. The USB token
can contain a boot configuration, a secondary configuration, or both, and RSA keysto authenticate the

connection.
SUMMARY STEPS
1. enable
2. crypto pki token token-name [admin] login [pin]
3. show usbtoken 0-9:filename
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 crypto pki token token-name [admin] login [pin] Manually logsinto the USB token.
Example: If the admin keyword is not specified initially you can
Devi ce# crypto pki token usbtokenO admin | ogin 5678| Fe-enter the crypto pki token command again with this
keyword option.
Step 3 show usbtoken 0-9:filename (Optional) Verifieswhether the USB token has been logged

on to the device.
Example:

Devi ce# show usbt okenO: usbfile

What to Do Next
After you have logged into the USB token, it is available for use.
« To further configure the USB token, see the “ Configuring the USB Token” section.

« To perform USB token administrative tasks, such as changing the user PIN, copying filesfrom the router
to the USB token set key storage location, and changing USB tokens, see the “ Setting Administrative
Functions on the USB Token” section.

Configuring the USB Token
After you have set up automatic login, you may perform thistask to further configure the USB token.
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For additional PIN security with automatic login, you may encrypt your PIN stored in NVRAM and set up a
passphrase for your USB token. Establishing a passphrase allows you to keep your PIN secure; another user
needs only to know the passphrase, not the PIN.

When the USB token isinserted into the device, the passphrase is needed to decrypt the PIN. Once the PIN
is decrypted, the device can then use the PIN to log in to the USB token.

Note

The user needs a privilege level of 1tologin.

Unlocking and Locking the USB Token

The USB token itself can be locked (encrypted) or unlocked (decrypted).

Unlocking the USB token allowsiit to be used. Once unlocked, Cisco |OS software treats the token asiif it
were automatically logged in. Any keys on the USB token are loaded, and if a secondary configuration file
ison the token, it is executed with full user privileges (privilege level 15) independent of the privilege level
of the logged-in user.

Locking the token, unlike logging out of the token, deletes any RSA keysloaded from the token and runs the
secondary unconfiguration file, if configured.

Secondary Configuration and Unconfiguration Files

Configuration files that exist on a USB token are called secondary configuration files. If you create and
configure asecondary configuration file, it isexecuted after thetokenislogged in. The existence of asecondary
configuration file is determined by the presence of a secondary configuration file option in the Cisco |0S
configuration stored in NVRAM. When the token is removed or logged out and the removal timer expires, a
separate secondary unconfiguration file is processed to remove all secondary configuration elements from
the running configuration. Secondary configuration and secondary unconfiguration files are executed at
privilege level 15 and are not dependent on the level of the user logged in.

SUMMARY STEPS
1. enable
2. crypto pki token token-name unlock [pin]
3. configureterminal
4. cryptopkitoken token-name encrypted-user-pin [write]
5. crypto pki token token-name secondary unconfig file
6. exit
7. crypto pkitoken token-name lock [pin]
DETAILED STEPS
Command or Action Purpose

Step 1 enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

« Enter your password if prompted.
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Command or Action

Purpose

Step 2 crypto pki token token-name unlock [pin] (Optional) Allows the token to be used if the USB token
has been |locked.
Example:
Once unlocked, Cisco |10S software treats the token asiif it
Devi ce# crypto pki token nytoken unlock mypin has been automatically logged in. Any keys on the token
are loaded and if asecondary configuration file exists, itis
executed.
Step 3 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 4 crypto pki token token-name encrypted-user-pin (Optional) Encryptsthe stored PIN in NVRAM.
[write]
Example:
Devi ce(config)# crypto pki token nytoken
encrypted-user-pin wite
Step 5 crypto pki token token-name secondary unconfig |(Optional) Specifies the secondary configuration file and
file its location.
Example:
Devi ce(config)# crypto pki token nmytoken secondary,
unconfi g configs/nyunconfigfile.cfg
Step 6 exit Enters privileged EXEC mode.
Example:
Devi ce(config)# exit
Step 7 crypto pki token token-name lock [pin] (Optional) Deletes any RSA keys loaded from the token

Example:

Devi ce# crypto pki token nytoken | ock nypin

and runs the secondary unconfiguration file, if it exists.

Examples

The following example shows both the configuration and encryption of auser PIN and then the
device reloading and the user PIN being unlocked:

I Configuring the user PIN

Enter configurati on conmands,

Devi ce(config)# crypto pki token usbtokenO:

Enter password: mypassword

one per line.

End with CNTL/Z.

userpin
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! Encrypt the user PIN

Devi ce(config)# crypto pki token usbtokenO: encrypted-user-pin

Ent er passphrase: nypassphrase

Devi ce(config)# exit

Devi ce#

Sep 20 21:51:38.076: %SYS-5-CONFI G I: Configured from consol e by consol e
Devi ce# show running config

crypto pki token usbtokenO user-pin *encrypted*

! Rel oadi ng the router.

Devi ce> enabl e

Passwor d:

! Decrypting the user pin.

Devi ce# crypto pki token usbtokenO: unl ock

Token eToken is usbtokenO

Ent er passphrase: nypassphrase

Token | ogin to usbtokenO(eToken) successful

Devi ce#

Sep 20 22:31:13.128: UCRYPTO 6- TOKENLOG N:  Crypt ographi ¢ Token eToken

Logi n Successful

The following example shows a how a secondary unconfiguration file might be used to remove
secondary configuration elements from the running configuration. For example, a secondary
configuration file might be used to set up a PKI trustpoint. A corresponding unconfiguration file,
named mysecondaryunconfigfile.cfg, might contain this command line:

no crypto pki trustpoint token-tp

If the token were removed and the following commands executed, the trustpoint and associated
certificates would be removed from the device's running configuration:

Devi ce# configure term nal
Devi ce(config)# no crypto pki token mytoken secondary unconfig mysecondaryunconfigfile.cfg

After you havelogged into and configured the USB token, it isavailablefor use. If you want to perform USB
token administrative tasks, such as changing the user PIN, copying files from the router to the USB token set
key storagelocation, and changing USB tokens, see the* Setting Administrative Functions on the USB Token”
section.
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Perform this task to change default settings, such as the user PIN, the maximum number of failed attempts
on the USB token, or the credential storage location.

SUMMARY STEPS
1. enable
2. crypto pki token token-name admin ] change-pin [pin]
3. crypto pki token token-name device-name: label token-label
4. configureterminal
5. crypto key storage device-name:
6. cryptokey generatersa[general-keys|usage-keys| signature | encryption] [label key-label]
[exportable] [modulus modulus-size] [stor age device-name:] [redundancy] [on device-name]:
7 crypto key moversa keylabel [non-exportable | [on | storage]] location
8.  crypto pki token {token-name | default} removal timeout [seconds]
9. crypto pki token {token-name | default} max-retries [number]
10. exit
11.  copy usbflash[0-9]:filename destination-url
12. show usbtoken[0-9]:filename
13. crypto pki token token-name logout
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 crypto pki token token-name admin ] change-pin [pin] | (Optional) Changes the user PIN number on the USB
token.
Example:
» If the PIN isnot changed, the default PIN 1234567890
Devi ce# crypto pki token usbtokenO adnin isused.
change-pin
Note After the PIN has been changed, you must reset
the login failure count to zero (viathe crypto
pki token max-retries command). The
maximum number of allowable login failures
is set (by default) to 15.
Step 3 crypto pki token token-name device-name: label (Optional) Sets or changes the name of the USB token.

token-label

Example:

Devi ce# crypto pki token nytoken usbO: [ abel
new abel

* The value of the token-label argument may be up to
31 aphanumeric charactersin length including dashes
and underscores.
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Command or Action

Purpose

Tip This command is useful when configuring
multiple USB tokens for automatic login,
secondary configuration files, or other token

specific settings.
Step 4 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 5 crypto key storage device-name: (Optional) Sets the default RSA key storage location for
newly created keys.
Example:
Note Regardless of configuration settings, existing
Devi ce(config)# crypto key storage ushtokenO: keys are stored on the device from where they
were originally loaded.
Step 6 crypto key generatersa [general-keys| usage-keys| | (Optional) Generates the RSA key pair for the certificate

signature | encryption] [label key-label] [exportable]
[modulus modulus-size] [stor age device-name:]
[redundancy] [on device-name]:

Example:

Devi ce(config)# crypto key generate rsa | abel
t okenkeyl st orage usbtokenO:

Server.

« The stor age keyword specifies the key storage
location.

* When specifying alabel name by specifying the
key-label argument, you must use the same name for
the label that you plan to usefor the certificate server
(through the crypto pki server cs-label command).
If akey-label argument is not specified, the default
value, which isthe fully qualified domain name
(FQDN) of the device, is used.

If the exportable RSA key pair ismanually generated after
the CA certificate has been generated, and before issuing
the no shutdown command, then usethe crypto ca export
pkcs12 command to export a PKCS12 file that contains
the certificate server certificate and the private key.

* By default, the modulus size of aCA key is 1024 bits.
The recommended modulus for a CA key is 2048
bits. Therangefor amodulussize of aCA key isfrom
350 to 4096 hits.

* The on keyword specifies that the RSA key pair is
created on the specified device, including a Universal
Serial Bus (USB) token, local disk, or NVRAM. The
name of the device isfollowed by acolon (:).

Note Keys created on aUSB token must be 2048 bits
or less.
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Command or Action

Purpose

Step 7 crypto key moversa keylabel [non-exportable|[on| | (Optiona) Movesexisting Cisco |OS credentials from the
storage]] location current storage location to the specified storage location.
Example: By default, the RSA key pair remains stored on the current
device.
Devi ce(config)# crypto key nove rsa keypairnane . . N
non- exportabl € on t oken Generating the key on the device and moving it to the
token takes less than aminute. Generating a key on the
token, using the on keyword could take five to ten minutes,
and is dependent on hardware key generation routines
available on the USB token.
When an existing RSA key pair isgenerated in Cisco |OS,
stored on a USB token, and used for an enrollment, it may
be necessary to move those existing RSA key pairsto an
alternate location for permanent storage.
Thiscommand isuseful when using SDP with USB tokens
to deploy credentials.
Step 8 crypto pki token { token-name | default} removal timeout | (Optional) Setsthetimeinterval, in seconds, that the device
[seconds] waits before removing the RSA keysthat are stored in the
USB token after the USB token has been removed from
Example: .
the device.
Devi ce(config)# crypto pki token usbtokenO renoval | Note If thiscommand isnot issued, all RSA keysand
timeout 60 | Psec tunnel's associated with the USB token
aretorn downimmediately after the USB token
isremoved from the device.
Step 9 crypto pki token { token-name | default} max-retries | (Optional) Setsthe maximum number of consecutivefailed
[number] login attempts allowed before access to the USB token is
denied.
Example:
* By default, the value is set at 15.
Devi ce(config)# crypto pki token usbtokenO
mex-retries 20
Step 10 exit Exits global configuration mode.
Example:
Devi ce(config)# exit
Step 11 copy usbflash[0-9]:filename destination-url Copiesfiles from USB token to the device.
Example: « destination-url—See the copy command page
documentation for alist of supported options.
Devi ce# copy usbflashO:filel nvram
Step 12 show ushtoken[0-9]:filename (Optional) Displays information about the USB token.

Example:

Devi ce# show usbt oken: usbfil e

You can use this command to verify whether the USB
token has been logged in to the device.
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Command or Action

Purpose

Step 13

crypto pki token token-name logout

Example:

Devi ce# crypto pki token usbtokenO | ogout

Logs the device out of the USB token.

Note If you want to save any data to the USB token,
you must log back into the token.

Troubleshooting USB Tokens

This section contains descriptions of the following Cisco |OS commandsthat can be used to hel p troubleshoot
possible problems that may arise while using a USB token:

Troubleshooting the USB Port Connection

Use the show file systems command to determine whether the router recognizes that thereisa USB module
plugged into a USB port. The USB module should appear on the list of file systems. If the module does not
appear on theligt, it can indicate any of the following problems:

« A connection problem with the USB module.

« The Cisco 10S image running on the router does not support a USB module.

* A hardware problem with the USB modul e itself.

Sample output from the show file systems command showing a USB token appears below. The USB module
listing appearsin the last line of the examples.

Devi ce# show file systens
File Systemns:
Si ze(b) Free(b)

* 129880064 69414912
491512 486395

63158272 33037312
32768 858

Type
opaque
opaque
opaque

net wor k
di sk
nvram
opaque
opaque
opaque
net wor k
net wor k
net wor k
net wor k
net wor k
net wor k
opaque
usbf | ash
usbt oken

Fl ags
rw
rw
rw
rw
rw
rw
Wwo
rw
rw
rw
rw
rw
rw
rw
rw
ro
rw
rw

Determining if a USB Token is Supported by Cisco

Prefi xes
archi ve
system
nul | :
tftp
flash: #
nvram
sysl og:
xmodem
ynodem
rcp
pram
ftp
http
scp
https:
cns:
usbf | ash0
usbt okenl

Use the show usb device command to determine if aUSB token is supported by Cisco. The following output
from this command indicates whether or not the module is supported is bold in the sample output below:

Rout er# show usb devi ce
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Host Controller:1
Addr ess: 0x11

Devi
Devi

ce Configured: YES
ce Supported: YES

Descri ption: eToken Pro 4254
Manuf act ur er : AKS
Version: 1.0

Seri
Devi
UsB

al Number:
ce Handl e: 0x1010000
Version Conpliance: 1.0

Cl ass Code: OxFF
Subcl ass Code: 0x0
Pr ot ocol : 0x0
Vendor | D: 0x529
Product | D: 0x514

Max.

Packet Size of Endpoint Zero:8

Nunber of Configurations:1
Speed: Low

Sel ected Configuration:1
Sel ected Interface: 0
Configuration:

Nunber: 1
Nunmber of Interfaces:1
Descri ption:
Attributes: None
Max Power: 60 mA
I nterface:
Nunber: 0
Descri ption:
Cl ass Code: 255
Subcl ass: 0
Protocol : 0
Nunber of Endpoints:0

Determining USB Token Device Problems

Determining USB Token Device Problems .

Usethe show usb controller scommand to determineif thereisahardware problem with aUSB flash module.
If the show usb controllers command displays an error, the error indicates a hardware problem in the USB
module.

You can also use the show usb controller s command to verify that copy operations onto a USB flash module
are occurring successfully. 1ssuing the show usb controllers command after performing afile copy should
display successful datatransfers.

The following sample output for the show usb controllers command displays aworking USB flash module;

Rout er# show usb controllers
Nane: 1362HCD

Controller ID 1

Controller Specific Information:

Revi si on: 0x11

Cont rol : 0x80

Command St at us: 0x0

Har dwar e | nterrupt Status:0x24

Har dwar e | nterrupt Enabl e: 0x80000040
Har dwar e | nterrupt Di sabl e: 0x80000040
Frame |nterval : 0x27782EDF

Franme Renmi ni ng: 0x13Cl

Frame Nunber: OxDA4C

LSThr eshol d: 0x628

RhDescr i pt or A: 0x19000202

RhDescr i pt or B: 0x0
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RhSt at us: 0x0

RhPort 1St at us: 0x100103

RhPor t 2St at us: 0x100303

Har dwar e Confi gurati on: 0x3029
DVA Confi guration: 0x0
Transfer Counter:0x1

I nterrupt: 0x9

I nterrupt Enabl e: 0x196

Chi p |1 D: 0x3630

Buf f er Status: 0x0

Di rect Address Length: 0x80A00
ATL Buffer Size:0x600

ATL Buffer Port:0x0

ATL Bl ock Size: 0x100

ATL PTD Ski p Map: OXFFFFFFFF
ATL PTD Last: 0x20

ATL Current Active PTD: 0x0
ATL Threshol d Count:0x1

ATL Threshol d Ti neout : OxFF

Int Level:1
Transfer Conpl etion Codes:
Success 1920 CRC 0
Bit Stuff 10 Stall 10
No Response 10 Overrun 10
Underrun :0 O her 10
Buf fer Overrun 10 Buf fer Underrun :0
Transfer Errors:
Cancel ed Transfers 12 Control Tineout :0
Transfer Failures:
Interrupt Transfer 10 Bul k Transfer 10
I sochronous Transfer :0 Control Transfer:0
Transfer Successes:
Interrupt Transfer 10 Bul k Transfer 126
I sochronous Transfer :0 Control Transfer: 894
USBD Fai |l ures:
Enuneration Failures :0 No C ass Driver Found: O
Power Budget Exceeded: 0
USB MSCD SCSI d ass Driver Counters:
Good Status Failures :3 Comrand Fai | 10
Good Status Tinmed out: 0 Devi ce not Found: 0
Devi ce Never Opened :0 Drive Init Fail :0
I'l'legal App Handl e :0 Bad APl Command : 0
Invalid Unit Nunmber :0 Invalid Argunent:0
Application Overflow :0 Device in use 10
Control Pipe Stall 10 Mal | oc Error 10
Device Stalled :0 Bad Command Code: 0
Devi ce Det ached :0 Unknown Error 10
Invalid Logic Unit NumO
USB Al addi n Token Driver Counters:
Token | nserted 01 Token Renoved 10
Send Insert Msg Fail :0 Response Txns 1434
Dev Entry Add Fail :0 Request Txns 1434
Dev Entry Renove Fail:O0 Request Txn Fail: 0
Response Txn Fail 10 Command Txn Fail: 0

Txn Invalid Dev Handl e: 0
USB Fl ash File System Counters:

FI ash Di sconnect ed :0 Fl ash Connected :1
Fl ash Device Fail 10 Fl ash Gk 01
Fl ash startstop Fail :0 Fl ash FS Fail 10
USB Secure Token File System Counters:
Token | nserted 01 Token Detached :0
Token FS success 01 Token FS Fail 10
Token Max Inserted :0 Create Tal ker Failures:0
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Token Event 10 Failures: 0

: Destroy Tal ker
Wat ched Bool ean Create Failures:0

Displaying USB Token Infomation

Use the dir command with the filesystem keyword option usbtoken0-9: to display all files, directories, and
their permission strings on the USB token.

The following sample output displays directory information for the USB token:

Devi ce# dir usbtokenl

Directory of usbtokenl:/

2 d--- 64 Dec 22 2032 05:23:40 +00:00 1000
5 d--- 4096 Dec 22 2032 05:23:40 +00:00 1001
8 d--- 0 Dec 22 2032 05:23:40 +00: 00 1002
10 d--- 512 Dec 22 2032 05:23:42 +00:00 1003
12 d--- 0 Dec 22 2032 05:23:42 +00: 00 5000
13 d--- 0 Dec 22 2032 05:23:42 +00: 00 6000
14 d--- 0 Dec 22 2032 05:23:42 +00: 00 7000
15 ---- 940 Jun 27 1992 12:50:42 +00: 00 nystartup-config
16 ---- 1423 Jun 27 1992 12:51:14 +00: 00 nyrunning-config
32768 bytes total (858 bytes free)

The following sample output displays directory information for all devices to which the deviceis aware:

Device# dir all-filesystens
Directory of archive:/
No files in directory
No space infornation avail able
Directory of system/

2 drwx 0 <no date> its
115 dr-x 0 <no date> 1lib
144 dr-x 0 <no date> nenory

1 -rw 1906 <no date> running-config
114 dr-x 0 <no date> vfiles

No space infornation avail able
Directory of flash:/

1

129880064 bytes tota

-rw

Directory of nvram/

30125020 Dec 22 2032 03:06: 04 +00: 00
(99753984 bytes free)

c3825-ent servi cesk9-nz. 123-14. T

476  -rw 1947 <no date> startup-config
477 ---- 46 <no date> private-config
478 -rw 1947 <no date> underlying-config
1 -rw 0 <no date> iflndex-table
2 ---- 4 <no date> rf_cold_starts
3 ---- 14 <no date> persistent-data
491512 bytes total (486395 bytes free)
Directory of usbflashO:/
1 -rw 30125020 Dec 22 2032 05:31:32 +00: 00 c3825-entservicesk9-nez.123-14. T
63158272 bytes total (33033216 bytes free)
Directory of usbtokenl:/
2 d--- 64 Dec 22 2032 05:23:40 +00:00 1000
5 d--- 4096 Dec 22 2032 05:23:40 +00:00 1001
8 d--- 0 Dec 22 2032 05:23:40 +00: 00 1002
10 d--- 512 Dec 22 2032 05:23:42 +00: 00 1003
12 d--- 0 Dec 22 2032 05:23:42 +00: 00 5000
13 d--- 0 Dec 22 2032 05:23:42 +00: 00 6000
14 d--- 0 Dec 22 2032 05:23:42 +00: 00 7000
15 ---- 940 Jun 27 1992 12:50:42 +00: 00 nystartup-config
16 ---- 1423 Jun 27 1992 12:51:14 +00: 00 nyrunning-config
32768 bytes total (858 bytes free)
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Example: Storing Certificates to a Specific Local Storage Location

The following configuration example shows how to store certificates to the certs subdirectory. The certs
subdirectory does not exist and is automatically created.

Rout er# dir nvram

114 -rw 4687 <no date> startup-config
115 ---- 5545 <no date> nprivate-config
116 -rw 4687 <no date> wunderlying-config
1 ---- 34 <no date> persistent-data
3 -rw 707 <no date> ioscaroot#7401CA. cer
9 -rw 863 <no date> nsca-root#826E. cer
10 -rw 759 <no date> nsca-root#1BA8CA. cer
11 -rw 863 <no date> nsca-root#75B8. cer
24 -rw 1149 <no date> storagename#6500CA. cer
26 -rw 863 <no date> nsca-root#83EE. cer

129016 bytes total (92108 bytes free)

Rout er# configure term nal

Enter configurati on comrands, one per line. End with CNTL/Z.
Rout er (config)# crypto pki certificate storage diskO:/certs
Request ed directory does not exist -- created

Certificates will be stored in diskO:/certs/

Rout er (confi g)# end

Router# wite

*May 27 02:09: 00: #48YS-5- CONFI G_| : Configured from consol e by consol enem
Bui | di ng configuration...

[ K]

Router# directory diskO:/certs

Directory of disk0:/certs/

14 -rw 707 May 27 2005 02:09: 02 +00: 00 i oscaroot#7401CA. cer
15 -rw 863 May 27 2005 02:09: 02 +00: 00 nsca-root#826E. cer

16 -rw 759 May 27 2005 02: 09: 02 +00: 00 nsca-root#1BA8CA. cer
17 -rw 863 May 27 2005 02:09: 02 +00: 00 nsca-root#75B8. cer

18 -rw 1149 WMay 27 2005 02: 09: 02 +00: 00 storagenane#6500CA. cer
19 -rw 863 May 27 2005 02:09: 02 +00: 00 nsca-root#83EE. cer

47894528 bytes total (20934656 bytes free)
I The certificate files are now on di skO/certs:

Example: Logging Into a USB Token and Saving RSA Keys to the USB Token

The following configuration example shows to how log in to the USB token, generate RSA keys, and store
the RSA keys on the USB token:

I Configure the router to automatically log into the eToken
configure term nal

crypto pki token default user-pin 0 1234567890
| Generate RSA keys and enroll certificates with the CA
crypto pki trustpoint |OSCA

enrol lment url http://10.23.2.2

exit
crypto ca authenticate | OSCA
Certificate has the following attributes:

Fi ngerprint MD5:23272BD4 37E3D9A4 236F7ELA F534444E
Fi ngerprint SHALl: D1B4D9F8 D603249A 793B3CAF 8342E1FE 3934EB7A
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% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.
crypto pki enroll
crypto pki enroll | GOSCA
%
% Start certificate enroll nent
% Create a chall enge password. You will need to verbally provide this
password to the CA Adnministrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.
Passwor d:
Re-enter password:
% The subj ect name in the certificate will include:c2851-27.cisco.com
% I nclude the router serial nunber in the subject nanme? [yes/no]:no
% I nclude an | P address in the subject nane? [no]:no
Request certificate from CA? [yes/no]:yes
% Certificate request sent to Certificate Authority
% The 'show crypto ca certificate | OSCA verbose' comrand will show the fingerprint.
*Jan 13 06:47:19.413: CRYPTO PKl: Certificate Request Fingerprint MD5: EGDDABL1B
OE30EFE6 54529D8A DA787DBA
*Jan 13 06:47:19.413: CRYPTO PKl: Certificate Request Fingerprint SHAL: 3BOF33B
7 57C02A10 3935042B C4B6CD3D 61039251
*Jan 13 06:47:21. 021: %Kl - 6- CERTRET: Certificate received fromCertificate Authority
! Issue the wite nmenory conmand, which will automatically save the RSA keys to the eToken
I instead of private NVRAM
Router# wite nenory
Bui I di ng configuration...
[XK]
*Jan 13 06:47:29. 481: UCRYPTO- 6- TOKENSTOREKEY: Key ¢2851-27. ci sco. com stored on
Crypt ographi c Token eToken Successfully

Thefollowing sample output from the show crypto key mypubkey rsa command displays stored credentials
after they are successfully loaded from the USB token. Credentials that are stored on the USB token arein
the protected area. When storing the credentials on the USB token, the files are stored in a directory called
/keystore. However, the key files are hidden from the command-line interface (CLI).

Rout er #

show crypto key nypubkey rsa

% Key pair was generated at:06:37:26 UTC Jan 13 2005

Key nane: c2851-27.ci sco.com

Usage: General Purpose Key

Key is not exportable.

Key Dat a:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00E3C644 43AA7DDD
732EOF4E 3CAOCDAB 387ABF05 EB8F22F2 2431F1AE 5D51FEE3 FCDEA934 7FBD3603
7C977854 B8BE999BF 7FC93021 7F46ABF8 A4BA2ED6 172D3D09 B5020301 0001

% Key pair was generated at:06:37:27 UTC Jan 13 2005

Key nane: c2851-27. ci sco. com server

Usage: Encryption Key

Key is not exportable.

Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 OODDI6AE 4BF912EB
2C261922 4784EF98 2E70E837 774B3778 7F7AEB2D 87F5669B BF5DDFBC FOD521A5
56AB8FDC 9911968E DE347FB0O A514A856 B30EAFF4 D1F453E1 003CFE65 0CCC6DC7
21FBE3AC 2F8DEA16 126754BC 1433DEF9 53266D33 E7338C95 BB020301 0001
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Additional References

Related Documents

Storing PKI Credentials |

Related Topic

Document Title

Connecting the USB modulesto therouter

Cisco Access Router USB Flash Module and USB eToken
Hardware Installation Guide

eToken and USB flash data sheet

USB eToken and USB Flash Features Support

RSA keys

Deploying RSA Keys Within a PK

File management (loading, copying, and
rebooting files)

Cisco Configuration Fundamentals Configuration Guide on
Cisco.com

USB Token RSA Operations. Certificate
server configuration

“Configuring and Managing a Cisco 10S Certificate Server for
PK1 Deployment” feature document.

Seethe “ Generating a Certificate Server RSA Key Pair” section,
the “ Configuring a Certificate Server Trustpoint” section, and
related examples.

USB Token RSA Operations. Using USB
tokens for RSA operations upon initial
autoenrollment

Seethe* Configuring Certificate Enrollment or Autoenrollment”
section of the “Configuring Certificate Enrollment for a PKI "
feature document.

SDP setup, configuration and use with
USB tokens

Seethefeatureinformation section for the feature nameson using
SDP and USB tokensto deploy PKI credentialsin the “ Setting
Up Secure Device Provisioning (SDP) for Enrollment in a PKI1”
feature document.

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user |ID and password.

http://ww.ci sco.com/cisco/web/support/index.html

Feature Information for Storing PKI Credentials

The following table provides release information about the feature or features described in thismodule. This
table lists only the software rel ease that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.
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Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 10: Feature Information for Storing PKI Credentials

Feature Name Releases | Feature Information
Certificate -- Storage This feature allows you to specify the storage location of local
L ocation Specification certificatesfor platformsthat support storing certificates as separate

files. All Cisco platforms support NVRAM, which is the default
location, and flash local storage. Depending on your platform, you
may have other supported local storage optionsincluding bootflash,
slot, disk, USB flash, or USB token.

The following commands were introduced by this feature: crypto
pki certificate storage, show crypto pki certificates storage.

RSA 4096-bit Key 15.1(1)T | Therange valuefor the moduluskeyword valuefor the crypto key
Generation in Software generate rsa command is extended from 360 to 2048 bitsto 360
Crypto Engine Support to 4096 bits.
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CHAPTER 8

Source Interface Selection for Qutgoing Traffic
with Certificate Authority

The Source Interface Selection for Outgoing Traffic with Certificate Authority feature allows you to specify
that the address of an interface be used as the source address for al outgoing TCP connections associated
with that trustpoint when a designated trustpoint has been configured.

« Information About Source Interface Selection for Outgoing Traffic with Certificate Authority, on page
199

» How to Configure Source Interface Selection for Outgoing Traffic with Certificate Authority, on page
200

« Configuration Examples for Source Interface Selection for Outgoing Traffic with Certificate Authority,
on page 202

 Additional References, on page 203

* Feature Information for Source I nterface Selection for Outgoing Traffic with Certificate Authority, on
page 204

* Glossary, on page 204

Information About Source Interface Selection for Outgoing
Traffic with Certificate Authority

Certificates That Identify an Entity

Certificates can be used to identify an entity. A trusted server, known as the certification authority (CA),
issues the certificate to the entity after determining the identity of the entity. A router that is running Cisco
|OS X E software obtainsits certificate by making anetwork connection to the CA. Using the Simple Certificate
Enrollment Protocol (SCEP), the router transmits its certificate request to the CA and receives the granted
certificate. The router obtains the certificate of the CA in the same manner using SCEP. When validating a
certificate from a remote device, the router may again contact the CA or a Lightweight Directory Access
Protocol (LDAP) or HTTP server to determine whether the certificate of the remote device has been revoked.
(This processis known as checking the certificate revocation list [CRL].)
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. Source Interface for Outgoing TCP Connections Associated with a Trustpoint

\)

Note Depending on your Cisco |OS release, LDAP is supported.

In some configurations, the router may make the outgoing TCP connection using an interface that does not
have avalid or routable | P address. The user must specify that the address of a different interface be used as
the source | P address for the outgoing connection. Cable modems are a specific example of this requirement
because the outgoing cable interface (the RF interface) usually does not have a routable address. However,
the user interface (usually FastEthernet) does have avalid 1P address.

Source Interface for Outgoing TCP Connections Associated with a Trustpoint

The crypto pki trustpoint command is used to specify a trustpoint. The source inter facecommand is used
along with the crypto pki trustpointcommand to specify the address of the interface that isto be used asthe
source address for al outgoing TCP connections associated with that trustpoint.

\}

Note If the interface address is not specified using the sour ce inter facecommand, the address of the outgoing
interfaceis used.

How to Configure Source Interface Selection for Qutgoing
Traffic with Certificate Authority

Configuring the Interface for All Outgoing TCP Connections Associated with
a Trustpoint

Perform this task to configure the interface that you want to use as the source address for all outgoing TCP
connections associated with atrustpoint.

SUMMARY STEPS

enable

configure terminal

crypto pki trustpoint name
enrollment url url
sourceinterface interface-address
interface typedot / port
description string

ip address ip-address mask
interface  typedot / port
description string

ip address ip-address mask
cryptomap map-name

©ENSOOHRWNA

o )
N= O
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Configuring the Interface for All Outgoing TCP Connections Associated with a Trustpoint .

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Rout er > enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Rout er# configure term nal

Step 3 crypto pki trustpoint name Declares the Certificate Authority (CA) that your router

should use and enters ca-trustpoint configuration mode.
Example:

Router (config)# crypto pki trustpoint ns-ca

Step 4 enrollment url url Specifies the enrolIment parameters of your CA.

Example:

Router (ca-trustpoint)# enrollnment url
http://yourname: 80/ certsrv/ nscep/ nscep. dl |

Step 5 sourceinterface interface-address Interface to be used as the source address for all outgoing

TCP connections associated with that trustpoint.
Example:

Router (ca-trustpoint)# interface fastethernetl1/0

Step 6 interface typedlot / port Configures an interface type and enters interface

Example: configuration mode.

Router (ca-trustpoint)# interface fastethernetl1/0

Step 7 description string Adds a description to an interface configuration.

Example:

Router (config-if)# description inside interface

Step 8 ip address ip-address mask Sets aprimary or secondary |P address for an interface.

Example:

Router (config-if)# ip address 10.1.1.1
255. 255.255. 0

Step 9 interface  typedot / port Configures an interface type.

Example:

Router (config-if)# interface fastethernetl/0
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Source Interface Selection for Outgoing Traffic with Certificate Authority |

Command or Action Purpose
Step 10 description  string Adds a description to an interface configuration.
Example:

Router (config-if)# description outside interface
10. 1. 1. 205 255. 255. 255. 0

Step 11 ip address ip-address mask Sets aprimary or secondary |P address for an interface.

Example:

Router (config-if)# ip address 10.2.2.205
255, 255. 255. 0

Step 12 cryptomap map-name Appliesaprevioudy defined crypto map set to an interface.

Example:

Router (config-if)# crypto nmap mynap

Troubleshooting Tips

Ensure that the interface specified in the command has a valid address. Attempt to ping the router using the
address of the specified interface from another device (possibly the HTTP or LDAP server that is serving the
CRL). You can do the same thing by using a traceroute to the router from the external device.

You can also test connectivity between the router and the CA or LDAP server by using Cisco |I0S XE
command-line interface (CL1). Enter the ping ipcommand and respond to the prompts. If you answer “yes’
to the “Extended commands [n]:" prompt, you will be able to specify the source address or interface.

In addition, you can use Cisco |0S XE CLI to input atraceroute command. If you enter the tracerouteip
command (in EXEC mode), you will be prompted for the destination and source address. You should specify
the CA or LDAP server as the destination and the address of the interface that you specified in the “ source
interface” as the source address.

Configuration Examples for Source Interface Selection for
Outgoing Traffic with Certificate Authority

Source Interface Selection for Outgoing Traffic with Certificate Authority

Example

In the following example, the router is located in a branch office. The router uses IP Security (1PSec) to
communicate with the main office. FastEthernet 1 is the “outside” interface that connectsto the Internet
Service Provider (I1SP). FastEthernet O is the interface connected to the LAN of the branch office. To access
the CA server located in the main office, the router must send its | P datagrams out interface FastEthernet 1
(address 10.2.2.205) using the IPSec tunnel. Address 10.2.2.205 is assigned by the ISP. Address 10.2.2.205
isnot a part of the branch office or main office.
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Additional

Additional References .

The CA cannot access any address outside the company because of afirewall. The CA seesamessage coming
from 10.2.2.205 and cannot respond (that is, the CA does not know that the router islocated in abranch office
at address 10.1.1.1, which it is able to reach).

Adding the sour ce inter face command tells the router to use address 10.1.1.1 as the source address of the IP
datagram that it sendsto the CA. The CA isableto respond to 10.1.1.1.

This scenario is configured using the sour ce inter face command and the interface addresses as described
above.

crypto pki trustpoint nms-ca
enrol Il ment url http://ns-ca: 80/ certsrv/mscep/ nscep. dl
source interface fastethernetO

|

interface fastethernet 0

description inside interface

ip address 10.1.1.1 255.255.255.0

|

interface fastethernet 1

description outside interface

i p address 10.2.2.205 255. 255.255.0
crypto map main-office

References

The following sections provide references related to the Source Interface Selection for Outgoing Traffic with
Certificate Authority feature.

Related Documents

Related Topic Document Title

Configuring 1PSec and certification authority | Security for VPNs with IPsec

IPSec and certification authority commands | Cisco |OS Security Command Reference

Standards

Standards Title

No new or modified standards are supported by this feature.

MIBs

MIBs MIBs Link

No new or modified MIBs are To locate and download MIBsfor selected platforms, Cisco |IOS XE
supported by this feature. software rel eases, and feature sets, use Cisco MIB Locator found at

the following URL.:

http://www.cisco.com/go/mibs
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. Feature Information for Source Interface Selection for Outgoing Traffic with Certificate Authority

RFCs

RFCs Title

No new or modified RFCs are supported by this feature.

Technical Assistance

Description

Link

The Cisco Support website provides extensive online resources, including
documentation and toolsfor troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you
can subscribe to various services, such asthe Product Alert Tool (accessed
from Field Notices), the Cisco Technical Services Newsletter, and Really
Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com
user ID and password.

http://www.cisco.com/techsupport

Feature Information for Source Interface Selection for Qutgoing

Traffic with Certificate Authority

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 11: Feature Information for Source Interface Selection for Outgoing Traffic with Certificate Authority

Feature Name Releases Feature Information

configured.

interface.

Source Interface Selection for | Cisco |OS XE This feature allows you to specify that the address of
Outgoing Traffic with Release 2.1 an interface be used as the source address for all
Certificate Authority. outgoing TCP connections associated with that
trustpoint when a designated trustpoint has been

The following command was introduced: sour ce

Glossary

authenticate--Toprove the identity of an entity using the certificate of an identity and a secret that the identity
poses (usually the private key corresponding to the public key in the certificate).
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Glossary .

CA --Certificate Authority. A CA isan entity that issues digital certificates (especially X.509 certificates)
and vouches for the binding between the dataitems in a certificate.

CA authentication --The user manually approves a certificate from aroot CA. Usually afingerprint of the
certificate is presented to the user, and the user is asked to accept the certificate based on the fingerprint. The
certificate of aroot CA issigned by itself (self-signed) so that it cannot be automatically authenticated using
the normal certificate verification process.

CRL --certificate revocation list. A CRL isadata structure that enumerates digital certificates that have been
invalidated by their issuer prior to when they were scheduled to expire.

enrollment --A router receivesits certificate via the enrollment process. The router generates a request for a
certificate in a specific format (known as PKCS #10). The request is transmitted to a CA, which grants the
request and generates a certificate encoded in the same format as the request. The router receives the granted
certificate and storesit in an internal database for use during normal operations.

certificate --A data structure defined in International Organization for Standardization (1SO) standard X.509
to associate an entity (machine or human) with the public key of that entity. The certificate contains specific
fields, including the name of the entity. The certificate is normally issued by a CA on behalf of the entity. In
this case the router will act asits own CA. Common fields within a certificate include the distinguished name
(DN) of the entity, the DN of the authority issuing the certificate, and the public key of the entity.

L DAP --Lightweight Directory Access Protocol. A LDAP isaprotocol that provides access for management
and browser applications that provide read-and-write interactive access to the X.500 directory.
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CHAPTER 9

PKI Split VRF in Trustpoint

The PK1 Split VRF in Trustpoint feature allows you to configure aVPN Routing and Forwarding (VRF) for
certificate enrollment and revocation.

« Finding Feature Information, on page 207

« Information About PK1 Split VRF in Trustpoint, on page 207

» How to Configure PKI Split VRF in Trustpoint, on page 208

* Configuration Examples for PKI Split VRF in Trustpoint, on page 209
« Additional Referencesfor PKI Split VRF in Trustpoint, on page 209

* Feature Information for PKI Split VRF in Trustpoint, on page 210

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About PKI Split VRF in Trustpoint

Overview of PKI Split VRF in Trustpoint

The PKI Split VRF in Trustpoint feature allows you to configure VPN Routing and Forwarding (VRF) for
certificate enrollment and for certificate revocation list (CRL) checking. The VRF is configured in the
enrollment profile using the enrollment url command under the crypto pki profile enrollment command
to attach the enrollment profile to a trustpoint. You can configure the same VRF for enrollment and CRL or
configure different VRFs. Based on the configuration (enrollment or revocation), the corresponding VRF is
selected and Simple Certificate Enrollment Protocol (SCEP) request is sent viathe respective VRF.

To configure enrollment and CRL viadifferent routing paths, you must configure the enrolIment url command
using the crypto pki profile enrollment command. This configured VRF acts as an enrollment VRF and the
enrollment request goes viathat VRF. However, the CRL uses the global VRF configured in the trustpoint
using the
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. How to Configure PKI Split VRF in Trustpoint

If no VRF is configured in the enrollment url command, the enrollment takes global enrollment that is
configured in the crypto pki trustpoint command.

How to Configure PKI Split VRF in Trustpoint

Configuring the Split VRF

SUMMARY STEPS
1. enable
2. configureterminal
3. crypto pki profile enrollment label
4. enrollment url url [vrf vrf-name]
5. exit
6. show crypto pki profile
7. show crypto pki trustpoint
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure termn nal

Step 3 crypto pki profile enrollment label Defines an enrollment profile and enters ca-profile-enroll
configuration mode.
Example:
Devi ce(config)# crypto pki profile enroll nent * label —Name for the enrollment profile; the
pki _profile enrollment profile name must match the name specified
in the enrollment profile command.
Step 4 enrollment url url [vrf vrf-name] Specifies the URL and the VPN Routing and Forwarding
Example: (VRF) of the CA server to which to send certificate

enrollment requestsviaHTTP or TFTP.
Devi ce(ca-profile-enroll)# enrol |l ment url

http://entrust:81/cda-cgi/clientcgi.exe vrf vrfl

Step 5 exit Exits ca-profile-enroll configuration mode.
Example: « Enter this command a second time to exit global
Devi ce(ca-profile-enrol | )# exit configuration mode.

Step 6 show crypto pki profile (Optiond) Displays information about PK1 profile.
Example:

. Public Key Infrastructure Configuration Guide, Cisco 10S XE Release 3S



| PKI Split VRF in Trustpoint

Configuration Examples for PKI Split VRF in Trustpoint .

Command or Action

Purpose

Devi ce# show crypto pki profile

Step 7

show crypto pki trustpoint

Example:
Devi ce# show crypto pki trustpoint

(Optional) Displays information about PKI trustpoints.

Configuration Examples for PKI Split VRF in Trustpoint

Example: Configuring the PKI Split VRF in Trustpoint

Additional

Enrollment and Certificate Revocation List Via Same VRF

The following example shows how to configure the enrollment and certificate revocation list (CRL)

viathe same VRF:

crypto pki trustpoint trustpointl

enrol Il ment url http://10.10.10.10: 80

vrf vrfl
revocation-check crl

Enroliment and Certificate Revocation List Via Different VRF

The following example shows how to configure the enrollment and certificate revocation list (CRL)

viadifferent VRF:

crypto pki profile enrollment pki_profile
enrol l ment url http://10.10.10.10:80 vrf vrf2

crypto pki trustpoint trustpointl
enrol l ment profile pki_profile

vrf vrfl
revocati on-check crl

Related Documents

References for PKI Split VRF in Trustpoint

Related Topic

Document Title

Cisco 10S commands

Cisco |10S Master Command List, All Releases
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PKI Split VRF in Trustpoint |

Related Topic

Document Title

Security commands

« Cisco 10S Security Command Reference Commands A
toC

« Cisco 10S Security Command Reference Commands D
toL

* Cisco 10S Security Command Reference Commands M
toR

* Cisco |0S Security Command Reference Commands Sto
z

Recommended cryptographic algorithms | Next Generation Encryption

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for PKI Split VRF in Trustpoint

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 12: Feature Information for PKI Split VRF in Trustpoint

Feature Name

Releases

Feature Information

PKI Split VRFin Trustpoint

The PKI Split VRF in Trustpoint feature allows you to configure a
VPN Routing and Forwarding (VRF) for certificate enrollment and
revocation.

Thefollowing commands were introduced or modified: enrollment
url (ca-profile-enrall).
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CHAPTER 1 0

EST Client Support

TheEST Client Support feature allowsyou to enable EST (Enrolment Over Secure Transport) for all trustpoints
while using SSL or TL S to secure transport.

« Feature Information for EST Client Support, on page 211

« Information About EST Client Support, on page 211

» How to Configure EST Client Support, on page 212

« Configuration Examples for EST Client Support, on page 213
« Additional Referencesfor EST Client Support, on page 215

Feature Information for EST Client Support

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 13: Feature Information for EST Client Support

Feature Name Releases | Feature Information

EST Client Support The EST Client Support feature allows you to enable EST (Enrolment Over
Secure Transport) for all trustpoints while using SSL or TLSto secure
transport.
The following command was introduced: method-est

Information About EST Client Support

Overview of EST Client Support

The EST Client Support feature allows you to use Enrollment over Secure Transport (EST) as a certificate
management protocol for provisioning certificates. With the existing SCEP enrollment integrated within the
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. Prerequisites for EST Client Support

PKI component, the addition of EST will introduce a new component that will use SSL or TLSto secure the
transport. PK1 will store all certificates.

To enable EST support, the EST client is required to authenticate the server during TL S connection
establishment. For this authentication, the TLS server may require the client's credentials.

Prerequisites for EST Client Support

 Enable the ip http authentication fore-close command.

Restrictions for EST Client Support
e The EST client supportsonly TLS 1.2
* The certificate Attribute request is not supported.
» CA-Certificate rollover is not supported.

* Certificate-less TL S authentication is not supported.

How to Configure EST Client Support

Configuring a Trustpoint to Use EST

Perform this task to configure a trustpoint to use EST (Enrolment Over Secure Transport) by enabling the
user to use the enrollment profile.

SUMMARY STEPS
1. enable
2. configureterminal
3. crypto pki profile enrolimentlabel
4. method-est
5. enrollment urlurl [ vrf vrf name]
6. enrollment credential label
7. exit
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:
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Verifying the EST Client Support Configaration .

Command or Action

Purpose

Devi ce# configure term nal

Step 3 crypto pki profile enrollmentlabel Defines an enrollment profile and enters ca-profile-enroll
configuration mode.
Example:
Devi ce(config)# crypto pki profile enrol | nent * label—Namefor the enrollment profile; the enrollment
pki _profile profile name must match the name specified in the
enrollment profile command.
Step 4 method-est Enables enrollment profile to select usage of EST.
Example:
Devi ce(ca-profile-enroll)# method-est
Step 5 enrollment urlurl [ vrf vrf name] Specifies that an enrollment profileisto be used for
certificate enrollment.
Example:
Devi ce(ca-profile-enrol I )# enrol | ment url Note If the authentication URL is not specified, then
http://entrust:81/cda-cgi/clientcgi.exe vrf vrfl the enrollment URL will be considered for
authentication.
Step 6 enroliment credential label Providesthe trustpoint credential s currently availablein the
profile for TLS client authentication.
Example:
Devi ce(ca-profile-enroll)# enroll ment credenti al
test _| abel
Step 7 exit Exits ca-profile-enroll configuration mode.
Example:

Devi ce(ca-profile-enroll)# exit

Verifying the EST Client Support Configaration

You can use the following show commands to verify EST Client Support configuration.

* show crypto pki profile

« show crypto pki trustpoints estclient status

Configuration Examples for EST Client Support

Configuring a Trustpoint to Use EST

The following example shows how to configure atrustpoint to use Enrollment over Secure Transport

(EST):

crypto pki profile enrollment pki_profile
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met hod- est
enrol l ment url http://ww. exanpl e. conf Bi gCA/ est/sinpl eenrol | .dl|
enrol I ment credential test_| abel

Verifying EST Client Support

The following sample output from the show crypto pki trustpoints estclient status command verifies EST
Client Support configuration.

Rout er# show crypto pki trustpoints estclient status
Trust point estclient:
Issuing CA certificate configured:
Subj ect Nane:
cn=est Exanpl eCA
Fi ngerprint MD5: B9D0403C 7D33F1AA F9957796 CAGE86AA
Fi ngerprint SHAl: F3698C9C DCB2B5F2 A38EBCB4 1DBAG6A90 9F877A5B
Router Signature certificate configured:
Subj ect Nane:
cn=estclientrouter
Fi ngerprint MD5: B740849B 37016DB7 A6797CE4 D6140D27
Fi ngerprint SHAl: F032B015 50BB5742 2619EFC6 F1FOB8B1 31D9906D

St at e:
Keys generated ............. Yes (Signature, non-exportable)
I ssuing CA authenticated ....... Yes
Certificate request(s) ..... Yes

Thefollowing sample output from the show crypto pki certificate estclient command showsthe status before
re-enrollement and after re-enrollment.

BEFORE REENROLLMENT

Rout er# show crypto pki certificate estclient

Certificate

Status: Avail able

Certificate Serial Number (hex): 2603

Certificate Usage: Signature

| ssuer:
cnh=est Exanpl eCA

Subj ect :
Name: estclientrouter
cn=estclientrouter

CRL Distribution Points:
http://exanple.confcrl.pem

Validity Date:
start date: 19:31:24 GMI Feb 8 2019
end date: 19:31:24 GMI Feb 8 2020
renew date: 19:35:50 GMI' Feb 8 2019

Associ ated Trustpoints: estclient

CA Certificate
Status: Avail able
Certificate Serial Nunber (hex): O00ACFCD09D3182CBEB
Certificate Usage: General Purpose
| ssuer:
cnh=est Exanpl eCA
Subj ect :
cnh=est Exanpl eCA
Validity Date:
start date: 09:40:47 GMI Mar 28 2018
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end date: 09:40:47 GVI Mar 28 2019
Associ ated Trustpoints: estclient ROOT

AFTER REENRCLLMENT

show crypto pki certificates estclient
Certificate
Status: Avail able
Certificate Serial Nunber (hex): 4B
Certificate Usage: Signature
| ssuer:
cn=est Exanpl eCA
Subj ect :
Name: estclientrouter
ch=estclientrouter
CRL Distribution Points:
http://exanple.confcrl.pem
Validity Date:
start date: 07:34:05 GMI Feb 9 2019
end date: 07:34:05 GMI Feb 9 2020
renew date: 19:38:35 GMI' Feb 8 2019
Associ ated Trustpoints: estclient

CA Certificate
Status: Avail able
Certificate Serial Number (hex): OOE5EECS53EOFBD597D
Certificate Usage: General Purpose
| ssuer:
cn=est Exanpl eCA
Subj ect :
cn=est Exanpl eCA
Validity Date:
start date: 04:59:30 GMI Dec 20 2018
end date: 04:59:30 GMI Dec 20 2019
Associ ated Trustpoints: estclient ROOT_SEC

Additional References for EST Client Support

Related Documents

Related Topic Document Title

Cisco lOS commands | Cisco |OS Master Command List, All Releases

Security commands * Cisco 10S Security Command Reference Commands A
toC

« Cisco 10S Security Command Reference Commands D
toL

« Cisco 10S Security Command Reference Commands M
toR

* Cisco 10S Security Command Reference Commands Sto
Z
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Standards and RFCs
Standard/RFC Title
RFC 7030 Enrollment over Secure Transport
RFC 2818 HTTP Over TLS
RFC 6125 Representation and Verification of Domain-Based
Application Service ldentity within Internet Public
Key Infrastructure Using X.509 (PKIX) Certificates
in the Context of Transport Layer Security (TLS)
RFC 2510 Internet X.509 Public Key Infrastructure Certificate
Management Protocols
RFC 4210 Internet X.509 Public Key Infrastructure Certificate
Management Protocol (CMP)

Technical Assistance

Description

Link

password.

The Cisco Support and Documentation website provides online resources to | http://www.cisco.com/cisco/
download documentation, software, and tools. Use these resourcesto install | web/support/index.html

and configure the software and to troubleshoot and resolve technical issues
with Cisco products and technologies. Access to most tools on the Cisco
Support and Documentation website requires a Cisco.com user |D and
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CHAPTER 1 1

OCSP Response Stapling

The OCSP Response Stapling feature allows you to check the validity of a peer's user or device credentials
contained in adigital certificate using Online Certificate Status Protocol (OCSP).

« Finding Feature Information, on page 217

* Information About OCSP Response Stapling, on page 217

» How to Configure OCSP Response Stapling, on page 218

« Additional References for OCSP Response Stapling, on page 222
« Feature Information for OCSP Response Stapling, on page 223

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releases in which each
featureis supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About OCSP Response Stapling

Overview of OCSP Response Stapling

Online Certificate Status Protocol (OCSP) is a method to check certificate revocation when a peer has to
retrieve this revocation information and then validate it to check the certificate revocation status. In this
method, the certification revocation statusis limited by the peer's ability to reach an OCSP responder through
the cloud or by the certificate sender's performance in retrieving the certificate revocation-information.

OCSP response stapling supports a new method to fetch the OCSP response for a device's own certificates.
This feature allows the device to obtain its own certificate revocation information by contacting the OCSP
server and then sending this result along with its certificates directly to the peer. Asaresult, the peer does not
require to contact the OCSP responder.
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How to Configure OCSP Response Stapling

Configuring PKI Client to Request EKU Attribute

Perform this task to configure OCSP (Online Certificate Status Protocol) response stapling.

SUMMARY STEPS

enable

configure terminal

crypto pki trustpoint name
ocsp url wurl

eku request attribute
match eku attribute

exit
exit
show cry pki counters

©ENSGOHRWN A

-
°

DETAILED STEPS

revocation-check methodl [ method2 [ method3] ]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: a. Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:
Devi ce(config)# crypto pki trustpoint nsca
Step 4 ocsp url wurl The url argument specifies the URL of an OCSP server
Example: so that the trustpoint can check the certificate status. This

Devi ce(ca-trustpoint)# ocsp url http://ocsp-server

Example:

Devi ce(ca-trustpoint)# ocsp url
http://10.10.10.1: 80

Example:

URL overridesthe URL of the OCSP server (if one exists)
in the Authority Info Access (AlA) extension of the
certificate. All certificates associated with a configured
trustpoint are checked by the OCSP server. The URL can
be a hostname, | Pv4 address, or an |Pv6 address.

Note Make sure that the OCSP request url is
configured with the ocsp url url command and
not with an http-proxy server.
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Command or Action

Purpose

Devi ce(ca-trustpoint)# ocsp url
http://[2001DB8: 1: 1:: 2] : 80

Step 5

eku request attribute

Example:

Devi ce(ca-trustpoint)# eku request ssh-client

Requests to include specified eku attribute in the
certificate. Thisrequest, when configured on the PKI1 client,
will be sent to the CA server during enrollment.

The attribute argument can be one of the following:
* client-auth
« code-signing
 email-protection
* ipsec-end-system
* ipsec-tunnel
* ipsec-user
* OCsp-signing
* server-auth
* time-stamping
* ssh-server

* ssh-client

Step 6

match eku attribute

Example:

Devi ce(ca-trustpoint)# match eku client-auth

Allows PKI to validate a peer certificate only if the
specified attribute is present in the certificate else
validation fails.

The attribute argument can be one of the following:
* client-auth
« code-signing
 email-protection
* ipsec-end-system
* ipsec-tunnel
* ipsec-user
* ocsp-signing
* server-auth
* time-stamping
* ssh-server

« ssh-client
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Command or Action Purpose
Step 7 revocation-check methodl [ method2 [ method3]] | (Optional) Checks the revocation status of a certificate.
Example: « crl --Certificate checking is performed by a CRL.
Thisisthe default option.
Devi ce(ca-trustpoint)# revocati on-check ocsp none e .
* none --Certificate checking is ignored.
« ocsp --Certificate checking is performed by an OCSP
Server.
If asecond and third method are specified, each method
will be used only if the previous method returns an error,
such as a server being down.
Step 8 exit Exits ca-trustpoint configuration mode and returnsto global
configuration mode.
Example:
Devi ce(ca-trustpoint)# exit
Step 9 exit Returnsto privileged EXEC mode.
Example:
Devi ce(config)# exit
Step 10 show cry pki counters (Optional) Displays the PKI1 counters of the device.

Example:

Devi ce# show cry pki counters

Configuring PKI Server to Include EKU Attributes

Perform this task to configure OCSP (Online Certificate Status Protocol) response stapling.

SUMMARY STEPS

enable
configureterminal

ip http server

crypto pki server cs-label
eku request attribute

exit

exit

show crypto pki counters

NSO A WN S
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DETAILED STEPS

Configuring PKI Server to Include EKU Attributes .

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: a. Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters glabal configuration mode.
Example:
Devi ce# configure tern nal
Step 3 ip http server Enables the HTTP server on your system.
Example:
Devi ce(config)# ip http server
Step 4 crypto pki server cs-label Definesalabel for the certificate server and enters certificate
server configuration mode.
Example:
Note If you manually generated an RSA key pair, the
Devi ce(config)# crypto pki server server-pki cs-label argument must match the name of the
key pair.
Step 5 eku request attribute Requeststo include specified eku attributein the certificate.
Example: The attribute argument can be one of the following:
, « client-auth
Devi ce(cs-server)# eku request ssh-server
« code-signing
« email-protection
* ipsec-end-system
* ipsec-tunnel
* ipsec-user
e ocsp-signing
* server-auth
* time-stamping
o ssh-server
* ssh-client
Step 6 exit Exits cs-server configuration mode and returns to global
configuration mode.
Example:

Devi ce(cs-server)# exit
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Command or Action

Purpose

Step 7 exit

Example:

Devi ce(config)# exit

Returnsto privileged EXEC mode.

Step 8 show crypto pki counters

Example:

Devi ce# show crypto pki counters

(Optional) Displaysthe PKI1 counters of the device.

Example

Additional

The following is sample output from the show crypto pki counters.

Devi ce# show crypto pki counters

PKI Sessions Started: 0O

PKI Sessions Ended: O

PKI Sessions Active: 0
Successful Validations: O
Fail ed Validations: 0O
Bypassed Validations: 0O

Pendi ng Validations: 0O

CRLs checked: 0

CRL - fetch attenpts: 0

CRL - failed attenpts: O
CRL - rejected busy fetching: 0
OCSP — fetch requests: 0
OCSP — received responses: 0
OCSP — failed attenpts: 0O
OCSP - staple requests: 0
AAA aut horizations: 0

References for OCSP Response Stapling

Related Documents

Related Topic

Document Title

Cisco |OS commands

Master Command List, All Releases

Security commands

* Cisco 10S Security Command Reference Commands
AtoC

* Cisco 10S Security Command Reference Commands
DtoL

* Cisco 10S Security Command Reference Commands
MtoR

* Cisco 10S Security Command Reference Commands
StoZ
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Standards and RFCs

Standard/RFC | Title

RFC 2560 | X.509 Internet Public Key Infrastructure Online Certificate Satus Protocol - OCSP

RFC 4806 | Online Certificate Satus Protocol (OCSP) Extensionsto IKEv2

Profile

RFC 5280 |Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)

RFC 6187 | X.509v3 Certificates for Secure Shell Authentication

RFC 6066 | Transport Layer Security (TLS) Extensions: Extension Definitions

MIBs

MB | MIBs Link

MIB Locator found at the following URL :

http://www.cisco.com/go/mibs

To locate and download MIBs for selected platforms, Cisco |OS rel eases, and feature sets, use Cisco

Technical Assistance

Description

Link

The Cisco Support website provides extensive online resources, including
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can
subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsdletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.

http://www.ci sco.com/support

Feature Information for OCSP Response Stapling

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Table 14: Feature Information for OCSP Response Stapling

Feature Name

Releases

Feature Information

OCSP Response Stapling

Thisfeature allowsyou to check the validity of apeer’s user or device
credentials contained in a digital certificate using Online Certificate
Status Protocol (OCSP).
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