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APPENDIX

Devices Tab Reference

The following topics describe the pages in the Devices tab. Topics are organized
according to the following Devices tab options:

e Manage, page A-1
e Search, page A-39
e Options, page A-62

The following topics describe the fields in the pages that are accessed from the
Manage option:

e Device Table Page, page A-2

e Policy Group Assignment Dialog Box, page A-6
e Device Folder Setting Dialog Box, page A-6

e Device Properties Page, page A-7

e Display show run Page, page A-14

e Ignored Interfaces List Dialog Box, page A-14

e Interfaces Page, page A-15

e Interface Properties Page, page A-16

e Source-Dest Pair Page, page A-18

e Source-Dest Pair Properties Page, page A-20
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VLANSs Page, page A-20

VLAN Properties Page, page A-22

Import Devices Wizard, page A-23

Discovery Status Page, page A-29

Discovery Status Devices List Dialog Box, page A-31
Device Groups Page, page A-33

Device Group Properties Page, page A-35

Device Folders Page, page A-37

Device Folder Properties Page, page A-39

Device Table Page

Use this page to:

View the devices in the device inventory and their device properties.
Edit device properties.

Rediscover device information.

Assign network elements to and remove them from policy groups.
Assign devices to and remove devices from device folders.

Delete devices from the inventory.

To open this page, select Devices > Manage.

Table A-1 Device Table Page

Field

Description

Deployment Group list box Contains the deployment groups defined on the system. Choose the

deployment group that contains the devices you want to display.
When you select a deployment group, only devices that have
network elements that are assigned to policy groups in the
deployment group will be displayed.

Sys Name column

Displays the system name, which is obtained from the SysName
MIB variable. Click a name to display that device’s properties.
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Table A-1 Device Table Page (continued)

Field Description

Primary Device Name column  |Displays the device IP address or DNS name entered to identify the
device when it was added to the inventory.

Model column Displays the device model. See the section Adding Devices to the
Device Inventory, page 4-3 for information about unsupported
models.

OS Version column Displays the device operating system (OS) version.

Mapped OS Version column Displays the OS version that QPM has mapped to the device. See the
section Adding Devices to the Device Inventory, page 4-3 for
information about mapped OS versions.
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Table A-1 Device Table Page (continued)

Field

Description

Status column

Displays the device status.

The following statuses indicate that the device is working properly:
e OK
e Virtual—The device is a virtual device.

The following statuses indicate a problem with the device. You
cannot deploy to devices with these statuses:

e Unreachable—The QPM server cannot establish basic network
connectivity to the device.

e SNMP Error—The device has an SNMP error that is preventing
QPM from gathering the data it needs to work with the device.
These are the common causes:

— The device public community string entered in QPM is
incorrect.

— QPM can’t read all of the necessary SNMP information
from the device, possibly because there are corrupted or
missing MIBs.

— The device does not have a functioning SNMP engine.

— The SNMP request timed out, typically because the device
or network was too congested to respond before the timeout
limit. The possible resolutions are to increase the SNMP
timeout value and to increase the number of SNMP retries.

e Telnet Error—QPM cannot connect to the device using Telnet.
These are the common causes:

— The device Telnet password entered in QPM is incorrect.
Correct the Telnet password in QPM.

— SSH is enabled but SSH login failed because SSH is not
configured correctly on the device. Fix the SSH
configuration on the device.

— The login to the device failed.

— There is no Telnet connection to the device.
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Table A-1 Device Table Page (continued)

Field

Description

Policy Group column

Displays the policy group in the current deployment group to which
the device is assigned.

The current deployment group is the deployment group selected in
the Deployment Group list box above the table. If All is selected in
the list box, the current deployment group is displayed in the

Deployment Group field in the context area at the top of the page.

Device Folder column

Displays the device folder that contains the device.

Interfaces column

Click the icon for a device to display the Interfaces page for that
device.

Edit button

Click to edit the device properties of the selected devices. The
Device Properties Page appears.

Rediscover button

Click to rediscover the selected devices. The Discovery Status Page
appears.

Set Policy Group button

Click to assign the selected devices to a policy group or remove
them from policy groups. The Policy Group Assignment Dialog
Box opens.

Set Device Folder button

Click to assign the selected devices to a device folder or remove
them from device folders. The Device Folder Setting Dialog Box
opens.

Delete button

Click to delete the selected devices from the inventory. A
confirmation prompt appears.

When deletion is done, the device table refreshes.

Related Topics

e Viewing and Editing Device Properties, page 4-15

e Setting Device Policy Groups Assignments, page 4-18

e Rediscovering Device Information, page 4-19

e Working with Device Folders, page 4-20

e Removing Devices, page 4-24
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Policy Group Assignment Dialog Box

Policy groups contain QoS policies and the assigned network elements to which
they will be applied.

Use this dialog box to assign devices to policy groups.
To open this dialog box, select one or more devices in the Device Table page by

selecting their check boxes, then click Set Policy Group.

Table A-2 Policy Group Assignment Dialog Box

Field Description

Deployment Group list box Lists deployment groups defined on the system. Select the
deployment group that contains the policy group you want to select.

Remove Policy Group Click to remove the selected devices from a policy group.
Assignments radio button

Set Policy Group radio button Click to assign the selected devices to a policy group.

Policy Group Name column Lists policy groups that match the constraints of all of the selected
devices. Select the policy group to assign by selecting its check box.

The message No suitable Policy Groups Found appears if there
are no policy groups to which all of the selected devices can be

assigned.
Description column Displays a description of the policy group.
Assign button Click to save changes and close the dialog box.
Close button Click to close the dialog box without saving changes.

Related Topics
e Setting Device Policy Groups Assignments, page 4-18

Device Folder Setting Dialog Box

Device folders are groups of devices, used for organizational purposes.

Use this dialog box to assign devices to device folders.
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To open this dialog box, select one or more devices in the Device Table page by
selecting their check boxes, then click Set Device Folder.

Table A-3 Device Folder Setting Dialog Box

Field Description

Remove from Device Folder Click to remove all of the selected devices from any device folder.
radio button

Set Device Folder radio button |Click to assign the selected devices to the selected device folder.

Device Folder Name column Displays the names of the device folders on the system. Select the
radio button next to a device folder name to select it.

Device Folder Description Displays a description of the device folder.

column

OK button Click to save changes and close the dialog box.

Close button Click to close the dialog box without saving changes.

Related Topics
¢ Working with Device Folders, page 4-20

Device Properties Page

Use this page to:
e View and edit a device’s properties.
e Rediscover a device.
e View a device’s running configuration.
e Telnet to a device.
e Export a device’s information to a virtual device file.
To open this page, do any of the following in the Device Table page:
¢ Click a device name.

e Select the check box next to a device name, then click Edit.
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General Information Area

Table A-4 Device Properties Page - General Information Area

Field Description

Sys Name Displays the system name, which is obtained from the SysName
MIB variable. Click a name to display that device’s properties.

Primary Device Name Displays the device IP address or DNS name entered to identify the
device when it was added to the inventory.

IP/DNS Displays the device IP address or DNS name.

Although this field is a field, you cannot change its data. Changes
will not be saved when you click the Save button.

You cannot use device DNS names that contain the backslash (\)
character.
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Table A-4 Device Properties Page - General Information Area (continued)

Field Description

Status Displays the device status.

The following statuses indicate that the device is working properly:
e OK
e Virtual—The device is a virtual device.

The following statuses indicate a problem with the device. Devices
with these statuses are not usable in QPM:

e Unreachable—The QPM server cannot establish basic network
connectivity to the device.

e SNMP Error—The device has an SNMP error that is preventing
QPM from gathering the data it needs to work with the device.
These are the common causes:

— The device public community string entered in QPM is
incorrect.

— QPM can’t read all of the necessary SNMP information
from the device, possibly because there are corrupted or
missing MIBs.

— The device does not have a functioning SNMP engine.

— The SNMP request timed out, typically because the device
or network was too congested to respond before the timeout
limit. The possible resolutions are to increase the SNMP
timeout value and to increase the number of SNMP retries.

e Telnet Error—QPM cannot connect to the device using Telnet.
The most common cause is that the device Telnet password
entered in QPM is incorrect.

Description Displays the device description. Edit it to change to description.

Role Displays the device role, if one is assigned. Select a role from the
list to assign it to the device.

(0N} Displays the device operating system (OS) version.
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Table A-4 Device Properties Page - General Information Area (continued)

Field Description
Mapped OS Displays the OS version that QPM has mapped to the device. See the
section Adding Devices to the Device Inventory, page 4-3 for
information about mapped OS versions.
Note If you change the mapped OS version, QoS that is currently
configured on the device might not be supported in the new
OS version. See Assignment Conflicts Reports Page,
page D-34, for more information.
Model Displays the device model.

Last Discovery

Displays the date the device was last discovered.

Device Group

Displays the device group to which the device belongs.

Device Folder

Displays the device group to which the device is assigned. Select a
device folder from the list to assign it to the device.

All Interfaces

Displays the number of interfaces on the device that are in the QPM
inventory.

Ignored Interfaces

Displays the number of ignored interfaces on the device. Click the
number to remove the ignore setting from one or more interfaces.
the Ignored Interfaces List Dialog Box opens.

Device Settings Area

Table A-5 Device Properties Page - Device Settings Area

Field

Description

Enable Access Control Policies

Select to enable creation and modification of access control
policies.

Enable Write Memory

Select to enable writing device configuration changes to the device's
memory.

Enable NBAR Port Mapping

Select to enable NBAR port mapping.

Reset to default button

Click to reset the device settings to the device group defaults.
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Access Parameters Area
For security, fields that contain passwords do not display the text that you type.

Table A-6 Device Properties Page - Access Parameters Area

Field Description

Read Community String Contains the device read community string that QPM uses to access
the device. You can change it by entering a new value in the field.

Blind login Select to enable blind login to the device, in which QPM sends login
information to the device (including access parameters) without
waiting for or evaluating return prompts from the device.

You can use any characters for the blind login, except $, #, and \.

Use SSH connection Select to enable support for SSH when connecting to the device.
TACACS User Contains the TACACS username that QPM uses to access the
device. You can change it by entering a new value in the field.
TACACS Password Contains the TACACS password that QPM uses to access the
device. You can change it by entering a new value in the field.
TACACS Enable Password Contains the TACACS enable password that QPM uses to access the

device. You can change it by entering a new value in the field.

User Name Contains the username that QPM uses to access the device. You can
change it by entering a new value in the field.

Enable Password Contains the enable or enable secret password that QPM uses to
access the device. You can change it by entering a new value in the
field.

Telnet Password Contains the Telnet password that QPM uses to access the device.

You can change it by entering a new value in the field.

Local Password Contains the local password that QPM uses to access the device.
You can change it by entering a new value in the field.

Reset to Default button Click to reset the values in the Access Parameters area to the device
group default values.
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ACL Ranges Area
Select ACL ranges for translation of QPM policies to CLI commands.

Note  QPM supports only extended ACLs. QPM can upload standard ACLs, and on
deployment, they are converted to extended ACLs.

Table A-7 Device Properties Page - ACL Ranges Area

Field Description

Range 1 The starting (from) and ending (to) numbers for the first range of
ACL numbers QPM can use. The default is 100 to 199.

Range 2 The starting (from) and ending (to) numbers for the second range of
ACL numbers QPM can use. The default is 2000 to 2699.

Range 3 The starting (from) and ending (to) numbers for the third range of
ACL numbers QPM can use. The default is that there is no third
range.

Reset to Default button Click to reset the ACL number ranges to QPM’s default settings.

Topology Area

This area displays the topology of the device by listing the device to which each
interface connects. Only devices in the QPM inventory that support Cisco
Discovery Protocol (CDP) are listed.

Table A-8 Device Properties Page - Topology Area

Field Description

Interface Name Displays the interface name.

Sys Name Displays the system name of the device to which to the interface
connects.

The system name is obtained from the SysName MIB variable.

Primary Device Name Displays the primary device name of the device to which to the
interface connects.

Model Displays the Model of the device to which to the interface connects.
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Table A-8 Device Properties Page - Topology Area (continued)
Field Description
OS Version Displays the OS version of the device to which to the interface
connects.
Buttons
Table A-9 Device Properties Page - Buttons
Field Description
Save Click to save any changes you have made in the page.
Rediscover Click to rediscover the device. The Discovery Status Page appears.
Show Run Click to display the device’s running configuration. The Display
show run Page appears.
Telnet Click to Telnet to the device using your client system’s default

Telnet application. Does not work if your client system does not
have a Telnet application installed.

Export Click to export the device’s information to a virtual device file,
which you can use to import the device into the inventory as a
virtual device. The browser’s file saving process starts.

Related Topics
e Viewing and Editing Device Properties, page 4-15
e Rediscovering Device Information, page 4-19
e Connecting to a Device Using Telnet, page 4-16
e Viewing Device Configuration, page 4-17
e Importing Device Roles, page 4-24
e Configuring Default Device Access Parameters, page 4-12

e Exporting Device Information, page 4-16
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Display show run Page

Use this page to display a device’s running configuration.
Click Show Run to open.

This page displays the device’s running configuration.

Related Topics

e Viewing Device Configuration, page 4-17

Ignored Interfaces List Dialog Box

Use this dialog box to display interfaces that were previously marked as ignored,
and therefore hidden in QPM.

Click the number in the Ignored Interfaces field of the Interface Properties page
to open.

Table A-10 Ignored Interfaces List Dialog Box

Field Description

Check box column Click a check box to select its row.

Name column Displays the interface name.

Type column Displays the interface type.

Description column Displays the interface description.

Rate column Displays the interface rate.

Card Type column Displays the interface card type.

Cancel Ignore button Click to cancel the ignore on the interface, which causes it to appear
in the QPM UI again.

Close button Click to close dialog box.

Related Topics
¢ Hiding and Displaying Interfaces, page 4-31
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Use this page to:

View the interface on a device and their properties.

Mark interfaces as Ignored, hiding them and their DLCIs and VCs from being
displayed in QPM.

Assign interfaces to policy groups.

To open this dialog box, do any of the following:

In the Device Table page, click the Interfaces icon in the Interfaces column of
a device.

From the Device Properties page, select Device Information > Interfaces
from the TOC.

Use this page to view the interfaces on a device.

Table A-11 Interfaces Page

Field Description

Name Displays the interface name.

Type Displays the interface type.

Description Displays the interface description.

Rate Displays the interface rate in kilobits per second.
Card Type Displays the interface card type.

Policy Group

Displays the policy group in the current deployment group to which
the interface is assigned. The current deployment group is displayed
in the Deployment Group field in the context area at the top of the

page.

Connected to Device

Displays the IP address of the device to which the interface is
connected.

Mark as Ignore button

Click to mark the selected interfaces as ignored, which causes them
not to appear in the QPM UI. Any DLCIs and VCs configured on
ignored interfaces are also ignored.

A confirmation dialog box opens. Click Yes to confirm the action.
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Table A-11 Interfaces Page (continued)

Field Description
Set Policy Group button Click to set the policy group to which the interface is assigned. The
Policy Group Assignment Dialog Box opens.

Related Topics
e Hiding and Displaying Interfaces, page 4-31
e Policy Group Assignment Dialog Box, page A-6

Interface Properties Page

Use this page to:
e View and edit interface properties.
e Ignore or cancel the ignore setting of interfaces.
e Assign interface subelements to policy groups.

Click the interface name in the Interfaces page to open.

General Area

Table A-12 Interface Properties Page - General Area

Field Description

Name Displays the interface name.
Index Displays the interface index.
Type Displays the interface type.
Card Type Displays the interface card type.

If the card type is not correct, see QPM does not detect the correct
card type, page 11-10. If the procedure described has been
implemented, you can select a different card type in this field.

Rate Displays the interface rate.
Description Displays the interface description.
1P Displays the interface IP address.
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Table A-12 Interface Properties Page - General Area (continued)
Field Description
Subnet Mask Displays the interface IP address subnet mask.
Is Ignored Indicated whether the interface is marked as ignored, which
prevents it from appearing in the QPM UI. Select the check box to
ignore the interface, or clear it to remove the ignore setting.

Topology Area

Note  Not all device information is displayed for devices that are not in the QPM
inventory. Only devices that support CDP are displayed.

Table A-13 Interface Properties Page - Topology Area

Field Description
Connected to Device Displays the name of the device to which the interface is connected.
1P Displays the IP address of the device to which the interface is
connected
Model Displays the model of the device to which the interface is
connected.
VC ATM Area

Table A-14 Interface Properties Page - VC ATM Area

Field Description

Check box column Click a check box to select its row.

VC Name Displays the VC name.

Policy Group Displays the policy group in the current deployment group to which

the VC is assigned. The current deployment group is displayed in
the Deployment Group field in the context area at the top of the

page.
Set Policy Group button Click to assign the selected VCs to policy groups. The Policy Group
Assignment Dialog Box opens.
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DLCI Frame Relay Area

Table A-15 Interface Properties Page - DLCI Frame Relay Area

Field Description
Check box column Click a check box to select its row.
DLCI Name Displays the DLCI name.

Policy Group

Displays the policy group in the current deployment group to which
the DLCI is assigned. The current deployment group is displayed in
the Deployment Group field in the context area at the top of the

page.

Set Policy Group button Click to assign the selected DLClIs to policy groups. The Policy

Group Assignment Dialog Box opens.

Interface VLAN Association Area

Table A-16 Interface Properties Page - Interface VLAN Association Area

Field Description
VLAN Name Displays the VLAN name.
Is Trunk Indicates whether the VLAN is a trunk.

Is Auxiliary

Indicates whether the VLAN is an auxiliary VLAN.

Related Topics
e Viewing and Editing Network Element Properties, page 4-26

e Setting Network Element Policy Group Assignments, page 4-26
e Hiding and Displaying Interfaces, page 4-31

Source-Dest Pair Page

Source-destination pairs are logical (not physical) user-supplied network
elements defined for Catalyst 8400 series and Catalyst 8500 series switches,
which have QoS features that require a named source and destination interface
pair on the device.
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Use this page to:

e View, create, edit, and delete source-destination pairs on a device.

¢ Assign source-destination pairs to or remove them from a policy group.

To open this

page, select Devices > Manage. The Device Table page appears.

Open the Device Properties page by clicking the device name, then select Device
Information > Source-Dest Pair from the TOC.

Table A-17 Source-Dest Pair Page

Field

Description

Pair Name

Displays the source-destination pair name.

Source Interface

Displays the source interface name.

Target Interface

Displays the target (destination) interface name.

Policy Group

Displays the policy group in the current deployment group to which
the source-destination pair is assigned. The current deployment
group is displayed in the Deployment Group field in the context area
at the top of the page.

Create button

Click to create a new source-destination pair. The Source-Dest Pair
Properties Page appears.

Edit button

Click to edit the selected source-destination pair. The Source-Dest
Pair Properties Page appears.

Delete button

Click to delete the selected source-destination pair. The
Source-Dest Pair Properties Page appears.

Set Policy Group button

Click to set the policy group assignment of the selected
source-destination pair. The Policy Group Assignment dialog box
Policy Group Assignment Dialog Box opens.

Related Topics

e Working with Source-Destination Pairs, page 4-28

e Source-Dest Pair Properties Page, page A-20
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Source-Dest Pair Properties Page

Source-destination pairs are logical (not physical) user-supplied network
elements defined for Catalyst 8400 and Catalyst 8500 switches, which have QoS
features that require a named source and destination interface pair on the device.

Use this page to view and edit source-destination pair properties.

To open this page, do any of the following in the Source-Dest Pairs page:
¢ Click a source-destination pair name.
e Click Create.

e Select a source-destination pair, then click Edit.

Table A-18 Source-Dest Pair Properties Page

Field Description
Pair Name Enter the source-destination pair name.
Source Interface Select the source interface.
Target Interface Select the target interface.
Save button Click to save changes.
Related Topics

e Working with Source-Destination Pairs, page 4-28

e Source-Dest Pair Page, page A-18

VLANs Page

Use this page to:
e View VLANS that are configured on a device.
e Assign VLANS to or remove them from a policy group.

To open this page, select Devices > Manage. The Device Table page appears.
Open the Device Properties page by clicking the device name, then select Device
Information > VLANSs from the TOC.
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Table A-19 VLANs Page

Field Description

Name Displays the VLAN name.

Index Displays the VLAN index.

Type Displays the VLAN type.

Status Displays the VLAN status. The possible statuses are:

e Operational—The VLAN is operational.
e Suspended—The VLAN was suspended by the administrator.

e mtuTooBigForDevice—The device cannot participate in the
VLAN because the VLAN MTU is larger than the device can
support.

¢ mtuTooBigForTrunk—The VLAN MTU is supported by the
device, but it is too large for one or more of the device trunk

ports.
MTU Displays the VLAN MTU.
Policy Group Displays the policy group in the current deployment group to which

the VLAN is assigned. The current deployment group is displayed
in the Deployment Group field in the context area at the top of the
page.

Interfaces Click the Interfaces icon in this column to view the interfaces that
are assigned to the VLAN.

Set Policy Group button Click to assign the selected VLANS to a policy group. The Policy
Group Assignment Dialog Box opens.

Related Topics
e Viewing and Editing Network Element Properties, page 4-26

e Setting Network Element Policy Group Assignments, page 4-26
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VLAN Properties Page

Use this page to view and edit a VLAN’s properties.
Click the VLAN name in the VLANSs page to open.

General Information Area

Table A-20 VLAN Properties Page - General Information Area

Field Description

Name Displays the VLAN name.

Index Displays the VLAN index.

1P Displays the VLAN IP address.
Subnet Mask Displays the IP address subnet mask.
MTU Displays the VLAN MTU.

Rate Displays the VLAN rate.

Type Displays the VLAN type.

VLAN Interfaces Association Area

Table A-21 VLAN Properties Page - VLAN Interfaces Association Area

Field Description

Interface Name Displays the names of the interfaces that are associated to the
VLAN.

Is Trunk Indicates whether the interface is configured as a trunk.

Is Auxiliary Indicates whether the interface is configured as an auxiliary.

Related Topics
e Viewing and Editing Network Element Properties, page 4-26
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Import Devices Wizard

Use the Import Devices wizard to import devices into the inventory.
The Import Devices wizard contains the following pages:

e Import Devices Wizard - General Page, page A-23

e Import Devices Wizard - Select Devices Page, page A-26

Import Devices Wizard - General Page

Use this page to import new devices into the inventory. For all the import types
except virtual devices (which are not physical devices), QPM discovers the
devices to import them. Therefore, devices you attempt to import must be online
and connected to the network. You cannot use device DNS names that contain the
backslash (\) character to import devices into QPM.

To open this page, select Devices > Manage. The Device Table page appears.
Then select Add Device from the TOC.

This contents of the page vary depending on which radio button is selected.

Import Options

The following radio buttons determine the source of the device import operation
and the content of the rest of the page.

Table A-22 Import Devices Wizard - General Page

Field

Description

Manual radio button

Select to import one device manually. The content of the page is
described in Manual Import Option, page A-24.

Import from CSV file radio Select to import devices from a CSV file created by RME. The

button

content of the page is described in Import from CSV File Option,
page A-25.

Import from RME radio button |Select to import devices directly from RME. The content of the page

is described in Import from RME Option, page A-25.

Import Virtual Devices from file |Select to import a virtual device from a virtual device file created by

radio button

QPM. The content of the page is described in Import Virtual
Devices from File Option, page A-26.
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Table A-22 Import Devices Wizard - General Page (continued)

Field

Description

Import from Qpm 2.x radio
button

Select to import devices from QPM version 2.x. The content of the
page is described in Import from Qpm 2.x Option, page A-26.

Next button

Click to proceed to the next step.

Cancel button

Click to cancel the wizard.

Manual Import Option

When importing a device manually, you can use the QPM default device access
parameters that are configured for the device group to which the device belongs
to connect to the device for discovery. In this case, you only must enter the device
IP address or DNS name. If the device does not use the defaults, or you have not
configured defaults, you must enter all of the device access parameters necessary
to connect to the device.

Table A-23 Import Devices Wizard - General Page - Manual Import Page

Field

Description

IP Address / DNS field

Enter the IP address or the DNS name of the device to import.

You cannot use device DNS names that contain the backslash (\)
character.

Read Community String field

Enter the device read community string.

Login Mode radio buttons

Select the type of user name, password, and enable password you
are entering in the page—either Telnet, TACACS, or Local
authentication.

Note This selection affects only how the device credentials you
enter are stored in QPM. QPM attempts to discover the
device by trying all of the authentication methods.

User Name field

Enter the user name to use for connecting to the device.

Password field

Enter the password to use for connecting to the device.

Enable Password field

Enter the enable or enable secret password to use for connecting to
the device.
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Import from CSV File Option
Table A-24 Import Devices Wizard - General Page - Import from CSV File Option
Field Description
File field Enter the path on the client system to the CSV file created by RME
from which to import devices.
Browse button Click to browse to the CSV file instead of typing the path in the File
field.
Do not re-import devices that Select to import only those devices that have not been previously
were previously imported, but imported. Devices that have been imported but not added to the
not added to the QPM inventory. |inventory are also not imported if you select this option.
check box

Import from RME Option

Table A-25 Import Devices Wizard - General Page - Import from RME Option

Field Description

Host Location field Enter the DNS name or IP address of the RME server from which to
import.

Port field Enter the IP port number of the RME server.

User Name field Enter the RME username to use to log into the RME server.

Password field Enter the password for the RME username.

Do not re-import devices that Select to import only those devices that have not been previously

were previously imported, but imported. Devices that have been imported but not added to the

not added to the QPM inventory. |inventory are also not imported if you select this option.

check box
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Import Virtual Devices from File Option

Table A-26 Import Devices Wizard - General Page - Import Virtual Devices from File Option

Field Description

File field Enter the path on the client system to the virtual device file created
by QPM from which to import.

Browse button Click to browse to the virtual device file instead of typing the path
in the File field.

Import from Qpm 2.x Option

Table A-27 Import Devices Wizard - General Page - Import from Qpm 2.x Option

Field Description

File field Enter the full path and file name of the XML import file, created by
QPM 2.x, that contains the devices you want to import.

Browse button Click to locate the desired file by browsing your file system.

Related Topics
e Import Devices Wizard - Select Devices Page, page A-26

e Adding Devices to the Device Inventory, page 4-3

e Adding a Single Device, page 4-5

e Importing Devices from a Device Inventory CSV File, page 4-6
e Importing Devices from RME, page 4-8

e Importing Virtual Devices, page 4-10

e Importing Devices from QPM 2.1x, page 4-11

e Configuring Default Device Access Parameters, page 4-12

Import Devices Wizard - Select Devices Page

Use this page to select devices to import into the inventory.

To open this page, in the Import Devices Wizard - General page, click the Next
button.
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Table A-28 Import Devices Wizard - Select Devices Page

Field

Description

No User Authorization column

Displays the number of imported devices that you do not have
sufficient permissions to add to the QPM inventory.

This field does not appear if you are importing devices manually or
are importing virtual devices.

Exists in QPM column

Displays the number of devices that are already in the QPM
inventory, and therefore cannot be imported again.

This field does not appear if you are importing devices manually or
are importing virtual devices.

Previously Ignored column

Displays the number of devices that were previously imported but
were not added to the QPM inventory. These devices are not
available to add to the inventory if you selected the Do not re-import
devices that were previously imported check box in the previous
step.

This field only appears if you are importing devices from RME or
from a CSV file.

Total Devices column

Displays the total number of devices that were imported.

This field does not appear if you are importing devices manually or
are importing virtual devices.

Check box column

Select a check box to select its row.

Primary Device Name column

Displays the device IP address or DNS name entered to identify the
device when it was added to the inventory.

Model column

Displays the device model.
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Table A-28 Import Devices Wizard - Select Devices Page (continued)

Field

Description

Status column

Displays the device status.

The following statuses indicate that the device is working properly:
e OK
e Virtual—The device is a virtual device.

The following statuses indicate a problem with the device. Devices
with these statuses are not usable in QPM:

e Unreachable—The QPM server cannot establish basic network
connectivity to the device.

e SNMP Error—The device has an SNMP error that is preventing
QPM from gathering the data it needs to work with the device.
These are the common causes:

— The device public community string entered in QPM is
incorrect.

— QPM can’t read all of the necessary SNMP information
from the device, possibly because there are corrupted or
missing MIBs.

— The device does not have a functioning SNMP engine.

— The SNMP request timed out, typically because the device
or network was too congested to respond before the timeout
limit. The possible resolutions are to increase the SNMP
timeout value and to increase the number of SNMP retries.

e Telnet Error—QPM cannot connect to the device using Telnet.
These are the common causes:

— The device Telnet password entered in QPM is incorrect.
Correct the Telnet password in QPM.

— SSH is enabled but SSH login failed because SSH is not
configured correctly on the device. Fix the SSH
configuration on the device.

— The login to the device failed.

— There is no Telnet connection to the device.
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Table A-28 Import Devices Wizard - Select Devices Page (continued)
Field Description
Device Group column Displays the device group to which the device is assigned.

If the device group is listed as Unknown, then QPM was not yet able
to determine the device group. After device discovery, the device is
placed in the correct device group: either the device’s ACS group,
or the default device group if the device does not have an ACS
group. QPM might label the device group Unknown when you add
a device using a DNS name, or when you use the IP address of an
interface other than the one used to register the device with ACS.

Back button Click to return to the previous step.
Finish button Click to finish the wizard, importing the selected devices.
Cancel button Click to cancel the wizard.

Related Topics
e Import Devices Wizard - General Page, page A-23

e Adding Devices to the Device Inventory, page 4-3

¢ Adding a Single Device, page 4-5

e Importing Devices from a Device Inventory CSV File, page 4-6
e Importing Devices from RME, page 4-8

e Importing Virtual Devices, page 4-10

e Importing Devices from QPM 2.1x, page 4-11

e Configuring Default Device Access Parameters, page 4-12

Discovery Status Page

Use this page to view the status of device discovery jobs.
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To open this page, do one of the following:

e Select Devices > Manage. The Device Table page appears. Then select
Discovery Status from the TOC.

¢ Finish the Add Device wizard. The Discovery Status page appears
automatically.

e Select Devices > Manage. The Device Table page appears. Then select a
device and click Rediscover.

e Select Devices > Manage. The Device Table page appears. Then click a
device name to open the Device Properties page. On this page, click
Rediscover.

Table A-29 Discovery Status Page

Field Description

Check box column Select a check box to select its row.

Job Type column Displays the job type.

Start column Displays the job start time.

End column Displays the job end time.

In Progress column Displays the number of devices that are in the process of being
discovered.

Click the number to view details about discovery of these devices.
The Discovery Status Devices List Dialog Box opens.

Completed column Displays the number of devices that have been discovered.

Click the number to view details about discovery of these devices.
The Discovery Status Devices List Dialog Box opens.

Total column Displays the number of devices that are in the process of being
discovered or have been discovered.

Click the number to view details about discovery of these devices.
The Discovery Status Devices List Dialog Box opens.

User column Displays the user who started the job.
Delete button Click to delete the selected jobs. This does not stop the discovery
job.
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Table A-29 Discovery Status Page (continued)
Field Description
Refresh Rate list box Select a page refresh rate from the list. The refresh rate determines
how often the page refreshes with updated information.

Related Topics
e Discovery Status Devices List Dialog Box, page A-31

e Viewing Device Discovery Status, page 4-14

e Rediscovering Device Information, page 4-19

Discovery Status Devices List Dialog Box

Use this dialog box to get detailed information about devices in the Discovery
Status report.

To open, click the number in the In Progress, Completed, or Total columns in the
Discovery Status report.

Table A-30 Discovery Status Devices List Dialog Box

Field Description

Primary Device Name column  |Displays the device IP address or DNS name entered to identify the
device when it was added to the inventory.

Model column Displays the device model.

User Guide for QoS Policy Manager 3.1
[ 78-15532-01B0 .m




Appendix A Devices Tab Reference |

W Manage

Table A-30 Discovery Status Devices List Dialog Box (continued)

Field

Description

Status column

Displays the device status.

The following statuses indicate that the device is working properly:
e OK
e Virtual—The device is a virtual device.

The following statuses indicate a problem with the device. Devices
with these statuses are not usable in QPM:

e Unreachable—The QPM server cannot establish basic network
connectivity to the device.

e SNMP Error—The device has an SNMP error that is preventing
QPM from gathering the data it needs to work with the device.
These are the common causes:

— The device public community string entered in QPM is
incorrect.

— QPM can’t read all of the necessary SNMP information
from the device, possibly because there are corrupted or
missing MIBs.

— The device does not have a functioning SNMP engine.

— The SNMP request timed out, typically because the device
or network was too congested to respond before the timeout
limit. The possible resolutions are to increase the SNMP
timeout value and to increase the number of SNMP retries.

e Telnet Error—QPM cannot connect to the device using Telnet.
These are the common causes:

— The device Telnet password entered in QPM is incorrect.
Correct the Telnet password in QPM.

— SSH is enabled but SSH login failed because SSH is not
configured correctly on the device. Fix the SSH
configuration on the device.

— The login to the device failed.

— There is no Telnet connection to the device.
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Table A-30 Discovery Status Devices List Dialog Box (continued)
Field Description
OS column Displays the device operating system (OS) version.
Mapped OS column Displays the OS version that QPM has mapped to the device. See

Adding Devices to the Device Inventory, page 4-3 for information
about mapped OS versions.

Close button Click to close the dialog box.

Related Topics
e Discovery Status Page, page A-29
e Viewing Device Discovery Status, page 4-14

e Rediscovering Device Information, page 4-19

Device Groups Page

Device groups are groups of devices (and their network elements) within the
inventory that are created and maintained in ACS, except the default device group,
which exists and is maintained only in QPM.

Use this page to:
e View the device groups in the inventory.
e Edit device group properties.
To open this page, select Devices > Manage. The Device Table page appears.

Then select Device Groups from the TOC.

Table A-31 Device Groups Page

Field Description

Radio button column Select a radio button to select its row.

Name column Displays the device group name.

Description column Displays the device group description.

Active Device Group column Indicates whether the device group is the active device group. The
active device group has a check mark in this column.
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Table A-31 Device Groups Page (continued)

Field

Description

Device Folders column

Click the Device Folders icon in the column to view the device
folders that exist within the device group. The Device Folders page
appears.

Edit button

Click to edit the properties of the selected device group. The Device
Group Properties Page appears.

Set Active button

Click to set the selected device group as the active device group.

This setting takes effect throughout the QPM UI. Only the devices,
deployment groups, and policy groups in the active device group
appear in the Ul. To work with items from another device group in
the QPM UI, set that device group to be the active device group.

Delete button

Click to delete the selected device group.

Any deployment groups and policy groups contained in the device
group are also deleted. This feature is useful because device groups
are not automatically deleted from QPM when you delete them in
ACS, even when you synchronize device group information with
ACS. This gives you the opportunity to edit your QPM deployment
groups and policy groups before manually deleting the device

group.

Related Topics

Device Group Properties Page, page A-35

Working with Device Groups, page 4-34

Understanding Device Groups, page 4-34

Setting the Active Device Group, page 4-36

Synchronizing Permissions and Device Group Information, page 4-36

Editing Device Group Properties, page 4-37
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Device Group Properties Page

Device groups are groups of devices (and their network elements) within the
inventory that are created and maintained in ACS, except the default device group,
which exists and is maintained only in QPM.

Many of the device group properties are the same properties that QPM maintains
for devices. These device group properties are assigned to all devices in the device
group by default. You can override these defaults by entering different device
properties for an individual device.

Use this page to view and edit device group properties.
To open this page, do any of the following in the Device Groups page:
¢ Click a device group name.

¢ Select the check box next to a device group, then click Edit.

General Information Area

Table A-32 Device Group Properties Page - General Information Area

Field Description

Device Group Name Displays the device group name.

Description Displays the device group description. Edit the text in this field to
change the description.

Device Settings Area

Table A-33 Device Group Properties Page - Device Settings Area

Field Description

Enable Access Control Policies |Select to enable creation and modification of access control
policies.

Enable Write Memory Select to enable writing device configuration changes to the device's
memory.

Enable NBAR Port Mapping Select to enable NBAR port mapping.
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Default Access Parameters Area

For security, fields that contain passwords do not display the text you enter.

Table A-34 Device Group Properties Page - Default Access Parameters Area

Field Description

Read Community String Contains the device read community string that QPM uses to access
the device. You can change it by entering a new value in the field.

Blind login Select to enable blind login to the device, in which QPM sends login
information to the device (including access parameters) without
waiting for or evaluating return prompts from the device.

You can use any characters for the blind login, except $, #, and \.

Use SSH connection Select to enable support for SSH when connecting to the device.
TACACS User Contains the TACACS username that QPM uses to access the
device. You can change it by entering a new value in the field.
TACACS Password Contains the TACACS password that QPM uses to access the
device. You can change it by entering a new value in the field.
TACACS Enable Password Contains the TACACS enable password that QPM uses to access the

device. You can change it by entering a new value in the field.

User Name Contains the username that QPM uses to access the device. You can
change it by entering a new value in the field.

Enable Password Contains the enable or enable secret password that QPM uses to
access the device. You can change it by entering a new value in the
field.

Telnet Password Contains the Telnet password that QPM uses to access the device.

You can change it by entering a new value in the field.

Local Password Contains the local password that QPM uses to access the device.
You can change it by entering a new value in the field.

ACL Ranges Area
Select ACL ranges for translation of QPM policies to CLI commands.

Note  QPM supports only extended ACLs. QPM can upload standard ACLs, and on
deployment, they are converted to extended ACLs.
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Table A-35 Device Group Properties Page - ACL Ranges Area

Field Description

Range 1 The starting (from) and ending (to) numbers for the first range of
ACL numbers QPM can use. The default is 100 to 199.

Range 2 The starting (from) and ending (to) numbers for the second range of
ACL numbers QPM can use. The default is 2000 to 2699.

Range 3 The starting (from) and ending (to) numbers for the third range of
ACL numbers QPM can use. The default is that there is no third
range.

Buttons

Table A-36 Device Group Properties Page - Buttons

Field Description

Save button Click to save any changes you have made in the page.

Related Topics
e Device Groups Page, page A-33
e Working with Device Groups, page 4-34
¢ Understanding Device Groups, page 4-34
e Setting the Active Device Group, page 4-36
e Synchronizing Permissions and Device Group Information, page 4-36

e Editing Device Group Properties, page 4-37

Device Folders Page

Device folders are groups of devices, used for organizational purposes.

Use this page to view, create, edit, and delete device folders.
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To open this page, do any of the following:

¢ From the Device Groups page, click the Device Folders icon in the Device
Folders column of a device group.

e Select Devices > Manage. The Device Table page appears. Then select
Device Folders from the TOC.

Table A-37 Device Folders Page

Field Description

Check box column Select a check box to select its row.

Name column Displays the device folder name. Click a device folder name to view
or edit the device folder properties.

Description column Displays the device folder description.

Devices column Click the Devices icon in the Devices column to view the devices in

a device folder. The Device Table page appears.

Create button Click to create a new device folder. The Device Folder Properties
Page appears.
Edit button Click to edit the selected device folder. The Device Folder

Properties Page appears.

Delete button Click to delete the selected device folder.

Related Topics
¢ Device Folder Properties Page, page A-39

e Working with Device Folders, page 4-20

e C(Creating Device Folders, page 4-20

e Organizing Devices with Device Folders, page 4-21
e Editing Device Folders, page 4-22

e Deleting Device Folders, page 4-22
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Device Folder Properties Page

Device folders are groups of devices, used for organizational purposes.

Use this page to view and edit device folders properties, and create new device
folders.

To open this page, do any of the following from the Device Folders page:
e Click a device folder name.

¢ Select the check box next to a device folder name, then click Edit.

Table A-38 Device Folder Properties Page

Field Description

Device Folder Name field Displays the device folder name. Change the name by editing this
field.

Description field Displays the device folder description. Change the description by
editing this field.

Save button Click to save any changes you have made in the page.

Related Topics
e Device Folders Page, page A-37

e Working with Device Folders, page 4-20

e Creating Device Folders, page 4-20

e Organizing Devices with Device Folders, page 4-21
e Editing Device Folders, page 4-22

e Deleting Device Folders, page 4-22

Search

The following topics describe the fields in the pages that are accessed from the
Search option:

e Search for Devices Page, page A-40
e Devices Search Result Page, page A-43
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e Search for Interfaces Page, page A-45

¢ Interfaces Search Result Page, page A-48

e Search for VLANs Page, page A-49

e VLANS Search Result Page, page A-51

e Search for VCs Page, page A-52

e VCs Search Result Page, page A-55

e Search for DLCIs Page, page A-55

e DLCIs Search Result Page, page A-58

e Search for Source-Dest Pairs Page, page A-58

e Source-Dest Pairs Search Result Page, page A-61

Related Topics

e Searching for Devices and Network Elements, page 4-32

Search for Devices Page

Use this page to search for devices.

To open this page, select Devices > Search.

Network Element Criteria Area

Table A-39 Search for Devices Page, Network Element Criteria Area

Field Description

Contains or belongs to column  [Select a source for the search criteria statement. The list entries are
qualities of the network element.

For example, to search for devices that have serial interfaces, select
Interface.

Attribute column Select an attribute of the source selected in the Source column.

For example, to search for devices that have serial interfaces, select
Type.
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Table A-39 Search for Devices Page, Network Element Criteria Area (continued)
Field Description
Operator column Select an operator that describes the relationship between the

attribute and the value.

For example, to search for devices that have serial interfaces, select
Contains.

Value column Enter values on which to search. Separate multiple values with
commas. If you enter multiple values, they are connected by logical
OR, meaning that the search will find network elements that match
any of the values.

QPM will search for devices by evaluating the relationship between
the values you enter and the source attribute you select. Network
elements on which the relationship between the values and the
source attribute are related as specified by the operator you select
will appear in the search results.

For example, to search for devices that have serial interfaces, enter
s, because all serial interface names will contain that character.

Assignment Criteria Area

Table A-40 Search for Devices Page, Assignment Criteria Area

Field Description

Operator column Select an operator that describes the relationship of the network
element to the assignment criteria. Assigned means that a network
element must be assigned to the selected policy group(s). Not
Assigned means that a network element must not be assigned to the
selected policy group(s).

Deployment Group column Select the deployment group for the search criteria.

The selection in this list determines which policy groups will appear
in the Policy Group list. Select Any to select all deployment groups
on the system, which automatically selects Any in the Policy Group
list.
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Table A-40 Search for Devices Page, Assignment Criteria Area (continued)

Field Description

Policy Group column Select the policy group for the search criteria.

Which policy groups are available in this list depends on your
selection in the Deployment Group list. Select Any to select all
policy groups in the selected deployment group.

Other Controls

Table A-41 Search for Devices Page, Other Controls

Field Description

Match All radio button Select to connect all search criteria statements by logical AND,
meaning that the search will find network elements that match all of
the criteria statements.

Match Any radio button Select to connect all search criteria statements by logical OR,
meaning that the search will find network elements that match any
of the criteria statements.

Refresh Summary button Click to see the search criteria expressed as a sentence in the
Summary field.

Summary field Displays the search criteria expressed as a sentence.

Search Now button Click to run the currently configured search. The results appear in

the Devices Search Result Page.

Reset button Click to clear all search criteria.

Related Topics

e Searching for Devices and Network Elements, page 4-32
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Devices Search Result Page

Use this page to view the results of a search for devices.

To open this page, click Search Now in the Search for Devices Page.
Table A-42 Devices Search Result Page
Field Description
Check box column Select a check box to select its row.
Sys Name column Displays the system name, which is obtained from the SysName

MIB variable. Click a name to display that device’s properties.

Primary Device Name column  |Displays the device IP address or DNS name entered to identify the
device when it was added to the inventory.

Model column Displays the device model. See the section Adding Devices to the
Device Inventory, page 4-3 for information about unsupported
models.

OS Version column Displays the device operating system (OS) version.

Mapped OS Version column Displays the OS version that QPM has mapped to the device. See the
section Adding Devices to the Device Inventory, page 4-3 for
information about mapped OS versions.
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Table A-42 Devices Search Result Page (continued)

Field

Description

Status column

Displays the device status.

The following statuses indicate that the device is working properly:
e OK
e Virtual—The device is a virtual device.

The following statuses indicate a problem with the device. You
cannot deploy to devices with these statuses:

e Unreachable—The QPM server cannot establish basic network
connectivity to the device.

e SNMP Error—The device has an SNMP error that is preventing
QPM from gathering the data it needs to work with the device.
These are the common causes:

— The device public community string entered in QPM is
incorrect.

— QPM can’t read all of the necessary SNMP information
from the device, possibly because there are corrupted or
missing MIBs.

— The device does not have a functioning SNMP engine.

— The SNMP request timed out, typically because the device
or network was too congested to respond before the timeout
limit. The possible resolutions are to increase the SNMP
timeout value and to increase the number of SNMP retries.

e Telnet Error—QPM cannot connect to the device using Telnet.
These are the common causes:

— The device Telnet password entered in QPM is incorrect.
Correct the Telnet password in QPM.

— SSH is enabled but SSH login failed because SSH is not
configured correctly on the device. Fix the SSH
configuration on the device.

— The login to the device failed.

— There is no Telnet connection to the device.
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Table A-42 Devices Search Result Page (continued)

Field Description

Policy Group column Displays the policy group to which the device is assigned in the
active deployment group.

Device Folder column Displays the device folder that contains the device.

Interfaces column Click the icon for a device to display the Interfaces page for that
device.

Edit button Click to edit the device properties of the selected device. The
Device Properties Page appears.

Rediscover button Click to rediscover the selected devices. The Discovery Status Page
appears.

Set Device Folder button Click to assign the selected devices to a device folder or remove
them from device folders. The Device Folder Setting Dialog Box
appears.

Delete button Click to delete the selected devices from the inventory. A
confirmation prompt appears.

When deletion is done, the device table refreshes. All of the deleted
device’s policy group assignments are also deleted.

Set Policy Group button Click to assign the selected devices to a policy group or remove
them from policy groups. The Policy Group Assignment Dialog
Box opens.

Search for Interfaces Page

Use this page to search for interfaces.

To open this page, select Devices > Search. The Search for Devices page appears.
Then select Interfaces from the TOC.
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Network Element Criteria Area

Table A-43 Search for Interfaces Page, Network Element Criteria Area

Field

Description

Contains or belongs to column

Select a source for the search criteria statement. The list entries are
qualities of the network element.

For example, to search for interfaces that are members of a VLAN
whose name contains the string “eng”, select VLAN.

Attribute column

Select an attribute of the source selected in the Source list box.

For example, to search for interfaces that are members of a VLAN
whose name contains the string “eng”, select Name.

Operator column

Select an operator that describes the relationship between the
attribute and the value.

For example, to search for interfaces that are members of a VLAN
whose name contains the string “eng”, select Contains.

Value column

Enter values on which to search. Separate multiple values with
commas. If you enter multiple values, they are connected by logical
OR, meaning that the search will find network elements that match
any of the values.

QPM will search for network elements by evaluating the
relationship between the values you enter and the source attribute
you select. Network elements on which the relationship between the
values and the source attribute are related as specified by the
operator you select will appear in the search results.

For example, to search for interfaces that are members of a VLAN
whose name contains the string “eng”, enter eng.
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Assignment Criteria Area

Table A-44 Search for Interfaces Page, Assignment Criteria Area

Field

Description

Operator column

Select an operator that describes the relationship of the network
element to the assignment criteria. Assigned means that a network
element must be assigned to the selected policy group(s). Not
Assigned means that a network element must not be assigned to the
selected policy group(s).

Deployment Group column

Select the deployment group for the search criteria.

The selection in this list determines which policy groups will appear
in the Policy Group list. Select Any to select all deployment groups
on the system, which automatically selects Any in the Policy Group
list.

Policy Group list column

Select the policy group for the search criteria.

Which policy groups are available in this list depends on your
selection in the Deployment Group list. Select Any to select all
policy groups in the selected deployment group.

Other Controls

Table A-45 Search for Interfaces Page, Other Controls

Field

Description

Match All radio button

Select to connect all search criteria statements by logical AND,
meaning that the search will find network elements that match all of
the criteria statements.

Match Any radio button

Select to connect all search criteria statements by logical OR,
meaning that the search will find network elements that match any
of the criteria statements.

Refresh Summary button

Click to see the search criteria expressed as a sentence in the
Summary field.

Summary field

Displays the search criteria expressed as a sentence.

Search Now button

Click to run the currently configured search. The results appear in
the Interfaces Search Result Page.
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Table A-45 Search for Interfaces Page, Other Controls (continued)

Field Description

Reset button Click to clear all search criteria.

Related Topics

e Searching for Devices and Network Elements, page 4-32

Interfaces Search Result Page

Use this page to view the results of a search for interfaces.

To open this page, click Search Now in the Search for Interfaces Page.

Table A-46 Interfaces Search Result Page

Field Description

Check box column Select a check box to select its row.

Name column Displays the interface name.

Sys Name column Displays the sys name of the device on which the interface is
located.

Type column Displays the interface type.

Description column Displays the interface description.

Rate column Displays the interface rate in kilobits per second.

Card Type column Displays the interface card type.

Policy Group column Displays the policy group in the current deployment group to which
the interface is assigned.

Connected to Device column Displays the IP address of the device to which the interface is
connected.
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Table A-46 Interfaces Search Result Page (continued)

Field

Description

Mark as Ignore button

Click to mark the selected interfaces as ignored, which causes them
not to appear in the QPM UI. Ignored interfaces are not configured
by QPM. Any DLCIs and VCs configured on ignored interfaces are
also ignored.

A confirmation dialog box opens. Click Yes to confirm the action.

For information about hiding and displaying ignored interfaces, see
Hiding and Displaying Interfaces, page 4-31.

Set Policy Group button

Click to set the policy group to which the interface is assigned. The
Policy Group Assignment Dialog Box appears.

Search for VLANs Page

Use this page to search for VLANS.

To open this page, select Devices > Search. The Search for Device page appears.
Then select VLANSs from the TOC.

Network Element Criteria Area

Table A-47 Search for VLANs Page, Network Element Criteria Area

Field

Description

Contains or belongs to column

Select a source for the search criteria statement. The list entries are
qualities of the network element.

For example, to search for VLANS that contain Ethernet interfaces,
select Interface.

Attribute column

Select an attribute of the source selected in the Source column.

For example, to search for VLANS that contain Ethernet interfaces,
select Type.

Operator column

Select an operator that describes the relationship between the
attribute and the value.

For example, to search for VLANS that contain Ethernet interfaces,
select Contains.
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Table A-47 Search for VLANs Page, Network Element Criteria Area (continued)

Field Description

Value column Enter values on which to search. Separate multiple values with
commas. If you enter multiple values, they are connected by logical
OR, meaning that the search will find network elements that match
any of the values.

QPM will search for network elements by evaluating the
relationship between the values you enter and the source attribute
you select. Network elements on which the relationship between the
values and the source attribute are related as specified by the
operator you select will appear in the search results.

For example, to search for VLANS that contain Ethernet interfaces,
enter Ethernet.

Assignment Criteria Area

Table A-48 Search for VLANs Page, Assignment Criteria Area

Field Description

Operator column Select an operator that describes the relationship of the network
element to the assignment criteria. Assigned means that a network
element must be assigned to the selected policy group(s). Not
Assigned means that a network element must not be assigned to the
selected policy group(s).

Deployment Group column Select the deployment group for the search criteria.

The selection in this list determines which policy groups will appear
in the Policy Group list. Select Any to select all deployment groups
on the system, which automatically selects Any in the Policy Group
list.

Policy Group column Select the policy group for the search criteria.

Which policy groups are available in this list depends on your
selection in the Deployment Group list. Select Any to select all
policy groups in the selected deployment group.
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Other Controls
Table A-49 Search for VLANs Page, Other Controls
Field Description
Match All radio button Select to connect all search criteria statements by logical AND,

meaning that the search will find network elements that match all of
the criteria statements.

Match Any radio button Select to connect all search criteria statements by logical OR,
meaning that the search will find network elements that match any
of the criteria statements.

Refresh Summary button Click to see the search criteria expressed as a sentence in the
Summary field.

Summary field Displays the search criteria expressed as a sentence.

Search Now button Click to run the currently configured search. The results appear in
the VLANSs Search Result Page.

Reset button Click to clear all search criteria.

Related Topics

e Searching for Devices and Network Elements, page 4-32

VLANs Search Result Page

Use this page to view the results of a search for VLANS.
To open this page, click Search Now in the Search for VLANs Page.

Table A-50 VLANs Search Result Page

Field Description

Check box column Select a check box to select its row.
Name column Displays the VLAN name.

Index column Displays the VLAN index.

Type column Displays the VLAN type.
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Table A-50 VLANs Search Result Page (continued)

Field Description

Status column Displays the VLAN status. The possible statuses are:
e Operational—The VLAN is operational.
¢ Suspended—The VLAN was suspended by the administrator.

¢ mtuTooBigForDevice—The device cannot participate in the
VLAN because the VLAN MTU is larger than the device can
support.

e mtuTooBigForTrunk—The VLAN MTU is supported by the
device, but it is too large for one or more of the device trunk

ports.
MTU column Displays the VLAN MTU.
Policy Group column Displays the policy group in the current deployment group to which

the VLAN is assigned.

Interfaces column Click the Interfaces icon in this column to view the interfaces that
are assigned to the VLAN.

Set Policy Group button Click to assign the selected VLANSs to a policy group. The Policy
Group Assignment Dialog Box opens.

Search for VCs Page

Use this page to search for VCs.

To open this page, select Devices > Search. The Search for Device page appears.
Then select VCs from the TOC.
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Network Element Criteria Area

Table A-51 Search for VCs Page, Network Element Criteria Area

Field

Description

Contains or belongs to column

Select a source for the search criteria statement. The list entries are
qualities of the network element.

For example, to search for VCs whose name contains the string
“west”, select VC.

Attribute column

Select an attribute of the source selected in the Source column.

For example, to search for VCs whose name contains the string
“west”, select Name.

Operator column

Select an operator that describes the relationship between the
attribute and the value.

For example, to search for VCs whose name contains the string
“west”, select Contains.

Value column

Enter values on which to search. Separate multiple values with
commas. If you enter multiple values, they are connected by logical
OR, meaning that the search will find network elements that match
any of the values.

QPM will search for network elements by evaluating the
relationship between the values you enter and the source attribute
you select. Network elements on which the relationship between the
values and the source attribute are related as specified by the
operator you select will appear in the search results.

For example, to search for VCs whose name contains the string
“west”, enter west.
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Assignment Criteria Area

Table A-52 Search for VCs Page, Assignment Criteria Area

Field

Description

Operator column

Select an operator that describes the relationship of the network
element to the assignment criteria. Assigned means that a network
element must be assigned to the selected policy group(s). Not
Assigned means that a network element must not be assigned to the
selected policy group(s).

Deployment Group column

Select the deployment group for the search criteria.

The selection in this list determines which policy groups will appear
in the Policy Group list. Select Any to select all deployment groups
on the system, which automatically selects Any in the Policy Group
list.

Policy Group column

Select the policy group for the search criteria.

Which policy groups are available in this list depends on your
selection in the Deployment Group list. Select Any to select all
policy groups in the selected deployment group.

Other Controls

Table A-53 Search for VCs Page, Other Controls

Field

Description

Match All radio button

Select to connect all search criteria statements by logical AND,
meaning that the search will find network elements that match all of
the criteria statements.

Match Any radio button

Select to connect all search criteria statements by logical OR,
meaning that the search will find network elements that match any
of the criteria statements.

Refresh Summary button

Click to see the search criteria expressed as a sentence in the
Summary field.

Summary field

Displays the search criteria expressed as a sentence.

Search Now button

Click to run the currently configured search. The results appear in
the VCs Search Result Page.
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Table A-53 Search for VCs Page, Other Controls (continued)
Field Description
Reset button Click to clear all search criteria.
Related Topics
e Searching for Devices and Network Elements, page 4-32
VCs Search Result Page
Use this page to view the results of a search for VCs.
To open this page, click Search Now in the Search for VCs Page.
Table A-54 VCs Search Result Page
Field Description
Check box column Click a check box to select its row.
Name column Displays the VC name.
Interface Name column Displays the name of the interface on which the VC exists.
Sys Name column Displays the sys name of the device on which the VC exists.
Policy Group column Displays the policy group in the current deployment group to which
the VC is assigned.
Set Policy Group button Click to assign the selected VCs to policy groups. The Policy Group
Assignment Dialog Box opens.

Search for DLCIs Page

Use this page to search for DLCISs.

To open this page, select Devices > Search. The Search for Device page appears.
Then select DLCIs from the TOC.
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Network Element Criteria Area

Table A-55 Search for DLCIs Page, Network Element Criteria Area

Field

Description

Contains or belongs to column

Select a source for the search criteria statement. The list entries are
qualities of the network element.

For example, to search for all DLCIs that are on devices that are
members of a device folder named “West Coast”, select Device
Folder.

Attribute column

Select an attribute of the source selected in the Source column.

For example, to search for all DLCIs that are on devices that are
members of a device folder named “West Coast”, select Name.

Operator column

Select an operator that describes the relationship between the
attribute and the value.

For example, to search for all DLCIs that are on devices that are
members of a device folder named “West Coast”, select Equals.

Value column

Enter values on which to search. Separate multiple values with
commas. If you enter multiple values, they are connected by logical
OR, meaning that the search will find network elements that match
any of the values.

QPM will search for network elements by evaluating the
relationship between the values you enter and the source attribute
you select. Network elements on which the relationship between the
values and the source attribute are related as specified by the
operator you select will appear in the search results.

For example, to search for all DLCIs that are on devices that are
members of a device folder named “West Coast”, enter West Coast.
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Assignment Criteria Area

Table A-56 Search for DLCIs Page, Assignment Criteria Area

Field

Description

Operator column

Select an operator that describes the relationship of the network
element to the assignment criteria. Assigned means that a network
element must be assigned to the selected policy group(s). Not
Assigned means that a network element must not be assigned to the
selected policy group(s).

Deployment Group column

Select the deployment group for the search criteria.

The selection in this list determines which policy groups will appear
in the Policy Group list. Select Any to select all deployment groups
on the system, which automatically selects Any in the Policy Group
list.

Policy Group column

Select the policy group for the search criteria.

Which policy groups are available in this list depends on your
selection in the Deployment Group list. Select Any to select all
policy groups in the selected deployment group.

Other Controls

Table A-57 Search for DLCIs Page, Other Controls

Field

Description

Match All radio button

Select to connect all search criteria statements by logical AND,
meaning that the search will find network elements that match all of
the criteria statements.

Match Any radio button

Select to connect all search criteria statements by logical OR,
meaning that the search will find network elements that match any
of the criteria statements.

Refresh Summary button

Click to see the search criteria expressed as a sentence in the
Summary field.

Summary field

Displays the search criteria expressed as a sentence.

Search Now button

Click to run the currently configured search. The results appear in
the DLCIs Search Result Page.
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Table A-57 Search for DLCIs Page, Other Controls (continued)

Field Description

Reset button Click to clear all search criteria.

Related Topics

e Searching for Devices and Network Elements, page 4-32

DLCIs Search Result Page

Use this page to view the results of a search for DLClISs.

To open this page, click Search Now in the Search for DLCIs Page.

Table A-58 DLCIs Search Result Page

Field Description

Check box column Select a check box to select its row.

Name column Displays the DLCI name.

Interface Name column Displays the interface name.

Sys Name column Displays the sys name of the device.

Policy Group column Displays the policy group to which the DLCI is assigned in the
current deployment group.

Set Policy Group button Click to set the policy group to which the selected DLCI is assigned.
The Policy Group Assignment Dialog Box opens.

Search for Source-Dest Pairs Page

Use this page to search for Source-Dest Pairs.

To open this page, select Devices > Search. The Search for Device page appears.
Then select Source-Dest Pairs from the TOC.
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Network Element Criteria Area

Table A-59 Search for Source-Dest Pairs Page, Network Element Criteria Area

Field

Description

Contains or belongs to column

Select a source for the search criteria statement. The list entries are
qualities of the network element.

For example, to search for all source-destination pairs that are on
Cisco 8400 series devices, select Device.

Attribute column

Select an attribute of the source selected in the Source column.

For example, to search for all source-destination pairs that are on
Cisco 8400 series devices, select Model.

Operator column

Select an operator that describes the relationship between the
attribute and the value.

For example, to search for all source-destination pairs that are on
Cisco 8400 series devices, select Contains.

Value column

Enter values on which to search. Separate multiple values with
commas. If you enter multiple values, they are connected by logical
OR, meaning that the search will find network elements that match
any of the values.

QPM will search for network elements by evaluating the
relationship between the values you enter and the source attribute
you select. Network elements on which the relationship between the
values and the source attribute are related as specified by the
operator you select will appear in the search results.

For example, to search for all source-destination pairs that are on
Cisco 8400 series devices, enter 8400.
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Assignment Criteria Area

Table A-60 Search for Source-Dest Pairs Page, Assignment Criteria Area

Field

Description

Operator column

Select an operator that describes the relationship of the network
element to the assignment criteria. Assigned means that a network
element must be assigned to the selected policy group(s). Not
Assigned means that a network element must not be assigned to the
selected policy groups.

Deployment Group column

Select the deployment group for the search criteria.

The selection in this list determines which policy groups will appear
in the Policy Group list. Select Any to select all deployment groups
on the system, which automatically selects Any in the Policy Group
list.

Policy Group column

Select the policy group for the search criteria.

Which policy groups are available in this list depends on your
selection in the Deployment Group list. Select Any to select all
policy groups in the selected deployment group.

Other Controls

Table A-61 Search for Source-Dest Pairs Page, Other Controls

Field

Description

Match All radio button

Select to connect all search criteria statements by logical AND,
meaning that the search will find network elements that match all of
the criteria statements.

Match Any radio button

Select to connect all search criteria statements by logical OR,
meaning that the search will find network elements that match any
of the criteria statements.

Refresh Summary button

Click to see the search criteria expressed as a sentence in the
Summary field.

Summary field

Displays the search criteria expressed as a sentence.

Search Now button

Click to run the currently configured search. The results appear in
the Source-Dest Pairs Search Result Page.
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Table A-61 Search for Source-Dest Pairs Page, Other Controls (continued)

Field Description

Reset button Click to clear all search criteria.

Related Topics

e Searching for Devices and Network Elements, page 4-32

Source-Dest Pairs Search Result Page

Use this page to view the results of a search for source-dest pairs.

To open this page, click Search Now in the Search for Source-Dest Pairs Page.

Table A-62 Source-Dest Pair Page

Field Description

Pair Name column Displays the source-destination pair name.

Source Interface column Displays the source interface name.

Target Interface column Displays the target (destination) interface name.

Policy Group column Displays the policy group in the current deployment group to which

the source-destination pair is assigned.

Edit button Click to edit the selected source-destination pair.The Source-Dest
Pair Properties Page appears.

Delete button Click to delete the selected source-destination pair. The
Source-Dest Pair Properties Page appears.

Set Policy Group button Click to set the policy group assignment of the selected
source-destination pair. The Policy Group Assignment dialog box
Policy Group Assignment Dialog Box opens.
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Options
The following topics describe the fields in the pages that are accessed from the
Options option:
e Update Passwords (RME) Page, page A-62
e Sync Privileges Page, page A-64
e Import Device Roles Page, page A-66

Update Passwords (RME) Page

Use this page to update device passwords from the Resource Manager Essentials
(RME) inventory.

To open this page, Select Devices > Options.

Table A-63 Update Passwords (RME) Page

Field

Description

Host Location

Enter the RME server DNS name or IP address.

Port Enter the RME server port number.
User Name Enter the username with which to log into the RME server.
Password Enter the password for the RME username.

Check box column

Select a check box to select its row.

Sys Name

Displays the system name, which is obtained from the SysName
MIB variable. Click a name to display that device’s properties.

Primary Device Name

Displays the device IP address or DNS name entered to identify the
device when it was added to the inventory.

Model Displays the device model. See the section Adding Devices to the
Device Inventory, page 4-3 for information about unsupported
models.

oS Displays the device operating system (OS) version.

Mapped OS Displays the OS version that QPM has mapped to the device. See the

section Adding Devices to the Device Inventory, page 4-3 for
information about mapped OS versions.
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Table A-63 Update Passwords (RME) Page (continued)

Field Description

Status Displays the device status.

The following statuses indicate that the device is working properly:
e OK
e Virtual—The device is a virtual device.

The following statuses indicate a problem with the device. You
cannot deploy to devices with these statuses:

e Unreachable—The QPM server cannot establish basic network
connectivity to the device.

e SNMP Error—The device has an SNMP error that is preventing
QPM from gathering the data it needs to work with the device.
These are the common causes:

— The device public community string entered in QPM is
incorrect.

— QPM can’t read all of the necessary SNMP information
from the device, possibly because there are corrupted or
missing MIBs.

— The device does not have a functioning SNMP engine.

— The SNMP request timed out, typically because the device
or network was too congested to respond before the timeout
limit. The possible resolutions are to increase the SNMP
timeout value and to increase the number of SNMP retries.

e Telnet Error—QPM cannot connect to the device using Telnet.
These are the common causes:

— The device Telnet password entered in QPM is incorrect.
Correct the Telnet password in QPM.

— SSH is enabled but SSH login failed because SSH is not
configured correctly on the device. Fix the SSH
configuration on the device.

— The login to the device failed.

— There is no Telnet connection to the device.
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Table A-63 Update Passwords (RME) Page (continued)

Field Description

Update Passwords button Click to update the passwords of the selected devices from RME.

Related Topics
e Updating Device Access Parameters from RME, page 4-23

Sync Privileges Page

Use this page to manually synchronize the user permissions and device group
information in the inventory with ACS or CiscoWorks Common Services
(depending on which you are using to administer device groups and user
permissions).

Typically you would synchronize in the following cases:

e When you know changes have been made to the ACS or CiscoWorks
Common Services device group assignments or access privileges.

e When your CiscoWorks user role has changed since you logged into QPM.

To open this page, select Devices > Options. The Update Passwords page appears.
Then select Sync Privileges from the TOC.

Note  If you are using ACS mode, this view only gives you a high-level view of your
privileges. Although this table might show that you have a privilege, you might
not have all the sub-privileges for that privilege type. If you find that you cannot
perform a task even though this page indicates you have permission, first press
Sync to synchronize with ACS. If you still cannot perform the task, view the
privilege settings within ACS to determine if you are missing a sub-privilege.

Table A-64 Sync Privileges Page

Field Description
Server mode Displays which server type is being used to administer user
permissions and device groups, either ACS or CiscoWorks (CMF).
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Table A-64 Sync Privileges Page (continued)

Field

Description

Privilege Summary Table

Device Group

A list of the device groups defined in QPM. If you are using
CiscoWorks (CMF) mode, only the Default device group is listed. If
you are using ACS mode, there might be additional groups.

For each device group, the privileges you have for the device group
are displayed. Privileges are indicated using these symbols:

¢ Check mark—Indicates you have the privilege.
e X—Indicates the privilege is denied.

e Dash—Indicates the privilege is not applicable to this item.

View

Whether you have permission to view devices. View privilege also
typically includes the permission to view deployment groups and
deployment job status, preview CLI commands for QPM policies,
and view monitoring reports and graphs. View privileges do not
allow you to make changes in QPM.

Modify

Whether you have permission change device credentials, import
devices, edit devices, move devices to other device groups, and
delete devices. Modify privilege also typically includes the
permission to create and modify policies, and to upload deployment
groups. Modify privileges do not allow you to deploy policies.

Deploy

Whether you have permission to deploy QPM policies

Delete

Whether you have permission to delete monitoring reports. Delete
privilege also typically includes the ability to delete deployment
logs and jobs.

Report

Whether you have permission to create or run QPM monitoring
reports.
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Table A-64 Sync Privileges Page (continued)

Field Description

Global Privilege Displays your privileges for global settings in QPM, that is, settings
that are not tied to a specific device group. The possible privileges
are:

e View—Wahether you can view global QPM libraries. Global
View privilege also typically includes the permission to view
audit logs.

e Modify—Whether you can change administrative settings, or
create and retrieve backups. Global Modify privilege also
typically includes the permission to modify QPM global
libraries.

To make changes to global settings in QPM, you must have
Modify privilege for the device group that contains the
CiscoWorks Common Services server.

e Delete—Whether you can delete audit logs.

Sync button Click to synchronize the QPM inventory device group configuration
with the ACS or CMF device group configuration.

Related Topics

e Synchronizing Permissions and Device Group Information, page 4-36

Import Device Roles Page

A device role is a device property that specifies the network point for a device in
the AVVID network.

Use this page to import device roles from a file.

To open this page, select Devices > Options. The Update Passwords page appears.
Then select Import Device Roles from the TOC.
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Table A-65 Import Device Roles Page
Field Description
File Enter the path on the client system to the file containing voice roles
to import.
Browse button Click to browse to the file instead of typing it in the File field.
Import button Click to import voice roles.

Related Topics
e Importing Device Roles, page 4-24

User Guide for QoS Policy Manager 3.1
[ 78-15532-01B0 .m



Appendix A Devices Tab Reference |

M oOptions

User Guide for QoS Policy Manager 3.1
78-15532-01B0 |



	Devices Tab Reference
	Manage
	Device Table Page
	Policy Group Assignment Dialog Box
	Device Folder Setting Dialog Box
	Device Properties Page
	Display show run Page
	Ignored Interfaces List Dialog Box
	Interfaces Page
	Interface Properties Page
	Source-Dest Pair Page
	Source-Dest Pair Properties Page
	VLANs Page
	VLAN Properties Page
	Import Devices Wizard
	Import Devices Wizard - General Page
	Import Devices Wizard - Select Devices Page

	Discovery Status Page
	Discovery Status Devices List Dialog Box
	Device Groups Page
	Device Group Properties Page
	Device Folders Page
	Device Folder Properties Page

	Search
	Search for Devices Page
	Devices Search Result Page
	Search for Interfaces Page
	Interfaces Search Result Page
	Search for VLANs Page
	VLANs Search Result Page
	Search for VCs Page
	VCs Search Result Page
	Search for DLCIs Page
	DLCIs Search Result Page
	Search for Source-Dest Pairs Page
	Source-Dest Pairs Search Result Page

	Options
	Update Passwords (RME) Page
	Sync Privileges Page
	Import Device Roles Page




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


