CHAPTER

Running the Setup Web Ul

The Cisco Network Registrar setup interview in the web user interface (UI) takes you through a series
of consecutive pages to set up a basic configuration. For an introduction, configuration scenarios, and
details on the basic navigation for the pages, see Chapter 1, “Introducing the Setup Web UIL.”

Setting Up Services

The Set Up This Server page opens when you click Setup on the navigation bar (or the Set up this
Network Registrar Server link on the Main Menu page) in local Basic user mode. You immediately go
into Setup mode and the Basic and Advanced tabs disappear (see Figure 2-1).

Figure 2-1 Set Up This Server Page (Setup)

Senvices DHCP DNS DNSUpdate Traps = Finish

Set up this Server

Attribute Value
Change Password Q yes ® no
Change the password for the current administrator,

Enable DHCP Server ® yes O no
Use this installation as a DHCP server.

Enable DNS Server ® yes O no
Use this installation as a DMS server,

Configure ONS Update @ yes O no
Configure DNS update of the DNS server by the DHCP server,

Enable TFTP Server O yes @ no

Use this installation as a TFTP server
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On this page, decide if you want to enable or disable:

¢ Changing the administrator password—For security purposes, you might want to change the
administrator password from the shipped preset value. See the “Changing the Administrator
Password” section on page 2-2 for details.

¢ Dynamic Host Configuration Protocol (DHCP) server—DHCP provides the mechanism for
dynamic address assignment that is an essential part of Network Registrar. Enabling DHCP goes to
a series of pages for DHCP setup; disabling it bypasses the DHCP setup. See the “Setting Up DHCP
Service” section on page 2-3 for details.
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¢ Domain Name System (DNS) server—DNS provides your domain name structure. Enabling DNS
goes to a series of pages for DNS setup; disabling it bypasses the DNS setup. See the “Setting Up
DNS Service” section on page 2-9 for details.

¢ DNS Update—DNS Update combines the benefits of dynamic addressing using DHCP with
permanent and unique hostnames in DNS. You can thereby configure DNS hosts automatically for
network access. The DHCP server notifies the DNS server so that the DNS server can keep its
resource records (RRs) up to date. Enabling DNS Update opens a series of pages for DNS Update
setup; disabling it bypasses the DNS Update setup. See the “Setting Up DNS Update” section on
page 2-16 for details.

e Trivial File Transfer Protocol (TFTP) server—You might need to enable the TFTP server so that
you can transfer files for provisioning addresses to cable modems. Enabling TFTP does not require
further configuration in the setup pages (see the “Setup Interview Report” section on page 2-18).

Y

Note  Selections you make are retained across login sessions.

Click Next>> to go to the next page depending on your selections, or click Finish to end the setup and
go to the Setup Interview Report page.

Changing the Administrator Password

The Change Password for User page (see Figure 2-2) opens if you set the Change Password value to yes
on the Set Up This Server page in the setup interview.

Figure 2-2 Change Password for User Page (Setup)

Senvices DHCP DNS DHNS Update Traps Finish

Change Password for User

Attribute Value
Change Password @ yes O no
Change the password for the current administrator.

MNew Password

Type the new password.

Werify

Type the new password again for verification

<< Back || Next >> || Finish |
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Changing the password ensures that subsequent administrator logins no longer use the preset password
supplied at product shipment, but instead use the one you specify. This change is usually advisable to
reduce security breaches.

To make the change, enter the new password, then enter it again to verify it; otherwise, click no for
Change Password. Clicking Next>> or Finish submits your change, if any, for the next login session.
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Setting Up DHCP Service

Enable DHCP Failover

The Set Up DHCP page (see Figure 2-3) opens in the proper sequence if you set the Enable DHCP Server
value to yes on the Set Up This Server page in the setup interview. It also opens if you click DHCP on
the navigation bar.

Figure 2-3 Set Up DHCP Page (Setup)
Services DHCP DNS DHNSUpdate Traps Finish
Set up DHCP
Attribute Value
Enable DHCF Server ® yes O no
Use this installation as a DHCP server.
Configure DHCP Failover O yes ® no
Use this installation as part of a DHCP failover pair
Configure DHCP Classes of Service ® yes O o
Configure discrete classes of service for DHCP clients
Server Logding Mode normal-operations | ¥
Select the mode for the DHCP server log settings.
Enable DHCP Traps ® yes O no

Have the DHCR server emit SNMP traps.

<< Back || Next >> || Finish |
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To set up the DHCP server, be sure that the Enable DHCP Server value is set to yes on this page. If you
already configured a main DHCP server in Network Registrar and synchronized to it, then the setup
process advises you that the current host is already a backup server, requiring no further DHCP
configuration.

Choose the configuration values you want, based on the following subsections, then click Next>>. The
setup process activates your settings, and the page that follows is for configuring scopes (address pools).

A DHCP Failover configuration provides a backup DHCP server that can take over if the main server is
off the network for any reason. The servers act as redundant pairs and communicate with each other to
prevent duplicate address assignments.

To provide failover service, set the Enable DHCP Failover value to yes. If the setup process detects an
existing complex failover configuration, it notifies you that you are not allowed to configure failover
from the setup interview. You are prevented from DHCP failover configuration if it was already
configured in Advanced mode and one of the following conditions is true:

e More than one failover pair is configured.
¢ A single failover pair exists, and a main-server, backup-server, or network-match-list value was set.

For the follow-up failover configuration, see the “Setting Up DHCP Failover” section on page 2-4.

Enable DHCP Classes of Service

Classes of service provide differentiated services to DHCP clients, the most common ones being:
e Address leases
e [P address ranges

e Addresses of the DNS servers serving the client
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¢ Hostname assignments
e Denial of service through access controls
A class of service defined in the setup pages ultimately defines a:
e DHCEP client-class with the same name as the class of service.
e DHCP policy with the same name as the class of service.
¢ DHCP scope assignment if the selection tag is defined as the class of service.

For the follow-up class of service configuration, see the “Setting Up DHCP Classes of Service” section
on page 2-5.

Server Logging Mode

The DHCP server provides log messages for which you can set the mode for the message output. The
Server Logging Mode option has four possible values that translate into specific logging settings:

¢ normal-operations (the preset value)—Normal logging occurs.

¢ high-performance—High-performance logging occurs.

¢ debugging—Debug logging occurs.

¢ customized—Prompts to configure specific log settings, then logs only those settings.

Enable DHCP Traps

Setting SNMP traps for the DHCP server provides a way of reporting whether the server is up or down,
the status of its partner communication, and whether it has a certain number of low or high free addresses
available. DHCP traps are not enabled by default, so you have to set this value to yes to enable it. See
the “Setting Up DHCP Traps” section on page 2-7 for details.

Setting Up DHCP Failover

The Set Up DHCP Failover page (see Figure 2-4 on page 2-5) opens in the proper sequence if you set
the Enable DHCP Failover value to yes on the Set Up DHCP page in the setup interview.
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Figure 2-4 Set Up DHCP Failover Page (Setup)
Setup

Services DHCP DNS DNSUpdate Traps Finish

Set up DHCP Failover

Attribute Value

Configure DHCP Failover ® yes O no
Usze this installation as part of a DHCP failover pair.

DHCP Failover Role main v
Rale this DHCP server plays in a failover pair.

iﬂ‘;’:f{jjﬁngCp S Select existing cluster: [none] -
Specify new cluster:
Hostname:
IP address:
Admin:
Password:
SCP Port: 1234

Add Cluster

Enable Load Balancing O yes @ no
Enable 50% load balancing between the main and backup DHCP servers

<< Back || Next >> | Finish |
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The preset value for Enable DHCP Failover is yes and the DHCP Failover Role is preset to main. If you
change the role of the current machine to backup, you cannot perform further failover configuration on
this machine. (A message advises you to perform the failover configuration on the main server machine
and do a failover synchronization from it.) Likewise, if Network Registrar detects a complex failover
configuration, it warns you and you need to step past the failover configuration setup.

The Failover Partner value determines the address and access criteria for the remote backup server. If a
cluster already exists for the server, you can choose the cluster from the Select existing cluster
drop-down list. If there is no existing cluster, you can set one up for the backup server:

1. Enter the hostname or IP address of the backup DHCP server.

2. Enter the access criteria for the backup server: its administrator name and password, and SCP port
number (preset to 1234).

3. Click Add Cluster to add the cluster.

Decide if you want the failover pair to be in a load balancing relationship where lease assignments
between the partner servers is 50% of the address pool for each server. If you want this load balancing
to be in effect, set the Load Balancing value to yes (the preset value is no).

Choose or enter the configuration values you want, then click Next>> to activate your settings so that
you can do further DHCP configuration.

Setting Up DHCP Classes of Service

The Set Up DHCP Classes of Service page (see Figure 2-5 on page 2-6) opens in the proper sequence if
you set the Enable DHCP Classes of Service value to yes on the Set Up DHCP page in the setup
interview.
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Figure 2-5 Set Up DHCP Classes of Service Page (Setup)

Setup
Services DHCP DNS DNS Update Traps Finish

Set up DHCP Classes of Service

Attribute Value
Caonfigure DHCP Classes of Service @ yes O no
Configure discrete classes of service for DHCP clients
Class of Service Usage © Assign class of senvice based on incoming packet?
Specify usage mode for Class of Service, @ Register clients individually?
DHCP Classes of Service N
The classes of service list for this DHCP server. Rlame Rogrardizonel(optional)
[ Add Class of Service ]
M example-cos example.com

<< Back || Next >> || Finish |
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The preset value for the Enable DHCP Classes of Service is yes. Class of Service Usage sets whether
you want the incoming DHCP packet to determine the class of service based on the incoming packet or
register the clients individually on this page. If you choose to have the incoming packet assign the class
of service, you need to do some configuration in Advanced mode, which involves setting an expression
for the client-class-lookup-id DHCP server attribute. (See the “Assigning Classes of Service Based on
Incoming Packets” section on page 2-7.)

The DHCP Classes of Service values are for setting each class of service name and, optionally, the DNS
forward zone to which you want to assign the class of service. For each class of service you add, click
Add Class of Service.

Choose or enter the configuration values you want, then click Next>> to activate your settings so that
you can do further DHCP configuration. If you chose under Class of Service Usage:

e Assign class of service based on incoming packet?—A special help link appears on the page (see
the “Assigning Classes of Service Based on Incoming Packets” section on page 2-7).

¢ Register clients individually? (the preset value), the List/Add DHCP Clients page opens (see the
“Registering Clients Individually” section).

Registering Clients Individually

The List/Add DHCP Clients page opens in the proper sequence if you enable the Register clients
individually? Class of Service Usage setting on the Set Up DHCP Classes of Service page. (See the
“Configuring Clients” section on page 24-9 of the User Guide for Cisco Network Registrar for an
example of the List/Add DHCP Clients page.)

On this page, enter the name of the DHCP client, and alternatively choose a preconfigured client-class
from the drop-down list:

e If you also choose a client-class, the client is added to the list below without further configuration.

¢ If you omit the client-class, the Add DHCP Client page opens. This page is the same as the Basic
mode version of the page shown in Figure 24-4 on page 24-10 in the User Guide. For details on how
to enter values on this page, see the “Configuring Clients” section on page 24-9 of the User Guide,
especially starting with Step 5. If you click the name of a client on the Add DHCP Client page, you
open the Basic mode version of the Edit DHCP Client page (see the “Editing Clients and Their
Embedded Policies” section on page 24-11 of the User Guide for details).
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Assigning Classes of Service Based on Incoming Packets

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

The Set Up DHCP Classes of Service page changes to an informational page if you enable the Assign
class of service based on incoming packet? Class of Service Usage setting on the Set Up DHCP Classes
of Service page in the setup interview.

Assigning classes of service based on incoming packets is less frequently used in Setup mode than
registering clients individually and it requires Advanced mode configuration. Click Next on this page to
go to the next setup task for DHCP. Then proceed as follows:

Complete the setup pages to the end and exit Setup mode.

Enter Advanced mode by clicking Advanced.

Click DHCP, then DHCP Server.

On the Manage DHCP Server page, click the Local DHCP Server link.

On the Edit DHCP Server page, you need to enter an expression value (or include a reference to a file
containing the expression) for the client-class-lookup-id attribute under the Client-Class category. Here
are some examples of where you might want to set this attribute to differentiate clients:

e Put Cisco IP phones in a voip client-class—Search the incoming packet for the byte value 150 or
122 in the dhcp-parameter-request-list option (55). If found, assign the client the voip client-class:

(or

(if (search (byte 150) (request get-blob option 55)) "voip")
(if (search (byte 122) (request get-blob option 55)) "voip")
"<none>")

e Put clients who share the first three bytes of their MAC addresses in a client-class—Search the
incoming packet for a MAC address starting with 01:02:03 and assign it the red client-class, and
assign a MAC address starting with 04:05:06 the blue client-class:

(or
(if (starts-with (request get-blob chaddr) 01:02:03) "red")

(if (starts-with (request get-blob chaddr) 04:05:06) "blue")
"<none>")

e Put Microsoft clients in an msftclass client-class—Search the incoming packet for a
dhcp-class-identifier option (60) value starting with MSFT and assign the client the msftclass
client-class:

(oxr
(if (starts-with (request get-blob option 60) (as-blob "MSFT"))

"msftclass")
"<none>")

Click Modify Server.
Reload the DHCP server.

Setting Up DHCP Traps

The Set Up DHCP Traps page (see Figure 2-6 on page 2-8) opens in the proper sequence if you set the
Enable DHCP Traps value to yes on the Set Up DHCP page in the setup interview.
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Figure 2-6 Set Up DHCP Traps Page (Setup)
Setup

Services DHCP DNS DNSUpdate Traps Finish

Set up DHCP Traps

Attribute Value

Enable DHCP Traps ® yes O no
Have the DHCP server emit SNMP traps

Select DHCP Traps all

Specify the SNMP traps the DHCP setver should emit [ server-start

[ server-stop

[ free-address-low

[ free-address-high
[ dns-queue-size

[ other-server-down
[ other-server-up

[ duplicate-address
[ address-conflict

[ failover-config-error

default-free-address-config-name
default-free-address-config-mode
default-free-address-config-low-threshold 20%
default-free-address-config-high-threshold 259,

<< Back || Next >> || Finish |
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The preset value for Enable DHCP Traps is yes. You need to determine which traps to set and how to set
them. The Select DHCP Traps value determines the kind of traps to set. You can set all the traps or you
can set selective ones that report:

e Server starts and stops (server-start and server-stop).

e When free addresses are detected (free-address-low and free-address-high).

¢ Size of the DNS queue (dns-queue-size).

e Whether partner servers are down or back up (other-server-down and other-server-up).

e Detected duplicate addresses (duplicate-address), address conflicts (address-conflict), or failover
configuration errors (failover-config-error).

If you set the free address detection traps, you must also set their configurations:
e Name of the free address configuration (preset value: global)

e How to determine the free addresses: by scope, network, or scope-selection tags (preset value:
scope)

e Percentage of free addresses detected for which to generate a low-threshold trap and reenable the
high threshold (preset value: 20%)

e Percentage of free addresses detected for which to generate a high-threshold trap and reenable the
low threshold (preset value: 25%)

Choose or enter the configuration values you want, then click Next>> to activate your settings so that
you can configure scopes for the DHCP addresses.
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Managing DHCP Scopes

The Manage Scopes page (see Figure 2-7) opens if you enable the DHCP service and complete the last
of the configuration pages for DHCP failover, classes of service, or traps in the setup interview. Scopes
are address pools for which you want to set common lease configurations. These scopes are necessary
for DHCP.

Figure 2-7 Manage Scopes Page (Setup)

Setup
Services DHCP DNS DHNSUpdate Traps Finish

Manage Scopes

Select VPN
= Name* Subnet* Class of Service
‘ ‘ |f|24 v| [none] v
@ Name - Subnet Class of Service
@ example-scope 192.168.50.0/24 [none]

koo o l:lq [MName] | 10| [ Change Page Size ]

I << Back H Next >> H Finish ]
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In Figure 2-7, an example-scope was already defined. You define the scope by entering its name in the
Name field, then its subnet address (such as 192.168.50/24) in the Subnet field. If you configured a class
of service in the “Setting Up DHCP Classes of Service” section on page 2-5, you can also associate a
class of service with the scope from the Class of Service drop-down list. Note also that if virtual private
networks (VPNs) are defined, you can select a VPN for the scope.

Click Add Scope to add the scope, then click Next>> to activate your settings and continue to the next
configuration step. For example, if you chose to configure DHCP traps, you can configure the trap
recipients next (see the “Setting Up Trap Recipients” section on page 2-17), or you go to the DNS server
configuration pages if you enabled the DNS server (see the “Setting Up DNS Service” section).

Setting Up DNS Service

The Set Up DNS page (see Figure 2-8 on page 2-10) opens in the proper sequence if you set the Enable
DNS Server value to yes on the Set Up This Server page in the setup interview. It also opens if you click
DNS on the navigation bar.
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Figure 2-8 Set Up DNS Page (Setup)
Setup)
Services DHCP DNS DNSUpdate Traps Finish
Set up DNS
Attribute Yalue
Enable DNS Server @ yes Qno

Use this installation as a DNS server.

DNS Server Role

Indicate whether this DNS server will be used as a DNS primary server, a DNS secondary server, or
a DNS caching server.

Configure High-Availability DNS ® yes Ono
Use this installation as part of an HA DNS pair.

Allow Queries to Root Servers @ yes Qno
Faor a DONS caching senver, indicate whether or not queries to root servers are permitted.
Server Logging Mode

Select the mode for the DNS server log settings

Enable DNS Traps Q yes @ no
Have the DNS server emit SNMP traps.

primary v

normal-operations | ¥

<< Back || Next>> || Finish |
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To set up the DNS server, be sure that the Enable DNS Server value is set to yes. If you already
configured a primary DNS server elsewhere and synchronized to it, then the setup process advises you
that the current Network Registrar host is already configured as a secondary or caching server, and no
further DNS configuration is necessary.

Choose the configuration values you want, based on information in the following subsections, then click
Next>> to activate your settings. The setup pages that follow are for configuring forward and reverse
DNS zones (including for High-Availability DNS servers), zone distributions, and access controls.

DNS Server Role

A DNS server can be a primary, secondary, or caching server:

e Primary (the preset value)—Authoritative for a zone and maintains this zone information in its
database.

e Secondary—Loads a copy of the primary server zone information. The primary notifies the
secondary about changes to its zone information and does a zone transfer to the secondary.

e Caching—Not authoritative for a zone and does not maintain a database of zone information, but
answers queries through its cache.

If the server is a primary, you can also determine if you want it to be part of a High-Availability (HA)
DNS server configuration (see the “Enable High-Availability DNS” section). If the server is a secondary,
you can set the access controls for the server only. If the server is caching, you can decide if you want it
to allow queries to internal root servers (see the “Allow Queries to Root Servers” section on page 2-11),
and then set the access controls for the caching server.

Enable High-Availability DNS

High-Availability (HA) DNS servers provide failover in case a server goes down. In this relationship, a
second primary server can become a hot standby that shadows the main primary server.

To provide HA DNS service, set the Enable High-Availability DNS value to yes. If the setup process
detects an existing complex HA DNS configuration, it notifies you that you are not allowed to configure
HA DNS from the setup interview. You are prevented from HA DNS configuration in the setup pages if
HA DNS was already configured in Advanced mode and one of the following conditions is true:

e More than one HA DNS server pair is configured.
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e A single HA DNS pair exists, and a main-server or backup-server value was set.

For the follow-up HA DNS configuration, see the “Setting Up High-Availability DNS” section.

Allow Queries to Root Servers

If you set up the current DNS server as a nonauthoritative caching server, you can opt to allow clients to
query internal root servers for zone information. To provide this service, set the Allow Queries to Root
Servers value to yes.

Server Logging Mode
The DNS server provides log messages and you can set the mode for the message output. The Server
Logging Mode option has four possible values that translate into specific logging settings:
¢ normal-operations (the preset value)—Normal logging occurs.
¢ high-performance—High-performance logging occurs.
¢ debugging—Debug logging occurs.

e customized—Prompts to configure specific log settings, then logs only those settings.

Enable DNS Traps

Setting SNMP traps for the DNS server provides a way of reporting whether the server is up or down,
the status of its partner communication, and whether it has a certain number of low or high free addresses
available. DNS traps are not enabled by default, so you have to set this value to yes to enable it. See the
“Setting Up DHCP Traps” section on page 2-7 for details.

Setting Up High-Availability DNS

The Set Up High-Availability DNS page (see Figure 2-9 on page 2-12) opens in the proper sequence if
you set the Enable High-Availability DNS value to yes on the Set Up DNS Server page in the setup
interview.

Quick Start Guide for Cisco Network Registrar, 7.0
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Figure 2-9 Set Up High-Availability DNS Page (Setup)

Services DHCP DNS DNSUpdate Traps Finish

Set up High-Availability DNS

Attribute Value

Configure High-Availability DNS ® yes O no

Use this installation as part of an HA DNS pair.

HA DNS Role main ¥

Role this DNS server plays in HA (high-availability) DNS

The partner for the DNS HA pair Selec.t existing cluster: test-cluster v
Specify new cluster:
Hostname: ]
1P address: ]
Admin: ]
Password: ]
SCP Port: 1234

Add Cluster

<< Back || Next >> || Finish |
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The preset value for Enable High-Availability DNS is yes and the preset value for HA DNS Role is main.
The DNS Role is the role that you want this particular machine to perform. If you change the role of the
current machine to backup, you cannot perform further failover configuration on this machine. (A
message advises you to perform the failover configuration on the main server machine and to do an HA
DNS synchronization from it.) Likewise, if Network Registrar detects a complex HA DNS configuration,
it warns you and you need to step past the HA DNS configuration setup.

The HA Partner value determines the address and access criteria for the remote backup server. If a cluster
already exists for the server, you can choose the cluster from the Select existing cluster drop-down list.
If there is no existing cluster, you can set one up for the backup server:

1. Enter the hostname or IP address of the backup DNS server.

2. Enter the access criteria for the backup server: its administrator name and password, and SCP port
number (preset value: 1234).

3. Click Add Cluster to add the cluster.

Choose or enter the configuration values you want, then click Next>> to activate your settings so that
you can configure a DNS zone distribution.

Setting Up DNS Zone Distribution

The Set Up DNS Zone Distribution page (see Figure 2-10 on page 2-13) opens in the proper sequence if
you configured your DNS server as a primary on the Set Up DNS page in the setup interview.
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Figure 2-10 Set Up DNS Zone Distribution Page (Setup)

Services DHCP DNS DNSUpdate Traps Finish

Set up DNS Zone Distribution

Attribute Value

%Tfegj'(cs?ngtam\?ngeSr(sSe)condames to this DNS primary server. Select eXiSting cluster(s):
Specify new cluster:
Hostname: ]
IP address: ]
Adrmin: [ 1]
Password: |:|
SCP Port:

Add Cluster

<< Back || Next>> | Finish |
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The DNS Secondary Servers(s) value determines which servers are the backup secondaries for the
current DNS primary. You can choose the existing clusters where the secondary servers reside from the
drop-down list, or you can add a new cluster. To create a new cluster:

1. Enter the hostname or IP address of the backup DNS server.

2. Enter the access criteria for the backup server: its administrator name and password, and SCP port
number (preset value: 1234).

3. Click Add Cluster to add the cluster.

Choose or enter the configuration values you want, then click Next>> to activate your settings so that
you can configure zones for the DNS server.

Managing Forward Zones

The Manage Forward Zones page (see Figure 2-11) opens in the proper sequence if you configured your
DNS server as a primary on the Set Up DNS page in the setup interview.

Figure 2-11 Manage Forward Zones Page (Setup)

Services DHCP DNS DNSUpdate Traps Finish

Manage Forward Zones

= Name* Nameserver® Contact E-Mail*
Add Zone
@& Name Nameserver Contact E-Mail
T example.com. ns1.example.com hostmaster example.com.
peos [ 14 pen 0] [ Ghnge Page Size ]

| <<Back || Next>> || Finish |

2025653

[ oL-12072-01

Quick Start Guide for Cisco Network Registrar, 7.0 g



Chapter2  Running the Setup Web Ul |

M Setting Up DNS Service

In Figure 2-11, an example.com zone was already defined. You define the forward zone by entering its
name in the Name field, its nameserver domain name in the Nameserver field (such as
nsl.example.com.), and its hostmaster name in the Contact E-Mail field (such as
hostmaster.example.com.).

Click Add Zone to open the Add DNS Forward Zone page (see the “Configuring Primary Forward
Zones” section on page 15-5 of the User Guide for Cisco Network Registrar). Add the forward zone data,
then click Add Zone to return to the Manage Forward Zones page. Click Next>> to activate your settings
so that you can add reverse zones for the DNS server.

Managing Reverse Zones

The Manage Reverse Zones page (see Figure 2-12) opens in the proper sequence if you configured your
DNS server as a primary on the Set Up DNS page (see Figure 2-8 on page 2-10) and you configured a
forward zone in the setup interview.

Figure 2-12 Manage Reverse Zones Page (Setup)

Services DHCP DNS DHNSUpdate Traps Finish

Manage Reverse Zones

= Name® Nameserver® Contact E-Mail*
Add Zone
@ Name Nameserver Contact E-Mail
M@ 127.in-addr.arpa localhost. 127 .in-addr.arpa loopback. 127 .in-addr.arpa.
@ 50.168.162 in-addr.arpa. ns1.example.com. hostmaster.example.com.
== = | Q [Nams] 10 [ Change Page Size ]

202554

l << Back H Next == H Finish ]

In Figure 2-12, a reverse zone was already defined. Network Registrar creates the loopback reverse zone
(127.in-addr.arpa) automatically. You define additional reverse zones by entering the names in the Name
field, the nameserver domain names in the Nameserver field (such as nsl.example.com.), and the
hostmaster names in the Contact E-Mail field (such as hostmaster.example.com.). (Be sure to use fully
qualified domain names by including the final dot in the name.)

Click Add Zone to open the Add DNS Reverse Zone page (see the “Adding Primary Reverse Zones”
section on page 15-12 of the User Guide for Cisco Network Registrar). Add the reverse zone data, then
click Add Zone to return to the Manage Reverse Zones page. Click Next>> to activate your settings so
that you can add access controls for the DNS server.

Setting Up DNS Access Control

The Set Up DNS Access Control page (see Figure 2-13 on page 2-15) opens in the proper sequence if
you configured your DNS server as primary, secondary, or caching on the Set Up DNS page in the setup
interview.
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Figure 2-13 Set Up DNS Access Control Page (Setup)

Setup;

Services DHCP DNS DNSUpdate Traps Finish
Set up DNS Access Control
Attribute Value
dns-restrict-query-acl any
dns-restrict-xfer-acl
DMNS Fonwarders
The forwarders list for this DNS server. IP Address

Add Forwarder

DNS Resolution BExceptions Name IP Address(es)

The resolution exceptions list for this DNS server.

‘ ‘ | ‘ Add Exception

<< Back || Next>> || Finish |
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On this page, you can restrict queries and zone transfers based on an access control list (ACL):

¢ dns-restrict-query-acl—Provides a global ACL used to limit device queries that the DNS server
honors. You can restrict query clients based on host IP address, network address, TSIG keys, and
other ACLs. The preset value is to allow any client to perform a query. Zones inherit this ACL if
they are missing their dns-restrict-query-acl attribute value. This ACL also serves to filter queries
for nonauthoritative zones. Separate multiple ACL values with commas.

e dns-restrict-xfer-acl—The default ACL that designates who is allowed to receive zone transfers.
Setting the restrict-xfer-acl on a zone overrides this setting. This setting does not apply to caching
servers. The preset value is none. Separate multiple ACL values with commas.

¢ DNS Forwarders—If you want to set forwarders for a caching DNS server, if you did not allow
queries to root servers (see the “Allow Queries to Root Servers” section on page 2-11), you can enter
the comma-separated IP addresses of the forwarding server in the IP Address field, then click Add
Forwarder.

¢ DNS Resolution Exceptions—If you do not want the DNS server to use the usual method of
querying root nameservers for certain names outside the domain, use resolution exception to bypass
the root nameservers and target a specific server to handle name resolution. Enter any nameserver
names and their comma-separated addresses, then click Add Exception.

Click Next>> to activate your settings and continue (or complete) the DNS server configuration.

Setting Up DNS Traps

The Set Up DNS Traps page (see Figure 2-14 on page 2-16) opens in the proper sequence if you set the
Enable DNS Traps value to yes on the Set Up DNS page in the setup interview.

Quick Start Guide for Cisco Network Registrar, 7.0
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Figure 2-14 Set Up DNS Traps Page (Setup)

Set up DNS Traps

Attribute

Enable DNS Traps

Have the DNS server emit SNMP traps

Select DNS Traps

Specify the SNMP traps the DNS server should emit

Services DHCP DNS DNS Update Traps Finish

Value
® yes C no

O al

[ server-start

[ server-stop

O ha-dns-partner-down

O ha-dns-partner-up

O ha-dns-config-error

[J masters-not-responding
[ masters-responding

[ secondary-zone-expired
[ forwarders-not-responding
O forwarders-responding

<< Back || Mext >> || Finish |
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The preset value for Enable DNS Traps is yes. You need to determine which traps to set and how to set
them. The Select DNS Traps value determines the kind of traps to set. You can set all the traps or

selective ones that report:

e Server starts and stops (server-start and server-stop).

e HA DNS partner up and down states (ha-dns-partner-up and ha-dns-partner-down) and

configuration errors (ha-dns-config-error).

e Whether master and forwarding servers are responding (masters-not-responding).

e Whether secondary zones have expired (secondary-zone-expired).

e  Whether forwarders are responding (forwarders-responding) or not responding

(forwarders-not-responding).

Choose the configuration values you want, then click Next>> to activate your settings and complete the

DNS configuration.

Setting Up DNS Update

The Set Up DNS Update page (see Figure 2-15 on page 2-17) opens in the proper sequence if you set
the Enable DHCP Server value to yes and the Enable DHCP Update value to yes on the Set Up This
Server page in the setup interview. You must also have the Enable DNS Server set to yes if you want to
use the local server for updates. The page also opens if you click DNS Update on the navigation bar, as

long as the previous criteria are met.
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Figure 2-15 Set Up DNS Update Page (Setup)

Services DHCP DNS DNS Update Traps Finish

Set up DNS Update

Attribute Value

DNS Server or HA Pair example-ha-pair [pair] ¥
The DMS semver(s) that paticipate in DNS Update

DHCF Server or Failover Pair localhost  ~

The DHCP server(s) that participate in DNS Update

Forward Zone Name
The name of the forward zone that is to receive DNS updates. This zone must be defined on the
selected DNS Server or HA pair.

Secure DNS Updates? O yes @ no

Specifies whether to use a TSIG key to secure DNS updates

Senver kKey A=pA o

The TSIG key used to secure DNS updates: Select EXIStmg kEy [none] ~
Generate new key:
Name:

<< Back || Next >> || Finish |
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On this page, you need to set the relationship among the DNS or DHCP servers for DNS Update to be
effective:

DNS Server or HA Pair—You can configure either a single DNS server or an HA DNS server pair
for DNS Update. If a single server, the value is preset to localhost. If there is an HA DNS pair
defined, you can choose its configuration name from the drop-down list.

DHCP Server or Failover Pair—You can configure either a single DHCP server or a DHCP
failover server pair for DNS Update. If a single server, the value is preset to localhost. If there is a
failover partnership defined, you can choose its configuration name from the drop-down list.

Forward Zone Name—You must define the forward zone that should receive DNS updates. The
zone must already be defined for the DNS server or HA DNS pair. Enter the name of the zone in this
field. You can also enter a comma-separated list of multiple forward zones if you want to
differentiate them for classes of service. If a reverse zone is already defined for the forward zone,
completing this page also writes pointer (PTR) records to the appropriate reverse zone.

Secure DNS Updates?—Set this value to yes if you want to use Transaction Signatures (TSIG) to
secure DNS updates (the preset value is no). If enabled, the DNS server uses the TSIG key specified
in its dns-update-server-key attribute, or the one defined in the following Server Key field.

Server Key—If you enable Secure DNS Updates and a TSIG key exists, you can select if from the
drop-down list. If the key does not exist, you can create one. Enter the key name in the Name field,
then click Generate Key (this action uses the Network Registrar cnr-keygen tool). Once you
generate the key, its name appears in the Select existing key drop-down list.

Choose or enter the configuration values you want, then click Next>> to activate your settings and
complete the DNS Update configuration.

Setting Up Trap Recipients

The Set Up Trap Recipients page (see Figure 2-16 on page 2-18) opens in the proper sequence if you
enabled the DHCP or DNS server on the Set Up This Server page and you also enabled traps on the setup
pages for the DHCP or DNS server in the setup interview. The page also opens if you click Traps on the
navigation bar, as long as the previous criteria are met.

[ oL-12072-01
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Figure 2-16 Set Up Trap Recipients Page (Setup)

Setup)
Senices DHCP DNS DNSUpdate Traps Finish
Set up Trap Recipients
= Name* IP Address*
[ Add Trap Recipient ]
@ Mame IP Address
@ recipient-a 192 168 50 121
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| << Back || Next>> || Finish |

For traps to be effective, you must specify the trap recipients (the hosts that should get trap notifications).
Enter an identifying name for the host recipient, enter its IP address, then click Add Trap Recipient.
Click Next>> to activate your settings and go to the Setup Interview Tasks page.

Setup Interview Tasks

The Setup Interview Tasks page opens if there is a task to perform based on the configurations in the
setup interview (see Figure 2-17). For example, creating a scope might require you to reload the DHCP
server. The page identifies the task name, its ID, and the last time it ran. The Action column has a check
box to select the task. To run one or more of the tasks, click Run Selected Tasks, which opens a
confirmation page. On this page, click Report and Exit to go to the Setup Interview Report page.

Figure 2-17 Setup Interview Tasks Page (Setup)

Services DHCP DNS DHNS Update Traps Finish

Setup Interview Tasks

Task Name Task Id Last Run Status Action
Reload DHCP Server ReloadDhcpServer_admin_659362 MNever Run
Synchronize HA DNS Pair SyncHADNsPair_admin_£659362 MNewver Run

[ Run Selected Tasks ]

Report and Exit
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Setup Interview Report

The Setup Interview Report page (see Figure 2-18 on page 2-19 for an example) is the last page to open
in the setup interview. The page summarizes the actions you took on the interview pages and gives you
the session times and completion status.
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Setup Interview Report

Services DHCP DNS DNS Update Traps Finish

Setup Interview Report

Report Id admin_B59362

Start Time Wed Oct 31 09:41:35 EDT 2007
End Time Wed Oct 31 10:46:33 EDT 2007
Status COMPLETED_MNO_ERRORS

Summary counts for report id: admin 659362
Current status: CCMPLETED_NO_ ERRORSJ

Number of objects added during this session: O
Number of objects modified during this session: 3
Number of chjects deleted during this session: 7
Number of errors reported during this session: 0

Click Exit Setup to return to the Main Menu page.

[ oL-12072-01

Quick Start Guide for Cisco Network Registrar, 7.0 g

202860



Chapter2  Running the Setup Web Ul |

M Setup Interview Report

Quick Start Guide for Cisco Network Registrar, 7.0



	Running the Setup Web UI
	Setting Up Services
	Changing the Administrator Password
	Setting Up DHCP Service
	Setting Up DHCP Failover
	Setting Up DHCP Classes of Service
	Registering Clients Individually
	Assigning Classes of Service Based on Incoming Packets

	Setting Up DHCP Traps
	Managing DHCP Scopes

	Setting Up DNS Service
	Setting Up High-Availability DNS
	Setting Up DNS Zone Distribution
	Managing Forward Zones
	Managing Reverse Zones
	Setting Up DNS Access Control
	Setting Up DNS Traps

	Setting Up DNS Update
	Setting Up Trap Recipients
	Setup Interview Tasks
	Setup Interview Report



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


