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I Changes to the Release Notes

Changes to the Release Notes

This section documents supplemental changes that have been added to the Release Notes for
Cisco ONS 15310-MA Release 7.2 since the production of the Cisco ONS 15310-MA System Software
CD for Release 7.2.

The following changes have been added to the release notes for Release 7.2.

Changes to New Features and Functionality

The following new feature’s summary has been revised to better explain secure mode locking behavior:

IP Addressing with Secure Mode Enabled, page 5

Changes to Caveats

The following caveat has been added.
CSCse85355
CSCsd52665
CSCsd56328

Caveats

Review the notes listed below before deploying the ONS 15310-MA. Caveats with tracking numbers are
known system limitations that are scheduled to be addressed in a subsequent release. Caveats without
tracking numbers are provided to point out procedural or situational considerations when deploying the
product.

Maintenance and Administration
A

Caution = VxWorks is intended for qualified Cisco personnel only. Customer use of VxWorks is not recommended,
nor is it supported by Cisco's Technical Assistance Center. Inappropriate use of VxWorks commands can
have a negative and service affecting impact on your network. Please consult the troubleshooting guide
for your release and platform for appropriate troubleshooting procedures. To exit without logging in,
enter a Control-D (hold down the Control and D keys at the same time) at the Username prompt. To exit
after logging in, type “logout” at the VxWorks shell prompt.

CSCse96077

In Release 7.2, when either you remove and then reinsert an I/O card, or a small burst of defects occurs
for a very short period (less than 1 sec), false TCAs can be triggered that indicate line or traffic problems
on an I/O port. Once triggered, the TCAs will be raised every 15 mins, after the 15 min pm report. There
are no alarms for the associated ports. Traffic is not affected.

The cards affected are:
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CSCsd84638

CSCsch6694

Alarms

CSCse85355

Caveats W

ONS 15454 DS1, DS1_E1_56, DS3 (including DS3, DS3N, DS3E, DS3NE), DS3_ECI, DS3XM,
DWDM, El, E1_42, OC3-8, OC12-4, MRC-12, OC192XFP; and ONS 15310-CL and ONS 15310-MA
IO ports.

There are two workarounds:

1. Place the affected ports in OOS-DSBLD and then back to IS. This clears the problem for the specific
port on the card, but the traffic will be down during the period of OOS-DSBLD.

2. Soft reset the card with problem ports. This clears the problem on all ports on the card. Soft reset might
cause a protection switch if any port on that card or the card itself is in a protection group.

You can switch all protected ports away from the card that is to be soft-reset. In this case you can do
manual switches away from the ports on that card, or in the case of an equipment switch, away from the
equipment to be reset.

You can also perform a soft reset without any pre-action. This might result in protection switches of all
active protected ports on that card. In the case of an equipment protection group resetting, the active
equipment might incur a protection switch. The switch time will not exceed 60 ms.

For unprotected ports or card equipment, traffic will not be affected.

This issue will be resolved in a future release.

Sometimes IP connectivity to an ONS 15310-MA is lost and pinging the node fails. Also, as a result,
CTC fails to come up. This can occur if both the Ethernet port on the CTXMA card and the Ethernet port
on the backplane are accidentally connected to the same network, resulting in loops in the switching
network. In normal operation the backport should be used to connect to the network and the frontport
should only be used for onsite maintenance. If this issue occurs detach the Ethernet cables from both the
frontport and the backport and connect via the backport (or frontport) only, rather than via both at the
same time. This issue will not be resolved.

IPPM enabled by CTC for an OCn trunk card is disabled automatically after two hours. This issue will
be resolved in Release 8.0.

The NE should report alarms or conditions on ingress port not on any internal ports. Alarm detected at
the internal ports (TERM) side will be ingress map to the MON side. So the NE raises the
STS-MON/VT-MON and STS-TERM/VT-TERM alarms or conditions on the STS-MON/VT-MON
ports, irrespective of the actual detection port (MON or TERM). If the user wants the customized
severity to be reflected for a specifc STS/VT alarms, the alarm profile entities of both STS-MON and
STS-TERM, if available, should be changed to the same severity.
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Bl Resolved Caveats for Release 7.2

CSCsd52665

CSCsd56328

The NE should report alarms or conditions on ingress port not on any internal ports. Alarm detected at
the internal ports (TERM) side will be ingress map to the MON side. So the NE raises the
STS-MON/VT-MON and STS-TERM/VT-TERM alarms or conditions on the STS-MON/VT-MON
ports, irrespective of the actual detection port (MON or TERM). If the user wants the customized
severity to be reflected for a specifc STS/VT alarms, the alarm profile entities of both STS-MON and
STS-TERM, if available, should be changed to the same severity.

The NE should report alarms or conditions on ingress port not on any internal ports. Alarm detected at
the internal ports (TERM) side will be ingress map to the MON side. So the NE raises the
STS-MON/VT-MON and STS-TERM/VT-TERM alarms or conditions on the STS-MON/VT-MON
ports, irrespective of the actual detection port (MON or TERM). If the user wants the customized
severity to be reflected for a specifc STS/VT alarms, the alarm profile entities of both STS-MON and
STS-TERM, if available, should be changed to the same severity.

Common Control Cards

CSCsch2028

TL1

Note

The CTX 2500 card does not accept more than 52 ENE sessions. Figuring 16 ENE sessions per GNE
session, the expected ENE logins for 7 GNE sessions is 112, whereas the CTX 2500 accepts only 52.
This issue will not be resolved.

To be compatible with TL1 and DNS, all nodes must have valid names. Node names should contain
alphanumeric characters or hyphens, but no special characters or spaces.

Resolved Caveats for Release 7.2

The following items are resolved in Release 7.2.

There are no new resolved items in Release 7.2.

Common Control Cards

CSCsf13376

CRC threshold configuration and detection feature is broken for release 7.2. Excessive CRC errors does
not cause CRC trigger action to take effect in this release 7.2. No workaround available. This issue is
resolved in Release 8.0.
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New Features and Functionality

New Features and Functionality

This section highlights new features and functionality for Release 7.2. For complete documentation of
each of the features of the ONS 15310-MA, consult the user documentation.

New Software Features

The following sections describe new software features for Release 7.2.

IP Addressing with Secure Mode Enabled

Secure Mode

Dual IP Addresses

Secure Mode Locking

This section addresses Release 7.2 secure mode. It also describes how this mode’s locked or unlocked
options operate in various scenarios with R7.2, or R7.2 in combination with R7.0.

In Release 7.2, you can separate LAN interface access from backplane Ethernet port access by use of the
secure mode. Additionally, you can lock this mode so that a node's configuration cannot be altered.

The CTX2500 card defaults to nonsecure, unlocked mode. (Your network’s defaults may differ; refer to
the NE Defaults documentation to confirm them.) In nonsecure mode, the LAN and backplane Ethernet
ports share a single MAC address and IP address. The CTX2500 card allows you to place a node in
secure mode to prevent a LAN port user from accessing the network through the backplane port. Secure
mode can also be locked, which prevents the mode from being altered.

Changing an ONS 15310-MA node from nonsecure mode to secure mode allows you to provision two
Ethernet addresses for the node and causes the active CTX2500 to assign the ports different MAC
addresses. In secure mode, one IP address is provisioned for the ONS 15310-MA backplane Ethernet
port and the other is provisioned for the CTX2500 LAN port. Both addresses reside on different subnets
and packets are not exchanged between these two ports. The dual addresses provide an additional layer
of separation between the LAN access port and the ONS 15310-MA network. If secure mode is enabled,
the IP addresses provisioned for both ports must follow general IP addressing guidelines and must reside
on different subnets from each other and the default router IP address.

In secure mode, the LAN port IP address becomes a private address while the backplane port connects
the node to an Operations Support System (OSS) through a central office or private enterprise network.
A superuser can configure the node to hide or reveal the backplane's Ethernet IP address in CTC, the
routing table, or autonomous message reports.

A superuser can convert a secure node from unlocked to locked mode. Doing so permanently changes
the chassis hardware. The procedure for placing a node in secure mode or secure locked mode is similar
to the process for an ONS 15454 node. Refer to the “Manage the Node” chapter in the Cisco ONS 15454
Procedure Guide for instructions.

[ oL-10389-01
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Bl New Features and Functionality

~

Note

When a node is secure and locked, its configuration, Ethernet port status, its secure mode, and the locked
status cannot be changed by any network user— including a superuser. To have a secure node’s lock
removed, contact Cisco Technical Support to arrange a Return Material Authorization (RMA) for the
chassis and the CTX2500 card(s). Refer to the Obtaining Technical Assistance section of the

Cisco ONS 15310- CL and ONS 15310-MA Procedure Guide as needed.

When a node is secure and locked, its configuration, Ethernet port status, its secure mode, and the locked
status cannot be changed by any network user— including a superuser. To have a secure node’s lock
removed, contact Cisco Technical Support to arrange a Return Material Authorization (RMA) for the
chassis and the CTX2500 card(s). Refer to the Obtaining Technical Assistance section of the

Cisco ONS 15310- CL and ONS 15310-MA Procedure Guide as needed.

If a CTX2500 card or chassis needs to be unlocked, the locked cards and chassis need to be unlocked
together by Cisco Technical Support. RMA the cards and chassis together.

Mixed Release Shelf Scenarios

A

When an active CTX2500 card is converted to locked mode, the standby CTX2500 card and chassis are
also changed. The components retain their locked status even if separated.

Caution

Enabling secure mode on a CTX2500 card causes it to reboot.

A chassis can only be locked by using Release 7.2 software on the active CTX2500 controller card.

Software Release 7.0 does not support secure mode locking. This software’s behavior in a R7.2 node
depends upon where it is used.

Following are some example scenarios using locked or unlocked Release 7.2 and Release 7.0
components:

e If you insert two unlocked R 7.2 CTX2500 cards into a locked chassis, the chassis hardware lock
prevails and converts the cards to locked.

e If you remove both CTX2500 cards from a locked chassis and insert both cards into an unlocked

R7.2 chassis, the lock follows the active controller card and converts the unlocked chassis to locked.

e If you remove a locked standby CTX2500 from a shelf and insert it as active in an unlocked R7.2
chassis, the locks follows the active controller card and converts the chassis and standby card to
locked.

e If you insert a locked CTX2500 as standby into an R7.2 chassis with an unlocked active CTX2500,
the active card overwrites the standby card’s lock. The chassis remains unlocked.

e If you insert an R7.0 CTX2500 as standby card in a locked chassis (with an active R7.2 card), the
active card updates the standby card software version to R7.2. After R7.2 is fully loaded on the
standby card, the chassis activates the standby’s lock status.
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Node Role Flexibility

Note

New Features and Functionality

In nonsecure mode, a node can be a GNE or ENE. Placing the node into secure mode automatically turns
on SOCKS proxy and defaults the node to GNE status. However, the node can be changed back to an
ENE. In nonsecure mode, an ENE’s SOCKS proxy can be disabled—effectively isolating the node
beyond the LAN firewall—but it cannot be disabled in secure mode.To change a node’s GNE or ENE
status and disable the SOCKS proxy, refer to the “Turn Up a Node” chapter in the Cisco ONS 15310-CL
and ONS 15310-MA Procedure Guide.

If the LAN and backplane access ports are disabled in an ENE and the node is isolated from DCC
communication (due to user provisioning or network faults), the LAN and backplane ports are
automatically reenabled.

Network Circuit Automatic Routing Overridable NE Default

The Network Circuit Automatic Routing Overridable NE default makes it possible to set by default
whether or not a user creating circuits can change (override) the automatic circuit routing setting (also
provisionable as a default).

The new NE default supporting this feature is:
CTC.circuits.Route AutomaticallyDefaultOverridable

This default works in combination with the existing circuit routing default:
CTC.circuits.Route Automatically

The overridable option enables network administrators to manage how circuits are created on a
network-wide basis. For example, if the Automatic Circuit Routing default is set to FALSE (the check
box is unchecked by default), then setting the Network Circuit Automatic Routing Overridable default
to FALSE ensures that manual circuit routing is enforced for all users creating circuits (the default is not
overridable by the user). When the Network Circuit Automatic Routing Overridable default is set to
TRUE (the factory configured setting) users can click in the Automatic Routing check box to change the
automatic routing setting if they wish.

When the Route Automatically check box is not selectable during circuit creation, the following
automatic routing sub-options will also be unavailable:

e Using Required Nodes/Spans
¢ Review Route Before Creation

Like the Automatic Circuit Routing default, the Network Circuit Automatic Routing Overridable default
applies to all nodes in the network. The Route Automatically check box is either overridable or not
depending on how the default is set for the node you are logged into through CTC. To ensure correct
behavior after setting the default, propagate the chosen default setting to all nodes through which users
might log into the network to perform provisioning. For more information on NE defaults and their
provisioning consult the user documentation.
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Related Documentation

Release-Specific Documents

Release Notes for the Cisco ONS 15310-MA Release 7.0
Release Notes for the Cisco ONS 15310-CL Release 7.2
Release Notes for the Cisco ONS 15454 SDH Release 7.2
Release Notes for the Cisco ONS 15327 Release 7.2
Release Notes for the Cisco ONS 15600 Release 7.2
Release Notes for the Cisco ONS 15454 Release 7.2

Platform-Specific Documents

Cisco ONS 15310-CL and Cisco ONS 15310-MA Procedure Guide
Provides installation, turn up, test, and maintenance procedures

Cisco ONS 15310-CL and Cisco ONS 15310-MA Reference Manual
Provides technical reference information for cards, nodes, and networks

Cisco ONS 15310-CL and Cisco ONS 15310-MA Troubleshooting Guide
Provides a list of SONET alarms and troubleshooting procedures, general troubleshooting
information, transient conditions, and error messages

Cisco ONS SONET TL1 Command Guide
Provides a comprehensive list of TL1 commands

Cisco ONS SONET TLI Reference Guide
Provides general information, procedures, and errors for TL1

Cisco ONS 15310-CL and Cisco ONS 15310-MA Ethernet Card Software Feature and Configuration
Guide
Provides software feature and operation information for Ethernet cards

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:

http://www.cisco.com/techsupport

You can access the Cisco website at this URL:

http://www.cisco.com
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Documentation Feedback

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

The Product Documentation DVD is a comprehensive library of technical product documentation on a
portable medium. The DVD enables you to access multiple versions of installation, configuration, and
command guides for Cisco hardware and software products. With the DVD, you have access to the same
HTML documentation that is found on the Cisco website without being connected to the Internet.
Certain products also have .PDF versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Cisco Optical Networking Product Documentation CD-ROM

Optical networking-related documentation, including Cisco ONS 15xxx product documentation, is
available in a CD-ROM package that ships with your product. The Optical Networking Product
Documentation CD-ROM is updated periodically and may be more current than printed documentation.

Ordering Documentation

Registered Cisco.com users may order Cisco documentation at the Product Documentation Store in the
Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can submit comments about Cisco documentation by using the response card (if present) behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

[ oL-10389-01
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W Cisco Product Security Overview

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you will find information about how to:

e Report security vulnerabilities in Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.

A current list of security advisories, security notices, and security responses for Cisco products is
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Tip

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

e For Emergencies only—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e For Nonemergencies — psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL.:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT at the aforementioned e-mail addresses or phone numbers
before sending any sensitive material to find other means of encrypting the data.
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Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Technical Support & Documentation Website

Note

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

[ oL-10389-01

Release Notes for Cisco ONS 15310-MA Release 7.2 ]


http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/techsupport/servicerequest

Obtaining Additional Publications and Information

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is down, or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network is impaired, while most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice a year and includes
the latest Cisco offerings. To order and find out more about the Cisco Product Quick Reference
Guide, go to this URL:

http://www.cisco.com/go/guide

e Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e (Cisco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

® Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet
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Obtaining Additional Publications and Information

® iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL.:
http://ciscoiq.texterity.com/ciscoiq/sample/

e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

¢ Networking Professionals Connection is an interactive website for networking professionals to share
questions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html

Use this document in conjunction with the documents listed in the “Related Documentation” section on page 8.
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