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Management Center for Cisco Security Agents High Availability White Paper 

This whitepaper discusses the Management Center for Cisco Security Agents (CSA MC) High Availability (HA) 
solution. 

The CSA MC high availability solution uses a primary and secondary CSA MC to provide agents with maximum 
access to a Management Center. Generally, Cisco Security Agents (agents) communicate with CSA MC when it is 
in the “reachable” system state. When the CSA MC is not reachable, the agents will not send events, receive 
software upgrades, or receive policy updates. The CSA MC may not be reachable for many reasons including 
scheduled upgrades, network connectivity issues, the CSA MC service has been stopped, or there has been a server 
outage. 

The current method of recovering from a down CSA MC is to create a secondary CSA MC, keeping it offline, with 
same name and IP address as primary CSA MC, copy all SSL certificates from the primary to the secondary CSA 
MC, export all data from the primary CSA MC, import the data to the secondary CSA MC, shutdown the primary 
CSA MC and start the secondary CSA MC. This is a very time consuming process during which agents have no 
access to a CSA MC. 

With the CSA MC HA solution, the secondary CSA MC is ready to take over for the primary CSA MC as soon as it 
is needed. The primary CSA MC does not need to have network connectivity in order for this switchover to occur.  
When the primary CSA MC is ready to resume its role, it connects to the network and it begins to act as the primary 
once again. 

Management Center for Cisco Security Agent High Availablity Solution 

The recommended Management Center for Cisco Security Agent High Availablity Solution uses a Cisco 11000 
Series Content Service Switch (CSS), configured with a content rule, to NAT (Network Address Translation) and a 
3-Tier CSA MC configuration. The 3-Tier CSA MC configuration is made up of a polling CSA MC, a configuration 
CSA MC, and a remote database to which both CSA MCs are connected. The polling CSA MC acts as the primary 
Management Center and the configuration CSA MC acts as the secondary Management Center. See Figure 1. 
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Figure 1.   Management Center for Cisco Security Agents High Availability Topology 

 

 

The software requirements for this solution are Web Network Services (WebNS) Software Release 3.x or later for 
the CSS, Microsoft SQL Server 2000 or 2005 for the remote database server, and Cisco Security Agent Version 6.0 
or later for CSA MC. 

The CSS is configured with a content rule to NAT the polling CSA MC.  When the polling CSA MC is unavailable, 
the CSS sends all traffic for the polling CSA MC to the configuration CSA MC.  Because the CSS is NATing, the 
agents sending the traffic are unaware and unaffected by the traffic being sent to the configuration CSA MC.  When 
the polling CSA MC is available, all traffic is sent to it and not the configuration CSA MC. 

The 3-Tier CSA MC configuration uses two CSA MC servers that are connected to the same remote Microsoft SQL 
database.  One CSA MC is the polling server which manages agent events, polling, software upgrades, and policy 
updates. The configuration CSA MC is used to create policies and agent kits and configure the CSA MC.   

Configure the polling CSA MC first and connect it to the remote Microsoft SQL database. Configure the 
configuration CSA MC second and connect it to the same remote Microsoft SQL database. Once both CSA MCs are 
connected to the database, the first CSA MC is automatically designated the polling CSA MC and the second CSA 
MC is automatically designated the configuration CSA MC. All agent and CSA MC data is stored in the remote 
database.  All SSL information for the CSA MC and agent kits are generated using the hostname of the polling 
CSA MC. 

The CSS configuration contains two services (services on the CSS are the CSA MC servers), one content rule, and 
one source group. The content rule is configured with a Virtual IP Address (VIP) that contains the polling CSA MC 
as a service and the configuration CSA MC as polling CSA MC’s primarySorryServer.  The primarySorryServer is a 
backup service (server) that is used when the primary service is down or unavailable.  All traffic destined for the 
VIP will be NATed to the service on the VIP, in this case, the polling CSA MC.  If the content rule’s primary 
service (the polling CSA MC) is down or unavailable, the primarySorryServer is used.  When the primary service is 
up and available again, all traffic is sent to the primary service.  The CSS configuration also contains circuit 
addresses.  The circuit addresses are network subnets for the agents and the CSA MCs.  The circuit addresses are 
needed for the CSS to communicate and NAT with the different subnets.  The agent traffic to the CSA MC may be 
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NATed with the source address of the CSS circuit address that the CSAgents use based on their subnet.  A source 
group is also configured on the CSS.  A content rule will NAT all traffic destined to its services (the CSA MCs).  A 
source group NATs all traffic originated from the services configured on it.  A source group also has a VIP, which is 
the address used its NATing.  The source group will have the CSA MCs configured as services.  The CSA MCs 
originate traffic to the agents for polling hints.  A source group NATs the traffic from the CSA MC to the agents 
with the source group VIP and not the CSA MC address.  Without a source group the polling hints will have a 
source address of the CSA MC, however the agents believe the CSA MC has an address of the content rule VIP.  
For this reason,  the VIP on the source group must match the VIP of the content rule. 

See the Cisco CSS Configuration Example on page 4 for more configuration information.  

Part of the requirements for the CSS configuration is to have DNS server entries for the content rule on the CSS.  
The reason for this is that the CSAgents send traffic to the CSA MC by hostname, not IP address.  The CSAgents 
will perform a CSA MC hostname lookup (via DNS, local hosts table, etc.).  The CSA MC lookup will resolve to 
the content rule on the CSS.  The agent will send all traffic to the CSS which will NAT the traffic the the CSA MC. 

When the polling CSA MC is down or unavailable, all traffic destined to the VIP will be sent to the configuration 
CSA MC.  Because the traffic is NATed and the agent and CSA MC data is stored in the remote database, the agents 
do not know they are communicating with the configuration CSA MC.  The VIP on the CSS appears to be the 
polling CSA MC to the CSAgents because of the DNS/hostname lookups  return the polling CSA MC hostname 
with the CSS VIP address.  The CSAgent traffic is sent to the VIP address which is then NATed to the appropriate 
CSA MC.  The CSA MCs communicate with the CSAgents only through the CSS.   

To have a complete high availability solution, it is recommended to have a Microsoft SQL Server Failover Cluster 
for the remote database.  Go to http://support.microsoft.com for information about SQL Server Failover Clusters.  

 

How Management Center for Cisco Security Agent HA Solution Works with MC Fail-Over  

The CSS has the CSA MCs configured as services.  It uses a content rule for the polling CSA MC.  The 
configuration CSA MC is configured as the primarySorryServer (backup server) for the polling CSA MC.  The CSS 
will change the polling CSA MC state to Down when it is unreachable or if the keepalive configured on the polling 
CSA MC service detects a failure.  It is recommended to have a service keepalive type of TCP for the CSA MC 
services.  A keepalive type of TCP will detect when there is a failure to connect to the TCP port configured on the 
service (the default is port 80, which is the default CSA MC web server port). A keepalive failure or network 
reachability failure or configuration change of the polling CSA MC service state to suspend will cause the CSS to 
send traffic to the primarySorryServer, the configuration CSA MC.  When the polling CSA MC is in the Alive/Up 
state, all traffic will be sent to it.  The CSS will not send traffic to a service in the Down or Suspend state.  If both 
CSA MC servers are down, all traffic destined for the CSA MC will fail. 

 

How to upgrade CSA MC software version with CSA MC HA Solution 

To upgrade the CSA MC software version with a CSA MC HA configuration, both polling and configuration CSA 
MCs must be unreachable by the agents.  Because the CSA MC data is stored in the remote database, many 
problems will arise when the agents communicate with a CSA MC that is running a version of software that is 
different than the data stored in the remote database.  Only after both CSA MCs are upgraded to the newer version, 
the CSAgents should be made reachable to the CSA MCs. 

WARNING:  The polling and configuration CSA MCs must be unreachable by the agents during the CSA MC 
software upgrade process. Both the polling and configuration CSA MCs must be upgraded to the 
same version of CSA software before either is reachable. You risk corrupting the CSA MC and 
agent data in the remote database if either CSA MC is reachable to the agents before both are 
upgraded. 

http://support.microsoft.com
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Figure 2.   Management Center for Cisco Security Agent High Availability Topology with Addressing 

 

 

Cisco CSS Configuration Example 

 

conf i gur e 
 
 
! * * * * * * * * * * * * * * * * * * * * * * * * *  I NTERFACE * * * * * * * * * * * * * * * * * * * * * * * * *  
i nt er f ace e1 
  descr i pt i on “ pol l i ng CSA MC I nt er f ace”  
  !  v l an 1 not  di spl ayed because i t  i s  def aul t  v l an 
 
i nt er f ace e2 
  descr i pt i on “ conf i gur at i on CSA MC I nt er f ace”  
  !  v l an 1 not  di spl ayed because i t  i s  def aul t  v l an 
 
i nt er f ace e5 
  descr i pt i on “ CSAgent  I nt er f ace”  
  br i dge vl an 2 
 
i nt er f ace e6 
  descr i pt i on “ CSAgent  I nt er f ace”  
  br i dge vl an 2 
 
i nt er f ace e7 
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  descr i pt i on “ CSAgent  I nt er f ace”  
  br i dge vl an 2 
 
i nt er f ace e8 
  descr i pt i on “ CSAgent  I nt er f ace”  
  br i dge vl an 2 
 
! * * * * * * * * * * * * * * * * * * * * * * * * * *  CI RCUI T * * * * * * * * * * * * * * * * * * * * * * * * * *  
c i r cui t  VLAN1 
  descr i pt i on " CSA MC VLAN"  
 
  i p addr ess 192. 168. 50. 250 255. 255. 255. 0 
 
c i r cui t  VLAN2 
  descr i pt i on " CSAgent  VLAN"  
 
  i p addr ess 192. 168. 60. 250 255. 255. 255. 0 
 
! * * * * * * * * * * * * * * * * * * * * * * * * * *  SERVI CE * * * * * * * * * * * * * * * * * * * * * * * * * *  
ser vi ce pol l i ngMc 
  i p addr ess 192. 168. 50. 100 
  keepal i ve t ype t cp 
  keepal i ve r et r yper i od 2 
  keepal i ve maxf ai l ur e 1 
  keepal i ve f r equency 2 
  act i ve 
 
ser vi ce conf i gMc 
  i p addr ess 192. 168. 50. 101 
  keepal i ve t ype t cp 
  keepal i ve r et r yper i od 2 
  keepal i ve maxf ai l ur e 1 
  keepal i ve f r equency 2 
  act i ve 
 
! * * * * * * * * * * * * * * * * * * * * * * * * * * *  OWNER * * * * * * * * * * * * * * * * * * * * * * * * * * *  
owner  csa 
 
  cont ent  haMc 
    v i p addr ess 192. 168. 60. 100 
    add ser vi ce pol l i ngMc 
    pr i mar ySor r ySer ver  conf i gMc 
    act i ve 
 

! * * * * * * * * * * * * * * * * * * * * * * * * * * *  OWNER * * * * * * * * * * * * * * * * * * * * * * * * * * *  
gr oup csa 
 
  v i p addr ess 192. 168. 60. 100 
  !  NAT t r af f i c  or i gi nat ed f r om t he f ol l owi ng ser vi ces  
  add ser vi ce pol l i ngMc 
  add ser vi ce conf i gMc 
  act i ve 
 

Related Documentation 

Documentation for a 3-Tier CSAMC configuration: 
http://www.cisco.com/en/US/docs/security/csa/csa60/install_guide/Installing_CSAMC.html#wp982988 

Documentation for a CSAMC with remote database: 

http://www.cisco.com/en/US/docs/security/csa/csa60/install_guide/Installing_CSAMC.html#wp978017  

http://www.cisco.com/en/US/docs/security/csa/csa60/install_guide/Installing_CSAMC.html
http://www.cisco.com/en/US/docs/security/csa/csa60/install_guide/Installing_CSAMC.html
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Documentation for a CSS with primarySorryServer configuration: 

http://www.cisco.com/en/US/products/hw/contnetw/ps789/products_configuration_example09186a0080093de8.sht
ml 

Documentation for CSS Administration: 

http://www.cisco.com/en/US/docs/app_ntwk_services/data_center_app_services/css11500series/v8.20/configuration
/administration/guide/admgd.html 

Documentation for a CSS content load-balancing configuration: 

http://www.cisco.com/en/US/docs/app_ntwk_services/data_center_app_services/css11500series/v8.20/configuration
/content_lb/guide/cntlbgd.html 

Documentation for CSS source groups configuration: 
http://www.cisco.com/en/US/docs/app_ntwk_services/data_center_app_services/css11000series/v6.10/configuration
/basic/guide/SGACLEQL.html.  

Documentation for Microsoft SQL Server 2005 Failover Clustering: 

http://www.microsoft.com/downloads/details.aspx?FamilyID=818234dc-a17b-4f09-b282-
c6830fead499&displaylang=en#Instructions 
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