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How to Use RADIUS on Cisco Smart Storage

Remote Authentication Dial In User Service (RADIUS) is a networking protocol that
provides centralized Authentication, Authorization, and Accounting (AAA) management
for computers to connect and use a network service. The Cisco Smart Storage provides
the RADIUS server functionality to authenticate users or devices before granting them
access to a network and to authorize those users or devices for certain network services.
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How to Use RADIUS on Cisco Smart Storage

Enable RADIUS on Your Smart Storage

To enable RADIUS on your Smart Storage follow these steps:

1. Choose Applications > RADIUS Server from the Navigation menu.

wfter]1e Smal Business

cisco NSS 326 Smart Storage

Overview

Status
Administration
Disk Management
Network Shares

Network Services

v v wwvw

w Applications
Web File Manager
Multimedia Station
Download Station
iTunes Senice
UPnP Media Senver
MySQL Server
PKG Plugins
Syslog Server
RADIUS Server

» Backup

» Extemnal Device
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Application ¥

clindoan Language: ERUNNNIVY  Logout About Help

RADIUS Server

‘ SERVER SETTINGS “ 1

Server Settings

¥ Enable RADIUS Senver

[¥ Grant dial-in access to system user accounts

Note: RADIUS server only supports PAP. EAP-TLS/PAP, and EAP-TTLS/PAP authentication schemes for system
user accounts

2. Check the Enable RADIUS Server check box to enable RADIUS server support.

A. Check the Grant dial-in access to system user accounts check box.

3. Click Apply to save the settings.

4. Select the RADIUS CLIENTS tab to set up the authorization for an access device, such as

a router, a switch, or a

wireless access point (WAP).

5. Click Create a New Client from the top right to create an authorization device.

6. Enter the Name, IP address, Prefix Length, and Secret Key information:

e Name—Enter a generic name.

e |P Address—Enter the IP address of the device you want
to authorize.

e Prefix Length—Network addresses range.

e Shared Key—Secret key for authorization. The secret key
must be at least six characters. Use this same secret key
and input at the router, switch, or WAP administration
configuration parameters for their own RADIUS options.
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RADIUS Clients

Create a New Client

Y
- )
Y

-~
. Name: RVS4400

IP Address: 19216811

Prefix Length:

Secretkey,  vsradius]

7. Click Apply to save the settings.

RADIUS Server

|--.---------‘-1| RADIUS CLIENTS “-.w-‘-‘--‘-.n-|

G Create a Mew Client

I | Rvsadoo 192.168.1.1 Enabled .

@ Delete

8. Select the RADIUS USERS tab to create a user account for authentication. RADIUS users
are the specific end points such as PCs and devices actually attempting to connect to and
gain access to network resources.

9. Click Create a New User from the top right to create a user account.
10. Enter the Name and Password information:
e Username—Enter the new username.
e Password—Enter the password for the user.

e Verify Password—Re-enter the password for the user.
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Create a New User

MName:

Password:

erify Password:

11. Click Apply to save the settings.

RADIUS Server

h.o.a'.\ -a'.cnall.u .. ra-# h‘;;-nmn-.-].nl.h.|.hﬂ | RADIUS USERS

Qi & Create a New User

| hetlon
| clint Enabled

& Delete | Total: 1 | Display 10 ~ entries per page.
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Router Settings

To configure your router settings, follow these steps. The RVS4000 router is used in this example.

1.

2.

000 4-Port Gigabit Security Router with VPN

Access the RVS4000 router via browser by typing the URL http://192.168.1.1.
Log in to the administrator privilege account to access to GUI.

Choose L2 Switch > RADIUS from the Navigation menu.

Enable RADIUS Mode by selecting Enabled from the drop down list.

Enter the RADIUS IP address (Smart Storage server IP address).

By default, the RADIUS UDP Port is 1813. If you are using a different port
number, ensure that the port matches between the router and the RADIUS
server.

Enter the RADIUS Secret. This is the secret key defined at the Smart Storage
RADIUS server menu. For this application note, enter “rvsradius” in the router
configuration.

Click Save.

admin About Help

> Setup RADIUS
* Firewall
» Protectlink
Mode: Enabled -
VPN
» QoS RADIUS IP: 192 168 1 210

» Administration

RADIUS UDP Port: 1813

*IP3

RADIUS Secret  sesssssss|

-

Create VLAN

VLAN Port Settings Port Administration State Port State
VLAN Membership 1 Force Authorized  ~ Authorized
RADIUS

Port Settings 2 Force Authorized - Authorized
TR 3 Force Authorized  ~ Authorized
Paort Mirroring

RSTP 4 Force Authorized - Authorized
> Status

[ Save ] [ Cancel ] [ Parameters ]

By default, all ports are set to Force Authorized which means access is allowed. To access a
network port with RADIUS authorization, the Administration State needs to be changed to Auto.
The authentication is checked and verified with the RADIUS setup for authorization to access the

network.
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F Setup

» Firewall

» Protectlink

» VPN

» QoS

» Administration

* IPS

A4

15—
Create VLAN

WLAN Port Settings
WLAMN Membership
R ADIUS,

Port Settings
Statistics

Part Mirroring
RSTP

» Status

»

RADIUS
Mode: Enabled =
RADIUS IP: 192

RADIUS UDP Port: 1813

168 1 210

m

RADIUS Secret: LITTTITTE
Port Administration State Port State
1 Force Authorized hd Authorized
2 Auto - Unauthorized
3 Force Authorized A Authorized
4 Force Authorized - Authorized
[ Save ] [ Cancel ] [ Parameters ]

This GUI window shows that any device connecting to Port 2 requires a RADIUS user account to

authorize network access on the port that is set for RADIUS authentication.
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Set Up a Switch to Work with RADIUS

Before you configure the RADIUS setting on your switch, make sure the Smart Storage already has
the switch configured as a valid client. The Smart Storage must be configured with all the relevant
information of the switch such as Name, IP Address, and the Shared Key to be used between the
Smart Storage and the switch for proper RADIUS authentication.

See the previous section, “Enable RADIUS on Your Smart Storage,” where the router was set up
as a client from the Smart Storage GUI and used as an example. In brief, the client, for example
router or switch, is first configured from the Smart Storage RADIUS GUI and then those parameters
are transferred to the network clients, for example router or switch.

The SG300-10P switch is used in this example.
To set up a switch to work with RADIUS follow these steps:
1. Open a GUI browser and log in to the switch.

2. Choose Security > RADIUS from the Navigation menu. From this window, you can add
the RADIUS server (Smart Storage) information to the RADIUS table.

% Timeout for Reply: |3 sec. (Range: 1 - 30, Default: 3

e # Dead Time: P min.(Range: 0-2000, Default 0

Password Strength Key String: ASCI Alphanumeric

Management Access Authentif

* Mgmt Access Method [_w_][ Cancel ]

TCP/UDP Senvices
Storm Control RADIUS Table
Port Security [~ | ServerlP | Priority = Key Timeout = Authentication = Accounting  MNumberof Dead Usage
" 802.1X Address String | for Reply Port Port Retries | Time Type
* Denial of Service Prevention
» Access Control
* Quality of Senvice Add.. B e

3. Click Add to create a new RADIUS server.
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IP Yersion: = Version 6 & Version4

IPvG Address Type: Global RADIUS Server [NSS)

% Server IP Address: [1921680.210 ° 50 order in the RADIUS table

% Priority: |1U (Range: 0 - 65535)
Shared K
Key String: = Use default arec Rey
f* User defined |sgradius ASCI Alphanumeric (Default: )
% Timeout for Reply: & Use default
" User defined |D-'=Tau|t sec. (Range: 1- 30, Default 3)
% Authentication Port: |‘1B12 (Range: 0 - 65535, Default: 1812)
# Accounting Port: |‘18‘13 (Range: 0 - 65535, Default 1813)
# MWumber of Retries: & Use default
" User defined |D'-'=T3LII1 (Range: 1-10, Default: 3)
# Dead Time: f* Use default
= User defined |D--‘=fau|t min. (Range: 0- 2000, Default: 0)
Usage Type: " Login
ge e I 8031}{ Select All for authentication of RADIUS login
@ Al —— accountor EAP encryption types.

| oty |[ Close |

4. Click Apply to add the RADIUS settings for switch authorization.
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Set Up 802.1x Settings From the Switch For Port Access with RADIUS Authentication
To set up the 802.1x settings from the switch for port authentication follow these steps:

1. From your switch GUI, choose Security > 802.1x > Port Authentication from the
Navigation menu. Select a port to use with RADIUS authentication and click Edit to modify
the settings.

- . 2 g2 Authorized Disabled Disabled 802.1x Only

TACACS+ | . 3 g3 Authorized Disabled Disabled 802.1x Only

RADIUS 3 . 4 g4 Authorized Disabled Dizabled 802.1x Only

Password Strength e

Management Access Authe . G g6 Authorized Disabled Disabled 802.1x Only

" MgmtAccess LB r 7 g7 NIA Disabled Disabled 802.1x Only

USRI SEmeEs « 3 g8 Authorized Disabled Disabled 802.1x Only

Storm Control ~ : :

Port Security i 9 g9 IIA Disabled Dizabled 802.1x Only

v 802.1X . 10 g10 MIA Disabled Disabled 802.1x Only
Properties Copy Settings... ] [ Edit...
Port Authentication
Host and Session Authel
Authenticated Hosts i
2. Modify the following parameters for authentication:
Port: gs -
User Mame:
Current Port Contraol: Authorized
Administrative Port Control: © Force Unauthorized
v i Change to Auto for port authentication
~
RADIUS VLAM Assignment [ Enable
Guest VLAN: [ Enable
Luthentica & = 302100y —— Select 802.1x
(" MACC
(" 202 1xar AL
Periodic Reauthentication: [ Enable
& Reauthentication Period: |35[J[J sec. (Range: 300 - 429 295, Default: 3600)

3.

4.

Click Apply to save the settings.

Choose Security > 802.1X > Properties. Enable RADIUS by checking the Port-Based

Authentication check box.
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vi]ian]1s Small Business

% Save cisco Language: English Ad Logout  About  Help

CISCO 3G 300-10P 10-Port Gigabit PoE Managed Switch

* MAC Address Tables

* Multicast

-

Properties

» |P Configuration

TACACS+
RADIUS
Password Strength
Management Access Authe
Mgmt Access Method
TCP/UDP Services
Storm Control
Port Security
¥ 802.1X
Part Authentication
Host and Session Authen
Authenticated Hosts
Time Range
Recurring Range
* Denial of Service Preventio

A4

P Arrece Cantrol

m

Authentication Method:

Guest VLAN:
Guest VLAN ID:

# GuestVLAN Timeout:

Port-Based Authentication:| ¥ Enable

&

~
e
r

I O]

RADIUS, None
RADIUS
Mane

Enable

Immediate

User defined I sec. (Range: 30 - 180)

[oply—|[_ Cance

VLAN Authentication Table

VLANID | VLAM Name

Authentication

0 results found.

Edit...

5. Click Apply to save the settings. All ports configured for RADIUS authentication will
become effective immediately with this global setting.
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SetUp an Access Device with RADIUS Authentication

Any device that has the built-in 802.1x feature can be configured for network access security by

using the RADIUS server for authorization. Following are four authentication methods and the

steps needed to configure an access device such as a network camera or PC: (1) EAP-MD5,
(2) EAP-PEAP, (3) EAP-TLS, (4) EAP-TTLS.

To Configure EAP-MD5 Authentication
1. Open a GUI browser and log in to the device.

2. Choose Network Setting > 802.1x from the Navigation menu.

3. Check the Enable 802.1x check box.

4. In EAP Type, select EAP-MD5 from the drop-down list.

5. InIdentity, enter the RADIUS user account username.

6. In Password, enter the RADIUS user account password.

7. Click Save.
Getting Started IEEE 802
¥ Network Setting
IEEE 802.1x

IP Setting

TCP/UJDP Port Setting
Multicast

HTTPS

IP Filter

DDNS

QoS

SNMP

DHCP Auto Configuration

/| Enable 802.1x

EAP Type:
|dentity :

Password :

Ax

EAP-MDS [+]

clint

Save

| | Cancel

Note: The user account information (Identity and Password) entered into the EAP-MD5 must be an
existing account already created on the RADIUS server (Smart Storage) database. If the account is

existing on the RADIUS server, the device will be successfully authenticated and allow access to

the network via a port on the switch that is configured for RADIUS security settings.

To Configure EAP-PEAP Authentication
1. Open a GUI browser and log in to the device.

2. Choose Network Setting > 802.1x from the Navigation menu.

3. Check the Enable 802.1x check box.

4. In EAP Type, select EAP-PEAP from the drop-down list.

5. InIdentity, enter the RADIUS user account username.

6. In Password, enter the RADIUS user account password.

7. Select the Inner Authentication Method from the drop-down list.

8. Click Browse to locate a certificate file to upload to the access device.

© 2010 Cisco Systems, Inc. All rights reserved.
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Note 1: You can use the default certificate from the RADIUS server (Smart Storage) or a custom
certificate from a trusted provider. To download the default certificate, choose Administration >

Security from the Navigation menu. Under IMPORT SSL SECURE CERTIFICATE, click

Download Certificate. The file is automatically saved as a .crt extension. You need to save the file

asa

.pem extension in order to upload the file to your device. In this example, the device is a camera.

Note 2: If you are using a custom certificate, please ensure the same certificate is uploaded to the

Smart Storage server.

Getting Started IEEE 802.1x
v Network Setting
IP Setting IEEE 802.1x
TCP/UDP Port Setting 7] Enable 802.1x
Multicast EAP Type EAP-PEAP B
HTTPS Identity dlint
IP Filter
Password : LIYTTY T
DDNS
Qos Inner Authentication Method: Emlz‘
SNMP
CA Certificate - Upload
Status: 2010/6/22 01:48
DHCP Auto Configuration 1490 Bytes
+ Camera Control
| sae || cancel |
+ Applications

9. Click Upload to upload the certificate.
10. Click Save.

Note: The user account information (Identity and Password) entered into the EAP-PEAP must be
an existing account already created on the RADIUS server (Smart Storage) database. In addition,
the Certificate Authority (CA) certificate must be matched with the RADIUS server for authorization.

To Configure EAP-TTLS Authentication
1. Open a GUI browser and log in to the device.
2. Choose Network Setting > 802.1x from the Navigation menu.
3. Check the Enable 802.1x check box.
4. In EAP Type, select EAP-TTLS from the drop-down list.
5. InIdentity, enter the RADIUS user account username.
6. In Password, enter the RADIUS user account password.
7. Select the Inner Authentication Method from the drop-down list.
8. Click Browse to locate a certificate file to upload to the access device.

Note 1: You can use the default certificate from the RADIUS server (Smart Storage) or a custom
certificate from a trusted provider. To download the default certificate, choose Administration >
Security from the Navigation menu. Under IMPORT SSL SECURE CERTIFICATE, click
Download Certificate. The file is automatically saved as a .crt extension. You need to save the file
asa

.pem extension in order to upload the file to your device. In this example, the device is a camera.
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Note 2: If you are using a custom certificate, please ensure the same certificate is uploaded to the

Smart Storage server.

Getting Started

» Applications

9. Click Upload to upload the certificate.

10. Click Save.

To Configure EAP-TLS Authentication

IEEE 802.1x
¥ Network Setting
IP Setting IEEE 802.1x
TCPIUDP Port Setting /| Enable 802.1x
Multicast EAF Type: EAP-TTLS [=]
HTTPS Identity - clint
IP Filter
Password : sssnsens
DDNS
QoS Inner Authentication Method:  [TEEREEA [~ |
SNMP
CA Certificate : | Browse... Upload |
Status: 2010/6/22 01:48
DHCP Auto Configuration 1490 Bytes
» Camera Control
| sae || cancel |

1.

2.

Open a GUI browser and log in to the device.

Choose Network Setting > 802.1x from the Navigation menu.
Check the Enable 802.1x check box.

In EAP Type, select EAP-TLS from the drop-down list.

In Identity, enter the RADIUS user account username.

In Password, enter the RADIUS user account password.

Select the Inner Authentication Method from the drop-down list.

Click Browse to locate a certificate file and private key files to upload to the access
device.

Note 1: You can use the default certificate from the RADIUS server (Smart Storage) or a custom
certificate from a trusted provider. To download the default certificate, choose Administration >
Security from the Navigation menu. Under IMPORT SSL SECURE CERTIFICATE, click
Download Certificate. The file is automatically saved as a

.crt extension for a certificate and saved as a .key extension for a private key file. You need to save

both files as a .pem extension in order to upload the file to your device. In this example, the device
is a camera. The CA and Client certificate use the same SSL certificate file for EAP-TLS.

Note 2: If you are using a custom certificate, please ensure the same certificate is uploaded to the

Smart Storage server.

© 2010 Cisco Systems, Inc. All rights reserved.

Page 13 of 14



How to Use RADIUS on Cisco Smart Storage

IEEE 802.1x

Enable 802.1x

EAP Type:

Identity : clint

Private Key Password -

CA Certificate

Status: 2010/6/22 01:48
1490 Bytes

Client Certificate : | Browse... Upload ‘

Status: 2010/6/22 01:52
1490 Bytes

Client Private Key : Browse... Upload

Status: 2010/6/22 01:53
1704 Bytes

Browse... Upload

Remove

Remove

Remove

9. Click Save.

For More Information

For more information about Cisco Smart Storage Applications, visit the Cisco Small Business
Community forum https://www.myciscocommunity.com/community/smallbizsupport/networkstorage

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
c I s c o Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BY
- San Jose, CA Singapore Amsterdam, The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

(CCDE, CCENT, Cisco Eos, Cisco Lumin, Cisco Mexus, Cisco StadiumVision, Cisco TelePresence, Cisco WebEx, the Cisco logo, DCE, and Welcome to the Human N rk are trad, ks; Changing the Way We Work, Live, Play, and Learn and

Cisco Store are service marks; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIF, CCNA, CCMP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco 105, Cisco Press,
Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomelLink, Internet Quotient, 105,
iPhone, iQuick Study, IronPort, the lronPort logo, LightStream, Linksys, MediaTone, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare,
SenderBase, SMARTnet, Spectrum Expert, StackWise, The Fastest Way to Increase Your Internet Quotient, TransPath, WebEx, and the WebEx logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and
certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners, The use of the word partner does not imply a pa hi i ipb Cisco and any other company. (0BO9R)

OL-23197-01

© 2010 Cisco Systems, Inc. All rights reserved. Page 14 of 14


https://www.myciscocommunity.com/community/smallbizsupport/networkstorage�

	To Configure EAP-TLS Authentication

