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New and Changed Information

As of Cisco MDS NX-OS Release 4.2(1), software configuration information is available in new
feature-specific configuration guides for the following information:

- System management

» Interfaces

- Fabric

e Quality of service

» Security

» |Pservices

» High availability and redundancy

The information in these new guides previously existed in the Cisco MDS 9000 Family CLI
Configuration Guide and in the Cisco MDS 9000 Family Fabric Manager Configuration Guide. Those
configuration guides remain available on Cisco.com and should be used for all software releases prior
to MDS NX-OS Release 4.2(1). Each guide addresses the features introduced in or availablein a
particular release. Select and view the configuration guide that pertains to the software installed in your
switch.

For a complete list of document titles, see the list of Related Documentation in the “Preface.”

To find additional information about Cisco MDS NX-OS Release 4.2(x), see the Cisco MDS9000 Family
Release Notes available at the following Cisco Systems website:

http://www.cisco.com/en/US/products/ps5989/prod_release notes_list.htm

About this Guide

The information in the new Cisco MDS 9000 NX-OS High Availability and Redundancy Configuration
Guide previously existed in Part 2: Installation and Switch Management of the Cisco MDS 9000 Family
CLI Configuration Guide.

There are no new or changed CL I featuresfor high availability and redundancy in MDS NX-OS Release
4.2(2).

Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
[ 0L-19585-01, Cisco MDS NX-OS Release 4.x .n
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Preface

This preface describes the audience, organization, and conventions of the Cisco MDS 9000 Family
NX-OS High Availability and Redundancy Configuration Guide. It also providesinformation on how to
obtain related documentation.

Audience

This guideis for experienced network administrators who are responsible for configuring and
maintaining the Cisco MDS 9000 Family of multilayer directors and fabric switches.

Organization

This guide is organized as follows:

Chapter Title Description

Chapter 1 High Availability Overview Provides an overview of high availability and
redundancy features.

Chapter 2 Configuring High Availability Describes how to configure the high
availability feature, including switchover
processes.

Document Conventions

Command descriptions use these conventions:

boldface font Commands and keywords are in boldface.

italic font Arguments for which you supply values arein italics.

[ ] Elements in square brackets are optional.

[x|y]z] Optional alternative keywords are grouped in brackets and separated by

vertical bars.

Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
[ 0L-19585-01, Cisco MDS NX-OS Release 4.x .“
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Screen examples use these conventions:

screen font Terminal sessions and information the switch displays are in screen font.
boldface screen font |Information you must enter isin boldface screen font.

italic screen font Arguments for which you supply values arein italic screen font.

< > Nonprinting characters, such as passwords, are in angle brackets.

[ Default responses to system prompts are in square brackets.

b,o# An exclamation point (!) or apound sign (#) at the beginning of aline of code
indicates a comment line.

This document uses the following conventions:

Y

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Related Documentation

The documentation set for the Cisco MDS 9000 Family includes the following documents. To find a
document online, use the Cisco MDS NX-OS Documentation L ocator at:

http://www.cisco.com/en/U S/docs/storage/san_switches/mds9000/roadmaps/doclocater.htm

Release Notes

« Cisco MDS 9000 Family Release Notes for Cisco MDS NX-OS Releases

» Cisco MDS 9000 Family Release Notes for MDS SAN-OS Releases

» Cisco MDS 9000 Family Release Notes for Storage Services Interface Images
» Cisco MDS 9000 Family Release Notes for Cisco MDS 9000 EPLD Images

» Release Notes for Cisco MDS 9000 Family Fabric Manager

Regulatory Compliance and Safety Information

» Regulatory Compliance and Safety Information for the Cisco MDS 9000 Family

Compatibility Information

- Cisco Data Center Interoperability Support Matrix
» Cisco MDS 9000 NX-OS Hardware and Software Compatibility Information and Feature Lists

Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
m. 0L-19585-01, Cisco MDS NX-OS Release 4.x |
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Cisco MDS NX-OS Release Compatibility Matrix for Storage Service Interface Images
Cisco MDS 9000 Family Switch-to-Switch Interoperability Configuration Guide

Cisco MDS NX-OS Release Compatibility Matrix for IBM SAN Volume Controller Software for
Cisco MDS 9000

Cisco MDS SAN-OS Release Compatibility Matrix for VERITAS Storage Foundation for Networks
Software

Hardware Installation

Cisco MDS 9500 Series Hardware Installation Guide
Cisco MDS 9200 Series Hardware Installation Guide
Cisco MDS 9100 Series Hardware Installation Guide
Cisco MDS 9124 and Cisco MDS 9134 Multilayer Fabric Switch Quick Start Guide

Software Installation and Upgrade

Cisco NX-0S

Cisco MDS 9000 Family Storage Services Interface Image Install and Upgrade Guide
Cisco MDS 9000 Family Storage Services Module Software Installation and Upgrade Guide
Cisco MDS 9000 NX-OS Release 4.1(x) and SAN-OS 3(x) Software Upgrade and Downgrade Guide

Cisco NX-OS Fundamentals Configuration Guide

Cisco NX-OS Family Licensing Guide

Cisco MDS 9000 Family NX-OS System Management Configuration Guide

Cisco MDS 9000 Family NX-OS Interfaces Configuration Guide

Cisco MDS 9000 Family NX-OS Fabric Configuration Guide

Cisco MDS 9000 Family NX-OS Quality of Service Configuration Guide

Cisco MDS 9000 Family NX-OS Security Configuration Guide

Cisco MDS 9000 Family NX-OS IP Services Configuration Guide

Cisco MDS 9000 Family NX-OS Intelligent Storage Services Configuration Guide
Cisco MDS 9000 Family NX-OS Inter-VSAN Routing Configuration Guide

Cisco Fabric Manager

Cisco Fabric Manager Fundamentals Configuration Guide
Cisco Fabric Manager System Management Configuration Guide
Cisco Fabric Manager Interfaces Configuration Guide

Cisco Fabric Manager Fabric Configuration Guide

[ 0L-19585-01, Cisco MDS NX-OS Release 4.x
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- Cisco Fabric Manager Quality of Service Configuration Guide

» Cisco Fabric Manager Security Configuration Guide

» Cisco Fabric Manager IP Services Configuration Guide

« Cisco Fabric Manager Intelligent Storage Services Configuration Guide

« Cisco Fabric Manager High Availability and Redundancy Configuration Guide

» Cisco Fabric Manager Inter-VSAN Routing Configuration Guide

- Cisco Fabric Manager Online Help
- Cisco Fabric Manager Web Services Online Help

Command-Line Interface

» Cisco MDS 9000 Family Command Reference

Intelligent Storage Networking Services Configuration Guides

Cisco MDS 9000 I/0O Acceleration Configuration Guide

Cisco MDS 9000 Family SANTap Deployment Guide

Cisco MDS 9000 Family Data Mobility Manager Configuration Guide
Cisco MDS 9000 Family Storage Media Encryption Configuration Guide
Cisco MDS 9000 Family Secure Erase Configuration Guide

Cisco MDS 9000 Family Cookbook for Cisco MDS SAN-OS

Troubleshooting and Reference

Cisco NX-OS System Messages Reference

Cisco MDS 9000 Family NX-OS Troubleshooting Guide

Cisco MDS 9000 Family NX-OS MIB Quick Reference

Cisco MDS 9000 Family NX-OS SMI-S Programming Reference
Cisco MDS 9000 Family Fabric Manager Server Database Schema

Jl_ Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
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=_ CHAPTER 1

High Availability Overview

You can configure the high availability (HA) software framework and redundancy features using CLI.
These features include application restartability and nondisruptive supervisor switchability. Cisco high
availability is atechnology delivered in Cisco NX-OS software that enables network-wide resilience to
increase | P network availability.

The Cisco MDS 9500 Series of multilayer directors and switches support application restartability and
nondisruptive supervisor switchability. The switches are protected from system failure by redundant
hardware components and a high availability software framework.

The high availability (HA) software framework enables the following features:
- Ensures nondisruptive software upgrade capability.
» Provides redundancy for supervisor module failure by using dual supervisor modules.

« Performs nondisruptive restarts of afailed process on the same supervisor module. A service
running on the supervisor modules and on the switching module tracks the HA policy defined in the
configuration and takes action based on this policy. This feature is also available in switchesin the
Cisco MDS 9200 Series and the Cisco MDS 9100 Series.

» Protects against link failure using the PortChannel (port aggregation) feature. This featureis also
available in switches in the Cisco MDS 9200 Series and in the Cisco MDS 9100 Series.

- Provides management redundancy using the Virtual Router Redundancy Protocol (VRRP). This
feature is also available in switches in the Cisco MDS 9200 Series and in the Cisco MDS 9100
Series.

» Provides switchovers if the active supervisor fails. The standby supervisor, if present, takes over
without disrupting storage or host traffic.

Directorsin the Cisco MDS 9500 Series have two supervisor modules (Supervisor-1 and Supervisor-2)
inslots5 and 6 (Cisco MDS 9509 and 9506 Switches) or slots 7 and 8 (Cisco MDS 9513 Switch). When
the switch powers up and both supervisor modules are present, the supervisor module that comes up first
entersthe active mode, and the supervisor module that comes up second enters the standby mode. If both
supervisor modules come up at the same time, Supervisor-1 becomes active. The standby supervisor
module constantly monitors the active supervisor module. If the active supervisor module fails, the
standby supervisor modul e takes over without any impact to user traffic.

Note  For high availability, you need to connect the Ethernet port for both active and standby supervisors to
the same network or virtual LAN. The active supervisor owns the one | P address used by these Ethernet
connections. On a switchover, the newly activated supervisor takes over this IP address.

For information on configuring high availability, see Chapter 2, “Configuring High Availability.”

Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
[ 0L-19585-01, Cisco MDS NX-OS Release 4.x .m
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CHAPTER 2

Configuring High Availability

This chapter describes how to configure high availability, and describes the switchover processes.
This chapter includes the following sections:

- About High Availability, page 2-1

» Switchover Processes, page 2-1

- Copying Boot Variable Images to the Standby Supervisor Module, page 2-3

« Displaying HA Status Information, page 2-4

- Displaying the System Uptime, page 2-6

About High Availability

Process restartability provides the high availability functionality in Cisco MDS 9000 Family switches.
This process ensures that process-level failures do not cause system-level failures. It also restarts the
failed processes automatically. This processis able to restore its state prior to the failure and continues
executing from the failure point going forward.

An HA switchover has the following characteristics:

It is stateful (nondisruptive) because control traffic is not impacted.

It does not disrupt data traffic because the switching modules are not impacted.
Switching modules are not reset.

>

Note  Switchover is not alowed if auto-copy isin progress.

Switchover Processes

Switchovers occur by one of the following two processes:
» The active supervisor module fails and the standby supervisor module automatically takes over.

» You manualy initiate a switchover from an active supervisor module to a standby supervisor
module.

Once a switchover process has started another switchover process cannot be started on the same switch
until a stable standby supervisor module is available.

Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
[ 0L-19585-01, Cisco MDS NX-OS Release 4.x .m
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This section includes the following topics:
» Synchronizing Supervisor Modules, page 2-2
« Manual Switchover Guidelines, page 2-2
- Manudly Initiating a Switchover, page 2-2
» Enabling Automatic Copying of Boot Variables, page 2-4
» Verifying the Copied Boot Variables, page 2-4

A

Caution  If the standby supervisor module is not in a stable state (ha-standby), a switchover is not performed.

Synchronizing Supervisor Modules

The running image is automatically synchronized in the standby supervisor module by the active
supervisor module. The boot variables are synchronized during this process.

The standby supervisor module automatically synchronizes its image with the running image on the
active supervisor module.

Note  Theimage a supervisor module is booted up from cannot be deleted from bootflash. Thisisto ensure
that the new standby supervisor module ia able to synchronize during the process.

Manual Switchover Guidelines

Be aware of the following guidelines when performing a manual switchover:

« When you manually initiate a switchover, system messages indicate the presence of two supervisor
modules.

» A switchover can only be performed when two supervisor modules are functioning in the switch.
» The modules in the chassis are functioning as designed.

Manually Initiating a Switchover

To manually initiate a switchover from an active supervisor module to a standby supervisor module, use
the system switchover command. After you enter this command, another switchover process cannot be
started on the same switch until a stable standby supervisor module is available.

To ensure that an HA switchover ispossible, enter the show system redundancy status command or the
show module command. If the command output displaysthe HA standby state for the standby supervisor
module, then the switchover is possible. See “ Verifying Switchover Possibilities” for more information.

Verifying Switchover Possibilities

This section describes how to verify the status of the switch and the modul es before a manual switchover.

» Usethe show system redundancy status command to ensure that the system is ready to accept a
switchover.

Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
m. 0L-19585-01, Cisco MDS NX-OS Release 4.x |



| Chapter2  Configuring High Availability

Copying Boot Variable Images to the Standby Supervisor Module

Send documentation comments to mdsfeedback-doc@cisco.com

» Use the show module command to verify the status (and presence) of amodule at any time. A
sample output of the show module command follows:

switch# show module

Mod Ports Module-Type Model Status

2 8 IP Storage Services Module DS-X9308-SMIP ok

5 0 Supervisor/Fabric-1 DS-X9530-SF1-K9 active *
6 0 Supervisor/Fabric-1 DS-X9530-SF1-K9 ha-standby
8 0 Caching Services Module DS-X9560-SMAP ok

9 32 1/2 Gbps FC Module DS-X9032 ok

Mod MAC-Address(es) Serial-Num

2 00-05-30-00-9d-d2 to 00-05-30-00-9d-de JAB064605a2

5 00-05-30-00-64-be to 00-05-30-00-64-c2 JABO6350B1R

6 00-d0-97-38-b3-f9 to 00-d0-97-38-b3-fd JAB06350B1R

8 00-05-30-01-37-7a to 00-05-30-01-37-fe JAB072705ja

9 00-05-30-00-2d-e2 to 00-05-30-00-2d-e6 JAB06280ae9

* this terminal session

The Status column in the output should display an OK status for switching modules and an active
or HA-standby status for supervisor modules. If the statusis either OK or active, you can continue
with your configuration.

» Usethe show boot auto-copy command to verify the configuration of the auto-copy feature and if
an auto-copy to the standby supervisor module is in progress. Sample outputs of the show boot
auto-copy command follow:

switch# show boot auto-copy
Auto-copy feature is enabled
switch# show boot auto-copy list

No file currently being auto-copied

Copying Boot Variable Images to the Standby Supervisor
Module

You can copy the boot variable images that are in the active supervisor module (but not in the standby
supervisor module) to the standby supervisor module. Only those KICKSTART and SY STEM boot
variables that are set for the standby supervisor module can be copied. For module (line card) images,
all boot variables are copied to the corresponding standby |ocations (bootflash: or slot0:) if not already
present.

Enabling Automatic Copying of Boot Variables

To enable or disable automatic copying of boot variables, follow these steps:

Command Purpose
Stepl  switch# config t Enters configuration mode.
switch(config)#

Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
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Step 2

Command Purpose
switch(config)# boot auto-copy Enables (default) automatic copying of boot
Auto-copy administratively enabled variablesfrom the active supervisor moduleto

the standby supervisor module.

switch(config)# no boot auto-copy Disables the automatic copy feature.
Auto-copy administratively disabled

Verifying the Copied Boot Variables

Note

Displaying

Use the show boot auto-copy command to verify the current state of the copied boot variables. This
example output shows that automatic copying is enabled:

switch# show boot auto-copy

Auto-copy feature enabled

This example output shows that automatic copying is disabled:
switch# show boot auto-copy

Auto-copy feature disabled

Use the show boot auto-copy list command to verify what files are being copied. This example output
displays the image being copied to the standby supervisor module’s bootflash. Once this is successful,
the next file will be image2.bin.

This command only displays files on the active supervisor module.

switch# show boot auto-copy list
File: /bootflash:/imagel.bin
Bootvar: kickstart

File:/bootflash:/image2.bin
Bootvar: system

This example output displays atypical message when the auto-copy option isdisabled or if no filesare
copied:

switch# show boot auto-copy list
No file currently being auto-copied

HA Status Information

Use the show system redundancy status command to view the HA status of the system. Tables 2-1 to
2-3 explain the possible output values for the redundancy, supervisor, and internal states.

switch# show system redundancy status
Redundancy mode
administrative: HA
operational: HA
This supervisor (sup-1)

Redundancy state: Active
Supervisor state: Active
Internal state: Active with HA standby

Jl_ Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
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Other supervisor
Redundancy state:
Supervisor state:

Internal state:

(sup-2)

Standby
HA standby
HA standby

The following conditions identify when automatic synchronization is possible:

- If theinternal state of one supervisor module is Active with HA standby and the other supervisor
module is HA standby, the switch is operationally HA and can do automatic synchronization.

- If theinternal state of one of the supervisor modules is none, the switch cannot do automatic
synchronization.

Table 2-1 lists the possible values for the redundancy states.

Table 2-1 Redundancy States

State Description

Not present The supervisor module is not present or is not plugged into the chassis.

Initializing The diagnostics have passed and the configuration is being downl oaded.

Active The active supervisor module and the switch is ready to be configured.

Standby A switchover is possible.

Failed The switch detects a supervisor module failure on initialization and automatically
attempts to power-cycle the module three (3) times. After the third attempt it
continues to display afailed state.
~
Note  You should try to initialize the supervisor module until it comes up as

HA-standby. This state is a temporary state.

Offline The supervisor module is intentionally shut down for debugging purposes.

At BIOS The switch has established connection with the supervisor and the supervisor
module is performing diagnostics.

Unknown The switch isin aninvalid state. If it persists, call TAC.

Table 2-2 lists the possible values for the supervisor module states.

Table 2-2 Supervisor States

State Description

Active The active supervisor module in the switch is ready to be configured.
HA standby A switchover is possible.

Offline The switch is intentionally shut down for debugging purposes.
Unknown The switch isin an invalid state and requires a support call to TAC.

Table 2-3 lists the possible values for the internal redundancy states.

[ 0L-19585-01, Cisco MDS NX-OS Release 4.x
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Table 2-3 Internal States

State Description

HA standby The HA switchover mechanism in the standby supervisor module is
enabled (see the “ Synchronizing Supervisor Modules” section on
page 2-2).

Active with no standby |A switchover is not possible.

Active with HA standby | The active supervisor module in the switch is ready to be configured. The
standby supervisor module isin the HA-standby state.

Shutting down The switch is being shut down.

HA switchover in The switch isin the process of changing over to the HA switchover
progress mechanism.

Offline The switch isintentionally shut down for debugging purposes.

HA synchronization in | The standby supervisor module isin the process of synchronizing its state
progress with the active supervisor modules.

Standby (failed) The standby supervisor module is not functioning.

Active with failed The active supervisor modul e and the second supervisor module is present
standby but is not functioning.

Other The switch isin atransient state. If it persists, call TAC.

Displaying the System Uptime

The system uptime refers to the time that the chassis was powered on and has at |east one supervisor
module controlling the switch. Use the reset command to reinitialize the system uptime. Nondisruptive
upgrades and switchovers do not reinitialize the system uptime, which means that the system uptimeis
contiguous across such upgrades and switchovers.

The kernel uptime refers to the time since the NX-OS software was |oaded on the supervisor module.
Use the reset and reload commands to reinitialize the kernel uptime.

The active supervisor uptime refers to the time since the NX-OS software was loaded on the active
supervisor module. The active supervisor uptime can be lower than the kernel uptime after nondisruptive
switchovers.

You can use the show system uptime command to view the start time of the system, uptime of the kernel,
and the active supervisor.

This example shows how to display the supervisor uptime:

switch# show system uptime

System start time: Fri Aug 27 09:00:02 2004

System uptime: 1546 days, 2 hours, 59 minutes, 9 seconds
Kernel uptime: 117 days, 1 hours, 22 minutes, 40 seconds
Active supervisor uptime: 117 days, 0 hours, 30 minutes, 32 seconds

Jl_ Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
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