Note

CHAPTER 9

Configuring IEEE 802.1x Port-Based
Authentication

This chapter describes how to configure IEEE 802.1x port-based authentication on the Catalyst 2960
switch. IEEE 802.1x authentication prevents unauthorized devices (clients) from gaining access to the
network.

For complete syntax and usagéoimation for the commands usedthis chapter, see the “RADIUS
Commands” section in th@isco 10S Security Command Reference, Releaseab?.?h the command
reference for this release.

This chapter consists of these sections:
» Understanding IEEE 802x Port-Based Authéitation, page 9-1
« Configuring IEEE 802.1x Authentication, page 9-18
« Displaying IEEE 802.1x Statig€s and Status, page 9-42

Understanding IEEE 80Z22brt-Based Authentication

The IEEE 802.1x standard fitees a client-server-based access cdranal authentication protocol that
prevents clients from connecting to a LAN through publicly accessible ports unless they are
authenticated. The authenticatioms® authenticates each clienterected to a switch port before
making available any services offered by the switch or the LAN.

Until the client is autbnticated, IEEE 802.1x access contrdbwak only ExtensibléAuthentication
Protocol over LAN (EAPOL), Cisco Discovery Pogbl (CDP), and Spanning Tree Protocol (STP)
traffic through the port to which the client is camted. After authentication, normal traffic can pass
through the port.

These sections describe IEEE 8D2port-based authentication:
» Device Roles, page 9-2
» Authentication Process, page 9-3
» Authentication Initiation and Message Exchange, page 9-5
« Ports in Authorized and Unt¢horized States, page 9-7
- |EEE 802.1x Host Mode, page 9-7
« |EEE 802.1x Accounting, page 9-8
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