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Preface 

Introduction 

This document provides design guidance, best practice procedures, and detailed configurations for deployment of 

ME3600X/ME3800X product in a Service Provider Carrier Ethernet network. The contained information is expected to 

help explain the ME3600X/ME3800X series product  design in the context of a Service Provider environment and 

provide guidance on deployment in a Service Provider’s access networks. 

Audience 

This document is intended for all technical person who are involved in the design/deployment of  ME3600X/ME3800X 

Carrier Ethernet product. 

 

The Solution 

 
The solution is a Layer 2-based design. The benefit of layer 2 solution is simple network topology, easy for operation, 

fast convergence (with the help of REP/G.8032 feature).  
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Chapter 1    
Layer 2-based Design 

In the layer 2 based solution design section, the following features will be covered: 

 

 Ethernet Virtual Connection (EVC) 

 Multiple Spanning Tree (MST) 

 Link Aggregation Control Protocol (LACP) 

 Operations, Administration, and Maintenance (OAM) 

 Quality of Service (QoS) 

 G.8032 (Ethernet Ring Protection Switching) 

 Resilient Ethernet Protocol (REP) 

The following topology will be used for the layer 2 solution design: 

 

 

R1, R2, R3, and R4 are the access devices; these are the Cisco ME3600X/ME3800X series product. 

R5 and R6 are the Cisco ME3600X-24CX  devices. 
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Design Example (A)—EVC+MST+LACP+Qos+OAM 

Ethernet Virtual Connection (EVC) 

Ethernet Virtual Connection (EVC) is defined by the Metro-Ethernet Forum (MEF), An EVC is a conceptual service 

pipe within the service provider network.EVC feature provides the vlan translation in a very flexible way.  

 

EVC Technology 

 

 

In this example, there are three streams – A, B, and C that come from R5, across the access ring.  

The vlan tag of streamA (Vlan300)  will be kept unchanged. 

The vlan tag of streamB (Vlan51)  will be changed to vlan61. 

The vlan tag of streamC (Vlan50)  will be added one more outer tag (QinQ). 
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EVC Sample configuration on R1: 
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EVC Sample configuration on R3: 
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Configuration on R5: 
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Configuration on R6: 
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Multiple Spanning Tree (MST) 

MSTs (IEEE 802.1s) combine the best aspects from both the PVST+ and the 802.1q. The idea is that several VLANs 

can be mapped to a reduced number of spanning tree instances. 

See the following table for the MST design example:  

MST Design example MST Instance 1 MST Instance 2 MST Design example 

Vlan range Vlan1-200 Vlan 201-4000 Vlan range 

Block port R2 gigabitEthernet0/1 R4:port-channel(0/11,0/9) Block port 

Root Bridge R1 R3 Root Bridge 

 

MST Sample Topology 
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MST Sample Configuration at R1 
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MST Sample Configuration at R2 
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MST Sample Configuration at R3 
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MST Sample Configuration at R4 
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MST Status Verification 
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Link Aggregate Control Protocol (LACP) 

Link Aggregation Control Protocol (LACP) is part of an IEEE specification (802.3ad) that allows you to bundle several 

physical ports together to form a single logical channel. 

In this example,two links between R3 and R4 will be combined together, LACP fast rate and LACP 1:1 feature will be 

enabled. 

 
 

LACP Configuration on R3 
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LACP Configuration on R4 
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Verify the LACP Status 
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Quality of Service (QoS) 

All QoS configuration on the ME 3800X and 3600X switches is Modular QoS CLI (MQC) compliant.Quality of service 

(QoS) on the ME 3800X and ME 3600X switches includes : 

 

 Traffic classification 

 Marking 

 Policing 

 Queuing, and Scheduling 

 

For Ingress Service Policies, below items can be configured: 

 Traffic Classification 

 Marking  

 Policing 

 

For egress service policy, below items can be configured: 

 Traffic Classification 

 Marking 

 Policing on the PQ 

 Queuing 

 Scheduling 

 

Service policies can be attached to Routed ports,Regular Ethernet Flow Points (EFPs), Switchport Trunk mode , 

Switchport Access mode. Note: Service Polices can’t be attached to SVI interface. 
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In the Qos design example below, The Qos design example will focus on the Gi0/1 of R1. Meanwhile, Qos marking 

examples  will be configured on R5(gi0/2) and R3 (gi0/16). 

 

Traffic from R5 to R1 will include three streams , they are voice/video/data. Below table lists the COS value and vlan 

Tag for each steams. 

 

streams Vlan Tag COS value 

Voice stream Vlan 50 5 

Video stream Vlan 51 4 

Data stream Vlan 300 1 
 

To make the traffic from R5 includes the correct COS value, below Configuration are applied on R5 for the COS 

marking: 
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For the traffic stream from R6 to R3, similar configuration can be applied on R6 in order to make sure the COS value is 

set.  Or another alternative way is to set the COS value on R3 gi0/16 for the incoming traffic. Below is the example for 

set the COS value on R3: 
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For the R1 Giga 0/1  Qos egress design, 

 Egress Queuing 

Voice stream 25Mbps(priority Queue) 

Video Stream 30Mbps 

Data stream 25Mbps 

Class Default  20Mbps 
 

 For ingress policing,  

 Ingress policing 

Voice stream 25Mbps 

Video Stream 100Mbps 

Data stream 100Mbps 
 

Qos design example configuration on R1: 
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Verification of QoS classification on R1: 
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E-OAM (Operations Administration Maintenance) 

 
Ethernet Operations, Administration, and Maintenance (OAM) is a protocol for installing, monitoring, and 

troubleshooting Ethernet networks to increase management capability within the context of the overall Ethernet 

infrastructure. The Cisco ME 3800X and ME 3600X switch supports 

 IEEE 802.1ag Connectivity Fault Management (CFM),  

 Ethernet Local Management Interface (E-LMI),  

 IEEE 802.3ah Ethernet(link OAM) 

 
In this example, Link OAM and CFM will be covered. E-LMI will be covered in other example. 
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Link OAM will be configured between R5 and R1; R3 and R6 

CFM will be configured between R1 and R3.  

Below is the topology for Link OAM and CFM. 

 

 
 
 
 

Configuration on R5: 

 

 
 

Configuration on R1: 
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Configuration on R3: 
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Configuration on R6: 

 

 
Verify Link OAM on R1: 
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Verify CFM on R1: 
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Verify CFM on R3: 
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Verify CFM on R6: 
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Shutdown the interface on R6 , Verify the CFM status on R1 
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Verify the Remote Loopback function: 
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Design Example(B)—REP+Etherchannel + VPLS+ IGMP 
Snooping 

In this example ,  R1, R2, R3, AND R4 will be in one REP ring. Below is the topology.  

 

Resilient Ethernet Protocol (REP) 

The Resilient Ethernet Protocol (REP) is a Cisco proprietary protocol that provides an alternative to the Spanning Tree 

Protocol (STP). REP provides a way to control network loops, handle link failures, and improve convergence time. 

 

 

R1, R2, R3, and R4 will be a closed REP ring, see the following table for the REP design requirement. 

REP  Routers 



▀   

 
 


Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 

REP Primary Edge port R1 gi0/7 

REP Secondary Edge port R1 Ten 0/2 

REP  Preferred Alternate Port R2 Gi 0/1 

REP Vlan load balance  Vlan 1-200 blocked at Alt port 
vlan 201-4094 blocked at primary Edge port 

  

R1 configuration : 

Important:  You cannot configure REP on interfaces that are configured with EVC service instances. 

 
R2 configuration : 

 

 
R3 configuration : 
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R4 configuration : 

 

Verify REP topology status: 
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EtherChannel (Ethernet Channel) 

EtherChannels have automatic configuration with either Port Aggregation Protocol (PAgP) or Link Aggregation Control 

Protocol (LACP). PAgP is a Cisco-proprietary protocol that you can only run on Cisco switches and on those switches 

that licensed vendors license to support PAgP. IEEE 802.3ad defines LACP. LACP allows Cisco switches to manage 

Ethernet channels between switches that conform to the 802.3ad protocol. 

In this example, The EtherChannel “on” mode will be used. 

EtherChannel on mode can be used to manually configure an EtherChannel. The on mode forces a port to join an 

EtherChannel without negotiations 

Configuration example on R3 and R4: 
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Virtual Private LAN Services (VPLS) 

Virtual Private LAN Services (VPLS) is a class of VPN that supports the connection of multiple sites in a single bridged 

domain over a managed IP/MPLS network. In this example, MPLS will be enabled on SVI interface of R1 and R3, 

VPLS will be setup between R1 and R3. R5 can ping R6 via the VPLS network (R1, R2, R3, and R4). 

 

Configuration R1: 
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Configuration R3: 
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Configuration on R5 and R6 
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IGMP Snooping 

 
Cisco ME3600X can use IGMP snooping to constrain the flooding of multicast traffic by dynamically configuring 

Layer 2 interfaces so that multicast traffic is forwarded to only those interfaces associated with IP multicast devices 

 

Configuration on R1:   
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Design Example(C)—G.8032+OAM 

G.8032 (Ethernet Ring Protection Switching) 

The ITU-T G.8032 Ethernet Ring Protection Switching feature implements protection switching mechanisms for 

Ethernet layer ring topologies. This feature uses the G.8032 Ethernet Ring Protection (ERP) protocol, defined in ITU-T 

G.8032, to provide protection for Ethernet traffic in a ring topology, while ensuring that no loops are within the ring at 

the Ethernet layer.  

G.8032 provide fast convergence. 

In this example, R1, R2, R3, AND R4 will be in a G.8032 closed ring. R1 g0/7 will be the Ring protection Link port.  

The G0/7 of R3 will be the RPL neighbor port. 

Vlan 11 will be used for the APS signaling 

Vlan 22 is the customer’s data vlan. 

 
 

 
 
 

Configuration on R1: 
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Configuration on R2: 
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Configuration on R3: 
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Configuration on R4: 
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Verifying the G.8032 Ring status: 
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The cli show vlan counters displays the Traffic Stats for SVI as below: 
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Chapter 2    
Layer 3-based Solution 

 
In the layer 3 based solution design section, The following features will be covered: 

 

 Layer 3 Virtual Private Network (L3VPN) 

 Virtual Private LAN Service (VPLS) 

 Bidirectional Forwarding Detection (BFD) 

 Ethernet Operation Administration Maintenance (E-OAM) 

 Quality of Service (QoS) 

 Remote loop free Alternate (Remote-LFA) 

 Y.1731 Performance Monitoring (Y.1731PM) 

 MPLS Operation Administration Maintenance (MPLS OAM) 

 
 

Layer 3 based Solution Design Topology: 

 

 
 
 
 

R1, R2, R3, AND R4 are the PE device. 

R5,R6 are the CE device. 

In the ring of R1, R2, R3, and R4, MPLS is enabled. 
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Design Example(D)—OSPF+BFD+ Remote LFA+L3VPN+MPLS 
OAM 

OSPF and BFD 

 
OSPF(Open Shortest Path first) is a link-state routing protocol.BFD(Bidirectional Forwarding Detection) is a detection 

protocol which is designed to provide fast forwarding path failure detection time. 

In this example, BFD support for OSPF is configured. 

 

 
 

R1, R2, R3, and R4 is in a OSPF ring , BFD for OSPF is enabled on each router. 

Configuration at R1: 
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Configuration at R2: 
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Configuration at R3: 
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Configuration at R4: 
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Remote LFA (Loop free alternative) 

 
IP-FRR/LFA  and Remote IP LFA feature is supported on ME3600X/ME3800X/ME3600X-24CX since 15.3(2)S 

release. This feature helps to archive the fast convergence of the network. 

 

In this example,Remote LFA is configured on both R1, R2, R3, and  R4. 

 
 

Configuration at R1: 

 

 
Configuration at R2: 

 

 
 

Configuration at R3: 
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Configuration at R4: 

 

Verification on Remote FLA: 
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Layer 3 Virtual Private Network (L3VPN) 

 
 

MPLS Layer 3 VPNs use a peer-to-peer model that uses Border Gateway Protocol (BGP) to distribute VPN-related 

information. 

In this example, see the topology below: 

 
 

R5,R6 will be CE device 

R1,R4 will be the PE device.  

BGP will be enabled on R1 and R4. 

 
Configuration at R5: 
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Configuration at R1 
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Configuration at R3 
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Configuration at R6 
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MPLS OAM 

MPLS OAM helps service providers monitor label-switched paths (LSPs) and quickly isolate MPLS forwarding 

problems to assist with fault detection and troubleshooting in an MPLS network. 
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Design Example(E1)—ISIS+BFD+Remote LFA+EoMPLS+E-
LMI+MPLS OAM 

ISIS+BFD 

 
The Intermediate System-to-Intermediate System (IS-IS) routing protocol is an Interior Gateway Protocol (IGP) 

standardized by the Internet Engineering Task Force (IETF) and commonly used in large Service Provider networks. 

Bi-directional Forwarding Detection (BFD) provides rapid failure detection times between forwarding engines. 

BFD for ISIS configuration example is listed below. 

 

 
 

Configuration at R1 
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Configuration at R2 
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Configuration At R3 

 

 
Configuration at R4: 
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Remote LFA 

Configuration at R1 

 
Configuration at R2 
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Configuation at R3 

 

 
Configuation at R4 
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Ethernet over MPLS  (EoMPLS) 

Ethernet over MPLS (EoMPLS) is part of Cisco's Any Transport over MPLS to provide L2 connectivity (pseudo-wire) 

over MPLS cloud. 

In this example, see the topology below, 

 
 

 
 

R5 is the CE1, 

R6 is the CE2; 

R1 and R3 are the PE device. 

R1, R2, R3, AND R4 are in the MPLS cloud. EoMPLS is configured on R1 and R3 port. 

Configuration at R1 
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Configuration at R3 
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Configuration at R5 
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Configuration a R6 

 

 

Ethernet Local Management Interface (PW E-LMI) 

E-LMI(Ethernet Local Management Interface) defines the protocol and procedures that convey the information that 

allows auto-configuration of the CE device by the service provider's user-facing provider edge (U-PE) device. The E-

LMI protocol also provides the means for notification of the status of an EVC. 
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In the example, 

 
 

CE1 and PE1 are the E-LMI interface. 

CE2 and PE2 are the E-LMI interface. 

PE1 and PE2 will have the CFM 

Configuration at R5 

 

 
Configuration at R1 
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Configuraiton at R3 
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Configuration at R6 
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MPLS OAM 
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Design Example(E2)—Y.1731PM+EoMPLS 

Y.1731 Performance Monitoring 

Y.1731 Performance Monitoring (PM) provides a standard ethernet PM function that includes measurement of ethernet 

frame delay, frame delay variation, frame loss, and frame throughput measurements specified by the ITU-T Y-1731 

standard and interpreted by the Metro Ethernet Forum (MEF) standards group. 

 
 

Configuration at R1 
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Configuration at R3 
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R1 Y.1731PM Verification 

 



 
 
▀   

 

Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 



▀   

 
 


Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 



 
 
▀   

 

Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 



▀   

 
 


Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 



 
 
▀   

 

Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 



▀   

 
 


Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 

 



 
 
▀   

 

Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 

Design Example (F1)—VPLS (manual)+TE-FRR 

Virtual Private LAN Service (VPLS)  

Virtual Private LAN Services (VPLS) is a class of VPN that supports the connection of multiple sites in a single bridged 

domain over a managed IP/MPLS network. 

In this example, Multipoint manual configuration mode will be used for VPLS. 

A sample topology is as shown below: 

 

 
 
 

Configuration at R1 
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Configuration at R2 
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Configuration at R3 
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Configuration at R4 
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Configuration at R5 

 

 
Configuration at R6 
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MPLS Traffic Engineering and Fast Reroute (TE-FRR) 

 
Below is the Topology for MPLS-TE FRR.   

The Link protection will be configured.  

 
 

Configuation at R1
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Configuation at R2 
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Configruation at R3 
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Configuration at R4 

 

 
Verification on R1 
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Design Example (F2)—VPLS (BGP Auto Discovery-BGP 
Signlaing) 

VPLS –BGP Auto Discovery BGP Singaling  

Configuration at R1 
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Configuration at R2 

 



▀   

 
 


Cisco ME3600X/ME3600-24CX/ME3800X Design Guide ▄    
  OL-30517-01 

 

 
Configuration at R5 
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Configuration at R6 
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Chapter 3    
Cisco ME3600X-24CX-TDM/Clocking Solution 

Important:  1588 is only supported on Cisco ME3600X-24CX. It is not supported on Cisco ME3600X-

24TS/24FS/ME3800X. 
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1588 Ordinary Clocking 
Topology: 

 
 

 
 

Important:  The TP5K didn’t connect to the GPS.This example just show how to configure the 1588 OC on the 

ME3600X-24CX. 

 
 

TP5K Configuration: 
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Cisco ME3600X-24CX-R6 Configuration: 
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1588 Boundary Clocking (1588 BC) 
 

Important:  1588 BC feature need the 1588 BC license. 

Installing the 1588 BC license: 

 

 

Topology: 

 
 

Configuration on R1: 
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Configuration on R2 
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1PPS Configuration 
Topology: 

 

 
 

Output 1pps signal on the R2, see the green line, connect the 1pps signal to the Testing equipment(Calnex 

ParagonX),compare the 1pps signal with the stardarnd 1pps signal. 

Configuration at R2 
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Testing Result on the Calnex: 
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BITS Port Configuration 
Configuring the BITS port : 

 

Verifying the BITS port selection 
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SYNCE ESMC  
 

Toplogy 

 

 
 
 

R1,R2,R3 are the ME3600X-24CX 

R4 is the ME3800X. 

 
 

Configuration at R1 
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Configuration at R2 
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Configuration at R3 
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Configuration at R4 
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