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Note

Audience

About this Book

This preface describes the audience, organization, and conventions of IP Transfer Point. It also lists
documentation revision history, sources for obtaining related documentation, technical assistance, and
additional publications and information from Cisco Systems.

This publication does not contain the instructions to install router. For information on installing the
router, see the installation guide that came with your router.

This preface contains the following sections:
» Audience, page 3
« Documentation Organization, page 4
« Documentation Conventions, page 6
« Obtaining Documentation, page 7
» Documentation Feedback, page 8
» Cisco Product Security Overview, page 8
- Obtaining Technical Assistance, page 9
« Obtaining Additional Publications and Information, page 11

This publication isintended for users who are responsible for configuring and maintaining the Cisco |P
Transfer Point software. It isintended for users who are responsible for migrating Signaling System 7
(SS7) to the mobile wireless SS7-over-1P (SS7olP) environment but who may not be familiar with the
configuration and maintenance tasks, the rel ationship among tasks, or the Cisco | OS software commands
necessary to perform particular tasks. This publication is also intended for those users experienced with
the Cisco I TP software who need to know about new features, new configuration options, and new
software characteristics in the current software release.
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Documentation Organization

This publication is organized as follows:

Chapter

Description

About This Book

This preface describes the audience, organization, and
conventions of IP Transfer Point It also lists documentation
revision history, sourcesfor obtaining related documentation,
technical assistance, and additional publications and
information from Cisco Systems.

Using Cisco |OS Software

This chapter provides helpful tips for understanding and
configuring the Cisco 10S software using the command-line
interface (CLI). The chapter discusses command modes,
show commands, and using the CLI to get command syntax
help.

Overview of ITP

Provides an overview of the ITP, SS7, and SS7olP

Planning to Configure ITP

Describes the prerequisites to installing the Cisco ITR,
including supported hardware and software. The chapter
includes references to related documentation.

Performing I TP Software Upgrade

Describes the I TP software upgrade procedure

Configuring ITP Basic Functionality

Describes the tasks and commands to configure basic Cisco
ITP functionality.

Multiple Instances and Instance Translation

Describes the tasks and commands to configure the Multiple
Instances feature to connect the I TP to different networks
with specific variant and network indicators. Describes the
tasksand commandsto configure Instance Translation, which
enables the conversion and transfer of M SUs between
different instances.

ITP Group

Describes the tasks and commands to configure two ITPs to
appear as a single network entity. The two | TPs share the
same local point codes and support SS7 linksets that span
both ITPs. This feature provides inter-device redundancy,
high availability, and reduced point code usage.

Global Title Translation

Describes the tasks and commands to configure Global Title
Translation (GTT), the process by which the SCCP translates
aglobal titleinto the point code and subsystem number of the
destination SSP where the higher-layer protocol processing
occurs.

M3UA and SUA Over IP Signaling Gateways

Describesthe tasks and commandsto configurethe Cisco ITP
Signaling Gateway (I TP SG) feature which provides
open-standards-based SS7 over | P solutions through the
implementation of SIGTRAN MTP3-User Adaptation
(M3UA) and SCCP User Adaptation (SUA) protocols.

Gateway Screening

Describes the tasks and commands to configure the ITP
Gateway Screening feature (GWS) which prevents
unauthorized use of the ITP and controls the flow of
messages into or through the ITP.

] IP Transfer Point
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Chapter

Description

Multi-Layer SMS Routing and Screening

Describes the tasks and commands to configure the ITP
Multi-Layer Routing (MLR) feature which implements the
routing of SMS messages based on information found in the
Transaction Capability Application Part (TCAP), Maobile
Application Part (MAP), and SMS layers.

ITP Distributed Short Message Routing

Describes the tasks and commands to configure the ITP to
route global system for mobile (GSM) Short Message Service
(SMS) messages.With the assistance of a full-featured Short
Message Service Center (SMSC), DSMR can provide a cost
effective way to implement alarge capacity short message
routing system suitable. DSMR can also significantly reduce
the SM S traffic load on the legacy SMSC complex

ANSI-41 SMS Notification

Describes the tasks and commands to perform a broadcast of
incoming ANSI-41 SMS Notifications to a bank of short
message Messaging Centers (MC) and to provide a reply to
the HLR after receiving the first positive acknowledgement
message from any of the MCs in the distribution.

MAP Proxy: GSM Authentication Service; MM SC Gateway
Service

Describes the tasks and commands to enable the ITP to
deliver Mobile Application Part (MAP) functionality.

MTP3 Offload

Describes the tasks and commands to enable message
forwarding and Global Title Translation (GTT) to be
performed on the VIPs.

Non-Stop Operation

Describesthe tasks and commands to configure the Non-Stop
Operation feature which enables the I TP to continue
operation in the event of a Supervisor 720 failure.

ITP QoS

Describes the tasks and commands to configure the ITP QoS
feature which provides the framework that allows end-to-end
Quality of Service (QoS) for SS7 packet flow through SS7
over |P (SS70lP) networks.

SCCP Load Sharing

Describesthe configuration optionsfor SCCPload sharing as
well as address guidelines for when to use the different
methods provided.

Summary Routing and ANSI Cluster Routing

Describesthetasks and commands to configure the Summary
Routing feature. This feature allows routing of MSUs to
groups of DPCs by specifying one or more routes to a
summary destination in the route table rather than individual
route table entries for each destination.

Verifying, Monitoring, and Tuning the ITP

Describes how to verify proper configuration of the RPR+
feature and the ITP, monitor status and traffic, and tune the
ITP.

ITP Command Set: A - D

Command Reference describes command syntax, usage
guidelines, etc., for each command.

ITP Command Set: E - R

Command Reference describes command syntax, usage
guidelines, etc., for each command.

ITP Command Set: S-Z

Command Reference describes command syntax, usage
guidelines, etc., for each command.
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Chapter

Description

ITP Debug Commands

Debug command reference.

ITP System Messages

Describes system messages and provides recommended
actions.

Documentation Conventions

This publication uses the following conventions:

Convention Description

A or Ctrl The ™ and Ctrl symbols represent the Control key. For example, the key combination D or Ctrl-D
means hold down the Control key while you press the D key. Keys are indicated in capital |etters but
are not case sensitive.

string A string is a nonquoted set of characters shown in italics. For example, when setting an SNMP
community string to public, do not use quotation marks around the string or the string will include the
guotation marks.

Command syntax descriptions use the following conventions:

Convention Description

bold Bold text indicates commands and keywords that you enter literally as shown.

italics Italic text indicates arguments for which you supply values.

[x] Square brackets enclose an optional element (keyword or argument).

| A vertical line indicates a choice within an optional or required set of keywords or arguments.

[X]vy] Square brackets enclosing keywords or arguments separated by a vertical line indicate an optional
choice.

{x]vy} Braces enclosing keywords or arguments separated by a vertical line indicate a required choice.
Nested sets of square brackets or braces indicate optional or required choices within optional or required
elements. For example:

Convention Description

[x{y|z}] Bracesand avertical linewithin square bracketsindicate arequired choice within an optional element.
Examples use the following conventions:

Convention Description

screen

Examples of information displayed on the screen are set in Courier font.

bold screen

Examples of text that you must enter are set in Courier bold font.

] IP Transfer Point
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Convention Description
< > Angle brackets enclose text that is not printed to the screen, such as passwords, and are used in
contexts in which the italic document convention is not available, such as ASCII text.
! An exclamation point at the beginning of alineindicatesacomment line. (Exclamation pointsare also
displayed by the Cisco 10S software for certain processes.)
[ ] Square brackets enclose default responses to system prompts.
The following conventions are used to attract the attention of the reader:
Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.
~
Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in

the manual.

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:
http://www.cisco.com/public/countries_|languages.shtml

Product Documentation DVD

The Product Documentation DVD is a comprehensive library of technical product documentation on a
portable medium. The DV D enables you to access multiple versions of installation, configuration, and
command guides for Cisco hardware and software products. With the DV D, you have access to the same
HTML documentation that is found on the Cisco website without being connected to the Internet.
Certain products also have PDF versions of the documentation available.

The Product Documentation DV D isavailable asasingle unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDV D= or DOC-DOCDVD=SUB) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

IP Transfer Point ]
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Ordering Documentation

Registered Cisco.com users may order Cisco documentation at the Product Documentation Store in the
Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can submit comments about Cisco documentation by using the response card (if present) behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability policy.html
From this site, you will find information about how to:

» Report security vulnerabilities in Cisco products.

- Obtain assistance with security incidents that involve Cisco products.

- Register to receive security information from Cisco.

A current list of security advisories, security notices, and security responses for Cisco productsis
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products psirt_rss_feed.html

IP Transfer Point
[ 8 | |


http://www.cisco.com/go/marketplace/
http://www.cisco.com/go/marketplace/
mailto:tech-doc-store-mkpl@external.cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/go/psirt
http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

| About this Book

Reporting Security Problems in Cisco Products Il

Reporting Security Problems in Cisco Products

Ciscoiscommitted to delivering secure products. Wetest our productsinternally before werelease them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

» For Emergencies only— security-al ert@cisco.com

An emergency is either a condition in which asystem isunder active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
non-emergencies.

» For Non-emergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone;
- 1877 228-7302
» 1408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use arevoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT isthe one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability _policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT at the aforementioned e-mail addresses or phone numbers
before sending any sensitive material to find other means of encrypting the data.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Technical Support & Documentation Website

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

IP Transfer Point
| "


http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
mailto:security-alert@cisco.com
mailto:psirt@cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/techsupport

About this Book |

M Submitting a Service Request

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have avalid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note  Usethe Cisco Product Identification (CPI) tool to locate your product serial number before submitting
aweb or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resour ces link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. L ocate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and $4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool islocated at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete list of Cisco TAC contacts, go to this URL.:
http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is down, or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

IP Transfer Point
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Severity 3 (S3)—Operational performance of the network isimpaired, while most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereislittle or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutionsis available from various online
and printed sources.

The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice ayear and includes
the latest Cisco offerings. To order and find out more about the Cisco Product Quick Reference
Guide, goto this URL:

http://www.cisco.com/go/guide

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL :

http://www.cisco.com/go/marketplace/

Cisco Press publishes awide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technol ogies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoig/sampl e/

Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj
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» Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL :

http://www.cisco.com/en/US/products/index.html

» Networking Professionals Connection isan interactive website for networking professionalsto share
guestions, suggestions, and information about networking products and technol ogies with Cisco
experts and other networking professionals. Join a discussion at this URL :

http://www.cisco.com/discuss/networking

» World-class networking training is available from Cisco. You can view current offerings at
thisURL:

http://www.cisco.com/en/US/learning/index.html

] IP Transfer Point
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Using Cisco 10S Software

This chapter provides helpful tips for understanding and configuring the Cisco 10S software on the ITP
using the command-line interface (CL1). It contains the following sections:

« Understanding Command Modes, page 25

- Getting Help, page 26

» Using the no and default Forms of Commands, page 29

» Filtering Output from the show and more Commands, page 30
» Finding Additional Feature Support Information, page 30

Understanding Command Modes

You use the CLI to configure the Cisco |OS software that runs on the ITP. Because the CLI is divided
into many different modes, the commands available to you at any given time depend on the mode that
you are currently in. Entering a question mark (?) at the CLI prompt allows you to obtain alist of
commands available for each command mode.

When you log in to the CLI, you are in user EXEC mode. User EXEC mode contains only alimited
subset of commands. To have access to all commands, you must enter privileged EXEC mode, normally
by using a password. From privileged EXEC mode you can issue any EXEC command—user or
privileged mode—or you can enter global configuration mode. Most EXEC commands are one-time
commands. For example, show commands show important status information, and clear commands
clear counters or interfaces. The EXEC commands are not saved when the software reboots.

Configuration modes allow you to make changes to the running configuration. If you later save the
running configuration to the startup configuration, these changed commands are stored when the
softwareisrebooted. To enter specific configuration modes, you must start at global configuration mode.
From global configuration mode, you can enter interface configuration mode and a variety of other
modes, such as protocol-specific modes.

ROM monitor modeis aseparate mode used when the Cisco | OS software cannot |oad properly. If avalid
software image is not found when the software boots or if the configuration file is corrupted at startup,
the software might enter ROM monitor mode.
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Table 1 describes how to access and exit the most common command modes of the Cisco 10S software.
It al so shows exampl es of the prompts displayed for each mode. Asyou configure the Cisco 10S software
for your I TP, you will access many other command modes, depending on the I TP features that you are

configuring.
Table 1 Accessing and Exiting Command Modes
Command Access Method Prompt Exit Method
Mode
User EXEC Login. Router> Use the logout command.
Privileged From user EXEC mode, |Router# To return to user EXEC mode, use the disable
EXEC use the enable command. command.
Global From privileged EXEC  |Router (config)# To return to privileged EXEC mode from global

configuration

mode, use the configure
terminal command.

configuration mode, use the exit or end command.

Interface
configuration

From global
configuration mode,
specify aninterfaceusing
an inter face command.

Router (config-if)#

Toreturnto global configuration mode, use the exit
command.

To return to privileged EXEC mode, use the end
command.

ROM monitor

From privileged EXEC
mode, use the reload
command. Press the
Break key during the
first 60 secondswhilethe
system is booting.

To exit ROM monitor mode, use the continue
command.

Getting Help

Entering a question mark (?) at the CLI prompt displays alist of commands available for each command
mode. You can also get alist of keywords and arguments associated with any command by using the
context-sensitive help feature.

To get help specific to acommand mode, a command, a keyword, or an argument, use one of the

following commands:

Command

Purpose

help

Provides a brief description of the help system in any command mode.

abbreviated-command-entry?

Provides alist of commands that begin with a particular character string. (No space
between command and question mark.)

abbreviated-command-entry<Tab>

Completes a partial command name.

?

Lists all commands available for a particular command mode.

command ?

Lists the keywords or arguments that you must enter next on the command line.
(Space between command and question mark.)
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Example: How to Find Command Options

Example: How to Find Command Options

This section provides an example of how to display syntax for acommand. The syntax can consist of
optional or required keywords and arguments. To display keywords and arguments for acommand, enter
aquestion mark (?) at the configuration prompt or after entering part of acommand followed by a space.
The Cisco |OS software displays alist and brief description of available keywords and arguments. For
example, if you werein global configuration mode and wanted to see all the keywords or arguments for
the arap command, you would type arap ?.

The <cr> symbol in command help output stands for “ carriage return.” On older keyboards, the carriage
return key is the Return key. On most modern keyboards, the carriage return key is the Enter key. The
<cr> symbol at the end of command help output indicates that you have the option to press Enter to
complete the command and that the arguments and keywords in the list preceding the <cr> symbol are
optional. The <cr> symbol by itself indicates that no more arguments or keywords are available and that
you must press Enter to complete the command.

Table 2 shows examples of how you can use the question mark (?) to assist you in entering commands.
The table steps you through configuring an I P address on a serial interface.

Table 2 How to Find Command Options

Command Comment

Router> enable Enter the enable command and

Password: <password> password to access privileged EXEC

R . Lo

outerf commands. You are in privileged

EXEC mode when the prompt changes
10 Routert.

Router# configure terminal Enter the configure terminal

Enter configuration commands, one per line. End with CNTL/Z. privileged EXEC command to enter

Router (config) #

global configuration mode. You arein
global configuration mode when the
prompt changes to router (config) #.

Router (config)# interface serial ? Enter interface configuration mode by

<0-6> Serial

Router (config)# interface serial 4 ?

interface number specifying the serial interface that you
want to configure using the interface

/ serial global configuration command
Router (config)# interface serial 4/ ? g g .
<0-3> Serial interface number

Router (config)# interface serial 4/0 ?

<CIr>

Enter ? to display what you must enter
next on the command line. In this

Router (config)# interface serial 4/0 example, you must enter the serial

Router (config-if) #

interface slot number and port number,
separated by aforward slash.

When the <cr> symbol is displayed,
you can press Enter to complete the
command.

You areininterface configuration mode
when the prompt changes to
Router (config-if)#.
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Table 2

How to Find Command Options (continued)

Command

Comment

Router (config-if)# ?

Interface configuration commands:

ip

keepalive
lan-name

11c2
load-interval

locaddr-priority
logging

loopback
mac-address

mls

mpoa

mtu

netbios

no

nrzi-encoding
ntp

Router (config-if)#

Interface Internet Protocol config commands
Enable keepalive

LAN Name command

LLC2 Interface Subcommands

Specify interval for load calculation for an
interface

Assign a priority group

Configure logging for interface

Configure internal loopback on an interface
Manually set interface MAC address

mls router sub/interface commands

MPOA interface configuration commands

Set the interface Maximum Transmission Unit (MTU)
Use a defined NETBIOS access list or enable
name-caching

Negate a command or set its defaults

Enable use of NRZI encoding

Configure NTP

Enter ? to display alist of all the
interface configuration commands
available for the serial interface. This
example shows only some of the
available interface configuration
commands.

Router (config-if)# ip

?

Interface IP configuration subcommands:

access-group
accounting

address
authentication
bandwidth-percent
broadcast-address
cgmp
directed-broadcast
dvmrp
hello-interval
helper-address
hold-time

Router (config-if)# ip

Specify access control for packets

Enable IP accounting on this interface
Set the IP address of an interface
authentication subcommands

Set EIGRP bandwidth limit

Set the broadcast address of an interface
Enable/disable CGMP

Enable forwarding of directed broadcasts
DVMRP interface commands

Configures IP-EIGRP hello interval
Specify a destination address for UDP broadcasts
Configures IP-EIGRP hold time

Enter the command that you want to
configure for the interface. This
example uses the ip command.

Enter ? to display what you must enter
next on the command line. This
example shows only some of the
available interface IP configuration
commands.
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Table 2 How

to Find Command Options (continued)

Using the no and default Forms of Commands

Command

Comment

Router (config-if)#
A.B.C.D
negotiated

Router (config-if)#

ip address ?

IP address

IP Address negotiated over PPP
ip address

Enter the command that you want to
configure for the interface. This

example uses the ip address command.

Enter ? to display what you must enter
next on the command line. In this
example, you must enter an | P address
or the negotiated keyword.

A carriage return (<cr>) is not
displayed; therefore, you must enter
additional keywords or arguments to
complete the command.

Router (config-if)#
A.B.C.D
Router (config-if)#

ip address 172.16.0.1 ?
IP subnet mask
ip address 172.16.0.1

Enter the keyword or argument that you
want to use. This example uses the
172.16.0.1 IP address.

Enter ? to display what you must enter
next on the command line. In this
example, you must enter an | P subnet
mask.

A <cr>isnot displayed; therefore, you
must enter additional keywords or
arguments to complete the command.

Router (config-if) #
secondary
<cr>

Router (config-if) #

ip address 172.16.0.1 255.255.255.0 ?
Make this IP address a secondary address

ip address 172.16.0.1 255.255.255.0

Enter the I P subnet mask. Thisexample

uses the 255.255.255.0 | P subnet mask.

Enter ? to display what you must enter
next on the command line. In this
example, you can enter the secondary
keyword, or you can press Enter.

A <cr> isdisplayed; you can press
Enter to complete the command, or
you can enter another keyword.

Router (config-if) #
Router (config-if) #

ip address 172.16.0.1 255.255.255.0

In this example, Enter is pressed to
complete the command.

Using the no and default Forms of Commands

Almost every configuration command has a no form. In general, use the no form to disable a function.
Use the command without the no keyword to reenable a disabled function or to enable afunction that is
disabled by default. For example, IP routing is enabled by default. To disable IP routing, use the noip
routing command; to reenable | P routing, use the ip routing command. The Cisco |OS software

command reference publications provide the complete syntax for the configuration commands and

describe what the no form of a command does.

Configuration commands can also have a default form, which returns the command settings to the
default values. Most commands are disabled by default, so in such cases using the default form has the
same result as using the no form of the command. However, some commands are enabled by default and
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have variables set to certain default values. In these cases, the default form of the command enables the
command and sets the variables to their default values. The Cisco |10S software command reference
publications describe the effect of the default form of acommand if the command functions differently
than the no form.

Filtering Output from the show and more Commands

You can search and filter the output of show and more commands. This functionality is useful if you
need to sort through large amounts of output or if you want to exclude output that you need not see.

To use thisfunctionality, enter a show or mor e command followed by the “ pipe” character (|); one of the
keywords begin, include, or exclude; and aregular expression on which you want to search or filter (the
expression is case-sensitive):

command | { begin | include | exclude} regular-expression

The output matches certain lines of information in the configuration file. The following example
illustrates how to use output modifiers with the show inter face command when you want the output to
include only lines in which the expression “protocol” appears:

Router# show interface | include protocol

FastEthernet0/0 is up, line protocol is up

Serial4/0 is up, line protocol is up

Serial4/1 is up, line protocol is up

Serial4/2 is administratively down, line protocol is down
Serial4/3 is administratively down, line protocol is down

Finding Additional Feature Support Information

If you want to use a specific Cisco |OS software feature, you will need to determinein which Cisco 10S
software images that feature is supported. Feature support in Cisco |OS software images is dependant
on three main factors: the software version (called the “Release”), the hardware model (the “Platform”
or “Series’), and the “Feature Set” (collection of specific features designed for a certain network
environment). Although the Cisco 10S software documentation set documents feature support
information for Release 12.4 as awhole, it does not generally provide specific hardware and feature set
information.

To determine the correct combination of Release (software version), Platform (hardware version), and
Feature Set needed to run a particular feature (or any combination of features), use Feature Navigator.

Feature Navigator is a web-based tool available on Cisco.com at http://www.cisco.com/go/fn. Feature
Navigator is available only for registered users of Cisco.com. If you do not have an account or have
forgotten your username or password, click Cancel at the login dialog box and follow the instructions
that appear.

Software features may also have additional limitations or restrictions. For example, a minimum amount
of system memory may be required. Or there may be known issues for features on certain platforms that
have not yet been resolved (called “ Caveats”). For the latest information about these limitations, see the
release notes for the appropriate Cisco | OS software rel ease. Release notes provide detailed installation
instructions, new feature descriptions, system requirements, limitations and restrictions, caveats, and
troubleshooting information for a particular software release.
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Overview of ITP

Cisco |P Transfer Point (ITP) is a hardware and software SS7-over-1P (SS70lP) solution. ITP provides
ahighly reliable, cost eff ective medium for migrating Signaling System 7 (SS7), the telecommunications
network signaling technology, to the mobile wireless | P environment.

By leveraging its leadership in high-end switches and routers, Cisco has created a carrier class router
with atransparent SS7ol P convergence solution. Cisco | TPis managed identically to other Cisco routers
and leverages the Cisco skill sets already existing within the service provider, including provisioning,
management, and tools training.

This chapter introduces the Signal System 7 (SS7) protocol and Cisco I TP technology. This chapter
includes the following sections:

» SS70lP Technology Overview, page 31
» Benefits, page 34

SS70lP Technology Overview

Introduction to SS7olP

The|ETF Signaling Transport (Sigtran) Working Group isamulti-vendor organization that is devel oping
and standardizing protocols to transport SS7 over IP. The primary purpose of this working group isto
address the transport of packet-based mobile/PSTN signaling over |P networks, while also accounting
for functional and performance requirements of mobile/PSTN signaling. For internetworking with a
mobile/PSTN network, | P networks need to transport signaling such as Q.931 or SS7 ISDN User Part
(ISUP) messages. To view the IETF Sigtran standards, refer to the following URL :
http://www.ietf.org/html.charters/sigtran-charter.html.

Stream Control Transmission Protocol (RFC2960)

The Stream Control Transmission Protocol (SCTP) is areliable transport protocol that operates on top
of an unreliable connectionless packet service such as IP. It offers acknowledged error-free,
non-duplicated transfer of MSUs. SCTP uses checksums and sequence numbers to detect data
corruption, loss, or duplication, and corrects loss or corruption of data with a selective retransmission
mechanism. SCTP provides the function and measurements in an architecturally identical manner to
MTP2. To view the SCTP standards, refer to the following URL: http://www.ietf.org/rfc/rfc2960.txt.
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Sigtran M2PA - SS7 MTP2-User Peer-to-Peer Adaptation Layer

M2PA is designed for peer-to-peer signaling gateway (SG) communications. The analogy in legacy
networks is STP-to-STP communication. Figure 1provides a protocol architecture diagram.

Figure 1 M2PA Protocol Architecture
SS7 SCCP SCCP SS7
Sl G G R
MTP3 MTP3 MTP3 MTP3
Link ‘ Peer i Link
protocol M2PA € -------ommeoe e » M2PA protocol
MTP2 <------ > MTP2 Transport MTP2 <------ > MTP2
SCTP ‘ """""""""" )l SCTP
MTP1 MTP1 IP P MTP1 MTP1 §

M2PA offersaprotocol high availability similar to an STP. The MTP3 implementation layer in an M2PA
SG is unaware of whether alink istime-division multiplexing (TDM) or IP and run equally well over
either. This preserves congestion, Layer 2 failure detection, changeover, change-back, load balancing via
SLS, screening, and other MTP3 features.

Sigtran M3UA - SS7 MTP3-User Adaptation Layer

Message Transfer Part, Level 3, User Adaptation Layer protocol (M3UA) describes a transport
mechanism for delivering SS7 Message Transfer Part, Level 3 (MTP3) User Part messages as well as
certain MTP network management events over Stream Control Transmission Protocol (SCTP) transport
to 1P-based application processors or databases. The M3UA SG terminates the SS7 MTP2 and MTP3
protocol layers and delivers ISDN User Part (ISUP), Signaling Connection Control Part (SCCP) and/or
any other MTP3-User protocol messages. The Application Server Process (A SP) isthe | P-based instance
of an application process or database such as Call Agents, Home Location Registers (HLRs), etc.

Figure 2 depicts the relationship between the legacy SS7 Service Control Point, the M3UA SG, the
IP-based Application Server Process (ASP), and the protocol stacks.
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Figure 2
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and SCCP
messages

--------- > scp

74119

In Figure 2, the legacy SS7 SCP on the far right uses MTP1, MTP2, and MTP3 for transporting SCCP
and 1SUP messages into the network. The SG terminates the SS7 links, translates the M TP3 messages
into M3UA messages, and transports them to the ASP over SCTP/IP. M3UA at the ASP delivers SCCP

and |SUP messages.

Sigtran SUA - SS7 SCCP-User Adaptation Layer

SUA describes a transport mechanism for delivering SS7 SCCP-User Part messages and certain SCCP
network management events over SCTP transport to |P-based application processors or databases. The
SUA SG terminates the SS7 MTP2, MTP3, and SCCP protocol layers and delivers TCAP, RANAP
and/or any other SCCP-User protocol messages. The Application Server Process (ASP) is the | P-based
instance of an application process or database (e.g. HLRs, SMSCs, etc.).

Figure 3 depicts the relationship between the legacy SS7 Service Control Point, the SUA SG, the
IP-based Application Server Process (ASP), and the protocol stacks.
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W Benefits
Figure 3 SUA Signaling Gateway Protocol Stacks
Signaling gateway
MAP |1S-41 | MAP |1S-41
SCCP
TCAP VFV GTT TCAP
SUA SUA SCCP
SCTP MTP3 MTP3
P MTP2
SCTP MTP2 MTP1
IP MTP1
SCCP
messages
[ cc7cr | 8
ASP SS7SG  [€-roreeeed > ScpP 3
In Figure 3, the legacy SS7 SCP on the far right uses MTP1, MTP2, and MTP3 for transporting SCCP
messages into the network. The SG terminates the SS7 links, translates the SCCP messages into SUA
messages, and transports them to the ASP over SCTP/IP. SUA at the ASP delivers TCAP messages.
Benefits

The Cisco I TP Router provides the following benefits:

Lower incremental investment from using a cost-effective | P network

Reduced number of links
Reduced STP ports
Reduced processor occupancy for STP

Support for the full suite of Cisco routing protocols and QoS technologies

Non-intrusive, end-point devices transparent to the SS7 network

Full set of high-end routing protocols and IP media

Integrated SS7 and |P management using | P-based industry standard tools
High Availability and increased link density for SS7 line cards via an SS7 Port Adapter
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This chapter describes the prerequisites to installing the Cisco I TP product, including supported
hardware and software. The chapter includes references to related documentation.

Supported Platforms

¢

Note

~

Note

- Cisco 7507 Router

- Cisco 7513 Router

» Versatile Interface Processor (VI1P4-80)

» Versatile Interface Processor (VI1P6-80)

» Cisco 7500 Route Switch Processor 16 (RSP8)
« Cisco 7500 Route Switch Processor 16 (RSP16)

ATM HSL is supported on the Cisco 7500 routers. ATM is supported on the Loki 8 port T1/E1 port
adapter with IMA support (PA-A3-8T1IMA and PA-A3-8E1IMA).

On the Cisco 7500, ATM HSL is also supported on the ATM PA-A3 adapters (PA-A3-OC3-MM,
PA-A3-OC3-SMI, PA-A3-OC3-SML.)

We recommend that you do not mix link types (low speed links, high speed links, M2PA/XUA) on the
same VIP.

Supported Standards, MIBs, and RFCs

Standards

« ANSI 1996

» ITU white 1996

» M2PA-User Peer-to-Peer Adaptation Layer [draft-ietf-sigtran-m2pa-02.txt, March 2, 2001]
e SS7 MTP3-User Adaptation Layer (M3UA) Sigtran M3UA RFC number 3332

e SS7 SCCP-User Adaptation Layer (SUA) Sigtran SUA draft version 14
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M Supported Standards, MIBs, and RFCs

MIBs

« CISCO-BITS-CLOCK-MIB.my

MIB provides information on Building Integrated Timing Supply (BITS) clocking sources and
modes of operations. It is used to generate notifications to indicate when clocking sources change
roles or become unavailable.

NOTIFICATIONS

— ciscoBitsClockFreerun

— ciscoBitsClockHoldover

— ciscoBitsClockSource
e CISCO-IETF-SCTP-MIB.my

Cisco Systems implementation of Stream Control Transmission Protocol MIB (RFC 2960). This
MIB is based on the IETF document draft-ietf-sigtran-sctp-mib-04.txt.

e CISCO-IETF-SCTP-EXT-MIB.my

Cisco Systems extensions for the Stream Control Transmission Protocol MIB (RFC 2960). This
MIB is based on the IETF document draft-ietf-sigtran-sctp-mib-04.txt.

NOTIFICATIONS
— cSctpExtDestAddressStateChange
e CISCO-ITP-ACL-MIB.my

MIB for managing access lists that control messages transported over the SS7 network via
Cisco ITP.

« CISCO-ITP-ACT-MIB.my
Deprecated and replaced by CISCO-ITP-GACT-MIB.my
» CISCO-ITP-DSMR-MIB.my
MIB for information about Distributed Short Message Routing for Short Message Service Center.
NOTIFICATIONS
— ciscoltpDsmrTablel oad
« CISCO-ITP-DSMR-SMPP.my

MIB for information about Distributed Short Message Routing for Short Message Service Center
message delivered using SMPP.

NOTIFICATIONS
— ciscoltpDsmrSmppSessionState
» CISCO-ITP-DSMR-UCP-MIB.my

MIB for information about Distributed Short Message Routing for Short Message Service Center
message delivered using UCP.

NOTIFICATIONS
— ciscoltpDsmrUcpSessionState
e CISCO-ITP-GACT-MIB.my

MIB for providing information specified in ITU Q752 Monitoring and Measurements for the SS7
network. This management information base replaces CISCO-ITP-ACT-MIB.my and provides
support for multiple instances of signaling points on the same device.

IP Transfer Point
[ 36 | |




| Planning to Configure ITP

Supported Standards, MIBs, and RFCs Il

CISCO-ITP-GRT-MIB.my

MIB for managing the route table used to control messages transported over the SS7 network via
Cisco I TP. This management information base replaces CISCO-ITP-RT-MIB.my and provides
support for multiple instances of signaling points on the same device.

NOTIFICATIONS

— ciscoGrtDestStateChange
— ciscoGrtMgmtStateChange
— ciscoGrtRouteTablel oad

CISCO-ITP-GSCCP-MIB.my

MIB for Signalling Connection Control Part (SCCP) messages transported over the SS7 network via
Cisco I TP. This management information base replaces CISCO-ITP-SCCP-MIB.my and provides
support for multiple instances of signaling points on the same device.

NOTIFICATIONS

— ciscoGsccpGttErrors

— ciscoGsccpGttLoadTable

— ciscoGscepGttMapStateChange
CISCO-ITP-GSP-MIB.my

MIB for managing signalling points and associated messages transported over SS7 via Cisco ITP.
This management information base replaces CISCO-ITP-SP-MIB.my and provides support for
multiple instances of signaling points on the same device.

NOTIFICATIONS

— ciscoGspCongestionChange
— ciscoGsplsolation

— ciscoGspLinkRcvdUtilChange
— ciscoGspLinkSentUtilChange
— ciscoGspLinksetStateChange
— ciscoGspLinkStateChange
CISCO-ITP-GSP2-MIB.my

MIB for providing Quality of Service (QOS) information for the ITP environment. Also, provides
event history for SS7 events. This management information base replaces CISCO-1TP-SP-MIB.my
and provides support for multiple instances of signaling points on the same device.

CISCO-ITP-MLR-MIB.my

The MIB for providing information about Multi-layer Routing (MLR). This MIB will provide
information used to control and measure SS7 messages signalling unitsin a SS7 Network. Message
Signalling Units are routed based on information found in the SCCP, TCAP, MAP, and MAP-user
layers.

NOTIFICATIONS
— ciscoMIrTableLoad
CISCO-ITP-MONITOR-MIB.my

The MIB for providing information related to monitoring SS7 links. This information can be used
to manage the state of software used to collect all packets transported and received over a SS7 link.
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NOTIFICATIONS:
— ciscoltpMonitorCongestion
— ciscoltpMonitorState
« CISCO-ITP-RT-MIB.my
Deprecated and replaced by CISCO-ITP-GRT-MIB.my
« CISCO-ITP-SCCP-MIB.my
Deprecated and replaced by CISCO-ITP-GSCCP-MIB.my
» CISCO-ITP-SP-MIB.my
Deprecated and replaced by CISCO-1TP-GSP-MIB.my
« CISCO-ITP-SP2-MIB.my
Deprecated and replaced by CISCO-ITP-GSP2-MIB.my
e CISCO-ITP-TC-MIB.my

MIB defining textual conventions used to manage devices related to the SS7 network. The relevant
ITU documents describing thistechnology arethe I TU Q series, including ITU Q.700: Introduction
to CCITT Signalling System No. 7 and ITU Q.701: Functional Description of the Message Transfer
Part (MTP) of Signalling System 7.

e CISCO-ITP-XUA-MIB.my
MIB for managing ASPs, ASs, Mated Pair Signaling Gateways for M3UA and SUA.
NOTIFICATIONS
— ciscoltpXuaAspCongChange
— ciscoltpXuaAspStateChange
— ciscoltpXuaAsStateChange
— ciscoltpXuaSgmCongChange
— ciscoltpXuaSgmsStateChange
« CISCO-RF-MIB.my
ThisMIB provides configuration control and status for the Redundancy Framework (RF) subsystem.
NOTIFICATIONS
— ciscoRFProgressionNotif
— ciscoRFSwactNotif

To obtain lists of supported MIBs by platform and Cisco 10S release, and to download M1B modules,
go to the Cisco MIB web site on Cisco.com at
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml.

RFCs
« BSD Syslog Protocol (RFC 3164)

« Remote Authentication Dial-In User Service (RADIUS) (RFC 2865)
» Stream Control Transmission Protocol (RFC 2960)User Datagram Protocol, STD 6 (RFC 768)
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Performing I0S ITP Software Upgrade

Note

Configuration Mode Restrictions: Simultaneous changes to the configuration from multiple CLI

sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

This chapter includes the following software upgrade procedures:

» Performing ITP 1OS Software Upgrade, page 39

» Performing ITP Group Software Upgrade, page 41

Performing ITP 10S Software Upgrade

To upgrade the ITP 10S software, perform following steps, beginning in Privileged user mode:

Step 1

Command

Purpose

Router# copy tftp slot slot-number:

Address or name of remote host []? ip-address

Name of file to copy []? imagename <Returns>
writing

Destination file name? [imagenamel] <Returns>
Accessing file 'imagename' on ip-address.. found !

Loading imagename from ip-address (via
Ethernet1/0/0): !

Uses TFTP to copy the new Cisco 10S image onto
the Flash memory card of the active RSP.

« dlotslot-number—Specifies the Flash memory
card of the active RSP.

The router prompts you for the | P address of the
TFTP server.

e ip-address—Specifies the | P address of the
TFTP server that contains the new image.

The router prompts you for the name of the image
file you are copying to the Flash memory card.

« imagename—Indicatesthe name of theimageto
be loaded onto the Flash memory card.

The router prompts you to enter the name under
which you want the file to appear at the destination.

« imagenamel—Indicates the name of the image
as it appears at the destination.
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Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Router# copy tftp slaveslotslot-number:

Address or name of remote host []? ip-address

Name of file to copy
writing

[1? imagename<Returns>

Destination file name?
Accessing file

[imagenamel] <Returns>
'imagename' on ip-address.. found !
Loading imagename from ip-address (via Ethernetl/0):
|

(7500 Platforms Only) Uses TFTP to copy the new
Cisco 10S image onto the Flash memory card of the
standby RSP.

» slaveslotslot-number—Specifies the Flash
memory card of the standby RSP.

The router prompts you for the IP address of the
TFTP server.

» ip-address—Specifies the |P address of the
TFTP server that contains the new image.

The router prompts you for the name of the image
file you are copying to the Flash memory card.

- imagename—Indicates the name of theimageto
be loaded onto the Flash memory card.

The router prompts you to enter the name under
which you want the file to appear at the destination.

» imagenamel—Indicates the name of the image
as it appears at the destination.

Router# configure terminal

Enters global configuration mode.

Router (config)# no boot system disk:image

Removes the existing boot statements from the
running-config file.

Router (config)# boot system disk:image

Specifies the new image to be loaded at startup.

Router (config)# hw-module slotslot-number image
file-spec

The following example shows a Cisco 7513 router with
the active RSP loaded in slot 6 and the standby RSP
loaded in slot 7. The rsp-itpv-mz.122-25.SW4 Cisco
IOS image is specified to run on both the active and
the standby RSP.

Router (config)# hw-module slot 6 image
diskO:rsp-itpv-mz.122-25.SW4

Router (config)# hw-module slot 7 image
diskO:rsp-itpv-mz.122-25.SW4

(7500 Platfor ms Only) Specifiesthe location of the
RSP on which to load the image.

Router (config)# copy running-config startup-config

Saves the running configuration as the startup
configuration.

Issue the shutdown command for all linksets. This
redirects all traffic through alternate routes. The
updated running-config that includes the shutdown
commands for the linksets does not have to be saved.

Router# reload

Reloads the 10S image.
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Performing ITP Group Software Upgrade

Performing ITP Group Software Upgrade

This procedure describes the stepsto upgrade the ITP 10S software if you have implemented | TP Group.

1.

Determine the ITP Group state of the two ITPs in the group being upgraded. This can be
accomplished by issuing the show cs7 group state command. The I TP with a group state of
Manager will be referred to as the Manager throughout this procedure. The ITP with a group state
of Alternate will be referred to as the Alternate throughout this procedure.

If the ITPs are to be loaded from flash or disk, transfer the new I TP images to the flash/disk on both
the Manager and Alternate.

Steps 3 - 5 are performed on the Manager.

3.

On the Manager issue a shutdown command for all MTP2 links that physically reside on the
Manager. Thiswill redirect all traffic handled by the ITP Group through the Alternate.

On the Manager issue a shutdown command for all Ethernet interfaces that are configured with IP
addresses used by the group control transport and the redundancy state transport. These | P addresses
appear on the local-ip statements under the cs7 group command and the ipc zone
default/association commands. Both the Manager and Alternate will transition to a group state of
Manager|solated. This can be verified by issuing the show cs7 group state command.

Immediately save the Manager configuration and reload the Manager with the new I TP image.

When the Manager reloads and achieves a group state of Manager | solated, reactivate (with the no
shutdown command) all MTP2 linksthat physically reside on the Manager and verify that the traffic
is being forwarded by the Manager.

Steps 7 - 10 are performed on the Alternate.

7.

10.

On the Alternate, save any configuration changes to the startup-config that are required for the
upgraded image (such as the name and | ocation of the new image to be loaded). Then shutdown all
MTP2 links that physically reside on the Alternate. This will redirect all traffic handled by the ITP
Group through the Manager.

Immediately reload the Alternate with the new | TP image. The updated running-config that contains
the shutdown commands for the MTP2 links does not have to be saved.

Whilethe Alternate isrel oading reactivate (with the no shutdown command) the Ethernet interfaces
on the Manager that were shutdown in Step 4). Ensure that this step is performed before the
Alternateis fully initialized.

The Alternate will resume its role as the Alternate when it initializes and will begin forwarding
traffic on its MTP2 links when it has received its state information from the Manager.
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Configuring ITP Basic Functionality

IP routing is enabled on the I TP by default, and must not be disabled. Disabling I P routing can result in
connection errors.

Configuration Mode Restrictions: Simultaneouschanges to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an ITP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

This chapter describes the specific tasks and commands to configure basic Cisco I TP functionality.

For information about configuring the | OS software, beyond the specific I TP configuration instructions
that are included in this document, refer to the Cisco |OS Release 12.2 documentation at the following
URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/index.htm

For information about configuring interfaces, beyond the specific I TP configuration instructionsthat are
included in this document, refer to the Cisco 10S 12.2 Interface Configuration Guide at the following
URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/finter_c/index.htm

Feature History for Basic Configuration

Release Modification

12.2(25)SW6 » The Secure Shell (SSH) feature is supported on the ITP in the Cisco
7500 (image rsp-itpk91v-mz), Cisco 7301 (image c7301-itpk91-mz),
and Cisco 7200 (image c7200-itpk91-mz) platforms.

- TheJT1 interface, the Japanese variation of the standard framing
formats for T1 controller settings, is supported on the ITP. The JT1
interface is a 1544 kbit/s line type specified by the Japanese standards
organization, TTC.
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12.2(25)SW8 The linestate debounce command was added to suppress rapid linestate
transitions that may occur due to brief interruptions of the framing on an
E1 controller.

12.2(18)IXD Added enhanced load sharing to improve load distribution among available
links.
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Contents

Contents I

This chapter discusses the following topics and describes the associated configuration tasks:

Configuring Redundancy and Stateful Switchover (SSO), page 45
Configuring RPR+ (Cisco 7500 Series Only), page 46

Enabling Secure Shell, page 53

Specifying the SS7 Variant, National Option, and Network Indicator, page 55
Specifying the Point Code, page 56

Specifying the Point Code, page 56

Specifying the Interface and Encapsulation, page 59

Configuring Local Peers, page 68

Configuring Linksets, page 69

Configuring Multiple Linksets to Adjacent Nodes, page 70
Specifying the Cisco I TP Route Table, page 71

Assigning Links to Linksets, page 72

Shutting Down and Restarting Linksets and Links, page 74
Configuration Example of RPR+, page 75

Configuration Example of I TP Basic Functionality, page 77

Configuring Redundancy and Stateful Switchover (SSO)

SUMMARY STEPS

IR T o

enable

configure terminal
redundancy

mode sso

end

show redundancy states
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DETAILED STEPS

Command

Purpose

Step 1 enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged
EXEC mode.

Enter your password if prompted.

Step 2 configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters global configuration mode.

Step3  redundancy

ITP (config)# redundancy

Enters redundancy mode.

Step4  mode sso

Example:
ITP (config-red)# mode sso

Sets the redundancy mode to SSO

Step5 end

Example:
ITP (config-r)# end

Exits configuration mode.

Step 6 show redundancy states

Example:
ITP# end

Displays the operating redundancy state.

Configuring RPR+ (Cisco 7500 Series Only)

The Route Processor Redundancy Plus (RPR+) feature is an enhancement of the RPR feature on Cisco
7500 series routers. RPR+ reduces the amount of unplanned downtime of a Cisco 7500 series router by
enabling afaster switchover time to the standby Route Switch Processor (RSP). RPR+ keeps the Virtual
Interface Processors (VIPs) from being reset and reloaded when a switchover occurs between the active
and standby RSPs. Because VIPs are not reset and microcode is not reloaded on the VIPs, and the time
needed to parse the configuration is eliminated, switchover time is reduced to 10 to 30 seconds.

» RPR+ requires a Cisco 7500 series router loaded with two RSP8s.

- RPR+ operates only in a system with VIPs as the line cards. Systems with legacy Interface

Processors default to RPR.

« In RPR+ mode, configuration changes done through SNM P may not be automatically configured on

the standby RP after a switchover occurs.

» RPR+ does not work on routers configured with MPLS.
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Configuring Redundancy and Stateful Switchover (5S0) W

See the following sections for the configuration tasks required to run RPR+:

» Copying an Image onto an RSP, page 47 (required)

- Configuring RPR+, page 48 (required)

» Setting the Config-Register Boot Variable, page 51 (optional)

Copying an Image onto an RSP

Use TFTP to copy a high availability Cisco 10S image onto the active and standby RSPs.

N
Note  Secure Shell (SSH) feature is supported on the ITP in the Cisco 7500 platform with image
rsp-itpk91v-mz.
SUMMARY STEPS
1. enable
2. copy tftp slotslot-number:
3. copy tftp slaveslotslot-number:
DETAILED STEPS
Command Purpose
Stepl  enable Enables higher privilege levels, such as privileged
EXEC mode.
Example: Enter your password if prompted.
ITP> enable
Step2  copy tftp slotslot-number: Uses TFTP to copy a high availability Cisco |OS

Example:
ITP# copy tftp slotO:

Address or name of remote host

Name of file to copy
writing

[1? imagename<Returns

Destination file name? [imagenamel]
Accessing file 'imagename' on ip-address..
Loading imagename from ip-address (via
Ethernet1/0/0): !

[1? ip-address

<Return>

found !

image onto the Flash memory card of the active
RSP!

» slotslot-number—Specifies the Flash memory
card of the active RSP.

The router prompts you for the IP address of the
TFTP server.

» ip-address—Specifies the IP address of the
TFTP server that contains the new image.

The router prompts you for the name of the image
file you are copying to the Flash memory card.

- imagename—Indicatesthe name of theimageto
be loaded onto the Flash memory card.

The router prompts you to enter the name under
which you want the file to appear at the destination.

» imagenamel—Indicates the name of the image
as it appears at the destination.
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Step3  copy tftp slaveslotslot-number: Uses TFTP to copy a high availability Cisco |IOS
image onto the Flash memory card of the standby
, RSP.
Example:
ITP# copy tftp slaveslotO: » slaveslotslot-number—Specifies the Flash

memory card of the standby RSP.

The router prompts you for the IP address of the
TFTP server.

Address or name of remote host []? ip-address . .
» ip-address—Specifies the |P address of the
TFTP server that contains the new image.
Name of file to copy []? imagename<Returns The router prompts you for the name of the image
writing file you are copying to the Flash memory card.
filename! !l prrrrrrprrrrrrrrrrrrrrrrrn

- imagename—Indicatesthe name of theimageto
be loaded onto the Flash memory card.

The router prompts you to enter the name under
which you want the file to appear at the destination.

Destination file name? [imagenamel] <Returns

Accessing file 'imagename' on ip-address.. found ! ) Imagenamel_l ndicates the name of thelmage

as it appears at the destination.

Loading imagename from ip-address (via Ethernetl/0):
|

1. Beforeyou copy afile to Flash memory, be sure there is ample space available in Flash memory. Compare the size of the file you are copying to the
amount of available Flash memory shown. If the space available is |ess than the space required by the file you will copy, the copy process will not
continue and an error message similar to the following will be displayed;

$Error copying tftp://image@server/tftpboot/filelocation/imagename (Not enough space on device).

Configuring RPR+
~

Note  RPR+ should be configured on the ITP before any global SS7 configuration is done. This will allow
Cisco |0S to save all configuration including route and GTT tables on both RSP cards.

To configure RPR+, enter the commands as shown below.

SUMMARY STEPS

enable

configure terminal

hw-module slotslot-number image file-spec
service single-slot-reload-enable
redundancy

mode rpr-plus

end

©® N o g &~ w NP

hw-module sec-cpu reset
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Configuring Redundancy and Stateful Switchover (5S0) W

DETAILED STEPS
Command Purpose
Stepl enable Enables higher privilege levels, such as privileged
EXEC mode.
Example: Enter your password if prompted.

Step 2

Step 3

Step 4

Step 5

Step 6

ITP> enable

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters global configuration mode.

hw-module slotslot-number image file-spec

Example:
ITP (config)# hw-module slot2 image slotO:rsp-pv-mz

Verifiesthat the specified imageis compatible with
RPR+ and exists on the standby RSP. If a high
availability image is found, the running
configuration is updated.

« slot-number—Specifies the standby RSP slot
where the Flash memory card islocated. Valid
numbers are slot 2 or slot 3 for a Cisco 7507
router or slot 6 or slot 7 for aCisco 7513 router.

» file-spec—Indicates the Flash device and the
name of the image on the standby RSP.

Note  Theimage indicated by the file-spec
attribute must be available on the local
Flash device. Remote protocols such a
Trivial File Transfer Protocol (TFTP) and
remote copy protocol (RCP) are not
available.

service single-slot-reload-enable

Example:
ITP (config)# service single-slot-reload-enable

Enable single line card reloading.

redundancy

Example:
ITP (config)# redundancy

Enters redundancy mode.

mode rpr-plus
Operating mode is RPR, configured mode is rpr-plus.

Example:
ITP (config-r)# mode rpr-plus

Sets the redundancy mode to RPR+ on both the
active and standby RSPs. HSA is the default
redundancy mode.
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Step3  hw-module slotslot-number image file-spec Verifiesthat the specified image is compatible with
RPRF and exists on the standby RSP Ifahign
ability i o f I .
configuration is updated.
« slot-number—Specifies the standby RSP slot
where the Flash memory card islocated. Valid
numbers are slot 2 or slot 3 for a Cisco 7507
router or slot 6 or slot 7 for a Cisco 7513 router.
- file-spec—Indicates the Flash device and the
name of the image on the standby RSP.
Note  Theimage indicated by the file-spec
attribute must be available on the local
Flash device. Remote protocols such a
Example: Trivial File Transfer Protocol (TFTP) and
ITP (config)# hw-module slot2 image slotO:rsp-pv-mz remote copy protocol (RCP) are not
available.
Step4  service single-slot-reload-enable Enable single line card reloading.
Example:
ITP (config)# service single-slot-reload-enable
Step5  redundancy Enters redundancy mode.
Example:
ITP (config)# redundancy
Step6 mode rpr-plus Sets the redundancy mode to RPR+ on both the
Operating mode is RPR, configured mode is rpr-plus. active and standby RSPs. HSA isthe default
redundancy mode.
Example:
ITP (config-r)# mode rpr-plus
If asecond RSP is added, then it is necessary to perform the following steps after RPR+ is enabled.
SUMMARY STEPS

1. enable

] IP Transfer Point



| Configuring ITP Basic Functionality

Configuring Redundancy and Stateful Switchover (SSO)

2. copy running-config startup-config
3. copy slotslot-number:route-table slavesl otslot-number: route-table
4. copy slotslot-number: gtt-table slavesl otslot-number: gtt-table
5. hw-module sec-cpu reset
DETAILED STEPS
Command Purpose
Stepl  enable Enables higher privilege levels, such as privileged
EXEC mode.
Example: Enter your password if prompted.
ITP> enable
Step2 |copy running-config startup-config Popul ate and save the current configuration on both
primary and secondary RSP.
Example:
ITP# copy running-config startup-config
Step 3 copy slotslot-number:file slaveslotslot-number:file Copy the MTP3 routing table (in the exampl e, saved
as slot0:mtp3-routes) to the flash card on the
secondary RSP. This step can be ommitted if no
Example: routing table has been saved. “slot0:” will haveto be
ITP# copy slotO:mtp3-routes slaveslotO:mtp3-routes replaced with “disk0:” if a128 M Byte ATA pcmcia
disk is used.
Step4  |copy slotslot-number:file slaveslotslot-number:file |Copy the GTT table (in the example, saved as
slot0:gtt-table) to the flash card on the secondary
Example: RSP. This step can be ommitted if no GTT is
ITP# copy slotO:gtt-table slaveslotO:gtt-table CO!’]fIgUI'.ed. “slot0:” should be replaced Wl_th
“disk0:”if a 128 MByte ATA pcmciadisk is used.
Step5 |hw-module sec-cpu reset This step is mandatory if one of the two previous
copy commands was entered. It will restart the
, secondary RSP and ensure that in the unlikely event
Example: . .
ITP# h of a switchover, corrrect tables are available.
w-module sec-cpu reset

Setting the Config-Register Boot Variable

Though it is not required, we recommend that you modify the software configuration register boot field
so that the system boots the same image that you specified in the hw-module slotslot-number image
file-spec command in the previous task section.

SUMMARY STEPS

enable
show version

configure terminal

A

boot system flash slotslot-number:[imagename]
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5. config-register 0x2102

6. Ctrl-z*
7. reload
DETAILED STEPS
Command Purpose
Stepl enable Enables higher privilege levels, such as privileged
EXEC mode.
Example: Enter your password if prompted.

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

ITP> enable

show version

Example:
ITP# show version

Obtains the current configuration register setting.

configure terminal

Example:
ITP# configure terminal

Enters configuration mode, selecting the terminal
option.

boot system flash slotslot-number: [imagename]

Example:
ITP (config)# boot system flash slot 2:rsp-pv-mz

Specifies the filename of an image stored in Flash
memory.

- imagename—It is recommended that you set
the boot variable so that the system boots the
same image specified by the hw-module
slotslot-number image file-spec command. See
Step 3 of the “Configuring RPR+" section on

page 48.

» slot-number—Specifies the active RSP slot
where the Flash memory card is located. Valid
numbers are slot 2 or slot 3 for a Cisco 7507
router and slot 6 or slot 7 for a Cisco 7513
router.

config-register value

Example:
ITP# config-register 0x2102

Modifies the existing configuration register setting
to reflect the way in which you want to load a
system image.

value range—O0x0 to OxFFFFFFFF

Cctrl-z!

Example:
ITP# Ctrl-z

Exits configuration mode.

reload

Example:
ITP# reload

Reboots the router to make your changes take
effect.

1. Keyboard combination, not a typed command.
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Enabling Secure Shell

Enabling Secure Shell

The Secure Shell (SSH) feature enabl es secure sessions by establishing an encrypted connection between

an SSH client and an SSH server.

For information about configuring the Secure Shell feature, beyond the basic instructions below, please
refer to the Cisco |OS Release 12.2 Security Configuration Guide at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/index.htm

and to the Cisco |OS Release 12.2 Security Command Reference at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/index.htm

SUMMARY STEPS
1. enable
2. configureterminal
3. username username password password
4. aaa new-model
5. ip domain-name domain-name
6. ip ssh authentication-retries num
7. crypto key generate rsa modulus size
8. ssh -1 userID {ip-address | hostname} (Enter this command from an Xterm window.)
9. show ssh (Enter this command from the ITP.)
Command Purpose
Stepl  enable Enables higher privilege levels, such as privileged
EXEC mode.
Example: Enter your password if prompted.

Step 2

Step 3

Step 4

ITP> enable

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters configuration mode, selecting the terminal
option.

username username password password

Example:
ITP (config)# username admin password jo4fhe

Specifies the username and password.

aaa new-model

Example:
ITP (config)# aaa new-model

Enabl es the authentication, authorization, and
accounting (AAA) access control model.
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Step 5

Step 6

Step 7

Step 8

Step 9

Command

Purpose

ip domain-name domain-name

Example:
ITP (config)# ip domain-name cisco

Specifies the domain.

ip ssh authentication-retries num

Example:
ITP(config)# ip ssh authentication-retries 3

Specifies the number of attempts after which the
interfaceis reset.

crypto key generate rsa modulus size

Example:
ITP (config)# crypto key generate rsa modulus 768

Generates Rivest, Shamir, and Adelman (RSA) key
pairs.

ssh -I userID {ip-address | hostname}

Example:
ITP# ssh -1 adminHQ HQhost

(Enter this EXEC command from an xterm
window.)

Starts an encrypted session with a remote
networking device,

show ssh

Example:
ITP# show ssh

(Enter this EXEC command from the I TP)
Displaysthe status of the SSH connections. Usethis
command to verify your SSH connectivity.
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Specifying the SS7 Variant, National Option, and Network Indicator

The SS7 variant specifies which variation of SS7 the router is running. The variant configured on the
I TP must match the variant of the connected SS7 network.

a~

Note  If you change the variant after you have completed I TP configuration, you must first
remove all linksets and the local point-code. After reconfiguring the variant, you must first
reconfigure the point code and then the linkset.

To specify one of these variants, perform the following steps.

SUMMARY STEPS
1. enable
2. configureterminal
3. c¢s7variant {ansi | itu | china | ttc}
4. c¢s7 national-options { TFR | multiple-congestion | route-set-congestion-test
|combined-linkset-loadsharing}
5. c¢s7 network-indicator {international | national | reserved | spare}
6. cs7 [instance instance-number] local-sccp-addr-ind {national | international}
Command Purpose
Stepl  enable Enables higher privilege levels, such as privileged
EXEC mode.
Example: Enter your password if prompted.

Step 2

Step 3

ITP> enable

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters configuration mode, selecting the terminal
option.

cs7 variant {ansi | itu | china | ttc}

Example:
ITP (config)# cs7 variant ansi

Specifies which SS7 variant the router is running.
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Command Purpose
Step4  cs7 national-options {TFR | multiple-congestion | Specifies national options.

route-set-congestion-test . . .

|combined-linkset-loadsharing} The national options apply to the variants as
follows:

Example: - TFR: ITU and China SS7 Variants

ITP (config)# cs7 national-options TFR . multiplecongestion ITU and China SS7

Variants

» route-set-congestion-test TTC SS7 Variant

« combined-linkset-loadsharing configures the
TTC variant to use the enhanced loadsharing
algorithm.

Note  All SS7 variants, except TTC, use the
enhanced |oadsharing algorithm for
distributing messages across the available
linkswithin alinkset and combined linkset.
By default, the TTC variant uses the A/B
linkset selection bit that exists as part of the
SLSinthe MSU routing label.

Step 5 cs7 network-indicator {international | national | (Optiona]) Spec|f|esthe network indicator.

reserved | spare} L

The network indicator on the | TP must match the
network indicator in use in the rest of the SS7
Example: network. The default is national.

ITP (config)# cs7 network-indicator international

Step 6 cs7 [instance instance-number] local-sccp-addr-ind (Optiona]) Customizes the setti ng of the national
{mational | international} use field within SCCP management calling and
called party addresses. The default value for
Example: instances configured with the ANSI variant is
ITP (config)# cs7 local-sccp-addr-ind international national (‘ 1I'bval UE), and the default for all other

variantsis international (‘0’b value).

Specifying the Point Code

Each signaling point (also called an SS7 node) in the SS7 network is identified with a unique address
called a point code (PC). PCs are carried in signaling messages exchanged between signaling points to
identify the source and destination of each message. Operators can assign their own PCsin private SS7
networks.

Specifying the Point Code Representation

The format of the point code can be represented according to either the ANSI, ITU, Chinaor Japan TTC
standard. The ANSI and China standard for point code representation is 24 bits partitioned into 3
components that specify network.cluster.member, with a default representation of 8.8.8. The ITU
standard for point code representation is 14 bits partitioned into 3 components that specify
zone.region.signaling point (sp), with adefault point code representation of 3.8.3. The TTC standard for
point code representation is 16 bits partitioned into 3 fields with a default representation of 5.4.7. The
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delimiter that will appear between each segment (when you show output of the configuration) can be
either adot or adash. You can modify the default point code bit format and the default delimiter at any
time during configuration, without prior removal of links and linksets.

You can change the partitioning of the bits to any configuration of 1, 2, or 3 components that total the
24-bit ANSI and China standard or 14-bit ITU standard. To modify the ANSI or ITU point code format,
or to return to either standard’s default format, use one of the following commands in global

configuration mode:

Command

Purpose

cs7 [instance instance-number] point-code format 1-24
[1-22]] [description stringl

Example:
ITP (config)# cs7 instance 1 point-code format 2 6 6
description network cluster member

[1-23

Specifies the point code representation.

cs7 point-code format default

Example:
ITP (config)# cs7 point-code format default

Resets the point-code format to the default 8.8.8
(ANSI and China), 3.8.3 (ITU), or 5.4.7 (TTC).

The default delimiter between components of the point code is adot. To change the delimiter to a dash,
or to return to the default delimiter (dot), use one of the following commands in global configuration

mode:

Command

Purpose

cs7 point-code delimiter [dot | dash]

Example:
ITP (config)# cs7 point-code delimiter dash

Specifies the delimiter between bits as either dots
or dashes.

cs7 point-code delimiter default

Example:
ITP (config)# cs7 point-code delimiter default

Resets the delimiter to dots.

Specifying the Primary Local Point Code
~

Note

You must specify the SS7 variant before you can specify the local point code.

Each Cisco ITP must have a unique local point code that is used to send management messages to
adjacent signaling points. To specify the point code, use the following command in global configuration

mode:
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Command Purpose

cs7 point-code point-code Specifies the primary point code for the ITP.
Example:

ITP(config)# cs7 point-code 5.100.1

Specifying a Secondary Point Code

If you intend to configure a second linkset between the I TP and an adjacent node, you must specify a
secondary local point code. To specify the secondary point code, use the following command in global
configuration mode;

Command Purpose

cs7 secondary-pc point-code Specifies a secondary point code for the ITP.
Example:

ITP (config)# cs7 secondary-pc 5.100.2

Specifying the Capability Point Code

The ITP supports configuration of up to 200 capability point-codes (CPC) per instance. CPC
configuration is optional, but recommended for certain networks. The prime example for use of a CPC
iswhen amated pair of I TP nodes shares the same GTT database for redundancy purposes. In this
configuration, all SCCP messages are directed to a single “capable” point-code; either ITP can handle
the SCCP processing. Thefigure below showsamated pair of ITPswithidentical capability point-codes
and acommon GTT database for selecting the appropriate HLR.

Figure 4 Mated Pair of ITPs With the Same Capability Point Codes

HLR1

PC=5.100.2 PC=5.100.5
CPC=5.100.12 CPC=5.100.12

59360

In Figure 4, each of the M SCs have two routes to the mated pair of I TPs. The M SCs can either |oad-share
all GTT messages between the mated pair of ITPs, or use one ITP as a backup should the primary fail.
All messages requiring GTT can be routed to the same destination point-code. In this case the DPC is

the CPC, which is 5.100.12. The benefit of CPC usage in this caseisthat if asingle ITPisunreachable,
the M SCs are unaware of this event.

IP Transfer Point
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To specify the capability point code, use the following command in global configuration mode:

Command Purpose

cs7 capability-pc point-code Specifiesthe capability point codefor the I TR ITP
supports the configuration of up to 200 capability

Example: point codes per instance.

ITP (config)# cs7 capability-pc 5.100.12

N

Note  The previously defined point code format must be used to enter the capability point-code.

All messages requiring GTT processing can be routed to either the local point-code or the capability
point-code.

Specifying the Interface and Encapsulation

Depending on your network configuration, you can configure the ITP to accommodate channelized
T1/E1 links and High Speed Signaling Links (HSL) over ATM.

S

Note  We recommend that you do not mix link types (low speed links, high speed links, M2PA/XUA) on the
same VIP.

Y

Note  To avoid unnecessary CPU load, we recommend that you shut down interfaces that are configured but
not provisioned as part of alinkset.

The following sections provide information and tasks for various interface and encapsulation
configurations:

» A Note About Clocking on the SS7 Port Adapter and SS7 Q.703 High Speed Port Adapter, page 59

« Configuring a Serial Interface and SS7 High-Speed MTP2 Encapsulation (Q.703 Annex A) on the
SS7 Q.703 High Speed Port Adapter, page 60

« Configuring a Serial Interface and MTP2 Encapsulation on the SS7 Port Adapter, page 61
« Configuring SS7 over ATM High Speed Links (HSL), page 63
- Configuring SS7 ATM High Speed Links with BITS Network Clocking, page 66

A Note About Clocking on the SS7 Port Adapter and SS7 Q.703 High Speed Port Adapter

Each SS7 Port Adapter in the ITP shares aclocking sourcefor all T1sand Elsserviced on that card. The
clocking options and commands are listed here and shown in the configuration tasks that follow this
section:

- Clocking sourceisinternally generated.
clock sourceinternal
This option imposes the requirements that all devices connected to the I TP must derive their clock
from the T1/E1 by which they are connected to the ITP.
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| g 50 |



Configuring ITP Basic Functionality |

M Specifying the Interface and Encapsulation

» Clocking source is derived from a T1/E1 that is terminated on the card.
clock sourceline {primary | secondary priority}
The SS7 Port Adapter on the ITP derives its clock from an adjacent node. All other T1s or E1son
the card are clocked with this derived source. This option imposes the restrictions that all adjacent
nodes connected to T1s or E1s on that card must either derive the clock from the T1/E1 to which
they are connected or are derive the clock from the same source as the ITP.

» Clocking source is provided through a dedicated port on that card via BITS (a common source
received via satellite and used to synchronize all clocks across a CO and between COs)
clock source bits{primary | secondary priority}
A common dedicated clock source iswired to all devices and used by each device for all TL/E1
timing.
A controller that is configured for BITS clocking cannot be used to carry data.

N

Note It isrecommended that any controller that is not used for SS7 links or BITS clocking should be shut
down.

Configuring a Serial Interface and SS7 High-Speed MTP2 Encapsulation (Q.703 Annex A) on the SS7
Q.703 High Speed Port Adapter

The SS7 Q.703 High Speed Port Adapter for the Cisco ITP (PA-MCX-4TE1-Q) is asingle-width, high
speed port adapter that supports enhanced Message Transfer Part Level 2 (MTP2) functions and
procedures that are suitable for the operation and control of signaling links at data rates of 1.5 and

2.0 Mb. For the complete instructions for installing and configuring the SS7 Q.703 high speed port
adapter, see the SS7 Q.703 High Speed Port Adapter Installation and Configuration Guide at the
following URL:
http://www.cisco.com/univercd/cc/td/doc/product/core/cis7507/portadp/multicha/mecx4telg/index.htm.

To perform the basic configuration for the SS7 Q.703 High Speed Port Adapter, you specify the card
type as E1, configure the controller, configure a channel group on the port adapter to use all the time
slots, and configure the interface for SS7 high-speed MTP2 encapsulation. Perform these tasks,
beginning in global configuration mode:

Command Purpose

Step 1 card type el slot bay Configures the card type.

Example:
ITP (config)# card type el 6 0

Step2  controller el slot/bay/port Configures an E1 controller.

Example:
ITP (config)# controller el 6/0/0

Step3  framing crc4 Specifies the framing format for E1 controller.

Example:
ITP (config-controller)# framing crc4
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Specifying the Interface and Encapsulation [l

Command

Purpose

linestate debounce

Example:
ITP (config-controller)# linestate debounce

Supresses rapid linestate transitions that may
occur dueto brief interruption of theframing onan
E1 controller.

clock source {bits {primary | secondary priority} |
internal | line {primary | secondary priority}}

Example:
ITP (config-controller)# clock source internal

Specifies the clock source as internal.

linecode hdb3

Example:
ITP (config-controller) #

Specifies high-density bipolar 3 (hdb3) as the
line-code type. Valid for E1 controller only. This
is the default for E1 lines.

channel-group channel-number timeslots 1-31

Example:
ITP (config-controller)# channel-group 0 timeslots 1-31

Configures the channel group and timeslots 1-31.

High-speed MTP2 links must use
timeslots 1-31 on an E1.

Note

exit

Example:
ITP (config-controller)# exit

Exit controller configuration mode and return to
global configuration mode.

ITP (config)# interface serial number

Example:
ITP (config)# interface serial 6/0/0:0

Configures a serial interface in global
configuration mode and enters interface
configuration mode.

encapsulation hs-mtp2

Example:
ITP(config-if)# encapsulation hs-mtp2

Configures the serial interface to use SS7
high-speed MTP2 encapsulation.

Configuring a Serial Interface and MTP2 Encapsulation on the SS7 Port Adapter

N

Note

The ITP supports SS7 links over TL/E1 router interfaces. These are router interfaces where the

CSU/DSU functionality is integrated into the port adapter. Multiple SS7 links can be configured per

T1/E1 interface in this configuration.

The SS7 Port Adapter is a single-width, eight-port T1/E1 port adapter with a custom hardware-assist
engine to support SS7 signaling. The SS7 Port Adapter features full channelization of up to 126
HDL C-encoded SS7 (or DSO) channels at 56 Kbps or 64 Kbps. This feature requires the SS7 Port
Adapter (PA-MCX-8TE1-M=) with the controller configured for BITS clock.

For more information on the SS7 Port Adapter, refer to the SS7 guide, SS7 Port Adapter Installation and

Configuration on Cisco.com:

http://www.cisco.com/univercd/cc/td/doc/product/core/cis7507/portadp/multicha/mex8tel/index.htm
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Step 1

Step 2

Step 3

Step 4

Step 5

To configure a serial interface and MTP2 encapsulation for the SS7 Port Adapter, you specify the card
type, configure the controller, configure achannel group on the port adapter to use all the time slots, and
specify the interface for MTP2 encapsulation.

A separate channel group statement is necessary for each traditional SS7 link to be mapped to the
specific TL/EL link.

N
Note  An SS7 port adapter that is configured to be E1 cannot use port 7 timeslot 31.
>
Note ~ MTP2 low speed links support only 1 timeslot per serial link.
A
Note  If you usea T1/E1 card for your SS7 connectivity, each channel group statement under the controller
automatically produces a serial subinterface for that channel. To complete connectivity over the TL/E1
interface, you must enable MTP2 encapsulation on those serial sub-interfaces.
The scenario for the configuration task that follows assumes a T1 interface with T1 cross over cable to
an STP. The framing and linecode are set to match the STP values. For this configuration, the T1/E1
controller parameters must be set appropriately with the device on the other side of the TI/EL link. Here,
two SS7 links are being configured over the same T1 interface, one on timeslot 1 and the other on
timeslot 2.
To configure the T1 interface as indicated in the above scenario, use the following commands beginning
in global configuration mode:
Command Purpose
card type {tl | el} slot bay Configures the card type.

Example:
ITP (config)

# card type t1 1 1

controller

Example:
ITP (config)

{t1 | el} slot/port-adapter-num/port Specifies the controller and enters controller
configuration mode.

# controller tl 1/1/1

linestate debounce (Optional for E1 controller configuration.)

Example:
ITP (config-

Supresses rapid linestate transitions that may
occur due to brief interruption of the framing on

controller)# linestate debounce an E1 controller.

variant jtl

(Optional) Appliesto T1 interface only. Enables
Japanese variations of the standard framing

) formats.
Example:
ITP (config-controller)# variant jtl
framing {sf | esf} Specifies the framing format for T1.

Example:
ITP (config-

controller)# framing esf
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Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
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Purpose

Command

clock source {(bits {primary | secondary priority} |
internal | line {primary | secondary priority}}
Example:

ITP (config-controller)# clock source internal

Specifies the clock source as internal.

linecode {ami | b8zs | hdb3}

Example:
ITP (config-controller)# linecode b8zs

Specifies the line code type as B8ZS.

channel-group channel-group-num timeslots range

Example:
ITP (config-controller)# channel-group 0 timeslots 1

Specifies the channel group.

channel-group channel-group-num timeslots range

Example:
ITP (config-controller)# channel-group 1 timeslots 2

Specifies the channel group.

exit

Example:
ITP (config-controller)# channel-group 1 timeslots 2

Exits controller configuration mode and returns
to global configuration mode.

ITP (config)# interface serial number

Example:
ITP (config)# interface serial 1

Configures a serial interface in global
configuration mode and enters interface
configuration mode.

ITP(config-if)# encapsulation mtp2

Example:
ITP (config)# encapsulation mtp2

Configures the serial interface to use MTP2
encapsulation.

Configuring SS7 over ATM High Speed Links (HSL)

N

Note  ITPHSL iscompliant with both ANSI per Telcordia GR-2878-CORE and ITU per Q.2100, and includes
the following protocol stack components: AAL5, SSCOP, SSCF-NNI and MTP3b.

ITP ATM HSL allows high-speed SS7 connectivity over ATM links. HSL capability can replace the
traditional MTP1 and MTP2 layers of the SS7 protocol stack with SAAL. The following sections
describe the required tasks for configuring an ITP for ATM HSL support:

« Enabling an ATM Interface, page 64 (Required)

» Configuring a Permanent Virtual Circuit (PVC), page 65 (Required)
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Enabling an ATM Interface

Step 1

Step 2
Step 3

Step 4

To enable an ATM interface for HSL, use the following commands, beginning in global configuration

mode:

Command

Purpose

interface atm interface-number|[.subinterface-number]

Example:
ITP (config)# interface atm 2/0.1

Enters the configure ATM interface or configure
ATM subinterface mode.

no shutdown

Enables the interface.

framing esfadm
-OR-
framing crc4adm

For OC3 use the following:
atm framing sdh

-OR-
atm framing sonet

Example:
ITP (config-if)# framing crcd4adm

Specifies frame type (T1 only).
_Or_
Specifies frame type (E1 only).

Specifies SDH framing mode (OC3 only).
-Or-
Specifies SONET framing mode (OC3 only).

clock-source {common | internal | line}

Example:
ITP (config-if)# clock-source internal

(Optional) Specifies the clock source (TL/E1
only).

Enabling an OC3 ATM Interface

Step 1

Step 2

Step 3

To enable an OC3 ATM interface for HSL, use the following commands, beginning in global

configuration mode;

Command

Purpose

interface atm interface-num

Example:
ITP (config)#

Specifies an ATM interface and enters interface
configuration mode.

no shutdown

Example:
ITP (config-if)# no shutdown

Enables the interface.

atm sonet stm-1

Example:
ITP(config-if)# atm sonet stm-1

Specifies SDH (STM-1) framing.
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Configuring a Permanent Virtual Circuit (PVC)

You must configure a permanent virtual circuit (PVC) on the ATM interface or subinterface before you
can define the interface as a link. To configure the PV C, use the following commands, beginning in
interface configuration mode:

Command

Purpose

Stepl atm nni

Selects service specific coordination function for Network
Node Interface.

Example:
ITP (config-if)# atm nni
Step2 pve [name] {vpi/vci} [gsaall Specifiesthe PV C. Thedefault/recommended PV C number is
0/5.
Example:
ITP (config-if)# pvc 0/5 gsaal gsaal isasignaling type PV C used to communicate between
SS7 nodes.
Note  ces, ilmi, smds, and I12transport are not supported.
A
Note  Only one gssal is permitted for each ATM interface or subinterface. To allow more gssals, you must

create an additional subinterface for each additional gssal, and add these subinterfaces to the linkset.

To configure the linkset, see the “ Configuring Linksets” section on page 69. To specify or tune optional
HSL bundling, SSCF-NNI, or SSCOP parameters, seethe” Tuning HSL Parameters’ section on page 482
of the “Verifying, Monitoring, and Tuning the ITP” chapter.

For details about the above commands, refer to the Cisco 10S Wide-Area Networking Command
Reference, Release 12.2, ATM Commands, at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fwan_r/atmcmds/index.htm

Configuring BITS Network Clocking

N

Note

Building Integrated Timing Supply (BITS) isamethod of ensuring network synchronization. With BITS,
a single master timing source supplies the clock reference for all nodes.

A controller that is configured for BITS clocking cannot be used to carry data. If BITS clocking has been

set, no channel groups can be configured. If channel groups have been configured, BITS cannot be
configured.

To configure BITS network clocking, use the following commands, beginning in global configuration
mode:
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Step 1

Step 2

Step 3

Step 4

Command

Purpose

controller {tl | el} slot/port-adapter-num/port

Specifies the controller and enters Controller
configuration mode.

Example:

ITP (config)# controller tl 1/1/1
framing {sf | esf}

Example:

ITP (config)# framing esf

Specifies the framing format for T1.

clock source {bits {primary | secondary priority} |
internal | line {primary | secondary priority}}

Example:
ITP (config-controller)# clock source bits primary

Specifies the clock source as BITS primary
source.

linecode {ami | b8zs | hdb3}

Example:
ITP (config-controller)# linecode b8zs

Specifies the line code type as B8ZS.

Configuring SS7 ATM High Speed Links with BITS Network Clocking

Step 1

Step 2

If you prefer to use acommon, reliable clock source over several links, you can deliver aBITS clock to
the SS7 ATM high speed links. To do so, you must configure BITS clocking on the SS7 port adapter
controller. Then, connect a T1 crossover cable from the SS7 port adapter controller to a T1 Inverse
Multiplexing for ATM (IMA) port adapter interface. The IMA port adapter interface receivesthe BITS
clock source for all other interfaces on that IMA port adapter. All other interfaces on the IMA port
adapter accept the BITS clock by specifying clock source common interface-number, where
interface-number isthe IMA port adapter interface that is crossover cabled to the SS7 port adapter.

Thisfeaturerequiresthe SS7 Port Adapter (PA-MCX-8TE1-M=) with the controller configured for BITS
clock. For more information on the SS7 Port Adapter, refer to the SS7 guide, SS7 Port Adapter

Installation and Configuration on Cisco.com:

To provide a BITS clock source to the SS7 ATM high speed links, use the following commands,

beginning in global configuration mode:

Command

Purpose

controller tl slot/port-adapter-num/port

Example:
ITP (config)# controller tl 2/0/0

Specifies controller 0 on the SS7 port adapter and
enters controller configuration mode.

clock source {bits {primary | secondary priority}
internal | line {primary | secondary priority}}

Example:
ITP (config-controller)# clock source bits primary

Specifies controller 0 on the SS7 port adapter as
the the primary source of the BITS clock.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Specifying the Interface and Encapsulation [l

Command Purpose

exit Exitsfrom controller configuration modeto global
configuration mode.

Example:

ITP (config-controller)# exit

controller tl slot/port-adapter-num/port

Specifies controller 1 on the SS7 port adapter and
enters controller configuration mode.

Example:

ITP (config)# controller tl 2/0/1

clock source {bits {primary | secondary priority} | Specifies controller 1 on the SS7 port adapter as

internal | line {primary | secondary priority}} the first secondary source of the BITS clock.

Example:

ITP (config-controller)# clock source bits secondary 1

exit Exitsfrom controller configuration modeto global
configuration mode.

Example:

ITP (config-controller)# exit

controller tl slot/port-adapter-num/port

Example:

ITP (config)# controller tl 2/0/2

Specifies controller 2 on the SS7 port adapter and
enters controller configuration mode.

clock source {bits {primary | secondary priority} | Specifies controller 2 internal clocking.

internal | line {primary | secondary priority}}

Example:

ITP (config-controller)# clock source internal

Note  Thiscontroller will provide BITS clock to
the high speed links via the T1 crossover
cable to the SS7 ATM port adapter.

exit

Example:

ITP (config-controller)# exit

Exitsfrom controller configuration modeto global
configuration mode.

Note

The following task enables an ATM interface to receive BITS clocking for HSLs.

After you configure BITS clocking on the SS7 port adapter controllers and connect the primary BITS
clock from the SS7 port adapter to the IMA port adapter, you configure the ATM interfaces on the IMA
port adapter to receive the BITS clock.

A T1 crossover cable delivers the BITS clock from the configured SS7 port adapter controller to this
interface. Thisinterface will relay the BITS clock to every other ATM interface that is configured with
clock source common interface-num, where interface-num is the interface physically connected to the
SS7 PA. Because thisinterface isreceiving the BITS clock from the SS7 PA, it cannot be used as an SS7
link to send or receive traffic. It is reserved for receiving and distributing the BITS clock to the other
interfaces on the IMA PA. Also, the clock source on this interface must be configured as clock source
line. Thisis the default, so you do not need to add this command unless it was previously set to some
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Step 1

Step 2

Step 3

Step 4

other value. If you are not sure, the output of the show running-config command will indicate if the
clock source for thisinterface is configured for a value other than line. (Default states are not shown in

the show run output.)

To enable an ATM interface to receive BITS clocking for HSLs, perform the following steps, beginning

in global configuration mode;

Command

Purpose

interface atm interface-num

Example:

ITP(config)# interface atm 12/0/0

Specifies ATM interface 12/0/0 and enters
interface configuration mode.

no ip address

no ima-group

no atm ilmi-keepalive
exit

Example:

ITP(config-if)# no ip address

ITP (config-if)# no ima-group

ITP (config-if)# no atm ilmi-keepalive
ITP (config-1if)# exit

Disables IP addressing.

Disables inverse multiplexing over ATM (IMA)
group.

Disables ILMI keepalives.

Exits from interface configuration mode to global
configuration mode.

interface atm interface-nu

Example:

ITP(config)# interface atm 12/0/1

Specifies ATM interface 12/0/1 and enters
interface configuration mode.

clock source {common [interface-num]| internmal | line}

Example:

ITP (config-if)# clock source common 0

Specifies that this interface will receive the
common BITS clock resource.

Steps 3 - 4 can be repeated as needed to
configure ATM interfaces. The ATM
physically connected to the SS7 PA (inthis
case atm 12/0/0 will relay the BITS clock
to every ATM interface that is configured
with clock source common
interface-num, where interface-numisthe
interface physically connected to the SS7
PA).

Note

Configuring Local Peers

A Cisco I TP peer hastwo end-points: alocal end-point and aremote end-point. (Peer end-points are also
referred to asinstances.) A local peer is the local end-point for SS7 over |P with Stream Control

Transmission Protocol (SCTP) connections®.

1. For more information, refer to Stream Control Transmission Protocol, RFC 2690.

] IP Transfer Point



| Configuring ITP Basic Functionality
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A local peer isidentified by its local-port-number. You must configure one (and may configure up to
four) local 1P address for each local-peer. Cisco I TP will use one of the four local IP addresses for a
primary local end-point instance and use the other three IP addresses as backups.

TheM2PA/SCTP protocol can be offloaded onto a VIP enabling management of peer links on the VIP
and freeing the RSP CPU for MTP3 management and routing.

N
Note ~ M2PA/SCTP offload is supported on the Cisco 7500 platforms.
When M2PA/SCTP offload is enabled, only asingle I P route per destination is allowed.
To configure the local peer, and, optionally, configure M2PA/SCTP offload, use the following
commands, beginning in global configuration mode:
Command Purpose
Stepl  cs7 local-peer local-port-number [offload slot bay] Specifiesthelocal peer and puts you in local-peer
submode. The keyword offload offloads link
Example: management of peer linksto the VIP specified by

ITP(config)# cs7 local-peer 7000 offload 2 0

the argument slot.

Step2  local-ip address Configures the IP address for this local peer

Example:

ITP (config-cs7-1p)# local-ip 172.18.44.242

instance. You can repeat this step to configure
backup IP addresses for thislocal end-point.

Configuring Linksets

You must specify the SS7 variant and the point code before you can configure linksets.

To avoid unnecessary CPU load, we recommend that you shut down interfaces that are configured but
not provisioned as part of alinkset.

A link is either a serial or ATM interface or a peer (virtual link) to aremote Cisco | TP node. Multiple
links are grouped in alinkset. Each link must be assigned to one linkset and multiple links can be
assigned to the linkset. Links within the same linkset must be parallel between the same nodes.

To configure a linkset you must name the linkset and specify the point code of the adjacent signaling
point.

To specify alinkset, use the following command in global configuration mode;

Command

Purpose

cs7 linkset ls-name adjacent-point-code

Example:

ITP (config)# cs7 linkset LINKSET1 2.2.2

Specifies alinkset to an adjacent node and enters
linkset configuration mode. Linkset names are
case-specific.
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Configuring Multiple Linksets to Adjacent Nodes

This optional feature allows you to configure 2 linksets between the ITP and an adjacent node. Each
linkset can have 16 links, so atotal of 32 links can be configured between an ITP and an adjacent node.
To the adjacent node, it appearsthat it is connected to two different ITPs. Figure 5 represents the actual
network on the left and the adjacent node's view of the network on the right. Point codes1.1.1 and 1.1.2
appear to be two separate nodes, but they are actually the same I TP.

Figure 5 Multiple Linksets
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Before you can configure multiple linksets to an adjacent node, you must add a secondary local point
code to the ITP. (Thiswas discussed in an earlier section.) If you have not already done so, configure a
secondary point code using the following command in global configuration mode:

Command

Purpose

cs7 secondary-pc point-code

Example:

ITP (config)# cs7 secondary-pc 1.1.2

Specifies a second point code for the ITP.

Configure two linksets between the I TP and the adjacent node, using the following commands in global
configuration mode:

Command

Purpose

cs7 linkset ls-name adjacent-point-code [local-pc
primary-point-code]

Example:

Specifiesalinkset between the adjacent point code
and the ITP primary point code and enters linkset
configuration mode. If the [local-pc
primary-point-code] option is omitted, the

ITP (config)# cs7 linkset LINKSET1 2.2.2
ITP (config-cs7-1s)exit
ITP (config)# cs7 linkset LINKSET2 2.2.2

primary local point codeisused on thislinkset. If
the [local-pc primary-point-code] is specified,
either primary or secondary point code can be
explicitly assigned to the linkset.
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The combination of adjacent point code and local point code must be unique. So for any adjacent point
code, the user can configure two linksets - one using the primary local pc, and one using the secondary
pc. An example of configuring thisis:

cs7 linkset LINKSET1 2.2.2 local-pc 1.1.1
Link 0 serial 1/1/1:0

link 15 serial 1/1/1:15

cs7 linkset LINKSET2 2.2.2 local-pc 1.1.2
link 0 serial 1/1/2:0

link 15 serial 1/1/2:15

Thetwo linksets to the adjacent node are automatically entered as acombined route to the adjacent node.
Traffic going to the adjacent node will be divided between the two linksets based on SLS.

Note  In ANSI, if the two linksets each have 16 links, traffic is automatically distributed across
all 32 links based on SLS.
In1TU, because there are only 16 SL S combinations, only half the linkswould carry traffic
in the default configuration. If the traffic is SCCP unsequenced, you can configure the
cs7 distribute-scep-unsequenced command, and the ITP will then use all 32 links.

Specifying the Cisco ITP Route Table

The Cisco I TP uses aroute table to select the appropriate signaling path for each message, or signal unit,
that it must forward. The route table maps the destination point code (DPC) of the message to an output
linkset name that is used to forward the packet.

Specifying the Default Route Table

On the Cisco I TP router, aroute table named “system” is configured by default. The system route table
keeps arecord of routes to all adjacent signaling points. To specify the Cisco I TP route table, use the
following command in global configuration mode:

Command Purpose

cs7 route-table rt-name Specifies the name of the route table and enters
route table mode.

Example:
ITP (config)# cs7 route-table system

N

Note  You must specify system as the route table name (rt-name).

Loading the Route Table Contents

Route table contents can be loaded from a URL that locates a binary version of the route table. To add
route table contents, use the following command in route table configuration mode;
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Command

Purpose

load {flash | ftp | rcp | tftp} URL

Example:
ITP (config-cs7-rt)#

L oads the contents of the route table.

Adding Routes to the Route Table

Additional routes can be added to the system route table.

To update aCisco I TP route table use the update route command in Cisco CS7 route table configuration

mode:

Command

Purpose

update route point-code [mask | length] linkset ls-name
[priority priority-value'l [qgos-class class]

Example:
ITP (config-cs7-rt)#

Updates a route in the routing table.

1. The smaller the number, the higher the priority. See the update route ITP Command Set entry for an example.

Saving the Route Table

You can save an activeroute tableinto afile. The newly created file can be used with theload route-table
sub-command to populate the route table upon I TP startup. Note that all update route or remove route
route-table sub-commands are removed from the system configuration after the save is completed. This
is done because those commands have been applied to the actual route-table befor e the save and,
therefore, are included in the saved file.

We recommend that you save the router configuration to non-volatile memory after generating a new
route-tabl e file because the configuration has changed (update/remove route commands may have been
removed from the configuration).

To save an active route table to afile, use the following command in privileged EXEC mode:

Command

Purpose

cs7 save route-table name url

Example:

ITP (config-cs7-rt)#

Save the route table to afile.

Assigning Links to Linksets

After specifying linksets, you can assign links to the linkset. You will assign linksto adjacent legacy SS7
devices as well as links to adjacent Cisco I TP peer nodes.

IP Transfer Point
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Traditional SS7 Links

You must configure alink to the legacy SS7 devices. To configure an SS7 link within a linkset, make

sure that the interface encapsulation is MTP2, then use the following command in linkset configuration
mode:

Command Purpose

link slc serial number Configuresan SS7 link within alinkset and enters
CS7 link configuration mode.

Example:
ITP (config-cs7-1s)#

High-Speed Signaling Links

You must configure alink to HSL devices. To configure an HSL link within alinkset, make sure that the
ATM interface has NNI selected and a QSAAL PV C defined, then use the following command in linkset
configuration mode;

Command Purpose

link slc atm interface-number[.subinterface-number] Configuresalink to an HSL device and enters CS7
link configuration mode.

Example:
ITP (config-cs7-1s)#

SS7 Over IP Links (Peers)

A Cisco I TP peer has two end-points: alocal and a remote end-point.

The local end-point is identified by the local-port-number, which you specified earlier with the
cs7 local-peer local-port-number command.

The remote end-point is simply the local-peer on a remote router. In the link definition shown in the
following task table, the remote router’s local-port-number is the remote-port-number and the (up to)
four 1P addresses of the remote router’s local-peer are the remote-ip-addrs.

The passive keyword (which is optional) can be used to indicate that the remote router must establish
the peer connection.

Note  IProutingisautomatically enabled inthel TP and should not be disabled. If I P routing has been disabled,
process suspending behavior can occur in M2PA, M3UA, or SUA configurations. To re-enable P routing
if it has been disabled, use the ip routing command in global configuration mode.
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To configure an SS7 link within alinkset, use the following command in linkset configuration mode:

Command Purpose

link slc sctp remote-ip-addr [backup-remote-ip-addr ...] Configures SS7 over |IP peers for alinkset and
remote-port-num' local-port-num [passive] enters Cisco CS7 link configuration mode.

Example:
ITP (config-cs7-1s)#

1. remote-port-num isthe local port number of the adjacent Cisco I TP peer.

There are several SCTP parameters that you can adjust, such as tuning SCTP parameters for satellite
channels. Tasks and commands to tune timers and SCTP parameters are described in the “Tuning ITP”
section on page 482 of the “Verifying, Monitor, and Tuning I TP” chapter.

Shutting Down and Restarting Linksets and Links
N

Note  The cs7 prompt enhanced command is an optional global configuration command that changes the
prompt in linkset configuration mode to display the linkset (and where applicable, the link) that is
currently being configured. This command command is intended to help avoid the possibility of
inadvertently shutting down the wrong linkset/link.

To inhibit alink, use the following commands in EXEC mode:

Command Purpose

cs7 inhibit linkset link Takes alink out of service without risking loss of
connectivity.

Example:

ITP#

cs7 uninhibit linkset link Returns the link to service.

Example:

ITP#

IP Transfer Point
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To disable or reactivate a linkset, use one of the following commands, beginning in global configuration

mode:

Command

Purpose

cs7 linkset ls-name point-code

Example:
ITP (config)#

Specifies alinkset and puts you in linkset
configuration mode.

shutdown

Example:
ITP (config)#

Disables the linkset.

ITP (config-1s)# no shutdown

Example:
ITP (config-1s)#

Brings the linkset back into the active state.

To disable or reactivate a link, use the following commands, beginning in global configuration mode:

Command

Purpose

cs7 linkset ls-name point-code

Example:
ITP (config) #

Specifies alinkset and puts you in linkset
configuration mode.

link slc

-OR-

link slc sctp remote-peer remote-instance local-instance
[passive]

Example:
ITP (config-1s)#

Specifies alink and puts you in link configuration
mode.

shutdown

Example:
ITP (config-1s-1link)# shutdown

Disables the link.

no shutdown

Example:
ITP (config-1s-1link)#

Brings the link back into the active state.

Configuration Example of RPR+

In the following example, the active RSP isin slot 2 and the standby RSP isinstalled in slot 3 of a

Cisco 7507 router.

ITP# copy tftp slotO:rsp-pv-mz
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ITP# copy tftp slaveslotO:rsp-pv-mz

ITP# configure terminal

ITP (config)# hw-module slot 2 image slotO:rsp-pv-mz
ITP (config)# hw-module slot 3 image slotO:rsp-pv-mz
ITP (config)# redundancy

ITP (config-r)# mode rpr-plus

ITP (config-r)# end

ITP# hw-module sec-cpu reset

ITP# show running-config

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

service single-slot-reload-enable

!
hostname Routerl

!
boot system rcp://path/to/image/rsp-boot-mz
boot system tftp://path/to/image/rsp-boot-mz
boot bootldr bootflash:rsp-boot-mz
enable password password

|
redundancy

mode rpr-plus !--indicates Redundancy mode has been configured for RPR+
|
hw-module slot 2 image slotO:rsp-pv-mz
hw-module slot 3 image slotO:rsp-pv-mz
ip subnet-zero

ip rcmd remote-username routerl

ip cef distributed

ip host iphost 192.168.0.1
mpls traffic-eng auto-bw timers

!

!

controller T3 6/0/0

clock source line

|

1

interface Ethernet0/0/0

ip address 10.0.0.1 255.255.0.0

no ip directed-broadcast

ip route-cache distributed

no keepalive

exec-timeout 0 0

history size 40
transport preferred none
transport input none
line aux 0

line vty 0 4

login

lend

IP Transfer Point
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Configuration Example of ITP Basic Functionality

This configuration example describes the basic I TP functions. Four Cisco I TPs are configured. The
network configuration isillustrated in Figure 6.

Figure 6 ITPs as STPs in an SS70IP Topology
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All routers have redundant ethernet connectivity and therefore all SCTP associations use two |P
addresses (multi-homing).

Point codes and | P addresses for I TP routers:
ITPA 5.100.2 172.18.44.242 117.117.117.2
ITPB 5.100.5 172.18.44.243117.117.117.3
ITPC 5.100.4 172.18.45.1117.117.119.4
ITPD 5.100.3 172.18.46.1 117.117.118.4

Point codes for SS7 SSPs:
SMSC 5.100.1
VMI4 5.100.6

IP Transfer Point ]



Configuring ITP Basic Functionality |

B Configuration Example of ITP Basic Functionality

VT02 5.100.7
VRM2 5.100.8

ITP Basic Configuration for ITPA

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname ITPA

!

enable secret 5 $1$iBmo$SAF1H6u2CVGDRM5BMeuGmx/
enable password lab

!

!
no ip cef
no ip finger
no ip domain-lookup

!

cs7 variant itu

cs7 point-code 5.100.2

!

!

controller E1 1/0/0
channel-group 0 timeslots 1

|

controller E1 1/0/1
channel-group 0 timeslots 1

|

controller E1 2/0/0
channel-group 0 timeslots 1

|

!

interface FastEthernet0/0/0

ip address 172.18.44.242 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface FastEthernet0/0/1

ip address 117.117.117.2 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

|
interface Seriall/0/1:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

|
interface Serial2/0/0:0

no ip address

encapsulation mtp2

IP Transfer Point
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no ip route-cache distributed
no ip route-cache
load-interval 30
!
cs7 local-peer 7000 offload 2 0
local-ip 172.18.44.242

local-ip 117.117.117.2
|

! Routes using linksets to ITPC and ITPD have a default

! priority of 5. Routes to adjacent node SMS-C and VMI4

! are inserted by the systems with priority 5 and when

! the linkset is configured. They don't have to be defined
! here. Backup-routes to SMS-C and VMI4 are inserted with
! priority 9 using the "C-Link".

!

cs7 route-table system

update route 5.100.7 7.255.7 linkset ITPc
update route 5.100.8 7.255.7 linkset ITPd
update route 5.100.1 7.255.7 linkset ITPb priority 9
update route 5.100.6 7.255.7 linkset ITPb priority 9

!
cs7 linkset ITPc 5.100.4

accounting

link 0 sctp 172.18.45.1 117.117.119.4 7000 7000

!
cs7 linkset ITPd 5.100.3

accounting
link 0 sctp 172.18.46.1 117.117.118.4 7000 7000

!
cs7 linkset smsc 5.100.1
accounting
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0

!
cs7 linkset vmi4 5.100.6
accounting

link 0 Seriall/0/1:0

!
cs7 linkset ITPb 5.100.5

accounting

link 0 sctp 172.18.44.243 117.117.117.3 7000 7000

!
ip classless
no ip http server
!
!
!
line con 0
transport input none
line aux 0
line vty 0 4
password lab
login
!

end
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ITP Basic Configuration for ITPB

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname ITPB

!

enable secret 5 $1$iBmo$AF1H6u2CVGDRM5BMeuGmx/
enable password lab

!

!

!

!

!

no ip cef

no ip finger

no ip domain-lookup

!

cs7 variant itu

cs7 point-code 5.100.3

!

!

controller E1 1/0/0
channel-group 0 timeslots 1

!

controller E1 1/0/1
channel-group 0 timeslots 1

!

controller E1 2/0/0
channel-group 0 timeslots 1

!

!

interface FastEthernet0/0/0

ip address 172.18.44.243 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface FastEthernet0/0/1

ip address 117.117.117.3 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

|

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

|

interface Seriall/0/1:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

!
interface Serial2/0/0:0

no ip address

encapsulation mtp2
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no ip route-cache distributed
no ip route-cache
load-interval 30

!

cs7 local-peer 7000 offload 2 0
local-ip 172.18.44.243
local-ip 117.117.117.3

Configuration Example of ITP Basic Functionality [l

! Routes using linksets to ITPC and ITPD have a default
Routes to adjacent node SMS-C and VMI4

! are inserted by the systems with priority 5 and when

! the linkset is configured. They don't have to be defined
Backup-routes to SMS-C and VMI4 are inserted with
! priority 9 using the "C-Link".

! priority of 5.

! here.

!

cs7 route-table

update
update
update
update

route
route
route
route

5

system
.100.
5.100.
5.
5.100.

100

8
.1
6

7

EVEENEENEEN

!
cs7 linkset ITPc 5.100.
accounting

link 0 sctp 172.18.45

!
cs7 linkset ITPd 5.100.
accounting

link 0 sctp 172.18.46.

!
cs7 linkset smsc 5.100.
accounting
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0

!
cs7 linkset vmi4 5.100.
accounting

link 0 Seriall/0/1:0

!
cs7 linkset ITPa 5.100.
accounting

link 0 sctp 172.18.44.

!
ip classless
no ip http server
!
!
!
line con 0
transport input none
line aux 0
line vty 0 4
password lab
login
!
end
!

.255.7 linkset ITPc
.255.7 linkset ITPd
.255.7 linkset ITPa priority 9
.255.7 linkset ITPa priority 9
4

117.117.119.4 7000 7000

.1

1

242 117.117.117.2 7000 7000

117.117.118.4 7000 7000
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ITP Basic Configuration for ITPC

version 12.1
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname ITPC
!
enable secret 5 $1$iBmo$AF1H6u2CVGDRM5BMeuGmx/
enable password lab
!
!
!
!
!
no ip cef
no ip finger
no ip domain-lookup
!
cs7 variant itu
cs7 point-code 5.100.4
!
!
controller E1 1/0/0
channel-group 0 timeslots 1
!
controller E1 2/0/0
channel-group 0 timeslots 1
!
!
interface FastEthernet0/0/0
ip address 172.18.45.1 255.255.255.128
no ip route-cache distributed
no ip route-cache
no ip mroute-cache
!
interface FastEthernet0/0/1
ip address 117.117.119.4 255.255.255.0
no ip route-cache distributed
no ip route-cache
no ip mroute-cache
!
interface Seriall/0/0:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
|
interface Serial2/0/0:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
cs7 local-peer 7000 offload 2 0
local-ip 172.18.45.1
local-ip 117.117.119.4
|
|

! Routes to SMS-C and VMI4 use a combined linkset.

IP Transfer Point
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! This is defined by inserting two routes with
! identical priority (5 is default).
1

cs7 route-table system

update route 5.100.1 7.255.7 linkset ITPa
update route 5.100.1 7.255.7 linkset ITPDb
update route 5.100.6 7.255.7 linkset ITPa
update route 5.100.6 7.255.7 linkset ITPDb
update route 5.100.8 7.255.7 linkset ITPd

!
cs7 linkset ITPa 5.100.2

accounting

link 0 sctp 172.18.44.242 117.117.117.2 7000 7000

!
cs7 linkset ITPb 5.100.5

accounting

link 0 sctp 172.18.44.243 117.117.117.3 7000 7000

|
cs7 linkset ITPd 5.100.3

accounting
link 0 sctp 172.18.46.1 117.117.118.4 7000 7000

!

cs7 linkset vt02 5.100.7
accounting
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0

!
ip classless
no ip http server
!
!
!
line con 0
transport input none
line aux 0
line vty 0 4
password lab
login
!

end
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ITP Basic Configuration for ITPD

version 12.1
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname ITPD
!
enable secret 5 $1$iBmo$AF1H6u2CVGDRM5BMeuGmx/
enable password lab
!
!
!
!
!
no ip cef
no ip finger
no ip domain-lookup
!
cs7 variant itu
cs7 point-code 5.100.3
!
!
controller E1 1/0/0
channel-group 0 timeslots 1
!
controller E1 2/0/0
channel-group 0 timeslots 1
!
!
interface FastEthernet0/0/0
ip address 172.18.46.1 255.255.255.128
no ip route-cache distributed
no ip route-cache
no ip mroute-cache
!
interface FastEthernet0/0/1
ip address 117.117.118.4 255.255.255.0
no ip route-cache distributed
no ip route-cache
no ip mroute-cache
!
interface Seriall/0/0:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
|
interface Serial2/0/0:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
cs7 local-peer 7000 offload 2 0
local-ip 172.18.46.1
local-ip 117.117.118.4
|
|

! Routes to SMS-C and VMI4 use a combined linkset.

IP Transfer Point
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! This is defined by inserting two routes with
! identical priority (5 is default).
1

cs7 route-table system

update route 5.100.1 7.255.7 linkset ITPa
update route 5.100.1 7.255.7 linkset ITPDb
update route 5.100.6 7.255.7 linkset ITPa
update route 5.100.6 7.255.7 linkset ITPDb
update route 5.100.7 7.255.7 linkset ITPc

!
cs7 linkset ITPa 5.100.2

accounting

link 0 sctp 172.18.44.242 117.117.117.2 7000 7000

!
cs7 linkset ITPb 5.100.5

accounting

link 0 sctp 172.18.44.243 117.117.117.3 7000 7000

|
cs7 linkset ITPd 5.100.4

accounting
link 0 sctp 172.18.45.1 117.117.119.4 7000 7000

!

cs7 linkset vrm2 5.100.8
accounting
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0

!
ip classless
no ip http server
!
!
!
line con 0
transport input none
line aux 0
line vty 0 4
password lab
login
!

end
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Multiple Instances and Instance Translation

The Multiple Instances feature makes it possible to connect the I TP to different networks with specific
variant and network indicators. Instance translation enables the conversion and transfer of MSUs
between different instances.

Feature History for Multiple Instances

Release Modification
12.2(4)MB10 This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Configuration Mode Restrictions. Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an ITP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

« Information About Multiple Instances and Instance Translation, page 88
- How to Configure Multiple Instances, page 89

« How to Configure Instance Translation, page 90

« Verifying the Multiple Instances Configuration, page 95

» Configuration Example for Multiple Instance, page 95

- Configuration Examples for Instance Translation, page 96
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Information About Multiple Instances and Instance Translation

The ITP Multiple Instance feature makesit possible to connect the I TP to different networks at one time,
each with specific variant and network indicator values. The I TP treats each combination of variant and
network indicator as a separate “instance.” Each instance acts as a separate logical ITP. Each instanceis
a separate domain with a defined variant, network indicator, I TP point code, optional capability point
code, and optional secondary point code. Each instance also hasit’s own routing table and Global Title
Translation (GTT) table

You can configure up to 8 different instances on the ITP. Instances are numbered 0 to 7.

Instance translation is the conversion of packets between instances of ANSI or ITU variants.

Understanding Virtual Linksets

A virtual linkset is a connection from oneinstance to another. There are two virtual linksets between any
two instances in the ITP. For example, between instance X and instanceY, there are virtual linksets
VirtualL Sx-y and VirtualL Sy-x. Virtual L Sx-y appears to be alinkset in Instance x, and it will appear in
Instance x's route table, for alias destinations whose true point code exists in Instance y. Virtual L Sy-x
appearsto be alinkset in Instance y, and it will appear in Instance Y’sroute table, for alias destinations
whose true point code exists in Instance x.

Virtual linksets are not the same as real linksets. Virtual linksets do not have queues, and are not
bandwidth limited.

Virtual linkset are created automatically when a new instance is created. When an alias point code is
defined, the alias point code is automatically entered in the alias instance’ s routing table using the virtual
linkset. For example, the following command entersan alias point codeininstance 5 for areal point code
in instance 6:

cs7 instance 6 pc-conversion 3.4.5 alias-pc 5 5.6.7

Thiscreates aroute ininstance 5 for the alias point code 5.6.7. The linkset shown in the Virtual LInkset
that goes from Instance 5 to Instance 6.

#ishow cs7 5 route 5.6.7 detailed

Routing table = system5 Instance = 5
Destination C Q P Linkset Name Linkset Non-adj Route
5.6.7/14 acces 1 VirtualLS5-6 avail allowed avail

Virtual linksets are available if the destination Instance has completed M TP Restart. They are
Unavailable when the destination instance is doing an MTP Restart. For example, when instance 6 is
isolated or going through an MTP Restart, here is the output of show cs7 route for the alias point code.

#show cs7 5 route 5.6.7 detailed
Routing table = system5 Instance = 5
Destination C Q P Linkset Name Linkset Non-adj Route

5.6.7/14 INACC 1 VirtualLS5-6 UNAVAIL allowed UNAVAIL
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How to Configure Multiple Instances

To enable Multiple Instances, use the following command in global configuration mode:

Command

Purpose

Router (config)# cs7 multi-instance

Enable the Multiple Instance feature.

For the commands that require an instance number, anything configured before Multiple Instancesis
turned on (such as variant, point-code, linksets, routes) is considered to be in the default instance
(instance 0) once Multiple Instancesis turned on.

Also, after you turn on Multiple Instances, the I TP begins displaying the instance number when it
displays a point code. The ITP displays the point code, then a colon, then the instance number. For
example, 1.2.3:0 means point code 1.2.3 in instance 0.

To configure an additional instance (after the default) specify the instance, the variant, and the instance
network name, using the following commands in interface configuration mode;

Command

Purpose

Router (config)# cs7 instance instance-number
variant {ansi | china | itu | ttec}

Identify an instance and indicate which of the SS7 variations the
ITPisrunning on the instance. Instance numbers are used only to
configure the information specific to each instance and do not need
to match across devices.

Router (config)# cs7 instance instance-number
network-name network-name

Specify a network name for the instance

The network-name is used to qualify information per signaling
point in related management information bases. It is used to
correlate instances into the same network by network management
applications. In order for instances in the same network to be
properly managed they must be assigned the same network name.

If you enable the Multiple Instances feature, the instance keyword and instance-number argument are
mandatory with the commands listed below:

e s/ capability-pc

- description (cs7 link)
- cs7 display-name

- cs/ fast-restart

e CS7 gtt address-conversion
» Cs7 gtt application-group

e Cs7 gtt concern-pclist
- cs7 gtt load

e CS7 gtt map

e CS/ gtt map sp

e CS7 gtt map ss

» cs7 gtt replace-db

e Cs7 gtt selector

e Cs7 linkset
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- CS7 mtp3 event-history

e CS7 mtp3timer

e €S/ mtp3tuning

e CS7 national-options

« cs7 network-indicator

e cs7 network-name

e CS7 instance pc-conversion

e CS7 point-code

e Cs7 point-code delimiter

e cs7 point-code for mat

e (Cs7 gosclass

e CS7 remote-congestion-msgs
e Cs7 route-mgmt-slss

- Cs7/ route-table

» Cs7 secondary-pc

e s/ sls-shift

e CS7 summary-routing-exception
» cs7 tfc-pacing-ratio

e cs7 variant

How to Configure Instance Translation

This section include the following tasks and information:
» Configuring Point Code Conversion, page 90
- Configuring Global Title Conversion, page 91
» Configuring Instance Conversion After Global Title Translation, page 94

Configuring Point Code Conversion

N

Note  Conversion from ANSI, ITU, Chinato TTC variant is not supported. In the case of conversion between
ANSI/China/ITU and ANSI/CHINA/ITU, the MSU size will change as aresult of the different point
codes size. If the conversion causes the MSU size to grow beyond the maximum M SU size of 273 bytes,
the MSU is discarded.

The ITP performs point code conversion for the following point codes:
- DPC
- OPC
- Concerned Point Code
- SCCP Called Party PC

IP Transfer Point
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» SCCP Cdlling Party PC
« SCMG Concerned PC

To configure point code conversion, use the following command in global configuration mode:

Command

Purpose

Router (config)# cs7 instance instance-number pc-conversion pc Configures amapp| ng between pc in instance
alias-pe alias-instance alias-pc instance-number, and alias-pc in alias-instance. If

an MSU arrives destined for alias-pc in instance
alias-instance, it will be sent to instance instance
and the DPC converted to pc.

To configure default point code conversion, use the following command in global configuration mode:

Command Purpose
Router (config)# cs7 instance instance-number pc-conversion Allows M SUs with unknown point codes in one
default alias-instance instance to be another instance. Enables default

conversion for point codes between instance
orig-instance and dest-instance. If point code
conversion between the two instances is required,
and the point code does not match a specified pc
conversion, or the I TP's point code, then the point
code is unchanged in the new instance and
conversion still succeeds

Configuring Global Title Conversion

S

Note

This section describes specifying changes to Global Title fields when configuring the Instance
Translation feature. If you are looking for information about specifying Global Title Address (GTA)
conversion mapping, see the“Configuring Global Title Address Conversion” section on page 130 of the
“Global Title Translation” chapter.

The following sections describe the purpose of Global Title conversion, three methods of converting the
SCCP Global Titleinformation, and how to assign aconversion table from oneinstance to another. These
methods are optional, and can be used separately, combined, or not at all. The methods are applied to
both the Calling and Called Party Addresses.

Overview of Global Title Conversion, page 91
Creating a GTI Conversion Table, page 92

Creating a Subsystem Mapping Table, page 92
Creating a GTA Prefix Conversion Table, page 93
Assigning a Conversion Table to an Instance, page 93

Overview of Global Title Conversion

The optional Global Title Conversion feature enables you to specify changesto SCCP Global Titlefields
when performing conversion between instances. Two typical scenarios for Global Title Conversion are:

— GTT isrequired, MSUs are destined for local point-code. The result of GTT is an application
group in adifferent instance.
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— MSUs are destined for an alias point-code in a different instance.

If the Global Title Conversion feature is not configured, the M SUs going from one instance to anther
will have no change in the global title data. However, Calling and Called Party point codes will be

converted, if they exist.
The fields that can be changed are:

« Global Title Indicator (GTI) - ANSI networks normally use GTI 2. ITU networks typically use

GTI 4.
« Translation Type (TT)
e Subsystem Number (SSN)

- Global Title Address (GTA) - This field uses the existing ITP GTA prefix conversion feature.
» Encoding Scheme - Thisfield isused if GTI is 4, does not exist for GTI 2.

« Numbering Plan - Thisfieldisused if GTI is 4, does not exist for GTI 2.

« Nature of Address - Thisfield isused if GTI is 4, does not exist for GTI 2.

N

Note  Global Title conversion is supported for SCCP UDT, XUDT, UDTS, XUDTS message types only.

Creating a GTI Conversion Table

The GTI conversion method can be used to update the GTI, TT, SSN, Encoding Scheme (ES),

Numbering Plan (NP), and Nature of Address Indicator (NAI) in an SCCP address. You name the table,
and then specify sets of input parameters and output parameters. When an MSU comesiin, the ITP finds
the most specific match. If no match isfound, the fields in the MSU are unchanged. For ANSI, GTI 2is

supported. For ITU, GTI 2 and 4 are supported.

To create a GTI Conversion Table perform the following tasks, beginning in global configuration mode:

Command

Purpose

Step 1 Router (config)# cs7 sccp gti-conversion tablename

Namesthe GTI Conversion table and enables CS7
SCCP GTI conversion mode.

Step 2 Router (config-cs7-sccp-gticonv)# update [gti-in
gti-in] [tt-in tt-in] [ssn-in ssn-in] [es-in es-in]
[np-in np-in] [nai-in nai-in] [gti-out gti-out]
[tt-out tt-out] [ssn-out ssn-out] [es-out es-out]
[np-out np-out] [nai-out nai-out] [addr-conv addr]

Specifies the input and output parameters for the
table.

If the addr-conv keyword is specified, this GTT
conversion takes precedence over any GTT
address conversion table specified per instance
conversion rule.

Creating a Subsystem Mapping Table

The subsystem mapping method converts a subsystem in one instance to adifferent subsystem in another
instance. To create a subsystem mapping table, use the following command in global configuration

mode:

Command

Purpose

Router (config)# cs7 sccp ssn-conversion tablename in-ssn
in-ssn out-ssn out-ssn

Creates a subsystem mapping table, specifying
input and output SSN values.
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If no match isfound in the SSN conversion table, the SSN in the MSU is unchanged. If both GTI
Conversion and Subsystem Mapping are used, and a GTI conversion specifies a new subsystem for the
MSU, the subsystem specified by the GTI conversion is used.

Creating a GTA Prefix Conversion Table

The GTA prefix conversion method uses the existing | TP address-conversion feature. Thisfeature allows
for conversion of addresses that use different prefixes or codes, such as converting between E212 and
E214 addressing schemes. Address conversion is an optional part of GTT conversion and will only be
applied when configured.

A
Note Both the address conversion command here and the GTI conversion command described earlier, allow

the user to specify a numbering plan and nature of address values. Any NP or NAI specified by address
conversion overrides those specified by GTI conversion.

To define a address conversion table and enter GTT address conversion submode, use the following
commands, beginning in global configuration mode:

Command Purpose

Router (config)# cs7 gtt address-conversion tablename Specifiesa GTT address conversion table name
(1-12 characters) and enables CS7 GTT address
conversion table submode.

Router (config-cs7-gtt-conv-tbl)# update in-address Defines input and (Optionally) output address
input-address [out-address output-address] [np newnp] [nai entries.
newnail

Assigning a Conversion Table to an Instance

Thistask assigns gti-conversion, subsystem mapping, and address-conversion tables for conversion from
one instance to another. All three conversion methods can be used, or just one or two. If no conversion
methods are assigned, the GTT in the MSUs will not be changed.

To assign a conversion table for conversion, use the following commands, beginning in global
configuration mode;

Command Purpose

Router (config)# cs7 sccp instance-conversion in-instance instance Specifies the input and output instances.
out-instance instance

Router (config-cs7-sccp-insconv)# set gti-conversion tablename Assigns GTI conversion table to be assigned
from one instance to another.

Router (config-cs7-sccp-insconv)# set ssn-conversion tablename Assigns subsystem mapping table to be
assigned from one instance to another.

Router (config-cs7-sccp-insconv)# set address-conversion tablename |Assigns address-conversion table to be
assigned from one instance to another.
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Command Purpose

Router (config-cs7-sccp-insconv)# set message-handling option Specifies the message handling option to be
used. The following are valid options:
0 no special options
1-7 spare values (ie unassigned)
9-15 additional spare values (ie

unassigned)

no change leave field unchanged

return-on-error return [x]udts on error

Router (config-cs7-sccp-insconv)# set national-indicator natl-ind Specifies the SCCP national indicator to be

used. The following are valid options:
0 international

1 national

no change leave field unchanged

Configuring Instance Conversion After Global Title Translation

To enable Instance Conversion with global title, configure an application group in an instance and then
assign point codes in other instances to the application group.

The application group has an optional parameter instance. If you do not specify an instance, a point code
that is entered has the same instance as the application group. By using the instance parameter, you can
specify a point code in a different instance.

To configure instance translation with GTT use the following command in global configuration mode:

Command

Purpose

Router (config)# cs7 instance instance-number gtt Configures an application group in an instance.

application-group application-group

Router (config-cs7-gtt-app-grp) #instance instance-number pe pc |Assign point codes in other instances to the

ssn sSsn cost pcssn

application group.

Thefollowing example createsaGTT entry for instance O that will convert the MSU to instance 1. If the
ITP receives an SCCP MSU in instance 0, destined for the I TP, route on global title with TT 250 and
GTA 919, the ITP will convert the MSU to instance 1 and send the MSU to point code 1.1.1 in instance
1if 1.1.1/10 is available.

Router (config)#cs7 instance 0 gtt application-group app-groupO
Router (config-cs7-gtt-app-grp) #instance 1 pc 1.1.1 ssn 10 1 pcssn
Router (config-cs7-gtt-app-grp) #pc 2.2.2 ssn 20 2 pcssn

Router (config-cs7-gtt-app-grp) #exit

Router (config)#cs7 instance 0 gtt selector selector0 tt 250
Router (config-cs7-gtt-selector)#gta 919 app-grp app-groupO

Router (config-cs7-gtt-selector) #

You can also configure an application group that contains an asname that isin a different instance. In
this case, the ITP will convert the MSU to the new instance, then send the MSU to the as.

dancer (config) #cs7 instance 1 gtt application-group as-appl
dance (config-cs7-gtt-app-grp) #asname as-0 1 pcssn

dance (config-cs7-gtt-app-grp) #exit

dancer (config) #cs7 instance 1 gtt selector selectorO tt 10
danc (config-cs7-gtt-selector) #gta 336 app-grp as-appl
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Verifying the Multiple Instances Configuration

To verify the Multiple Instances configuration, use the following command in Privileged EXEC mode:

Command Purpose
Router# show cs7 virtual-linkset [linkset-name] [brief] Displays information about virtual linksets.
[routes] [statistics] | [utilization]

You can also indicate the instance-number in any of the following Privileged EXEC show commands:
» show cs7 access-lists
» show cs7 accounting
» show cs7 gtt address-conversion
» show cs7 gtt application-group
- show cs7 gtt concern-pclist
- show cs7 gtt config
- show cs7 gtt gta
» show cs7 gtt map
- show cs7 gtt measurements
» show cs7 gtt selector
- show cs7 linkset
» show cs7 mtp3 event-history
» show cs7 mtp3timers
« show cs7 point-codes
» show cs7 qos

« show cs7 route

Configuration Example for Multiple Instance

In the following exampl e, the Multiple Instances feature is used to configure STPs in two SS7 networks.

Network 1 has variant ANSI and network indicator national. All instances in this network will have
network name specified as ANSI-NAT.

Network 2 has variant ANSI and network indicator international. All instancesin this network will have
network name specified as ANSI-INT.

Configuration for ITP1

cs7 multi-instance

cs7 instance 0 variant ANSI

cs7 instance 0 network-name ANSI-NAT

cs7 instance 0 point-code 5.5.1

cs7 instance 1 variant ANSI

cs7 instance 1 network-name ANSI-INT
1 network-indicator international
1 point-code 15.5.1

cs7 instance
cs7 instance
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Configuration for ITP2

cs7 multi-instance

cs7 instance 0 variant ANSI

cs7 instance 0 network-name ANSI-INT

cs7 instance 0 network-indicator international
cs7 instance 0 point-code 7.3.2

cs7 instance 1 variant ANSI

1 network-name ANSI-NAT

1 point-code 11.6.2

cs7 instance
cs7 instance

Configuration Examples for Instance Translation

This section includes two examples:
« Instance Translation: Instances with the Same Variant, page 96
« Instance Translation: Instances with Different Variants, page 98

Instance Translation: Instances with the Same Variant
The following example configuration isillustrated in Figure 7.

Figure 7 Instance Translation Configuration Example
Instance 0 Instance 1
ANSI ANSI

Network Ind 2 Network Ind 3

SP-0 SP-1

PC1-1-1 PC1-1-1
Instance 1 alias: Instance O alias:

2-2-5 1-1-3

122804

In the network above, SP-0 sees the ITP with PC 1-1-5, and also sees a remote SP with PC 1-1-3. SP1
sees the ITP with PC 2-2-2, and also sees a remote SP with PC 2-2-5. The CLI to configure the alias
point codes is shown below:

ITP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ITP (config) #cs7 instance 0 pc-converson 1.1.1 alias-pc 1 2.2.5
ITP (config)#cs7 instance 1 pc-conversion 1.1.1 alias-pc 0 1.1.3

When SP-0 sends an MSU to SP-1, it sets:
- DPC: 1-1-3
- OPC: 1-1-1
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— Network Indicator: 2

When the I TP receives the MSU, it determines that 1-1-3 in Instance O is an alias for 1-1-1 in Instance
1, so it converts the MSU to Instance 1. Since I nstance 1 uses Network Indicator 3, the MSU's Network
Indicator is changed to 3. The converted MSU has:

- DPC1-1-1
- OPC 2-2-5
— Network Indicator: 3

If the MSU is SCCP and contains a Calling Party PC, this PC is converted using the alias PC table. If
the Calling Party PC is 1-1-1, thisis converted to 2-2-5

The following show command output sections show the status before and after the configuration of
Instance Translation:

ITP#show cs7 linkset brief
1sn=SP-0 apc=1.1.1:0 state=avail avail/links=1/1
1lsn=SP-1 apc=1.1.1:1 state=avail avail/links=1/1

ITP#show cs7 route

Routing table = system Instance = 0
Destination Prio Linkset Name Route
1.1.1/24 acces 1 SP-0 avail

Routing table = systeml Instance = 1
Destination Prio Linkset Name Route

1.1.1/24 acces 1 Sp-1 avail

ITP#show cs7 route

Routing table = system Instance = 0

Destination Prio Linkset Name Route
1.1.1/24 acces 1 SP-0 avail
1.1.3/24 acces 1 VirtualLSO-1 avail
Routing table = systeml Instance =1

Destination Prio Linkset Name Route
1.1.1/24 acces 1 SP-1 avail
2.2.5/24 acces 1 VirtualLS1-0 avail

ITP#show cs7 linkset brief
1sn=SP-0 apc=1.1.1:0 state=avail avail/links=1/1
1lsn=SP-1 apc=1.1.1:1 state=avail avail/links=1/1

ITP#show cs7 pc-conversion

PC ALIAS PCs

IP Transfer Point
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ITP#show cs7 0 pc-conversion 1.1.1
PC ALIAS PCs

1.1.1:0 2.2.5:1

ITP#show cs7 1 pc-conversion 1.1.1

PC ALIAS PCs
1.1.1:1 1.1.3:0

Instance Translation: Instances with Different Variants

Thefollowing GTI conversion and instance conversion tables convert E.164 global title addresses from
ANSI to ITU and ITU to ANSI:

cs7 sccp gti-conversion ANSI2ITU

update gti-in 2 tt-in 10 gti-out 4 tt-out 0 np-out 1 nai-out 4 es-out 2
cs7 sccp gti-conversion ITU2ANSI

update gti-in 4 tt-in 0 np-in 1 nai-in 4 gti-out 2 tt-out 10
cs7 sccp instance-conversion in-instance 0 out-instance 2

set gti-conversion ITU2ANSI

cs7 sccp instance-conversion in-instance 2 out-instance 0
set gti-conversion ANSI2ITU

Default conversion sends any M SUs with unknown point codesin oneinstance to another instance. Also,
any PCsin the MSU that require conversion but do not have an alias point code assigned, will be
unchanged in the new instance.

In the following example, M SUs can be sent for any point code from instance 0 to instance 1:
cs7 instance 1 pc-conversion default 0
The above example will not allow M SUs to be sent from instance 1 to instance 0, however. To only allow

MSUs with a DPC of 2.2.4 or 2.2.5 to be sent from instance 1 to instance 0, enter the following
commands:

cs7 instance 0 pc-conversion 2.2.4 alias-pc 1 2.2.4
cs7 instance 0 pc-conversion 2.2.5 alias-pc 1 2.2.5
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Global Title Translation

A global titleisan application address, such as an 800 number, calling card number, or mobile subscriber
identification number. Global Title Translation (GTT) is the process by which the SCCP translates a
global title into the point code and subsystem number of the destination SSP where the higher-layer
protocol processing occurs.

Feature History for Global Title Translation

Release Modification

12.2(4)MB2 This feature was introduced.

12.2(25)SW ITP logging facility implemented for GTT.
12.2(25)SW1 GTT address conversion table syntax updated.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Configuration Mode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

» Overview of GTT Components, page 100

This section describes the functional components of GTT and provides the basic commands to
enable them.

» Storing and Loading GTT Configuration Data, page 103

GTT configuration datais stored and loaded differently than traditional router configuration data.
This section describes how storing and loading works for GTT data files.

- Configuring GTT: 6 Scenarios, page 112
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Note

This section describes the specific tasks and commands for configuring GTT, using 6 real-world
scenarios.

» Configuring Global Title Address Conversion, page 130

This section describes the tasks and commands for specifying Global Title Address (GTA)
conversion mapping.

For information about specifying changes to Global Title fields when configuring the Instance
Translation feature, see the “ Configuring Global Title Conversion” section on page 91 of the
“Multiple Instances and Instance Translation” chapter.

- Verifying Global Title Translations, page 131
This section describes the methods and commands for determining if GTT is performing properly.
« Logging GTT Errors with the ITP Logging Facility, page 133

This section describes the commands for logging GTT errors to a specified local or remote
destination.

» Configuration Example for GTT, page 136
This section includes afull ITP configuration, including GTT.

The GTT provisioning syntax and structure is based on GR-82 STP Generic Requirements
- Telcordia Technologies, Issue 3 December 1999.

Overview of GTT Components

A global titleisan application address, such as an 800 number, calling card number, or mobile subscriber
identification number. Global Title Translation (GTT) is the process by which the SCCP translates a
global title into the point code and subsystem number of the destination SSP where the higher-layer
protocol processing occurs.

The two forms of GTT are described in detail in the “Configuring GTT: 6 Scenarios” section on
page 112:

- Intermediate GTT -- A subsequent global titleisrequired by another node, thus the routing indicator
is set to zero, indicating route by global title (gt).

« Final GTT -- No subsequent global title is required by another node, thus the routing indicator is set
to 1, indicating route by point code and ssn (pcssn).

The main components of GTT are described in the following sections:
» GTT Selectors, page 101
- GTT Global Title Address Entries, page 101
« GTT Application Groups, page 102
« GTT Mated Application Entries, page 103

IP Transfer Point




| Global Title Translation

GTT Selectors M

GTT Selectors

A GTT Selector defines the parameters that select the translation table used to perform the translation
of an SCCP message to its next or final destination. A GTT selector comprises a mandatory name,
Translation Type (TT), and Global Title Indicator (GTI - only mandatory for ITU). In addition, an
optional Numbering Plan (NP), Nature of Address Indicator (NAI), and Quality of Service (QOS) may
be specified in certain cases.

GTT Selectors have 2 configuration modes:

« Theglobal configuration mode allows configuration of new selectors or isused to enter the submode
for modifying/updating an existing selector.

« Thegtt selector configuration submode is used to modify certain attributes of the selector or used to
update GTAs in the referenced selector.

Rules for Creating GTT Selectors
The following rules apply when configuring a GTT Selector:

« NP and NAI can not be specified if the variant is ANSI.
« GTI can be specified only if the variant is I TU.
« NP and NAI must be specified if GTI=4.
» The selector name must be unique and from 1 to 12 characters long.
To create a GTT selector, use the following command in global configuration mode:

Command Purpose

Router (config)# cs7 gtt selector selector tt tt gti gti np np |Namesand configuresthe GTT selector and
enables CS7 GTT selector submode.

Rules for Modifying GTT Selectors

« A selector'sTT, GTI, NP and NAI cannot be modified once they have been added. A selector must
be completely deleted to change these values.

- If aQoSclassisentered for aselector, it must have been defined prior to being used by the selector.

- If anew nameis given for the selector, it must be unique and not longer than 12 characters.

Rules for Deleting GTT Selectors
« The selector name must exist.

» A selector cannot be deleted if it contains Global Title Address (GTA) entries.

GTT Global Title Address Entries

A Global Title Address (GTA) entry definestheresult of atranslation for aparticular address mask. GTA
entries are configured from the CS7 GTT selector submode. The result of atranslation consists of:

- A new MTP3 Destination Point Code
« A new SCCP CDPA Routing Indicator (RI)
« A new SCCP CDPA Subsystem Number (SSN)
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A new SCCP CDPA Translation Type (TT) (mutually exclusive with SSN)
A GTT Application Group (mutually exclusive of all of the above)

A QoS Class

An M3UA or SUA AS name

Rules for Adding GTA Entries

A solitary GTT Mated Application (MAP) entry isautomatically created when the routing indicator
keyword is pcssn and a subsystem number (ssn) is specified.

There must be room to add the MAP entry if required, since there is a maximum of 9 subsystems
per point code in the GTT Mated Application table. (See GTT Mated Application Entries,
page 103.)

The routing indicator keyword must be gt if a new tranglation type (ntt) is specified.
A TT and SSN cannot both be specified.

The PC can not be equal to the node’s self PC, capability point code, or secondary PC.
1to 15 digits may be specified for the GTA. (Valid range is 0 through F hexadecimal.)
The GTA digits must be unique for the GTA Table.

If aGTT Application group name is specified, it must already exist in the GTT Application Group
table.

If the routing indicator is pcssn, indicating final GTT, but no SSN is specified, then at least one GTT
MAP entry must exist for the specified PC.

To specify a GTA, use the following commands as appropriate to your needs, in CS7 GTT selector

submode:
Command Purpose
Router (config-cs7-gtt-selector)# gta gta app-grp app-grp DefinesaGTA that translatestoaGTT application
group.

Router (config-cs7-gtt-selector)# gta gta asname as-name} {gt | |DefinesaGTA thattranslatesto an M3UA or SUA

pcssn} [ssn ssn]

[ntt newtt] lqos-class gos] Application Server name.

Router (config-cs7-gtt-selector)# gta gta pessn pc {gt | pessn} |DefinesaGTA entry that translatesto apoint code

[ssn ssn]

[ntt newtt]

and optional subsystem number.

GTT Application Groups

A GTT Application group is an alternative result for the explicit PC and SSN in a GTA entry. A GTT
application group should be used instead of the PC/SSN result in the following cases:

When more than 1 backup is required for a destination

When load sharing across more than 2 destinations is required

When load sharing for intermediate GTT destinations is required

When a different backup is required for the same primary destination dependent on the GTA

When a different Rl value is desired dependent on the destination selected from the application
group
When a point code backup is required for an M3UA or SUA AS, or vise versa
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- When performing aweighted load sharing with traffic received with the same calling party address
routed to the same destination

GTT Application groups have 2 configuration modes:

» The top-mode allows configuration of new group names or is used to enter the submode for
modifying/updating an group or group item.

« Thesubmodeisused to modify certain attributes of the group or used to update entriesin the group.

GTT Mated Application Entries

A GTT Mated Application (MAP) entry has two main purposes. It is used internally by the SCCP
application to track point code and SSN states such as congestion and availability. In addition it is used
to define backups or alternates for a particular PC/SSN combination. An entry in the GTA table that
contains a PC and SSN will have a corresponding entry in the MAP table. The entry in the MAP table
may be modified to work in 1 of 3 modes:

- Solitary - no alternate if PC and/or SSN is not available
» Shared - load share equally across the primary PC/SSN and backup PC/SSN

« Dominant - alwaystranslate to primary PC/SSN if available, and only translate to backup if primary
is unavailable.

Rules for Configuring GTT MAP Entries
The following rules apply:
» A backup point-code and subsystem must be specified if mode (multiplicity) is shared or dominant.
» A backup point-code and subsystem cannot be specified if mode (multiplicity) is solitary.
« A PC/SSN entry cannot be deleted if it is being used as a backup by another PC/SSN entry.
« A PC/SSN entry cannot be deleted if it is referenced by an entry in the GTA table.
» The primary and backup point-code cannot be identical.
» Thereisamaximum of 9 subsystems per point-code allowed.
» The PC can not be equal to the node’s self PC, capability PC, or secondary PC.

To configurea GTT MAP entry, use the following command in global configuration mode:

Command

Purpose

Router (config)# cs7 gtt map ppc pssn [flags] mult [bpc] [bssn] Specn‘y aGTT MAP entry.

Storing and Loading GTT Configuration Data

GTT configuration datais stored and loaded differently than traditional router configuration data. GTT
configuration commands are not stored in non-volatile RAM (NVRAM), so commands such as

write memory and show running config have no effect. Figure 8 shows the GTT data relationships on
an ITP. This section describes:

» Loading aGTT Table from a Remote File Server or Flash (No existing GTT Data), page 104
» Loading aGTT Table from a Remote File Server or Flash (Existing GTT Data), page 105
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>

Warning

- Bulk Loading/Replacing GTT Database, page 105
- Syntax and Format Rules for Creating a GTT Database Download File, page 105

Figure 8 GTT Table Loading
Non-volatile memory
(flash:) Remote
server

Y
TP Hash <—>E

tftp://64.102.16.25
NVRAM P
cs7 gtt load <url>

* Save running GTT config to flash using copy command
\ (copy cs7:gtt-tables/gtt_default flash:filename)

* Save running GTT config to remote server using copy command
A (copy cs7:gtt-tables/gtt_default tftp://64.102.16.25/filename)

GTT data in volatile RAM

(cs7:git-tables/gtt_default) GTT Load CLI command to specify

where GTT data is copied from.
Can be flash: or remote server.

59361

In order to preserve a GTT configuration across I TP reloads, you must use the GTT Table Loading
feature.

All GTT data will be lost during a router reboot if you do not use the GTT Table Loading
procedure.

Loading a GTT Table from a Remote File Server or Flash (No existing GTT Data)

Step 1

Step 2

The steps for loading a GTT table when the ITP has no existing GTT data are as follows:

Determine the desired default location for the GTT file to be loaded during ITP reloads. The default
location can be either Flash or aremote server. For example, if the GTT fileisto be loaded from Flash,
the URL would be similar to the following:

flash:gttdata.txt.

If the GTT fileisto be loaded from a remote server, the URL would be similar to the following:

tftp://64.102.16.25/gttdata.txt

Specify that the GTT fileisto be loaded into RAM during subsequent I TP reloads

Command

Purpose

Router (config)# cs7 gtt load URL Specify the URL location from which, upon ITP

reload, the GTT database will be loaded.
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Step 3
Step 4
Step 5

Note

Loading a GTT Table from a Remote File Server or Flash (Existing GTT Data) W

For example, using the default location and filename flash:gttdata.txt, the command would be:

cs7 gtt load flash:gttdata.txt

Save the cs7 gtt load definition to NVRAM with awrite memory command.
Configure all desired GTT data using the CL1I.

Save the GTT data to the file specified in step 2 using the copy command or the cs7 save gtt-table
privileged EXEC command as in the following example:

cs7 save gtt-table flash:gttdata.txt

Thefile“cs7:gtt-tables/gtt_default” is amachine generated file. Its format is not meant for
hand editing. It is recommended the CL1| or an externally provided GUI product be used to
configure GTT data, rather then editing the gtt_default file.

Steps 4 and 5 can be repeated for subsequent updates of GTT data.

Loading a GTT Table from a Remote File Server or Flash (Existing GTT Data)

For an existing system with GTT data, to execute the load command immediately use the following
command in global configuration mode:

Command

Purpose

Router (config)# cs7 gtt load URL [execute] Specify the URL location of the GTT database

and, optionally, load it now.

Bulk Loading/Replacing GTT Database

It may be desirable to replace the entire contents of a GTT database with a new database without
rebooting the ITP. The cs7 gtt load command discussed above does not support this capability. To
perform a bulk load of the entire GTT database without the need to reboot an I TP, use the following
command in privileged EXEC mode:

Command Purpose

Router# cs7 gtt replace-db URL Replace the entire contents of a GTT database
Are you sure? with a new database without rebooting the ITP.

[confirm]

GTT table:URL, loaded successfully.

Syntax and Format Rules for Creating a GTT Database Download File

This section describes the syntax and format of the text file used to store and load GTT information on
the ITP. Since GTT datais not preserved in NVRAM, and the maximum size of GTT data can be up to
500,000 entries, a separate compressed format (comma separated) is provided to represent GTT data
configured on the ITP. The text file is generated by the ITP when GTT datais saved to afile. Userswho
require the ability to generate GTT tables offline must use these guidelines to create a syntactically and
semantically correct file that may be loaded to the ITP.

IP Transfer Point ]



Global Title Translation |

M Syntax and Format Rules for Creating a GTT Database Download File

Command ldentifiers in a GTT Database Download File

Table 3 shows the command identifiers supported by the GTT table download format. Each line in the
text fileisidentified with a one-character string. All command identifiers except v may be prefixed with
a“d” to indicate a delete action. Otherwise the action is assumed to be an add action. A modify action
occurs only when the item already exists and one or more attributes have changed. The table shows the
command identifier and the action it specifies.

Table 3 GTT Database Download File Command Identifiers

Command | dentifier

Action

\Y

Add or modify the format version of the GTT configuration file. Must be the
first command in the GTT configuration file because it identifies which
parameters are valid within the various commands.

S

Add or modify GTT Selector.

ds

Delete Selector.

g

Add or modify GTT GTA.

dg

Delete GTT GTA.

a

Add or modify GTT Application Groups or itemsin the group.

da

Delete GTT Application Groups or items in the group.

m

Add or modify GTT MAP.

dm

DeleteaGTT MAP.

c

Add or modify a Concerned Point Code List.

dc

Delete a Concerned Point Code List or item in the list.

p

Add or modify a GTT address conversion entry.

dp

Delete a GTT address conversion entry

Syntax Rules:

« All lines must be terminated with a'\n' (unix eal).

« All tokens are comma separated.

- Each lineis parsed for syntax checks and then checked for semantics.

- If alineis parsed and fails either syntax or semantic checks the download process is aborted at the

point of failure.

Parameter Values in GTT Database Download Files

This section describes the values of the parameters that you use with the command identifiers when you
create a GTT database download file.
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Thefirst linein any GTT file must indicate the version and variant of the GTT file. Table 4 lists the
current GTT table versions by I TP software version.

Table 4 GTT File Version
| TP Software Rel GTT Table Version
MB4 1.0
MB5 2.0
MB6 2.0
MB7 3.0
MB8 3.0
MB9 31
MBO9A 3.1
MB10 4.0
MB11 4.0
MB12 4.0
MB13 4.0
12.2(20)SW 4.1
12.2(21)SW1 4.2
12.2(23)SW 4.2
12.2(23)SW1 4.3
12.2(25)SW 4.3

Table 5 liststhe values for each parameter of the GTT commandsthat can be specifiedinaGTT database

download file.

Table 5 GTT Command Parameter Values

Par ameter Valid Values

version GTT Table Version - 1.0, 2.0, 3.0, 3.1, 4.0, 4.1, 4.2, 4.3(See Table 4)
variant Variant - { ANSI, ITU, CHINA}

selector name

Name of Selector - alphanumeric string maximum of 12 chars

tt

Translation Type - integer { 0-255}

oti Global Title Indicator- integer { 2,4}

np Numbering Plan - integer { 0-15}

nai Nature of Address Indicator - integer {0-127}

es Encoding scheme for the address conversion result { 0-2}

gos Quality of service Classidentifier { 1-7}

gta Global Title Address Digits - numeric/hex sting 1 to 15 digits
pc Destination point code in hex

ri Routing indicator { gt, pcssn}

ssnh Subsystem Number - integer { 2-255}
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Table 5 GTT Command Parameter Values (continued)

ntt New Translation Type - integer { 0-255}

app-grp Application Group name - alphanumeric string maximum of 12 chars
group-name Application Group name - al phanumeric string maximum of 12 chars

mult Multiplicity { sol, dom, sha, cos}

mult.1 Multiplicity { sha, cos}

mult.2 Multiplicity {sha, cos, cgp}

cost Cost or priority of destination { 1-8}

ppc Primary point code in hex

pssn Primary Subsystem Number - integer { 2-255}

bpc Backup point code in hex

bssn Backup Subsystem Number - integer {2-255}

concern pc list name |Concerned Point Code List Name - alphanumeric string maximum of 12 chars.
rrc Boolean Re-Route if Congested - integer { 0,1}

adj Boolean Adjacency indicator {0,1}

pre-addrconv Name of address conversion table - alphanumeric string maximum of 12 chars.
post-addrconv Name of address conversion table - alphanumeric string maximum of 12 chars.
network-name Network name of instance - alphanumeric string maximum of 12 chars.

Examples of Entries in a GTT Database Download File

This section provides the syntax and examples of entriesin aGTT database:

Version and Variant

To specify the version of the GTT configuration file and the variant, use the syntax appropriate to your
version:

» Syntax for version 1.0 to 3.0:
v,version,variant
Examples:

v1.0,ITU
v2.0,ANSI
v3.0,CHINA

» Syntax for version 4.0: In version 4.0 the I TP software supports multiple variants via the use of
multiple instances. Each instance is assighed a variant.
v,version,variant,instance

Example:

v4.0,ANSI, 0
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- Syntax for version 4.1 and 4.2
V,Version,variant,instance,networ k-name

Example:

v4.1,ITU,0,itu-national

GTT Selector
To add, modify, or delete a GTT Selector:
e Syntax:
[d]sselectorname,tt,gti,[np],[nai],[gos],[ pre-addrconv] [ post-addrconv]
Examples:

stest,0,4,7,4,1
stestsel, 0,2, , ,
sal2345672,100,4,15,127,

GTT GTA
To add, modify, or delete a GTT GTA:

» Syntax for version 1.0:
[d]gselectorname,gta,[pc],[ri],[ssn],[ntt],[app-grp],[qos]
Examples:

gtest,349,1012,g9t,100, , ,
gtest,828,1012,g9t, ,100, ,
gtest,828258,1012,pcssn, 129, , ,
gtest,8282588595,1012,pcssn, 100, ,1,
gtest, 919, , , , ,test,

gtest, 920, , , , ,test,
gtest,980,859,pcssn, 10, , ,

- Syntax for version 2.0 to 4.1:
[d]gsel ectorname,gta,[pc],[ri],[ssn],[ntt],[app-grp].[qos], [asname]
Examples:

gtest,349,1012,9t,100, , ,
gtest,828,1012,g9t, ,100, ,
gtest,828258,1012,pcssn, 129, , ,
gtest,8282588595,1012,pcssn, 100, ,1,

gtest, 919, , , , ,test,
gtest, 920, , , , ,test,
gtest, 980,859,pcssn, 10, , ,
gtest, 999, , , , , , ,sua_asl

» Syntax for version 4.2:
Same as previous except ssn may be 0 when ri is gt.
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GTT Application Groups
To add, modify, or delete a GTT Application Group:

« Syntax for version 1.0:
[d]agroup-name,[ mult.1],cost,pc,ri,[ssn]
Example:

aapp0,cost,1,1012,gt,

- Syntax for version 2.0:
[d]agroup-name,[ mult.1],cost,pc,ri,[ssn],[asname]
Example:

aapp0,cost,1, , , ,as0

- Syntax for version 3.0:
[d]agroup-name,[ mult.1],cost,pc,ri,[ssn],[asname]
No syntax change, but can enter local-pc in table.

Example:

aappl,sha,1,10203,pcssn,

» Syntax for version 3.1:
[d]agroup-name,[mult.1],cost,pc,ri,[ssn],[asname]
No syntax change, but allows 8 items with same cost
Example:

aappl,sha,1,10203,pcssn,

« Syntax for version 4.0:
[d]agroup-name,[ mult.2],cost,pc,ri,[ssn],[asname]
CGPA load sharing introduced
Example:

aappl,cgp,1,20203,pcssn, ,

- Syntax for version 4.1:

The item in the application group can be in a different instance than the application group. The
network-name parameter is added to indicate the instance to which the item belongs.

[d]agroup-name,[ mult.2],cost,pc,ri,[ssn],[asname],[ networ k-name]
Example:

aappl,cgp,1,20203,pcssn, 5, ,instancel

- Syntax for version 4.2:
Unchanged, except ssn may be O for intermediate GTT.

Example:

aappl,cos,1,10203,pcssn,5, ,instancel
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GTT MAP
To add, modify or delete a GTT MAP:

» Syntax for version 1.0 and 2.0
[d]mppc,pssn,mult,[bpc],[bssn],[concern pc list name],[rrc],[ad]]
» Syntax for version 3.0 to 4.2 adds support for local-pc in the MAP table.

Examples:
m809,10,s01,,,,0,0
m859,10,s01,,,,0,0
m861,10,s0l1,,,,0,0
mli01l2,10,s0l,,,,0,0

m859,20,sha,861,20,,0,1
m859,25,dom, 861,25,,1,0

Concerned PC Lists
To add, modify, or delete a Concerned PC List:

- Syntax for version 1.0 to 3.0
[d]cconcern pc list name,pc
Examples:

clistl,809
clistl, 859
clist3,1012

» Syntax for version 4.0
[d]cconcern pc list name,pc,instance
Example:

clistl,1024,1

Address Conversion Tables
To add, modify, or delete an address conversion table:

- Syntax for version 1.0 to 4.2
[d]paddress conversion table name,[np],[nai],gta,[gta],[np],[nai]
» Syntax for version 4.3

[d]paddress conversion table name,[np],[nai],gta,[gta],[np],[nai],[es]
Displaying Current GTT Configuration
Sincethe GTT dataon an ITPis not stored in NVRAM, commands such as show run will not display

the current configuration. To display the current running configuration regarding GTT use the following
command in privileged EXEC mode;

Command Purpose

Router# show cs7 gtt config Display the current running configuration of GTT.
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Configuring GTT: 6 Scenarios

The following sections describe how to configure GTT dataon the I TP for different scenarios applicable
to real customer networks. The scenarios include:

Configuring Intermediate GTT To Route MSUs to a Single Point Code, page 112
Configuring Intermediate GTT To Load Balance MSUs Across Two Or More Point Codes, page 115
Configuring Final GTT To Route MSUs to a Solitary Point Code, page 118

Configuring Final GTT To Route MSUs to a Primary and Backup Point Code and SSN (Dominant
Mode), page 121

Configuring Final GTT To Load Balance MSUs Across a Group of Point Codes and Subsystems,
page 124

Configuring Final GTT to an SUA AS with a Backup Point Code (Dominant Mode), page 127

Rules For Removing GTT Configurations:

To delete a selector you must first delete any GTASs that reference it, using the no gta command.
After deleting the GTAS, you can remove the selector, using the no selector command.

To delete a mated application (GTT MAP), you must first delete any application groups and GTAs
that reference it (using the no cs7 gtt application-group command and no gta command). You can
then delete the mated application configuration using the no cs7 gtt map command.

To delete amap entry that references another map entry as abackup, change all entriesthat reference
it to “solitary” then delete the map entry with the no cs7 gtt map command.

To delete an application group that isreferenced by a GTA, you must first delete the GTA using the
no gta command. After deleting the GTA, you can remove the application group with the
no cs7 gtt app-grp command.

Configuring Intermediate GTT To Route MSUs to a Single Point Code

This configuration describes the scenario shown in Figure 9.

Figure 9 Intermediate GTT With One Destination
PC=158
Cisco ITP
Incomin performing bC=24
SCCP MS%JS intermediate External STP C=245

e 5| GTT performing 4~
. final GTT

HLR

GTT data

59362

The ITP on the left side of Figure 9 isrequired to perform intermediate GTT for a set of digits (GTAS).
Thereisonly 1 choicefor the next destination regardless of its availability. All SCCP traffic that requires
GTT and that matches the configured digitsisto be GTT routed to the destination PC=158.
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Provisioning the ITP

To provision the ITP, perform the following steps:

Stepl  Determine the criteria needed to select the appropriate translation table. For ITU the most common
Global TitleIndicator is4. ThismeansaTT, NP and NAI identify the translation table. For ANSI, only
the TT isrequired. For this example we will use TT=0, NP=1, NAI=3.

N
Note  Thechoicesof TT, NP, and NAI are application specific. Refer to the SS7 network
administrator to determine the appropriate combination of TT, NP, and NAI. ITU-T

Q.714 Specifications of Signaling System No. 7- Signaling Connection Control
Part defines many of the well-known applications.

Step2  Determineif a GTT Selector matching the criteria stated above already exists:

Command Purpose

Router# show cs7 gtt selector Display GTT selector information.

If amatching GTT selector exists, it can be referenced by its text name. If not, a new selector must be
created. For this example assume it does not exist and the name c7gsp will be used.

Step3  Determine the range of digits from the called party address (CDPA) that need to be routed to PC=158.
In this example assume that any digits matching the prefix 3330810 need to be GTT routed to PC=158.

All GTA digits entered on the ITP are prefix matched against the actual digits arriving in the MSU
requiring GTT. When 3330810 is provisioned on the ITP it really means 3330810xxxxX... where x is any
digit. The ITP currently supports prefix matching from 1 to 15 digits (1 - 9 and hex characters A - F).

Configuring the ITP GTT Database

Once the above criteria are determined, follow these steps to configure the ITP GTT database:

Stepl  Configure the selector:

Command Purpose

Router (config) # cs7 gtt selector selector tt tt gti gti mp nmp |Namesand configuresthe GTT selector and enters
nai nai CS7 GTT selector submode.

Using the details of the example, the command would be;

cs7 gtt selector c7gsp tt 0 gti 4 np 1 nai 3

In this simple case only one translation needs to be added within the selector.
Step2  Configure the GTA within the selector:

Command Purpose
Router (config-cs7-gtt-selector)# gta gta result-type pc Names and Configuresthe GTA.
routing-indicator
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The result type is used to specify whether the GTA will be routed to a specific point code and optional
SSN (pcssn) or to an application group (app-grp). In this case the result type is pcssn which allows the
operator to specify a specific point code (pc=158). An SSN is not used in this example:

gta 3330810 pcssn 158 gt

The above command can be referred to as a GTA rule. The rule states that the CDPA digits matching
3330810 will be routed to a point-code and optional subsystem number (pcssn). The point-code is 158,
the subsystem number in this example is not defined and the routing indicator is set to 'gt' indicating
intermediate GTT. Omitting a new SSN in the rule causes the original SSN to be preserved during the

transl ation.
Step 3

Exit the submode and verify the data entered:

Command

Purpose

Router (config-cs7-gtt-selector)# exit

Exits CS7 GTT selector submode.

Router (config)# exit

Exits global configuration mode.

Router# show cs7 gtt gta selector [digits]

Displays detail s about the given GTA.

For the example, the command and the output would be:

Router# show cs7 gtt gta c7gsp

Selector Name TT GTI NP
9 o a1
GTA PC

1330810 158

NAI DFLTQOS #GTAs
s L
RI SSN TT App-Grp QO0s ASname
o«

To deletea GTT configuration, follow the rules in the “Rules For Removing GTT Configurations:”

section on page 112.
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Configuring Intermediate GTT To Load Balance MSUs Across Two Or More

Point Codes

Provisioning the ITP

Step 1

Step 2

Step 3

This configuration describes the scenario shown in Figure 10.

Figure 10 Intermediate GTT Shared Across 2 Destinations
PC=158
External STP
performing
Cisco ITP final GTT
Incoming performing PC=245
SCCP MSUs | intermediate
. |GTT
- HLR
GTT data External STP
performing
final GTT
PC=166 2

This example is similar to the previous example except that instead of only 1 destination point-code a
group of point-codes shall be used. For this example the mode (multiplicity) used to pick which
point-code to choose from the group is shared. This means that all SCCP messages that matched the
translation will be equally shared across the availabl e destinationsin the group in around-robin fashion.

The MTP3 destination status is used to determine if the point code is available.

In Figure 10 the ITP on the left side of the illustration is required to act as an intermediate translation
point to the mated pair of STPs, which handle all final translationsto aHLR. In this case the ITPis
required to share all GTT routed traffic for arange of digits between a mated pair of STPs (PC=158 and
PC=166).

To provision the ITP, perform the following steps:

Determine the criteria needed to select the appropriate translation table. For this example assume GTT
selector criteriaGTI-4, TT=0, NP=1, NAI=3. Also assume the appropriate selector already existsin the
ITP GTT database.

Define a GTT application group representing the mated pair of STPs (PC=158, PC=166) in the
intermediate/shared mode.

Determine the range of digits from the called party address (CDPA) that need to be routed to the
application group containing PC=158 and PC=166. In this example assume that any digits matching the
prefix 328 needsto be GTT routed to the application group.
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Configuring the ITP GTT Database

Once the above criteria are determined the following steps may be followed to configure the ITP GTT
database:

Stepl  DefineaGTT application group representing the mated pair of STPs in the intermediate/shared mode:

Command Purpose

Router (config)# cs7 gtt application-group group-name Assigns an application group name and enables
the CS7 GTT application-group submode for
adding items to the group.

Using the details of the example, the command would be:

Router (config)# cs7 gtt application-group intergroupl

Step2  Add the point-codes into the application group then exit application group submode:

Command Purpose

Router (config-cs7-gtt-app-grp)# pc point-code cost Adds a point code, cost, and routing indicator to
routing-indicator the app| ication group.

Router (config-cs7-gtt-app-grp) # exit Exits CS7 GTT application-group submode.

Using the details of the example, the commands would be:

Router (config-cs7-gtt-app-grp)# pc 158 1 gt
Router (config-cs7-gtt-app-grp)# pc 166 2 gt
Router (config-cs7-gtt-app-grp) # exit

The default mode for the group is share, which does not have to be changed for this example. In the
shared mode, all items in an application group must be given a unique cost (1-8). In the shared mode
the cost can be thought of as an item number. Should the mode be changed to a“cost” mode, the method
for choosing the next destination would switch from a round-robin scheme to aleast cost available
algorithm. (The cost is ignored when the group is share, and share is the default.) An example of using
the cost mode is not shown, but can be thought of as follows:

Instead of sharing all traffic between the items in the group, pick the least cost item (1 being the least)
and choose it always if available. If the least cost item is not available, choose the next least cost
availableitem and routetoit. If no items are available, drop message and initiate error and measurement
procedures.

Step3  Enter the submode configuration for the existing selector:

Command Purpose
Router (config)# cs7 gtt selector selector Enables the CS7 GTT selector submode for the
given selector.

Using the details of the example, the commands would be;

Router (config)# cs7 gtt selector c7gsp

After performing the above step, the CLI enters selector submode for configuring translations options
within the selector. In this simple case only one translation needs to be added within the selector.
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Step 4

Configure the GTA within the selector:

Command

Purpose

Router (config-cs7-gtt-selector)# gta gta result-type app-grp

Names and configures the GTA for the given
selector.

Using the details of the example, the command would be;

Router (config-cs7-gtt-selector)# gta 328 app-grp intergroupl

~

Note

The application group intergroupl may be used by as many GTT rules as

needed. Avoid creating application groups with the same items in them.

The above command can be referred to asa GTA rule. Therule states that the CDPA digits matching 328
will be routed to the application group “intergroupl.” Using an application group allows destinationsto
be modified, added, or deleted without impacting the GTA table.

Step 5

Exit the submode and verify the data entered:

Command

Purpose

Router (config-cs7-gtt-selector)# exit

Exits CS7 GTT selector submode.

Router (config)# exit

Exits global configuration mode.

Router# show cs7 gtt gta selector [sgta sgtal

[egta egtal

Displays details about the specified GTA.

Using the details of the example, the command and output would be:

Router# show cs7 gtt gta c7gsp

Selector Name TT GTI NP
crgsp o 4 1
GTA PC

3330810 s
328

NAI DFLTQOS #GTAs

s 2

RI SSN TT App-Grp QO0S ASname

o«
intergroupl

To delete a GTT configuration, follow the rulesin the “Rules For Removing GTT Configurations.”

section on page 112.
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Configuring Final GTT To Route MSUs to a Solitary Point Code

This configuration describes the scenario shown in Figure 11.

Figure 11 ITP performing Final GTT to a Solitary Point Code
PC=158
Cisco ITP
Incoming performing PC=245

e g

HLR
GTT data SSN=250

59364

This example is similar to the previous example in that a solitary point-code is used. However, this
example involves final GTT rather then intermediate GTT from the previous 2 examples. The main
difference in intermediate vs. final GTT is the resultant routing indicator of the outgoing/translated
message. The ITP also makes use of the Subsystem status when choosing the destination.

In Figure 11 the ITP (PC=158) isrequired to perform final GTT to aHLR (PC=245/ SSN=250) for a
specific range of digits from the CDPA. In this case the ITP isrequired to route all GTT traffic for the
range of digits to an end node such as the HLR in this example.

Provisioning the ITP

To provision the ITP, perform the following steps:

Stepl  Determine the criteria needed to select the appropriate translation table. For this example assume GTT
selector criteria GTI-4, TT=0, NP=1, NAI=3. Also assume the appropriate selector already existsin the
ITP GTT database.

Step2  Determine the range of digits from the called party address (CDPA) that need to be routed to the HLR.
In this example assume that any digits matching the prefix 3335114 needsto be GTT routed to the HLR.

Step3  Determineif the ITP should replace the SSN in the called party with SSN=250 or the ITP should rely on
the proper SSN already being set in the CDPA. In this example the ITP will implicitly replace SSN=250
in the called party regardless of any existing SSN.

Configuring the ITP GTT Database

Once the above criteria are determined the following steps may be followed to configure the ITP GTT
database.

Stepl  Enter the submode configuration for the existing selector:

Command Purpose

Router (config)# cs7 gtt selector selector Specifies the selector name and enables CS7 GTT
selector submode for configuring translations
options within the selector.
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Using the details of the example, the command would be:

Router (config)# cs7 gtt selector c7gsp

After performing the above step, the CLI enters selector submode for configuring translations options
within the selector. In this simple case only one translation needs to be added within the selector.

Step2  Configure the GTA within the selector:

Command Purpose
Router (config-cs7-gtt-selector)# gta gta result-type pc Names and Configures the GTA for the given
routing-indicator ssn ssn selector.

Using the details of the example, the command would be;

Router (config-cs7-gtt-selector)# gta 3335114 pcssn 245 pcssn ssn 250

The above command can be referred to as a GTA rule. The rule states that the CDPA digits matching
3335114 will be routed to a point-code and subsystem. The point-code is 245 and the SSN=250. The
resultant routing indicator shall be set to pcssn, indicating final GTT (route on point code and
subsystem). Since the SSN was specified as 250, it will override any SSN that previously existed in the
called party. Conversely if the SSN was not specified in thisrule, the ITP would try to route to whatever
subsystem existed in the CDPA.

Step3  Exit the submode and use the show cs7 gtt commands to verify the data entered:

Command Purpose

Router (config-cs7-gtt-selector)# exit Exits CS7 GTT selector submode.

Router (config) # exit Exits global configuration mode.

Router# show cs7 gtt gta gta Displays details about the specified GTA.
Router# show cs7 gtt map Displays details about the GTT MAP entries.

Using the details of the example, the show command and output would be:

Router# show cs7 gtt gta c7gsp

Selector Name TT GTI NP NAI DFLTQOS #GTAs

c7gsp 0 4 1 3 3

GTA PC RI SSN TT App-Grp QO0S ASname
3330810 158 gt

3335114 245 pcssn 250

328 intergroupl

Router# show cs7 gtt map
PPC PSSN MULT BPC BSSN ConPCLst RRC ADJ Ref
245 250 sol  ----------- -—- off no 1

Table 6 describes the fields in the show cs7 gtt map display.
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Table 6 show c¢s7 gtt map Field Descriptions

Field Description

PCC Primary Point Code

PSSN Primary Subsystem Number

Mult Multiplicity (load share mode)

BPC Backup Point Code for Primary Point Code

BSSN Backup Subsystem Number for Primary Subsystem Number
ConPCLst Concerned point-code list name. Concerned point-code lists are

created using the cs7 gtt concer n-pclist command. All destinations
in the list are notified when a subsystem status change occurs.
Concerned point-code lists are optional for all GTT MAP entries.

RRC Rerouteto backupif primary iscongested Used to tell SCCProuting
if the backup should be used when the primary is congested. Default
is OFF.

ADJ Adjacency flag. Used to signify if a PC/SSN should be considered
adjacent to local node in regards to SCCP management. Default is
NO.

Ref Reference Count. Indicates how many times a MAP entry is
referenced by GTA or application group entries. A referenced MAP
can not be removed.

Note  Whenever final GTT is provisioned with an explicit subsystem from a GTA entry such as
the one for GTA=3335114, aGTT MAP (Mated Application) entry isrequired. The ITP
will automatically create a solitary MAP as needed when the GTA entry is created. The
GTT MAP entry is used internally by the ITP to manage the status of a subsystem. The
operator could have pre-provisioned thisMAP entry prior to configuring the GTT using the
cs7 gtt map command. For an example where the MAP is provisioned prior to the GTA
see the “ Configuring Final GTT To Route M SUs to a Primary and Backup Point Code and
SSN (Dominant Mode)” section on page 121. The MAP can also be used to define a mate
point-code for the primary point-code. Thisis an alternative to using application-groups,
which take up more memory.

To delete a GTT configuration, follow the rules in the “Rules For Removing GTT Configurations:”
section on page 112.
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Configuring Final GTT To Route MSUs to a Primary and Backup Point Code and
SSN (Dominant Mode)

Provisioning the ITP

Step 1

Step 2

Step 3

Step 4

This configuration describes the scenario shown in Figure 12

Figure 12 Final GTT routed to a primary and backup PC/SSN
PC=245
PC=158
Cisco ITP
Incoming performing HLR
sccp Msus | final GTT SSN=250
. PC=1003
GTT data
HLR 8
SSN=250 3

This example is similar to the previous example in that final GTT is being performed. However, this
exampleinvolves final GTT using a customized GTT MAP entry where a backup PC and SSN are also
utilized.

In Figure 12 the ITP (PC=158) isrequired to perform final GTT to aHLR (PC=245/ SSN=250) for a
specific range of digits from the CDPA. Also suppose the HLR (PC=245) has a backup (PC=1003) in
case of afailure. In this case the ITP isrequired to route all GTT traffic for a range of digitsto the
primary HLR if it is available. If the primary HLR becomes unavailable, the ITP is required to use the
backup instead. This method of choosing the primary and backup subsystems istypically referred to as
operating in the dominant mode.

To provision the ITP, perform the following steps:

Determine the criteria needed to select the appropriate translation table. For this example assume GTT
selector criteria GTI-4, TT=0, NP=1, NAI=3. Also assume the appropriate selector already existsin the
ITP GTT database.

Determine the range of digits from the called party address (CDPA) that need to be routed to the HLR.
In this example assume that any digits matching the prefix 339 needs to be GTT routed to the primary
HLR (PC=245) if available or the backup HLR (PC=1003) if the primary is not available.

Determineif the ITP should replace the SSN in the called party with SSN=250 or the I TP should rely on
the proper SSN already being set in the CDPA. In this example the ITP will implicitly replace SSN=250
in the called party regardless of any existing SSN.

Determineif aGTT MAP entry having the appropriate mode and backup criteriaexists. For this example
assume the GTT MAP entry does not exist and create it.

IP Transfer Point ]



Global Title Translation |

M Configuring Final GTT To Route MSUs to a Primary and Backup Point Code and SSN (Dominant Mode)

Configuring the ITP GTT Database

Once the above criteria are determined, follow these steps to configure the ITP GTT database:

Stepl  Enter the GTT MAP entry:

Command Purpose

Specifiesthe GTT MAP definition.

Router (config)# c¢s7 gtt map ppc pssn [flags] mode [bpc]
[bssn]

Using the details of the example, the command would be:

Router (config)# cs7 gtt map 245 250 rrc dom 1003 250

The above command can be referred to asa GTT MAP definition. The definition dictates that PC=245
and SSN=250 is a primary application backed up in the dominant mode by PC=1003 and SSN=250. The
rrc flag specifiesthat if the primary PC/SSN becomes congested we will re-route to the standby PC/SSN.

Step2  Enter the submode configuration for the existing selector:

Command Purpose

Enables CS7 GTT selector submode for
configuring translations options within the
selector.

Router (config)# c¢s7 gtt selector selector

Using the details of the example, the command would be;

Router (config)# cs7 gtt selector c7gsp

In this simple case only one translation needs to be added within the selector.
Step3  Configure the GTA within the selector:

Command Purpose

Router (config-cs7-gtt-selector)# gta gta result-type
point-code routing-indicator ssn ssn

Configure the GTA for the given selector.

Using the details of the example, the command would be:

Router (config-cs7-gtt-selector)# gta 339 pcssn 245 pcssn ssn 250

The above command can bereferred to asa GTA rule. Therule states that the CDPA digits matching 339
will be routed to a point-code and subsystem. The point-code is 245 and the SSN=250. The resultant
routing indicator shall be set to 'pcssn’ indicating final GTT (route on point code and subsystem). Since
the SSN was specifically specified as 250, it will override any SSN that previously existed in the called
party. Conversely if the SSN was not specified in this rule, the ITP would try to route to whatever
subsystem existed in the CDPA. Since a GTT MAP entry was pre-defined and the PC=245 / SSN=250
existsin the GTT Mated Application entity set, a backup PC/SSN shall be used in the dominant mode
with the rrc flag indicating re-route to backup if primary is congested.

Step4  Exit the submode and verify the data entered:

Command Purpose

Router (config-cs7-gtt-selector)# exit

Exits CS7 GTT selector submode.

Router (config) # exit

Exits global configuration mode.
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Command

Purpose

Router# show cs7 gtt gta gta

Displays details about the given GTA.

Router# show cs7 gtt map

Displays details about the GTT MAP entries.

Using the details of the example, the show command and output would be:

Router# show cs7 gtt gta c7gsp

Selector Name TT GTI NP NAI DFLTQOS #GTAs
c7gsp 0 4 1 3 4
GTA PC RI SSN TT App-Grp QO0S ASname
3330810 158 gt
3335114 245 pcssn 250
328 intergroupl
339 245 pcssn 250
Router# show cs7 gtt map
PPC PSSN MULT BPC BSSN ConPCLst RRC ADJ Ref
245 250 dom 1003 250 on no 2
Y
Note  You can not delete any map entry that references another MAP entry. You must first change all entries

that reference it to sol before you can delete the entry with the no cs7 gtt map command. To modify a
MAP entry you must replace the entire command, including all keywords and arguments.

To delete a GTT configuration, follow the rules in the “Rules For Removing GTT Configurations:”

section on page 112.
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Configuring Final GTT To Load Balance MSUs Across a Group of Point Codes
and Subsystems

Provisioning the ITP

Step 1
Step 2

Step 3

Step 4

This configuration describes the scenario shown in Figure 13.

Figure 13 Final GTT Load Balanced Across Multiple PC/SSN Nodes
PC=1810
PC=158
Cisco ITP
Incoming performing HLR
sccp Msus | final GTT SSN=250
. PC=558
GTT data
PC=678 HLR
SSN=250
HLR 8
SSN=250 3

Thisexampleissimilar to the example show in Figure 10 in that an application group nameis being used
rather than an explicit point-code or PC/SSN. However, this example involves final GTT instead of
intermediate GTT.

In Figure 13 the ITP (PC=158) is required to perform final GTT to an application existing on multiple
end nodes to reduce the CPU load at any given single node. In this case the ITP isrequired to share all
GTT traffic for arange of digits between multiple end nodes (in this case 3 shall be used - maximum of
8 destinations possible).

To provision the ITP, perform the following steps:

Define a GTT application group representing the 3 HLRs.

Determine the criteria needed to select the appropriate translation table. For this example assume GTT
selector criteriaGTI-4, TT=0, NP=1, NAI=3. Also assume the appropriate selector already existsin the
ITP GTT database.

Determine the range of digits from the called party address (CDPA) that need to be routed to the HLR.
In this example assume that any digits matching the prefix 900 needsto be GTT routed to the application
group containing the 3 HLRs.

Determineif the ITP should replace the SSN in the called party with SSN=250 or the I TP should rely on
the proper SSN already being set in the CDPA. In this examplethe ITP will implicitly replace SSN=250
in the called party regardless of any existing SSN.
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Step5  Determineif GTT MAP entries for the 3 end nodes exist. For this example assume the 3 MAP entries
already exist. Note: When final GTT is being performed with the use of application groups, the MAP
entry is required for each PC/SSN, but the fields in the MAP entry such as the load share mode, bpc,
bssn, and optional flags are ignored.

Configuring the ITP GTT

Once the above criteria are determined, follow these steps to configure the ITP GTT database:

Stepl  Definea GTT application group representing the 3 HLRs in the final/shared mode.

Command Purpose

Router (config)# cs7 gtt application-group group-name Defines the GTT application group and enables
CS7 GTT application-group submode.

Using the details of the example, the command would be:

Router (config)# cs7 gtt application-group finalgroupl

Step2  Add the point codes into the application group then exit the configuration submode for the application

group:
Command Purpose
Router (config-cs7-gtt-app-grp) # pec point-code ssn ssn cost Adds the point codes to the application group.
routing-indicator
Router (config-cs7-gtt-app-grp) # exit Exits CS7 GTT application-group submode.

Using the details of the example, the commands would be:

Router
Router

config-cs7-gtt-app-grp)# pc 1810 ssn 250 1 pcssn
config-cs7-gtt-app-grp)# pc 558 ssn 250 2 pcssn
Router (config-cs7-gtt-app-grp)# pc 678 ssn 250 3 pcssn
)

config-cs7-gtt-app-grp)# exit

Router

Step3  Enter the submode configuration for the existing selector:

Command Purpose

Router (config)# cs7 gtt selector selector Enables CS7 GTT selector submode.

Using the details of the example, the commands would be;

Router (config)# cs7 gtt selector c7gsp

In this simple case only one translation needs to be added within the selector.
Step4  Configure the GTA within the selector:

Command Purpose
Router (config-cs7-gtt-selector)# gta gta result-type Configures the GTA for the given selector.
group-name
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Using the details of the example, the commands would be:

Router (config-cs7-gtt-selector)# gta 900 app-grp finalgroupl

The above command can be referred to asa GTA rule. Therule states that the CDPA digits matching 900
will be routed to the application group “finalgroupl.”

Step5  EXxit the submode and verify the data entered:

Command Purpose

Router (config-cs7-gtt-selector)# exit Exits CS7 GTT selector submode.

Router (config)# exit Exits global configuration mode.

Router# show cs7 gtt application-group Displays details about the GTT application
groups.

Router# show cs7 gtt gta gta Displays details about the given GTA.

Using the details of the example, the show commands and their output would be:

Router# show cs7 gtt application-group
Application Group Name: finalgroupl

Multiplicity : share

Ref Count 1
Application Identifier RI Cost
PC=1810 SSN=250 pcssn 1
PC=558 SSN=250 pcssn 2
PC=678 SSN=250 pcssn 3

Router# show cs7 gtt gta c7gsp

Selector Name TT GTI NP NAI DFLTQOS #GTAs

c7gsp 0 4 1 3 5

GTA PC RI SSN TT  App-Grp Q0S  ASname
3330810 158 gt

3335114 245 pcssn 250

328 intergroupl

339 245 pcssn 250

900 finalgroupl

To delete a GTT configuration, follow the rules in the “Rules For Removing GTT Configurations:”
section on page 112.
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Configuring Final GTT to an SUA AS with a Backup Point Code (Dominant Mode)

Provisioning the ITP

Step 1

Step 2

Step 3

Step 4

This configuration describes the scenario shown in Figure 14.

Figure 14 Final GTT to an SUA AS with a Backup PC/SSN in SS7 Network
PC=158 HLR ASP1
Cisco ITP performing -
Incoming | final GTT ’
SCCP MSUs
—> SUA_HLR AS
PC=158
= SSN=6
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(./ ;
_|
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This example is similar to the previous example in that final GTT is being performed. However, this
exampleinvolvesfinal GTT directly to an SUA AS name with a backup PC and SSN located viaan SS7
linkset.

In Figure 14 the ITP (PC=158) isrequired to perform final GTT to a primary HLR (PC=158/ SSN=6)
for a specific range of digits from the CDPA. The primary HLR is composed of two SUA ASPs within
an SUA ASin loadsharing mode. The routing key for the ASis sharing the ITP PC (PC=158) with an
SCCP subsystem of 6.

The primary HLR (PC=158) has a backup (PC=678) in case of afailure. In this case, the ITPisrequired
to route all GTT traffic for arange of digitsto the primary HLR if it isavailable. If the primary HLR
becomes unavailable, the ITP is required to use the backup HLR. This method of choosing the primary
and backup subsystems is typically referred to as operating in the dominant mode, and is handled by
using an application group.

To provision the ITP, perform the following steps:

Define a GTT application group representing the two HLRs. Note that two ASPs implement the SUA
HLR, but the GTT database sees only a single SUA AS.

Determine the criteria needed to select the appropriate translation table. For this example assume GTT
selector criteriaGTI-4, TT=0, NP=1, NAI=3. Also assume the appropriate selector already existsin the
ITP GTT database.

Determine the range of digits from the called party address (CDPA) that need to be routed to the HLR.
In this example assume that any digits matching the prefix 900 need to be GTT routed to the application
group containing the 2 HLRs.

Determine if the ITP should replace the SSN in the called party with SSN=6, or if the I TP should rely
on the proper SSN already being set in the CDPA. In this example, the ITP will explicitly write SSN=6
in the called party regardless of any existing SSN.
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Step5  Determineif aGTT MAP entry existsfor the SCP HLR. For thisexample, assumethe MAP entry already
exists. Note: When final GTT is being performed with the use of application groups, the MAP entry is
required for each PC/SSN, but the fields in the MAP entry such as the load share mode, bpc, bssn, and

optional flags are ignored.

Configuring the ITP GTT

Once the above criteria are determined, follow these steps to configure the ITP GTT database:

Stepl  Definea GTT application group representing the 2 HLRs in the final/shared mode.

Command Purpose

Router (config)# cs7 gtt application-group group-name

Defines the GTT application group and enables
CS7 GTT application-group submode.

Using the details of the example, the command would be:

Router (config)# cs7 gtt application-group finalgroupl

Step2  Add the SUA AS name, and the backup HLR point code into the application group, and then exit the

configuration submode for the application group:

Command Purpose

Router (config-cs7-gtt-app-grp) # asname as-name cosSt ssn ssn
routing-indicator

Adds an SUA or M3UA AS name to the
application group.

Router (config-cs7-gtt-app-grp)# pc point-code ssn ssn cost
routing-indicator

Adds a point code to the application group.

Router (config-cs7-gtt-app-grp)# exit

Exits CS7 GTT application-group submode.

Using the details of the example, the commands would be;

Router (config-cs7-gtt-app-grp)# asname SUA HLR 1 ssn 6 pcssn
Router (config-cs7-gtt-app-grp)# pc 678 ssn 6 2 pcssn

Router (config-cs7-gtt-app-grp) # exit

Step 3

Enter the submode configuration for the existing selector:

Command

Purpose

Router (config)# c¢s7 gtt selector selector

Enables CS7 GTT selector submode.

Using the details of the example, the commands would be;

Router (config)# cs7 gtt selector c7gsp

In this simple case only one translation needs to be added within the selector.

Step4  Configure the GTA within the selector:

Command

Purpose

Router (config-cs7-gtt-selector)# gta gta result-type
group-name

Configures the GTA for the given selector.
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Using the details of the example, the commands would be;

Router (config-cs7-gtt-selector)# gta 900 app-grp finalgroupl

The above command can bereferred to asa GTA rule. Therule states that the CDPA digits matching 900
will be routed to the application group “finalgroupl.”

Step5  EXxit the submode and verify the data entered:

Command Purpose

Router (config-cs7-gtt-selector)# exit Exits CS7 GTT selector submode.

Router (config)# exit Exits global configuration mode.

Router# show cs7 gtt application-group Displays details about the GTT application
groups.

Router# show cs7 gtt gta gta Displays details about the given GTA.

Using the details of the example, the show commands and their output would be:

Router# show cs7 gtt application-group
Application Group Name: finalgroupl

Multiplicity : cost

Ref Count 1

Application Identifier RI Cost PCST SST CONGESTED AS ST AVAIL
AS=SUA_ HLR pcssn 1 avail
PC=678 SSN=6 pcssn 2 avail

Router# show cs7 gtt gta c7gsp

Selector Name TT GTI NP NAI DFLTQOS #GTAs

c7gsp 0 4 1 3 5

GTA PC RI SSN TT App-Grp QO0S ASname
3330810 158 gt

3335114 245 pcssn 250

328 intergroupl

339 245 pcssn 250

900 finalgroupl

To delete a GTT configuration, follow the rulesin the “Rules For Removing GTT Configurations:”
section on page 112.
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Configuring Global Title Address Conversion

N

Note

This section describes the tasks and commands for specifying Global Title Address (GTA) conversion
mapping.

For information about specifying changes to Global Title fields when configuring the Instance
Translation feature, see the “ Configuring Global Title Conversion” section on page 91 of the “Multiple
Instances and Instance Translation” chapter.

Global Title Address conversion tables are used to specify mappings such as E.212 to E.214 address
conversion and E.212 to E.164 address conversion in ITU networks. Global Title Address conversion
includes the following capabilities and functions:

The address conversion processis applied to digitsin the Called Party address, and isinvoked when
RI=GT.

The address conversion process is separately configurable, allowing for variable length address and
resultant digit string (up to a maximum of 15 digits).

For ITU networks, the numbering plan and nature of address indicator values in the GTA may be
changed.

Global Title Address conversion tables can be stored onlocal or network hard media, just asthe GTT
entries are.

Global Title Address conversion table updates are allowed during router operation.
Global Title Address conversion can occur before and/or after GTT.

Initially, conversion rules perform a best match on the defined input addresses. Upon a successful
match, the input address is replaced with the resultant, or output, address. The addresses are stored
in aradix tree with the input address as the key.

To define a address conversion table and enter GTT address conversion submode, use the following
command in global configuration mode:

Command

Purpose

Router (config)# cs7 gtt address-conversion tablename Specifiesa GTT address conversion table name

(1-12 characters) and enables CS7 GTT address
conversion table submode.

To define an input address and an output address, use the following commands in CS7 GTT address
conversion table submode:

Command

Purpose

Router (config-cs7-gtt-conv-tbl)# update [in-address

in-address]

[np npl [nai nai]

[nai nail

[es es-val]

Defines input and (optionally) output address
[np np] [out-address out-address] entries.
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To define a new numbering plan for the entire table, use the following command in CS7 GTT address

conversion submode:

Command

Purpose

Router (config-cs7-gtt-conv-tbl)# np newnp

Defines the new numbering plan value for the
entire table. Only valid for ITU networks.

To define anew nature of addressfor the entiretable (in ITU networks only), use the following command

in CS7 GTT address conversion submode:

Command

Purpose

Router (config-cs7-gtt-conv-tbl)# nai newnai

Defines the new nature of address value for the
entire table. Only valid for ITU networks.

After you have defined a GTA address conversion table, you can apply thetableon aGTT selector basis.
To specify the global title address conversion table to apply either prior to or after performing local
global title translation, use either of the following commandsin CS7 GTT selector submode:

Command

Purpose

Router (config-cs7-gtt-selector)# pre-gtt-address-conversion
tablename

Specifies the global title address conversion table
to apply prior to performing local global title
translation.

Router (config-cs7-gtt-selector)# post-gtt-address-conversion
tablename

Specifies the global title address conversion table
to apply after performing local global title
translation.

Verifying Global Title Translations

After the I TPisconfigured with GTT data and the links come into service, you can determineif the GTT
and routing are working properly. This section describes three methods for verifying GTT:

« GTT Measurements, page 131
« SCCP Accounting, page 132
» Subsystem Status, page 133

GTT Measurements

You can display CS7 GTT measurements based on system, map, counters, selector, application-group,

or line card.

To display areport for each PC/SSN combination, including the number of times it was used by a
successful translation, use the following command in privileged EXEC mode;

Command

Purpose

Router# ShOW CS7 gtt measurements map

Displays areport for each PC/SSN combination.
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To display measurements kept on a Selector basis, use the following command in privileged EXEC

mode:

Command

Purpose

Router# ShOW CS7 gtt measurements selector [selector]

Displays areport for each selector.

To display measurements for the system, use the following command in privileged EXEC mode;

Command

Purpose

Router# ShOW CS7 gtt measurements systot

Displays a system report.

To display measurements for the application group, use the following command in privileged EXEC

mode:

Command

Purpose

Router# ShOW CS7 gtt measurements application-group name

Displays GTT measurements kept on aapplication
group basis.

To display measurements for the line card, (available only if MTP3 offload is enabled and only on the
Cisco 7500 platform) use the following command in privileged EXEC mode:

Command

Purpose

Router# ShOw €S7 gtt measurements line-card [line-card-num]

Displays GTT measurements kept on aline card
basis.

Toreset all GTT measurements to 0, use the following command in privileged EXEC mode:

Command

Purpose

Router# Clear cs7 gtt -meas

Resets all GTT measurements to O.

SCCP Accounting

In addition to the GTT measurementsthat are kept on asystem wide scale, Cisco I TP provides optionally
configurable per linkset GTT accounting. Init’s current implementation, GTT accounting provides a
mapping between the linkset that packets come in on, the selector that they match, the GTA within that
selector, and final translated point codes. This accounting is performed for successful GTT.

To display GTT accounting, use the following command in privileged EXEC mode:

Command

Purpose

Router# ShOW CS7 accounting gtt-active

Displays the real time status of each entry in the
GTT MAP table.
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Subsystem Status

The ITP SCCP application must process SCCP management messages to track the status of remote
subsystems. A GTT MAP entry should be created for all remote subsystems the ITP will be routing to
viaGTT. Thel TP provides amethod for displaying the real time status for any remote subsystem entered
in its database. To display the status of a remote subsystem use the keyword stat in conjunction with the
show cs7 gtt map privileged EXEC command:

Command

Purpose

Router# ShOW CS7 accounting gtt-active

Displays the real time status of each entry in the
GTT MAP table.

The following sample output of the show cs7 accounting gtt-active command shows the real-time status
of each entry in the GTT MAP table:

Router# show cs7 gtt map stat

PC SSN PCST SST CONGESTED
668 250 UNAVL avail ---------
1003 250 avail avail ---------
1008 250 avail UNAVL ---------
2020 250 avail avail 1level 2

Logging GTT Errors with the ITP Logging Facility

The ITP Logging Facility enables you to log GTT errorsto alocal or remote destination for post
processing. The logging facility enables you to set an interval at which the log will be archived
automatically or save the archive manually as you require. You can also display the current log as you

require. These capabilities are shown in thefollowing tasks. Table 7 on page 134 listsand describesGTT
Eerrors.

To enablethe ITPtolog GTT errors, use the cs7 log command in global configuration mode:

Command Purpose

ITP(config)# cs7 log type size size |Enableslogging, specifies the logging type, and defines
the maximum number of entriesinthelog. Thevalid range

Example: is 0 to 100000. When the 100000 limit is reached, new
TP (config)# cs7 cs7 log gtt size e_ntrleswnl overwrite existing entries, starting from the
1000005 first entry.

To enable automatic archiving of alog to aremote or local destination, use the cs7 log checkpoint
command in global configuration mode:

Command Purpose

ITP (config)# cs7 log type checkpoint |Enables archiving to a specified path and sets the
secs destination archiving interval in seconds.

Example:

ITP (config)# cs7 log gtt checkpoint
3600 tftp://10.1.1.2/1logs/
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To save alog to afile, use the cs7 save log command in privileged EXEC mode:

Command

Purpose

ITP (config)# cs7 save log type
destination

Example:
ITP (config)# cs7 save log gtt
tftp://10.1.1.3/1logs/gttlogl.txt

Detaches the current log from the active log process and
saves it to a destination. New log entries that occur while
the saveisin progress are written to anew log file and are
not lost. The logs are written in readable text format.

To display alog, use the show cs7 log command in Privileged EXEC mode:

Command

Purpose

ITP# show cs7 log type

Example:
ITP# show cs7 log gtt

Displays the current log.

Table 7 lists and describes GTT Errors
Table 7 GTT Error Log

Error Text

Description

CdPA SSN does not exist in GTT MAP
Table.

The ITP received an MSU requiring GTT routing for
whichthe SSN in the called party was not configuredin
the ITPsGTT MAP table.

Translated DPC unavailable.

The ITP received an MSU requiring GTT routing for
which the translated DPC inthe ITP's GTT MAP table
was marked as unavailable.

Translated DPC congested.

The ITP received an MSU requiring GTT routing for
which the translated DPC in the ITP'sGTT MAP table
was marked as congested.

Translated SSN unavail able.

The ITP received an MSU requiring GTT routing for
which the translated DPC/SSN in the ITPsGTT MAP
table was marked as SSN unavailable.

Translated SSN congested.

The ITP received an MSU requiring GTT routing for
which the translated DPC/SSN in the ITP's GTT MAP
table was marked as SSN congested.

CalledP GTI not valid.

The ITP received an MSU requiring GTT routing for
which GTI in the SCCP called party was a value other
than 2 or 4. These are the only supported valuesfor GTI
onthe TR

CalledP missing SSN.

The ITP received an MSU requiring GTT routing for
which the SSN in the called party was expected, but not
present.

] IP Transfer Point



| Global Title Translation

Table 7 GTT Error Log (continued)

GTTErrorLog M

Error Text

Description

Invalid GT Type.

The ITPreceived aMSU destined to alocal SSN of the
wrong type.

No translation configured.

The ITP received an MSU requiring GTT routing for
which no translation was configured in the GTT
database.

Invalid or unsupported message type.

The ITP received an SCCP message with an
unsupported or invalid msg type.

Hop Counter expired.

The ITP received an MSU requiring GTT routing for
which the hop counter was expired.

Unqualified error.

ThelTPreceived an MSU requiring GTT routing which
resulted in error that could not be matched to any
specific error message.

Unexpected MTP3 routing failure.

SCCP tried to route traffic to MTP3 which resulted in
an unexpected routing failure.

Could not find corresponding GTT MAP
entry.

The ITP received an MSU requiring GTT routing, but
could not find a corresponding GTT MAP entry to
verify PC/SSN status.

SCCP unavailable at translated DPC.

The ITP received an MSU requiring GTT routing, but
SCCP was marked as unavailable at remote node.

No member available in GTT Application
Group.

The ITP received an MSU requiring GTT routing, but
no member was found available in the resultant GTT
application group.

No matching GTT selector found.

The ITP received an MSU requiring GTT routing, but
no matching GTT selector was found in the GTT
database.

Network indicator mismatch.

SCCPreceived an M SU, but the network indicator field
did not match the variant configured.

Instance conversion failed.

SCCP tried to route across instances, but instance
conversion failed.
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Configuration Example for GTT

Figure 15 ITPs as STPs in an SS70lP Topology
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This configuration example includes the Global Title Translation (GTT). Four Cisco ITPs are
configured. The network configuration isillustrated in Figure 15.

In this example, Intermediate GTT is performed on ITPB. All GTAs matching 339 are sent to the
capability point code shared by ITPC and ITPD, where Final GTT is performed.

= Thearrow symbol indicates the configuration statements most relevant to the GTT configuration on each
ITP.

Assumptions:

All routers have redundant ethernet connectivity and therefore all SCTP associations use two IP
addresses (multi-homing).

Point codes and | P addresses for I TP routers:
ITPA 5.100.2 172.18.44.242 117.117.117.2
ITPB 5.100.5 172.18.44.243117.117.117.3
ITPC 5.100.4 172.18.45.1117.117.119.4
ITPD 5.100.3 172.18.46.1117.117.118.4
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Point codes for SS7 SSPs:
SMSC 5.100.1
VMI4 5.100.6
VT02 5.100.7
VRM2 5.100.8
HLR3 5.100.9
HLR4 5.100.13

ITP GTT Configuration for ITPA

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname ITPA

!

enable secret 5 $1$iBmo$SAF1H6u2CVGDRM5BMeuGmx/
enable password lab

|

!

no ip cef
no ip finger
no ip domain-lookup

!

cs7 variant itu

cs7 point-code 5.100.2

=» cs7 capability-pc 5.100.12

|

controller E1 1/0/0
channel-group 0 timeslots 1

|

controller E1 1/0/1
channel-group 0 timeslots 1

|

controller E1 2/0/0
channel-group 0 timeslots 1

|

!

interface FastEthernet0/0/0

ip address 172.18.44.242 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface FastEthernet0/0/1

ip address 117.117.117.2 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30
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interface Seriall/0/1:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

!
interface Serial2/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

|
cs7 local-peer 7000

local-ip 172.18.44.242
local-ip 117.117.117.2

!

!

Routes using linksets to ITPC and ITPD have a default

! priority of 5. Routes to adjacent node SMS-C and VMI4
| are inserted by the systems with priority 5 and when

! the linkset is configured. They don't have to be defined

! here.

Backup-routes to SMS-C and VMI4 are inserted with

! priority 9 using the "C-Link
!

cs7 route-table system

update route 5.100.7 7.255.7 linkset ITPc
update route 5.100.8 7.255.7 linkset ITPd
update route 5.100.1 7.255.7 linkset ITPb priority 9
update route 5.100.6 7.255.7 linkset ITPb priority 9

!
cs7 linkset ITPc 5.100.4
accounting

link O sctp 172.18.45.1 117.117.119.4 7000 7000

route all table system
!

cs7 linkset ITPd 5.100.3
accounting

link 0 sctp 172.18.46.1 117.117.118.4 7000 7000

route all table system
!
cs7 linkset smsc 5.100.1
accounting
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0
route all table system
!
cs7 linkset vmi4 5.100.6
accounting
link 0 Seriall/0/1:0
route all table system
|
cs7 linkset ITPb 5.100.5
accounting

link O sctp 172.18.44.243 117.117.117.3 7000 7000

route all table system
!
ip classless
no ip http server
!
|
1

line con 0
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transport input none
line aux 0

line vty 0 4

password lab

login

!

end

ITP GTT Configuration for ITPB

Configuration Example for GTT

In the following configuration example, ITPB is configured to perform ITP QoS SCCP packet

classification. QoS class 1 is assigned to the GTT selector table named c7gsp. QoS class 2 is assigned
to GTA 339. According to QoS rules of precedence, if a QoS classis assigned to a selector table and to
a GTA within that selector table, the QoS class assigned to the GTA entry has precedence over the QoS

class assigned to the selector table.

version 12.1

no service pad

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname ITPB

!

enable secret 5 $13$iBmo$AF1H6u2CVGDRM5BMeuGmx/

enable password lab
!

|
!
!
!
no ip cef
no ip finger
no ip domain-lookup
!
cs7 variant itu
cs7 point-code 5.100.3
cs7 capability-pc 5.100.12
!
controller E1 1/0/0
channel-group 0 timeslots 1
!
controller E1 1/0/1
channel-group 0 timeslots 1
!
controller E1 2/0/0
channel-group 0 timeslots 1
!
|

interface FastEthernet0/0/0
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ip address 172.18.44.243 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

|

interface FastEthernet0/0/1

ip address 117.117.117.3 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

|

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

!

interface Seriall/0/1:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

!

interface Serial2/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

!
cs7 local-peer 7000

local-ip 172.18.44.243
local-ip 117.117.117.3

!
cs7 local-peer 8000

local-ip 172.18.44.243
local-ip 117.117.117.3

!
cs7 local-peer 9000

local-ip 172.18.44.243
local-ip 117.117.117.3

|
cs7 gos class 1
gos-ip-precedence 4

|
cs7 gos class 2
gos-ip-precedence 3

! Routes using linksets to ITPC and ITPD have a default

| priority of 5. Routes to adjacent node SMS-C and VMI4

! are inserted by the systems with priority 5 and when

! the linkset is configured. They don't have to be defined
! here. Backup-routes to SMS-C and VMI4 are inserted with
! priority 9 using the "C-Link".

!

cs7 route-table system

update route 5.100.7 7.255.7 linkset ITPc
update route 5.100.8 7.255.7 linkset ITPd
update route 5.100.1 7.255.7 linkset ITPa priority 9
update route 5.100.6 7.255.7 linkset ITPa priority 9

!

=» cs7 gtt selector c7gsp tt 0 gti 4 np 3 nai 4
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gos-class 1

gta 339 gos-class 2 pcssn 5.

cs7 linkset ITPc 5.100.
accounting

link O sctp 172.18.45.

gos-class 1

link 1 sctp 172.18.45.

gos-class 2

link 2 sctp 172.18.45.
route all table system
!
cs7 linkset ITPd 5.100.
accounting

link 0 sctp 172.18.46.
route all table system
|
cs7 linkset smsc 5.100.
accounting

link 0 Seriall/0/0:0
link 1 Serial2/0/0:0

route all table system
|

cs7 linkset vmi4 5.100.6

accounting
link 0 Seriall/0/1:0

route all table system
!

cs7 linkset ITPa 5.100.2

accounting

link O sctp 172.18.44.242 117.117.117.2 7000 7000

route all table system
!

ip classless
no ip http server

!

!

!

line con 0

transport input none
line aux 0

line vty 0 4

password lab

login

!

end

|

117.

117.

117.

117.

100

117.

117.

.14 gt

119.4

.119.4

.119.4

118.4

7000

8000

9000

7000

7000

8000

9000

7000
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ITP GTT Configuration for ITPC

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname ITPC

!

enable secret 5 $1$iBmo$AF1H6u2CVGDRM5BMeuGmx/
enable password lab

!

!

!

!

!

no ip cef

no ip finger

no ip domain-lookup

!

cs7 variant itu

cs7 point-code 5.100.4

=» cs7 capability-pc 5.100.14

!

controller E1 1/0/0
channel-group 0 timeslots 1

!

controller E1 2/0/0
channel-group 0 timeslots 1

!

!

interface FastEthernet0/0/0

ip address 172.18.45.1 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface FastEthernet0/0/1

ip address 117.117.119.4 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

|
interface Serial2/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

!
cs7 local-peer 7000

local-ip 172.18.45.1

local-ip 117.117.119.4

|

|

! Routes to SMS-C and VMI4 use a combined linkset.
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! This is defined by inserting two routes with
(5 is default).

! identical prior
!

cs7 route-table system

update route 5.1
update route 5.1
update route 5.1
update route 5.1

update route 5.1
!

cs7 linkset ITPa 5.100.2

accounting
link 0 sctp 172.
route all table
!
cs7 linkset ITPb
accounting

link 0 sctp 172.
route all table
|
cs7 linkset ITPd
accounting

link 0 sctp 172

route all table
!

cs7 linkset vt02 5.100.7

accounting
link 0 Seriall/O
link 1 Serial2/0

route all table system

!
ip classless
no ip http server
!
!
!
line con 0
transport input
line aux 0
line vty 0 4
password lab
login
!

end

ity

00.1
00.
00.
00.
00.

w o O B

18.44.242 117.117.117.2 7000 7000
system

5.100.5

18.44.243 117.117.117.3 7000 7000
system

5.100.3

/0:0
/0:0

none

7
7
7.
7
7

.255.
.255.
255.
.255.
.255.

B RN RN

linkset
linkset
linkset
linkset
linkset

ITPa
ITPb
ITPa
ITPb
ITPd

.18.46.1 117.117.118.4 7000 7000
system
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ITP GTT Configuration for ITPD

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname ITPD

!

enable secret 5 $1$iBmo$AF1H6u2CVGDRM5BMeuGmx/
enable password lab

!

!

!

!

!

no ip cef

no ip finger

no ip domain-lookup

!

cs7 variant itu

cs7 point-code 5.100.3

=» cs7 capability-pc 5.100.14

!

controller E1 1/0/0
channel-group 0 timeslots 1

!

controller E1 2/0/0
channel-group 0 timeslots 1

!

!

interface FastEthernet0/0/0

ip address 172.18.46.1 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface FastEthernet0/0/1

ip address 117.117.118.4 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

|
interface Serial2/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

!
cs7 local-peer 7000

local-ip 172.18.46.1

local-ip 117.117.118.4

|

|

! Routes to SMS-C and VMI4 use a combined linkset.
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! This is defined by inserting two routes with
! identical priority

!

cs7 route-table
update route 5
update route
update route 5
update route 5

update route 5.
!

cs7 linkset ITPa 5.100.2

accounting

link 0 sctp 172
route all table
!
cs7 linkset ITPb
accounting

link 0 sctp 172.

route all table
|

system
.100
5.100.
.100.
.100.
100.

.18.44.242 117.117.117.2 7000 7000
system

5.100.5

.1

<N oy o

7
7
7.
7
7

.255.
.255.
255.
.255.
.255.

B RN RN

(5 is default).

linkset
linkset
linkset
linkset
linkset

ITPa
ITPb
ITPa
ITPb
ITPc

18.44.243 117.117.117.3 7000 7000
system

cs7 gtt map 5.100.9 100 share 5.100.13 100

cs7 gtt selector cnam tt 0 gti 4 np 3 nai 4

gta 339 pcssn 5.100.9 pcssn ssn 100

!

cs7 linkset ITPd 5.100.4

accounting

link 0 sctp 172.18.45.1 117.117.119.4 7000 7000
route all table system

cs7 linkset vrm2 5.100.8

accounting

link 0 Seriall/0/0:0
link 1 Serial2/0/0:0

route all table system

!

ip classless
no ip http serve
!

!

!

line con 0

r

transport input none

line aux 0
line vty 0 4
password lab
login

|

end

Configuration Example for GTT W
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M3UA and SUA SS7 Over IP Signaling Gateways

The Cisco ITP Signaling Gateway (I TP SG) feature provides open-standards-based SS7 over IP
solutions through the implementation of SIGTRAN MTP3-User Adaptation (M3UA) and SCCP User
Adaptation (SUA) protocols.

Feature History for M3UA and SUA SS7 over IP Signaling Gateways

Release Modification

12.2(4)MB5 This feature was introduced.

12.2(4)MB9 New command enables M3UA extended UPU operation.
12.2(25)SW9 Added support for C-Link Backup Routing of M3UA/SUA Traffic

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Configuration Mode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

« Information About M3UA and SUA ITP Signaling Gateways, page 148
« How to Configure Signaling Gateways, page 155
- ITP Signaling Gateway Configuration Examples, page 162

Most of the commands that are shown in the configuration task sections of this chapter are described in
detail in the “I TP Command Set” chapter. Some general 1OS configuration commands are not included
in the ITP Command Set chapter. For those commands, a footnote indicates the |0OS document where
more information can be found.
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Information About M3UA and SUA ITP Signaling Gateways

M3UA

] IP Transfer Point

The Cisco I TP SG feature enables you to devel op or deploy |1P-based application servers without having
to develop MTP layers and SCCP on the application server platform. The application server platform
needs only to implement the MTP3 User Part or SCCP User Part appropriate for the application. The
MTP layers and SCCP layer reside on the ITP SG.

The ITP SG is responsible for terminating and/or translating MTP/SCCP events on the SG. The
translated event or the user part protocol datais sent to the application over the IP network.

SS7 network management messages are translated to M3UA, or SUA messages before being transferred
to the application server. User part messages are encapsulated and transferred transparently to the
application server.

The following sections provide an overview of the main components and features of the Cisco ITP SG:

M3UA isaclient/server protocol that provides a gateway to the legacy SS7 network for 1P-based
applications that interface at the MTP3 layer, such as ISDN User Part (ISUP) and Signaling Connection
Control Part (SCCP). For M3UA, the user part can be ISUP for call setup applications or SCCP for
TCAP/MAP and RANAP applications.

M3UA describes atransport mechanism for delivering SS7 MTP3-User Part messages as well as certain
MTP network management events over SCTP transport to | P-based application processors or databases.
The M3UA SG terminates the SS7 MTP2 and MTP3 protocol layers and delivers ISUP, SCCP and/or
any other MTP3-User protocol messages. Protocol termination and translation and user part protocol
encapsul ations are done by the M3UA nodal inter-working function (NIF) on the SG. The NIF is the
interface between MTP3 and M3UA.

Figure 16 depicts the relationship between the legacy SS7 Service Control Point (SCP), the M3UA SG,
the IP-based Application Server Process (ASP), and the protocol stacks.
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Figure 16 MB3UA Signaling Gateway Protocol Stacks
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In Figure 16 the legacy SS7 SCP on the far right uses MTP1, MTP2, and MTP3 for transporting SCCP
and 1SUP messages into the network. The SG terminates the SS7 links, translates the M TP3 messages
into M3UA messages, and transports them to the ASP over SCTP/IP. M3UA at the ASP delivers SCCP
and |SUP messages.

SUA isaclient/server protocol that provides a gateway to the legacy SS7 network for IP-based
applications that interface at the SCCP layer, such as TCAP, RANAP, etc. For SUA, the SCCP user part
can be TCAP/MAP, RANAP, etc. The MTP layers and the SCCP layer reside on the SG.

SUA describes a transport mechanism for delivering SS7 SCCP-User Part messages as well as certain
SCCP network management events over SCTP transport to | P-based application processors or databases.
The SUA SG terminates the SS7 MTP2, MTP3, and SCCP protocol layers and delivers TCAP, RANAP
and/or any other SCCP-User protocol messages. For SUA, the protocol termination and translation and
user part protocol encapsulations are done by the SUA inter-working function (IWF) on the SG. The IWF
is the interface between SCCP and SUA

Figure 17 depicts the relationship between the legacy SS7 SCP, the SUA SG, the IP-based ASP, and the
protocol stacks.
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Figure 17 SUA Signaling Gateway Protocol Stacks
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In Figure 17 the legacy SS7 SCP on the far right uses MTP1, MTP2, and MTP3 for transporting SCCP
messages into the network. The SG terminates the SS7 links, translates the SCCP messages into SUA
messages, and transports them to the ASP over SCTP/IP. SUA at the ASP delivers TCAP messages.

SGMP and Mated SGs

Two SGs can function as a mated pair and exchange necessary state information using the Signaling
Gateway Mate Protocol (SGMP). SGMP is used to establish an association to the mated signaling
gateway with an equivalent SG configuration.

The mated-pair SGs are used to loadshare and/or back up each other in failover scenarios. The mated SG
can be used as a backup point code for cases when there is a failure of an association between this SG
and the ASP.

When the SG mate association is active, the SG isinformed of AS state changes on the matein real time.
When an AS becomes inactive, subsequent messages are rerouted to the mate if the corresponding AS
on the mate is active.

When the AS on the original SG returns to active state, new messages are temporarily queued to allow
in-transit messages from the mated SG to arrive at the ASP. Queued messages are released to the ASP
upon expiration of an AS recovery timer.

The mated-pair SGs also exchange A SP binding information. This allows rerouted traffic that is bound
to a specific ASP to continue uninterrupted even when the AS on the original SG returns to active state.
The bound traffic continues to be rerouted through the SG mate to the bound ASP. The only exception
iswhen the bound A SP becomes active on the original SG. In this case, the bound traffic begins flowing
through the original SG to the same ASP, following a queueing period to allow in-transit messages to
arrive at the ASP.
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C-Link Backup Routing of M3UA/SUA Traffic Il

Mated-pair SGs must have equivalent SG configuration, including the same AS and AS Route Table
routing-key definitions. However, the local point code of each SG must be unique and must not match
thelocal point code, the capability point code, the secondary point code, any AS point code (dpc), or any
AS Route Table point code configured on its mate.

C-Link routing takes priority over SGMP routing.

C-Link Backup Routing of M3UA/SUA Traffic

The C-link Backup Routing feature provides backup routing to M3UA and SUA ASs using an
MTP3/M2PA linkset to aremote SG serving the same ASs over SCTP/IP. This configurable software
featureisavailableto any I TP running asigtran protocol (M3UA and/or SUA) and offloaded MTP3. The
remote SG that is reachable through the C-link may be another I TP, or any SG serving the same ASs.

Traffic destined for an unavailable M3UA/SUA AS on the ITP isrouted to the remote SG through the
C-link (with some restrictions described below), provided a route to the M3UA/SUA point code was
configured using the C-link. If SGMP is configured on the ITR, C-link routing takes priority.

We recommend that the M3UA/SUA AS configuration on C-link connected SGs is identical, so that
traffic received through the C-link is routed to the correct ASPs.

Using an MTP3/M2PA linkset offers improved capacity and redundancy compared to the single SCTP
association used by SGMP. Additionally, unlike SGMP, C-link traffic forwarding is completely
offloaded on the Cisco 7500 platforms.

The C-link is configured on the ITP as an MTP3/M2PA linkset and the routes to AS point codes are
configured as standard mtp3 routes (with no SLS rotation). ITP configuration currently disallows con-
figuring aroute to an AS point code, or configuring an AS point code to which an MTP3 route already
exists. This release supports MTP3 routesto AS point codes, with the following limitations:
- e« Arouteto an AS point code matching alocal, capability, or secondary ITP point code is not
allowed.
« ¢ A routeto an AS point code shared by multiple AS'sis not allowed.

Thisrelease also supports AS routing keys with apoint code to which an MTP3 route already exists, with
the following limitation:

« A routing key containing a point code to which an MTP3 route already existsis not allowed if the
point code is already configured in another AS routing key.

- A routing key containing a point code already configured as a linkset adjacent point code is not
allowed.

Restrictions
The following list identifies restrictions to the basic functionality of the C-link Backup Routing feature:

« Any ASserving an ITP local, capability, or secondary point code is not supported by the C-link.

« Any AS sharing a point code with another AS is similarly unsupported. In such a configuration, a
message received through the C-link may not match an active routing key even though the AS point
code is available.

« |TP configurations that map GTT directly to an AS name are not supported by the C-link because
the AS has no point code.

» C-link routing using cluster or summary routes is not supported.
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C-link Route Availability

Per standard M TP3 practice, route availability to the remote AS point code is controlled by
TFA/TFP/TFR messages received over the C-link. In the absence of any such messages, the routeis
assumed to be available. The configured route using the C-link must be fully qualified.

AS Point Code Availability

Similar to SGMP, when an AS goeslocally inactive and aroute to the AS point code is available, the I TP
broadcasts TFR if supported by the variant, and TFA otherwise.

ASP Bindings

No proprietary messages are exchanged through the C-link. This means that, without SGMP enabled,
the ITP is unaware of ASP bindings on the remote SG and always routes messages to a locally active
AS, even if alocally inactive ASP has a binding active on the remote SG.

Application Server (AS)

An Application Server (AS) isalogical entity serving a specific Routing Key. An example of an
Application Server is avirtual switch element handling all call processing for a unique range of PSTN
trunks, identified by an SS7 DPC/OPC/CIC_range. Another example is avirtual database element,
handling all HLR transactions for a particular SS7 DPC/OPC/SCCP_SSN combination. The AS
implements a set of one or more unique Application Server Processes, of which one or moreis normally
actively processing traffic.

Application Server Process (ASP)

An Application Server Process (ASP) is an |P-based instance of an application server, such as Call
Agents, HLRs, SMSCs, etc.

An ASP may implement more than one AS.

AS Route Table

An AS Route Table is a set of possible routes to a virtual point code (AS) in the IP network. Such a set
consists of one or more ASes, and (optionally) the SG mate. Each route in an AS Route Tableis
prioritized, and equal priorities are disallowed.

Every route in an AS Route Table has a status of available, restricted, or unavailable.

Upon receipt at the SG, a message destined for an AS Route Table's virtual point code is mapped to the
highest priority route that has a status of available or restricted. If the selected route is the route to the
SG mate, the message is sent to the mate. Otherwise, the selected routeisviaan AS, and the message is
sent to the ASP selected using normal ASP selection rules.

Point Code Assignment and Management

Special care must be taken when planning the assignment of point codes to ASes. The ITP SG feature
allows point code assignment to ASes and ASPs as follows:
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» AnASmay beassigned the primary local point code or the secondary local point code owned by the
ITP SG. The AS is sharing the point code with the ITP SG.

» An AS may be assigned a capability code or alias point code of the ITP SG. The ASis sharing the
point code with the ITP SG’'s mated-pair.

« An AS may be assigned a unique point code not previously assigned to any of the SGsin the
mated-pair.

« An ASP can be assigned a unique point code by being the only ASP in an AS that has been assigned
aunique point code.

« All ASes or groups of ASes serviced by the ITP SG may share a given point code. Any group of
ASes that shares the same point code is referred to as a Signaling Point Management Cluster
(SPMC). Note that aM3UA AS and a SUA AS may share only one of the router’s point codes
(primary local, secondary local, or capability).

Assigning more than one AS the same point code can have significant affect on the ability of the ITP SG
to report ASP, AS, user part, or subsystem outages or unavailability to the SS7 network.

Routing Keys

A routing key describes a set of SS7 parameters that uniquely define the range of signaling traffic to be
handled by a particular AS or AS Route Table. Thus, the routing key identifies an AS or an AS Route
Table.

Possible routing keys assignments for an M3UA AS are:
« DPC and optionally OPC, SI, CIC range
« GTT only
Possible routing keys assignments for an SUA AS are;
» DPC and optionally OPC, SSN
- GTT only
Routing key assignments for all AS Routes are limited to DPC only.

The SG maps incoming SS7 messages to the appropriate AS or AS Route Table using the routing key
table. Relevant fields of the incoming SS7 messages are compared to the existing routing keys. An AS
is selected based on the best matching routing key. The routing keys are prioritized by matching gtt keys
first, followed by the longest matching routing key at the highest layer in the protocol stack. An AS
Route Table is selected based on a matching dpc.

AS Load-sharing Support

The ITP M3UA and SUA SG features support the load-share redundancy model.

By default, the traffic-mode of the AS will be set to load-share if the first valid ASP Active message
received from an ASP in the AS has the traffic mode type set to load-share. Any subsequent ASP Active
message received from an ASP in the AS that does not have the traffic mode type set to load-share will
be rejected.

The desire to enforce AS load-sharing is indicated by setting the traffic-mode type parameter under the
AS configuration to load-share round-robin or load-share bindings. If the traffic mode type has been
configured as load-share, then any ASP Active message received for an ASP in that AS containing a
traffic mode parameter with the traffic mode type not set to |oad-share will be rejected.
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The SG will perform either basic round-robin load sharing among the active ASPs in the AS or
round-robin load sharing based on aload-share seed.

When basic round-robin load sharing is done, thefirst received M SU will be processed by thefirst active
ASPinthelist, the next MSU by the next active ASP in the list, and so on. When each ASP in the list
has been sent an M SU, the distribution of subsequent MSUs will begin again with the first active ASP
in thelist.

A load-share seed is a parameter or agroup of parametersin an MSU and is traffic-type dependent. For
example, the seed could be the DPC/OPC/CIC combination, the SLS, etc. When load-sharing is based

on aload-share seed all MSUs for an AS with the same seed value must be processed by the same ASP
until that ASP becomesinactive. The association of aload-share seed with a specific ASP isreferred to
as a binding or having traffic bound to an ASP.

Binding is necessary to maintain the proper sequencing of MSUs or to ensure that all MSUs that are a
part of the same transaction, procedure, or connection are processed by the same ASP. Whenan MSU is
received the SG will first check to seeif the load-share seed of the MSU has been bound to a specific
ASP . If it has been bound to an ASP, the MSU will be directed to that ASP. If no binding was found, the
SG will select and bind the load-share seed to an ASP from the list of active ASPs for the AS.

Default bindings are assigned sequentially to the ASPlist inthe AS, up to amaximum value equal to the
sum of the ASP weightsin the AS. The number of default bindings owned by asingle ASP is equal to
its weight. ASPs of weight 0 get no default bindings. When a message is received with an unbound
load-share seed, it is assigned to the ASP that owns the default biding equal to
(received_load-share_seed) mod (total_asp_weight). This loadshares all bound traffic according to the
relative ASP weights within the AS. If the assigned ASP is inactive or congested, the binding is
round-robin loadshared to another active ASP. If the owning ASP subsequently becomes active, the
binding is reassigned to it, with an 800 msec queueing period to allow in-transit messages to arrive at
the old ASP. If the new ASP becomes inactive during the queueing period, queued messages are
processed as new bindings. When an ASP becomes inactive all bindings for that ASP are cleared.

Load sharing per traffic type is performed as follows:
- ISUP traffic: round-robin load sharing will be done with the DPC/OPC/CIC of the MSU as the

load-share seed.

» SCCP class 0 traffic: basic round-robin load sharing will be done without regard to any parameters
in the MSU.

» SCCP class 1 traffic: round-robin load sharing will be done with the SL S of the MSU as the
load-share seed.

When an AS requires traffic to be bound to a specific ASP, ASPsin the AS may need to exchange state
information to avoid transaction, procedure, or connection disruption in the event of ASP failure and
subsequent traffic redistribution.

AS Fail-over support

The ITP M3UA and SUA SG features support the over-ride or primary/back up redundancy model. By
default, the traffic-mode type of an ASis specified dynamically asfollows. If the traffic mode parameter
under the AS was not configured, the traffic mode of the ASwill be set to over-rideif the first valid ASP
Active message received for an ASPin the ASindicates atraffic mode type of over-ride. Any subsequent
ASP Active message received from an ASP in the AS that does not have the traffic mode type set to
over-ride will be rejected.
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How to Configure Signaling Gateways Il

The desire to enforce the operation of an AS in over-ride mode is indicated by configuring the
traffic-mode type parameter under the AS to over-ride. If the traffic mode type has been configured as
over-ride, any ASP Active received for an ASP in that AS that contains a traffic mode parameter with
traffic mode type not set to over-ride will be rejected.

In the over-ride mode AS model, traffic for the ASis not load-shared. AStrafficisonly sent to the active
ASPinthe AS. Only one ASP is active at atime. If ASP1 and ASP2 are in the same AS, and ASP1 is
active when an ASP Active(over-ride) from ASP2 isreceived, ASP1 will be sent a

NOTIFY (alternate-asp-active) message and be placed in the inactive state. ASP2 will be placed in
active state and AS traffic will now be redirected to ASP2.

SCCP Traffic Processing for M3UA

SCCPtraffic to an M3UA AS PC can be sent to only one AS. If SCCP traffic must be split (for example,
by SSN), then use SUA for the affected PC.

A Signaling Connection Control Part (SCCP) Management (SCM G) message for an M3UA AS PC will
be routed according to normal routing key search and A S traffic mode rules. For abroadcast traffic mode
AS, the SCMG message will be sent to all active ASPsin the AS. For an override traffic mode AS, the
SCMG message will be sent to the active ASP. For aloadshare AS, the SCMG message will be sent to
only one of the active ASPs in the AS. Broadcast or override mode is recommended if the ASPsin a
loadshare AS do not share management information.

When an SCMG message is sent to one of the router’s point codes (primary local, secondary local, or
capability point code), the SCMG message is distributed to a M3UA ASif the AS PC isin the router's
concerned point code list. In addition, the SCM G message is sent to M3UA A Ses that share apoint code
with the router and all M3UA ASeswith GTT routing keys.

ITP SG Quality Of Service (QoS)
N

Note  ITP Quality of Service (QOS) is described fully inthe “ITP QoS” chapter. If you are unfamiliar with
QOS, you are advised to refer to that chapter for more detail.

How to Configure Signaling Gateways
N

Note IP routing is enabled on the ITP by default, and must not be disabled. Disabling I P routing can result in
connection errors.

This section describes the following ITP SG configuration tasks:
» Performing Basic I TP Configuration, page 156
» Enabling and Disabling M3UA or SUA on the ITP SG, page 156
» Defining an SG Mated Pair, page 158
« Defining an Application Server Process (ASP), page 159
« Defining Application Servers (AS) and Routing Keys, page 160
» Enabling M3UA Extended User Part Unavailable (UPU) Operation, page 161
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Performing Basic ITP Configuration
N

Note  Basic ITP configuration is described fully in the “Configuring ITP Basic Functionality” chapter. If you
are unfamiliar with I TP basic configuration, you are advised to refer to that chapter for more details.

This section summarizes the basic I TP configuration tasks. To accomplish the basic I TP configuration,
use the following commands in global configuration mode:

Command Purpose
Stepl |Router(config)# cs7 variant {amsi | itu | china} Specifies which SS7 variant the router is running.
Step 2 Router (config)# cs7 national-options {TFR | Specifies ITU national options.

multiple-congestion}

Step 3 Router (config)# cs7 network-indicator {international Specifies this network indicator.

| national | reserved | spare}

Step 4 Router (config) # cs7 point-code format 1-24 [1-23 Specifies the point code representation.
[1-22]] description string

Step5 |Router (config)# cs7 point-code delimiter [dot | Specifies the delimiter between bits as either dots or
dash] dashes.

Step6 |Router(config)# cs7 capability-pc point-code Specifies the capability point code for the ITP.

Enabling and Disabling M3UA or SUA on the ITP SG

Configuring M3UA or SUA on the ITP SG provides the definitions necessary for the ITP SG to accept
connections from an ASP.

You may configure either M3UA, SUA, or both, as needed.

Enabling M3UA and M3UA SCTP Offload

To use M3UA as a connectivity solution, you must configure the M3UA subsystem on the ITP SG.

First you must configure an M3UA local SCTP port on the ITP for inbound connections to use as their
destination port. You may configure alocal port number in the range 1024 to 65535. This port may not
currently be configured for M2PA, SUA, or SGMP. (2905 is the well-known port for M3UA.)

After you configure an M3UA local port, you must configure at least one local |P address known to the
ITP for use by M3UA. On the 7500 platform, you can use the offload keyword to offload M3UA SCTP
processing to the linecard. Thisfeature increases forwarding performance. When offload is enabled, only
asingle IP route per destination is allowed.

To configure an M3UA local port number and configure alocal |P address for use by M3UA, use the
following commands, beginning in global configuration mode:
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Command

Purpose

Router (config)# es7 m3ua local-port-number [offload slot bay]

Specifiesalocal port for inbound connections and
enters CS7 M3UA submode.lf offload is enabled,
only asingle IP route per destination is allowed.

Router (config-cs7-m3ua)# local-ip ip-address

Configuresalocal IP addressfor use by M3UA. If
you are configuring M3UA SCTP offload, the
local-ip ip-address must be an |P address that was
already configured on the linecard to which you
are offloading this M3UA instance.

Disabling M3UA

To disable the local M3UA port, use the following command in CS7 M3UA submode;

Command

Purpose

Router (config-cs7-m3ua)# shutdown

Disablesthislocal port onthe | TP SG and kills all
associations with this port.

There are several SCTP parameters that you can modify under the M3UA local instance. The tasks and
commands to tune timers and SCTP parameters are described in the “Tuning I TP” section on page 482
of the “Verifying, Monitor, and Tuning ITP” chapter.

Enabling SUA and SUA SCTP Offload

To use SUA as a connectivity solution, you must configure the SUA subsystem on the ITP SG.

First you must configure an SUA local SCTP port on the I TP for inbound connections to use as their
destination port. You may configure alocal port number in the range 1024 to 65535. This port may not
currently be configured for M2PA, M3UA, or SGMP. (14001 is the well-known port for SUA.) After you
configure an SUA local SCTP port, you must configure at least one local |P address known to the ITP
for use by SUA viathe SCTP communications protocol. On the 7500 platform, you can use the offload
keyword to offload SUA SCTP processing to the linecard. This feature increases forwarding
performance. When offload is enabled, only a single | P route per destination is allowed.

To configure an SUA local port number and configure alocal |P address for use by SUA, use the
following commands, beginning in global configuration mode:

Command

Purpose

Router (config)# es7 sua local-port-number [offload slot bayl]

Specifiesalocal port for inbound connections and
enters CS7 SUA submode. If offload is enabled,
only asingle I P route per destination is allowed.

Router (config-cs7-sua)# local-ip ip-address

Configures alocal IP address for use by SUA. If
you are configuring SUA SCTP offload, the
local-ip ip-address must be an | P address that was
already configured on the linecard to which you
are offloading this SUA instance.
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Disabling SUA
To disable the local SUA port, use the following command in CS7 SUA submode:
Command Purpose
Router (config-cs7-sua)# shutdown Disablesthislocal port onthe I TP SG and kills all
associations with this port.

There are several SCTP parameters that you can modify under the SUA local instance. The tasks and
commands to tune timers and SCTP parameters are described in the “Tuning I TP” section on page 482
of the “Verifying, Monitor, and Tuning ITP” chapter.

Defining an SG Mated Pair

Two SGs can function as a mated pair and exchange necessary state information using the Signaling
Gateway Mate Protocol (SGMP). SGMP is used to establish an association to the mated signaling
gateway with an equivalent SG configuration.

The mated-pair SGs are used to |loadshare and/or back up each other in failover scenarios. The mated SG
can be used as a backup point code for cases when there is a failure of an association between this SG
and the ASP.

When the SG mate association is active, the SG isinformed of AS state changes on the mate in real time.
When an AS becomes inactive, subsequent messages are rerouted to the mate if the corresponding AS
on the mate is active.

When the AS on the original SG returns to active state, new messages are temporarily queued to allow
in-transit messages from the mated SG to arrive at the ASP. Queued messages are released to the ASP
upon expiration of an AS recovery timer.

Mated-pair SGs must have equivalent SG configuration. However, the local point code of each SG must
be unique and must not match the local point code, the capability point code, the secondary point code,
or any AS point code (dpc) configured on its mate.

Configuring a QoS classification for the SG mated pair is optional.

To enable SGMP and define the link to the SG mate, use the following commands, beginning in global
configuration mode;

Command Purpose

Router (config)# cs7 sgmp local-port Enable SGM P and specify the SGMP local port.
Router (config-cs7-sgmp)# local-ip ip-address Configures alocal |P address for use by SGMP.
Router (config-cs7-sgmp) # exit Return to Global configuration mode.

Router (config)# cs7 mated-sg mate-name remote-port [passive] Define the mated SG name and remote port

number and enable CS7 mated-sg submode. The
passive keyword specifies no attempt to initiate
the connection to the mate.

Router (config-cs7-mated-sg) remote-ip remote-ip Specify the remote | P address of the Mate.

Router (config-cs7-mated-sg) gos-class class Defines the QoS class for the SG mated pair.
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Defining an Application Server Process (ASP) M

There are several SCTP parameters that you can modify under the M3UA local instance. The tasks and
commands to tune timers and SCTP parameters are described in the “Tuning ITP” section on page 482
of the “Verifying, Monitor, and Tuning ITP” chapter.

If you deploy ITPs in amated-pair redundant configuration, you may optionally define a special
IP-based cross link between the two I TPs. Although significant mated pair redundancy is achieved
without a cross-link definition (node failures and single IP path failures do not require this definition),
such across link increases overall availability by offering a routing path around the specific case where
all IP connectivity between an ITP and ASP fails, but the mated-pair I TP has an available | P path to the
ASP.

Defining an Application Server Process (ASP)

Each ASP connecting to the ITP SG must be represented by an ASP definition. The ASP definition
allows the ITP SG to validate the ASP | P address list and port number upon establishment of the SCTP
association.

The ASP definition requires an ASP name that is used for configuration and monitoring only. The ASP
name may be up to 12 characterslong. The first character must be al phabetic. The name must not match
any reserved keyword (such as m3ua, sua, all, operational, active, statistics, bindings, or detail).

The ASP definition also requires at least one of the remote | P addresses of the ASP, the remote SCTP
port number, and the local port number that indicates the M3UA or SUA subsystem.

The combination of the remote port, remote IP, and local port must be unique for each configured ASP.
If aremote port of 0 is configured, the ASP will match on any remote port (provided the remote IP and
local port match).

Configuring a QoS classification is optional, as is specification of SCTP association parameter values.
When a QoS classification is configured for an ASP or an AS, it takes effect only on the subsequent ASP
connection. The QoS can only be changed when ASP is NOT active. Use the shutdown and

no shutdown commands in CS7 ASP configuration mode to shut down and then activate the ASP with
the QoS change.

To define an ASP, use the following commands, beginning in global configuration mode:

Command Purpose
Router (config)# cs7 asp asp-name remote-port local-port Configures a CS7 ASP definition and enters
[m3ua | sual CS7 ASP submode.

Router (config-cs7-asp)# remote-ip remote-ip

Specifies the remote I P address of the ASP.

Router (config-cs7-asp)# gos-class class Defines the QoS class for the ASP
Router (config-cs7-asp)# match any gos-class class Sets the match criteria.
Router (config-cs7-asp)# match si si qgos-class class Sets the serviced indicator match criteria.

To block or to terminate the SCTP association with the ASP, use one of the following commandsin CS7
ASP submode:
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Command Purpose
Router (config-cs7-asp)# block Allows anew SCTP association with this ASP, but
doesn’t let it become active. In other words,
always rejects ASP-ACTIVE messages from the
ASP. If block is set while the ASP is active, it is
forced inactive (but the association remains up).
Router (config-cs7-asp)# shutdown Terminates the SCTP association with this ASP.
New SCTP associationswill berejected if the ASP
isin shutdown mode.
You can optionally allow the SUA ASP additional control in determining whether an SCCP UDT or
XUDT message will be generated upon receiving a CLDT message. To enable the SUA to request that
the SCCP layer generate an XUDT message if the ASP has provided either the IMPORTANCE or
HOP_COUNTER parameters within the CLDT message, use the following command in global
configuration mode;
Command Purpose

Router (config)# cs7 [instance instance-number] Enables the SUA to request that the SCCP layer generate an XUDT
sua-allow-xudt-request message if the ASP has provided either the IMPORTANCE or

HOP_COUNTER parameters within the CLDT message.

There are several SCTP parameters that you can modify under the ASP definition. The tasks and
commands to tune timers and SCTP parameters are described in the of the “Verifying, Monitor, and
Tuning ITP" chapter.

Defining Application Servers (AS) and Routing Keys

Each ASP connecting to an ITP SG must be represented in an AS definition. The AS definition is used
to properly route messages to the appropriate set of ASPs handling a particular routing key.

The AS definition requires a unique AS name that will identify the AS for configuration or monitoring.
The AS name may be up to 12 characterslong. Thefirst character must be alphabetic. The AS name may
not match areserved keyword (such as m3ua, sua, all, operational, active, statistics, bindings, or detail).

The AS definition must indicate whether the ASis M3UA or SUA.
Configuring a QoS classification for the AS is optional.

To configure an AS definition, use the following command in global configuration mode:

Command Purpose
Router (config)# cs7 as as-name [m3ua | sua] Configures a CS7 AS definition and enters
CS7 AS submode.

Each ASP connecting to an ITP must have arouting key configured for each AS definition. The routing
key defines the routing parameters used to send traffic to the ASP. Within the routing key, arouting
context must be defined to identify traffic sent to and from a particular ASP. The routing context must
be unique for each AS defined, but there is no other significance of the value chosen when pertaining to
an ASP configuration.
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To configure the AS routing key, use the following command in CS7 AS submode:

Command Purpose

Router (config-cs7-as)# routing-key rcontext {gtt | dpc [opc pc |Definesthe AS routing key
pc-mask] [si {isup | tup | scep}] [l[cic cic-min cic-max] |
[ssn ssn]l}

To associate the ITP AS and ASP definitions and, optionally specify weighted round-robin ASP

distribution within an AS, use the following command in CS7 AS submode:

Command Purpose

Router (config-cs7-as)# asp asp-name [weight weight] Spec|f|es the ASPs contained in the AS.

You can optionally specify the traffic mode, QoS class, recovery timeout interval and burst recovery
timeout interval. To configure these options, use the following commands, in CS7 AS submode:

Command Purpose

Router (config-cs7-as)# traffic-mode {broadcast | loadshare Specifies the traffic mode of operation of the ASP
[bindings | roundrobin] | override} within this AS. The default is |oadshare bindings.
Router (config-cs7-as)# recovery-timeout msec Specifies the recovery timeout value, in

The default is 2000 msec.

milliseconds. The valid range is 1 to 2000 msec.

Router (config-cs7-as)# burst-recovery-timeout msec Specifies the amount of time allowed for an
association to recover from a burst of traffic

caused by failover.

Router (config-cs7-as)# qos-class class Defines the QoS class for the ASP.

Enabling M3UA Extended User Part Unavailable (UPU) Operation

By default, the I TP sends a response-mode UPU when areceived messaged has a DPC equal to an active

AS point code and meets either of the following conditions:
« The Sl value in the message is not ISUP, TUP, or SCCP

» The Sl defined in the active AS routing key does not match the Sl value in the message.
I TP extended UPU operation allows the ITP to send UPU in the following additional cases:

» Routing key parameters defined in the active AS don’t match the message.

« An ASwith OPC configured and SI configured for ISUP or TUP becomes inactive.
To enable M3UA extended UPU operation for these cases, use the following command in global

configuration mode;
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Command Purpose

ITP (config)# cs7 m3ua extended-upu Extends M3UA UPU Operation. In all cases, UPU
israte-limited to no more than 1 per second per Sl
value.

ITP Signaling Gateway Configuration Examples

This section includes examples for the following aspects of I TP SG configuration:
» M3UA Configuration Example, page 162
» SUA Configuration Example, page 163
- |ITP Signaling Gateway: ASPs with Unique Point Codes Configuration Example, page 164
« |TP SG Mated-SG Configuration Example, page 165
« |ITPSG GTT Configuration Example, page 166
» |ITP SG QoS Configuration Examples, page 168
Figure 18 illustrates the M3UA and SUA configuration examples that follow.

Figure 18 ITP Signaling Gateway

il SS7

74459

M3UA Configuration Example

This configuration is illustrated in Figure 18.

cs7 variant ansi
cs7 point-code 10.3.5

interface ethernet 0/0
ip address 4.4.4.4 255.255.255.128

cs7 m3ua 2905
local-IP 4.4.4.4
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cs7 asp ASP1 2905 2905 m3ua
remote-ip 1.1.1.1
cs7 asp ASP2 2905 2905 m3ua
remote-ip 2.2.2.2
cs7 asp ASP3 10001 2905 m3ua
remote-ip 3.3.3.3
cs7 asp ASP4 10002 2905 m3ua
remote-ip 3.3.3.3

cs7 as BLUE m3ua
routing-key 100 10.3.8
asp ASP1

asp ASP2

traffic-mode loadshare

cs7 as GREEN m3ua
routing-key 200 10.3.7
asp ASP2

asp ASP3

asp ASP4

traffic-mode loadshare

SUA Configuration Example

This exampleisillustrated in Figure 18.

cs7 variant ansi
cs7 point-code 10.3.5

interface ethernet 0/0
ip address 4.4.4.4 255.255.255.128

cs7 sua 15000
local-ip 4.4.4.4

cs7 asp ASP1 14001 15000 sua
remote-ip 1.1.1.1

cs7 asp ASP2 14001 15000 sua
remote-ip 2.2.2.2

cs7 asp ASP3 10001 15000 sua
remote-ip 3.3.3.3

cs7 asp ASP4 10002 15000 sua
remote-ip 3.3.3.3

cs7 as BLUE sua

routing-key 100 10.3.8 ssn 8
asp ASP1

asp ASP2

traffic-mode override

cs7 as GREEN sua

routing-key 200 10.3.8 ssn 7
asp ASP2

asp ASP3

asp ASP4
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ITP Signaling Gateway: ASPs with Unique Point Codes Configuration Example

Figure 19 ITP Signaling Gateway: ASPs with Unique Point Codes

74460

The following configuration example isillustrated in Figure 19.

cs7 variant ansi
cs7 point-code 10.3.5

interface ethernet 0/0
ip address 4.4.4.4 255.255.255.128

cs7 m3ua 2905
local-ip 4.4.4.4

cs7 asp ASP1 2905 2905 m3ua
remote-ip 1.1.1.1
cs7 asp ASP2 2905 2905 m3ua
remote-ip 2.2.2.2

cs7 as ISUPAS m3ua
routing-key 100 4.4.4
asp ASP1

asp ASP2

cs7 as ISUPASP1 m3ua
routing-key 200 4.4.5
asp ASP1

cs7 as ISUPASP2 m3ua
routing-key 300 4.4.6
asp ASP2
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Figure 20 ITP Signaling Gateway:

0.0.12

=

SG2

y
zl 172.18.48.98

=

SG1

172.18.48.79

Mated-SG

ITP Signaling Gateway Configuration Examples

M3UAAS1

M3UAASP1
172.18.48.56

M3UAASP2
172.18.57.146

The following configuration example isillustrated in Figure 20.

SGI:

cs7 variant ANSI
cs7 point-code 0.0.11
|
interface FastEthernet0/0
ip address 172.18.48.79 255.255.255
|
cs7 m3ua 2905
local-ip 172.18.48.79
|
cs7 sgmp 9999
local-ip 172.18.48.79
|
cs7 mated-sg sg2 9999
remote-ip 172.18.48.98
|
cs7 asp m3uaaspl 2905 2905 m3ua
remote-ip 172.18.48.56
|
cs7 asp m3uaasp2 2905 2905 m3ua
remote-ip 172.18.57.146
|
cs7 as M3UAAS1 m3ua
routing-key 200 1.2.2
asp m3uaaspl
asp m3uaasp2
traffic-mode override

SG2:

cs7 variant ANSI
cs7 point-code 0.0.12
!

interface FastEthernet0/0

ip address 172.18.48.98 255.255.255.

!

.128

128
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cs7 m3ua 2905

local-ip 172.18.48.98

!

cs7 sgmp 9999

local-ip 172.18.48.98

!
cs7 mated-sg sgl 9999

remote-ip 172.18.48.79

!
cs7 asp m3uaaspl 2905 2905 m3ua
remote-ip 172.18.48.56

!
cs7 asp m3uaasp2 2905 2905 m3ua
remote-ip 172.18.57.146

!
cs7 as M3UAAS1 m3ua

routing-key 200 1.2.2

asp m3uaaspl

asp m3uaasp2

traffic-mode override

ITP SG GTT Configuration Example

Figure 21 ITP Signaling Gateway: GTT

10.3.15

il SS7

SS7-1

74461

The following configuration example isillustrated in Figure 21.

cs7 variant ansi
cs7 point-code 10.3.5

interface ethernet 0/0

ip address 5.5.5.5 255.255.255.128
interface serial 0/0

encapsulation mtp2

cs7 sua 14001
local-ip 5.5.5.5
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cs7 m3ua 15000
local-IP 5.5.5.5

cs7 route-table system

cs7 asp ASP1 10001 15000 m3ua
remote-ip 1.1.1.1
cs7 asp ASP2 10001 15000 m3ua
remote-ip 2.2.2.2
cs7 asp ASP3 14001 14001 sua
remote-ip 3.3.3.3
cs7 asp ASP4 14001 14001 sua
remote-ip 4.4.4.4

cs7 as BLUE m3ua
routing-key 1 gtt

asp ASP1

asp ASP2

traffic-mode override

cs7 as GREEN sua
routing-key 2 gtt

asp ASP3

asp ASP4

traffic-mode loadshare

cs7 as GREENASP3 sua
routing-key 3 gtt
asp ASP3

cs7 as GREENASP4 sua
routing-key 4 gtt
asp ASP4

cs7 linkset SS71 10.3.15
link 0 serial 0/0
route all table system

cs7 gtt selector 800NUM tt 255
gta 800456 app-grp BLUE80O
gta 800457 app-grp GREEN800

cs7 gtt selector E164SEL tt 14
gta 1123456789001 asname GREENASP3 pcssn
gta 1123456789002 asname GREENASP4 pcssn

cs7 gtt application-group BLUES800
multiplicity cost

asname BLUE 1 pcssn

pc 10.3.15 2 gt

cs7 gtt application-group GREEN8O00
multiplicity cost

asname GREEN 1 pcssn

pc 10.3.15 2 pcssn
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ITP SG QoS Configuration Examples

Example 1

Example 2

Example 3

In Example 1 all the traffic flowing to aspl will be classified based on the QoS class 3 since aspl belongs
to ASasl.

cs7 gos class 3
gos-ip-precedence 3

|

cs7 m3ua 2905

local-ip 7.7.7.7

!

cs7 asp aspl 2905 2905 m3ua
remote-ip 5.5.5.5

!

cs7 as asl m3ua
routing 05050505 4.4.4
asp aspl
gos-class 3

!

In Example 2, since asp2 has been provisioned with gos-class 4, all the traffic flowing to asp2 will be
classified with QoS class 4.

cs7 gos class 4
gos-ip-dscp 40

!

cs7 m3ua 2905
local-ip 7.7.7.7

!

cs7 asp asp2 2905 2905 m3ua
remote-ip 5.5.5.6
gos-class 4

|

cs7 as as2 m3ua
routing 05050506 4.4.4
asp aspl

!

In Example 3 the ISUP and SCCP ASPs are located on the same host (same | P address, but different
SCTP ports). They are defined as two different ASPs. Since isup-asp belongs to isup-as and isup-as-bk
ASes, the QoS with highest | P Type Of Service (TOS), i.e. gos-class 5, will be used for the traffic flowing
to isup-asp. Also the traffic flowing to sccp-asp will be classified based on QoS class 3 since this ASP
belongs to AS sccp-as.

cs7 gos class 3
gos-ip-precedence 3

cs7 gos class 5
gos-ip-precedence 5

!

cs7 m3ua 2905
local-ip 7.7.7.7

!

cs7 asp isup-asp 5500 2905 m3ua
remote-ip 6.6.6.6

cs7 asp sccp-asp 6000 2905 m3ua
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remote-ip 6.6.6.6

!

cs7 as isup-as m3ua
routing-key 06060606 5.5.5
asp isup-asp
gos-class 5

!

cs7 as isup-as-bk m3ua
routing-key 07070707 6.6.6
asp isup-asp
gos-class 3

!

cs7 as sccp-as m3ua
routing-key 08080808 7.7.7
asp sccp-asp
gos-class 3

In Example 4 any traffic coming in from asp3 will be classified as having QoS class 3. Also any ISUP
(si=5) traffic coming in from asp4 will be classified as having QoS class 5. The packet is classified this
way so that, if needed, it would properly get routed over M2PA links, as explained in the “ Specifying
QoS Routing Over M2PA Links" section on page 411.

cs7 gos class 3
gos-ip-precedence 3

cs7 gos class 5
gos-ip-dscp 40

!

cs7 m3ua 2905
local-ip 7.7.7.7

!

cs7 asp asp3 2905 2905 m3ua
remote-ip 6.6.6.10
match any gos-class 3

cs7 asp asp4 2905 2905 m3ua
remote-ip 6.6.6.11
match si 5 gos-class 5
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Note

Gateway Screening (GWS)

The ITP Gateway Screening feature (GWS) prevents unauthorized use of the STP and controls the flow
of messages into or through the STP. GWS examines the contents of the incoming or outgoing message
Signaling unit (MSU) and either allows or rejects the MSU based on the provisioned screening. GWS
can beimplemented in conjunction with Access Lists, Global Translation Table (GTT), and Multi-Layer
Routing (MLR).

GWS allows you to configure GWS tables to drop an SCCP packet matching a set of conditions. When
you drop an SCCP packet, an SCCP error return function sends a UDTS back to the source of the SCCP
packet.

Feature History for GWS

Release Modification

12.2(4)MB2 This feature was implemented based on access list functionality.
12.2(25)SwW4 Enhanced GWS introduced.

12.2(25)SW9 Added support for GWS SCCP error return

12.2(18)IXD Integrated GWS and MLR triggers

Finding Support Information for Platforms and Cisco I0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Configuration M ode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.
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- Information About GWS, page 172
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« Monitoring GWS, page 199

» Configuration Examples for GWS, page 203
- Additional References, page 206

Information About GWS

Screening rules are specified in tables and are applied to an inbound or outbound linkset or an application
server (AS). If theincoming messageis allowed, it is sent to MTP/SCCP/I SUP/M3UA/SUA for further
processing. If the outgoing message is allowed, it is routed to the specified destination.

The following sections provide more detail about GWS:
« GWSTables, page 172
 GWS Table Matching Order for Incoming Packets, page 183

GWS Tables

GWS tables are identified by the type of screening to be applied.
Each GWS table consists of two types of information:

» Screening information: screening parameters

» Structural information: next screening steps

Screening rules are chained to indicate the next screening steps. The final result is either to allow the
message for further routing or to discard the message.

For agiven chain, only one occurrence of ascreening tabletypeisallowed. For example, if theincoming
message isto be screened against an allowed OPC table and the next step isto screen against an allowed
DPC table, the third step cannot be to screen against an allowed OPC table.

The next screening step in any screening table must indicate either:
« An action set defined in the configuration
« A next step table.

Table 8 shows an example of an allowed screening table, in this case an allowed opc table:

Table 8 Sample Allowed OPC Table

PC Start PC End Next Screening Step Allowed
X.X.X YAAY table allowed-dpcl

x1.x1.x1 ylylyl table allowed-dpcl

default action-set reject-ver
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Figure 22 shows chained screening tables that screen incoming messages based on Linkset, OPC, and
Sl. Figure 23 shows chained screening tables that screen incoming messages based on AS, OPC, and SI.

Figure 22 Chained Screening Tables - MTP
Linkset Table: OPC table: Sl table:
Linkset_table_1 incoming Allowed_OPC table 1 Allowed_SI table 1
incoming incoming
Screening gext . Screening gext . Screening gext .
parameters creening parameters creening parameters creening
step step step
Action set
Allowed _ Allowed_
Linkset_1 OoPC_ > (l)ri% = Sl > SI=0 to pass and
table_1 il table_1 log the
message
3
Figure 23 Chained Screening Tables - xUA
AS Table: AS_table_1 OPC table: Sl table:
incoming Allowed_OPC_table_1 Allowed_SI_table_1
incoming incoming
Screening glext . Screening glext . Screening gext .
parameters creening parameters creening parameters creening
step step step
Action set
Allowed _ Allowed_
AS1 o e - I > sSi=5 | topassand
table 1 - table_1 log the
message

141157
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Table 9, Table 10, and Table 11 list valid GWS screening table types and the valid configuration
commands for each type:

Table 9 MTP Parameters
Table Type Description Screening Commands
aff-dest Affected destinationin MTP e pc-range
management messages. .« default
dpc Destination Point Code e pc-range
- default
mtp-msg-type MTP message type e si mtp-msg-hO mtp-msg-hl-range
e Sl mtp-msg-type
- default
opc Originating Point Code e pc-range
- default
sio SIO Table e i
- default
Table 10 SCCP Parameters
Table Type Description Screening Commands
aff-pc-ssn Affected PC-SSN in SCCP e pc-range ssn
management messages . default
- Affected PC
- Affected SSN
cdpa-gta-prefix  |CdPA GTA Prefix Table - gta-prefix
e Minimum Digits - default
« Maximum Digits
e GTA prefix
cdpa-gta-range |CdPA GTA Range Table - gta-start
- GTA range » default
cdpa-pc-ssnh Called Party Address PC-SSN e pc-rangessn
- CdPA-SSN - default

- CdPA-PC
« CdPA SCMG format ID
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Table Type

Description

Screening Commands

cdpa-selector

Called Party Selector
e TT (Translation Type)
« GTI (Global Title Indicator)
» NP (Numbering Plan)

= NAI (Nature of Address
Indicator)

cgpa-gta-prefix

CgPA GTA Prefix Table
e Minimum Digits
« Maximum Digits
e GTA prefix

cgpa-gta-range

CgPA GTA Range Table
- GTA range

cgpa-pc-ssn

Calling Party Address PC-SSN
« CgPA-SSN
- CgPA-PC

pc-range ssn

cgpa-selector

Calling Party Selector
- TT (Translation Type)
« GTI (Global Title Indicator)
e NP (Numbering Plan)

« NAI (Nature of Address
Indicator)

sccp-msg-hdr

SCCP Header Message Type

Table 11

ISUP Parameters

Table Type

Description

Screening Commands

i Sup-msg-type

ISUP message type (1AM,
ACM, etc.)

isup-msg-type
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Table 12 shows possible next step chained table types given the current table.

Table 12 Next Step Tables

Current Table Possible Next Step Tables

Gateway linkset or AS « Allowed opc

- Blocked opc

- Allowed sio

- Blocked sio

» Allowed dpc

- Blocked dpc

- Action-set to allow | block the message

Allowed opc » Blocked opc

- Allowed sio

- Blocked sio

« Allowed dpc

- Blocked dpc

« Allowed cgpa-pc-ssn
» Blocked cgpa-pc-ssn
» Action-set to allow | block the message
Blocked opc For default:

- Allowed sio

- Blocked sio

« Allowed dpc

» Blocked dpc

« Allowed cgpa-pc-ssn

- Blocked cgpa-pc-ssn
For each entry:

- Action-set to block the message
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Table 12 Next Step Tables (continued)
Current Table Possible Next Step Tables
Allowed sio - Blocked sio
« Allowed dpc
» Blocked dpc
Ifsi=0

» Allowed aff-dest

- Blocked aff-dest

« Allowed mtp-msg-type

- Blocked mtp-msg-type
Ifsi=1lor2

» Allowed mtp-msg-type

» Blocked mtp-msg-type
Ifsi=3

« Allowed cgpa-pc-ssn

- Blocked cgpa-pc-ssn

« Allowed cdpa-pc-ssn

» Blocked cdpa-pc-ssn

- Allowed sccp-msg-hdr

- Blocked sccp-msg-hdr
Ifsi=5

« Allowed isup-msg-type

» Blocked isup-msg-type

Action-set to allow | block message
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Table 12

Next Step Tables (continued)

Current Table

Possible Next Step Tables

Blocked sio

For default

« Allowed dpc

» Blocked dpc
Ifsi=0

» Allowed aff-dest

- Blocked aff-dest

« Allowed mtp-msg-type

- Blocked mtp-msg-type
Ifsi=1lor2

» Allowed mtp-msg-type

» Blocked mtp-msg-type
Ifsi=3

« Allowed cgpa-pc-ssn

- Blocked cgpa-pc-ssn

« Allowed cdpa-pc-ssn

» Blocked cdpa-pc-ssn

« Allowed sccp-msg-hdr

» Blocked sccp-msg-hdr
Ifsi=5

« Allowed isup-msg-type

» Blocked isup-msg-type
For each entry

» Action-set to block message

Allowed dpc

» Blocked dpc

» Allowed aff-dest

- Blocked aff-dest

« Allowed cgpa-pc-ssn

- Blocked cgpa-pc-ssn

» Allowed isup-msg-type

» Blocked isup-msg-type

- Action-set to allow | block message
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Table 12 Next Step Tables (continued)

Current Table Possible Next Step Tables
Blocked dpc For default

- Allowed aff-dest
Blocked aff-dest

» Allowed cgpa-pc-ssn

» Blocked cgpa-pc-ssn
- Allowed isup-msg-type
- Blocked isup-msg-type
For each entry
» Action-set to block message

Allowed mtp-msg-type - Blocked mtp-msg-type

Allowed dpc

Blocked dpc

Allowed aff-dest

Blocked aff-dest

» Action-set to allow | block message

Blocked mtp-msg-type For default

« Allowed dpc

- Blocked dpc

» Allowed aff-dest

- Blocked aff-dest
For each entry

» Action-set to block message
Allowed aff-dest - Blocked aff-dest
- Action-set to allow | block message
Blocked aff-dest For default

- No table allowed
For each entry

- Action-set to block message
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Table 12 Next Step Tables (continued)

Current Table Possible Next Step Tables
Allowed cgpa-pc-ssn - Blocked cgpa-pc-ssn
« Allowed sccp-msg-hdr

» Blocked sccp-msg-hdr

» Allowed cgpa-sel ector

» Blocked cgpa-selector

» Allowed cdpa-pc-ssn

- Blocked cdpa-pc-ssn

- Action-set to allow | block message

Blocked cgpa-pc-ssn For default
- Allowed sccp-msg-hdr
» Blocked sccp-msg-hdr
- Allowed cgpa-selector
» Blocked cgpa-selector
« Allowed cdpa-pc-ssn
» Blocked cdpa-pc-ssn
For each entry
- Action-set to block message

Allowed sccp-msg-hdr » Blocked sccp-msg-hdr
« Allowed cgpa-selector
» Blocked cgpa-selector
» Allowed cdpa-pc-ssn
» Blocked cdpa-pc-ssn

- Action-set to allow | block message

Blocked sccp-msg-hdr For default
« Allowed cgpa-selector
» Blocked cgpa-selector
» Allowed cdpa-pc-ssn
» Blocked cdpa-pc-ssn
For each entry

« Action-set to block message
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Current Table

Possible Next Step Tables

Allowed cgpa-selector

Blocked cgpa-selector

Allowed cdpa-pc-ssn

Blocked cdpa-pc-ssn

Allowed cgpa-digit-screening
Blocked cgpa-digit-screening
Allowed cgpa-gta-prefix

Blocked cgpa-gta-prefix

Action-set to allow | block message

Blocked cgpa-sel ector

For default

Allowed cdpa-pc-ssn
Blocked cdpa-pc-ssn
Allowed cgpa-digit-screening
Blocked cgpa-digit-screening
Allowed cgpa-gta-prefix
Blocked cgpa-gta-prefix

For each entry

Action-set to block message

Allowed cgpa-gta-range

Blocked cgpa-digit-screening
Allowed cdpa-pc-ssn

Blocked cdpa-pc-ssn

Action-set to allow | block message

Allowed cgpa-gta-prefix

Blocked cgpa-gta-prefix

Allowed cdpa-pc-ssn

Blocked cdpa-pc-ssn

Action-set to allow | block message

Blocked cgpa-gta-range

For default

Allowed cdpa-pc-ssn
Blocked cdpa-pc-ssn

For each entry

Action-set to block message

Blocked cgpa-gta-prefix

For default

Allowed cdpa-pc-ssn
Blocked cdpa-pc-ssn

For each entry

Action-set to block message
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Table 12 Next Step Tables (continued)

Current Table Possible Next Step Tables

Allowed cdpa-pc-ssn - Blocked cdpa-pc-ssn

« Allowed cdpa-selector

» Blocked cdpa-selector

- Allowed aff-pc-ssn (if SSN = 1)
- Blocked aff-pc-ssn (if SSN = 1)

- Action-set to allow | block message

Blocked cdpa-pc-ssn For default

» Allowed cdpa-selector

» Blocked cdpa-selector

- Allowed aff-pc-ssn (if SSN = 1)

» Blocked aff-pc-ssn (if SSN = 1)
For each entry

« Action-set to block message
Allowed cdpa-sel ector » Blocked cdpa-selector

» Allowed cdpa-gta-range
» Blocked cdpa-gta-range
» Allowed cdpa-gta-prefix
- Blocked cdpa-gta-prefix
- Action-set to allow | block message

Blocked cdpa-sel ector For default

» Allowed cdpa-gta-range

- Blocked cdpa-gta-range

» Allowed cdpa-gta-prefix

- Blocked cdpa-gta-prefix
For each entry

» Action-set to block message
Allowed cdpa-gta-range - Blocked cdpa-gta-range

- Action-set to allow | block message
Allowed cdpa-gta-prefix - Blocked cdpa-gta-range

- Blocked cdpa-gta-prefix
» Action-set to allow | block message

Blocked cdpa-gta-range For default
« Notable allowed

For each entry

« Action-set to block message
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[ 182 | |



| Gateway Screening (GWS)

GWS Table Matching Order for Incoming Packets

Table 12 Next Step Tables (continued)
Current Table Possible Next Step Tables
Blocked cdpa-gta-prefix For default
- Notable allowed
For each entry
» Action-set to block message
Allowed aff-pc-ssn » Blocked aff-pc-ssn

- Action-set to allow | block message
Blocked aff-pc-ssn For default

+ No table allowed
For each entry

» Action-set to block message
Allowed isup-msg-type » Blocked isup-msg-type

- Action-set to allow | block message
Blocked isup-msg-type For default

- No table allowed
For each entry

- Action-set to block message

GWS Table Matching Order for Incoming Packets

For information on the GWS Table Matching Order for Incoming Packets, seethe“MLR and GWS Table
Matching Order for Incoming Packets” section on page 244.

How GWS Works with Access Lists

GWS can work in conjunction with existing access lists.

Access lists are defined and applied on per linkset (inbound or outbound) basis. Access lists numbered
between 2700 and 2999 are used for SS7. These access lists permit or deny traffic based on parameters
- OPC, DPC, S, hit pattern, affected PC, CdPA, CgPA.

Access list and gateway screening may be applied on the same linkset. However, neither access list nor
gateway screening will verify that the screening rules are consistent with each other, if both are defined
on the same linkset. Access lists take precedence for both incoming and outgoing linksets. If access list
and gateway screening are defined for the same linkset, both will be executed with access list rules
applied before gateway screening. Gateway screening rules will be applied only if the access|list allows
the message for further processing. GWS processing of MLR only applies to incoming messages.

Figure 24 illustrates outgoing message processing with ACL, GWS, TTMAPPING. Figure 25illustrates
incoming messages and including MLR routing processing through GWS.
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Figure 24 Outgoing Message Processing with ACS, GWS, TTMAPPING
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Figure 25 Processing of Incoming Messages
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How to Configure GWS

This section describes how to configure basic GWS and enhanced GWS. You configure GWS by defining
an access list and applying it to a linkset definition. Enhanced GWS adds additional intelligence to
message screening. It supports linksets, ASes, and existing screening and routing features, including
access lists and Global Title Translation.

Enhanced GWS can also return a UDTS to the source of the SCCP packet when the SCCP packet is
dropped. You configure areturn UDTS when you define the GWS action set in enhanced GWS.

» Configuring Basic GWS with Access Lists
» Configuring Enhanced GWS

Configuring Basic GWS with Access Lists

Basic GWS on an SS7 node allows you to permit or deny messages based on message characteristics.
You can control access to or from the Cisco I TP by defining one or more access lists and then applying
the access list to an inbound or outbound linkset.

Access lists filter traffic by controlling whether packets are forwarded or blocked at the router’s
interfaces. The router examines each packet to determine whether to forward or drop the packet, on the
basis of the criteria you specified within the access lists.

If the access list is inbound, when the I TP receives a packet it checks the access list criteria statements
for a match. If the packet is permitted, the I TP continues to process the packet. If the packet is denied,
the ITP discards it.

If the access list is outbound, after receiving and routing a packet to the outbound interface the ITP
checks the access list criteria statements for a match. If the packet is permitted, the I TP transmits the
packet. If the packet is denied, the ITP discards it.

SUMMARY STEPS

enable

configure terminal
access-list

cs7 linkset

o~ w N

access-group

IP Transfer Point
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DETAILED STEPS

Configuring Basic GWS with Access Lists

Command or Action

Purpose

Stepl  enable Enables privileged EXEC mode.
Example:
ITP> enable
Step2  configure terminal Enters global configuration mode.
Example:
ITP# configure terminal
Step 3 ITP (config)# access-list access-list-number Defines an access list.
{deny | permit} [dpc point-code wildcard-mask
opc point-code wildcard-mask | si{0-15}
pattern offset hex-pattern | aftpc point-code
wildcard-mask | edpa point-code wildcard-mask |
cgpa point-code wildcard-mask | selector | all]
Example:
ITP (config)# access-1list 2703 instance 0 permit
dpc 0.0.6 1.1.1 opc 0.1.5 1.2.2
Step4  cs7 linkset ls-name adj-pc Specifies alinkset and enters linkset configuration mode.
ITP (config)# cs7 linkset to_morehead 1.1.1
Step5  access-group {2700-2999 | name} [in | out] Applies the access list to the linkset.
Example:
ITP (config-cs7-1s)# access-group 2703 in
What to Do Next

If appropriate for your configuration, define GWS action sets.

IP Transfer Point ]



Gateway Screening (GWS) |

M Configuring Enhanced GWS

Defining GWS Action Sets

SUMMARY STEPS

enable

configure terminal

cs7 [instance n] gws default
[inbound] result nextStep

a &~ L e

[no] cs7 [instance <instance-number>] gws action-set action-set-name{allow | block [sccp-error

<error>]} mir {ruleset <rule-set-name> | group <result-group-name>} } [logging {silent | file
[verbose] | console [verbose] | file [verbose] console [ver bose]}]

6. disable-mir

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example:
ITP> enable
Step 2 configure terminal Enters global configuration mode.
Example:
ITP# configure terminal
Step 3 cs7 [instance n] gws default Appliesglobally to al link sets, all ASs,
and all local applicationsin the CS7
] instance.
Example:
Router (config)# cs7 gws default
Step 4 [inbound] result nextStep nextStep is either a GWS table or GWS

Example:
Router (config-gws-default)# inbound result nextStep

action set. It isthe same variableused in
aGWSink set table or GWS AS table.

188
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Command or Action Purpose
Step 5 [no] cs7 [instance <instance-number>] gws Configures a GWS action-set.
action-set action-set-name {allow | block .
[sccp-error <error>]} mlr {ruleset When SCCP packets are dropped, the optional
<rule-set-name> | group <result-group-name>} } |SCCp-error parameter configures the block action to
[logging {silent | file [verbose] | console send a UDTS to the originator of the SCCP packet. It is
[verbose] | file [verbose] console [verbosel}] g5 pnecessary for the UDT to have return-on-error set
and a return cause configured to return UDTS with
Example: unqualified return cause.
Router (config)# cs7 instance 0 gws action-set Note GWS action sets are instance based
mlr ruleset GWS_MLR_RULE '
mlr {ruleset <rule-set-name> | group <result-group-
name>} —(Optional) keyword allows the screened
packet to be processed for routing by MLR.
Step6  disable-mlr (Optional) Disables all MLR routing for the specified
instance.
Example:
ITP (cfg-cs7-mlr-options)# disable-mlr
N
Note  For more information on the integration of MLR and GWS, see the “Define the MLR Triggers with
GWS” section on page 243. To enable MLR, perform the configuration tasks described in the following
sections of the ML R Routing and Screening chapter: Define MLR Global Options, page 210, Define the
MLR Group, page 212, and Defining the MLR Modify-Profile, page 215
Table 13 shows SCCP parameters.
Table 13 UDTS Return Cause Values
Value (hex) Description
0x00 No translation for an address of such nature
0x01 No translation for this specific address
0x02 Subsystem congestion
0x03 Subsystem failure
0x04 Unequipped User
0x05 MTP failure
0x06 Network Congestion
0x07 Unqualified
0x08 Error in message transport (applicable only to XUDT and
XUDTS)
0x09 Error in local processing (applicable only to XUDT and
XUDTS)
0X0A Destination cannot perform reassembly (applicable only to
XUDT and XUDTYS)
0X0B SCCP failure (only 1TU)
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Table 13 UDTS Return Cause Values

Value (hex) Description

0x0C SCCP Hop counter violation (applicable only to XUDT and
XUDTS)

Ox0D (ITU) Segmentation not supported

OxOE (ITU) Segmentation failure

OxOF to OxOFF (ITU) Spare

OxOD-0OxF8, OxFF (ANSI) Spare

OxF9 Invalid ISNI routing request (applicable only to XUDT
and XUDTYS)

OxFA Unauthorized message

OxFB M essage incompatibility

OxFC Cannot perform ISNI constrained routing (applicable only
to XUDT and XUDTYS)

OxFD Redundant ISNI constrained routing (applicable only to
XUDT and XUDTS)

OxFE Cannot perform ISNI identification (applicable only to
XUDT and XUDTS)

What to Do Next

Define GWS tables.

Defining GWS Tables

SUMMARY STEPS

1. enable
2. configureterminal

3. cs7 gwstabletype
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DETAILED STEPS

Step 1

Step 2

Step 3

Configuring Enhanced GWS

Command or Action

Purpose

enable

Example:
ITP> enable

Enables privileged EXEC mode.

configure terminal

Example:
ITP# configure terminal

Enters global configuration mode.

[no] cs7 [instance n]
table-type [action allowed | blocked]
pregtt | postgtt]

gws table table-name type
[gtt

Example:

ITP(cfg-cs7-mlr-options)# cs7 instance 0 gws
table cdpa-sel type cdpa_selector action
allowed gtt pregtt

Configures a GWS table and enables GWS table
configuration mode for the table type specified, in this
example, a cdpa selector table.

If no action is specified, the default is allowed.

« type cdpa_selector—(Optional) defines the table type
as CdPA. CdPA isthe SCCP Called Party Addressfield.

— Eveniif the CdPA tables are set up as postgtt, for
packets that are not destined to ITP, only pre-gtt
screening is applied.

— Eveniif the CdPA tables are set up as pregtt, for
outbound packets all GWS is post-GTT.

— MLR does not apply for outbound packets and if
the action-set at the end of GWS processing results
inaMLR action for outbound packets, itisignored
and the packet is routed normally.

— [ott | pregtt | postgtt] keywords are only available
with type cdpa_selector.

» type sio—(Optional) specifies a service indicator in a
tabletypesio. Thefollowing service indicator typesare
available:

— isup—ISUP service indicator

- mgmt— MTP n/w management service indicator
— sccp— SCCP service indicator

— testl— MTP n/w testing & maint. Regular Sl

— test2— MTP n/w testing & maint. Special Sl

— tup— TUP service indicator

— bicc— BICC service indicator
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What to Do Next

Define entries in GWS tables.

Defining Entries in GWS Tables

In this task you configure the screening parameter entries valid for the gateway table type that you
specified in the cs7 gws table command. Each table can contain one or more entries.

In table entrieswith range parameters for entering minimum and maximum val ues, the second parameter
isoptional for single values. For single values, start and end parameters will be the same. A wildcard
indicator (*) can be used for some ranges.

If the incoming/outgoing message parameters (based on the direction of the message) do not match any
of the entries in the table, then the default rule is executed.

In compliance with GR-82-CORE Appendix C, blocked table entries have next step action-sets that
block the message. The default entry in blocked tables can have table name or action-set as the next step.

Next-step tables differ depending on the table type you configured. Next step tables are listed in
Table 12.

A table or action-set must be defined prior to its use in a next-step result.

An action-set or a table cannot be deleted if it is referenced by other entries.

The output of the show running-config command might show atable definition twiceif it isreferenced
in other tables.

To configure a screening parameter entry in a GWS table, enter one or more of the following commands
in gateway table configuration mode. The screening parameter commands are listed in al phabetical order
and are not intended to be entered in the order shown. The table types to which they apply arelisted in
the Purpose column. The CLI prompt may differ slightly from the example, depending on the gateway
table type you specified.

Command or Action

Purpose

default result {action action-set-name | table |Valid for all table types.

tablename}

Example:

ITP (config-gws-opc-table)# default result

action ALLOWED

Configures default screening for the table.

If the incoming/outgoi ng message parameters (based on the
direction of the message) do not match any of the entriesin
the table, the default rule is executed.

gta-prefix {gta-pref [exact] | * } [min-digits |Valid for the following table types: cgpa-gta-prefix,
min-digits] [max-digits max-digits] result cdpargta-preﬁx.

{action action-set-name | table tablename}

Example:

ITP (config-gws-cgpa-gta-pref-table)# gta-prefix
455 result action ALLOWED
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Command or Action

Purpose

gta-start gta-start [gta-end gta-end] result
{action action-set-name | table tablename}

Example:
ITP (config-gws-cdpa-gta-table)# gta-start
3922000 gta-end 3924000 result action ALLOWED

Valid for the following table types: cgpa-gta-range,
cdpa-gta-range.

isup-msg-type isup-msg-type result {action
action-set-name | table tablename}

Example:
ITP (config-gws-isup-msg-table)# isup-msg-type
SAM result action ALLOWED

Valid for the following table types: isup-msg-type.

pc-range pc-start [pc-end] result {action
action-set-name | table tablename}

Example:
ITP (config-gws-opc-table)# pc-range 6.6.6
result table DPC1

Valid for the following table types: aff-dest, opc, dpc.
Configures PC table entry - PC range screening.

In arange parameter, which provides an option to enter
minimum and maximum values, the second parameter is
optional for single values. For single values, start and end
parameters are the same. A wildcard indicator (*) can be
used for a range of point codes, as shown in Table 14.

pc-range pc-start [pc-end] ssn ssn result
{action action-set-name | table tablename}

Example:
ITP (config-gws-aff-pc-ssn-table)# pc-range
6.6.6 ssn 6 result table AFFPC

Valid for the following table types: cgpa-pc-ssn,
cdpa-pc-ssn, aff-pc-ssn.

Configures PC table entry - PC range screening.

In arange parameter, which provides an option to enter
minimum and maximum values, the second parameter is
optional for single values. For single values, start and end
parameters are the same. A wildcard indicator (*) can be
used for a range of point codes, as shown in Table 14.

sccp-msg sccp-msg-type result {action
action-set-name | table tablename}

Example:
ITP (config-gws-sccp-msg-hdr-table) # sccp-msg
xudt result action ALLOWED

Valid for the following table types: sccp-msg-hdr

si si mtp-msg-h0 mtp-msg-h0 mtp-msg-hl-range
mtp-msg-hl-start [mtp-msg-hl-end] result
{action action-set-name | table tablename}

-OR-
si si mtp-msg-type mtp-msg-type result {action

action-set-name | table tablename}

Example:
ITP (config-gws-mtp-msg-table)# si testl
mtp-msg-type LTA result table AFF-DEST

Valid for the following table types: mtp-msg-type
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Command or Action

Purpose

si si [priority-range priority-start
[priority-end]] result {action action-set-name
| table tablename}

Example:

ITP (config-gws-sio-table)# si sccp result table
PCSSN1

Valid for the following table types: sio

tt-range tt-start [tt-end] [gti gti [np np nai
nail] result {action action-set-name | table
tablename}

Example:

ITP (config-gws-cdpa-sel-table)# tt-range 5 10
gti 2 result table PGTAl

Valid for the following table types: cgpa-selector,

cdpa-selector

The gti gti parameter may only be specified if thevariant is

ITU.

In arange parameter, which provides an option to enter
minimum and maximum values, the second parameter is
optional for single values. For single values, start and end
parameters are the same. A wildcard indicator (*) can be
used for a range of translation types, as shown in Table 15.

A wildcard indicator (*) can be used to indicate a range of point codes, as shown in Table 14.

Table 14

PC Ranges with Wildcards

pc-range with Wildcards

PC Range for ANSI and CHINA

PC Range for ITU

pc-range 1.1.* 1.1.0-1.1.255 1.1.0-117
pc-range 2.* .* 2.0.0 — 2.255.255 2.0.0-2.255.7
pc-range 3.3.2 3.3.* 3.3.2-3.3.255 3.3.2-337
pc-range 4.4.* 4.* * 4.4.0 — 4.255.255 4.4.0-4.255.7

A wildcard indicator (*) can be used for a range of translation types (TT), as shown in Table 15.

Table 15

TT Ranges with Wildcards

tt-range with Wildcards Actual tt-range
tt-range * 0-255
tt-range 5 10 5-10
tt-range 8 * 8-255
tt-range 7 -7

What to Do Next

Define a gateway linkset table or an AS table for GWS.
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Defining Gateway Linkset Tables

SUMMARY STEPS

enable
configure terminal
cs7 [instance instance] gws linkset name |s-name

A

inbound [logging type{allow | block | both} [test] {silent |file[verbose] | console[verbose] | file
[verbose] console [verbose]}] result {action action-set-name | table tablename}

5. outbound [logging type{allow | block | both} [test] {silent | file [verbose] | console [verbose] |
file [verbose] console [verbose]}] result {action action-set-name | table tablename}

6. exit
7. c¢s/ [instance instance] gws linkset default

8. inbound [logging type{allow | block | both} [test] {silent | file [verbose] | console[verbose] |file
[verbose] console [verbose]}] result {action action-set-name | table tablename}

9. outbound [logging type{allow | block | both} [test] {silent | file [verbose] | console [verbose] |
file [verbose] console [verbose]}] result {action action-set-name | table tablename}

IP Transfer Point
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DETAILED STEPS

Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.

Example:
ITP> enable

Step2  configure terminal Enters global configuration mode.

Example:
ITP# configure terminal

Step3  cs7 [instance instance-number] gws linkset name |Definesagateway linkset tableentry for aspecified linkset,

LR and enables gws linkset configuration mode.
Example:
ITP (config)# cs7 instance 0 gws linkset name
dallas
Step4  inbound [logging type {allow | block | both} Specifies the inbound screening result on the linkset.
[test] {silent | file [verbose] | comsole
[verbose] | file [verbose] console [verbose]}]
result {action action-set-name | table
tablename}
Example:

ITP (config-gws-1s)# inbound result table
allowed-dpcl

Step5  outbound [logging type {allow | block | both} Specifies outbound screening result on the linkset.

[test] {silent | file [verbose] | comsole
[verbose] | file [verbose] console [verbose]}]
result {action action-set-name | table
tablename}
Example:
ITP (config-gws-1s)# outbound result action
ALLOW
Step6  exit Exits gateway linkset configuration mode and enables
global configuration mode.
Example:
ITP (config-gws-1s)# exit
Step7  cs7 [instance instance-number] gws linkset Defines the gateway linkset table default entry and enables
default

gws linkset configuration mode.

Example:
ITP(config)# cs7 instance 0 gws linkset default
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Command or Action Purpose
Step8  inbound [logging type {allow | block | both} Specifies default inbound screening.
[test] {silent | file [verbose] | comsole
[verbose] | file [verbose] console [verbose]}]
result {action action-set-name | table
tablename}
Example:

ITP (config-gws-1s)# inbound result action
blocked-ver

Step9  outbound [logging type {allow | block | both} |Specifies the default outbound screening.

[test] {silent | file [verbose] | comsole
[verbose] | file [verbose] console [verbose]}]
result {action action-set-name | table
tablename}

Example:

ITP (config-gws-1s)# outbound result action
blocked-ver

What to Do Next

Define an AS table for GWS.

Defining an AS Table for GWS

SUMMARY STEPS

enable
configure terminal
cs7 [instance instance] as name as-name

> W e

inbound [logging type{allow | block | both} [test] {silent |file[verbose] | console[verbose] | file
[verbose] console [verbose]}] result {action action-set-name | table tablename}

5. outbound [logging type{allow | block | both} [test] {silent | file [verbose] | console [verbose] |
file [verbose] console [verbose]}] result {action action-set-name | table tablename}

6. exit
7. c¢s7 [instance instance] as default

8. inbound [logging type{allow | block | both} [test] {silent | file [verbose] | console[verbose] |file
[verbose] console [verbose]}] result {action action-set-name | table tablename}

9. outbound [logging type{allow | block | both} [test] {silent | file [verbose] | console [verbose] |
file [verbose] console [verbose]}] result {action action-set-name | table tablename}
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Command or Action

Purpose

enable

Example:
ITP> enable

Enables privileged EXEC mode.

configure terminal

Example:
ITP# configure terminal

Enters global configuration mode.

cs7 [instance instance-number]
as-name

gws as name

Example:
ITP (config)# cs7 instance 0 gws as name as2

Defines an AS table for GWS and enables GWS AS
configuration mode.

inbound [logging type {allow | block | both}
[test] {silent | file [verbose] | comsole
[verbose] | file [verbose] console [verbose]}]
result {action action-set-name | table
tablename}

Example:
ITP (config-gws-as)# inbound result action ALLOW

Specifies the inbound screening result for the AS,.

outbound [logging type {allow | block | both}
[test] {silent | file [verbose] | comsole
[verbose] | file [verbose] console [verbose]}]
result {action action-set-name | table
tablename}

Example:
ITP (config-gws-as)# outbound result action
ALLOW

Specifies the outbound screening result for the AS

exit

Example:
ITP (config)# exit

Exits gws AS configuration mode and enables global
configuration mode.

cs7 [instance instance-number] gws as default

Example:
ITP(config)# cs7 instance 0 gws as default

Defines the AS table default entry.
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Command or Action

Purpose

Step8  inbound [logging type {allow | block | both} Specifies default inbound screening for the AS.
[test] {silent | file [verbose] | comsole
[verbose] | file [verbose] console [verbose]}]
result {action action-set-name | table
tablename}
Example:
ITP (config-gws-as)# inbound logging type block
file console verbose result table SIOO0
Step9  outbound [logging type {allow | block | both} Specifies default outbound screening for the AS.
[test] {silent | file [verbose] | comsole
[verbose] | file [verbose] console [verbose]}]
result {action action-set-name | table
tablename}
Example:
ITP (config-gws-as)# outbound result action
BLOCK
Step10 exit Exits gws AS configuration mode and enables global
configuration mode.
Example:
ITP (config)# exit
What to Do Next

Perform monitoring tasks as needed.

Monitoring GWS

- Message Logging, page 199

» Verifying GWS Configuration, page 202

Message Logging

Message logging allows you to capture information about screening results. GWS supports three types

of logging:

- Silent mode: Message screened without any logging

- Test mode: Screening is done, but the screening results are NOT applied. For instance, if alinkset
is configured to be in test mode, and after screening, screened result is to discard the message, the
message is NOT discarded, but the log is updated to indicate that the message would be discarded
if the screening rules were to apply. Test mode is applicable at the linkset or AS level. Test mode

does not apply to action sets.

» Non-test mode: Screening results are applied to the message. That is, if the screening result isto
discard the message, the message is actually discarded.
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Two types of logging are possiblein test and non-test mode: File and Console. File mode has an optional
verbose mode which also logs up to 40 bytes of the message that was screened along with other
parameters. In file mode, as the name suggests, the log is copied to afile. In console mode, the log is
printed on the terminal. Console mode also has an optional verbose mode to include up to 40 bytes of

the screened message.
SUMMARY STEPS
1. enable
2. cs7 save log type destination
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example:
ITP> enable
Step2 cs7 save log type destination Saves alog to a specified destination.
Example:
ITP# cs7 save log gws-test
tftp://10.1.1.3/logs/gws-test-logl.txt

To enable logging, perform the following steps.

SUMMARY STEPS

1. enable
2. configureterminal

3. cs7 log type { checkpoint seconds destination | size size}
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[ 200 | |



| Gateway Screening (GWS)

Message Logging

DETAILED STEPS

Command or Action Purpose

Stepl enable Enables higher privilege levels, such as privileged EXEC
mode.

Example:
ITP> enable

Step2  configure terminal Enters global configuration mode.

Example:
ITP# configure terminal

Step 3 cs7 log type {checkpoint seconds destination | Enableslogging,
size size}

Example:
ITP (config)# cs7 log gws-nontest size 10000
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Verifying GWS Configuration

After enabling privileged exec mode, the following show commands can be used in any order to display

GWS linkset, as, or table information.

SUMMARY STEPS

enable

show cs7 gws action-set [name]

show c7 gws default

o gk~ w e

DETAILED STEPS

show cs7 gws as [default | name as-name]

show cs7 gws linkset [default | name |s-name]

show cs7 [instance number] gws table [name table-name | type table-type] [detail |
result-summary | entry-summary]

Command or Action

Purpose

Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example:
ITP> enable
Step2  show cs7 gws action-set [name] Displays GWS action-set information. Details include
UDTS configuration for block results and MLR ruleset
. name and/or result group name for MLR results.
Example:
ITP# show cs7 gws action-set
Step3  show cs7 gws as [default | name as-name] Displays GWS AS information, including MLR routed
MSUs.
Example:
ITP# show cs7 gws as
Step4  show cs7 gws default Displays the global (default) GWS table for an instance.
Example:
ITP# show cs7 gws as
Step5  show cs7 gws linkset [default | name Is-name] Displays GWS linkset information, including MLR routed
MSUs.
Example:
ITP# show cs7 gws linkset
Step 6 show cs7 [instance number] gws table [name Shows GWS table information.

table-name | type table-type] [detail |
result-summary | entry-summary]

Example:
ITP# show cs7 gws table
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Configuration Examples for GWS

This section provides configuration examples of GWS in the following scenarios:
- GWS Scenario: Linkset with Allowed DPC, page 203
» GWS Scenario: XUA ASwith Allowed DPC, page 204
» GWS Scenario with CgPA, CdPA, page 205

GWS Scenatrio; Linkset with Allowed DPC

In this usage scenario, an allowed DPC table is created. The DPC tableis linked to a linkset.

Figure 26 GWS Scenario: Linkset with Allowed DPC
Ty
N A
ITP
PC=3.35 instance 0 E(L:R: 336
PC=3.34 h .
N

cs7 multi-instance

cs7 instance 0 variant ITU

cs7 instance 0 network-name INSTO
cs7 instance 0 point-code 3.3.4
cs7 instance 1 variant ITU

cs7 instance 1 network-name INST1
cs7 instance 1 point-code 1.1.3

controller E1 0/0
clock source line primary

channel-group 0 timeslots 1
|

controller E1 0/1
channel-group 0 timeslots 1

cs7 instance 0 linkset dallas 3.3.5
accounting

! Define links as required

cs7 instance 0 route-table
cs7 instance 1 route-table

! Define action set for allowed verbose and blocked verbose
cs7 instance 0 gws action-set allowed-ver allow
cs7 instance 0 gws action-set blocked-ver Dblock

! Define the allowed DPC table
! Screening is independent of MTP routes and XUA AS DPC.
! Although there is no route defined to 3.3.6, it can be added to
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! allowed DPC table

cs7 in 0 gws table allowed-dpc-1 type dpc action allowed
default result action-set blocked-ver

pc-range 2.*.* result action-set allowed-ver

pc-range 3.3.6 result action-set allowed-ver

! Define the gateway linkset table entry for linkset dallas
cs7 in 0 gws linkset name dallas
inbound result table allowed-dpc-1

! Define the gateway linkset table default entry
cs7 in 0 gws linkset default

inbound result action-set blocked-ver
cs7 in 0 gws linkset default

outbound result action-set blocked-ver

GWS Scenario; XUA AS with Allowed DPC

In this usage scenario, an allowed DPC table is created. The DPC table islinked to an AS.

cs7 multi-instance

cs7 instance 0 variant ITU

cs7 instance 0 network-name INSTO

cs7 instance 0 point-code 1.1.2

cs7 instance 1 variant ITU

cs7 instance 1 network-name INST1

cs7 instance 1 point-code 1.1.3

cs7 accounting global-mtp3

!

cs7 m3ua 2907

local-ip 172.18.10.47

!

cs7 asp ASP1 2907 2907 m3ua
remote-ip 172.18.10.52

!

cs7 instance 0 as AS1 m3ua
routing-key 1 1.1.4

asp ASP1
!

! Define action set for allowed verbose and blocked verbose
cs7 instance 0 gws action-set allowed-ver allow
cs7 instance 0 gws action-set blocked-ver Dblock

! Define the allowed DPC table

! Define PC range

cs7 in 0 gws table allowed-dpc-1 type dpc action allowed
default result action-set blocked-ver

pc-range 1.1.4 1.1.6 result action-set allowed-ver
pc-range 3.3.2 3.3.* result action-set blocked-ver

| Define the gateway AS table entry for M3UA AS ASl
cs7 in 0 gws as name AS1
inbound m3ua result table allowed-dpc-1

! Define the gateway AS table default entry
cs7 in 0 gws as default

inbound result action-set blocked-ver
cs7 in 0 gws as default

outbound result action-set blocked-ver
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GWS Scenario with CgPA, CdPA

In this usage scenario, alinkset istied to an allowed DPC table, an allowed CgPA PC-SSN table,
allowed CgPA SCCP selector, allowed SCCP message header and allowed CdPA PC-SSN tables.

Figure 27

MSC

GWS Scenario with CgPA, CdPA

PC=3.35

Linkset
Dallas1

GWS Scenario with CgPA, CdPA W

HLR
PC =3.3.6

Linkset
Dallas2

ITP
PC =334
instance 0

cs7 multi-instance

cs7 instance
cs7 instance
cs7 instance
cs7 instance
cs7 instance
cs7 instance

0

variant ITU
network-name INSTO
point-code 3.3.4
variant ITU
network-name INST1
point-code 3.3.7

controller E1 0/0
clock source line primary
channel-group 0 timeslots 1

!

controller E1 0/1
channel-group 0 timeslots 1

cs7 instance 0 linkset dallasl 3.3.5

accounting

! define links

cs7 instance 0 linkset dallas2 3.3.6

accounting

! define links

cs7 instance 0 route-table
cs7 instance 1 route-table

141159

| Define action set for allowed verbose and blocked verbose
cs7 instance 0 gws action-set allowed-ver

allow
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cs7 instance 0 gws action-set blocked-ver Dblock

! Define the allowed CdPA PC-SSN
cs7 in 0 gws table allowed-cdpa-pc-ssn-1 type cdpa-pc-ssn action allowed
default result action-set blocked-ver
pc-range 3.3.6 ssn 6 result action-set allowed-ver
pc-range 4.4.* 4.%_ * gsn 8 result action-set allowed-ver

! Define the allowed SCCP message header

cs7 in 0 gws table allowed-sccp-msg-hdr-1 type sccp-msg-hdr action allowed
default result action-set blocked-ver

sccp-msg xudt result table allowed-cdpa-pc-ssn-1

sccp-msg xudts result table allowed-cdpa-pc-ssn-1

! Define the allowed CgPA PC-SSN table

cs7 in 0 gws table allowed-cgpa-pc-ssn-1 type cgpa-pc-ssn action allowed
default result action-set blocked-ver

pc-range 3.3.5 ssn 8 result table allowed-sccp-msg-hdr-1

! Define the allowed SIO table
cs7 in 0 gws table allowed-sio-1 type sio action allowed
default result action-set blocked-ver

si sccp result table allowed-cgpa-pc-ssn-1

! Define the allowed OPC table

cs7 in 0 gws table allowed-opc-1 type opc action allowed
default result action-set blocked-ver

pc-range 3.3.5 result table allowed-sio-1

! Define the gateway linkset table entry for linkset dallasl
cs7 in 0 gws linkset name dallasl
inbound result table allowed-opc-1

| Define the gateway linkset table default entry
cs7 in 0 gws linkset default
inbound result action-set blocked-ver

cs7 in 0 gws linkset default
outbound result action-set blocked-ver

Additional References

The following sections provide references related to the GWS feature.

Standards

Standard Title

ANSI T1.111 1996 Signaling System No. 7 - Message Transfer Part

ANSI T1.112 1996 Signaling System No. 7 - Signaling Connection Control Part

ITU-T Q.704 Specifications of Signaling System No. 7 - Message Transfer Part

ITU-T Q.713 Specifications of Signaling System No. 7 - Signaling Connection
Control Part

GR-82-CORE, Appendix C TelCordia Technologies Generic Requirements GR-82-CORE
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The IP Transfer Point (ITP) Multi-Layer Routing (MLR) feature implements the routing of Short
Message Service (SM S) messages based on information found in the Transaction Capability Application
Part (TCAP), Mobile Application Part (MAP), and SMS layers.

Feature History for Multi-Layer SMS Routing

Release Modification

12.2(4)MB10 This feature was introduced.

12.2(25)SW Added the Segmented SM'S Mobile Originated (MO) proxy function.

12.2(25)SW1 Added support for saving MLR address tables to afile.

12.3(25)SW3 » Added support for Origin-IMSlI-based routing by MLR redirecting
SMS MO messages that do not contain an origin IMSI to the DSMR
subsystem.

e Added MLR and DSMR support for rule matching parameters with
unknown Type of Number (ton) and Numbering Plan (np).

» Added support for Global Title (gt) results for MLR aswell as SMS
result groups.

- Allow aresult gt for messages received with cdPa route-on-SSN.

» Allow GT selector-based triggers.
12.2(25)SwW4 » Added Dynamic B-Address Routing/Binding.

- Added aresult trigger action to allow MLR users to route messages
based on the trigger alone.

- DSMR sms-mo messages can use MLR result groups with WRR or
dest-sme-binding modes.

12.2(25)SW5 Added the MLR Call Tracing feature
12.2(25)SW8 - Extended MAP operation support to include all GSM-MAP (3GPP TS

29.002 version 5.9.0 Release 5) operationsin MLR rules (Table 20 and
Table 21)

- The protocol keywords gsm map and ansi-41 were added to the rule
command

- Added global option to insert DPC into the cdPa point code for packets
that are MLR-routed
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W Contents
12.2(25)SW9 » Added support for SCCP/MAP address modification for SRI-SM
messages
e Added MLR global option modify-failure
» Added MLR global option preserve-opc
« Added support to return UDTS if MLR rule or MLR address table
blocks a SCCP packet
12.2(18)IXD « Integrated GWS and MLR triggers
« SMS MO proxy capability extended to the Cisco 7600
Finding Support Information for Platforms and Cisco I0S Software Images
Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.
)
Note  Configuration Mode Restrictions: Simultaneous changes to the configuration from multiple CLI

Contents

sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

« How to Configure MLR-Based Routing, page 210

- Implementing MLR Call Tracing, page 247
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Information About MLR Routing and Screening

Short Message Service (SMS) applications such as audience interaction services place a heavy demand
on the capacity of the legacy SS7 infrastructure, as well asthe SMSC servers. These applications create
extremely high bursts of signaling traffic over a very short time span, which can result in denial of
service and lost messages.

The ITP MLR feature enables intelligent routing of SM'S messages based on the application or service
from which they originated or to which they are destined. The MLR feature can make SM S message
routing decisions based on information found in the TCAP, MAP, and MAP-user layers. MAP operation
include all GSM-MAP (3GPP TS 29.002 version 5.9.0 Release 5) operationsin MLR rules.

The valid operation-name specifications are presented in the CL1 depending on the specified protocol
and are listed in tables in the “Define One or More Multi-layer SMS Rulesets” section on page 227.

For ITU TCAP and GSM-MAP, MLR supports routing on the following operations (See Table 22):
- MAP-MO-FORWARD-SM
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e MAP-MT-FORWARD-SM
« SEND-ROUTING-INFO-FOR-SM
< MAP-ALERT-SERVICE-CENTRE

For ANSI TCAP and IS-41 MAP, MLR incorporates Mobile Directory Number (MDN) based SMS
routing and supports routing on the following operations:

- Smdpp
» SmsRequest
- SmsNotify

The Segmented SMS MO proxy feature extends the ITP MLR capabilities by allowing segmented MAP
version 2 or higher GSM SMS MO dialogues to be routed based on application-layer parameters such as
the destination SM E address. Functionally, this allows new SM S applicationsthat require larger message
sizes (approximately 70% of the available user payload) to be routed to the appropriate SMSC or
application server based on an application-layer parameter such as the B-address. Without the
implementation of this feature, all segmented SMS MO messages are routed to one or more destination
SMSCs based only on SCCP cgPa and SCCP cdPa addressing.

ITP MLR-based screening enables the blocking of incoming SS7 traffic based on the originating SCCP
cgPa and SCCP cdPa destination, including the global title address (gta). ML R screening also enables
blocking on the basis of SCCP cdPaglobal title digits and all GSM operations. This allows the blocking
of short message transactions from a specific originating global title.

Trigger Search Order

It is possible that a message may match to more than one primary trigger since a primary trigger can be
either cdPa or cgPa based. cdPa matches are attempted before cgPa matches. The lookup mechanism for
GT-based primary triggersisthe GTT table, while the lookup mechanism for PC/SSN based primary
triggersisthe GTT MAP table. Once a primary trigger is matched, the secondary triggers are searched
sequentially in the order defined until a match is found.

Table 16 describes the Multi-layer routing trigger types and their function.

Table 16 Multi-Layer Routing Trigger Types
Trigger Type Function
SCCP Global Title The received packets arrive into SCCP with

RI=GT and a specific range of global titles. The
primary routing trigger for SMS MO traffic isthe
cdPa destination SMSC E.164 address. The
originating MSC address, which is found in the
cgPa, may also be used as a routing trigger.

SCCP Point Code and SSN The received packets arrive into SCCP with
RI=PC/SSN. For example, SMS MO traffic for
which the MSC/STP has performed final GTT
will arrive destined for the ITP PC and SMSC
SSN.
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Table 16 Multi-Layer Routing Trigger Types

Trigger Type Function

Global Configuration All traffic received will be checked for
Multi-layer SM S routing, provided that a routing
table is defined.

Combination Triggers A combination of two mutually exclusive SCCP

cdPa and cgPatrigger types may be specified to
formatrigger match. Thisallows packets destined
to the same SMSC from different MSCs to be
handled by different routing tables.

Destination Selection

A match in the multi-layer routing table will map to one of the following:
» A single point-code.

« An M3UA or SUA application server name. Upon selection, the message is routed to the AS which
may be composed of multiple ASPs.

- A multi-layer result group. This table will provide the set of possible results along with the
associated algorithm used to select among the results. This table is independent of the global title
translation function, but uses PC and SSN state to route to available destinations.

« A global title address. Upon selection, the SCCP global title translation function will be invoked for
the specified address. This address may then map to an application group consisting of multiple
destinations.

How to Configure MLR-Based Routing

To enable the MLR feature, perform the configuration tasks described in the following sections:
» Define MLR Global Options, page 210
« Definethe MLR Group, page 212
- Defining the MLR Modify-Profile, page 215
» Creating and Managing Address Tables, page 219 (Optional)
» Define One or More Multi-layer SM'S Rulesets, page 227
- Definethe MLR Triggers, page 243
e Implementing MLR Call Tracing, page 247

Define MLR Global Options

You can define an MLR option globally per instance so that it can be applied to all MLR routed results,
including trigger results, rule results, and address-table results.
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Define MLR Global Options

When the insert-dpc-in-cdpa option is configured, MLR can modify the cdpa pc and the calling party
(cgpa) pc of an MSU. The cdpa pc is updated for MLR results of point code (pc), point code and
subsystem number (pcssn), global title (gt), and asname. This option does not apply to the ML R results
block or continue.

Preserving the original destination point code (dpc) in the cdpais not possible with an MLR GT result.
The SCCP always overwrites the cdpa pc with the new GT translated dpc.

When the preserve-opc function is configured within the global MLR options submode, the original
Originating Point Code (OPC) is retained. You can configure this feature globally, or within an MLR
ruleset.

modify-failure allows you to specify which action you want to take when an MLR packet cannot be
modified. By default, the packet is discarded. MLR modification failures include exceeding the
maximum M SU or address size when inserting new data, failures when attempting to modify the
destination GT, and failures when executing a modify-profile.

The following steps specify how to add MLR options that are applied to all MLR result types.

SUMMARY STEPS
Stepl  enable
Step2  configure terminal
Step3  cs7 [instance instance-number] mlir options
Step4  insert-dpc-in-cdpa
Step5  preserve-opc
Step6  modify-failure {discard | resume | sccp-error sccp-error}
Step7  disable-mlr
DETAILED STEPS
Command or Action Purpose

Stepl  enable

Enables higher privilege levels, such as privileged
EXEC mode.

Example: Enter your password if prompted.
ITP> enable

Step 2 configure {terminal | memory | network} Enters global configuration mode.
Example:

ITP# configure terminal

Step 3 cs7 [instance instance-number] mlr options (Optiona]) Spec|f|esan MLRresult option command

Example:

ITP (config)# cs7 instance 1 mlr options

and enables the CS7 MLR options configuration
mode.
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Command or Action Purpose
Step4  insert-dpc-in-cdpa (Optional) Specifies that when a packet isMLR
routed, the MTP dpc isinserted into the cdpa pc if

Example: the cdpa pc is null.

ITP (cfg-cs7-mlr-options)# insert-dpc-in-cdpa

Step5  preserve-opc (Optional) Preserves the original originating point
code (OPC) when an MLR result is selected in this
) instance.
Example:
ITP (cfg-cs7-mlr-options)# preserve-opc
Step6  modify-failure {discard | resume | sccp-error (Optional) modify-failure indicates the action to
scep-error} take when an MLR packet modification fails.
Options include:

Example: discar d—discard the packet (default).

ITP (cfg-cs7-mlr-options)# modify failure resume . L. L.
resume—resume sending original packet to original
destination.
sccp-error—send aUDTSto the originator with the
configured sccp error code, if return-on-error was
setin the UDT.

Step7  disable-mlr (Optional) Disables all MLR routing for the

Example:

ITP (cfg-cs7-mlr-options)# disable-mlr

specified instance.

Define the MLR Group

A multi-layer result group isagroup of destination resources to process traffic that will be routed based
on multi-layer information. The result group lists the appropriate destination resources and the
mechanism used to select a single destination for a given packet. State information is determined for
each possible destination. Only available destination are considered for routing. Note, however, that the
distribution algorithms consider GT results as always available. Ensure that the proper GT configuration
isin place and available for GT routing.

The Multi-Layer SMS Routing feature provides two result group distributions modes: weighted
round-robin and dynamic B-address binding.

The weighted round-robin (WRR) distribution algorithm properly balances SMS workload to servers
of varying capacity. Each server within aresult group (application group or multi-layer result table) is
assigned a server weight from 0 to 10. The value of 0 indicates that the server is a backup, and should
only be used when all of the serversin the group with anon-zero weight have failed. Congested resources
are used only if no available, non-congested destinations exist.

Dynamic B-address binding uses a hashing algorithm based on the message’'s B-address to determine
which result (SMSC) amessage is to be routed to for delivery. The algorithm will select the same result
(SMSC) each time based on the B-address to prevent out-of-order messaging. SM SCs with greater
capacity are configured as such using the result’s weight parameter. The results (SMSCs) are inserted
into the result group using the order parameter. If an unplanned SM SC outage occurs (in other words, if
aresult is unavailable), then these messages destined for the unavailable SMSC are rerouted to the
remaining SMSCs. Note that an SM SC outage does not affect the mapping for available SMSCs. This
algorithm handles routing of a phanumeric B-addresses, as well as numeric B-addresses.

IP Transfer Point
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Define the MLR Group

SMS MO Proxy sms-mo messages can use MLR result groups with WRR or dest-sme-binding modes.
This simplifies configuration since both SMS MO Proxy and MLR dest-sme-binding result groups must
be identically configured in an SMS MO Proxy solution. However, DM SR does not currently support

asname results within an SM S result group, so DSMR can reference only MLR groups that contain no

asname results.

To define the Multi-layer result group, perform the following steps.

3. cs7 [instance instance-number] mir result name [protocol {gsm-map | ansi41}] [mode {wrr |

SUMMARY STEPS
1. enable
2. configureterminal
dest-sme-binding}]
4, asname as-name [order order] [weight weight]
5. gt addr-string [tt tt [gti gti] [np np nai nai]] [order order] [weight weight]
6. pc dest-pc [ssn ssn] [order order] [weight weight]
7. unavailable-routing {discard | resume}
DETAILED STEPS

Step 1

Step 2

Step 3

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters global configuration mode.

cs7 [instance instance-number] mlr result name
[protocol {gsm-map | ansi4l}] [mode {wrr |
dest-sme-binding}]

Example:
ITP (config)# cs7 mlr result VAS-GRP

Specifies an MLR result group command and enables the
MLR results configuration mode.
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Purpose

Command or Action

Step 4 asname as-name [order order] [weight weight]
Example:
ITP(cfg-cs7-mlr-result)# asname VOTING-AS1
weight 1

Specifiesaparticular destination M3UA or SUA application
server. The application server should already be defined,
and its state is extracted from the SUA or M3UA routing
layer for availability purposes.

order order Required for (and present only in the CLI
for) dest-sme-binding mode. Specifies the order in
which the results are stored in the result group. An
integer value in the range of 1 to 1000.

weight weight Specify load balancing weight.

For dest-sme-binding mode, an integer value in the
range 1 to 2147483647. Default is 1.

For wrr mode, an integer value in the range of O to 10.
Defaultis 1.

Step5 gt addr-string [tt tt [gti gti] [np np nai
nail]]l [order order] [weight weight]

Example:
ITP(cfg-cs7-mlr-result)# gt 9991234 tt 0 gti 4
np 1 nai 4 weight 1

Specifies an outbound global title destination from within a
result group.

tt tt ldentifies atranslation type specified within the
address. Integer in the range 0 through 255.

gti gti Identifies the global title indicator for the
specified address. Thisvalueisonly specified when the
variant isITU or China. Integer value of 2 or 4.

np np ldentifies the numbering plan of the specified
address. Only configured when the gti parameter value
is4. Integer in the rante O to 15.

nai nai Identifies the nature of the specified address.
Configured only when the gti parameter valueis 4.
Integer in the range O through 127.

order order Required for (and only present in the CLI
for) dest-sme-binding mode. Specifies the order in
which the results are stored in the result group. An
integer value in the range of 1 to 1000.

weight weight Specify load balancing weight.

For dest-sme-binding mode, an integer value in the
range 1 to 2147483647. Default is 1.

For wrr mode, an integer value in the range of O to 10.
Defaultis 1.
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Command or Action

Purpose

Specifies a destination point code. The destination point
code must exist in the MTP3 routing table; its state is
extracted from MTP3 for availability purposes.

order order Required for (and only present in the CLI
for) dest-sme-binding mode. Specifies the order in
which the results are stored in the result group. An
integer value in the range of 1 to 1000.

weight weight Specify load balancing weight.

For dest-sme-binding mode, an integer value in the
range 1 to 2147483647. Default is 1.

For wrr mode, an integer value in the range of 0 to 10.
Defaultis 1.

Step 6 pc dest-pc [ssn ssn] [order order] [weight
weight]
Example:
ITP(cfg-cs7-mlr-result)# pc 3.3.1 weight 0
Step7 unavailable-routing {discard | resume}
Example:

ITP(cfg-cs7-mlr-result)# unavailable-routing

resume

Specifies the routing of a packet when no members are
available.

discard Discard packet (default)

resume Resume sending packet to original
destination.

Defining the MLR Modify-Profile

SCCP and MAP address modification is permitted using aMLR modify-profile. For each modify profile,
you must configure a unique profile name, the protocol, and the operation name. Multiple profiles can
be created for each instance. Only one profile may be specified within arule. Within a modify profile,
you can specify SCCP and MAP addresses to modify. MLR currently supports modifying only the
service center address (orig-smsc) and the calling party address (CgPA) for SRI-SM messages.

For the orig-smsc, you can modify the address digits, the type of number (ton), and the numbering plan

(np).

For cgpa, ML R supportsinserting a point code (PC) and subsystem number (SSN), aswell as modifying
the existing GT information, PC, and SSN. The CgPA routing indicator (RI) is unchanged during these
modifications. The PC and the SSN may beinserted or modified, regardless of the RI. GT modifications,
however, apply only to packetswith RI=GT. If GT modifications are configured and the received packet
has a CgPA with RI=SSN, then the GT modifications are simply ignored. The GT information which can
be modified includes the GT address digits, the GT translation type (tt), the global title indicator (gti),

the numbering plan (np), and the nature of address indicator (nai).

You can configure prefix-based address modification or areplacement address. For prefix-based address
translation, you configure the number of prefix digitsthat will be removed from the address and the digit
string that should be prefixed to the address. Specifying a“*” for number of prefix digits indicates that
no prefix digits to be removed. Specifying a“*” for the digit string indicates that no prefix digits are
prefixed to the address string. To replace the entire address, the user should specify the maximum value
for the number of prefix digits to remove. If the resulting modified address exceeds the maximum
allowed number of digits, then MLR will fail the modification and discard the packet by default. The
user can optionally configure the desired action for failed modifications using the modify-failure
command within the MLR options submode.
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The modify profileis assigned to arule using the modify-profile rule parameter. If a MLR rule matches,
then the modify profile is applied to messages which are MLR routed. Address translation is only
performed if the matched rule contains a modify-profile.

To define an MLR modify profile, perform the following steps:

SUMMARY STEPS

1. enable

2. configureterminal

3.

4.

5.

pc] [ssn ssn]

DETAILED STEPS

Step 1

Step 2

Step 3

cs7 mlr modify-profile profile-name protocol operation-name
orig-smsc [prefix {prefix-remove-num | * }{ prefix-add-digits | *}] [ton new-ton] [np new-np]
cgpa[gt [prefix {prefix-remove-num | * }{prefix-add-digits| *}] [tt tt] [gti {2 |4 np npnai nai}]] [pc

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters global configuration mode.

cs7 mlr modify-profile profile-name protocol
operation-name

Example:
cs7 mlr modify-profile SRISM gsm-map sSri-sm

Defines SCCP and MAP addresses to modify in MLR
routed messages.

- profile-name identifies a name to be associated with a
defined MLR modify-profile.

- protocol Specifies an application layer protocol filter.

- operation-name Specifies the operation for which the
modify profileisvalid. MLR only allows you to define
amodify-profile for a sri-sm operation.

Note  You can create multiple modify profiles for each
instance but can specify only one profile within a
rule.
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Defining the MLR Modify-Profile

Command or Action

Purpose

orig-smsc [prefix {prefix-remove-num |
*}{prefix-add-digits | *}] [ton new-ton] [np
new-npl

Example:
cs7 mlr modify-profile SRISM gsm-map sri-sm
orig-smsc prefix 2 351

Specifies the originating service center address.

prefix—specifies that the prefix modification will be
performed on the address.

prefix-remove-num—an integer in the range of 1 to 38
which defines the number of prefix digits to remove
from the address. If no prefix digits are to be removed,
then you should specify “*”.

prefix-add-digits—a string of 1 to 38 hexadecimal
digits which are added to the beginning of the address.
If no digits are added, then you should specify “*”. If
the number of digitsin the modified address exceeds 38
digits, then the address modification cannot be
performed. Inthisfailure case, the action taken is based
onthe configured modify-failure parameter. By default,
the packet is discarded.

ton—indicates a type of number (ton) replacement.

new-ton—an integer in the range of 0to 7 which defines
the new type of number (ton) value for the modified
address.

np—indicates a numbering plan (np) replacement.

new-np—an integer in the range of 0 to 15 that defines
the new numbering plan (NP) value for the modified
address.
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Command or Action

Purpose

Step 5 cgpa [gt [prefix {prefix-remove-num
*}{prefix-add-digits | *}]1 [tt tt] [gti {2 | 4
np np nai nai}l] I[pec pcl [ssn ssn]

Example:

cs7 mlr modify-profile SRISM gsm-map sri-sm
orig-smsc prefix 2 351
cgpa gt prefix 2 351

Indicates that the SCCP calling party address (CgPA) needs
modification.

Note  The CgPA routing indicator (RI) is unchanged
during these modifications.

» gt—indicates global title information to modify. GT
modifications apply only to packetswith RI=GT. If GT
maodifications are configured and the received packet
has a CgPA with RI=SSN, then the GT modifications
are simply ignored.

« prefix—specifiesthat prefix modification will be
performed on the address.

« prefix-remove-num—an integer in the range of 1 to 15
that defines the number of prefix digitsto remove from
the address. If no prefix digits are to be removed, then
“*” should be specified. Only GTAswith fewer than 16
digits can be replaced.

» prefix-add-digits—a string of 1 to 15 hexadecimal
digits which are to be added to the beginning of the
address. The string is input in normal form (not
BCD-string format). If no digits are added, then “*”
should be specified in thisfield. If the number of digits
in the modified address would exceed the 30 digits,
then the address modification cannot be performed. In
this failure case, the action taken is based on the
configured modify-failure parameter. By default, the
packet is discarded.

« tt—indicatestheglobal titletranslation type (tt) for the
modified CgPA. ttisan integer from 0to 255 which will
replace the existing tt value in the CgPA.

« gti—identifies the global title indicator value for the
modified CgPA. This valueis only specified when the
CS7variantisITU or China. gti isan integer value of 2
or 4.

- np—identifies the global title numbering plan for the
modified CgPA. np is an integer value from O to 15.

- nai—identifies the global title nature of address
indicator for the modified CgPA. Only specified when
the gti parameter valueis 4. nai is an integer value from
0to 127.

« pc—Ildentifiesthe point codefor themodified CgPA. pc
is the point code in variant-specific point-code format.

« ssn—identifies the subsystem number for the modified
CgPA. ssn isthe subsystem number in decimal format.
Valid rangeis 2 to 255.
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Creating and Managing Address Tables

This section discusses the configuration, storage, and retrieval of address lists that can block or route
SM'S messages.

MLR address tables can be stored in either NVRAM on the |OS platform or in afile that typically would
be stored in flash. NVRAM limitations on some platforms might restrict the number off address entries
that can be stored there. In this case, the file storage option is recommended.

This section includes 3 tasks:
« Creating and Loading an Address Table File Using the CLI, page 219
- Creating and Loading a Stored Address Table File, page 222
- Replacing an Address Table File, page 225

Creating and Loading an Address Table File Using the CLI

In thistask you use the CLI to configure address table entries that you plan to save to an external file.
You then specify alocation from which you will load the file of address table entries upon reboot. Finally
you save the address entries to a an external file.

N
Note DSMR/SMSMO Proxy can reference MLR address tables. However, DSMR does not currently support
asname results within an SM S result group. Therefore, DSMR/SMS MO Proxy can reference only MLR
address tables that contain no asname results.
SUMMARY STEPS
1. enable
2. configureterminal
3. ¢s7 mir address-table table-name
4. addr address [exact] [result {asname asname | block | continue | group group-name | pc dest-pc
[ssn ssn] | gt addr-string [tt tt gti {2 | 4 np np nai nai}]}]
5. load URL
6. exit
7. c¢s7 save address-table mir table-name url
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.

ITP> enable
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Step 2

Step 3

Step 4

Command or Action

Purpose

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters global configuration mode.

cs7 mlr address-table tablename

Example:
ITP (config)# cs7 mlr address-table addrtbll

I dentifies the name of the address table. This name is used
to identify the address table from within MLR ruleset
commands. Enables CS7 MLR address table configuration
mode.

addr address [exact] [result {asname asname |
block [sccp-error <sccp-error>] | continue |
group group-name | pc dest-pc [ssn ssn] | gt
addr-string [tt tt gti {2 | 4 np np nai nai}l}]

Example:
ITP(cfg-cs7-mlr-addr-table)# addr 1111 exact
result group grpl

ITP(cfg-cs7-mlr-addr-table)# addr 1800 result
gt 12341234 tt 11 gti 4 np 1 nai 2

Configures one or more addresses in the address table.

exact specifies that the configured address must exactly
match.

result indicates that the address will be handled in one of
the following ways:

Note If arule contains multiple table-based parameters
(such as dest-sme-table, orig-sme-table, or
orig-imsi-table), then any result configured on an
addr entry of an address-table isignored.

» block indicates the rejection of the message. An option
to return UDTS with the configured sccp-error is
provided, if the received UDT has the return-on-error
option set.

- continue indicates that message processing will
continue.

» rulerule-number indicates that routing should proceed
with a specified target rule number.

- group group-name indicates that the message will be
routed according to a named result-group.

« pcdest-pc indicates that the message will be routed
according to a specified point code.

« ssn ssnindicates an ssn associated with the point code.
» gt addr-stringindicates aglobal title result and address.
« tt tt specifies atranslation type in the range 0 to 255.

- gti {24} specifiesaglobal titleindicator. (2 is
primarily used in the ANSI domain; 4 in the ITU
domain.)

« np np specifies a numbering plan value in the range 0
to 15.

- nai nai specifies a nature of address indicator in the
range O to 127.
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Step 5

Step 6

Step 7

Creating and Managing Address Tables

Command or Action

Purpose

load URL

Example:
ITP (cfg-cs7-mlr-addr-table)# load
diskO:mlraddrtbl

(Optional) Specifies an address table file to load at startup.

bootflash:
cs’:

disko:
disk1:
flash:

ftp:

null:
nvram:

rcp:
slavebootflash:
slavecdfs:
slavediskO:
slavediskl:
slavenvram:
slavercsf:
slavesl otO:
slaveslot1:
slotO:
slotl:
system:
tftp:

URL to load
URL to load
URL to load
URL toload
URL to load
URL to load
URL to load
URL to load
URL to load
URL toload
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load

exit

Example:
ITP(cfg-cs7-mlr-addr-table)# exit

Exit to global configuration mode.

cs7 save address-table mlr tablename url

Example:
ITP (config) #cs7 save address-table mlr addrtbll
diskO:mlraddrtbl

Saves the address table to an external location and file (url).
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Creating and Loading a Stored Address Table File

Table 17

Address tables are typically created and stored to afile using the CLI. However, you may also create
address tables externally from the ITP and then read the file into the ITP. For users interested in this
option, the format for I TP address table files is specified below.

In thistask you use any text editor to create afile of addresses. When you configure the I TP, you specify
the table name and the location from which you will load the file of address table entries upon reboot. If
necessary, you can add addresses to the file using the CLI. If you do add address entries, you must save
the address table in order to have the updated list of addresses load upon reboot.

Each line in an address file must follow the following format:
line-identifier,tokenl,[[token-n+ 1],[token-n+2], ... [token-n+X]]eol

Where line-identifier identifies the mandatory and optional tokens on aline and to which entity the line

applies. All tokens are order dependant and follow the order specified in Table 17.

Table 17 lists the supported line identifiers for address tables and lists the syntax for each line.

Line Identifiers

Line Identifier

Description

Syntax

ver Specifies the version, variant, instance, |major,minor,variant,[instance],[ network-name],type
network name and type.
mlr Specifies an MLR address table entry addr-tbl-name,address,result-id,[ result-value] [ result-options]
! Specifies a comment. Not parsed.
Table 18 describes and lists the values all of the tokens listed in Table 17.
Table 18 Token Identifiers
Token Description Supported Value(s)
major Indicates the major version associated 1
with the file.
minor Indicates the minor version associated 0,123
with the file.
instance If the address-table fileis associated with |0 - 7
aparticular instance, thisfield is used to
convey that instance.
variant Specifies the variant associated with a ANSI, ITU, TTC

particular file.

network-name

User-specified network name associated
with the instance.

Alphanumeric string variable length maximum 19 characters

addr-tble-name

User-specified name identifying the
address table where the entry belongs.

Alphanumeric string variable length maximum 12 characters

address

User-specified address.

Variable length hexadecimal string 1 to 20 digits
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Table 18 Token Identifiers (continued)
Token Description Supported Value(s)
result-id Identifies the result type configured by  |as Result is an asname.
the user. bl Result isto block address with optional configuration of
sccp-error for MLR results.
cn Result is to continue.
nr Result is to continue with the next SMSrule
or Result is a group
pc Result isapc
pcssn Result isapc and ssn
gt Result is a gt address and selector
result-value The result value of the MLR entry. The |Possible result values:

contents are dictated by the result
identifier. See Table 18.

» Variablelength string if result identifier is as, gr, smpp, or
ucp

e Null if result identifier is bl, cn, or nr
» Hexadecimal point code if result is pc
+ Hexadecimal point code and decimal ssn if result is pcssn

« Variable length digit string, decimal tt, gti, np, and nai
valuesif result is gt

result-options

User-configured option applied to entry.

Ex  Specifies exact match.

Table 18 lists the MLR result value tokens listed in Table 18.

Table 19 MLR Result Identifier Syntax
Result
Identifier  |Version (maj, min) |Result Value Syntax Supported Value(s)
bl 1,3 SC: <sccp-error> 0x00 to OxFF for SCCP-Error. Sccp-error is optional. This
isimplemented only for MLR address tables
cn 1,0 null
gr 1,0 group-name Alphanumeric string with a maximum of 12 characters.
pc 1,0 pc Hexadecimal point code
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Table 19 MLR Result Identifier Syntax

Result
Identifier  |Version (maj, min) |Result Value Syntax Supported Value(s)
pcssn 1,0 pc-ssn pc  Hexadecimal point code.
ssn  Decimal valuein range 2 - 255
ot 1,1 - gt-gt gt Hexadecimal digit string with a maximum variable
.ttt length of 15 digits.
- gti:-gti tt  Decimal valuein 0-255 range.
. np-np Note  ansi defaultsto 10, itu defaultsto O
e nai:-na gti  2or4
Note  ansi defaultsto 2, itu defaultsto 4
np Decimal valuein 0-15 range,
for gti=2, use 253 to indicate invalid.
Note  ansi defaultsto 253, itu defaultsto 1
nai  decimal value in 0-127 range,
for gti=2, use 253 to indicate invalid.
Note ansi defaultsto 253, itu defaultsto 4
To create and load a stored address table file, perform the following steps.
SUMMARY STEPS
1. Createafile of addresses following the format and syntax described in the above tables.
2. enable
3. configureterminal
4, c¢s7 mlr address-table tablename
5. load URL
DETAILED STEPS
Command or Action Purpose

Step 1 Create a file of addresses, following the
format and syntax described in Tables 1 - 4.

Step2  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step3  configure {terminal | memory | network} Enters global configuration mode.
Example:

ITP# configure terminal
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Command or Action Purpose
Step4  cs7 mlr address-table tablename Identifies the name of the address table. This name is used
to identify the address table from within MLR ruleset
Example: c;:)(ljgr;ands. Enables CS7 MLR address table configuration
ITP (config)# cs7 mlr address-table addrtbll :
Step5  load URL (Optional) Specifies an address table file to load at startup.
« bootflash: URL to load
e CST: URL to load
« diskO: URL to load
o diskl: URL to load
Iiigr(nfflzl—cs7fmlrfaddrftable) # load + flash: URL to load
disk0:mlraddrtbl - ftp: URL to load
« null: URL to load
e nvram: URL to load
. rcp: URL to load
- dlavebootflash: URL to load
- dlavecdfs: URL to load
« slavediskO: URL to load
» slavediskl: URL to load
- slavenvram: URL to load
- dlavercsf: URL to load
- dlaveslotO: URL to load
- dlaveslotl: URL to load
- dlotO: URL to load
e dlotl: URL to load
e system: URL toload
- tftp: URL to load

Replacing an Address Table File

You can replace an existing address table. The replacement does not impact routing until the entire
replacement address table is |oaded successfully. If an error occurs, the old address table (if present)
remains intact. Each time an address table is replaced, the corresponding load command is added to the
running configuration.

SUMMARY STEPS

1. enable
2. configureterminal
3. c¢s7 address-table replace mir tablename url
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DETAILED STEPS
Command or Action Purpose
Stepl enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step2  configure {terminal | memory | network} Enters global configuration mode.
Example:
ITP# configure terminal
Step3  cs7 address-table replace mlr tablename url Replaces an existing address table with one specified in a
URL.
Example:
ITP (config)# cs7 address-table replace mlr
addrtbll diskO:mlraddrtbl

Examples

Thefollowing example shows three address tables. Two of the address tables are loaded from stored files
at startup. The third address table and the addresses in the table are configured from within the
configuration.

cs7 mlr address-table imsi-screen
load disk0:imsi-screen

!

cs7 mlr address-table orig-screen
load disk0:orig-screen

!

cs7 mlr address-table shortcodes
addr 11112 result group grp2

addr 1111 result group grpl

addr 2222 result group grpl

addr 5551212 exact result group grp3
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Define One or More Multi-layer SMS Rulesets

With this task you specify sets of rules for processing traffic that matches triggers defined in the MLR
routing table.

MLR/SMS rule-matching implementations

Starting with ITP release 12.2(25)SW3, MLR/SMS configuration allows matching of arule parameter
type-of number/numbering plan (ton/np) value with an incoming message as follows:

« Thenew keyword ton replaces the keyword noa. The keywordston and np are optional and mutually
independent.

« If ton/np is specified on a rule parameter, then MLR matches that rule to only those incoming
messages containing the exact ton/np value in the corresponding parameter.

» If ton/np is not specified on a rule parameter, then MLR matches that rule to incoming messages
containing the corresponding parameter, regardless of the ton/np value received.

If the address-table lookup finds a match and returns a result, it may only be used if no other routing
parameters are defined on this rule. If more than one parameter is configured in arule, then the result
specified under the rule is used.

The dest-sme-table, orig-imsi-table, and orig-sme-table rule parameters accept either an SMS
address-table name OR an MLR address-table name. This ability is primarily for customers that want
the SMS-MO Proxy functionality. The address-table names are unigque between FDA and MLR. You may
enter an MLR address-table name for an SM S rule parameter. However, MLR cannot reference SMS
address-tables.

If an incoming message matches an SM S rule that references an MLR address-table, then any MLR
address-table result is mapped to an SM S result:

« BLOCK, PC, and PCSSN results map easily from MLR to SMS.
— For result groups, the MLR result group name is mapped to an SM S result group name.
— |If the SMSresult group is not configured, then the result specified on the rule is used.

» ASand CONTINUE results are not valid in SMS. For these cases, the result specified on theruleis
used. If no result is specified, the result on the rule is used (same as MLR).

If multiple rule parameters are configured for arule, then the rule result will be used (rather than aresult
specified in the address table.

If the result type specified within the table is valid, it is used. Otherwise, the result in the rule is used.
For all tables, the ton and np must match before the table is accessed.

Table 20 and Table 21 list the GSM-MAP and GSM-MAP Version 1 operation names mapped to I TP
operation names.
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Table 22 lists operations that allow you to route and screen based on MAP parameters and MAP-User

parameters.

Valid operation-name specifications are presented in the CLI depending on the specified protocol.

Table 20 GSM-MAP Operation Name Mapping to ITP CLI Operation Name

Operation Name in GSM-MAP Specification

ITP CLI Operation Name

Opcode Value

activatess actSS 12
activateTraceM ode actTraceMode 50
alertServiceCentre alertSC 64
anyTimelnterrogation anyTimelnterr 71
authenticationFailureReport authFailRep 15
anyTimeM odification anyTimeMod 65
anyTimeSubscriptionl nterrogation any TimeSublnterr 62
cancelLocation cancelLoc 3

checkIMEI checkIMEI 43
deactivateSS deactSS 13
deactivateTraceM ode deactTraceM ode 51
deleteSubscriberData delSubData 8

eraseCC-Entry eraseCCEntry 77
eraseSS eraseSS 11
failureReport failRep 25
forwardA ccessSignalling fwdAccessSig 34
forwardCheckSs-Indication fwdCheckSsind 38
forwardGroupCallSignalling fwdGrpCallSig 42
mt-forwardSM sms-mt 44
mo-forwardSM SMs-mo 46
getPassword getPwd 18
informServiceCentre informSC 63
insertSubscriberData insSubData 7

interrogateSs interrSS 14
istAlert istAlert 87
istCommand istCmd 88
noteM sPresentForGprs noteM sPresentForGprs 26
noteSubscriberDataM odified noteSubDataM od 5

prepareGroupCall prepGrpCall 39
prepareHandover prepHandover 68
prepareSubsequentHandover prepSubsHandover 69
processAccessSignalling processAccessSig 33
processGroupCallSignalling processGrpCallSig 41
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Table 20 GSM-MAP Operation Name Mapping to ITP CLI Operation Name (continued)

Operation Name in GSM-MAP Specification

ITP CLI Operation Name

Opcode Value

processUnstructuredSS-Request processUnstructSSReq 59
provideRoamingNumber provideRoamNumber 4
provideSIWFSNumber provideSIWFSNumber 31
provideSubscriberlL ocation provideSubL oc 83
provideSubscriberinfo provideSublnfo 70
purgeM S purgeM S 67
readyForSM readyForSM 66
registerCC-Entry regCCEntry 76
registerPassword regPwd 17
registerSS regSs 10
remoteUserFree remoteUserFree 75
reportSmDeliveryStatus repSmDeliveryStatus 47
reset reset 37
restoreData restoreData 57
resumeCallHandling resumeCallHandling 6
secureTransportClassl secureTransClassl 78
secureTransportClass2 secureTransClass2 79
secureTransportClass3 secureTransClass3 80
secureTransportClass4 secureTransClass4 81
sendGroupCallEndSignal sendGrpCallEndSig 40
sendEndSignal sendEndSig 29
sendAuthenticationlnfo sendAuthinfo 56
sendldentification sendld 55
sendIM S| sendiM S| 58
sendRoutingl nfoForSM Sri-sm 45
sendRoutinglnfoForGprs sri-gprs 24
sendRoutinglnfoForLCS sri-lcs 85
sendRoutinglnfo sri-call (route acall tothe MS) |22
setReportingState setRepState 73
SIWFSSignallingM odify SIWFSSigMod 32
statusReport statusRep 74
subscriberL ocationReport subL ocRep 86
ss-Invocation-Notification sslnvocNot 72
unstructuredSS-Request networkUSSD 60, 61
unstructuredSS-Notify

updateGprsL ocation updGprsLoc 23
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Table 20 GSM-MAP Operation Name Mapping to ITP CLI Operation Name (continued)

Operation Name in GSM-MAP Specification

ITP CLI Operation Name

Opcode Value

updatelL ocation updLoc 2
NoteM M-Event noteM M Event 89
Table 21 GSM-MAP Version 1 Operation Code Mapping to ITP CLI Operation Name

GSM-MAP Version 1 Operation Code

ITP CLI Operation Name

Opcode Value

AlertServiceCenterWithoutResult alertScWoResult 49
allocateForHandoverNumber allocHandOverNum 31
attachiM S| attachIM S| 6

Authenticate authenticate 39
BeginSubscriberActivity beginSubActivity 54
CompleteCall completeCall 23
ConnectToFollowingAddress connectFollowAddress 24
detachIM S| detachIM S| 5

forwardNewTM S| fwdNewTM S| 41
forwardSSNotification fwdSSNot 16
invokeSS invokeSS 15
Notel nternal Handover notel ntHandOver 35
NoteM SPresent noteM SPresent 48
Page page 26
PerformHandover performHandOver 28
PerformSubsequentHandover performSubHandOver 30
ProcessA ccessRequest processAccessReq 53
processCallWaiting processCallWait 25
ProcessUnstructuredSS-Data processUnstructSSData 19
providelM SI providelM SI 40
RegisterCharginglnformation regCharginglnfo 36
searchForM obileSubscriber searchForM obileSub 27
sendHandOverReport sendHandOverRep 32
SendlnfoForlncomingCall sendlnfoForlncCall 20
SendlnfoForOutgoingCall sendlnfoForOutgCall 21
SendParameters sendParams 9

setCipheringM ode setCipherM ode 42
SetMessageWaitingData setMsgWaitData a7
TraceSubscriberActivity traceSubA ct 52
updatel ocationArea updateL ocArea 1
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MLR can route based on any GSM operation. The operations listed in Table 22 allow you to route and
screen based on MAP parameters and MAP-user parameters.

Table 22 lists the parameters that are valid based on the specified rule operation.

Table 22 Valid Rule Parameters by Operation
alertSc |all smdpp |sms-mo [sms-mt |[smsNot |smsReq |sri-sm
dest-port X X
dest-sme X X X X X X X
dest-sme-table X X
dest-smsc X X
match-uknown-ton-np X X X X X X X
allow-multi-message-dialogue X X X
multi-message-dialogue
orig-imsi X
orig-imsi-table X
orig-sme X X X
orig-sme-table X X
orig-smsc X X
pid X X
teleservice X X X

To define a multi-layer SMS ruleset, perform the following steps.

SUMMARY STEPS

Steps 1 through 4 are required. Steps 5 through 19 are optional parameters, or input conditions, for the
rule. Each rule and its input conditions must be completed by a result.

1. enable

2. configureterminal

3. cs7 [instance instance] mir ruleset name [protocol { gsm-map | ansi-41}] [event-trace]
4. ruleorder {{gsm-map | ansi-41} operation-name [default] | all-operations}

5. allow-multi-message-dialogue

6. dest-port dest-port-number

7. dest-sme{* | dest-addr} [dest-sme-addr-type] [exact] | [min-digits min] | [max-digits max]
8. dest-sme-table table-name

9. dest-smsc {* | dest-addr} [addr-type] [exact] | [min-digits min] | [max-digits max]

10. match-unknown-ton-np

11. multi-message-dialogue

12. orig-imsi {* | imsi-address | unknown} [exact] | [min-digits min] | [max-digits max]
13. orig-imsi-table tablename [ton ton-value np np-valug]
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14. orig-sme{* | orig-addr} [orig-sme-addr-type] [exact] | [min-digits min] | [max-digits max]
15. orig-sme-table tablename [ton ton-value np np-value]

16. orig-smsc {* | orig-addr} [smsc-addr-type] [exact] | [min-digits min] | [max-digits max]
17. pid protocol-id

18. preserve-opc

19. teleserviceid

20. modify-profile profile-name]

21. result {gt addr-string [gt-addr-type] | pc dest-pc [ssn ssn] | asname as-name | group result-group
| block | continue | route}

DETAILED STEPS
To define an MLR ruleset, perform the following steps, beginning in global configuration mode:
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged
EXEC mode.
Example: Enter your password if prompted.
ITP> enable
Step2  configure {terminal | memory | network} Enters global configuration mode.
Example:
ITP# configure terminal
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Command or Action

Purpose

Step 3 cs7 [instance instance-number] mlr ruleset name
[protocol {gsm-map | ansi-41}] [event-trace]
Example:

Router (config) #cs7 mlr ruleset MLR_RULES

Specifies an MLR ruleset and application layer
protocol filter for the ruleset.

« name Ruleset name.

» protocol (Optional) Specifies an application
layer protocol filter for this ruleset. The default
behavior isthat all operations may be specified
within the ruleset.

— gsm-map Uses GSM-MAP as application
layer protocol filter within the ruleset. Only
gsm-map operations may be specified
within the ruleset.

— ansi4l Uses ANSI-41 as application layer
protocol filter within this ruleset. Only
ansi4l operations may be specified within
the ruleset.

« event-trace (Optional) IndicatesthatthisMLR
ruleset is used for MLR call tracing.

Configuring the cs7 mlr ruleset command enables
CS7 MLR ruleset configuration mode.

Step4  rule order {{gsm-map | ansi-41} operation-name
[default] | all-operations}
Example:

ITP(cfg-cs7-mlr-set)# rule 5 gsm-map sSms-mo

Specifiestheruleswithin aMulti-layer ruleset table.
Specifies the attributes of an application-layer
message to be matched, and the resulting behavior
for handling the message. At least one rule must be
specified for the ruleset to be valid. Enables the
MLR ruleset-rule configuration mode.

- order Specifiesthe order in which rules are
searched.

- gsm-map Specifiesthe GSM MAP protocol.
Protocol specification is required only if not
specified in the cs7 mlr ruleset command.

- ansi-41 Specifies the ANSI-41 protocol.
Protocol specification isrequired only if not
specified in the cs7 mlr ruleset command.

- operation-name Specifies the operation for
which the ruleisvalid.

» default Specifies a match of any valid
operation code. If you specify a protocol in
MLR ruleset level, specifying all-operationsin
arule applies only for that protocol.

» all-operations Specifies the processing of
messages that match the indicated operation
name only.

Configuring the rule command enables MLR
ruleset-rule configuration mode in which you
configure the input conditions of the rule.
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Command or Action Purpose
Step5 allow-multi-msg-dialogue Specifiesthat all messages including multi-message
dialogues match the rule. Only valid for default
) rules.
Example:

ITP(cfg-cs7-mlr-set-rule)# allow-multi-msg-dialogue

Step6  dest-port dest-port-number Specifies the application destination port number.

dest-port-number  Specifies the destination port
Example: number. Valid range is 0 to 65535.
ITP (cfg-cs7-mlr-set-rule)# dest-port 100
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Command or Action

Purpose

dest-sme {* | dest-address} [dest-sme-addr-typel
[exact] | [min-digits min] | [max-digits max]
Example:

ITP(cfg-cs7-mlr-set-rule)# dest-sme 1111 exact

Specifies the address of the destination short
message entity (SME) within an SMS operation.
This parameter is part of the rule used to match this
route.

» dest-addr Specifies the destination address.
Valid rangeis 1 to 20 hexadecimal digits.

» dest-sme-addr-type (Optional) Parameters that
identify attributes of the SME address being
used to match arule. The address is composed
of the following keywords:

— [ton ton] The ton keyword specifies the
type of number value associated with the
SME address.

The ton argument is an integer value in the
rangeOto 7.

— [np np] The np keyword specifies the
numbering plan identification value
associated with the SME address. The np
keyword is not valid when defining the
dest-smein an smsNot operation.

The np argument is an integer value in the
range O to 15.

— min Specifies that the addressis a Mobile
Identification Number (MIN). This
keyword can be specified for the
sme-addr-type of ANSI-41 operations.

— imsi Specifiesthat the addressis an
International Mobile Subscriber
Identification (IMSI) address. This
keyword can be specified for the
sme-addr-type of ANSI-41 operations.

» exact (Optional) Indicates that the specified
dest-addr should be matched only of the number
of digits AND the digit values exactly match as
specified in dest-addr. If exact is not specified
then the dest-addr carries an implicit “*” at the
end of the string, allowing a match on the string
as a prefix (range of addresses).

« min-digitsmin (Optional) Specifies the
minimum number of digitsin the address string.
The default is 1.

- max-digits max (Optional) Specifiesthe
maximum number of digitsin the address string.
The default is the length of the address string.
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Command or Action

Purpose

Step 8 dest-sme-table table-name [dest-sme-addr-type]

Example:
ITP(cfg-cs7-mlr-set-rule)# dest-sme-table MLR-ADDRS

Specifies an SM S address table or an MLR address
table of destination SME addresses.

» tablename Specifies an address table name.

» dest-sme-addr-type (Optional) Parameters that
identify attributes of the SME address being
used to match arule. The address is composed
of the following keywords:

— [tonton] Specifiesthetype of number value
associated with the SME address.
The ton argument is an integer value in the
rangeOto 7.

— [np np] Specifies the numbering plan
identification val ue associated with the
SME address. The np keyword is not valid
when defining the dest-sme in an smsNot
operation.

The np argument is an integer value in the
range O to 15.

— min Specifiesthat the addressis a Mobile
Identification Number (MIN). This
keyword can be specified for the
sme-addr-type of ANSI-41 operations.

— imsi Specifiesthat the addressis an
International Mobile Subscriber
Identification (IMSI) address. This
keyword can be specified for the
sme-addr-type of ANSI-41 operations.
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Command or Action Purpose
Step9 dest-smsc {* | dest-addr} [addr-typel [exact] | Specifies the destination SMSC.
[min-digits min] | [max-digits max]

» dest-addr Specifies the destination address.
Valid rangeis 1 to 20 hexadecimal digits.

» addr-type (Optional) Parameters that identify
attributes of the SM SC address being used to
match arule. The address is composed of the
following keywords:

— [tonton] Specifiesthetype of number value
associated with the SMSC address.
The ton argument is an integer value in the
range0Oto 7.

— [np np] Specifies the numbering plan
identification value associated with the
SMSC address.

The np argument is an integer value in the
range O to 15.

« exact Specifies address must match dest-smsc
exactly.

« min-digitsmin (Optional) Specifies the
minimum number of digitsin the address string.
The default is 1.

« max-digits max (Optional) Specifiesthe
maximum number of digitsin the address string.
The default is the length of the address string.

Example:
ITP(cfg-cs7-mlr-set-rule)# dest-smsc 18005551212

Step 10 match-unknown-ton-np Specifies that incoming messages containing
parameters with unknown type-of-number (ton=0),
or unknown numbering plan (np=0), will be amatch
to the corresponding rule parameter regardless of the

Example: i
ITP (cfg-cs7-mlr-set-rule)# match-unknown-ton-np rule’'s conflgured ton/np values.
Step1l multi-message-dialogue Specifies that the short messages segmented at the
MAP layer and SMS MT messages with the
More-M essages-To-Send indicator set match the
Example: rule. If the multi-message-dialogue command is

ITP (cfg-cs7-mlr-set-rule) # multi-message-dialogue specified, no other routing parameters may be
configured for the rule.
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Step 12

Step 13

Step 14

Command or Action

Purpose

orig-imsi {* | imsi-address | unknown} [exact]
[min-digits min] | [max-digits max]
Example:

ITP(cfg-cs7-mlr-set-rule)# orig-imsi unknown

Specifies the origin IMSI address.

« imsi-addr Specifiesthe IMSI address, with up
to 16 hexadecimal digits.

- unknown Indicates unknown origin IMSI.

- exact Specifiesconfigured address must match
orig-imsi exactly.

e min-digitsmin The minimum number of digits
in the address string. The default is 1.

« max-digits max The maximum number of
digitsin the address string. The default is the
length of the address string.

orig-imsi-table tablename [ton ton-value np
np-valuel

Example:
ITP(cfg-cs7-mlr-set-rule)# orig-imsi-table addrtbl2

Specifies SMS address table or an MLR address
table of origin IMSI addresses (address-table).

» tablename Specifies an address table name.

- ton ton Specifies a nature of address value.
Valid rangeis0to 7.

- npnp Specifiesanumbering planidentification
value. Valid rangeis 0 to 15.

orig-sme {* | orig-addr} [orig-sme-addr-typel
[exact] | [min-digits min] | [max-digits max]

Example:
ITP(cfg-cs7-mlr-set-rule)# orig-sme 12345

Specifies the address of the origin short message
entity (SME) within an SMS operation. This
parameter is part of the rule used to match thisroute.

e orig-addr Specifiesthe origin address. For
sms-mo operations, valid rangeis 1 to 20
hexadecimal digits. For sms-mt operations,
valid range is 1 to 16 hexadecimal digits.

» orig-sme-addr-type Specifies parametersof the
SME address used to match arule. Valid
parameters are:

— tonton Type of number value associated
with the SME address. Valid rangeis0to 7.

— np np Numbering plan value associated
with the SME address. Valid range is 0 to
15.

- exact Specifies address must match orig-sme
exactly.

» min-digitsmin (Optional) Specifies the
minimum number of digitsin the address string.
The default is 1.

- max-digitsmax (Optional) Specifiesthe
maximum number of digitsin the address string.
The default is the length of the address string.
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Command or Action

Purpose

orig-sme-table tablename [ton ton-value np np-valuel

Example:
ITP(cfg-cs7-mlr-set-rule)# orig-sme-table ADDR-TBL1

Specifies an SM S address table or an MLR address
table of origin SME addresses (address-table).

» tablename Specifies an address table name.

- ton ton Specifies a nature of address value.
Valid rangeis0to 7.

- npnp Specifiesanumbering planidentification
value. valid range is 0 to 15.

orig-smsc {* | orig-address}
[exact] | [min-digits min] |

[smsc-addr-type]
[max-digits max]

Example:
ITP(cfg-cs7-mlr-set-rule)# orig-smsc 8881234

Specifies the address of the originating service
center with an SMS MT operation.

» orig-address Specifiestheoriginaddress. Valid
range is 1 to 20 hexadecimal digits.

» smsc-addr-type Specifies parameters of the
SME address used to match arule. Valid
parameters are:

— tonton Type of number value associated
with the SME address. Valid rangeis0to 7.

— np np Numbering plan value associated
with the SME address. Valid range is 0 to
15.

- exact Specifiesthat the address must match
exactly.

e min-digitsmin The minimum number of digits
in the address string. The default is 1.

« max-digits max The maximum number of
digitsin the address string. The default is the
length of the address string.

pid protocol-id

Example:
ITP (cfg-cs7-mlr-set-rule)# pid 0

Specifies the protocol identifier value for an SMS
operation. The value of the PIC maps to the values
specified for the TP-PID SMS parameter..

» protocol-id Protocol identifier integer. Valid
range is 0 to 255.

preserve-opc

Example:
ITP(cfg-cs7-mlr-set-rule)# preserve-opc

Preserves the originating point code (OPC) when a
rule is matched.

teleservice id

Example:
ITP(cfg-cs7-mlr-set-rule)# teleservice 5

Specifies a particular service identifier value for an
IS-41 SM S operation.

» id Integer intherange O - 65535.
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Command or Action Purpose

Step20 modify-profile profile-name] Assigns a modify profile to thisrule. The
modify-profile specifies SCCP and MAP addresses
to modify in messages which are MLR routed. Only
one modify-profile may be specified in arule.

« profile-nameidentifies a name to associate with
adefined MLR modify-profile. The nameis
Example: specified as a character string with a maximum

cs7 mlr ruleset FROM MMSC of 12 characters.
rule 10 sri-sm default
orig-smsc 397777777
modify-profile SRISM
result route
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Command or Action Purpose

Step21 result {gt addr-string [gt-addr-type]l | pc dest-pc Specifies the processing that will be performed on a
[ssn ssn] | asname as-name | group result-group | packet that matches the specified trigger and rule.
block [scp-error <scp-error-name>] | continue |

One result must be specified.

route}

» gt addr-string Specifies that the message will
be routed using SCCP global title. Valid
addr-string is 1 to 15 hexadecimal digits.

— gt-addr-type (Optional) Parameters that
identify attributes Attributes of the global
title address being used as aresult. The
parameters are variant-specific, and are
identical to those parameters specified on a
cs7 gtt selector command. If not specified,
the The default is the standard E.164
address type for the network variant being
used. tt tt [gti gti] [np np nai nai]

— tt Identifies the translation type specified
within the address. An integer value from O
to 255.

— gti Identifiesthe global title indicator value
for the specified address. Thisvalueisonly
specified when cs7 variant isITU or China.
An integer value of 2 or 4.

— np ldentifies the numbering plan of the
specified address. Only specified when the
gti parameter value is 4. An integer value
from O to 15.

— nai ldentifies the nature of specified
address. Only specified when the gti
parameter value is 4. An integer value from
0to 127.

e pcdpc Specifiesthat the message will be
routed using the specified destination point code

(dpc)
— ssn ssn (Optional) Specifies that the
messages route using the subsystem number
(ssn). Valid range is 2 to 255.
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Command or Action Purpose

Example: - asnameasname Specifiesthat the messagewill

ITP(cfg-cs7-mlr-set-rule)# result block route to a particular destination M3UA or SUA
application server. Valid asnameis 1 to 12

Example: characters.

ITP(cfg-cs7-mlr-set-rule)# cs7 mlr ruleset FROM_MMSC - roup result-arou S ecHiesthatthernessage
rule 10 sri-sm default 9 P 9 P D

orig-smsc 397777777 will route using aresult group. Valid
modi fy-profile SRISM result-group is 1 to 12 characters.

result route

« block Specifies the messages matching this
rule will drop.

» scp-error Provides areturn UDTS with the
configured sccp-error-name if the received
UDT has the return-on-error option set.

- continue Specifiesthat the original message
should be routed as received.

- route Specifiesthat the packet should resume
original routing with the MLR-modified

message.

IP Transfer Point
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Define the MLR Triggers

An MLR table comprisesalist of primary triggers, which can represent either the SCCP, cgPa, or SCCP
cdPa within a given message. When you define the MLR triggers, it specifies the SS7 network-layer
parameters to identify traffic that requires parsing into the application layers.

Cisco I TP supports two methods of defining the MLR triggers. The integrated GWS method and the
older, proprietary method. The integrated GWS method is recommended. The proprietary method is
supported primarily for legacy configurations from earlier Cisco I TP releases.

This section contains the following information and procedure:
- Definethe MLR Triggers with GWS, page 243
« Information About MLR Triggers with GWS, page 243
- Define MLR Triggers with Proprietary Method, page 245

Note  The proprietary method of configuring MLR triggers using MLR tables is still supported but not
recomended.

Define the MLR Triggers with GWS

You can configure MLR triggers using the GWS infrastructure, GWS tables, and MLR variables. For
information on this, you need to refer to the Gateway Screening (GWS) chapter. See “ Defining GWS
Action Sets” section on page 188 or “Defining Entriesin GWS Tables” section on page 192 in .

Information About MLR Triggers with GWS

In Cisco 10S 12.2(18)IXD and later releases, MLR triggers and GWS are integrated. GWS determines
which packets are intercepted by MLR.

Migration of Existing MLR Trigger Configuration

MLR table and MLR trigger configurations created in MLR tables in releases prior to Cisco 10S
12.2(18)IXD are still supported by later releases with integrated GWS and MLR triggers. But thisis
primarily so users can delete the existing triggers configured prior to the integration and replace these
triggers with new triggers configured in GWS. Thisis the best practice since the newer GWS tables are
given precedence over the older MLR tables. User should also configure any new MLR triggers through
GWS.

A

Note A warning states that the MLR table command will be deprecated.

Logging and Test Mode for MLR with GWS

GWS logging supports MLR. You enable GWS logging when you configure alink set, AS, or global
table as GWS.

Test mode is alogging option. With test mode, once the GWS tables and action-sets are configured, you
can test them before applying them to live traffic. If GWS rules block the packet, the test mode may
create alog and allow the packet. If GWS rules send the packet to MLR routing, the test mode may create
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alog and operate as if thereis no MLR configured. Test mode is useful when MLR triggers configured
the proprietary way are migrated to GWS tables. You test the new GWS triggers before deleting the
existing proprietary MLR triggers.

For more information on logging and test mode, see the “Message Logging” section on page 199.

Disabling of MLR Triggers

MLR table configuration used the global configuration command cs7 [instance instance-number] mlir
table table-name and also the global configuration command trigger. Under MLR table configuration
the no form of these commands deletes the configured triggers. GWS configuration also supports the no
forms of these commands. But the GWS no command does not delete the triggers like the MLR table
configuration no command does. The GWS version only disablestriggers and pevents the trigger lookup
for that trigger instance. The GWS disabling applies to MLR triggers configured in either GWS or
through MLR tables.

MLR and GWS Table Matching Order for Incoming Packets

Cisco 10S 12.2(18)I1XD and later releases support local application-based table matching for GWSin
addition to table matching based on alink set or AS. The sequence of conditions for table matching
depends on whether the packet is received from alocal application or is received from alink set or AS.

Precedence Followed for Link Set or AS
An attempt to match the table occurs in the following sequence for any incoming packet received on a
specific link set or AS:
1. If aGWS configuration exists, the GWS configuration is applied.

2. If aGWS configuration does not exist for the specific link set or AS, but a GWS default
configuration exists, the default configuration is applied.

3. If neither a specific GWS configuration nor a default GWS configuration exists, but a global table
exists, the global table is applied.

4. If none of the above situations apply, but MLR triggers not configured through GWS exist, these
MLR triggers apply. (This step applies only to MLR. It does not apply to GWS.)

5. If none of the above situations apply, then packet is neither screened nor routed by MLR but routed
normally.

Precedence Followed for a Local Application

~

Note  Local application precedence applies only to MLR. It does not apply to GWS.

An attempt to match the table occurs in the following sequence for any incoming packet received from
alocal application:

1. If aglobal table exists, the global table is applied.

2. If no global tables exist, but MLR triggers not configured through GWS exist, these MLR triggers
are applied.

3. If none of the above situations apply, then packet is neither screened nor routed by MLR but routed
normally.
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How MLR Using GWS Works with Access Lists

MLR configured through GWS works with access lists in the same way that GWS does. For more
information, see “How GWS Works with Access Lists” section on page 183

Define MLR Triggers with Proprietary Method

To define the Multi-layer SM S routing table with proprietay method, perform the following steps. Steps
1- 4 arerequired in the order show. Steps 5 - 7 are optional; they are used to configure secondary
triggers.

A

Caution  Configuring MLR using the GWS infrastructure is the recommended method.

SUMMARY STEPS

1. enable

2. configure terminal

3. cs7 [instance instance-number] mir table name

4. trigger {mtp3 {[dpc point-code] [opc point-code] [si indicator]} | cdpa { gt! { selector |
addr-string} [gt-addr-type] | pc point-code ssn ssn} | cgpa { gt {selector | addr-string} [addr-type]
| pc point-code ssn ssn} | default} [block | continue | ruleset ruleset-name | result {pc point-code
[ssn ssn] | asname asname | gt gta [gt-addr-type] | group groupname} ]

5. cdpa{gt{selector |addr-string} [gt-addr-type] | pc point-code ssn ssn} { block | continue | ruleset
ruleset-name | result { pc point-code [ssn ssn] | asname asname | gt gta [gt-addr-type] | group
groupname} }

6. cgpa{gt {selector | addr-string} [addr-type] | pc point-code ssn ssn} {block | continue | ruleset
ruleset-name | result { pc point-code [ssn ssn] | asname ashame | gt gta [gt-addr-type] | group
groupname} }

7. default {block | continue | ruleset ruleset-name | result { pc point-code [ssn ssn] | ashame ashame
| gt gta [gt-addr-type] | group groupname} }

DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step 2 configure {terminal | memory | network} Enters global configuration mode.
Example:
ITP# configure terminal

1. Toenable acdpaor cgpatrigger, the CS7 GTT selector and GTA entry must be defined. For more information about configuring
GTT, refer to the “Global Title Translation” chapter.
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| m 205 |




MLR Routing and Screening |

Step 3

Step 4

Step 5

Step 6

Step 7

M Define the MLR Triggers

Command or Action Purpose

cs7 [instance instance-number] mlr table Specifiesthe MLR routing table name and enablesthe MLR

table-name table configuration mode.

Example:

ITP (config)# cs7 mlr table SMS-TABLE

trigger {mtp3 {[dpc point-code] [opc Specifies the routing key, or trigger, which will be used to

point-code] [si indi;ator]} | cdpa {gt’ route or block messages according to a specified ruleset.

[selector | addr-string) [gt-addr-typel | pe Enables the MLR trigger configuration mode in which you

point-code ssn ssn} | cgpa {gt {selector | B L .

addr-string} [addr-typel | pc point-code ssn can define combination triggers.

ssn} | default} [block | continue | ruleset

ruleset-name | result {pc pc [ssn ssn] | asname

asname | gt gta [gt-addr-typel | group

groupname}]

Example:

Router (config-cs7-mlr)# trigger cdpa gt

9991117770 ruleset RULESET-5

cdpa {gt {selector | addr-string} Define a combination trigger. (MTP3 may be specified asa

[gt-addr-type] | pe point-code ssn ssn} {block |primary trigger only.) The secondary triggersin conjunction

| continue | ruleset ruleset-name | result {pc |\ith the trigger address constitute the combination trigger

pc [ssn ssn] | asname asname | gt gta i

[gt-addr-type] | group groupname)} used to match a packet. If any secondary address in the
trigger submode is specified, then BOTH addresses must

Example: match for the packet to be blocked or routed using the

Router (cfg-cs7-mlr-trigger)# cdpa gt 9991117770 specified ruleset. The parameter keywords and values are

ruleset RULESET-5 the same as those defined for the trigger command.

cgpa {gt {selector | addr-string} l[addr-typel | |Withinthemlr-trigger submode, the cgpa, cdpaand default

pc point-code ssn ssn} {block | continue | ruleset commands are used to define combination triggers.

ruleset ruleset-name | result {pc pc [ssn ssn] (MTP3 may be specified asaprimary trigger only.) The

| asname asname | gt gta [gt-addr-type] | group . . . ) .

groupname} } secondary triggers in conjunction with the trigger address
constitute the combination trigger used to match a packet. If

Example: any secondary address in the trigger submode is specified,

Router (cfg-cs7-mlr-trigger)# cGpa gt 9991116 then BOTH addresses must match for the packet to be

ruleset RULESET-5 blocked or routed using the specified ruleset. The parameter
keywords and values are the same as those defined for the
trigger command.

default {block | continue | ruleset Withinthe mlr-trigger submode, the cgpa, cdpa and default

ruleset-name | result {pc pc [ssn ssn]
asname | gt gta [gt-addr-type]l | group
groupname} }

| asname

Example:
Router (cfg-cs7-mlr-trigger)# default ruleset
DEFAULT-RULES

ruleset commands are used to define combination triggers.
(MTP3 may be specified as a primary trigger only.) The
secondary triggers in conjunction with the trigger address
constitute the combination trigger used to match a packet. If
any secondary address in the trigger submode is specified,
then BOTH addresses must match for the packet to be
blocked or routed using the specified ruleset. The parameter
keywords and values are the same as those defined for the
trigger command.

Title Translation” chapter.

1. Toenableacdpaor cgpatrigger, the CS7 GTT selector and GTA entry must be defined. For more information about configuring GTT, refer to the“ Global
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Implementing MLR Call Tracing

Thel TPMLR Call Tracing feature introduces enhanced message tracing and enables the mobile operator
to provide improved customer service. When a customer service center receives a service call regarding
a subscriber message issue, the operator can use MLR call tracing to gather detailed tracing of the
messages, determine the status of a subscriber’s message requests and, if applicable, determine the cause
of falure.

The MLR Call Tracing feature provides the following capabilities:
» Tracing of GSM SMS MO messages for a set of originating IMSIs.

» Tracing of GSM SMS MO messages for a set of different MSISDNs that represent either the
A-address or B-address of an SM'S message.

« Tracing of ANSI41 SMDPP messages for a set of different addresses that represent either the
A-address or B-address of an SM S message.

« Display of trace entries on the router console using show commands.

« Indicate whether a message has been processed by MLR for a given traceable address, including the
final routing result.

» Allow message trace logs to be obtained viaFTP or TFTP.
The tasks to implement MLR Call Tracing are described in the following sections:
- Definean MLR Ruleset for Call Tracing, page 247
» Configure MLR Call Tracing, page 254
» Execute MLR Call Tracing, page 255
« Viewing Event Trace Output, page 257

Define an MLR Ruleset for Call Tracing

~

Note

SUMMARY STEPS

You must specify a set of rules that will be used to determine if an MLR trace record should be written
to the MLR call trace buffer. MLR will not trace messages if the MLR event trace ruleset does not exist
or if the instance of the specified MLR ruleset does not match the instance specified in the monitor
event-trace cs7 mlr [instance instance] ruleset name command.

For MLR event trace rulesets, only sms-mo and smdpp operations are allowed. Table 22 lists the
parameters that are valid based on the specified rule operation.

Steps 1 through 4 are required. Steps 5 through 17 are valid parameters for the sms-mo and smdpp
operations and can be configured based on the rule you intend to establish.

enable

configure terminal

cs7/ [instance instance] mlir ruleset name [gsm-map | ansi-41] event-trace
rule order {{gsm-map | ansi-41} operation-name [default] | all-options}

allow-multi-message-dialogue

o g~ w N

dest-port dest-port-number
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dest-sme{ * | dest-address} [dest-sme-addr-type] [exact] | [min-digits min] | [max-digits max]
dest-sme-table table-name

9. dest-smsc { * | dest-addr} [addr-type] [exact] | [min-digits min] | [max-digits max]
10. orig-imsi {* | imsi-address | unknown} [exact] | [min-digits min] | [max-digits max]
11. orig-imsi-table tablename [ton ton-value np np-valug]
12. orig-sme{+* | orig-addr} [orig-sme-addr-type] [exact] | [min-digits min] | [max-digits max]
13. orig-sme-table tablename [ton ton-value np np-value]
14. match-unknown-ton-np
15. multi-message-dialogue
16. pid protocol-id
17. teleserviceid

DETAILED STEPS
Todefinean MLR ruleset for call tracing, perform the following steps, beginning in global configuration
mode:

Command or Action Purpose

Stepl  enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged
EXEC mode.

Enter your password if prompted.

Step2  configure {terminal | memory | network]} Enters global configuration mode.
Example:
ITP# configure terminal
Step3  c¢s7 [instance instance-number] mlr ruleset name Specifies an MLR ruleset. The event-trace keyword
[gsm-map | ansi-41] event-trace indicates that the ruleset is used for MLR Call
Tracing.

Example:

- event-trace Indicatesthat this MLR ruleset is
used for MLR call tracing. If the monitor
event-trace cs7 mlr command is configured with
this ruleset name, then the ruleset instance is
validated to ensure that it matches the instance
configured on the command.

Router (config) #cs7 mlr ruleset MLR TRACING Configuring the cs7 mir ruleset command enables

CS7 MLR ruleset configuration mode.
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Step 6
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Command or Action

Purpose

rule order operation-name [default]

Example:
ITP(cfg-cs7-mlr-set)# rule 1 sms-mo

Within the ruleset, specify arule and the order in
which it is searched. The valid range for the order
parameter differs for MLR rulesets configured with
event-trace.

» order Specifiesthe order in which rules are
searched. For event-trace rulesets the valid order
rangeis1to 10. To filter on multiple addressesin
an event-trace ruleset, use address tables.

- operation-name Specifies the operation for
which theruleis valid. Valid operations for an
MLR event-trace ruleset are sms-mo and smdpp.

— sms-mo ldentifiesarule that will operate on
an SMS MO message. Thisoperationisvalid
for the GSM MAP.

— smdpp ldentifiesarulethat will operateon a
short message delivery point-to-point bearer
service.

« default (Optional) Specifies the processing of
all messages that match the indicated operation
only.

Configuring the rule command enables
MLR ruleset-rule configuration mode in which you
configure the input conditions of the rule.

allow-multi-msg-dialogue

Example:
ITP(cfg-cs7-mlr-set-rule)# allow-multi-msg-dialogue

Specifies that all messages including multi-message
dialogues match therule. Only valid for default rules.

dest-port dest-port-number

Example:
ITP (cfg-cs7-mlr-set-rule)# dest-port 100

Specifies the application destination port number.

» dest-port-number Specifies the destination port
number. Valid range is 0 to 65535.
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Command or Action

Purpose

Step 7 dest-sme {* | dest-address} [dest-sme-addr-typel

[exact] | [min-digits min] | [max-digits max]
Example:

ITP(cfg-cs7-mlr-set-rule)# dest-sme 1111 exact ton 2
np 3

Specifies the destination short message entity.
« * Specifies match all addresses.

» dest-addr Specifies the destination address.
Valid range is 1 to 20 hexadecimal digits.

e dest-sme-addr-type Parameters that identify
attributes of the SM E address being used to match
arule. The address is composed of the following
keywords

— tonton Specifies nature of address value.
Valid rangeis0to 7.

— np np Specifies numbering plan
identification value. Valid rangeis 0 to 15.

» exact Specifies address must match dest-sme
exactly.

e min-digitsmin The minimum number of digits
in the address string. The default is 1.

- max-digits max The maximum number of digits
in the address string. The default is the length of
the address string.
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Command or Action

Purpose

Step 8 dest-sme-table table-name [dest-sme-addr-type]

Example:
ITP(cfg-cs7-mlr-set-rule)# dest-sme-table MLR-ADDRS

Specifies an SM S address table or an MLR address
table of destination SME addresses.

tablename Specifies an address table name.

dest-sme-addr-type (Optional) Parameters that
identify attributes of the SME address being used
to match arule. The address is composed of the
following keywords:

— [ton ton] Specifies the type of number value
associated with the SME address.
The ton argument is an integer value in the
range O to 7.

— [np np] Specifies the numbering plan
identification value associated with the SME
address. The np keyword is not valid when
defining the dest-sme in an smsNot
operation.

The np argument is an integer value in the
range O to 15.

— min Specifiesthat the addressis a Mobile
Identification Number (MIN). This keyword
can be specified for the sme-addr-type of
ANSI-41 operations.

— imsi Specifiesthat the addressis an
International Mobile Subscriber
Identification (IMSI) address. This keyword
can be specified for the sme-addr-type of
ANSI-41 operations.

Step9  dest-smsc {* | dest-address} [addr-type] [exact] |
[min-digits min] | [max-digits max]]

Example:
ITP(cfg-cs7-mlr-set-rule)# dest-smsc 18005551212

Specifies the destination SMSC.

* Specifies match all addresses.

dest-addr Specifies the destination address.
Valid range is 1 to 20 hexadecimal digits.

addr-type Parameters that identify attributes of
the SME address being used to match arule. The
address is composed of the following keywords

— tonton Specifies nature of address value.
Valid rangeis0to 7.

— np np Specifies numbering plan
identification value. Valid rangeis 0 to 15.

exact Specifies address must match dest-sme
exactly.

min-digits min - The minimum number of digits
in the address string. The default is 1.

max-digits max The maximum number of digits
in the address string. The default is the length of
the address string.
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Step 10

Step 11

Step 12

Command or Action

Purpose

orig-imsi {* | imsi-address | unknown} [exact] |
[min-digitsndn]|[max-digits maﬂ

Example:
ITP(cfg-cs7-mlr-set-rule)# orig-imsi unknown

Specifies the origin IMSI address.

imsi-addr Specifiesthe IMSI address, with up to
16 hexadecimal digits.

exact Specifies configured address must match
orig-imsi exactly.

min-digits min - The minimum number of digits
in the address string. The default is 1.

max-digits max The maximum number of digits
in the address string. The default is the length of
the address string.

unknown Indicates unknown origin IMSI.

orig-imsi-table tablename
np-valuel

[ton ton-value np

Example:
ITP(cfg-cs7-mlr-set-rule)# orig-imsi-table addrtbl2

Specifies SMS address table or an MLR addresstable
of origin IMSI addresses (address-table).

tablename Specifies an address table name.

ton ton Specifiesanature of addressvalue. Valid
rangeis0to 7.

np np Specifies a numbering plan identification
value. Valid rangeis 0 to 15.

orig-sme {* |address} [orig-sme-addr-type] [exact]|
[min-digitsndn]|[max-digits maﬂ

Example:
ITP(cfg-cs7-mlr-set-rule)# orig-sme 12345

Specifies the origin short message entity

* Specifies match all addresses.

address Specifiesan SMSC address or MSISDN
address. Valid rangeis 1to 16 hexadecimal digits.

orig-sme-addr-type Parameters that identify
attributes of the SM E address being used to match
arule. The address is composed of the following
keywords

— tonton Specifies nature of address value.
Valid rangeis0to 7.

— np np Specifies numbering plan
identification value. Valid range is 0 to 15.

exact Specifies address must match orig-sme
exactly.

min-digits min  The minimum number of digits
in the address string. The default is 1.

max-digits max The maximum number of digits
in the address string. The default is the length of
the address string.
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Command or Action

Purpose

Step13 orig-sme-table tablename [ton ton-value np np-value] SpeC|f|e£ an SM S address table or an MLR address
table of origin SME addresses (address-table).
» tablename Specifies an address table name.
- tonton Specifiesanatureof addressvalue. Valid
Example: rangeis0to 7.
ITP(cfg-cs7-mlr-set-rule)# orig-sme-table ADDR-TBL1 « npnp SpeCIfleS a numberi ng plan identification
value. valid range is 0 to 15.

Step 14 match-unknown-ton-np Specifies that incoming messages containing
parameters with unknown type-of-number (ton=0), or
unknown numbering plan (np=0), will be a match to

Example: the <y:orresp_ondi ng rule parameter regardless of the
ITP (cfg-cs7-mlr-set-rule)# match-unknown-ton-np rule’s conflgured ton/np values.

Step15 multi-msg-dialogue Specifies that the short messages segmented at the
MAP layer and SMS MT messages with the
More-Messages- To-Send indicator set match therule.
If the multi-message-dialogue command is specified,

Example: no other routing parameters may be configured for the
ITP (cfg-cs7-mlr-set-rule)# multi-message-dialogue rule.

Step 16 pid protocol-id Specifies the protocol identifier (TP-PID).

» protocol-id Protocol identifier integer. Valid
Example: rangeis 0 to 255.
ITP (cfg-cs7-mlr-set-rule)# pid 0

Stepl7 teleservice id Specifies a particular service identifier value for an
smdpp operation.

Example: - id Integer in therange O - 65535.
ITP(cfg-cs7-mlr-set-rule)# teleservice 5
Examples

Thefollowing MLR call tracing ruleset configuration traces sms-mo messages with a dest-sme prefixed

with 1234 or an orig-imsi prefixed with 5678:

cs7 mlr rulseset MLR_TRACING gsm-map event-trace

rule 10 sms-mo
dest-sme 1234
rule 20 sms-mo
orig imsi 5678
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Configure MLR Call Tracing

After defining the MLR ruleset for event tracing, you can configure MLR Call Tracing by configuring
call tracing filters, optionally specifying the file name used when dumping the MLR trace records to a
file, and optionally changing the initial MLR call trace size. These tasks are described in the following

steps.
SUMMARY STEPS
1. enable
2. configureterminal
3. monitor event-trace cs7 mir [instance instance-number] ruleset name
4, (Optional) monitor event-trace cs7 mlr dump-file filename
5. (Optional) monitor event-trace cs7 mir size entries
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step2  configure {terminal | memory | network} Enters global configuration mode.
Example:
ITP# configure terminal
Step3  monitor event-trace cs7 mlr [instance Configures MLR call tracing filters.

instance-number] ruleset name . . . .
« instance instance-number Specifiesthe ITP instance

for MLR call tracing. If MLR call tracingisrequiredin
more than one instance, then it must be defined in each
appropriate instance. If an instance is not specified,
then instance 0 is used. A valid instance number is an
integer intherange 0 to 7.

« ruleset name Specifiesthe MLR ruleset to be used for
MLR call tracing. The MLR ruleset must be configured
for event-trace. In addition, the MLR ruleset must use
the same I TP instance astheinstance configured on this
command. This configuration command will beignored
at enable time if the MLR event-trace ruleset does not
exist or if the instance specified on this command does
not match theinstance of the configured ruleset. A valid
ruleset nameisacharacter string with amaximum of 12
characters.

You may configure only one monitor event-trace cs7 mlr
ruleset entry for each instance. All MLR call trace records
(regardless of instance) are stored in asingle MLR trace
buffer.

ITP (config)# monitor event-trace cs7 mlr
ruleset MLR_TRACING
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Command or Action

Purpose

monitor event-trace cs7 mlr dump-file filename

Example:
ITP (config)# monitor event-trace cs7 mlr
dump-file slotO:mlr-dump

(Optional) Needed only if you will dump the trace records
to afile. Configures afile location to save trace messages.

filename Specifies the path:filename where the trace
message will be saved. The maximum length of the
path:filename is 100 characters. The path can point to
flash memory on the networking deviceortoa TFTP or
FTP server.

monitor event-trace cs7 mlr size entries

Example:
ITP (config)# monitor event-trace cs7 mlr size
50000

(Optional) Configures the MLR call trace size used when
the trace isinitially enabled. Needed only if you wish to
override the default trace size to allow for writing more or
fewer trace messages to memory.

Note

This size only takes effect if it is configured before
the trace isinitially enabled (by the exec-level
monitor event-trace cs7 mlr enable command). If
the size is defined after the traceis already enabled,
then the new size will be used after the next router
reload.

entries The number of messages that will be stored in
memory for MLR call trace. Valid number of entriesis
intherangefrom 1to 100000. The default sizeis 10000
trace messages.

Execute MLR Call Tracing

MLR call tracing uses the 10S Event Tracer EXEC commands to specify event trace functions such as
enabling and disabling call tracing as well as clearing or specifying the output of the trace.

SUMMARY STEPS

enable

monitor event-trace cs7 mir clear

N e g M o doE

monitor event-trace cs7 mir enable

monitor event-trace cs7 mir disable

monitor event-trace cs7 mlr dump [pretty]

monitor event-trace cs7 mlr one-shot

monitor event-trace cs7 mlr continuous [cancel]
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DETAILED STEPS

Command or Action

Purpose

Step 1 enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

Step 2 monitor event-trace cs7 mlr enable

ITP# monitor event-trace cs7 mlr enable

Turnson MLR Call Tracing. MLR call trace records will be
written to memory and wrap (overwriting the ol dest
records) once the trace memory fills. Call tracing will trace
only messages matching arule in the configured MLR
event-trace ruleset. In addition, certain parsing errors and
routing errors are traced, regardless of the configured
ruleset. To see the current status of the MLR call trace, use
the show monitor event-trace cs7 mir parameters
command.

« c¢s7 mlr Name of the Cisco 10S software subsystem
component that is the subject of the event trace.

Step 3 monitor event-trace cs7 mlr clear

Example:
ITP# monitor event-trace cs7 mlr enable

Clears the existing call trace memory.

- c¢s7 mlr Name of the Cisco 10S software subsystem
component that is the subject of the event trace.

Step 4 monitor event-trace cs7 mlr continuous [cancel]

Example:
ITP# monitor event-trace cs7 mlr enable

Continuously displays latest MLR trace entries.

- c¢s7 mlr Name of the Cisco 10S software subsystem
component that is the subject of the event trace.

« cancel Cancel continuous display of latest trace
entries.

Note  Thiscommand should be used with caution since all
matching trace records are displayed on the console.
The trace function is not locked while information
is being displayed to the console, which means that
new trace messages can accumulate in memory. |If
entries accumulate faster than they can be
displayed, some messages can be lost. When this
condition occurs, the message “one or more entries
lost” is displayed on the console. However,
messages will continue to display on the console.
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Command or Action

Purpose

Step 5 monitor event-trace cs7 mlr dump [pretty]

Example:
ITP# monitor event-trace cs7 mlr dump

Write the MLR call trace records to the dump-file
configured with the monitor event-trace cs7 mir
dump-file global configuration command.

« c¢s7 mlr Name of the Cisco 10S software subsystem
component that is the subject of the event trace.

- pretty Savetheevent-trace messagein ASCII format.

Note  Therecommended procedureisto disable the MLR
call trace prior to dumping. However, there are
times when it is useful to dump during active
tracing. The trace function is not locked while
information is being dumped, which meansthat new
trace messages can accumulate in memory. If
entries accumulate faster than they can be dumped,
some messages can be lost. When this condition
occurs, the message “one or more entries lost” is
displayed on the consol e to indicate that you should
either:

Increase the granularity of the event-trace filter, or
Increase the trace size on the next reload.

Step 6 monitor event-trace cs7 mlr one-shot

Clears any existing trace information from memory, starts
event tracing again, and disables the trace when the trace
reaches the maximum trace size.

Example:

ITP# monitor event-trace cs7 mlr one-shot
Step 7 monitor event-trace cs7 mlr disable

Example:

ITP# monitor event-trace cs7 mlr disable

Turns off call tracing.

« c¢s7 mlr Name of the Cisco 10S software subsystem
component that is the subject of the event trace.

Viewing Event Trace Output

You can view the event trace output and status by using the show monitor event-trace cs7 mir command

with various keywords.

SUMMARY STEPS

o gk~ w e

show monitor event-trace cs7 mir all

show monitor event-trace cs7 mlr back
show monitor event-trace cs7 mir clock
show monitor event-trace cs7 mir from-boot
show monitor event-trace cs7 mir latest

show monitor event-trace cs7 mlr parameters
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DETAILED STEPS
Command or Action Purpose
Stepl |show monitor event-trace cs7 mlr all Displays al the traces in the current buffer.
Step 2 show monitor event-trace cs7 mlr back time Displays traces, beginning from a specified time in the
past.
Step3 |show monitor event-trace cs7 mlr clock time Displays traces that occurred at a specified clock time or
date.
Step4 |show monitor event-trace cs7 mlr from-boot Displays traces from a specified number of seconds after
seconds booting.
Step5 |show monitor event-trace cs7 mlr latest Displays the latest trace events since the last display.
Step6 |show monitor event-trace cs7 mlr parameters Displays the status of event-trace and the size of the trace
memory.

S
Note  The output of the show monitor event trace cs7 mlr commands is described in greater detail in the
ITP Command Set: S- Z chapter.

The following example displays all the traces in the current buffer.

ITP# show monitor event-trace cs7 mlr all

1722646: Dec 2 18:44:34:MLRI:0 to _berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0x0

1722647: Dec 2 18:44:34:MLRE:0 to berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0x0 <Result> Resume
SCCP routing Type:No Result Error:No OTID

1844450: Dec 2 18:55:59:MLRI:0 rule:4 to berm dpc:1.1.2 opc:4.4.4 cdPa:123450
2/0 ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO
Subm dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:409
2008000 1/1 smRpUiLen:15

1844451: Dec 2 18:55:59:MLRE:0 rule:4 to_berm dpc:1.1.2 opc:4.4.4 cdPa:123450
2/0 ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 <Result>
Routing failure Group:MLR5 Type:GROUP Error:No
available member in result group Matched:MLR1 rule 100

1844452: Dec 2 18:56:47:MLRI:0 rule:4 to_berm dpc:1.1.2 opc:4.4.4 cdPa:123450
2/0 ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO
Subm dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:409
2008000 1/1 smRpUilen:15

1844453: Dec 2 18:56:47:MLRO:0 rule:4 to berm dpc:4.4.4 opc:1.1.2 cdPa:123450
2/0 ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 <Results>
Route to MLR destination Group:MLR5 Type:PC Matched:ML
R1 rule 100

1844454: Dec 2 18:57:45:MLRI:0 rule:2 to_berm dpc:1.1.2 opc:4.4.4 cdPa:123450
2/12 ssn:0 cgPa:0.64.2 ssn:11 BEG otid:0xD1040662
SMDPP smsOrigDstSme:1800687634 0/0/1 smsOrigOrgSme:405
3688187 0/0/1 smsDatalLen:20

1844455: Dec 2 18:57:45:MLRO:0 rule:2 to_berm dpc:4.4.4 opc:1.1.2 cdPa:123450
2/12 ssn:0 cgPa:0.64.2 ssn:11 BEG otid:0xD1040662
<Result> Route to MLR destination Group:MLR1 Type:AS
berm4 Matched:MLR1 rule 1000
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The following example displays all the tracesin the current buffer. Notice the “ one or more entries | ost”
message. The trace function is not locked while information is being displayed to the console, which
means that new trace messages can accumulate in memory. If entries accumulate faster than they can be
displayed, some messages can be lost. If this occurs, the “one or more entries lost” message is displayed
in the output.

ITP# show monitor event-trace cs7 mlr all

34: Dec 8 03:30:43: MLRI:0 rule:4 to_berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO Subm
dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:4092008000
1/1 smRpUilLen:15

35: Dec 8 03:30:43: MLRO:0 rule:4 to _berm dpc:4.4.4 opc:1.1.2 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 <Result> Route to
MLR destination Group:MLR5 Type:PC Matched:MLR1l rule 100

36: Dec 8 03:30:43: MLRI:0 rule:4 to berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO Subm
dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:4092008000
1/1 smRpUilLen:15

37: Dec 8 03:30:43: MLRO:0 rule:4 to _berm dpc:4.4.4 opc:1.1.2 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 <Result> Route to
MLR destination Group:MLR5 Type:PC Matched:MLR1 rule 100

one or more entries lost

426: Dec 8 03:30:44: MLRI:0 rule:4 to berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO Subm
dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:4092008000
1/1 smRpUiLen:15

427: Dec 8 03:30:44: MLRO:0 rule:4 to berm dpc:4.4.4 opc:1.1.2 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 <Result> Route to

MLR destination Group:MLR5 Type:PC Matched:MLR1 rule 100

428: Dec 8 03:30:44: MLRI:0 rule:4 to berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO Subm
dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:4092008000
1/1 smRpUiLen:15

one or more entries lost

926: Dec 8 03:30:45: MLRI:0 rule:4 to _berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO Subm
dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:4092008000
1/1 smRpUiLen:15

927: Dec 8 03:30:45: MLRO:0 rule:4 to_berm dpc:4.4.4 opc:1.1.2 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 <Results> Route to

MLR destination Group:MLR5 Type:PC Matched:MLR1 rule 100
one or more entries lost

1826: Dec 8 03:30:47: MLRI:0 rule:4 to _berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO Subm
dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:4092008000
1/1 smRpUiLen:15
1827: Dec 8 03:30:47: MLRO:0 rule:4 to_berm dpc:4.4.4 opc:1.1.2 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 <Result> Route
to MLR destination Group:MLR5 Type:PC Matched:MLR1 rule
100
1828: Dec 8 03:30:47: MLRI:0 rule:4 to berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO Subm
dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:4092008000
1/1 smRpUiLen:15
one or more entries lost

2426: Dec 8 03:30:49: MLRI:0 rule:4 to berm dpc:1.1.2 opc:4.4.4 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 SMS-MO Subm
dstSme:1800 0/1 orgSme:4091254283 1/1 dstSmsc:4092008000
1/1 smRpUiLen:15
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2427: Dec 8 03:30:49: MLRO:0 rule:4 to berm dpc:4.4.4 opc:1.1.2 cdPa:123450 2/0
ssn:0 cgPa:3.2.2 ssn:8 BEG otid:0xD200D3 <Result> Route
to MLR destination Group:MLR5 Type:PC Matched:MLR1 rule
100
. one or more entries lost ..

The following example shows that event-trace is enabled and the size of the trace memory.

ITP# show monitor event-trace cs7 mlr parameters
Trace has 10000 entries

Stacktrace is disabled by default

Trace is enabled in instance 0 with ruleset MLR2

The following example displays information about a ruleset with event trace enabled.

ITP# show cs7 mlr ruleset MLR2
Name: MLR2 Instance:0 Protocol: n/a Event-trace:enabled
RuleOperdest-smeorig-smedest-smscMatches

2 smdpp-- n/a 14

4 sms-moTbl:MLR1--1008
7 sms-mo2323*--0

9 sms-mo--- 0

10 sms-mo--- 0

How to Configure MLR-Based Screening

The following sections describe and provide example of MLR-based screening. When a message is
blocked MLR discards the packet.

« Blocking Based on SCCP cdPa and cgPa, page 260
« Blocking Based on cgPa, cdPa, and SMS MAP Operation Code, page 262
« Blocking Based on cgPa, cdPaand SMS MO/MT Routing Parameters, page 263

Blocking Based on SCCP cdPa and cgPa

This section includes the following tasks to configure blocking based on SCCP cdPa and cgPa:
» Define GTT Entries for cdPa and cgPa digits to Screen
» Define MLR table and Blocking Based on SCCP cdPa or cgPa
« Define MLR Table and Blocking on Combination of SCCP cdPa and cgPa

Define GTT Entries for cdPa and cgPa digits to Screen

To definethe GTT entries for cdPa and cgPa digits to screen, perform the following steps. Steps 1 - 3
are required in the order shown. Perform steps 4 - 6 as appropriate to your needs, to specify a GTA.

SUMMARY STEPS

1. enable
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2. configure {terminal | memory | network}
3. cs7 gtt selector selector tt tt gti gti np np
4. gtagta app-grp app-grp
5. gtagta asname as-name} {gt | pcssn} [ssh ssn] [ntt newtt] [qos-class qos]
6. gtagta pcssn pc{gt | pcssn} [ssn ssn] [ntt newtt]
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step2  configure {terminal | memory | network} Enters global configuration mode.

Example:
ITP# configure terminal

Step3  cs7 gtt selector selector tt tt gti gti mp np  |Namesand configuresthe GTT selector and enables CS7
GTT selector submode.

Example: MLR primary GT triggers re-use the existing GTT selector
ITP(config)# cs7 gtt selector elé4 tt 10 table entity containing lists of GTA entries used to perform
Global Title Translation.
Step4  gta gta app-grp app-grp Defines a GTA that translatesto a GTT application group.
Example:
ITP (config-cs7-gtt-selector)# gta 11111 app-grp
GROUP1
Step5 gta gta asname as-name} {gt | pessn} [ssn ssn] |Definesa GTA that translates to an M3UA or SUA
[ntt newtt] lqos-class gos] Application Server name.
Example:

ITP (config-cs7-gtt-selector)# gta 22222 asname
GREENASP3 pcssn

Step6 gta gta pessn pc {gt | pecssn} [ssn ssn] [ntt Defines a GTA that translates to a point code and optional
newtt] subsystem number.
Example:

ITP (config-cs7-gtt-selector)# gta 33333 pcssn
1.1.1 pcssn

Example:

cs7 gtt selector el64 tt 10
gta 11111 pcssn 1-1-1 pcssn
gta 22222 pcssn 2-2-2 pcssn
gta 33333 pcssn 3-3-3 pcssn
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N
Note ~ The GTT mapping results will not be used if blocking triggers are configured viaMLR for the cgPa and
cdPa global title addresses.

Define MLR table and Blocking Based on SCCP cdPa or cgPa

An MLR table consists of alist of primary triggers, which can represent either the SCCP cgPa or the
SCCP cdPawithin a given message. To block a message based on either cgPa or cdPa, specify the block
keyword in lieu of aruleset.

Example;

cs7 mlr table sms-blocking

trigger gt 11111 tt 10 block
trigger cgpa gt 22222 tt 10 block
trigger cgpa gt 33333 tt 10 block

When coding a mixture of primary cgPa and primary cdPa triggers, the triggers are not searched
sequentially. The first primary trigger match found is used based on the following hierarchy:
The default trigger is defined (only trigger configured)

cdPa GT triggers when SCCP cdPais RI=GT

cdPa PC/SSN triggers when SCCP cdPais RI=SSN

cgPa GT triggers when SCCP cgPais RI=GT

cgPa PC/SSN triggers when SCCP cgPais RI=SSN

o~ w N

Define MLR Table and Blocking on Combination of SCCP cdPa and cgPa

To block a message based on a combination of SCCP cdPa and cgPa, specify the combination triggers
and place the block keyword at the end of the secondary trigger.

Example:

cs7 mlr table sms-blocking

trigger cdpa gt 11111 tt 10 ruleset MY RULES
cgpa gt 22222 tt 10 block
cgpa gt 33333 tt 10 block

Note  Rulesetmy rurgs isaplaceholder and will not be used. A packet destined for 11111 from 44444 will not
match atrigger, and will be routed normally.

Blocking Based on cgPa, cdPa, and SMS MAP Operation Code

MLR triggers must be specified, but will be configured with an associated MLR ruleset instead of the
block keyword. When a non-blocking MLR trigger matches, the received packet is parsed through the
application layer for the rule operations identified in the ruleset.
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Example:

The following example will block all SMS MO messages from 22222 to 11111, and will block all SMS
MT message from 11111 to 33333. All other messages will be routed according to standard SCCP and
MTP3 procedures.

cs7 mlr ruleset BLOCK-SMSMO gsm-map
rule 10 sms-mo default
result block

cs7 mlr ruleset BLOCK-SMSMT gsm-map
rule 10 sms-mt default
result block

cs7 mlr table sms-blocking

trigger cdpa gt 11111 tt 10

cgpa gt 22222 tt 10 ruleset BLOCK-SMSMO
trigger cdpa gt 33333 tt 10

cgpa gt 11111 tt 10 ruleset BLOCK-SMSMT

Blocking Based on cgPa, cdPa and SMS MO/MT Routing Parameters

To block based on select parameters within the SMS MO or SMS MT message, specify the appropriate
routing parameters within sms-mo or sms-mt operation. Rules are searched sequentially for a match.

Example:

The following example will block all SMS MO messages from 22222 to 11111 with an origin SME
(A-address) prefix of 919 and return an UDTS with return cause set as 0x07 (Unqualified), if the return
on error option is set in the received UDT portion of SMSMO. It will also block all SMS MT messages
from 11111 to 33333 with adestination SME (or mobile) IMSI of 238012650007149. All other messages
not matching atrigger will be routed according to standard SCCP and MTP3 procedures.

cs7 mlr ruleset BLOCK-SMSMT gsm-map
rule 10 sms-mt

dest-sme 238012650007149

result block

cs7 mlr ruleset BLOCK-SMSMO gsm-map
rule 10 sms-mo

orig-sme 919

result block 7
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Verifying and Monitoring MLR Routing

With this task you verify configuration, monitor status, and troubleshoot errorsin the MLR
configuration. When MLR triggers are implemented through GWS, some GWS show commands al so
display details about MLR, see the “Verifying GWS Configuration” section on page 202 for these

commands.
To display information about the MLR configuration, perform the following stepsin privileged EXEC
mode:
Command Purpose
Router# show cs7 mlr-all commands Displays all the mlr show commands.
Router# show cs7 instance-number mlr Displays the addresses matched within the table.
address-table table-name
Router# show cs7 instance-number mlr Displays the result that will be selected from an MLR result group
dest-sme-binding dest-sme [result-group-name] for the SpECIerd dest-sme address.

e dest-sme Specifiesthe dest-sme address whose result you wish
to display. Valid dest-sme addresses are between 1 and 20
hexidecimal digitsin length. Only the final 4 digits of the
address are needed to determine the dest-sme-binding result.
Alphanumeric dest-sme addresses can not currently be
specified.

- result-group-name (Optional) Specifies which result group to
use. If the result-group-name is not specified, then this display
will output the dest-sme-binding result for the input dest-sme
for each result group in dest-sme-binding mode.

Router# show cs7 [instance-number] mlr Displays the current modify-profiles and their statistics. The
modify-profile [profile-name] matches count indicates the number of times that the modify profile
was applied to a message. Matches does not indicate success or
failure of the applied modifications. The modify failures count
indicates the number of times that the matching message could not
be modified as specified in the modify-profile.

Router# show cs7 instance-number mlr result name Displaysthe contentsof all MLR result groups, or aspecific named
result group along with the weight and number of matches for each

server result.
Router# show cs7 instance-number mlr ruleset Displays MLR ruleset information Details include UDTS
name configuration , including whether the UDTS return cause is

implemented with a result block.

Router# show cs7 instance-number mlr statistics |Displays statisticsassociated with MLR. Since MLR triggers either
name through MLR tables or through GWS, statisticsinclude GWS-MLR
trigger matches, statisticsfor MLR ruleset, and resultgroup matches
through GWS triggers.

Router# show cs7 instance-number mlr table name |Displays the parameters and results associated with each routing
detail trigger.

Router# show cs7 instance-number mlr table name |Displays the result parameters associated with a particular rule
result-summary along with the number of times the rule has been matched for the
given trigger.
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Verifying and Monitoring MLR Routing Il

Command

Purpose

Router# show cs7 instance-number mlr table name
rule-summary

Displays the rule parameters associated with a particular rule along
with the number of times the rule has been matched for the given
trigger.

Router# show monitor event-trace [all-traces]
[component {all | back time | clock time |
from-boot seconds | latest | parameters}]

Displays event trace messages for Cisco |OS software subsystem
components. For more information about the show monitor
event-trace command, refer to feature documentation for the Event
Tracer, introduced in |OS Release 12.0(18)S
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/
120newft/120limit/120s/120s18/evnttrcr.htm

To display debug messages for Multi-layer routing, use the debug cs7 mlr command in privileged EXEC

mode.

Command

Purpose

Router# debug cs7 mlr table all

Enables all debugs.

Router# debug cs7 mlr table error

Debugs error events.

Router# debug cs7 mlr table info

Displays informational events

Router# debug cs7 mlr table packet

Displays packet events.
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Configuration Examples of Multi-layer SMS Routing

This section includes the following examples;

Configuration Example for Multi-Layer Routing: I TP Receives All SMS-MO Traffic in GT-Routed
Network, page 267

Configuration Example for Multi-Layer Routing: Legacy SMSC Retains Point Code in PC-Routed
Network, page 269

Configuration Example for Multi-Layer Routing: MLR Distribution to MTP3-Based SMSCs,
page 272

Examples of Configuring Routing based on Operation types, page 273

Example of Combined Multi-layer Routing and Short Message Routing for SMS MO Proxy
Solution, page 274

Example of SMS-MO Proxy Message Modification - Obtain Originating IMSI, page 275
Example of Routing with B-Address Binding, page 276

Configuration Example of Address Modification, page 276

Example of MLR Call Tracing, page 277

IP Transfer Point
[ 266 | |



| MLR Routing and Screening

Configuration Example for Multi-Layer Routing: ITP Receives All SMS-MO Traffic in GT-Routed Network 1l

Configuration Example for Multi-Layer Routing: ITP Receives All SMS-MO
Traffic in GT-Routed Network

In this example, a mated pair of ITPsis positioned between the core SS7 network STPs and both the
legacy and voting SMSCs. The network configuration isillustrated in Figure 28.

Figure 28 MLR: ITP Receives All SMS-MO Traffic in GT-Routed Network

ANSI-41 GTT Selector TT=12 TDMA SMSC
1111111 pcssn 1.1.3 final 2.1.2
2222222 pcssn 1.1.3 final

GSM GTT Selector E.164
1234567890 pcssn 1.1.3 final

Voting )
S — SMSCa

Voting

-7

Route 2.1.1
1.1.1 priority 1
1.1.2 priority 1
C-link priority 9

Route 2.1.2
1.1.1 priority 1
1.1.2 priority 1
C-link priority 9

------------------------ by Voting
SMSCc J

Route 1.1.3
1.1.1 priority 1 GSM Sg/lfi
1.1.2 priority 1 L
C-link priority 9 SS7linkset (TDM, HSL, M2PA)
- SUA Association g
———— SGMP Association S

The STPsin the network are configured to perform final GTT toward the ITP SMSC complex. In GSM,
the translation will be done based on the E.164 addresses of the legacy SMSCs. In 1S-41, the translation
will be doneusing TT=12 to map the MIN to the serving MC. In either case, the GTT translations must
be changed to map to the mated-1TP pair's PC for SMSC processing, 1.1.3. No GTT is performed on the
ITPs.

GAIT/GHOST SMS MO messages carried over ANSI-41 arrive at | TP1 destined for the SMSC
point-code 1.1.3. An SCCP cdPatrigger based on PC/SSN will signal parsing of the TCAP, MAP and
SMSrouting layers. There will be atrigger for GSM MAP, aswell as1S-41/GHOST based on the SSNs
8 and 11, respectively. The GSM-RULES and TDMA-RULES rulesets are then referenced to determine
if the destination SME address represents avoting event. Note that each ruleset uses the same dest-sme
address tables for efficient best-match lookup.
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M Configuration Example for Multi-Layer Routing: ITP Receives All SMS-MO Traffic in GT-Routed Network

If avoting event is determined, the message is routed to the selected voting SMSC, otherwise the
message is routed to the legacy SMSC. Note that SMS_Notification messages with the same
destination SM E pattern are routed to the same SMSC ASes. This configuration assumes that the voting

SMSCs are all ASPs within the same AS using a routing-key of PC 1.1.3.

cs’7
cs7
cs7

cs7

cs7

cs7

multi-instance

instance 1 variant ansi
instance 1 point-code 1.1.1

instance 1 as VOTING AS sua
routing-key 113 1.1.3

asp SMSCa
asp SMSCb
asp SMSCc
traffic-mode loadshare roundrobin

instance 1 as SMSCa sua
routing-key 1 gtt
asp SMSCa

instance 1 as

routing-key 2 gtt
asp SMSCb

cs7

cs7
as
as
as

pc

cs7
as
as

cs7
as
as

cs7
as

as

cs7

addr
addr
addr
addr
addr
addr

SMSCb sua

instance 1 as SMSCc sua
routing-key 3 gtt
asp SMSCc

instance 1 mlr
SMSCa weight 1
SMSCb weight 1
SMSCc weight 2
2.1.1 weight 0

instance 1 mlr
SMSCa weight 1
SMSCb weight 0

instance 1 mlr
SMSCb weight 1
SMSCc weight 0

instance 1 mlr
SMSCc weight 1
SMSCa weight 0

result SMS-WEIGHTED

result MINGRP1

result MINGRP2

result MINGRP3

mlr address-table VSMSC-ADDRS

addr 24 exact result group SMSC-GROUP1
addr 26 exact result group SMSC-GROUP1l
<161 other exact-match short-codes>

74648633 exact result group SMSC-GROUP1
2004 result group SMSC-GROUP1

901 result group SMSC-GROUP1

902 result group SMSC-GROUPL

110480 result group SMSC-GROUP1

111480 result group SMSC-GROUP1

... <5 other prefix-match SME addresses>
addr 11150 result

group SMSC-GROUP1

cs7 mlr ruleset TDMA-RULES
rule 1 ansi-41 smdpp
dest-sme table VSMSC-ADDRS
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Configuration Example for Multi-Layer Routing: Legacy SMSC Retains Point Code in PC-Routed Network 1l

rule 2 ansi-41 smsnot
dest-sme table VSMSC-ADDRS
rule 3 ansi-41 smdpp default
result group TDMA-SMSCS

rule 4 ansi-41 smsnot default
result group TDMA-SMSCS

cs7 mlr ruleset GSM-RULES

rule 1 gsm-map Sms-mo
dest-sme table VSMSC-ADDRS
rule 2 gsm-map alertsc
dest-sme table VSMSC-ADDRS
rule 3 gsm-map sms-mo default
result group GSM-SMSCS

rule 4 gsm-map alertsc default
result group GSM-SMSCS

cs7 mlr table SMS-ROUTING

trigger cdpa pc 1.1.3 ssn 8 ruleset GSM-RULES
trigger cdpa pc 1.1.3 ssn 11 ruleset TDMA-RULES

Configuration Example for Multi-Layer Routing: Legacy SMSC Retains Point

Code in PC-Routed Network

In this example, a mated pair of ITPsis positioned between the core SS7 network STPs and both the
legacy and voting SMSCs. The network configuration isillustrated in Figure 29
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M Configuration Example for Multi-Layer Routing: Legacy SMSC Retains Point Code in PC-Routed Network

Figure 29 .MLR: Legacy SMSC Retains Point Code in PC-Routed Network

TDMA SMSC
2.1.2

Voting )
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1.1.1 priority 1
1.1.2 priority 1
C-link priority 9
Route 1.1.3
1.1.1 priority 1
1.1.2 priority 1
C-link priority 9 SS7linkset (TDM, HSL, M2PA)
- @@/ SUA Association

———— SGMP Association

GSM SMSC
21.1

141724

GAIT/GHOST SMS MO messages carried over ANSI-41 arrive at ITP1 destined for the legacy SMSC
point-code 2.1.1. An MTP3 MLR trigger based on the DPC, Sl and SCCP sub-trigger of cdPa SSN will
signal parsing of the TCAP, MAP and SMSrouting layers. The GSM-RULES ruleset isthen referenced
to determine if the destination SME address represents a voting event.

1S-136 and 1S-95 SMS MO messages arrive at | TP1 destined for the legacy SMSC PC 2.1.2. The
TDMA-RULES ruleset is then referenced to determine if the destination SME address represents a
voting event.

If avoting event is determined, the message is routed to the selected voting SMSC, otherwise the
message is routed to the legacy SMSC. Note that SMS_Notification messages with the same
destination SME pattern are routed to the same SMSC ASes. This configuration assumes that the voting
SMSCs are all ASPs within the same AS using a routing-key of PC 1.1.3.

cs7 multi-instance
cs7 instance 1 variant ansi
cs7 instance 1 point-code 1.1.1

cs7 instance 1 as VOTING_AS sua
routing-key 113 1.1.3

asp SMSCa

asp SMSCb

asp SMSCc

traffic-mode loadshare roundrobin

cs7 instance 1 as SMSCa sua
routing-key 1 gtt
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asp SMSCa

cs7

instance 1 as SMSCb sua

routing-key 2 gtt
asp SMSCb

cs7

cs7
as
as
as

pc

cs7
as
as

cs7
as
as

cs7
as

as

cs7

instance 1 as SMSCc sua
routing-key 3 gtt
asp SMSCc

instance 1 mlr
SMSCa weight 1
SMSCb weight 1
SMSCc weight 2
2.1.1 weight 0

instance 1 mlr
SMSCa weight 1
SMSCb weight 0

instance 1 mlr
SMSCb weight 1
SMSCc weight 0

instance 1 mlr
SMSCc weight 1
SMSCa weight 0

instance 1 mlr

rule 1 smdpp
dest-sme 111
result group SMS-WEIGHTED
rule 2 smdpp
dest-sme 222
result group SMS-WEIGHTED
rule 3 smdpp
dest-sme 333
result group SMS-WEIGHTED
rule 10 sms-notify
dest-sme 111

result group SMS-WEIGHTED
rule 20 sms-notify
dest-sme 222

result group SMS-WEIGHTED
rule 30 sms-notify
dest-sme 333

result group

cs7

instance 1 mlr

rule 1 smdpp
dest-sme 100 min

result group

rule 2 smdpp
dest-sme 200 min

result group

rule 3 smdpp
dest-sme 300 min

result group

SMS -

result SMS-WEIGHTED

result MINGRP1

result MINGRP2

result MINGRP3

ruleset GHOST-RULES ansi-41

WEIGHTED

ruleset TDMA-RULES ansi-41

MINGRP1

MINGRP2

MINGRP3

rule 10 sms-notify
dest-sme 100 min
result group MINGRP1
rule 20 sms-notify
dest-sme 200

result group MINGRP2
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M Configuration Example for Multi-Layer Routing: MLR Distribution to MTP3-Based SMSCs

rule 30 sms-notify
dest-sme 3
result group MINGRP3

cs7 instance 1 mlr table SMS-TABLE
trigger mtp3 dpc 2.1.1 si 3
cdpa pc 2.1.1 ssn 8 ruleset GHOST-RULES
trigger mtp3 dpc 2.1.2 si 3
cdpa pc 2.1.2 ssn 11 ruleset TDMA-RULES

Configuration Example for Multi-Layer Routing: MLR Distribution to
MTP3-Based SMSCs

In this example, additional SMSCs are introduced in order to distribute load based on MIN. The legacy
SMSC PCis2.1.1, and isthe DPC for all MO SMS messages. MTP3-based MLR triggers are used to

distribute the traffic based on the destination SME address, which in this case will be aMIN. The
network configuration isillustrated in Figure 30.

Figure 30 MLR Distribution to MTP3-Based SMSCs

SMSCa
-| 1.1.1§= 1.1.3
SMSCb
1.1.4
Route 2.1.1
1.1.1 priority 1 A—
1.1.2 priority 1 @
C-link priority 9 .m’ SMSCc
Route 1.1.3 1.1.2 115

1.1.1 priority 1
1.1.2 priority 1
C-link priority 9
Route 1.1.4
1.1.1 priority 1
1.1.2 priority 1
C-link priority 9 GSM SMSC
Route 1.1.5 2.1.1
1.1.1 priority 1
1.1.2 priority 1
_ C-link priority 9 )

141725

SS7linkset (TDM, HSL, M2PA)

cs7 multi-instance
cs7 instance 1 variant ansi
cs7 instance 1 point-code 1.1.1

cs7 instance 1 mlr result MINGRP1
pc 1.1.3 weight 1
pc 1.1.4 weight 0

cs7 instance 1 mlr result MINGRP2
pc 1.1.4 weight 1
pc 1.1.5 weight 0
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cs7 instance 1 mlr result MINGRP3
pc 1.1.5 weight 1
pc 1.1.3 weight 0

cs7 instance 1 mlr ruleset TDMA-RULES ansi-41
rule 1 smdpp

dest-sme 100 min

result group MINGRP1
rule 2 smdpp

dest-sme 200 min

result group MINGRP2
rule 3 smdpp

dest-sme 300 min

result group MINGRP3
rule 10 sms-notify

dest-sme 100 min

result group MINGRP1
rule 20 sms-notify

dest-sme 200

result group MINGRP2
rule 30 sms-notify

dest-sme 300

result group MINGRP3

cs7 instance 1 mlr table SMS-TABLE
trigger mtp3 dpc 2.1.1 si 3
cdpa pc 2.1.1 ssn 11 ruleset TDMA-RULES

Examples of Configuring Routing based on Operation types
The following are examples of configuring routing based on operation types.

Example: Configure Routing Based on SMS MT Parameters

Specify one or more of the SMS MT routing parameters when defining a rule with the sms-mt operation
type. Then specify the result destination for the message via the result parameter. Rules are searched
sequentially for amatch, and rulesets may contain a mixture of rules defining any operation type.

In the following example, all SMS MT messages destined to the MSC 11111 with a destination SME (or
mobile) IMSI of 238012650007149 are routed viathe MLR distribution group named CLUSTER. SMS
MT messages originating from the mobile MSISDN 9193922900 are routed to pc 1-3-1. All other SMS
MT messages are routed to pc 1-2-1.

cs7 mlr result CLUSTER
pc 1-1-1 weight 5
pc 2-2-2 weight 1
pc 3-3-3 weight 0

cs7 mlr ruleset SMSMT gsm-map
rule 10 sms-mt
dest-sme 238012650007149
result group CLUSTER
rule 20 sms-mt
orig-sme 9193922900
result pc 1-3-1
rule 30 sms-mt default
result pc 1-2-1

cs7 mlr table MT-ROUTING
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B Example of Combined Multi-layer Routing and Short Message Routing for SMS MO Proxy Solution

trigger cdpa gt 11111 tt 10 ruleset SMSMT

Example; Configure Routing Based on SRI SM Parameters

Specify one or more of the SRI SM routing parameters when defining a rule with the sri-sm operation
type. Then specify the result destination for the message via the result parameter. Rules are searched
sequentially for a match, and rulesets may contain a mixture of rules defining any operation type.

In the following example, al SRI-SM messages destined to the HLR 44444 with a destination SME
(MSIDSN) of 9191112222 are routed via the MLR distribution group ‘cluster'. All other SRI-SM
messages are routed to pc 1-3-1.

cs7 mlr result CLUSTER
pc 1-1-1 weight 5
pc 2-2-2 weight 1
pc 3-3-3 weight 0

cs7 mlr ruleset SRISM gsm-map
rule 10 sri-sm
dest-sme 9191112222
result group CLUSTER
rule 20 sri-sm default
result pc 1-3-1

cs7 mlr table SMS-BLOCKING
trigger cdpa gt 44444 tt 10 ruleset SRISM

Example of Combined Multi-layer Routing and Short Message Routing for
SMS MO Proxy Solution

The following example shows a configuration in which MLR and Short Message Routing (SMR) are
used together to loadbalance MAP segmented and unsegmented SM S messages. In this example, MLR
isconfigured to route all segmented trafficto SMR (1.1.1isthelocal I TP point code). MLR isconfigured
to route all unsegmented traffic according to the MLR rules.

For more information about SMR, see the “ITP Distributed Short Message Routing (DSMR)” chapter.

MLR Configuration

cs7 mlr result-group VOTING //Voting SMSC//
pc 2.2.1 weight 1
pc 2.2.2 weight 1

cs7 mlr result-group SMSC //Legacy SMSC//
pc 3.1.1 weight 1
pc 3.1.2 weight 1

cs7 mlr address-table SHORT-CODES
addr 2332
addr 2333

cs7 mlr ruleset MLR-RULES gsm-map
rule 10 sms-mo
multi-message-dialogue
result pc 1.1.1 ssn 8 //forward segmented messages to local ITP PC 1.1.1 for DSMR//
rule 20 sms-mo
dest-sme-table SHORT-CODES //forward non-segmented “voting” traffic to voting SMSCs//
result group VOTING
rule 30 sms-mo default
result group SMSC //forward non-segmented “not voting” traffic to legacy SMSCs//
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Example of SMS-MO Proxy Message Modification - Obtain Originating IMSI

cs7 mlr table SMS
trigger default ruleset MLR-RULES

SMR Configuration

cs7 sms result-group VOTING
pc 2.2.1 weight 1
pc 2.2.2 weight 1

cs7 sms result-group SMSC
pc 3.1.1 weight 1
pc 3.1.2 weight 1

cs7 sms ruleset SMS-PROXY
rule 10 sms-mo

dest-sme-table SHORT-CODES //DSMR can read MLR address-tables//

result group VOTING //forward segmented voting traffic to voting SMSCs//
rule 20 sms-mo

result group SMSC //forward segmented non-voting traffic to legacy SMSCs//

cs7 sms gsm ssn 8
map-source-addr digits 987654321
smsc-map-version 2

cs7 sms route-table
gsm sms-mo
ruleset SMS-PROXY
msc-proxy-addr tt 236

Example of SMS-MO Proxy Message Modification - Obtain Originating IMSI

Thefollowing SMS MO Proxy configuration example will obtain the origin IMSI, if not included in the
original SMS MO message. Since the local SMS MO Proxy version is configured to 3 and proxy-msg
build is specified, the obtained IMSI will be included (if possible) within the proxy SMS MO dialogue.
Additionally, the modified B-address and new destination SMSC GT (91939229001100 or
91947106004099) will be built into the proxy SMS MO message.

cs7 instance 0 sms result-group SMSCGRP smsc
gt 91939229001199 tt 10 weight 1

gt 91947106004099 tt 10 weight 1
!

cs7 instance 0 sms ruleset SMSC-RULES
rule 10 sms-mo
result obtain-orig-imsi next-rule
rule 20 sms-mo
result group SMSCGRP
!
cs7 sms gsm-map ssn 8
map-source-addr digits 91939229001198
!
cs7 sms route-table
gsm-map Ssms-mo
ruleset SMSC-RULES
proxy-msg build dest-smsc use-gt
msc-proxy-addr tt 130
pc 1.4.5 digits 70957699911
modify-prefix dest-sme 4917920908 add 12345678
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Example of Routing with B-Address Binding

MLR with Dynamic B-Address Binding

The following example shows a configuration in which MLR uses dynamic B-address binding to select
aresult for a set of SMS-MO messages. The dest-sme-binding mode uses a weighted distribution
algorithm which binds a set of B-addresses to the same available result.

cs7 instance 0 mlr result MLR-BIND mode dest-sme-binding
pc 5.5.3 order 100 weight 20

pc 1.5.6 order 200 weight 40
pc 5.5.5 order 300 weight 15
pc 5.5.6 order 400 weight 60

|
cs7 instance 0 mlr address-table MLR-ADDRS
addr 1416
addr 1800
addr 2345
addr 919
!
cs7 instance 0 mlr ruleset MLR-RULES gsm-map
rule 100 sms-mo
dest-sme-table MLR-ADDRS
result group MLR-BIND
|
cs7 instance 0 mlr table MLR-TBL
trigger default ruleset MLR-RULES

Configuration Example of Address Modification

Thefollowing exampleillustrates how to use the MLR SRI-SM address modification enhancement. Rule
10 indicatesthat MLR should modify both the SCCP CgPA and MAP Service Center Addressfields. The
MSU isthen routed by MLR toward the original SCCP CdPA, which may include alocal GT translation
being performed by ITP.

cs7 variant itu
cs7 point-code 1-1-1

cs7 gtt selector el64 tt 0 gti 4 np 1 nai 4
gta 397777777 pcssn 3-1-1 gt
gta 3517777777 pcssn 3-1-1 gt

cs7 mlr modify-profile gsm-map SRISM sri-sm
orig-smsc prefix 2 351
cgpa gt prefix 2 351

cs7 mlr ruleset FROM_MMSC
rule 10 sri-sm default
orig-smsc 397777777
modify-profile SRISM
result route
!
cs7 mlr table SMS
trigger cdpa gt 3517777777 tt 0 gti 4 np 1 nai 4 result gt 397777777 tt 0 gti 4 np 1 nai 4
trigger cgpa gt 397777777 tt 0 gti 4 np 1 nai 4 ruleset FROM_MMSC
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Example of MLR Call Tracing

SMS-MO Proxy with Dynamic B-Address Binding

The following example shows a configuration in which MLR and Short Message Routing (SMR) are
used together to route MAP segmented and unsegmented SM S messages using dynamic B-address
binding. In thisexample, MLR is configured to route all segmented trafficto SMR (1.1.1isthelocal ITP
point code). MLR is configured to route all unsegmented traffic according to the MLR rules.

MLR Configuration

cs7 instance 0 mlr result MLR-BIND mode dest-sme-binding
pc 5.5.3 order 100 weight 20

pc 1.5.6 order 200 weight 40
pc 5.5.5 order 300 weight 15
pc 5.5.6 order 400 weight 60

cs7 instance 0 mlr address-table MLR-ADDRS
addr 1416
addr 1800
addr 2345
addr 919
!
cs7 instance 0 mlr ruleset MLR-RULES gsm-map
rule 10 sms-mo
multi-message-dialogue
result pc 1.1.1 ssn 8 //forward segmented messages to local ITP PC 1.1.1 for DSMR//
rule 20 sms-mo
dest-sme-table MLR-ADDRS //forward non-segmented “voting” traffic to voting SMSCs//
result group MLR-BIND
rule 100 sms-mo
dest-sme-table MLR-ADDRS
result group MLR-BIND
|
cs7 instance 0 mlr table MLR-TBL
trigger default ruleset MLR-RULES

SMR Configuration

cs7 sms ruleset SMS-RULES
rule 10 sms-mo
dest-sme-table MLR-ADDRS //DSMR can read MLR address-tables//
result group MLR-BIND //forward segmented "voting" traffic to voting SMSCs, DSMR can
read MLR result group//

cs7 sms gsm-map ssn 8
map-source-addr digits 987654321
smsc-map-version 2

cs7 sms route-table
gsm-map Sms-mo
ruleset SMS-RULES
msc-proxy-addr tt 236

Example of MLR Call Tracing

Thefollowing MLR Call Tracing exampletraces SM'S M O messages with a dest-sme prefixed with 1800.

cs7 mlr address-table MLR-ADDRS
addr 1416
addr 1800
addr 2345
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addr 919
!
cs7 mlr ruleset MLR-RULES gsm-map

rule 100 sms-mo
dest-sme-table MLR-ADDRS

result asname AS1

//MLR-RULES ruleset is configured//

!
cs7 mlr ruleset MLR-TRACING event-trace gsm-map//MLR-TRACING ruleset is configured//
//to trace SMS MO messages with//

rule 1 sms-mo
//dest-sme prefix 1800.//

dest-sme 1800

!

cs7 mlr table MLR-TBL
trigger default ruleset MLR-

!
monitor event-trace cs7 mlr enable //Event trace is enabled for MLR call tracing.//
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ITP Distributed Short Message Routing (DSMR)

Configuration Mode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

IP Transfer Point (ITP) Distributed Short Message Routing (DSMR) is a software feature that routes
global system for mobile (GSM) Short Message Service (SMS) messages.

With the assistance of afull-featured Short M essage Service Center (SMSC), DSMR can provide a cost
effective way to implement alarge capacity short message routing system suitable for applications such
as mass audience interaction and voting solutions. DSMR can also significantly reduce the SMS traffic
load on the legacy SM SC complex (and potentially on the core SS7 network) by providing delivery of a
Mobile Originated (MO) SMSto a Maobile Terminated (MT) or Application Terminated (AT) user.
DSMR also supports delivery of a Short Message Peer to Peer (SMPP) or Universal Computer Protocol
(UCP) Application Originated (AO) or deferral of the AO messages to a legacy SMSC.

Feature History for ITP Distributed Short Message Routing

Release Modification
12.2(25)SW DSMR Phase 1 functionality:

» Voting traffic and Mobile Originated-Application Terminated
(MO-AT) capability

12.2(25)SW1 DSMR Phase 2 functionality:
- Mobile Originated-Mobile Terminated (MO-MT)
« SMS status reports
« Mobile Number Portability (MNP) support

12.2 (25)SW3 DSMR Phase 3 functionality:

» Short message routing to process SM PP-UCP based application server
originated, mobile terminated (AO-MT) SM'S messages
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W Contents
12.2(25)SW4 DSMR Phase 4 functionality:
« UCP AO-MT message delivery procedure
- DSMR deferral of UCP application originated messages to an SMSC
(AO-AO)
- Call Data Record (CDR) Enhancements:
— New status records “undeliverable” and “ passed-on”
— Customizable filters for types Call Detail Record and
NotificationRecord
— Changes to the handling of “submitted” CDRs
12.2(25)SW5 SMS MO Proxy message modification
12.2(25)SW8 DSMR Phase 5 functionality:
» Rule based modification of A-address or B-address for gsm sms-mo,
ucp submit-sm, and smpp submit-sm operations
« modify-prefix command deprecated
» Delivery and deferral of SMPP submit_sm and data_sm messages to
mobile users (AO-MT and AO-AQ)
Finding Support Information for Platforms and Cisco 10S Software Images
Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.
Contents

« Prerequisites for DSMR, page 281

» Restrictions for DSMR, page 281

« Information About DSMR, page 281

» How to Configure DSMR, page 283

» Configuration Example for DSMR Mobile Originated M essage Handling, page 350

- Configuration Example for DSMR Application Originated Mobile Terminated (AO-MT) Delivery
Over UCP, page 352

- Configuration Example for DSMR Deferral of UCP Application Originated Messages to an SMSC
(AO-AO), page 353

- Configuration Example for DSMR Application Originated Mobile Terminated (AO-MT) Delivery
Over SMPP, page 354

« Configuration Examplefor DSMR Deferral of SMPP Application Originated Mesagesto AN SMSC
(AO-AO), page 357
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Prerequisites for DSMR

Prerequisites for DSMR

The DSMR feature uses a network-based system for archiving call detail records (CDR) and Natification
Records (NR). An external archival deviceisrequired to receive CDR and NR information from the ITP
and format that information into CDRsand NRsfor futureretrieval purposes. Thisarchival device should
be installed and configured prior to activating DSMR in alive environment. If no archival systemis
configured, no CDRs or NRs are generated by DSMR.

Restrictions for DSMR

When the ITP Multiple Instances feature is active, DSMR is capable of running in instance 0 only.
DSMR supports GSM MAP SMS traffic only.

Information About DSMR

DSMR allowsfor an SM S network architecture in which the responsibility for delivering short messages
isdistributed among DSMR nodes and traditional full-featured SM SCs. For example, the DSMR feature
can deliver some SM'S messages immediately while referring other messages to a full-featured SMSC.
DSMR can dramatically extend the capacity of a mobile service provider’s current SMS infrastructure.
Since all application-terminated SM S traffic can typically be delivered on thefirst attempt, using DSMR
can provide the additional infrastructure necessary to handle mass-audience-interaction SM S traffic,
such as messages sent in response to TV and radio votes or contests.

DSMR supports both Short M essage Peer-to-Peer Protocol (SMPP) and Universal Computer Protocol
(UCP) for the exchange of messages between a mobile operator’s network and various External Short
Message Entities (ESME) that receive application-terminated (AT) SM S messages. In addition, DSMR
is capable of delivering mobile originated messages directly to mobile destinations (MO-MT). DSMR
also enables the delivery of UCP message 51 and SMPP 3.4 submit_sm (and data_sm) application
originated (AO) messages to mobile users (AO-MT). For traffic that cannot be delivered immediately,
DSMRiscapable of deferring and |oad balancing messagesto full featured SM SCs. DSMR al so supports
deferral of UCP 51 and SMPP 3.4 (and data_sm) application originated messagesto an SMSC (AO-AO).

Call Detail Records and Notification Records

M essages processed by DSMR may completely bypass afull-featured SMSC. To allow for proper billing
of these messages, the ITP is capable of generating Call Detail Records (CDR) for messages that it
processes and Notification Records (NR) for message delivery notifications. The I TP uses a network
based system for transmitting CDR and NR information to an archival/retrieval system. The archival
device receives CDR and NR information from the I TP, applies appropriate formatting and filtering of
fields, and stores the records for later retrieval by a billing system.

DSMR Message Routing

The DSMR feature uses a powerful set of customizable routing rulesto direct SM S traffic, similar to the
system used by the ITP Multi-Layer Routing (MLR) feature. The rules provide a means for screening,

blocking, and routing messages. Each message is compared against the ordered list of rulesin aruleset,
continuing until the message is blocked, successfully routed, or until rules within the ruleset have been
exhausted. Multiple routing rules are permitted, allowing for backup routing after failure or outages are
detected. For example, if amessage cannot be routed to an ESME because no SMPP session is available,
abackup rule could direct that message to a full-featured SM SC for future store-and-forward routing to
the destination.
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DSMR uses the following configuration constructs to facilitate routing of short messages:

route-table
The route table allows the specification of the types of incoming messages that will be accepted for
processing and indicates which ruleset to use for a given traffic type.

ruleset

Rulesets describe alist of rulesto traverse in an ordered fashion. Within each rule, checks can be
made to compare the configured parameters to the message being processed. For example, origin
IMSI, source address, destination address, etc. may be compared withinan SMS MO rule. If arule
matches the inbound message, the corresponding result configured within the rule submode will be
executed. The rules are traversed until the message is blocked, successfully routed, or until all rules
within the ruleset have been exhausted.

address-table

Address tables are referred to by rules and allow the listing of large numbers of addresses to be
compared during a specific rule. Address tables can be saved and loaded from flash memory or
external servers.

result
Configured within the rule submode or within an address table, aresult specifies the action to be
performed on messages matching the rule. The following actions are supported:

— result block: A negative acknowledgement is sent to the requester.

— result next-rule: Proceed to the next rule within the ruleset.

— result rule: Skip to the specified rule found later in the ruleset.

— result pc: Attempt to route this request to an SM SC, routing to the SMSC's point code address.
— result gt: Attempt to route this request to an SMSC, routing to the SMSC’s global title address.

— result deliver-mt: Attempt to deliver this message to a mobile destination. The ITP queries the
destination mobile’s HLR for location information and forwards the message directly to the
MSC or SGSN currently supporting the destination mobile.

— result group: A result group table lists the set of possible routing destinations along with the
associated algorithm used to select among the destinations.

— result obtain-orig-imsi: Attempt to obtain the origin IM S| of the SMS MO message. If the origin
IMSI is not known, then DSMR queries the originating mobile’s HLR.

result groups

Result groups describe a system for load balancing and failover for various acceptable destinations
for a message. Result group type ESME is used to send messages to a group of SMPP or UCP
destinations. Result group type SMSC is used to route messages to a group of SMSCs.
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How to Configure DSMR

This section describes the tasks to configure and monitor DSMR. Each section includes a sample
configuration for that task. The complete DSMR configuration is presented with an illustration in the
“Configuration Example for DSMR Mobile Originated Message Handling” section on page 350.

Configuring a Call Detail Record (CDR) and Notification (NR) Archival System, page 283
Configuring SMPP or UCP Connectivity, page 285

Configuring SM'S Groups, page 293

Creating and Managing SM S Address Tables, page 308

Configuring an SMS MSC Table, page 319

Configuring SM S Rulesets, page 320

Configuring the SM S Transport Parameters, page 336

Configuring the SM S Route Table, page 339

Monitoring DSMR, page 346

Configuring a Call Detail Record (CDR) and Notification (NR) Archival System

SUMMARY STEPS

Call Detail Records (CDRs) are generated for each SM'S message processed by the DSMR. A
Notification Record (NR) may also be generated for an SMS message, if the original message requested
notification.

DSMR uses the assistance of a network-based archival device to store CDRs and NRs, and to generate
the information into an ASN.1 format.

This section describes how to configure the I TP to connect to one or more archival devices.

Configuration of an archival systemisoptional. If not configured, no CDRs or NRswill be generated by
DSMR.

© © N o g &~ w N
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enable

configure {terminal | memory | network}

cs7 cdr destination name [remote-port remote-ip-addr local-ip-addr]
tx-window window-value

exit

cs7 cdr service service-name

destination name share-value

congestion-threshold percentage

queue-depth depth

share-mode { cost | weight-rr}
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 cdr destination name [remote-port
remote-ip-addr local-ip-addr]

Example:
ITP (config)# cs7 cdr destination CDR1 8000
10.10.1.100 10.10.2.15

Specifies a CDR archive destination and enables CS7 CDR
destination configuration mode.

Address and port must be specified for new destination.
Only the name argument is required for subsequent
reference to that destination.

tx-window window-value

Example:
ITP (config-cs7-cdr-dest)# tx-window 500

(Optional) Specifies the tx-window value for a CDR
destination. Valid range is 10 to 1000. The default is 20.

exit

Example:
ITP (config-cs7-cdr-dest) # exit

Exits to global configuration mode.

cs7 cdr service service-name

Example:
ITP (config)# cs7 cdr service CDR1

Specifies a CDR service and enables CS7 CDR service
configuration mode.

destination name share-value

Example:
ITP (config-cs7-cdr-ser)# destination CDR1 1

Specifies or updates a CDR destination and share value
within aservice. Valid share-value range is 1 to 100. There
is no default.

congestion-threshold percentage

Example:
ITP (config-cs7-cdr-ser)# congestion-threshold
75

(Optional) Specifies the congestion-threshold in percent.
The valid range is 0 to 99%. 0 specifies never report
congestion. 99 specifies report congestion when 99% is
reached. The default is 80%.

queue-depth depth

Example:
ITP (config-cs7-cdr-ser)# queue-depth 10000

(Optional) Specifies the available queue depth for the CDR
service. The depth is dependant on available system
memory and represents the number of CDRs that may be
gueued while awaiting acknowledgement from the CDR
destination. The valid rangeis 1000 to 1000000 CDRs. The
default is 5000 CDRs.
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Command or Action Purpose

Step10 share-mode {cost | weight-rr} (Optional) Specifies the distribution mode within the
service. The valid share modes are cost and weight-rr. The
default share mode is cost.

Example:
ITP (config-cs7-cdr-ser)# share-mode weight-rr

Examples

The following example shows a CDR archival system configuration.

cs7 cdr destination CDRDEST1 8000 172.18.40.31 172.18.40.41

cs7 cdr destination CDRDEST2 8000 172.18.44.136 172.18.40.41
!

cs7 cdr service CDRSERV1
share-mode cost
destination CDRDEST1 1
destination CDRDEST2 2

What to Do Next

Configure SMPP or UCP Connectivity

Configuring SMPP or UCP Connectivity

The Short Message Peer-to-Peer protocol (SMPP) is an open industry standard protocol designed for the
transfer of short message data over a TCP/IP network between an SMSC and an SM S application system.

The Universal Computer Protocol (UCP), apredecessor to SMPP, isan industry protocol for the transfer
of short message data over TCP/IP between an SMSC and an SM S application system.

Either SMPP or UCP may be used for communication between the I TP as an External Short Message
Entity (ESME) or SMSC. SMPP connections are generally preferred because of the feature-rich,
industry standard SMPP version 3.4 protocol. However, UCP is still commonly used by applications that
have not yet implemented the SM PP protocol.

In this section you provision the local interfaces and ports that will be involved in SMPP/UCP traffic.
Optionally, you can also specify and tune SMPP/UCP session parameters by either of 2 methods:

« You can create a profile of SMPP or UCP session parameters and then invoke the profile when you
configure an SMPP or UCP session. If thisisyour plan, first perform the task Tuning SMPP or UCP
Session Parameters in a Profile, page 288 then perform the task Configuring an SMPP or UCP
Session, page 285.

» You can specify session parametersindividually asyou configure SM PP or UCP connectivity. If this
isyour plan, perform the task Tuning SMPP or UCP Session Parameters Individually, page 291.

Configuring an SMPP or UCP Session

This task provisions the local interfaces and ports that will participate in SMPP or UCP traffic.

S

Note If you have already configured a profile of session parameters, you can invoke the profile during step 4
of thistask. This task does not include the steps for specifying session parameters.
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SUMMARY STEPS

enable

> wopoe

DETAILED STEPS

configure {terminal | memory | network}
cs7 sms{smpp | ucp} local-port local-ip local-ip-addr [dynamic]
destination dest-name remote-ip-addr remote-port [smsc] [profile profile-name]

Command or Action

Purpose

Step 1 enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

Step2  configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

Step 3 cs7 sms {smpp | ucp} local-port local-ip
local-ip-addr [dynamic]

Example:
ITP (config)# cs7 sms smpp 5000 local-ip
10.10.10.200 dynamic

Provisions the local interfaces and ports that will be
involved in the SMPP or UCP traffic. When the optional
keyword dynamic is specified, no |P address validation is
performed on incoming session activation attempts.
However, UCP- or SMPP-level validation (session ID and
password) is still performed.

This command enables CS7 SMS SMPP or CS7 SMS UCP
configuration mode.

Step 4 destination dest-name remote-ip-addr
remote-port [smsc] [profile profile-name]

Example:
ITP (cfg-cs7-sms-smpp) # destination OFFISLAND
10.10.20.1 6000 profile MMPROFILE

(Optional) Identifies an SMPP or UCP session partner.

The smsc keyword indicatesthat the session will be used for
connection to an SMSC. DSMR will connect out to the
SMSC for this session type once it is associated with a
result group.

This command is used to define a session to the SMSC if
you are configuring for deferral of SMPP or UCP AO
messages to a full featured SMSC (AO-AO).

Thiscommand is not required if you specified the dynamic
keyword in Step 3. However, specifying dynamic does not
disallow specific destinations to be configured. For
example, you might configure a specific parameter on one
session, but leave the default on all the others.

The profile keyword can be used only if you have already
created a session profile. Creating a session profileis
discussed in Tuning SMPP or UCP Session Parametersin a
Profile, page 288.

The destination command enables the CS7 SM S session
parameters configuration mode.
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What to Do Next

If you did not apply an SMPP or UCP profile in Step 4 of the above task, and you wish to specify
individual parameters for the session you just provisioned, go to the “Tuning SMPP or UCP Session
Parameters Individually” section on page 291 and begin at Step 5.

Otherwise, you are ready to perform the task “Configuring SMS Groups, page 293.”
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Tuning SMPP or UCP Session Parameters in a Profile

This task creates a profile of SMPP or UCP session parameters that can be applied by reference to a
session partner. After creating a profile, you invoke the profile when you specify the destination of a
session partner.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. cs7sms{smpp | ucp} profile name
4. id {system-id | ucp-addr} [type system-type] [password password]
5. bind-type {any | receiver | transceiver | transmitter}
6. inactivity-timer {off | msec}
7. keepalive-timer msec
8. response-timer msec
9. send-window operations
10. session-init-timer msec
11. optional-parms calling-party
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step2 configure {terminal | memory | network} Enables global configuration mode.
Example:
ITP# configure terminal

IP Transfer Point
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Configuring SMPP or UCP Connectivity

Command or Action

Purpose

cs7 sms {smpp | ucp} profile name

Example:
ITP (config)#cs7 sms smpp profile PROFILE-5

Creates a profile of parameters that you can then invoke in
the destination command to enable the parameters for that
SMPP/UCP session partner. You can also create an
SMPP/UCP profile named “default” to be used for all
sessions that do not have a profile specifically configured.
The cs7 sms {smpp | ucp} profile command enables CS7
SM S profile parameters configuration mode.

id {system-id | ucp-addr} [type system-typel
[password password]

Example:
ITP (cfg-cs7-sms-profile-parms)# id 5 type 5
password five

(Optional) Specifies SMPP or UCP parameters used to
correlate sessions between an ESME and SMSC.

» system-id Specifies the system identifier for SMPP
connections.

e ucp-addr Specifiesthe UCP address.

« system-type Used only for SMPP connections.
Specifies the SMPP system type.

« password Specifiesthe SMPP or UCP password.

bind-type {any | receiver | transceiver
transmitter}

SMPP only.
Example:

ITP (cfg-cs7-sms-profile-parms)# bind-type
transmitter

(Optional) Specifies the SMPP bind type. Received SMPP
bindswill be checked against this parameter and rejected if
they do not match. Valid bind types are any, receiver,
transceiver, and transmitter. The default is any.

The bind-type command can be configured for SMPP only;
it does not apply to UCP.

inactivity-timer {off | msec}

Example:
ITP (cfg-cs7-sms-profile-parms) #
inactivity-timer 5000

(Optional) Specifies the session inactivity timer value, in
milliseconds. Valid range is 1000 to 9000000 ms. The UCP
default is off. The SMPP default is 300000 ms.

keepalive-timer msec
SMPP only.
Example:

ITP (cfg-cs7-sms-profile-parms) # keepalive-timer
10000

(Optional) Specifies the time lapse, in milliseconds,
between sending SM PP enquire-link operations on an idle
SMPP connection. Valid range is 500 to 120000 ms. The
default is 30000 ms.

The keepalive-timer command can be configured for
SMPP only; it does not apply to UCP. The keepalive-timer
value should not exceed the inactivity-timer value.

response-timer msec

Example:
ITP (cfg-cs7-sms-profile-parms)# response-timer
5000

(Optional) Specifies the time lapse, in milliseconds,
allowed between an SMPP/UCP request and the
corresponding SMPP/UCP response. Valid range is 1000 to
10000 ms. The default is 5000 ms.
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Command or Action

Purpose

Step9  send-window operations (Optional) Specifies the number of simultaneous
SMPP/UCP operations that are permitted to be outstanding
. (sent but not yet responded to) at one time. Valid rangeis 1
Example: 100 operations. The default is 10 operati
ITP (cfg-cs7-sms-profile-parms)# send-window 50 to Operetions. N g Operaiions.
Step10 session-init-timer msec (Optional) Specifies the time lapse, in milliseconds,
allowed between a network connection being established
Example: and the establishment of the SMPP/UCP connection. Valid
ITP (cfg-cs7-sms-profile-parms) # range is 500 to 120000 ms. The default is 500 ms.
session-init-timer 10000
Step1l optional-parms calling-party (Optional) Specifies that the original SCCP CgPA and
CdPA addresses should be provided in an SMPP deliver_sm
) message as a vendor-specific optional parameter (Code
Example: OX3EFE
ITP (cfg-cs7-sms-profile-parms)# optional-parms X )
calling-party
Examples
The following example shows a pre-configured SM PP session parameters profile that can be referenced
from an SM PP session configuration:
cs7 sms smpp profile PROFILE-5
id 5 type 5 password five
bind-type transmitter
keepalive-timer 60000
!
cs7 sms smpp 5001 local-ip 10.10.10.200
destination SMPP-SMSC 10.10.10.201 profile PROFILE-5 smsc
What to Do Next

You can apply the profile of session parameters to an SMPP/UCP session partner. To do this, perform
the task “ Configuring an SMPP or UCP Session, page 285.”
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Tuning SMPP or UCP Session Parameters Individually

This task specifies the session parameters individually for the SMPP/UCP session partner.

~

Note  If you have already performed steps shown in steps 1 — 4, then, depending on your needs, configure any
or al of the parametersin steps 5 — 11 in any order. Steps 6 and 8 apply to an SMPP profile only.

SUMMARY STEPS

enable

inactivity-timer {off | msec

keepalive-timer msec

© © N o g M w0 bR

r%ponse—timer msec

-
o

send-window operations

. session-init-timer msec

[N
[N

DETAILED STEPS

Step 1

Step 2

Step 3

configure {terminal | memory | network}

cs7 sms{smpp | ucp} local-port local-ip local-ip-addr [dynamic]
destination dest-name remote-ip-addr remote-port [smsc]

id { system-id | ucp-addr} [type system-type] [password password]
bind-type{any | receiver | transceiver | transmitter}

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 sms {smpp | ucp} Iocal-port local-ip
local-ip-addr [dynamic]

Example:
ITP (config)# cs7 sms smpp 5000 local-ip
10.10.10.200 dynamic

Provisions the local interfaces and ports that will be
involved in the SMPP/UCP traffic. The optional keyword
dynamic indicates that SMPP/UCP session partners
connecting on this port need not be specifically listed as a
destination under this port. This allows sessions to start
with no | P address validation on the remote | P address/port.

This command enables CS7 SMS SMPP or CS7 SMS UCP
configuration mode.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Command or Action

Purpose

destination dest-name remote-ip-addr
remote-port [smsc]

Example:
ITP(cfg-cs7-sms-smpp)# destination OFFISLAND
10.10.20.1 6000

(Optional) Identifies an SMPP or UCP session partner.

The optional smsc keyword indicates that the session will
be used for connection to an SMSC. Use the smsc keyword
to define a session to the SMSC if you are configuring for
deferral of SMPP or UCP AO messages to afull featured
SMSC (AO-AQ). DSMR will connect out to the SMSC for
this session type once it is associated with a result group.

This command is optional if you specified the dynamic
keyword in Step 3. Otherwise, specify the session partner.
The destination command enables CS7 SM S session
parameters configuration mode.

id {system-id | ucp-addr}
[password password]

[type system-typel

Example:
ITP(cfg-cs7-sms-session-parms)# id smpp

(Optional) Specifies SMPP or UCP parameters used to
correlate sessions between an ESME and SMSC.

- system-id Specifies the system identifier for SMPP
connections.

e ucp-addr Specifiesthe UCP address.

« system-type Used only for SMPP connections.
Specifies the SMPP system type.

« password Specifiesthe SMPP or UCP password.

bind-type {any | receiver | transceiver
transmitter}

SMPP only
Example:

ITP (cfg-cs7-sms-session-parms)# bind-type
transmitter

(Optional) Specifies the SMPP bind type. Received SM PP
binds will be checked against this parameter and rejected if
they do not match. Valid bind types are any, receiver,
transceiver, and transmitter. The default is any.

The bind-type command can be configured for SMPP only;
it does not apply to UCP.

inactivity-timer {off | msec}

Example:
ITP (cfg-cs7-sms-session-parms) #
inactivity-timer 5000

(Optional) Specifies the session inactivity timer value, in
milliseconds. Valid range is 1000 to 9000000 ms. The UCP
default is off. The SMPP default is 300000 ms.

keepalive-timer msec
SMPP only
Example:

ITP (cfg-cs7-sms-session-parms) # keepalive-timer
1000

(Optional) Specifies the time lapse, in milliseconds,
between sending SM PP enquire-link operations on an idle
SMPP connection. Valid range is 500 to 120000 ms. The
default is 30000 ms.

The keepalive-timer command can be configured for
SMPP only; it does not apply to UCP. If the
inactivity-timer is configured (Step 7), the
keepalive-timer value should be less than the
inactivity-timer value.

response-timer msec

Example:
ITP (cfg-cs7-sms-session-parms) # response-timer
5000

(Optional) Specifies the time lapse, in milliseconds,
allowed between an SMPP request and the corresponding
SMPP/UCP response. Valid range is 1000 to 10000 ms. The
default is 5000 ms.
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Command or Action Purpose

Step10 send-window operations (Optional) Specifies the number of simultaneous

Example:

ITP (cfg-cs7-sms-session-parms)# send-window 50

SMPP/UCP operations that are permitted to be outstanding
(sent but not yet responded to) at one time. Valid rangeis 1
to 100 operations. The default is 10 operations.

Step1l session-init-timer msec (Optional) Specifies the time lapse, in milliseconds,

Example:

ITP (cfg-cs7-sms-session-parms) #
session-init-timer 1000

allowed between a network connection being established
and the establishment of the SMPP/UCP connection. Valid
range is 500 to 120000 ms. The default is 500 ms.

Examples

What to Do Next

The following example configures an SMPP session and destination and 3 session parameters.

cs7 sms smpp 5001 local-ip 10.10.10.200
desalination SMPP-SMSC 10.10.10.200 5000 smsc
id 5 type 5 password five
keepalive-timer 60000
send-window 10

Configure SM'S Groups.

Configuring SMS Groups

Note

An SMSC group identifies a set of resources capable of receiving or sending (ESME only) a short
message. There are two types of groups, ESME and SMSC.

ESME groups are used to route short messages directly to External Short Message Entities over SMPP
or UCP or to allow message submission requests from the ESME.

SMSC groups are used to route short messages to a complex of SMSCs.

When routing messages to either an ESME or SM SC group, the group identifies a group of resourcesto
process traffic. The group lists the appropriate resources and the mechanism used to select asingle
member for agiven packet. State information is determined for each possible destination. Only available
destination are considered for routing. Note, however, that the distribution algorithms consider GT
results as always available. Ensure that the proper GT configuration isin place and available for GT
routing.

DSMR provides two group distributions modes: weighted round-robin (WRR) and dynamic B-address
binding.

The WRR and dynamic B-address binding modes apply only to SM SC groups.

The weighted round-robin (WRR) distribution algorithm properly balances SMS workload to servers
of varying capacity. Each server within an SMSC group is assigned a server weight from 0 to 10. The
value of 0 indicates that the server is a backup, and should only be used when all of the serversin the
group with a non-zero weight have failed. Congested resources are used only if no available,
non-congested destinations exist.
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Dynamic B-address binding uses a hashing algorithm based on the message’'s B-address to determine
which group member (SM SC) a message is to be routed to for delivery. The algorithm will select the
same group member (SMSC) each time based on the B-address to prevent out-of-order messaging.
SMSCs with greater capacity are configured as such using the weight parameter. The group members
(SMSCs) are inserted using the order parameter. If an unplanned SM SC outage occurs (in other words,
if agroup member isunavailable), then the messages destined for the unavailable SMSC are rerouted to
the remaining SM SCs. Note that an SM SC outage does not affect the mapping for available SMSCs. This
algorithm handles routing of alphanumeric B-addresses, as well as numeric B-addresses.

SMS MO Proxy sms-mo messages can use MLR result groups with WRR or dest-sme-binding modes.
This ITP enhancement was introduced with Cisco 10S Release 12.2(25)SW4 to simplify configuration
since both SMS MO Proxy and MLR dest-sme-binding result groups must be identically configured in
an SMS MO Proxy solution. However, DM SR does not currently support asname group members within
an SMS group, so DSMR can reference only MLR groups that contain no asname group members.

This section describes the following tasks for configuring groups:
« Configuring an ESME Group for Defined SMPP or UCP Sessions, page 294

Perform thistask if you used the destination command to identify a specific SMPP or UCP session
partner when you configured SMPP or UCP connectivity.

« Configuringan ESME Group for Dynamic SM PP or UCP Sessions, page 298

Perform this task if you included the dynamic keyword to enable dynamic session partners when
you configured SMPP or UCP connectivity.

- Configuring an SMSC Group, page 302
Perform this task if you are configuring an SMSC group.
« Configuring an SMSC Group for Defined UCP Sessions, page 305

Perform thistask if you used the destination command and smsc keyword to identify a specific UCP
session partner when you configured SM PP or UCP connectivity. The smsc keyword indicates that
the session will be used for connection to an SMSC.

« Configuring an SMSC Group for Defined SM PP Sessions, page 307

Perform this task if you used the destination command and smsc keyword to identify a specific
SMPP session partner when you configured SMPP or UCP connectivity. The smsc keyword
indicates that the session will be used for connection to an SMSC.

Configuring an ESME Group for Defined SMPP or UCP Sessions

~

Note

SUMMARY STEPS

Configuring an ESME group for defined UCP sessions requires that you have already assigned an SM PP
or UCP session. See the “Configuring an SMPP or UCP Session” section on page 285.

Perform this task if you used the destination command to identify a specific SMPP or UCP session
partner when you configured SMPP or UCP connectivity.

enable
configure {terminal | memory | network}

CS7 SMS group name esme

> W

smpp session-name [weight weight]
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10. queue-limit operations
11. queue-timer msec

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

ucp session-name [weight weight]
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esme cdr consolidation consolidation-string

esme delivery-receipt {inhibit | data {formatted | echo size}}
esme submit-mode default ack {delivery | immediate} [single-shot]

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 sms group name esme

Example:
ITP (config)#cs7 sms group OFFISLAND esme

Specifies the group name and group type. Group types are
esme or smsc. In thistask we are specifying a group of type
ESME. This command enables CS7 SMS group
configuration mode, in which you can configure specific
ESME parameters and enable the SM S routing subsystem to
properly characterize the routing of the message.

smpp session-name [weight weight]

Example:
ITP (cfg-cs7-sms-group) # smpp SESS1 weight 3

Specifies an SMPP session as a member of the group.

» session-name ldentifies the session name to be
included in the group. Thisis the name you assigned
with the destination command when you configured
SMPP connectivity.

« weight Assignsaweight value for this session within
the weighted round robin facility of the group.

- weight Identifies aweight value in the range 0 to10.

ucp session-name [weight weight]

Example:
ITP (cfg-cs7-sms-group) # ucp SESS2 weight 2

Specifiesthat messageswill berouted on a UCP session and
specifies UCP sessions as members of the group.

« session-name |dentifies the session name to be
included in the group. Thisis the name you assigned
with the destination command when you configured
UCP connectivity.

« weight Assignsaweight value for this session within
the weighted round robin facility of the group.

- weight Identifies aweight value in the range 0 to10.
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Step 6

Step 7

Step 8

Command or Action

Purpose

esme cdr consolidation consolidation-string

Example:
ITP (cfg-cs7-sms-group)# esme cdr consolidation
1

The esme cdr consolidation command allows
configuration of the consolidation field of the CDR.

« consolidation-string Identifiesalto5 character string
to place in the call detail record (CDR) consolidation
string when a message is routed to this group.

esme id id-num

Example:
ITP (cfg-cs7-sms-group) # esme id 100

The esme id command specifies an ESME (large account)
ID.

e id-num ESME (large account) identifier. Valid range
isfrom 100 to 99999. (Thisidentifier isused as a
default source address and as the
alternate-destination-address field of the CDR.)

esme delivery-receipt {inhibit | data
{formatted | echo size}}

Example:
ITP (cfg-cs7-sms-group) # esme delivery-receipt
data formatted

The esme delivery-receipt command specifies the
generation and format of delivery receipts.

« inhibit Specifiesthat delivery receipt will not be
generated, even if requested in a submitted message.

- data Specifiesthe content of the delivery-receipt
message payload.

The default format for UCP delivery receipt content is
in the form:

Message for dest-sme with identification
message-id status-string

The default format for SMPP delivery receipt content is
SM SC vendor specific, but the following is atypical
example:

id:id sub:num dlvrd:num submit date:date
done date: date stat:status err:text

- formatted Specifiesthat the delivery receipt payload
will be formatted according to the example above.

« echo Specifiesthat the delivery receipt payload will
be a copy of the user data specified in the original
submitted message.

« size Specifiesthe maximum number of octets to be
copied from the original message submission into the
delivery receipt payload.
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Command or Action Purpose
Step9  esme submit-mode default ack {delivery | The esme submit-mode command specifies how submitted
immediate} [single-shot] messages from the ESME will be handled.

« default Specifiesthe default options for submitted

Example: messages. Submit-mode specified in the submitted
ITP (cfg-cs7-sms-group) # esme submit-mode message will override the ESM E-specific defaults.
default ack delivery

« ack Specifiesthe default acknowledgement behavior.

» delivery Specifiesthat DSMR will acknowledge the
submitted message after processing it (which may
include an attempt to deliver the message).

- immediate Specifiesthat DSMR will acknowledge
the submitted message immediately (before attempting
to deliver it).

« single-shot (Optional) Specifiesthat only asingle
delivery attempt will be allowed for a submitted
message.

Step10 queue-limit operations The queue-limit command specifies the maximum number
of queued operations in the outbound group send queue.
_ Valid range is 0 to 100000 operations.
Example:
ITP (cfg-cs7-sms-group) # queue-limit 1000 The default is no queue-limit, which means no queue-limit
is enforced.
Step1l queue-timer msec The queue-timer command specifies the maximum time a
request can remain on the outbound group send queue
Example: before the request is timed out and allowed to continue to
ITP (cfg-cs7-sms-group) # queue-timer 60000 the next routing rule. Valid range is 0 to 600000 ms.
The default is 5000 ms.
What to Do Next

Configure SMS Address Tables (Optional)
Configure SM S Rulesets
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Configuring an ESME Group for Dynamic SMPP or UCP Sessions

Perform this task if you included the dynamic keyword to enable dynamic session partners when you
configured SMPP or UCP connectivity. (The dynamic option indicates that SM PP/UCP session partners
connecting on the port need not be specifically listed as a destination under this port. This allows SM PP
or UCP sessions to start with no IP connection validation on the remote | P address/port.) Use one of the
match commands (steps 4, 5, or 6) to specify how to associate dynamic sessions to a group.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. CS7 smsgroup name esme
4. match ip ip-address {port | any} [profile profile-name] [weight weight]
5. match smpp id system-id [type system-type] [password password]
6. match ucp id ucp-addr [password password)]
7. esme cdr consolidation consolidation-string
8. esmeid id-num
9. esmedelivery-receipt {inhibit | data {for matted | echo size}}
10. esme submit-mode default ack {delivery | immediate} [single-shot]
11. queue-limit size
12. queue-timer time

IP Transfer Point
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
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Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 sms group name esme

Example:
ITP (config)#cs7 sms group GRP1 esme

Specifiesthe group table name and group type. Group types
are esme or smsc. In thistask we are specifying a group of
type ESME. This command enables CS7 SMS group
configuration mode, in which you can configure specific
ESME parameters and enable the SM S routing subsystem to
properly characterize the routing of the message.

match ip ip-address {port | any}
profile-name] [weight weight]

[profile

Example:
ITP (cfg-cs7-sms-group) # match ip 10.10.10.200
any

Matches an inbound session to agroup. Thisoperand allows
dynamic sessionsthat match this parameter to be associated
with this group by partner |P address and optional port
number.

match smpp id system-id [type system-typel
[password password]

Example:
ITP (cfg-cs7-sms-group) # match smpp id SYSTEM1
password MYPASSWORD type esme

If esmeis configured on the group, the match smpp id
command is used to match an inbound session to the proper
group. Configuring this operand verifies SMPP session
parameters for all SMPP sessions on the group, and allows
dynamic SM PP sessions that match these parameters to be
associated with this group.

- gystem-id ldentifiesthe SMPP system identifier for
SMPP connections that should be associated with this
group

- system-type ldentifiesthe SMPP system type for
SMPP connections that should be associated with this
group.

« password ldentifiesthe SMPP password for SMPP
connections that should be associated with this group

match ucp id ucp-addr [password password]

Example:
ITP (cfg-cs7-sms-group)# match ucp id 123456789
password MYPASSWORD

If esme is configured on the group, the match ucp id
command is used to match an inbound session to the proper
group. Configuring this operand verifies UCP session
parameters for all sessions on the group, and allows
dynamic UCP sessions that match these parameters to be
associated with this group.

« ucp-addr Identifiesthe UCP address.
- password ldentifies the UCP password.
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Command or Action

Purpose

Step 7 esme cdr consolidation consolidation-string

Example:
ITP (cfg-cs7-sms-group)# esme cdr consolidation
1

If esme is configured on the group, the esme cdr
consolidation command allows configuration of the
consolidation field of the CDR.

« consolidation-string Identifiesalto5 character string
to place in the call detail record (CDR) consolidation
string when a message is routed to this group.

Step8  esme id id-num

Example:
ITP (cfg-cs7-sms-group) # esme id 100

If esmeis configured on the group, the esme id command
specifies an ESME (large account) ID.

e id-num ESME (large account) identifier. Valid range
is100 to 99999. (Thisvalueis used as a default source
address and as the alternative-destination-address field
of the CDR.)

Step9  esme delivery-receipt {inhibit | data
{formatted | echo size}}

Example:
ITP (cfg-cs7-sms-group) # esme delivery-receipt
data formatted

Specifies the generation and format of delivery receipts.

« inhibit Specifiesthat delivery receipt will not be
generated, even if requested in a submitted message.

- data Specifiesthe content of the delivery-receipt
message payload.

The default format for UCP delivery receipt content is
in the form:

Message for dest-sme with identification
message-id status-string

The default format for SMPP delivery receipt content is
SM SC vendor specific, but the following is atypical
example:

id:id sub:num dlvrd:num submit date:date
done date: date stat:status err:text

- formatted Specifiesthat the delivery receipt payload
will be formatted according to the example above.

« echo Specifiesthat the delivery receipt payload will
be a copy of the user data specified in the original
submitted message.

« size Specifiesthe maximum number of octets to be
copied from the original message submission into the
delivery receipt payload.
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Command or Action

Purpose

Step10 esme submit-mode default ack {delivery |
immediate} [single-shot]

Example:
ITP (cfg-cs7-sms-group) # esme submit-mode
default ack delivery

The esme submit-mode command specifies how submitted
messages from the ESME will be handled.

« default Specifiesthe default options for submitted
messages. Submit mode specified in the submitted
messages will override the ESME-specific defaults.

- ack Specifiesthe default acknowledgement behavior.

» delivery Specifiesthat DSMR will acknowledge the
submitted message after processing it (which may
include an attempt to deliver the message.

- immediate Specifiesthat DSMR will acknowledge
the submitted message immediately (before processing
it).

« single-shot (Optional) Specifiesthat only asingle
delivery attempt will be allowed for a submitted
message.

Step1ll queue-limit size

Example:
ITP (cfg-cs7-sms-group) # queue-limit 1000

Specifies the maximum number of queued operationsin the
outbound group send queue. Valid range is 0 to 100000
operations.

The default isno queue-limit, which means no queue-limit
is enforced.

Step12 queue-timer time

Example:
ITP (cfg-cs7-sms-group) # queue-timer 60000

Specifies the maximum time a request can remain on the
outbound group send queue before the request is timed out
and allowed to continue to the next routing rule. Valid range
is 0 to 600000 ms.

The default is 5000 ms.

Examples

The following example shows the configuration of two groups for dynamic SMPP and UCP sessions.

cs7 sms group GRP2 esme

match smpp id ESME2 type esme password PASS2

match ip 172.10.22.1 4000
match ip 172.10.22.1 4001
|

cs7 sms group GRP3 esme

match ucp id 01234567 password UCPPASS

match ip 172.15.1.1 3001
match ip 172.15.1.2 3001

esme delivery-receipt data formatted

esme submit-mode ack immediate single-shot
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3. ¢s7 smsgroup nhame [esme | smsc protocol { gsm-map [mode [wrr | dest-sme-binding]] | ansi-41
[mode [broadcast]] | ucp [mode [wrr | dest-sme-binding]] | smpp [mode [wrr |

Configuring an SMSC Group

Perform this task if you are configuring an SMSC group.
SUMMARY STEPS

1. enable

2. configure {terminal | memory | network}

dest-sme-binding]]}]

4, pcpc[ssn ssn] order order [weight weight]

5. gt addr-string [tt tt [gti gti] [np np nai nai]] [order order] [weight weight]
DETAILED STEPS

Step 1

Step 2

Step 3

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 sms group name [esme | smsc protocol {gsm-map
[mode [wrr | dest-sme-binding]] | ansi-41 [mode
[broadcast]] | ucp [mode [wrr |
dest-sme-binding]] | smpp [mode [wrr |
dest-sme-binding]l]}]

Example:
ITP (config)#cs7 sms group GRP2 smsc

Specifies the group name and result group type. Group
types are esme or smsc. In this task we are specifying a
group of type SMSC. This command enables CS7 SMS
group configuration mode, in which you can list the
destinations that are members of this group.
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Command or Action

Purpose

&Ep4 pc pc [ssn ssn] [order order] [weight weight]

Example:
ITP(cfg-cs7-sms-group)# pc 1.1.1 order 10 weight
20

If smsc is configured on the group, the pc commands
specifies that messages will be routed using point code.

pc ldentifies the point code to be included as a
routing destination in the group.

ssn ssn Indicates the ssn should be modified when
routing the message. | dentifies the subsystem
number in the range 2 to 255.

order order Required for (and present only in the
CLI for) dest-sme-binding mode. Not an option for
WRR. Specifies the order in which the group
members are stored in the group. Aninteger valuein
the range of 1 to 1000.

weight weight Specifies load balancing weight.
For dest-sme-binding mode, an integer value in the
range 1 to 2147483647. Default is 1.

For wrr mode, an integer valuein therange of O to 10.
Default is 1.

Step 5 gt addr-string [tt tt [gti gti] [np np nai nai]]
[order order] [weight weight]

Example:
ITP(cfg-cs7-sms-group)# gt 11111111 tt 0 gti 4 np
1 nai 4 weight 1

Specifiesan outbound global title destination from within
agroup. GT group members are always considered
available by the distribution algorithms.

tt tt Identifiesatranslation type specified within the
address. Integer in the range 0 through 255.

gti gti ldentifies the global title indicator for the
specified address. This value is only specified when
the variant is ITU or China. Integer value of 2 or 4.

np np ldentifiesthe numbering plan of the specified
address. Only configured when the gti parameter
valueis 4. Integer in the range 0 to 15.

nai nai |dentifiesthe nature of the specified address.
Configured only when the gti parameter valueis 4.
Integer in the range O to 127.

order order Required for (and present only in the
CL1I for) dest-sme-binding mode. Not an option for
wrr mode. Specifies the order in which the group
members are stored in the group. An integer valuein
the range of 1 to 1000.

weight weight Specifies load balancing weight.
For dest-sme-binding mode, an integer value in the
range 1 to 2147483647. Default is 1.

For wrr mode, an integer value in the range of 0 to
10. Default is 1.

Examples

The following example shows the configuration of an SMSC group named SM SCGRP.

cs7 sms group SMSCGRP smsc
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pc 3.1.2 weight 1
pc 3.1.3 weight 1

The following example configures an SM S group named POSTPAY, with tt=0, gti=4, np=1, nai=4 and
weight=1:

cs7 sms group POSTPAY
gt 11111111 tt 0 gti 4 np 1 nai 4 weight 1

What to Do Next

Configure SMS Address Tables (Optional)
Configure SM S Rulesets
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Configuring an SMSC Group for Defined UCP Sessions

N
Note  Configuring an SMSC group for defined UCP sessions requires that you have already assigned a UCP
session. See the “Configuring an SMPP or UCP Session” section on page 285.
SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. ¢s7 smsgroup hame smsc protocol ucp [mode [wrr | dest-sme-binding]]
4. ucp name weight weight
DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 sms group name smsc protocol ucp [mode [wrr \
dest-sme-binding] ]

Example:
ITP (config)#cs7 sms group UCP-DEFER smsc protocol
ucp

Specifies the group name and group type. Specifies UCP
asthe protocol for the group members. EnablesCS7 SM'S
group configuration mode, in which you can list the
destinations that are members of this group. The mode
parameter identifies the method used to select an SMSC
within the group.

ucp session-name [weight weight]

Example:
ITP (cfg-cs7-sms-group)# ucp UCP-DEFER weight 1

Specifies that messages will be routed on a UCP session
and specifies UCP sessions as members of the group.

« session-name |dentifies the session name to be
included in the group. Thisisthe name you assigned
with the destination command when you configured
UCP connectivity.

- weight Assignsaweight value for this session
within the weighted round robin distribution
algorithm of the group.

- weight Identifies aweight valuein the range 0 t010.
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Examples
The following example configures a group named UCP-DEFER that points to the SM SC session
UCP-DEFER.
cs7 sms group UCP-DEFER smsc protocol ucp
ucp UCP-DEFER weight 1
What to Do Next

Configure SM S Address Tables (Optional)
Configure SM S Rulesets
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Configuring an SMSC Group for Defined SMPP Sessions

N
Note  Configuring an SMSC group for defined SMPP sessions requires that you have already assigned an
SMPP session. See the “Configuring an SMPP or UCP Session” section on page 285.
SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. €s7 smsgroup hame smsc protocol smpp [mode [wrr | dest-sme-binding]]
4. smpp name weight weight
DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 sms group name smsc protocol smpp [mode [wrr

| dest-sme-binding]]

Example:
ITP (config)#cs7 sms group SMPP-SMSC smsc protocol
smpp

Specifies the group name and group type and the method
used to select an SM SC within the group. The SM PP
protocol allows an SMSC group to be defined. Enables
CS7 SM S group configuration mode, in which you can
list the destinations that are members of this group.

M essages deferred to this SMSC group will use the
SMPP sessions defined in the submode.

smpp session-name [weight weight]

Example:
ITP (cfg-cs7-sms-group) # smpp SMPP-SMSC weight 1

Specifies that messages will be routed on an SMPP
session and specifies SM PP sessions as members of the
group.

- session-name ldentifies the session name to be
included in the group. Thisisthe name you assigned
with the destination command when you configured
UCP connectivity.

« weight Assigns aweight value for this session
within the weighted round robin distribution
algorithm of the group.

- weight Identifies aweight value in the range 0 to10.
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Examples

What to Do Next

In the following example the group SMPP-SMSC is used to defer a message via SMPP to a legacy
SMSC.

cs7 sms group SMPP-SMSC smsc protocol smpp
smpp SMPP-SMSC weight 1

Configure SM S Address Tables (Optional)
Configure SM S Rulesets

Creating and Managing SMS Address Tables

Note

This section discussed the configuration, storage, and retrieval of lists of addresses that can be used for
blocking or routing SM 'S messages.

SM S address tables can be stored in either NVRAM on the |OS platform or in afile that typically would
be stored in flash. NVRAM limitations on some platforms might restrict the number off address entries
that can be stored there. In this case, the file storage option is recommended.

DSMR/SMS MO Proxy can reference MLR address tables. However, DSMR does not currently support
asname results. Therefore, DSMR/SMS MO Proxy can reference only MLR address tables that contain
no asname results.

DSMR supports rule-based modification of orig-sme (A-address) or dest-sme (B-address) for the gsm
sms-mo, smpp submit-sm and ucp submit-sm operations.

Prefix based address modification is configured with the modify keyword and the following parameters:
« prefix-remove-num The number of prefix digits that will be removed from the address
- prefix-add-digits The digit string that will be added to the beginning of the address
« new-ton The type of number (TON) that will be assigned to the modified address
- new-np The numbering plan (NP) that will be assigned to the modified address.

A null operator, *, can be specified for any of these parameters, and indicates that no change will be made
in that parameter. For example, modify * 123 * * specifiesthat no prefix digits are to be removed, the
digits 123 will be added to the beginning of the address, and the TON and NP will be unmodified from
their original received values.

For orig-sme and dest-sme, the modify keyword is specified directly on the filter. For orig-sme-table
and dest-sme-table, the modify keyword is specified on the addr statement in the addresstable to which
thefilter refers, or directly on thefilter within the ruleset. Modification parameters specified on the addr
statement within atable take precedence over modification parameters specified on therule. Thisallows
you to create complex address translation rules if required in the network.
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Once address translation is performed, subsequent rules that attempt to match on that address must be
configured to match the address in its current modified form, not the original address. For example,
assume the original received destination SME address is 04445555 with TON 0 and NP 1. If rule 20
performs prefix address modification of modify 1 31 1 1, the current working address becomes
314445555 ton 1 and np 1. If further rules are coded to match the destination SME address, they will be
tested against the 31444555 address, not the original 04445555 address.

It is permissible to cascade address modification rules. For example, if rule 30 performs an address
modification on the destination SME address, it is permissible for a subsequent rule, such asrule 40, to
also perform destination SME address modification. The resultant address will be the combination of
whatever modifications rule 30 requested, followed by whatever modifications rule 40 requested. It is
also permitted to modify both the origin and destination SM E addresses within the same rule. However,
all rule filters must match before any address modification is performed within a given rule.

This section includes 3 tasks:
» Creating and Loading an Address Table Using the CLI, page 309
» Creating and Loading a Stored Address Table File, page 313
» Replacing an Address Table, page 318

Creating and Loading an Address Table Using the CLI

SUMMARY STEPS

In thistask you use the CLI to configure address table entries that you plan to save to an external file.
You then specify alocation from which you will load the file of address table entries upon reboot. Finally
you save the address entries to a an external file.

enable
configure {terminal | memory | network}

cs7 sms address-table tablename

EalE N

addr address [exact] [modify { prefix-remove-num | *} {prefix-add-digits| *} { new-ton | *}
{new-np}] [result { block | next-rule | group group-name | pc dest-pc [ssn ssn] | gt addr-string [tt
ttgti {2 |4 np npnai nai}]}]

5. load URL
6. exit
7. cs7 save address-table {mlr | sms} tablename url
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DETAILED STEPS
Command or Action Purpose
Stepl enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step2  configure {terminal | memory | network} Enables global configuration mode.
Example:
ITP# configure terminal
Step3  cs7 sms address-table tablename I dentifies the name of the address table. This name is used
to identify the address table from within SM S ruleset
, commands. Enables CS7 SM S address table configuration
Example: d
ITP (config)# cs7 sms address-table ADDRTBL1 mode.

IP Transfer Point
BE |



| TP Distributed Short Message Routing (DSMR)

Step 4

Creating and Managing SMS Address Tables

Command or Action

Purpose

addr address [exact] [modify {prefix-remove-num
| *} {prefix-add-digits | *} {new-ton | *}
{new-np | *}] I[result {block | next-rule |
group group-name | pec dest-pc [ssn ssn] | gt
addr-string [tt tt gti {2 | 4 np np nai nai}l}]

Configures one or more addresses in the address table.

exact (Optional) Specifies that the configured address
must match exactly.

modify (Optional) Configures address modification as
follows:

» prefix-remove-num Specifies the number of prefix
digits to remove from the address. An integer in the
rangefrom 1 to 20. If no prefix digitsareto beremoved,
then the null operator * should be specified.

- prefix-add-digits Specifiesthedigit string to add to the
beginning of the address. Range of string is from 1 to
10 hexadecimal digits. If no digits are to be added, then
the null operator * should be specified. If the added
digits would cause the modified address to exceed 20
digits, then the address modification is not performed.

« new-ton Specifiesthetypeof number (TON) to assign
to the modified address. An integer in the range from O
to 15. If the TON is not to be modified in the received
message, then the null operator * should be specified.

 new-np Specifiesthe numbering plan (NP) toassignto
the modified address. An integer in the range from 0 to

7. 1f the NP is not to be modified, then the null operator
* should be specified.

result (Optional) Specifies that the address will be
handled in one of the following ways:

S

Note

An SMSresult may be ignored only when multiple
table-based rule parameters are specified, such as
dest-sme-table, orig-sme-table, or orig-imsi-table.

» block indicates that the message will be rejected.

« next-ruleindicatesthat the message will continue with
the next rule in the ruleset.

« rulerule-number indicates that routing should proceed
with a specified target rule number.

e group group-name indicates that the message will be
routed according to a named result-group.

» pc dest-pc indicates that the message will be routed
according to a specified point code.

« ssn ssnindicates an ssn associated with the point code.

» gt addr-stringindicates aglobal title result and address.

- tt tt specifies atranslation type in the range 0 to 255.
(continued)
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Step 5

Step 6

Command or Action

Purpose

Example:

ITP(cfg-cs7-sms-addr-table)# addr 1111 exact

result group GRP1

ITP(cfg-cs7-sms-addr-table)# addr 1800 result

gt 12341234 tt 11 gti 4 np 1 nai 2

oti {2 | 4} specifiesaglobal titleindicator. (2 is
primarily used in the ANSI domain; 4inthelTU

domain.)

np np specifies anumbering plan value in the range 0

to 15.

nai nai specifies a nature of address indicator in the

range O to 127.

load URL

Example:
ITP(cfg-cs7-sms-addr-table)# load
diskO:SMSADDRTBL

(Optional) Specifies an address table file to load at startup.

3

bootflash:
Ccs7/:

diskO:
disk1:
flash:

ftp:

null:
nvram:;

rcep:
slavebootflash:
slavecdfs:
slavediskO:
slavediskl:
slavenvram:
slavercsf:
slaves|ot0:
slaveslotl:
slotO:
dotl:
system:
tftp:

URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load
URL to load

exit

Example:
ITP(cfg-cs7-sms-addr-table)# exit

Exit to global configuration mode.
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Command or Action Purpose

Step7  cs7 save address-table {mlr | sms} tablename Saves the address table to an external location and file (url).

url

Example:
ITP (config)#cs7 save address-table sms ADDRTBL1
diskO:SMSADDRTBL

Creating and Loading a Stored Address Table File

Table 23

Address tables are typically created and stored to afile using the CLI. However, you may also create
address tables externally from the ITP and then read the file into the ITP. For users interested in this
option, the format for I TP address table files is specified bel ow.

In thistask you use any text editor to create afile of addresses. When you configure the ITP, you specify
the table name and the location from which you will load the file of address table entries upon reboot. If
necessary, you can add addresses to the file using the CLI. If you do add address entries, you must save
the address table in order to have the updated list of addresses load upon reboot.

Each line in an address file must follow the following format:
line-identifier,tokenl,[[token-n+1],[token-n+2], ... [token-n+X]]eol

Where line-identifier identifies the mandatory and optional tokens on aline and to which entity theline

applies. All tokens are order dependant and follow the order specified in Table 23.

Table 23 lists the supported line identifiers for address tables and lists the syntax for each line.

Line Identifiers

Line Identifier

Description

Syntax

ver Specifies the version, variant, instance, | major,minor,variant,[instance],[ network-name] type
network name and type.
sms Specifies an SMS address table entry. addr-tbl-name,
address,result-id,[result-value],[result-optiong],
[modify-options]
mlr Specifies an MLR address table entry

addr-tbl-name,address,result-id,[ result-value],[result-options]

Specifies a comment. Not parsed.
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Table 24 describes and lists the values all of the tokens listed inTable 23.

Table 24 Token Identifiers
Token Description Supported Value(s)
maj or Indicates the major version associated with the |1
file.
minor Indicates the minor version associated with the |0
file.
instance If the address-table file is associated with a 0-7
particular instance, this field is used to convey
that instance.
variant Specifiesthevariant associated with aparticular |ANSI, ITU, TTC

file.

network-name

User-specified network name associated with
the instance.

Alphanumeric string. 1 - 19 characters.

addr-tble-name

User-specified name identifying the address
table where the entry belongs.

Alphanumeric string. 1 - 12 characters.

address User-specified address. Hexadecimal string. 1 - 20 digits.
result-id I dentifies the result type configured by the user. |as Result is an asname.
bl Result isto block address.
cn Result is to continue.
nr Result is to continue with next SMSrule.
or Result is a group.
pc Result is a pc.
pcssn Result is apc and ssn.
gt Result is a gt address and selector
result-value The result value of the SMS/MLR entry. The Possible result values:

contents are dictated by theresult identifier. See
Table 25 and Table 26.

» Variable length string if result identifier is as, gr,
smpp, or ucp.

e Null if result identifier isbl, cn, or nr.
» Hexadecimal point code if result is pc.

» Hexadecimal point code and decimal ssnif resultis
pcssn.

- Variable length digit string, decimal tt, gti, np, and
nai values if result is gt.

result-options

User-configured option applied to entry.

Ex  Specifies exact match.

modify-options

Modify-options are of the form:
numRemoveDigits-addDigits-newTon-newNP

Example:

3-32-*-* Would remove 3, add ‘32’, and leave the TON
and NP unmodified.
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Table 25

Creating and Managing SMS Address Tables

Table 25 describes the SMS result value tokens listed in Table 24.

SMS Result Identifier Syntax

Result Identifier

Result Value Syntax

Supported Value(s)

bl

null
nr null
ar group-name Alphanumeric string. 1 - 12 characters.
ot gt:gt-tt:tt-gti: gti-np: np-nai:nai gt Hexadecimal digit string. 1 to 15 digits.
tt  Decimal valuein range 0 255
ANSI defaults to 10.
ITU defaultsto 0.)
gti  2ord4.
ANSI defaultsto 2.
ITU defaults to 4.
np Decimal valueinrangeO - 15.
For gti=2, use 253 to indicate invalid.
ANSI defaults to 253.
ITU defaults to 1.
nai Decimal valueinrange O - 127
For gti=2, use 253 to indicate invalid.
ANSI defaults to 253.
ITU defaults to 4.
pc pc Hexadecimal point code.
pcssn pc-ssn pc Hexadecimal point code.

ssn Decimal valuein range 2 - 255.
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Table 26

Table 26 lists the MLR result value tokens listed in Table 24.

MLR Result Identifier Syntax

Result Identifier

Result Value Syntax

Supported Value(s)

bl

null
cn null
ar group-name Alphanumeric string. 1 - 12 characters.
ot gt:gt-tt:tt-gti: gti-np: np-nai:nai gt Hexadecimal digit string. 1 to 15 digits.
tt  Decimal valuein range 0 255
ANSI defaultsto 10.
ITU defaultsto 0.)
gti  2ord4.
ANSI defaultsto 2.
ITU defaults to 4.
np Decimal valueinrangeO - 15.
For gti=2, use 253 to indicate invalid.
ANSI defaults to 253.
ITU defaults to 1.
nai Decimal valueinrange O - 127
For gti=2, use 253 to indicate invalid.
ANSI defaults to 253.
ITU defaults to 4.
pc pc Hexadecimal point code.
pcssn pc-ssn pc  Hexadecimal point code.

ssn  Decimal valuein range 2 - 255.
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Creating and Managing SMS Address Tables

To create and load a stored address table, perform the following steps.

Create afile of addresses following the format and syntax described in Tables 1 - 4.

SUMMARY STEPS
1.
2. enable
3. configure {terminal | memory | network}
4, ¢s7 sms address-table tablename
5. load URL
DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Command or Action

Purpose

Create a file of addresses, following the

format and syntax described in Tables 1 - 4.

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 sms address-table tablename

Example:
ITP (config)# cs7 sms address-table ADDRTBL1

| dentifies the name of the address table. This name is used
to identify the address table from within SM S ruleset
commands. Enables CS7 SM S address table configuration
mode.

load URL

(Optional) Specifies an address table file to load at startup.

« bootflash: URL to load

e CST: URL to load
e diskO: URL to load
o diskl: URL to load
» flash: URL to load
- ftp: URL to load
- null: URL to load
e nvram: URL to load
. rcp: URL to load
- dlavebootflash: URL to load
- dlavecdfs: URL to load

(continued)
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Command or Action Purpose
» slavediskO: URL to load
« dlavediskl: URL to load
- dlavenvram: URL to load
- dlavercsf: URL to load
- slavesiotO: URL to load
- slavesiotl: URL to load
Example: - dlotO: URL to load
ITP (cfg-cs7-sms-addr-table)# load + slotl: URL to load
diskO:SMSADDRTBL . SyStem: URL to Ioad
- tftp: URL to load

Replacing an Address Table

You can replace an existing address table. The replacement does not impact routing until the entire
replacement address table is loaded successfully. If an error occurs, the old address table (if present)
remainsintact. Each time an address table is replaced, the corresponding load command is added to the
running configuration and the individual addresses are removed from the running configuration.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. cs7 address-table replace {mlr | sms} tablename url
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step2  configure {terminal | memory | network} Enables global configuration mode.

Example:
ITP# configure terminal

Step3  cs7 address-table replace {mlr | sms} tablename |Replacesan existing address table with one specified in a
url URL.

Example:
ITP (config)# cs7 address-table replace sms
ADDRTBL1 diskO:SMSADDRTBL
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Examples

What to Do Next

Configuring an SMS MSC Table M

Thefollowing example shows three address tables. Two of the address tables are loaded from stored files
at startup. The third address table and the addresses in the table are configured from within the

configuration.

cs7 sms address-table IMSI-SCREEN
load disk0:IMSI-SCREEN

!
cs7 sms address-table ORIG-SCREEN
load disk0:0RIG-SCREEN

!
cs7 sms address-table SHORTCODES
addr 11112 result group GRP2
addr 1111 result group GRP1

addr 2222 result group GRP1

addr 5551212 exact result group GRP3

Configure an SMS MSC Table (Optional)

Configure Rulesets.

Configuring an SMS MSC Table

This section discusses the optional task of configuring an SMS M SC table.

The SMSMSC table storesinformation pertaining to M SCswith which the I TP communicates. Thetable
stores information that indicates the time zone information for each MSC relative to the ITP. By default,
if an MSC tableis not configured, all messages to mobile destinations are delivered with delivery times
that indicate the local time of the ITP, regardless of whether the destination is in the same or different

time zoneasthe I TP, If you configure an M SC table, short messageswill be delivered with delivery times
indicated in the MSC’s local time, which istypically also the local time of the receiver of the message.

SUMMARY STEPS

enable

cs7 sms msc-table

Ll

configure {terminal | memory | network}

digits address time-offset {add | subtract} time-difference
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DETAILED STEPS

Command or Action

Purpose

Stepl enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step2  configure {terminal | memory | network} Enables global configuration mode.
Example:
ITP# configure terminal
Step3  cs7 sms msc-table Enables CS7 SMS M SC table configuration mode.
Example:
ITP (config)# cs7 sms msc-table
Step4  digits address time-offset {add | subtract} Specifies an MSC address.

time-difference

Example:

ITP(cfg-cs7-sms-msc-table)# digits 19199332252
time-offset subtract 01:00
ITP(cfg-cs7-sms-msc-table)# digits 1505
time-offset subtract 01:00

- address Full or partial prefix MSC E.164
address.
All MSCs with E.64 addresses that
have the coded prefix assumethe traits

configured for this MSC table entry.

Indicates that the MSC isin adifferent
time-zone from the ITP.

« time-offset

+ add Indicates atime interval to be added to
the ITP local time to match the MSC
local-time.

« subtract Indicates atime interval to be

subtracted from the ITP local time to
match the MSC local-time.

« time-difference Specifiesthetimeinterval to be added
to or subtracted from ITP local timeto
match MSC local-time. The time
interval must be in the format hh:mm
where hh is the number of hours and
mm is the number of minutes.

Configuring SMS Rulesets

This section describes how to configure SM'S Rulesets and specify rules within the rulesets.

A ruleset is aset of ordered rules, each with an input condition and a corresponding result that occurs if

al of that rule’s conditions match.

You can configure multiple rules within a ruleset. Each rule has one or more input conditions, all of
which must be true for the rule to be considered a match. For each rule match, the corresponding result

will be executed.

] IP Transfer Point



| TP Distributed Short Message Routing (DSMR)

Configuring SMS Rulesets

Rules within the ruleset will be checked sequentially until either the message is blocked, routed
successfully, or until the last rule is attempted. Backup routing can be achieved by sequencing backup
routing results after primary results. If routing to the primary result fails, the backup will be attempted.

MLR/SMS rule-matching implementations prior to ITP release 12.2(25)SW3
In ITP releases prior to 12.2(25)SW3, MLR/SMS configuration allows matching of a rule parameter
Nature of Address (noa) value with an incoming message as follows:

« If noa 0 (noa unknown) is specified in arule parameter, then MLR matches that rule to incoming
messages containing the corresponding parameter, regardless of the corresponding parameter noa
value.

« If anincoming message contains a parameter with noa unknown, then MLR matches that message
to arule for the corresponding parameter, regardless of the rule parameter noa specification.

MLR/SMS rule-matching implementations in ITP release 12.2(25)SW3

Starting with ITP release 12.2(25)SW3, MLR/SMS configuration allows matching of a rule parameter
type-of number/numbering plan (ton/np) value with an incoming message as follows:

» Thenew keyword ton replaces the keyword noa. The keywordston and np are optional and mutually
independent.

« If ton/np is specified on a rule parameter, then MLR matches that rule to only those incoming
messages containing the exact ton/np value in the corresponding parameter.

« If ton/np is not specified on a rule parameter, then MLR matches that rule to incoming messages
containing the corresponding parameter, regardless of the ton/np value received.

The orig-sme-table command is valid for smdpp, sms-mo, and sms-mt rule operations. If the
address-table lookup finds a match and returns aresult, it may only be used if no other routing
parameters are defined on this rule. If more than one parameter is configured in arule, then the result
specified under the rule is used.

The dest-sme-table, orig-imsi-table, and orig-sme-table rule parameters accept either an SMS
address-table name OR an MLR address-table name. This ability is primarily for customers that want
the SMS-M O Proxy functionality. The address-table names are unique between FDA and MLR. You may
enter an MLR address-table name for an SMS rule parameter. However, MLR cannot reference SMS
address-tables.

If an incoming message matches an SMS rule that references an MLR address-table, then any MLR
address-table result is mapped to an SM S result:

« BLOCK, PC, and PCSSN results map easily from MLR to SMS.
— For result groups, the MLR result group name is mapped to an SM S result group name.
— If the SMSresult group is not configured, then the result specified on the rule is used.

« ASand CONTINUE results are not valid in SMS. For these cases, the result specified on theruleis
used. If no result is specified, the result on the rule is used (same as MLR).

If multiple rule parameters are configured for arule, then the rule result will be used (rather than aresult
specified in the address table.

If the result type specified within the table is valid, it is used. Otherwise, the result in the rule is used.
For all tables, the ton and np must match before the table is accessed.

DSMR supports rule-based modification of A-address or B-address for the gsm sms-mo,
smpp submit-sm and ucp submit-sm operations.

» Prefix Based Address M odification
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Prefix based address modification is configured with the modify keyword and the following
parameters:

— prefix-remove-num  The number of prefix digits that will be removed from the address
- prefix-add-digits The digit string that will be added to the beginning of the address

— new-ton The type of humber (TON) that will be assigned to the modified address, and
— new-np The numbering plan (NP) that will be assigned to the modified address.

A null operator, *, can be specified for any of these parameters, and indicates that no change will be
made in that parameter. For example, modify * 123 = * specifies that no prefix digits are to be
removed, the digits 123 will be added to the beginning of the address, and the TON and NP will be
unmodified from their original received values.

For orig-sme and dest-sme, the modify keyword is specified directly on the filter. For
orig-sme-table and dest-sme-table, the modify keyword is specified on the addr statement in the
address table to which the filter refers, or directly on the filter within the ruleset. Modification
parameters specified on the addr statement within a table take precedence over modification
parameters specified on the rule. This allows you to create complex address translation rules if
required in the network.

Once address translation is performed, subsequent rules that attempt to match on that address must
be coded to match the address in its current modified form, not the original address. For example,
assume the original received destination SME address is 04445555 with TON 0 and NP 1. If rule 20
performs prefix address modification of modaify 1 31 1 1, the current working address becomes
314445555 ton 1 and np 1. If further rules are coded to match the destination SM E address, they will
be tested against the 31444555 address, not the original 04445555 address.

It is also permissible to cascade address modification rules. For example, if rule 30 performs an
address translation on the destination SME address, it is permissible for a subsequent rule, such as
rule 40, to also perform destination SME address translation. The resultant address will be the
combination of whatever modifications rule 30 requested, followed by whatever modifications rule
40 requested. It is also permitted to modify both the origin and destination SME addresses within
the same rule. However, al rule filters must match before any address modification is performed
within agiven rule.

For address tables, the prefix address modification may be specified on either the addr statement or
directly on the orig-sme-table or dest-sme-table filter command. While any operation or address
table lookup may refer to that addr, the modify operand will only be applied when the operation is
one of the supported operations above, and the filter must be orig-sme-table or dest-sme-table.
Modification parameters specified on the addr statement within a table will take precedence over
modification parameters specified on the rule.

Automatic Address M odification

Automatic address modification is used to normalize a received address into international form.
Automatic address modification will typically occur at the very beginning of a ruleset processing
SMS MO messages.

Automatic address modification is only supported on the destination SME address, and is only
available when using the dest-sme rule filter for the gsm-map sms-mo, smpp submit-sm, and
ucp submit-sm operations.

The following hierarchical rules are used to normalize the address:

1. Automatic address modification is not applied if the address already indicates an international
format (TON = 1).

2. Automatic address modification is only applied to addresses with an NP value of Unknown (0)
or ISDN/E.164 (1). An NP value of Unknown is automatically converted to ISDN/E.164 (1).
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Prerequisites

Restrictions

Configuring SMS Rulesets

3. If TON isnational format (2), then the configured country code is added to the beginning of the
address, and the TON is modified to international (1).

4. 1f TON isunknown (0) and the prefix of the address matches the configured international prefix
string, then remove the international prefix and change the TON to international (1).

5. If TON is unknown (0) and the prefix of the address matches the configured national (trunk)
prefix string, then remove the national (trunk) prefix, add the configured country code string to
the beginning of the address and change the TON to international (1).

6. If TON isunknown (0) and the national prefix was not configured, then add the configured
country code string to the beginning of the address and change the TON to international (1).

« Origin SME Prefix Based Modification

In origin SME prefix based modification, the prefix of the origin SME address is used to normalize
areceived destination SME address into international format. This type of address modification
usually also depends on a specific number of digits being included in the destination SME address
(e.g, 7-digit local number dialing in North America). The underlying premiseisthat the origin SME
address in the message is always sent in international format, so the country code (CC) and national
destination code (NDC) portions of the E.164 address can be extracted from the beginning of the
received origin SME address.

Origin SME prefix based address modification is only supported on the destination SME address,
and is only available when using the dest-sme rule filter for the gsm-map sms-mo, smpp
submit-sm, and ucp submit-sm operations.

The following hierarchical rules are used to normalize the address:

1. Origin SME prefix based address conversion is not applied if the destination SME address
already indicates an international format (TON = 1).

2. If the prefix of the destination SM E address matches the configured international prefix string,
then remove the international prefix and change the TON to international (1).

3. Compare the lengths of the origin SME and destination SME addresses. If the origin SME
address is longer, the difference represents the length of the CC and NDC prefix.

a. If the prefix of the destination SME address matches the configured national (trunk) prefix
string, then remove the national (trunk) prefix from the destination SME address.

b. Copy the CC-NDC prefix from the origin SME address, prefix it to the destination SM E address,
and change the destination SME address TON to international (1).

If the ruleset specifies aresult that routes the message using a group, you must have already specified
the group. See the “Configuring SM'S Groups” section on page 293.

The dest-sme-table, orig-imsi-table, and orig-sme-table rule parameters accept either an SMS
address-table name OR an ML R address-table name. This capability isprimarily for customers who want
the SMS-MO Proxy functionality. Therefore, SMS and MLR address table names must be unique across
all instances. You may enter an MLR address-table name for an SMS rule parameter. However, MLR
cannot reference SM S address-tables.

If an incoming message matches an SMS rule that references an MLR address-table, then any MLR
address-table result is mapped to an SM S result:
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« BLOCK, PC, and PCSSN results map easily from MLR to SMS.

» For result groups, SMSis searched first for the corresponding group name. If not found, then MLR
is searched for the specified result group name. If the result group is not configured, then the result
specified on theruleis used.

» ASand CONTINUE results are not valid in SMS. For these cases, the result specified on theruleis
used.

« If noresult is specified, the result on the rule is used.
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SUMMARY STEPS

Configuring SMS Rulesets

Steps 1 - 4 are required in the order shown.
Steps 5 - 17 are optional input conditions for arule.
Each input condition must be followed by Step 18, aresult specification.

1.

©® N o g &~ w N

10.

11.

12.

13.
14.
15.

16.

17.
18.

enable

configure {terminal | memory | network}

cs7 smsruleset name [protocol [gsm-map | ansi4l | esme]]

rule order operation-name

cdr-service-queue [available | congested | unavailable]

match-unknown ton-np

dest-port dest-port-number

dest-sme{* | dest-address} [exact] [min-digits min] [max-digits max] [ton ton-value np np-value]

[modify { prefix-remove-num | *} {prefix-add-digits | *} {new-ton | *} {new-np | *}]

dest-sme{* | dest-address} [exact] [min-digits min] [max-digits max] [ton ton-value np np-value]
[auto-modify cc country-code [int-pfx international-prefix] [nat-pfx national-prefix]]

dest-sme{* | dest-address} [exact] [min-digits min] [max-digits max] [ton ton-value np np-value]
[orig-sme-modify [int-pfx international-prefix] [nat-pfx national-prefix]]

dest-sme-table tablename [ton ton-value np np-value] [modify { prefix-remove-num | *}
{ prefix-add-digits | *} {new-ton | *} {new-np | *}]

dest-smsc {* | dest-address} [exact] [min-digits min] [max-digits max] [ton ton-value np
np-value]

orig-imsi {* | imsi-address | unknown} [exact] [min-digits min] [max-digits max]
orig-imsi-table tablename [ton ton-value np np-value]

orig-sme{* | address} [exact] [min-digits min] [max-digits max] [ton ton-value np np-value]
[modify { prefix-remove-num | *} {prefix-add-digits | *} {new-ton |*} {new-np | *}]

orig-sme-table tablename [ton ton-value np np-value] [modify { prefix-remove-num | *}
{prefix-add-digits | *} {new-ton | *} {new-np | *}]

pid protocol-id

result {block | next-rule| group result-group | gt addr [tt tt] | pc dest-pc [ssn ssn] | ruleindex |
deliver-mt | obtain-orig-imsi [next-rule]}
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DETAILED STEPS

Command or Action

Purpose

Step 1 enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

Step 2 configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

Step 3 cs7 sms ruleset name [protocol [gsm-map |
ansi4l | esme]]

Example:
Router (config) #cs7 sms ruleset SMS-RULES
protocol gsm-map

Specifiesa CS7 SMSruleset and application layer protocol
filter for the ruleset.

- protocol Specifies an application layer protocol filter
for this ruleset. The default behavior is that all
operations may be specified within the ruleset.

* gsm-map Uses GSM-MAP as application layer
protocol filter within the ruleset. Only gsm-map
operations may be specified within the ruleset.

« ansi4l Uses ANSI-41 as application layer protocol
filter within this ruleset. Only ansi41 operations may
be specified within the ruleset.

- esme Uses UCP or SMPP as application layer
protocol filter within this ruleset. Only ucp or smpp
operations may be specified within the ruleset.

Configuring the cs7 sms ruleset command enables CS7
SMSS set rule configuration mode in which you can
configure rules that customize the routing of messages.

Step4  rule order operation-name

Example:
ITP (cfg-cs7-sms-set)# rule 10 sms-mo

Within the ruleset, specifies arule and the order in which it
is searched.

order Specifiesthe order in which rulesare searched. Valid
numbers are 1 to 1000.

operation-name Specifies the operation for which the rule
isvalid. Valid operation-name parameters are:

« sms-mo ldentifies arule that will operate on an SMS
MO message. Thisoperationisvalid for the GSM MAP.

- smsNot Identifies arule that will operate on an
ANSI41-MAP SMS Notification message.

e ucp-submit Identifiesarulethat will operate on aUCP
submit short message.

- smpp-submit Identifies a rule that will operate on a
received SMPP submit_sm or data_sm short message.

Configuring the rule command enables CS7 SMSrule
configuration mode in which you configure the input
conditions of the rule.
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Command or Action Purpose
Step5  cdr-service-queue [available | congested Tests availability of CDR service queue.
unavailable] . . . .
« available Matchesif CDR service queueis
available.
- congested Matchesif CDR service queueis
Example: congested.
ITP (cfg-cs7-sms-set-rule)# cdr-service-queue « unavailable Matchesif CDR service queueis
congested unavailable.

Step6  match-unknown-ton-np Specifies that incoming messages containing parameters
with unknown type-of-number (ton=0), or unknown
numbering plan (np=0), will be a match to the

, corresponding rule parameter regardless of the rule’'s
Example: fioured ton/ al
ITP (cfg-cs7-sms-set-rule)# match-unknown-ton-np contigur on/np values.

Step7  dest-port dest-port-number Specifies the application destination port number.

« dest-port-number Specifies the destination port
Example: number. Valid range is 0 to 65535.

ITP(cfg-cs7-sms-set-rule)# dest-port 100

IP Transfer Point
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Command or Action

Purpose

Step8  dest-sme {* | dest-address} [exact] [min-digits
min][max—digits max][ton ton np np
[modify {prefix-remove-num | *}
{prefix-add-digits | *} {new-ton | *} {new-np |
*}]

Example:
ITP (cfg-cs7-sms-set-rule)# dest-sme 1111 exact
ton 2 np 3

Specifies the destination short message entity and
(optionally) specifies prefix based address modification.

* Specifies match all addresses.

dest-addr Specifies the destination address. Valid
rangeis 1 to 20 hexadecimal digits.

exact Specifies address must match dest-sme exactly.

min-digits min  The minimum number of digitsin the
address string. The default is 1.

max-digitsmax The maximum number of digitsin the
address string. The default is the length of the address
string.

ton ton Specifies nature of address value. Valid range
isOto7.

np np Specifies numbering plan identification value.
Valid rangeis 0 to 15.

modify (Optional) Configuresaddress modification as
follows:

prefix-remove-num Specifies the number of prefix
digits to remove from the address. An integer in the
rangefrom 1 to 20. If no prefix digitsareto beremoved,
then the null operator * should be specified.

prefix-add-digits Specifiesthedigit stringto add to the
beginning of the address. Range of string is from 1 to
10 hexadecimal digits. If no digits are to be added, then
the null operator * should be specified. If the added
digits would cause the modified address to exceed 20
digits, then the address modification is not performed.

new-ton Specifiesthetype of number (TON) to assign
to the modified address. An integer in the range from O
to 15. If the TON is not to be modified in the received
message, then the null operator * should be specified.

new-np Specifiesthe numbering plan (NP) to assignto
the modified address. An integer in the range from 0 to
7. 1f the NP is not to be modified, then the null operator
* should be specified.
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Command or Action

Purpose

dest-sme {* | dest-address} [exact] [min-digits
min] [max—digits max] [ton ton np np
[auto-modify cec country-code [int-pfx
international-prefix] [nat-pfx
national-prefix]]

Specifies the destination short message entity and
(optionally) specifies automatic address modification.

* Specifies match all addresses.

dest-addr Specifies the destination address. Valid
rangeis 1 to 20 hexadecimal digits.

exact Specifies address must match dest-sme exactly.

min-digitsmin  The minimum number of digitsin the
address string. The default is 1.

max-digitsmax The maximum number of digitsin the
address string. The default is the length of the address
string.

ton ton Specifies nature of address value. Valid range
isOto 7.

np np Specifies numbering plan identification value.
Valid rangeis 0 to 15.

auto-modify (Optional) Configuresautomatic address
maodification on the destination address as follows:

cc Specifiesto add a country code to the beginning of
the address.

country-code Specifiesacountry code asastring of 1
or 2 hexadecimal digits.

int-pfx  Specifiesto remove thisinternational dialing
prefix when normalizing the address.

international-prefix  Specifies the international
dialing prefix as a string of 1 to 3 digits.

nat-pfx Specifies the national (trunk) prefix to be
used when normalizing the address.

national-prefix Specifiesthe national (trunk) prefix as
astring of 1 to 3 hexadecimal digits.
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Command or Action Purpose

Step10 dest-sme {* | dest-address} [exact| [min-digits |Specifies the destination short message entity and

min] [max-digits max] [ton ton np np]| (optionally) specifies origin SME prefix based address
[orig-sme-modify [int-pfx international-prefix] modification

[nat-pfx national-prefix]]
« * Specifies match all addresses.

» dest-addr Specifies the destination address. Valid
rangeis 1 to 20 hexadecimal digits.

- exact Specifiesaddress must match dest-sme exactly.

e min-digitsmin The minimum number of digitsin the
address string. The default is 1.

« max-digitsmax The maximum number of digitsin the
address string. The default is the length of the address
string.

- tonton Specifies nature of address value. Valid range
isOto 7.

« np np Specifies numbering plan identification value.
Valid rangeis 0 to 15.

« orig-sme-modify (Optional) Configures origin SME
prefix based address modification of the destination
SME address as follows:

« int-pfx Specifiesto remove the international dialing
prefix when normalizing the address.

- international-prefix Specifies the international
dialing prefix as a string of 1 to 3 digits.

- nat-pfx Specifiesthe national (trunk) prefix to be
used when normalizing the address.

- national-prefix Specifiesthe national (trunk) prefix as
astring of 1 to 3 hexadecimal digits.

IP Transfer Point
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Command or Action

Purpose

Stepll dest-sme-table tablename [ton ton np np]
[modify {prefix-remove-num | *}
{prefix-add-digits | *} {new-ton | *} {new-np |
*H

Example:
ITP(cfg-cs7-sms-set-rule)# dest-sme-table
ADDRTBL1

Specifies an SM S address table or an ML R address table of
destination SME addresses.

tablename Specifies an address table name.

ton ton Specifies the nature of address value. Valid
rangeis0to 7.

np np Specifies the numbering plan identification
value. Valid range is 0 to 15.

modify (Optional) Configuresaddress modification as
follows:

prefix-remove-num Specifies the number of prefix
digits to remove from the address. An integer in the
rangefrom 1to 20. If no prefix digitsareto beremoved,
then the null operator * should be specified.

prefix-add-digits Specifiesthedigit string to add to the
beginning of the address. Range of string is from 1 to
10 hexadecimal digits. If no digits areto be added, then
the null operator * should be specified. If the added
digits would cause the modified address to exceed 20
digits, then the address modification is not performed.

new-ton Specifiesthetype of number (TON) to assign
to the modified address. Aninteger in the range from 0
to 15. If the TON is not to be modified in the received
message, then the null operator * should be specified.

new-np Specifiesthe numbering plan (NP) to assignto
the modified address. Aninteger in the range from 0 to
7. 1f the NP is not to be modified, then the null operator
* should be specified.

Step12 dest-smsc {* | dest-address} [exact] [min-digits
min] [max—digits max] [ton ton np np

Example:
ITP (cfg-cs7-sms-set-rule)# dest-smsc
18005551212

Specifies the destination SMSC.

* Specifies match all addresses.

dest-addr Specifies the destination address. Valid
range is 1 to 20 hexadecimal digits.

exact Specifies address must match dest-sme exactly.

min-digitsmin  The minimum number of digitsin the
address string. The default is 1.

max-digits max The maximum number of digitsin the
address string. The default is the length of the address
string.

ton ton Specifies the nature of address value. Valid
rangeis0to 7.

np np Specifies the numbering plan identification
value. Valid range is 0 to 15.
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Command or Action Purpose

Step13 orig-imsi {* | imsi-address | unknown} [exact] Speciﬁesthe origin IMSI address.

min-digits min][max—digits max] L . .
« imsi-addr Specifiesthe IMSI address, with up to 16
hexadecimal digits.
» exact Specifies configured address must match
orig-imsi exactly.
e min-digitsmin The minimum number of digitsin the
address string. The default is 1.

- max-digitsmax The maximum number of digitsinthe
address string. The default is the length of the address
string.

Example:
ITP (cfg-cs7-sms-set-rule)# orig-imsi unknown

e unknown Indicates unknown origin IMSI.

Step14 orig-imsi-table tablename [ton ton np np] Specifies SMS address table or an MLR address table of
origin IMSI addresses (address-table).

« tablename Specifies an address table name.

- tonton Specifiesanatureof addressvalue. Valid range
isOto7.

Example: L - npnp Specifiesanumbering plan identification val ue.
ITP (cfg-cs7-sms-set-rule)# orig-imsi-table . .
ADDRTBL2 Valid range is 0 to 15.

IP Transfer Point
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Command or Action

Purpose

Step15 orig-sme {* | address [exact]} [min-digits min]
[max-digits max][ton ton np np][modify
{prefix-remove-num | *} {prefix-add-digits | *}
{new-ton | *} {new-np | *}]

Example:
ITP (cfg-cs7-sms-set-rule)# orig-sme 12345

Specifies the origin short message entity

* Specifies match all addresses.

address Specifies an SMSC address or MSISDN
address. Valid range is 1 to 16 hexadecimal digits.

exact Specifies address must match orig-sme exactly.

min-digitsmin  The minimum number of digitsin the
address string. The default is 1.

max-digitsmax The maximum number of digitsin the
address string. The default is the length of the address
string.

ton ton Specifiesanature of addressvalue. Valid range
isOto 7.

np np Specifies anumbering plan identification value.
Valid rangeis 0 to 15.

modify (Optional) Configuresaddress modification as
follows:

prefix-remove-num Specifies the number of prefix
digits to remove from the address. An integer in the
rangefrom 1to 20. If no prefix digitsareto beremoved,
then the null operator * should be specified.

preffix-add-digits Specifies the digit string to add to
the beginning of the address. Range of string is from 1
to 10 hexadecimal digits. If no digits are to be added,
then the null operator * should be specified. If the
added digits would cause the modified address to
exceed 20 digits, then the address modification is not
performed.

new-ton Specifiesthetype of number (TON) to assign
to the modified address. An integer in the range from O
to 15. If the TON is not to be modified in the received
message, then the null operator * should be specified.

new-np Specifiesthe numbering plan (NP) to assignto
the modified address. An integer in the range from 0 to
7. 1f the NP is not to be modified, then the null operator
* should be specified.
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Step 16

Step 17

Command or Action

Purpose

orig-sme-table tablename [ton ton-value np
np-value]l [modify {prefix-remove-num | *}
{prefix-add-digits | *} {new-ton | *} {new-np |
*H

Example:
ITP (cfg-cs7-sms-set-rule)# orig-sme-table
ADDRTBL3

Specifies an SM S address table or an MLR address table of
origin SME addresses (address-table).

tablename Specifies an address table name.

ton ton Specifiesanature of addressvalue. Valid range
isOto7.

np np Specifiesanumbering plan identification value.
valid range is 0 to 15.

modify (Optional) Configuresaddress modification as
follows:

prefix-remove-num Specifies the number of prefix
digits to remove from the address. An integer in the
rangefrom 1to 20. If no prefix digitsareto beremoved,
then the null operator * should be specified.

prefix-add-digits Specifiesthedigit string to add to the
beginning of the address. Range of string is from 1 to
10 hexadecimal digits. If no digits areto be added, then
the null operator * should be specified. If the added
digits would cause the modified address to exceed 20
digits, then the address modification is not performed.

new-ton Specifiesthetype of number (TON) to assign
to the modified address. Aninteger in the range from 0
to 15. If the TON is not to be modified in the received
message, then the null operator * should be specified.

new-np Specifiesthe numbering plan (NP) to assignto
the modified address. An integer in the range from 0 to
7. 1f the NP is not to be modified, then the null operator
* should be specified.

pid protocol-id

Example:
ITP (cfg-cs7-sms-set-rule)# pid 0

Specifies the protocol identifier (TP-PID).

protocol-id Protocol identifier integer. Valid range is
0 to 255.
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Command or Action

Purpose

result {block | next-rule | group result-group
| gt addr [tt tt] | pc dest-pc [ssn ssn] | rule
index | deliver-mt | obtain-orig-imsi
[next-rule] }

Example:
ITP (cfg-cs7-sms-set-rule)# result pc 5.3.5
ssn 7

Specifies the result the occurs if al of arules conditions
match.

block

group result-group Indicates that message will be
routed using a result group and specifies the result
group name.

Indicates that the message will be dropped.

gt addr Indicatesthat messagewill berouted using GT
and specifies the SCCP address, a string of 1 to 15
hexadecimal digits.

tt tt Optional with gt. Specifies the translation type.
Valid range is 0 to 255.

gti gti Specifiesaglobal titleindicator. Valid numbers
are 2(primarily used inthe ANSI domain) or 4 (used in
the ITU domain).

np np Specifies a numbering plan. Valid rangeis
0 through 15.

nai nai Specify anature of addressindicator. Required
for a gti value of 4. Optional for a gti value of 2. Valid
range is 0 through 127.

next-rule Indicates that message processing will
continue with next rule.

pc dest-pc Indicates that message will be routed using
a point code and specifies the destination point code.

ssn ssn Optional with pc. Specifies a subsystem
number. Valid rangeis 2 to 255.

ruleindex Indicates that message processing will
continue at a specified rule, and indicates the rule
index. Valid rangeis 1 to 1000.

deliver-mt Indicates that a delivery should be
attempted to the destination SME as a mobile device.
Only valid for sms-mo rule operations.

obtain-orig-imsi Indicatesthat if the originator’'s
IMSI was not provided on the SMS-MO request, then
SMR will attempt to obtain its IMSI.

If next-ruleis specified for the obtain-orig-imsi
result, then the next rule in the ruleset sequence will be
executed regardless of whether the origin IMS| was
successfully retrieved.

Examples

The following example shows a ruleset named sms-rules. Each rule specifies an input condition and a

result, and indicates the order of search.

cs7 sms ruleset SMS-RULES
rule 10 sms-mo
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orig-imsi unknown
result group SMSCGRP
rule 20 sms-mo
orig-imsi-table IMSI-SCREEN
result block
rule 30 sms-mo
orig-sme-table ORIG-SCREEN ton 0 np O
result block
rule 40 sms-mo
dest-sme-table SHORTCODES ton O np 0
result next-rule
rule 50 sms-mo
result deliver-mt
rule 60 sms-mo
result group SMSCGRP
|
|
!

The following example shows a ruleset enabling the delivery of UCP message 51 application originated
messages to mobile users (AO-MT).

cs7 sms ruleset AO-MT-RULES
rule 10 ucp-submit
orig-sme-table ORIG-SCREEN
result block
rule 20 ucp-submit
result deliver-mt
rule 30 ucp-submit
result group UCPSMSC

cs7 sms ruleset MO-RULES
rule 40 sms-mo
dest-sme * min-digits 7 max-digits 7 ton 0 orig-sme-modify int-pfx 00 nat-pfx 0
result rule 100
rule 50 sms-mo
dest-sme * auto-modify cc 54 int-pfx 00 nat-pfx 0
result next-rule

What to Do Next

Configure the SM'S Transport Parameters

Configuring the SMS Transport Parameters

Only the GSM transport may be defined for use by DSMR.
)

Note  If youintend to implement the ANSI-41 SMS Notification Proxy feature, go to the chapter Configuring
ANSI-41 SMSNoatification Proxy, and follow the instructionsin the “ Configuring the ANSI-41 Transport
Parameters” section on page 364.
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Defining GSM Transport Parameters

Configuring the SMS Transport Parameters 1l

The definition of the GSM transport must precede the definition for handling inbound gsm messages
configured under the cs7 smsroute-table command. Conversely, the GSM transport may not be removed
until the handling of all GSM operations is removed from the cs7 sms route-table.

To enable the configuration of GSM transport-specific parameters, perform the following steps:

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. C€S7 smsgsm-map ssn ssn
4, smsc-map-version version
5. map-source-addr digitsdigits[tt tt [gti gti np np nai nai]]
6. invoke-timer seconds
7. gprs-delivery prefer-sgsn
8. mnp ttl tt [tt2 tt]
DETAILED STEPS
Command Purpose
Step 1 enable Enables higher privilege levels, such as
privileged EXEC mode.
Example: Enter your password if prompted.
ITP> enable
Step 2 configure {terminal | memory | network} Enables global configuration mode.
Example:
ITP# configure terminal
Step 3 cs7 sms gsm-map Ssn ssn Specifies the GSM transport for the SMS
subsystem and enables the submode in which
you can configure parameters specific to that
transport. Valid subsystem numbers are in the
range 2 to 255. Configuring the cs7 sms
Example: gsm-map command enables cs7 sms gsm
ITP (config) #cs7 sms gsm-map ssn 8 Conﬁguraﬁonrnode
Step 4 smsc-map-version version Specifies alocally supported MAP version.
GSM MAP version. Valid version numbersare 2
and 3. The default is 3.
Example: smsc-map-ver sion isthe highest version that all

ITP (cfg-sms-gsm)# smsc-map-version 3

SM S dialogues may use.
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Command

Purpose

Step 5 map-source-addr digits digits [tt tt [gti gti np np
nai nail]l

Example:
ITP (cfg-sms-gsm) # map-source-addr 5551234567

Specifiesthe source used for all GSM dialogues.

» digitsdigits Specifiestheaddressdigits, in
the range of 1 to 15 digits.

- tttt Specifiesthe translation type, in the
range O to 255.

- gti gti Specifiesthe global title indicator.
Valid numbers are 2(primarily used in the
ANSI domain) or 4 (used in the ITU
domain).

« np np Specifies the numbering plan. Valid
range is 0 through 15.

- nai nai Specifiesthe nature of address
indicator. Valid range is 0 through 127.

Specifies atimer to supervise initiated
dialogues.

seconds Specifies the time in seconds. Valid
range is 1 to 30 seconds. The default is 10
seconds.

Step 6 invoke-timer seconds
Example;
ITP(cfg-sms-gsm)# invoke-timer 20
Step7 gprs-delivery prefer-sgsn
Example:

ITP (cfg-sms-gsm)# gprs-delivery prefer-sgsn

(Optional) Enables some customization of MT
deliveries involving GPRS destinations.

When the prefer-sgsn option is specified,
DSMR will first attempt SMS MT delivery to
the SGSN address when the HLR provides both
MSC and SGSN addresses in an SRI-SM
confirmation.

If not configured, DSMR will first attempt to
deliver the message to the M SC when both MSC
and SGSN addresses are returned by the HLR

Step 8 mnp ttl tt [ee2 tf]

Example:
ITP (cfg-sms-gsm)# mnp ttl 5

(Optional) Allows configuration of DSMR
options specific to mobile number portability.

The tt1 parameter specifies that all SRI-SM
messages will be sent to the HLR using the
specified translation type within the SCCP
called party address. If tt1 is not specified, then
the variant-specific default TT isused: TT=10
for ANSI, TT=0 for al other variants.

If the SRI-SM response contains the error
“Unknown Subscriber” and tt2 is configured,
then a second SRI-SM request is sent using the
TT specified under tt2.

What to Do Next

Configure the SM'S Route Table.
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Configuring the SMS Route Table

N

Note

Note

ITP release 12.2(25)SW3 allows for Application Originated, Mobile Terminated (AO-MT) delivery of
short messages over the UCP interface. Specifically, the I TP supports receipt for a UCP submit SM (51)
message and delivers that message to a GSM mobile subscriber. The ucp command with the submit-sm
operation keyword enables CS7 SMS UCP submit mode.

ITP release 12.2(25)SW8 allows for AO-MT delivery of short messages over the SM PP
interface.Specifically, the I TP supports receipt of an SMPP submit_sm or data_sm message and
generates a submit_sm _resp or data_sm_resp.

I TP release 12.2(25)SW8 deprecates the modify-prefix command. Address modification is now
configurable within the SM S ruleset of SM S address table. For more information see the “ Creating and
Managing SMS Address Tables” section on page 308 or the “ Configuring SM'S Rulesets” section on
page 320.

The SMS route table specifies the types of traffic that will be processed by the DSMR feature and
indicates which ruleset should be used for which type of traffic.

Depending on the SM S transport that you defined, perform the steps in one of the following tasks:
» Configure GSM MAP Routing, page 339
» Configure UCP 51 Submit SM Routing, page 344
» Configuring SMPP Submit SM Routing, page 345

Configure GSM MAP Routing

SUMMARY STEPS

This section describes the steps for configuring an SMS route table if you have defined GSM transport
parameters.

enable

configure {terminal | memory | network}

cs7 smsroute-table

cdr service service-name

cdr call-detail [all | {[delivered] [submitted] [undeliverable] [passed-on]}]
cdr notification [all | {[delivered] [undeliverable]}]

transaction-timer seconds

traffic-rate-timer seconds

© © N o g &~ w N

gsm-map sms-mo
ack-mode immediate

[
= o

. status-report disable
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12. max-messages number
13. proxy-error-use

14. ruleset ruleset

15. proxy-msg { copy | build [dest-smsc use-gt]}

16. msc-proxy-addr [use{international | national}] tt tt gti gti [np np nai nai]

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Command or Action

Purpose

enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged
EXEC mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enables global configuration mode.

cs7 sms route-table

Example:
ITP (config)# cs7 sms route-table

Configures an SM S route table and enables CS7 SMS
route table configuration mode.

cdr service service-name

Example:
ITP (cfg-sms-route-table)# cdr service CDR1

Allows configuration of the CDR servicethat should be
used for all traffic.

« service-name |dentifiesthe cdr service name used
by the SM S routing subsystem. This name must
match the name configured in the cs7 cdr service
command.

cdr call-detail [all | {[delivered] [submitted]
[undeliverable] [passed-on]}]

Example:
ITP (cfg-sms-route-table)# cdr call-detail all

Specifies which call detail CDR records to generate,.

- all Specifiesthat all supported call-detail records
will be generated. If all is specified, no additional
types can be configured.

- delivered Specifiesthat call-detail records with
status “ delivered” will be generated.

« submitted Specifiesthat call-detail records with
status “submitted” will be generated.

« undeliverable Specifiesthat call-detail records
with status “undeliverable” will be generated.

« passed-on Specifiesthat call-detail records with
status “ passed-on” will be generated.
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Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Configuring the SMS Route Table

Command or Action

Purpose

cdr notification

Example:
ITP (cfg-sms-route-table)# cdr notification all

Specifies which notification CDR records to generate.

« all Specifiesthat all supported call-detail records
will be generated. If all is specified, no additional
types can be configured.

» delivered Specifiesthat call-detail records with
status “delivered” will be generated.

- undeliverable Specifiesthat call-detail records
with status “undeliverable” will be generated.

transaction-timer seconds

Example:
ITP (cfg-sms-route-table)# transaction-timer 30

(Optional) Specifies maximum lifetime of a message
transaction.
- seconds Timer, in the range 5 to 3600 seconds.

The default state of the transaction timer is
disabled (no limit to the maximum lifetime).

traffic-rate-timer seconds

Example:
ITP (cfg-sms-route-table)# traffic-rate-timer 30

(Optional) Specifies timer for traffic rate calculation
interval.

« seconds Datacollectioninterval, in seconds. Valid
range is 60-3600 seconds. The default is 600
seconds.

gsm-map Sms-mo

Example:
ITP (cfg-sms-route-table)# gsm-map sms-mo

Configures GSM MAP routing and enables CS7 SMS
GSM SMSMO configuration mode. Allows
configuration of aruleset to use for routing inbound
gsm-map SMS messages. (If no ruleset is configured
the configuration will be incomplete and ignored.)

- sms-mo |dentifiesthe gsm-map operations which
should be routed under this configuration. sms-mo
isthe only valid entry.

ack-mode immediate

Example:
ITP (cfg-cs7-sms-smsmo) # ack-mode immediate

(Optional) Specifies when and how DSMR
acknowledges the MSC upon receiving an SMS MO
message. The ack-mode immediate command
specifies that DSMR will acknowledge the SMS MO
message immediately upon receipt and acceptance. If
this command is not specified, DSMR will
acknowledge after deferring, delivering, or failing the
SMS MO message.

status-report disable

Example:
ITP(cfg-cs7-sms-smsmo) # status-report disable

(Optional) Overrides the status report indicator (SRI)
inthereceived SMS MO and disables the generation of
status reports.

max-messages number

Example:
ITP (cfg-cs7-sms-smsmo) # max-messages 1000000

(Optional) Specifies the maximum number of open
SMS MO indications before a service center
congestion response is generated. Valid range is

1to 2147483647. By default, no max-messageslimitis
enforced.
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Command or Action Purpose
Step 13 proxy-error-use (Optional) Returns error information received from
SMSC during last MO Proxy procedure.
Example:
ITP (cfg-cs7-sms-smsmo) # proxy-error-use
Step14 ruleset ruleset Appliesan SMSruleset to the specified inbound traffic.
A ruleset must be configured for the gsm-map sms-mo
configuration to take effect. If no ruleset is configured,
Example: the gsm-map sms-mo configuration will beincomplete
ITP(cfg-cs7-sms-gsm-smsmo) # ruleset SMS-RULES and will be ignored_
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Command or Action

Purpose

Step15 proxy-msg {copy | build [dest-smsc use-gt]}

Example:
ITP (cfg-cs7-sms-smsmo) # proxy-msg build dest-smsc
use-gt

(Optional) Specifies how a proxied SMS MO message
is constructed.

copy Specifies that the SMS MO Proxy should
copy the MAP and SMSS contents of the

M O-Forward-SM message as received from the
MSC. Thisisthe default behavior.

build Specifiesthat the SMS MO Proxy should
reconstruct the MO-Forward-SM MAP and SMS
layers prior to deferring the message to an SMSC.
The MO-Forward-SM message will be constructed
using the MAP version specified in the
smsc-map-ver sion command, as specified under
the GSM transport, and may contain modified
parameters from the original SMS MO message.

— dest-smsc use-gt (Optional) Specifies that
the SMS MO Proxy should build the
destination SMSC address in the MAP layer
according to the global title result used by the
matched smsrule that is routing the message.
If aglobal title result is not being used, or this
option is not specified, then the originally
specified destination SMSC addressis
preserved in the MAP layer.

Step 16 msc-proxy-addr [use {international | national}] tt
tt gti gti [np np nai nai]

Example:
ITP (cfg-cs7-sms-gsm-smsmo) # msc-proxy-addr use
international tt 4

(Optional) Specifies MAP MSC Proxy address. The
msc proxy addressis used to form the SCCP CgPA for
aproxied MO dialogue.

tt tt Optional. Specifiesthetranslation type, in the
range 0 to 255. If not configured, the tt from the
original request is used.

gti gti Specifies aglobal title indicator. Valid
numbersare 2(primarily used inthe ANSI domain)
or 4 (used in the ITU domain).

npnp InlTU domain, specifiesanumbering plan.
Valid range is 0 through 15.

nai nai In1TU domain, specifies a nature of
address indicator. Required for a gti value of 4.
Optional for agti value of 2. Valid rangeis 0
through 127.

use Indicates setting for national use bit in the
address indicator.

international Address has international scope
(default for ITU/CHINA).

national Address has national scope (default for
ANSI).
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Examples

cs7 sms route-table
cdr service CDRSERV1
cdr call-detail all
cdr notification all
gsm-map Sms-mo
ruleset SMS-RULES
msc-proxy-addr tt 10 gti 2

Configure UCP 51 Submit SM Routing

ITP enables Application Originated, Mobile Terminated (AO-MT) delivery of short messages over the
UCP interface. Specifically, the I TP supports receipt of aUCP submit SM (51) message and deliversthat
message to a GSM mobil e subscriber. The ucp command with the submit-sm operation keyword enables
CS7 SMS UCP submit mode.

This section describes the steps for configuring UCP 51 Submit SM Routing.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. cs7 smsroute-table
4. ucp submit-sm
5. ack-mode immediate
6. ruleset ruleset
DETAILED STEPS
Command Purpose
Step 1 enable Enables higher privilege levels, such as
privileged EXEC mode.
Example: Enter your password if prompted.
ITP> enable
Step 2 configure {terminal | memory | network} Enables global configuration mode.
Example:
ITP# configure terminal
Step 3 cs7 sms route-table Configures an SM Sroute table and enables CS7
SMS route table configuration mode.
Example:
ITP (config)# cs7 sms route-table
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Command Purpose
Step 4 ucp submit-sm Allows receipt of a UCP submit SM (51)
message and enables CS7 SM'S UCP submit
) mode.
Example:
ITP (cfg-sms-route-table)# ucp submit-sm
Step 5 ack-mode immediate (Optional) Specifies immediate
acknowledgement mode for UCP 51 Submit
. SM.
Example:
ITP (cfg-cs7-sms-ucp-submit)# ack-mode immediate
Step 6 ruleset ruleset Appliesan SM Sruleset to the specified inbound
traffic.
Example:

ITP(cfg-cs7-sms-ucp-submit)# ruleset UCP51

Examples

cs7 sms route-table

ucp submit-sm
ruleset UCP-51
ack-mode immediate

Configuring SMPP Submit SM Routing

I TP enables Application Originated, Mobile Terminated (AO-MT) delivery of short messages over the
SMPP interface. Specifically, the I TP supports receipt of an SMPP submit_sm or data_sm message and
generates a submit_sm_resp or data_sm_resp.

This section describes the steps for configuring SMPP Submit SM Routing.

SUMMARY STEPS

enable

configure {terminal | memory | network}
cs7 smsroute-table

smpp submit-sm

ack-mode immediate

I T o

ruleset ruleset
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DETAILED STEPS
Command Purpose
Step 1 enable Enables higher privilege levels, such as
privileged EXEC mode.
Example: Enter your password if prompted.

ITP> enable

Step 2 configure {terminal | memory | network} Enables global configuration mode.
Example:
ITP# configure terminal
Step 3 cs7 sms route-table Configures an SM S route table and enables CS7
SMS route table configuration mode.
Example:
ITP (config)# cs7 sms route-table
Step 4 smpp submit-sm Configures routing of inbound messages
received from an ESME, using the SM PP
Example: protocol. Specifies routing of SMPP submit_sm
ITP (cfg-sms-route-table)# smpp submit-sm or data—sm messages and enables CS7 SMS
SMPP submit configuration mode.
Step 5 ack-mode immediate Specifies immediate acknowledgement mode
for SMPP submit_sm.
Example:
ITP (cfg-cs7-sms-smpp-submit)# ack-mode immediate
Step 6 ruleset ruleset Appliesan SM Sruleset to the specified inbound
traffic.
Example:
ITP(cfg-cs7-sms-smpp-submit)# ruleset AO-RULES
Examples

cs7 sms route-table
cdr service DSMR
smpp submit-sm
ruleset AO-RULES
ack-mode immediate

Monitoring DSMR

This section lists the commands used to monitor DSMR. The commands are listed in al phabetical order,

but you may use them in any order, as needed.
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SUMMARY STEPS
1. enable
2. show cs7 cdr destination [name]
3. show cs7 cdr service [fda]
4. show cs7 smpp [detail session-id | list | statistics]
5. show cs7 sms address-table [addr address | name name | prefix prefix]
6. show cs7 smsansi4l [ssn ssn] [statistics [detail [smsNot]]]
7. show cs7 sms dest-sme-binding dest-sme [result-group-name]
8. show cs7 sms gsm-map [ssn ssn] [statistics detail [sms-mo | sms-mt | sri-sm]]
9. show cs7 sms group [name]
10. show cs7 smsroute-table [gsm-map [sms-mo [ssh ssn]]]
11. show cs7 smsruleset [name name] [detail | result-summary | rule-summary]
12.  show cs7 sms smpp [name]
13. show cS7 Sms Sms-mo msc-proxy-addr
14. show cs7 sms statistics [detail | rate]
15.  show cs7 sms ucp [session-name][name [detail | summary]]
16. show cs7 ucp [detail | list | statistics]
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
ITP> enable
Step2  show cs7 cdr destination [name] Displays CDR destination information.

« name (Optional) CDR destination name.

Example:
ITP# show cs7 cdr destination CDRDEST1

Step3  show cs7 cdr service [fdal Displays CDR service information.

- fda (Optiona) First Delivery Attempt subsystem.
Example:
ITP# show cs7 cdr service fda

Step4  show cs7 smpp [detail session-id | list] Displays information about the SM PP sessions.
« detail (Optional) Displays session details.

« session-id Session identifier, in the range
Example: 1- 4294967294

ITP# show cs7 smpp detail 1234 e list (Optiona|) Displayssessionlist.
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Command or Action Purpose

Step 5 show cs7 sms address-table [addr address | name Displays SM S address table information.
name | prefix prefix]

« addr address Display information about specified
address.

- nameaddress Display information about named
Example: address-table.

ITP# show cs7 sms address-table name SHORTCODES o prefix prefix Display information about addresses

prefixed with specified digit string
Step6  show cs7 sms ansi4l [ssn ssn] [statistics Displays SMS ANSI41 MAP transport information.

[detail [smsNot]]] . . . .

e ssnssn (Optional) Display ANSI41 MAP information
for a specific subsystem. Valid subsystem number isin
the range 2 - 255.

Example: « statistics (Optional) Display SMS ANSI41 transport
ITP# show cs7 sms ansi4l statistic detail statistics.
smsNot

« detail (Optional) Include operation-specific statistics.

» smsNot (Optional) Display statistics related to SMS
Notification proxy procedures.

Step7  show cs7 sms dest-sme-binding dest-sme Displaysthe result that will be selected from an SMS result
[result-group-name] group for the specified dest-sme address.
« dest-sme Specifies the dest-sme address whose result
Example: you wish to display. Valid dest-sme addresses are
ITP# show cs7 sms dest-sme-binding 12345 between 1 and 20 hexadecimal digitsin length. Only

thefinal 4 digits of the address are needed to determine
the dest-sme-binding result. Alphanumeric dest-sme
addresses can not currently be specified.

« result-group-name (Optional) Specifies which result
group to use. If the result-group-name is not specified,
then thisdisplay will output the dest-sme-binding result
for the input dest-sme for each result group in
dest-sme-binding mode.

Step8  show cs7 sms gsm-map [ssn ssn] [statistics Displays SMS GSM MAP transport information.
[detail [sms-mo | sms-mt | sri-sm]]]

» ssnssn (Optional) Display GSM MAP information for
a specific subsystem. Valid subsystem number isin the
range 2 - 255.

» statistics (Optional) Display SMS GSM transport
statistics.

- detail (Optional) Include operation-specific statistics.
« sms-mo (Optional) Display statistics related to SMS

Example:
ITP# show cs7 sms gsm-map statistics detail Moproxy procedur%.
Sms -mo « sms-mt (Optional) Display statistics related to SMS

MT procedures.

« sri-sm (Optional) Display statisticsrelated to SRI-SM
procedures.
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Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Monitoring DSMR Il

Command or Action

Purpose

show cs7 sms group [name]

Example:
ITP# show cs7 sms group grpl

Displays SMS group information.
+ name (Optional) Group name.

show cs7 sms route-table [gsm-map [sms-mo [ssn Displays SM S route table information.
111

e « gsm-map (Optional) Displays GSM MAP routing
information.

Example: . . . .

ITP# show cs7 sms result GRPL e SmMs-mo (Optlona!) Displays information about the
GSM MAP operations that are routed.

« ssnssn (Optional) Displays information about GSM

MAP traffic destined to the specified SSN.

show cs7 sms ruleset [name name] [detail | Displays SMS ruleset information.

result-summary | rule-summary]

Example:
ITP# show cs7 sms ruleset name SMS-RULES

« namename (Optional) Ruleset name.

« detail (Optional) Displays ruleset details.

e result-summary (Optional) Displays result summary.
e ruleessummary (Optional) Displays ruleset summary.

show cs7 sms smpp [name]

Example:
ITP# show cs7 sms smpp

Displays SMS SMPP session information.
+ name (Optional) SMPP session name.

show cs7 sms sms-mo msc-proxy-addr

Displays SMS GSMMAP SMS-MO information.

* msc-proxy-addr Display msc-proxy-addr
information.

Example:
ITP# show cs7 sms sms-mo msc-proxy-addr
show cs7 sms statistics [detail | ratel
Example:

ITP# show cs7 sms statistics detail

Displays SMS global statistics.
« detail Include transport statistics.

- rate Display traffic rates.

show cs7 sms ucp [name]

Example:
ITP# show cs7 sms ucp

Displays SM S UCP session information.
+ name (Optional) UCP session hame.

show cs7 ucp [name]

Example:
ITP# show cs7 sms ucp

Displays SM S UCP session information.

« detail id Display session detail. Valid session
identifier is an integer in the range 1 - 4294967294.

« list Display session list.

« statistics id Display session statistics. Valid session
identifier is an integer in the range 1 - 4294967294,
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Configuration Example for DSMR Mobile Originated
Message Handling

This sections provides a sample DSMR configuration. Figure 31 illustrates the details of the
configuration example.

Figure 31 DSMR Operating as an SMSC

e, JCP 172.15.1.1

I:I |:|| UCP 172.15.1.2
SMPP 172.22.33.12 I:“/_\/ I:Il CDR Archive

SMPP 172.10.22.1

172.18.40.31

CDR Archive

SMPP 172.22.33.11 EI
—— 172.18.44.136

4

SMPP/UCP 172.18.40.41 @

122804

cs7 cdr destination CDRDEST1 8000 172.18.40.31 172.18.40.41
cs7 cdr destination CDRDEST2 8000 172.18.44.136 172.18.40.41
!

cs7 cdr service CDRSERV1

share-mode cost

destination CDRDEST1 1

destination CDRDEST2 2

!

cs7 sms smpp profile ESME1

send-window 4

!
cs7 sms smpp profile default

keepalive-timer 60000

send-window 10

!
cs7 sms smpp 6000 local-ip 172.18.40.41 dynamic

!

cs7 sms ucp 7000 local-ip 172.18.40.41 dynamic
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!
cs7 sms group GRP1 esme
match smpp id ESMEl type esme password MYPASS
match ip 171.22.33.12 any profile ESME1l
match ip 172.22.33.11 any profile ESMEl
!
cs7 sms group GRP2 esme
match smpp id ESME2 type esme password PASS2
match ip 172.10.22.1 4000
match ip 172.10.22.1 4001
|
cs7 sms group GRP3 esme
match ucp id 01234567 password UCPPASS
match ip 172.15.1.1 3001
match ip 172.15.1.2 3001
!
cs7 sms group SMSCGRP smsc protocol gsm-map
pc 3.1.2 weight 1
pc 3.1.3 weight 1
|
cs7 sms address-table IMSI-SCREEN
load disk0:IMSI-SCREEN
|
cs7 sms address-table ORIG-SCREEN
load disk0:0RIG-SCREEN
!
cs7 sms address-table SHORTCODES
addr 11112 result group GRP2
addr 1111 result group GRP1
addr 2222 result group GRP1
addr 5551212 exact result group GRP3
!
cs7 sms ruleset SMS-RULES
rule 10 sms-mo
orig-imsi unknown
result group SMSCGRP
rule 20 sms-mo
orig-imsi-table IMSI-SCREEN
result block
rule 30 sms-mo
orig-sme-table ORIG-SCREEN ton 0 np 0
result block
rule 40 sms-mo
dest-sme-table SHORTCODES ton 0 np 0
result next-rule
rule 50 sms-mo
result deliver-mt
rule 60 sms-mo
result group SMSCGRP
|
cs7 sms gsm ssn 8
map-source-addr digits 18881212122
|
cs7 sms route-table
cdr service CDRSERV1
cdr call-detail all
cdr notification all
gsm-map sms-mo
ruleset SMS-RULES
msc-proxy-addr tt 10 gti 2
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Configuration Example for DSMR Application Originated Mobile
Terminated (AO-MT) Delivery Over UCP

ITP release 12.2(25)SW3 allows for Application Originated, Mobile Terminated (AO-MT) delivery of
short messages over the UCP interface. Prior to I TP release 12.2(25)SW3, al rules defaulted to sms-mo,
indicating the only operation supported for rule based routing was a GSM fwd-short-message-MO
message (sms mo) from an MSC. With UCP AO support a new operation type, ucp-submit, specifies
that the I TP supports receipt of a UCP submit SM (51) message and allows delivery of that message to
a GSM mobile subscriber or deferral via UCP to alegacy SMSC.

The ucp command in ¢cs7 sms route-table configuration mode configures UCP routing, and with the
submit-sm operation specifies the handling of inbound UCP submit messages for rule-based routing,
enabling AO-MT.

The following example configures a route table and specifies rulesets for the operation ucp-submit.

cs7 sms route-table
cdr-service DSMR

ucp submit-sm
ruleset AO-RULES

When arule operation is set to ucp-submit, the filters and options are different from sms-mo. The filter
type permitted is cdr-service-queue, orig-sme, orig-sme-table, dest-sme, dest-sme-table, and pid. The
result types permitted for a UCP rule are: block, next-rule, rule, group (SMSC with UCP protocol), and
deliver-mt.

Sms-mo and ucp-submit rules can be combined in the same ruleset if desired. Each rule must be tagged
as either sms-mo or ucp-submit and will only match the operation specified.

The following example describes a configuration for DSMR AO-MT delivery.
!

cs7 cdr destination ITPA1l 7000 172.18.40.35 172.18.48.39
!

cs7 cdr service CDRFARM

share-mode cost

destination ITPAl 1

|

cs7 sms ucp 4000 local-ip 172.18.48.39 dynamic
!

cs7 instance 0 sms group ESME esme

esme id 987

esme cdr consolidation 123

match ucp id 0123456789 password 123ABC

!

cs7 instance 0 sms ruleset SMS1

rule 20 ucp-submit

result deliver-mt

!

cs7 sms gsm-map ssn 8

map-source-addr digits 9193925000

!

cs7 sms route-table

cdr service CDRFARM

cdr call-detail all

cdr notification all

traffic-rate-timer 60

ucp submit-sm

ruleset SMS1
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Configuration Example for DSMR Deferral of UCP Application

Originated

Messages to an SMSC (AO-AQ)

cs7 cdr destination PSD2 7777 172.18.40.31 172.18.40.41

|
cs7 cdr service CDRSERV1
share-mode cost
destination PSD2 2
!
cs7 sms ucp 7000 local-ip 172.18.40.41 dynamic
destination TIPPY 172.18.40.31 7000 smsc
!
cs7 sms group GRP1 esme
match smpp id ESMEl type esme password MYPASS
!
cs7 sms group UCP-SLUFF smsc protocol ucp
ucp TIPPY weight 1
!
cs7 sms address-table SHORTCODES
addr 11112 result group GRP1
addr 1111 result group GRP1
!
cs7 sms ruleset SMS-RULES
rule 10 ucp-submit

rule 68 ucp-submit
result group UCP-SLUFF
|
cs7 sms route-table
cdr service CDRSERV1
cdr call-detail all
cdr notification all
transaction-timer 30
ucp submit-sm
ack-mode immediate
ruleset SMS-RULES
gsm-map Sms-mo
ruleset SMS-RULES
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Configuration Example for DSMR Application Originated Mobile
Terminated (AO-MT) Delivery Over SMPP

ITP release 12.2(25)SW8 allows for Application Originated, Mobile Terminated (AO-MT) delivery of
short messages over the SMPP interface. With SMPP AO support, a new rule operation type,

smpp submit-sm, isavailable within the CS7 SM S ruleset. specifies that the I TP supports receipt for an
SMPP submit-sm or data_sm message and allows delivery of that message to a GSM mobile subscriber
or deferral via SMPP to alegacy SMSC.

When arule operation is set to smpp submit-sm, the filter types permitted are cdr-service-queue,
dest-sme, dest-sme-table, orig-sme, and orig-sme-table, and pid. The result types permitted are:
group, block, next-rule, rule, and deliver-mt.

Sms-mo, ucp-submit, and smpp-submit rules can be combined in the same ruleset if desired. Each rule
must be tagged as sms-mo, ucp-submit, or smpp-submit and will only match the operation specified.

The following example describes a configuration for DSMR AO-MT delivery.
!

cs7 cdr destination CDR1 10.10.1.100 7000 7000
!

cs7 cdr service DSMR

share-mode cost

destination CDR1 1

1

cs7 sms smpp 5000 local-ip 10.10.10.200 dynamic
!

|

The SMPP-SMSC destination is used for SMPP AO-AO deferral:

cs7 sms smpp 5001 local-ip 10.10.10.200

destination SMPP-SMSC 10.10.201 5000 smsc
id 5 type 5 password 5

!

|

bOGSHOW is configured to support AO-MT and MO-AT traffic:

cs7 sms group DOGSHOW esme

esme id 1800

esme cdr consolidation DOGSHOW

esme delivery-receipt data formatted

esme submit-mode default ack immediate single-shot
match smpp id dogshow type esme password dogs

|

!

The SMPP-SMSC group is used to defer a message via SMPP to alegacy SMSC:

cs7 sms group SMPP-SMSC protocol smpp
smpp SMPP-SMSC weight 1

cs7 sms address-table SME-BLACK

addr 1234567890 exact

addr 9876543210 exact

|

cs7 sms address-table SHORTCODELST

addr 1111 exact result group DOGSHOW
addr 2222 exact result group DOGSHOW
addr 2345 exact result group OFFISLAND
|
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CARRIER-SEL performs address modification for Carrier Selection

cs7 sms address-table CARRIER-SEL
addr 1115 modify 4 5411 * 1
addr 22015 modify 5 54220 * 1
addr 549 modify 3 54 * 1
|
cs7 sms address-table NATIONAL
addr 11
addr 2202
addr 220
addr 221
|
cs7 sms ruleset AO-RULES
rule 10 smpp-submit
orig-sme-table SME-BLACK
result block
rule 20 smpp-submit
result deliver-mt
rule 30 smpp-submit
result group SMPP-SMSC
|
cs7 sms ruleset MO-RULES
rule 10 sms-mo
dest-sme-table SHORTCODELST
result group OFFISLAND
rule 20 sms-mo
dest-sme-table CARRIER-SEL
result rule 100
rule 30 sms-mo
orig-sme-table NATIONAL ton 2 np 1 modify * 54 1 1
match-unknown-ton-np
result next-rule
rule 40 sms-mo
dest-sme * min-digits 7 max-digits 7 ton 0 orig-sme-modify int-pfx 00 nat-pfx 0
result rule 100
rule 50 sms-mo
dest-sme * auto-modify cc 54 int-pfx 00 nat-pfx 0
result next-rule
rule 100 sms-mo
result deliver-mt
rule 200 sms-mo
result group GSM-SMSC
!
cs7 sms gsm-map ssn 8
map-source-addr digits 19088771234
!
cs7 sms route-table
cdr service DSMR
gsm-map sSms-mo
ruleset MO-RULES
ack-mode immediate
smpp submit-sm
ruleset AO-RULES
ack-mode immediate

cs7 instance 0 sms ruleset SMS1
rule 20 ucp-submit
result deliver-mt

|

!

cs7 sms route-table

cdr service DSMR
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smpp submit-sm
ruleset AO-Rules
ack-mode immediate
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Configuration Example for DSMR Deferral of SMPP Application
Originated Mesages to AN SMSC (AO-AQ)

!
cs7 cdr destination CDR1 10.10.1.100 7000 7000
!
cs7 cdr service DSMR
share-mode cost
destination CDR1 1
!
cs7 sms smpp 5000 local-ip 10.10.10.200 dynamic
!
|

'.I'he SMPP-SM SC destination is used for SMPP AO-AQO deferral:

cs7 sms smpp 5001 local-ip 10.10.10.200

destination SMPP-SMSC 10.10.201 5000 smsc
id 5 type 5 password 5

|

DOGSHOW is configured to support AO-MT and MO-AT traffic:

cs7 sms group DOGSHOW esme

esme id 1800

esme cdr consolidation DOGSHOW

esme delivery-receipt data formatted

esme submit-mode default ack immediate single-shot
match smpp id dogshow type esme password dogs

!

|

'fhe SMPP-SMSC group is used to defer a message via SMPP to alegacy SMSC:

cs7 sms group SMPP-SMSC protocol smpp
smpp SMPP-SMSC weight 1

cs7 sms address-table SME-BLACK

addr 1234567890 exact

addr 9876543210 exact

!

cs7 sms address-table SHORTCODELST

addr 1111 exact result group DOGSHOW
addr 2222 exact result group DOGSHOW
addr 2345 exact result group OFFISLAND
|

CA RRIER-SEL performs address modification for Carrier Selection

cs7 sms address-table CARRIER-SEL
addr 1115 modify 4 5411 * 1
addr 22015 modify 5 54220 * 1
addr 549 modify 3 54 * 1

|

cs7 sms address-table NATIONAL
addr 11

addr 2202

addr 220

addr 221

!

cs7 sms ruleset AO-RULES

rule 10 smpp-submit
orig-sme-table SME-BLACK
result block
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rule 20 smpp-submit
result deliver-mt
rule 30 smpp-submit
result group SMPP-SMSC
|
cs7 sms ruleset MO-RULES
rule 10 sms-mo
dest-sme-table SHORTCODELST
result group OFFISLAND
rule 20 sms-mo
dest-sme-table CARRIER-SEL
result rule 100
rule 30 sms-mo
orig-sme-table NATIONAL ton 2 np 1 modify * 54 1 1
match-unknown-ton-np
result next-rule
rule 40 sms-mo
dest-sme * min-digits 7 max-digits 7 ton 0 orig-sme-modify int-pfx 00 nat-pfx 0
result rule 100
rule 50 sms-mo
dest-sme * auto-modify cc 54 int-pfx 00 nat-pfx 0
result next-rule
rule 100 sms-mo
result deliver-mt
rule 200 sms-mo
result group GSM-SMSC
!
cs7 sms gsm-map ssn 8
map-source-addr digits 19088771234
!
cs7 sms route-table
cdr service DSMR
gsm-map Sms-mo
ruleset MO-RULES
ack-mode immediate
smpp submit-sm
ruleset AO-RULES
ack-mode immediate

cs7 instance 0 sms ruleset SMS1
rule 20 ucp-submit
result deliver-mt
!
!
cs7 sms route-table
cdr service DSMR
smpp submit-sm
ruleset AO-Rules
ack-mode immediate
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ANSI-41 SMS Notification Proxy

Configuration Mode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

The purpose of the ANSI-41 SMS Notification Proxy feature is to perform a broadcast of incoming
ANSI-41 SMS Notificationsto abank of short message Messaging Centers (MC) and to provide areply
to the HLR after receiving the first positive acknowledgement message from any of the MCsin the
distribution.

The ANSI-41 SMS Notification Proxy feature is part of the ITP product family. The ITP implements
traditional SS7 routing and IETF SIGTRAN standards based SS7 over |P and Signaling Gateway
protocols. It also provides intelligent routing based on upper layer parameters (MAP, SMS) with the
Multi-Layer Routing (MLR) feature, and offloads SM S traffic from SM SCs with the Distributed Short
Message Routing (DSMR) feature. The ANSI-41 SM S Notification Proxy feature is an extension of the
software capabilities provided by the MLR and DSMR features.

Feature History for ANSI-41 SMS Notification Proxy

Release Modification
12.2(25)SW3 This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco 10S software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

« Information About ANSI-41 SMS Noatification Proxy, page 360
« How to Configure ANSI-41 SMS Natification Proxy, page 361
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Information About ANSI-41 SMS Notification Proxy

The Mobile Application Part (MAP) layer of the SS7 protocol suite provides mobility proceduresto SS7
network applications. The MAP layer includes protocol details that support mobility functions such as
registration, authentication, and call completion while providing service transparency to roaming
subscribers.

The purpose of the ANSI-41 SMS Notification Proxy feature is to perform a broadcast of incoming
ANSI-41 SMS Notificationsto abank of short message Messaging Centers (MC) and to provide areply
to the HLR after receiving the first positive acknowledgement message from any of the MCsin the
distribution.

The ANSI-41 SMS Notification Proxy feature is part of the overall ITP SMS software complex shown
in Figure 32. The components of the ITP SMS software that are affected are described bel ow:

» ANSI-41 networks use ANSI TCAP. The ITU TCAP software in the ITP is extended to support
ANSI TCAP.

« A new ANSI-41 MAP layer is provided, similar to the GSM MAP layer that already existsin ITP.

e The DSMR SMS Subsystem can now communicate with SS7 via either GSM MAP/ITU TCAP or
ANSI41 MAP/ANSI TCAP.

« The TP terminates the TCAP transaction for the incoming SMSNOT and originates a new
transaction toward each MC, i.e. the original transaction is proxied.

Figure 32 SMS Software Interfaces
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How to Configure ANSI-41 SMS Notification Proxy

This section describes the tasks for configuring ANSI-41 SMS Notification Proxy. The tasks, and the
sample configuration at the end of this chapter refer to the Figure 33.

Figure 33 ANSI-41 SMS Notification Distribution

TDMA SMSC
212

Route 2.1.1 11.1
1.1.1 priority 1 7500A

1.1.2 priority 1
C-link priority 9
Route 2.1.2
1.1.1 priority 1
1.1.2 priority 1
C-link priority 9
Route 1.1.3
1.1.1 priority 1
1.1.2 priority 1

\  C-link priority 9 )

A SMSChb $1.1.3

NN

SS7linkset (TDM, HSL, M2PA)
77777777 SUA Association
———— SGMP Association

TDMA SMSC
211

92863

This section describes the following tasks:
» Specifying the TCAP Variant, page 361
- Configuring SM S Result Groups, page 362
» Configuring SMS Rulesets, page 363
« Configuring the ANSI-41 Transport Parameters, page 364
« Configuring the SM'S Route Table for Received ANSI-41 SMSNOT Messages, page 366

Specifying the TCAP Variant
N

Note  In addition to the followi ng configuration tasks, you must also perform basic | TP configuration, which

is described fully in the Configuring I TP Basic Functionality chapter. If you are unfamiliar with ITP
basic configuration, you are advised to refer to that chapter for more details.

ANSI-41 MAP applications use ANSI TCAP as defined in Telcordia GR-246-CORE. To specify the
ANSI TCAP variant, perform the following task in global configuration mode.
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N

Note Configuration changes made to the TCAP variant on arunning system do not take effect until the ITPis
reloaded with the saved configuration.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. cs7tcap variant {ansi | itu}
DETAILED STEPS
Command Purpose
Stepl  enable Enables higher privilege levels, such as privileged
EXEC mode.
Example: Enter your password if prompted.
ITP> enable
Step2  configure {terminal | memory | network} Enters global configuration mode.
Example:
ITP# configure terminal
Step3 |cs7 tcap variant {ansi | itu} Configuring this command with the ansi keyword
specifies that the TCAP layer uses the ANSI
Example: T1.114.x variant, therequired variant for proper ITP
1T ( pe. . . support of the ANSI-41 SM S Notification Proxy
config)# cs7 tcap variant ansi feature

Configuring SMS Result Groups

To configure an SM'S Result Group, perform the following steps.

SUMMARY STEPS

1. enable
2. configure {terminal | memory | network}

3. c¢s7 smsresult-group name {esme | smsc [protocol {gsm-map | ansi41}] [mode {wrr |
broadcast}]}
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Command

Purpose

Step 1 enable

Example:
ITP> enable

Enables higher privilege levels, such as privileged
EXEC mode.

Enter your password if prompted.

Step 2 configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters global configuration mode.

&BpS cs7 sms result-group name {esme | smsc [protocol
{gsm-map | ansi4l}] [mode {wrr | broadcast}]}

Example:
ITP(config)# cs7 sms result-group MC GRP smsc
protocol ansi4l mode broadcast

Specifies a group of resources capable of receiving
ashort message. Configuring thiscommand with the
protocol ansi keywords specifies that all MC group
members are reachable via ANSI-41 MAP.
Configuring the mode broadcast keywords
specifies that the message will be delivered to all
defined, available group members.

Configuring SMS Rulesets

To specify an SMS Ruleset, perform the following steps.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. cs7 smsruleset name [protocol [ansi4l | esme | gsm-map]]
4. rule order operation-name
DETAILES STEPS
Command Purpose
Step 1 enable Enables higher privilege levels, such as
privileged EXEC mode.
Example: Enter your password if prompted.
ITP> enable
Step 2 configure {terminal | memory | network} Enters global configuration mode.
Example:

ITP# configure terminal
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Command Purpose
Step 3 cs7 sms ruleset name [protocol [ansi4l | esme Names a cs7 smsruleset.
gsm-map] ] . .
« protocol (Optional) Configure an
application layer protocol for this ruleset.
— ansi4l Use ANSI-41 as application
Example: layer protocol within ruleset.

ITP (config) #cs7 sms ruleset SMS-PROXY

— esme Use UCP or SMPP as
application layer protocol within
ruleset.

— gsm-map Use GSM-MAP as
application layer protocol within the
ruleset.

Configuring the cs7 smsruleset command
enables CS7 SM S set configuration mode in
which you can identify rules and the order in
which they are searched

Step 4 rule order operation-name

Example:
ITP (cfg-cs7-sms-set)# rule 10 smsNot

Within the ruleset, specifies arule, the order in
whichit issearched, and the operation for which
theruleisvalid.

order Specifies the order in which rules are
searched. Valid numbers are 1 to 1000.

operation-name Specifies the operation for
which theruleis valid. Valid operation-name
parameters are:
» sms-mo ldentifies GSM SMS MO request
messages.
« smsNot Identifies ANSI-41 SMS
Notification request messages.

« ucp-submit Identifies UCP submit SM
request messages.

Configuring the ANSI-41 Transport Parameters

The definition of the ANSI-41 transport must precede the definition for handling inbound ANSI-41
messages configured under the ¢s7 sms route-table command. Conversely, the ANSI-41 transport may
not be removed until the handling of all ANSI-41 operations is removed from the cs7 smsroute-table.

To enable the configuration of ANSI-41 transport-specific parameters, perform the following steps.

SUMMARY STEPS

1. enable
2. configure {terminal | memory | network}
3. cs7 smsansi4l ssn ssn
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4. map-source-addr digits digits [tt tt [gti gti np np nai nai]]

5. invoke-timer seconds

DETAILES STEPS
Command Purpose
Step1 enable Enables higher privilege levels, such as
privileged EXEC mode.
Example: Enter your password if prompted.

Step 2

Step 3

Step 4

Step 5

ITP> enable

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters global configuration mode.

cs7 sms ansi4l ssn ssn

Enables the configuration of ANSI-41
transport-specific parameters and specifies a
subsystem number. Valid subsystem numbers
are in the range 2 to 255. Configuring the
cs7 sms ansi4l command enables CS7 SMS
ANSI41 configuration mode.

map-source-addr digits digits [tt tt [gti gti np np nai

naill

(Optional) Specifies the source used for all
ANSI-41 dialogues. Not specifying the
map-sour ce-addr command instructs
SMSNOT Proxy to use the local PC and SSN as
a source address.

» digitsdigits Specifiesthe addressdigits, in
the range of 1 to 15 digits.

« tttt Specifiesthe translation type, in the
range O to 255.

« gti gti Specifiesthe global title indicator.
Valid numbers are 2(primarily used in the
ANSI domain) or 4 (used in the ITU
domain).

e np np Specifies the numbering plan. Valid
range is 0 through 15.

- nai nai Specifies the nature of address
indicator. Valid range is 0 through 127.

invoke-timer seconds

Specifiesatimer to superviseinitiated ANSI-41
dialogues.

seconds Specifies the time in seconds. Valid
range is 1 to 30 seconds. The default is 6
seconds.
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Configuring the SMS Route Table for Received ANSI-41 SMSNOT Messages

This section describes the steps for configuring an SMS route table for received ANSI-41 SMSNOT
messages. For this configuration you must have defined ANSI 41 transport.

To configure the SMS Route Tabl e, identify the input protocol asthe ANSI-41 MAP layer with the input
operation as ANSI-41 SMS Notification, and specify the ruleset to be used when processing an inbound
ANSI-41 SMS Notification message, perform the following steps.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. cs7 smsroute-table
4. transaction-timer seconds
5. traffic-rate-timer seconds
6. ansi4l operation-name
7. ruleset ruleset-name
DETAILES STEPS
Command Purpose
Step 1 enable Enables higher privilege levels, such as
privileged EXEC mode.
Example: Enter your password if prompted.

Step 2

Step 3

Step 4

Step 5

ITP> enable

configure {terminal | memory | network}

Example:
ITP# configure terminal

Enters global configuration mode.

cs7 sms route-table

Example;
ITP (config)# cs7 sms route-table

Enables the configuration of an SMS
Route-Table and enables CS7 SMS route table
configuration mode.

transaction-timer seconds

Example;
ITP (cfg-sms-route-table)# transaction-timer 30

(Optional) Specifies maximum lifetime of a
message transaction.

« seconds Timer, in the range 5 to 3600
seconds. The default state of the transaction
timer is disabled (no limit to the maximum
lifetime).

traffic-rate-timer seconds

Example:
ITP (cfg-sms-route-table) # traffic-rate-timer 30

(Optional) Specifies timer for traffic rate
calculation interval.

« seconds Data collection interval, in
seconds. Valid range is 60-3600 seconds.
The default is 600 seconds.
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Step 6

Step 7

Command

Purpose

ansi4l operation-name

Example:
ITP (cfg-sms-route-table) # ansi4l smsNot

I dentifies the input protocol as the ANSI-41
MAP layer and enables CS7 SMS ANSI-41
SM S Noatification configuration mode.

» operation-name Specifying the smsNot
keyword identifies the input operation as
the ANSI-41 SMS Notification.

ruleset ruleset-name

Example:
ITP(cfg-cs7-sms-ansid4l-smsnot)# ruleset SMS-PROXY

Specifiestheruleset to be used when processing
an inbound ANSI-41 SMS Notification

message.
» ruleset-name Name of a previously
configured SM S ruleset.
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Configuration Example: ANSI-41 SMS Notification Proxy

The following is a sample configuration of the ANSI-41 SMS Notification Proxy feature:

7500A Configuration

cs7 variant ansi

cs7 point-code 1.1.1

!

cs7 mlr address-table MLR-SHORTCD
addr 1111 exact

addr 9999 exact
!
cs7 mlr ruleset SMS-RELAY
rule 10 smsnot
result pc 1.1.1 ssn 8
rule 20 smdpp
dest-sme-table MLR-SHORTCD
result pc 1.1.3
!
cs7 mlr table SMS
trigger default ruleset SMS-RELAY
!
cs7 tcap variant ansi
!
cs7 sms result-group MC_GRP smsc protocol ansi4l mode broadcast
pc 2.1.1
pc 2.1.2
pc 1.1.3
!
cs7 sms ruleset SMS-PROXY
rule 10 smsNot
result group MC_GRP
!
cs7 sms ansi4l ssn 11
map-source-addr digits 9191111111
!
cs7 sms route-table
ansi4l smsNot
ruleset SMS-PROXY
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MAP Proxy:
GSM Authentication Service
MMSC Gateway Service

Configuration Mode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

The MAP Proxy feature delivers Mobile Application Part (MAP) functionality.

Feature History for MAP Proxy

Release Modification
12.2(4)MB7 This feature was introduced.
12.2(25)SW MAP Proxy implements an MM SC Gateway Service.

Finding Support Information for Platforms and Cisco I0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

« Information About MAP Proxy, page 370
- How to Configure MAP Proxy, page 371
- |ITP MAP Proxy Example, page 379
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Information About MAP Proxy

The Mobile Application Part (MAP) layer of the SS7 protocol suite provides mobility proceduresto SS7
network applications. The MAP layer includes protocol details that support mobility functions such as
registration, authentication, and call completion while providing service transparency to roaming
subscribers.

The Cisco ITPMAP Proxy feature deliversMAP functionality by exportingaMAP User APl (MAPUA).
The MAPUA provides an interface between |P-based servers and SS7-based cellular wireless network
nodes such as HLRs, VLRs, etc.

The MAP proxy feature enables the development of 1P-based application servers (AS) without the need
to develop SS7 layerson the AS platform. The AS platform needs only to implement the remote MAPUA
appropriate for the application (the required MAP procedure.) The ITP terminates or translates all SS7
events and sends the translated event or the MAP reply data to the remote AS over the MAPUA.

GSM MAP Authentication

In 10S Software Release 12.2(4)MB7 theinitial release of MAPUA supports a hon-standard interface
using the RADIUS protocol for performing the GSM MAP authentication service on behalf of a Cisco
Access Registrar (AR). As an option, authorization check can be turned on during the authentication
procedure. To authorize asubscriber the ITP currently invokesthe MAP_RESTORE_DATA service. The
subscriber profile obtained from the HLR is examined for the presence of a predetermined bearer service
or teleservice. If authorization fails then no authentication triplets are returned to the AR. Figure 34
depicts the protocol layers in this implementation.

Figure 34 represents a scenario in which an AS requests HL R information through the MAP Proxy. The
AR uses the MAPUA to request authentication triplets for a particular IMSI. The interworking function
(IWF) onthe MAP Proxy receivesthe request and initiates the appropriate MAP procedure. If the request
cannot be satisfied using cached information, then arequest is sent to the HLR using MAP/TCAP. (An
SS7 transport is depicted in this scenario, but the transport could also be through SS7 over IP protocols
such as M2PA, M3UA, or SUA.)

Figure 34 Protocol Layers for GSM MAP Authentication Service
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Multimedia Message Service Center Gateway Il

Multimedia Message Service Center Gateway

In 10S Software Release 12.2(25)SW, the MAP Proxy implementing aremote MAPUA provides a Short
Message Peer to Peer (SMPP) interface for |P-based multimedia message service centers (MM SC) to
exchange information with SS7-based cellular wireless network nodes. This implementation exports a
MAPUA that also supports the GSM MAP-based SendIMSI, SendRoutinglnfoForSM (SRISM), and
SendRoutinglnformation (SRI) procedures to support an MM SC Gateway service.

Figure 35 depicts the protocol layers used to support the MM SC Gateway service. The MM SC requests
mobile station information from an HLR through the MAP Proxy. The MM SC uses the SMPP to send a
request. The interworking function (IWF) on the MAP Proxy receives the request and initiates the
appropriate MAP procedure. A SendIM SI, SendRoutinglnfoForSM, or SendRoutinglnfo request is sent
to the HLR using MAP/TCAP. (An SS7 transport is depicted in this figure, but the transport to the HLR
may also be through SS7 over IP protocols such as M2PA, M3UA or SUA.)

The MM SC Gateway feature allows FDA SMSC, M3UA, SUA, M2PA, MTP2, and HSL concurrent
operation in any combination. Traffic may flow from one component to any of the other components.
Components are unaware of the origin of the traffic. All MSUs appear to be from the SS7 network.

Figure 35 Protocol Layers for the MMSC Gateway
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How to Configure MAP Proxy

This section describes the following tasks:
« Performing Basic I TP Configuration, page 372
- Implementing a GSM MAP Authentication Service, page 372
« Provisioning MAP Proxy Parameters for GSM MAP Authentication Service, page 374
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» Implementing an MM SC Gateway Service, page 376

« Provisioning MAP Proxy Parameters for An MM SC Gateway Service, page 377

« Enabling and Disabling MAPUA, page 378

Performing Basic ITP Configuration

N

Note The following configuration task includes basic I TP configuration, which is described fully in the
“Configuring ITP Basic Functionality” chapter. If you are unfamiliar with ITP basic configuration, you
are advised to refer to that chapter for more details.

To perform the minimum basic I TP configuration, use the following commands in global configuration

mode:
Command Purpose
Stepl |cs7 variant {ansi | itu | china | ttc} Specifies which SS7 variant the ITP is running.
Example:
ITP (config)# cs7 variant ansi
Step2 |es7 point-code point-code Specifies the point code representation.

Example:
ITP (config)# cs7 point-code 5.3.5

Implementing a GSM MAP Authentication Service

SUMMARY STEPS

¢s7 mapua name protocol local-port

local-ip local-ip

xS

nai}]

client remote-ip [port remote-port] [encryption-off] secret {0 | 7 | LINE} shared-secret
map-sour ce-addr [use {national | international}] digits digit-string [tt tt] [gti {2 | 4 np np nai

5. map-dest-addr [use{national | international}] [tt tt] [gti {2 |4 np np nai nai}]
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Detailed Steps

Step 1

Step 2

Step 3

How to Configure MAP Proxy Il

Command

Purpose

cs7 mapua name protocol local-port

Example:
ITP (config)# cs7 mapua rad2000 radius
2000

Specifies the name, local port number, and protocol, and
enables the CS7 MAPUA configuration submode.

The name must be a character string with a maximum of 12
characters and must be unique among all MAPUA instances.

The protocol must be radius.

Thelocal portisthelocal port number that the MAP Proxy will
listen to on the specified protocol. You can configure alocal
port number in the range 1024 through 65535.

local-ip local-ip

Example:
Router (config-cs7-mapua) #
4.4.4.4

local-ip

Specifies the local IP addresses that will receive MAPUA
packets. You can repeat this command for atotal of 4 local 1P
addresses.

client remote-ip [port remote-port]
[encryption-off] secret {0 | 7 | LINE}
shared-secret

Example:
Router (config-cs7-mapua) #
secret client2222

client 2.2.2.2

Specifies the clients that are allowed by the MAP Proxy. The
source |P address within the MAPUA client request is used to
match the client |P address you specify here.

You may specify the remote port of the MAPUA client. If you
do not specify the remote port, the client may connect using any
valid port number.

You must specify a shared secret string (as specified by the
RADIUS protocol) to authenticate the MAPUA client. You
must also specify whether the shared secret is unencrypted or
encrypted (7).

You may use the optional keyword encryption-off to specify
that MAP Proxy RADIUS packets are not encrypted.
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Command Purpose

Step4  map-source-addr [use {national | Provision aglobal title address, such as an E.164 address, to be
international}] digits digit-string [tt used as the calling party address for all MAP-generated
el [gti {2 | 4 np np nai nai}] messages. If no address is specified, then the calling party

address will contain the MAP Proxy’s point code and VLR
subsystem number.

You must specify adigit string of 1 - 15 hexadecimal digitsto
represent the MAP Proxy.

You may specify the translation type of the address specified in
the digits parameter. The type determines the translation-type
used in the global title representing the MAP Proxy. Typical
values would be 9 (for IMSI), 14 (for MSISDN), or 10 (for
network element without number portability). The valid types
are in the range 0 through 255.

You may also provisionsthe attributes of the destination global

Example: title address that represents the subscriber’s IMSI. If not
Router (contig-cs7-mapua) # specified, the variant-specific address attributes for an IM S| are
map-source-addr digits 1234567890 type 9
used.
Step5 |map-dest-addr [use {national | Specifies the destination address parameters.
international}] [tt tt] [gti {2 | 4 np np
nai nai}]
Example:
Router (config-cs7-mapua)# map-dest-addr
tt 10

Provisioning MAP Proxy Parameters for GSM MAP Authentication Service

To enter the submode to provision parameters specific to the GSM MAP
Process_Obtain_Authentication_Sets VLR service, use the following commands, beginning in
CS7 MAPUA submode:

Command Purpose
Step 1 gsm-authent-vlr Enabl es the authent-vir submode, in which you
can provision parameters.
Example:
Router (config-cs7-mapua)# gsm-authent-vlr
Step 2 authorize {bs bs-number | ts ts-number} Specifiesthat authorization of the IMSI must be
performed by accessing the subscriber’s profile
) stored in the HLR.
Example:
Router (config-cs7-mapua-gsm-authent-vlr)# authorize bs
26

] IP Transfer Point



| MAP Proxy:

GSM Authentication Service MMSC Gateway Service

How to Configure MAP Proxy Il

Command Purpose
Step 3 cache-size cache-size Specifies the total number of IMSIs for which
authentication triplets will be cached. A
maximum of 5 triplets are stored per IMSI, and
the default cache size is 65535. If thevalue 0 is
Example: specified, caching is disabled. If the cache-size
Router (config-cs7-mapua-gsm-authent-vlr)# cache-size is not configured, the default value is 65535.
100
Step 4 max-return return-size Specifies the maximum number of
authentication triplets that may be returned to a
MAPUA client for a single request. This
command allows you to override the number of
requested triplets specified by the client (e.g,
AR) in order to optimize caching in the system.
If not specified, the return size default is 5, but
, fewer triplets may be returned based on the
Example: .
Router (config-cs7-mapua-gsm-authent-vlr)# max-return 2 number requeSted by the Cllent_ and the number
returned by theHL R (or stored in the cachefrom
a previous query).
Step 5 ttl time-to-live Specifies the amount of time, in seconds, that a
cached authentication triplet will be stored. If
. not specified, the default is set to 604800
Example: seconds (7 days)
Router (config-cs7-mapua-gsm-authent-vlr)# ttl 10080 :
Step 6 reuse-count count Specifies the number of times atriplet can be
reused.
Example:
Router (config-cs7-mapua-gsm-authent-vlr)# reuse-count 3
Step 7 invoke-timer seconds Specifies the maximum amount of time, in
seconds, that the MAP Proxy will wait for a
. response to a sent TCAP Invoke component.
Example: The default value is 10 seconds
Router (config-cs7-mapua-gsm-authent-vlr)# invoke-timer
20
Example

The following example specifies a MAP Proxy configuration for a GSM MAP Authentication Service.

cs7 variant ansi
cs7 point-code 5.3.5

interface ethernet 0/0

ip address 4.4.4.4 255.255.255.128

cs7 mapua rad2000 radius 2000
local-ip 4.4.4.4

client 1.1.1.1 secret clientllll
client 2.2.2.2 secret client2222
client 3.3.3.3 secret client3333
map-source-addr digits 1234567890 type 9

gsm-authent-vlr
cache size 100
max-return 2
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Implementing an MMSC Gateway Service

SUMMARY STEPS

local-ip local-ip

I T o A

get-imsi [include-msc]
- Or-

client {dynamic | remote-ip}

€s7 mapua name protocol local-port

map-source-addr [use { nhational | international}] digits digit-string [tt tt]
map-dest-addr [use {national | international}] [tt tt] [gti {2 | 4 np np nai nai}]

get-msrn [map-version version]

Detailed Steps

Step 1

Step 2

Step 3

Command

Purpose

Router (config)# cs7 mapua name protocol

local-port

Example:
ITP (config)# cs7 mapua GetIMSI smpp
9000

Specifies the name, local port number, and protocol for the MAP
Proxy feature, and enables the CS7 MAPUA configuration
submode.

The name must be a character string with a maximum of 12
characters and must be unique among all MAPUA instances.

The protocol must be smpp.

Thelocal port isthe local port number that the MAP Proxy will
listen to on the specified protocol. A well-known port of 9000 is
used for GetIMSI requests and a well-known port of 9001 is used
for GetM SRN requests.

local-ip local-ip

Example:
Router (config-cs7-mapua)# local-ip
4.4.4.4

Specifies the local |P addresses that will receive SM PP packets.

client {dynamic | remote-ip}

Example:
Router (config-cs7-mapua)# client
1.1.1.1

Specifies the clients that are allowed by the MAP Proxy.

You can specify the client’s remote | P address or you can allow any
client to connect.

The source | P address within the MAPUA client request is used to
match the client | P address you specify here.

The dynamic keyword allows any client to connect.
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Step 4

Step 5

Step 6

How to Configure MAP Proxy Il

Command

Purpose

map-source-addr [use {national |
international}] digits digit-string [tt
ttl

Example:
Router (config-cs7-mapua) #
map-source-addr digits 1234567890 tt 9

Provisions a global title address, such as an E.164 address, to be
used as the calling party address for all MAP-generated messages.

You must specify adigit string of 1 - 15 hexadecimal digitsto
represent the MAP Proxy.

For variant ANSI only, you may specify the translation type of the
address specified in the digits parameter. The type determines the
translation-type used in the global titlerepresenting the MAP Proxy.
Typical values would be 9 (for IMSI), 14 (for MSISDN), or 10 (for
network element without number portability). Thevalid typesarein
the range O through 255.

map-dest-addr [use {national |
international}] [tt tt] [gti {2 | 4 np
np nai nai}]

Example:
Router (config-cs7-mapua) #
map-dest-addr tt 10

Specifies the destination address parameters.

get-imsi [include-msc]
—or-
get-msrn [map-version version]

Example:

Router (config-cs7-mapua)# get-imsi
include-msc

—or-

Router (config-cs7-mapua)# get-msrn
map-version 3

get-imsi specifies the GetIMSI procedure and optionally includes
the MSC number returned by the HLR in the GetIM Sl response.

get-msrn specifies the GetM SRN procedure and optionally
specifies the default GSM MAP version for SendRoutinglnfo MAP
messages. Valid versions are in the range 1 to 3. The default is 2.

For a given SMPP MAPUA, either the get-imsi or get-msrn
procedure must be specified. If no procedureis specified, the SMPP
requests will not be accepted from the MM SC.

Provisioning MAP Proxy Parameters for An MMSC Gateway Service

This optional task allows you provision parameters specific to the SM PP connections. If not specified,
the default behavior for each parameter is applied.

Command Purpose
Step 1 smpp send-window operations (Optional) Specifies the maximum number of
outstanding SM PP operations between an MM SC
) and the ITP. Valid rangeis 1 to 100. The default is
Example: 10 o
Router (config-cs7-mapua)# smpp send-window 40 operalions
Step 2 smpp session-init-timer ms (Optional) Specifiesthetimelapsein milliseconds

Example:
Router (config-cs7-mapua) #
20000

smpp session-init-timer

allowed between the establishment of a network
connection and the establishment of the SMPP
connection. Valid range is 500 to 120,000 ms. The
default is 120,000 ms.
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Command Purpose
Step 3 smpp keepalive-timer ms (Optional) Specifiesthetimelapsein milliseconds
allowed between SM PP operations over an SMPP
Example: connect_ion. Valid rangeis 0 to 600,_00(_) ms. the
Router (config-cs7-mapua)# smpp keepalive-timer defal'llt_ & 6_00’000 ms. The value 0 indicates no
5000 keepalive timer.
Step 4 smpp inactivity-timer ms (Optional) Specifies the maximum time lapse in
milliseconds allowed between transactions. Valid
) range is 1,000 to 9,000,000 ms. The default is
Example: 1,8000,000
Router (config-cs7-mapua)# smpp inactivity-timer ! ! :
10000
Step 5 smpp response-timer ms (Optional) Specifiesthetimelapsein milliseconds
allowed between an SMPP request and the
. corresponding SMPP response. Valid range is 500
Example: to 30,000 ms. The default is 5,000 ms
Router (config-cs7-mapua)# smpp response-timer 9000 ! : !
Example

The following example specifies a MAP Proxy configuration for an MM SC Gateway service.

cs7 variant ansi
cs7 point-code 5.3

interface ethernet
ip address 4.4

.5

0/0
.4.4 255.255.255.128

cs7 mapua GetIMSI smpp 9000

local-ip 4.4.4
client 1.1.1.1
client 2.2.2.2
client dynamic

.4

map-source-addr digits 1234567890 type 9
get-imsi include-msc
smpp response-timer 6000
smpp session-init-timer 3000
cs7 mapua GetMSRN smpp 9001
local-ip 4.4.4.4
client 1.1.1.1
client 2.2.2.2
map-source-addr digits 1234567890 type 9
invoke-timer 15
get-msrn map-version 2
smpp response-timer 2000

Enabling and Disabling MAPUA

To disable the MAPUA after it has been configured, or to re-enable it after it has been disabled, use one
of the following commands in CS7-MAPUA submode;
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ITP MAP Proxy Example

Command Purpose
Step 1 shutdown Disables the MAPUA on this MAP Proxy ITP
router and terminates MAPUA from listening on
Example: the specified port and protocol.
Router (config-cs7-mapua)# shutdown
Step 2 no shutdown Re-enables the MAPUA.

Example:

Router (config-cs7-mapua)# no shutdown

ITP MAP Proxy Example

The following example specifiesan ITP MAP proxy example.

cs7 mapua rad2000 radius

local-ip 4
client 1.1
client 2.2
client 3.3

.4.4.4

.1.1 secret O
.2.2 secret O
.3.3 secret 0

2000

clientl1111
client2222
client3333

map-source-addr digits 1234567890 tt 10
gsm-authent-vlr

authorize

bs 26

cache-size 10000
max-return 2
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MTP3 Offload

Configuration M ode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

The MTP3 Offload feature allows M TP3 message forwarding and Global Title Translation (GTT) to be
performed on the VIPs.

Feature History for MTP3 Offload

Release Modification
12.2(4)MB13 Feature introduced.
12.2(20)SW Prior to |OS Release 12.2(20)SW, the MTP3 Offload feature and the

Instance Translation feature could not be configured simultaneouly. That
restriction has been removed with 10S Release 12.2(20)SW.

Finding Support Information for Platforms and Cisco I0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco 10S software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

» Restrictions for MTP3 Offload, page 382

» Information About MTP3 Offload, page 382
- How to Configure MTP3 Offload, page 382
« Verifying MTP3 Offload, page 382
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Restrictions for MTP3 Offload

For MTP3 Offload, separate VIPs are required for each protocol (LSL, HSL, M2PA/SCTP, XUA/SCTP).

Information About MTP3 Offload

MTP3 Offload is an I TP feature that allows M TP3 message forwarding and Global Title Translation
(GTT) to be performed on the VIPs.,

Each VIP has a copy of the GTT tables, MTP3 route tables and link and linkset status for the entire ITP.
The RSP executes the MTP3 and SCCP management procedures and updates each VIP with status
changesthat affect MTP3 forwarding and GTT. The MTP3 forwarding occurs VIP to VIP, without using
the RSP.

MTP3 Offload eliminates the single process-switch queue because each line card can independently fast
switch the majority of SS7 data packets. MTP3 Offload provides combined linkset support, SL Srotation
support, GTT and QOS link selection support.

How to Configure MTP3 Offload
N

Note  Prior to |0S Release 12.2(20)SW, the MTP3 Offload feature and the Instance Translation feature could
not be configured simultaneouly. That restriction has been removed with |0S Release 12.2(20)SW.

To configure MTP3 offload, use the following command in global configuration mode:

Command Purpose
Router (config)# cs7 offload mtp3 Enables MTP3 offload on all VIPs.

The cs7 offload mtp3 command will take effect when the ITP is reloaded.

Verifying MTP3 Offload

To verify the MTP3 Offload feature, use the following command in EXEC mode:

Command Purpose

Router# show cs7 offload mtp3 Displays the current status, counters, and events
maintained by the MTP3 offload feature.

IP Transfer Point
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ITP Non-Stop Operation (NSO)

The ITP Non-Stop Operation (NSO) feature is an enhancement to the ITP High Availability support on
the Cisco 7500 platform. It allows the ITP running on a Cisco 7500 router to continue operation in the
event of aRoute/Switch Processor (RSP) failure.

Feature History for ITP NSO

Release Modification
12.2(23)SW This feature was introduced on the Cisco 7500 I TP platform.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Configuration Mode Restrictions. Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an ITP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

» Restrictionsfor ITP NSO, page 383

« Information About ITP NSO, page 384

» How to Configure ITP NSO, page 384

« Monitoring NSO, page 398

» Configuration Example for ITP NSO, page 399

Restrictions for ITP NSO

The ITP NSO feature is supported on the Cisco 7500 router.
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Information About ITP NSO

An RSP switchover (in RPR+ redundancy mode) is adisruptive event in the SS7 and SIGTRAN
networks. MTP2, M2PA and HSL links are brought down and a full MTP3 restart occurs. Any messages
that were queued at the time of the switchover arelost. M3UA and SUA (collectively referred to asxUA)
SCTP associations are closed.

The ITP NSO feature minimizes the disruption caused by an RSP switchover by keeping the ITP links
and xUA associations active and avoiding an MTP3 restart. Thisis accomplished by taking advantage of
the offloaded forwarding on the VIPs and synchronizing I TP state information from the Active RSP to
the Standby RSP.

How to Configure ITP NSO

This section provides two configuration scenarios:
« Configuring NSO Prior to Deploying the ITP, page 384
» Migrating a Currently Deployed ITP to NSO, page 390

Configuring NSO Prior to Deploying the ITP

Configuring the ITP NSO feature prior to deploying the ITP consists of the following tasks:
« Configuring MTP3 Offload, page 384
- Configuring M2PA Offload, page 385
» Configuring XUA SCTP Offload, page 386
- Configuring Stateful Switchover Redundancy Mode, page 387
» Enabling ITP NSO, page 389

Configuring MTP3 Offload

MTP3 Offload

SUMMARY STEPS

Configuring MTP3 offload allows MTP3 forwarding and Global Title Translation (GTT) to continue
operation if the active RSP fails.

MTP3 Offload is an I TP feature on the 7500 that enables M TP3 message forwarding to be performed on
the VIPs. Each VIP hasits own copy of the MTP3 route table along with link and linkset status for the
entire ITP. The RSP runs the MTP3 management procedures and updates each VIP with status changes
that affect MTP3 forwarding. The MTP3 forwarding occurs V1P-to-VIP without the involvement of the
RSP due to the fact that the SS7 level 2 processing (MTP2, HSL and M2PA) is performed on the VIP.

1. enable
2. configureterminal
3. cs7 offload mtp3
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DETAILED STEPS
Command or Action Purpose

Stepl  enable Enables privileged EXEC mode.

« Enter your password if prompted.

Example:
Router> enable

Step2  configure terminal Enters global configuration mode.
Example:
Router# configure terminal

Step3  cs7 offload mtp3 Enables MTP3 offload and GTT offload.
Example:

Router (config)# cs7 offload mtp3

What to Do Next
Configure M2PA offload.

Configuring M2PA Offload
All M2PA SCTPinstances must be offloaded. Thisallows M 2PA linksto remain active if the active RSP
fails.

M2PA Offload
M2PA Offload is an ITP feature on the 7500 that enables M2PA message handling to be performed on
the VIPs.

SUMMARY STEPS
1. enable

2. configureterminal

3. cs7 local-peer port-number offload slot-number
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DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enters global configuration mode.
Example:

Router# configure terminal

Step3  c¢s7 local-peer port-number offload slot-number |Createsan M2PA SCTP instance and offloads the M2PA
SCTP processing to the specified VIP.

Example:
Router (config)# cs7 local-peer 1024 offload 6

What to Do Next

Configure xXUA SCTP Offload.

Configuring XUA SCTP Offload

All XUA instances must be offloaded. This allows xXUA ASP connections to remain active if the active

RSP fails.

XUA SCTP Offload
M3UA and SUA use SCTP to communicate with Application Server Processes (ASPs). This feature
offloads the SCTP processing for xXUA ASPs.

SUMMARY STEPS

enable
configure terminal

cs7 m3ua port-number offload slot-number

> Lo poe

cs7 sua port-number offload slot-number
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DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  ¢s7 m3ua port-number offload slot-number Creates an M3UA instance and enables the offload of
M3UA SCTP processing to a specifiedVIP.
Example:
Router (config)# cs7 m3ua 1024 offload 6
Step4  ¢s7 sua port-number offload slot-number Creates an SUA instance and enables the offload of SUA
SCTP processing to a specifiedVIP.
Example:

Router (config)# cs7 sua 2048 offload 7

What to Do Next

Configure Stateful Switchover Redundancy Mode.

Configuring Stateful Switchover Redundancy Mode

Configuring Stateful Switchover (SSO) redundancy mode allows the ITP NSO feature to track the
redundancy state of the Cisco7500.

Understanding Redundancy Modes

SSOisonelink in achain of Cisco 10S redundancy features designed to provide progressively higher
system and network availability. The specific configuration running on the networking device identifies
Cisco |0S redundancy modes.

Understanding the various modes is helpful in configuring and verifying SSO.

Stateful Switchover Mode

SSO isthe IOS High Availability feature that allows one RSP on a 7500 to immediately take over for the
other RSP in the event of an RSP failure. SSO redundancy mode provides all the functionality of RPR+
mode in that 10S software is fully initialized on the both RSPs. In addition, SSO supports
synchronization of line card, protocol, and application state information between RSPs for supported
features and protocols (a “hot standby”).

IP Transfer Point
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SUMMARY STEPS

High System Availability Mode

High system availability (HSA) mode allows you to install two RPsin a single router to improve system
availability. This mode is available only on Cisco 7500 series routers. Supporting two RPs in a router
provides the most basic level of increased system availability through a*“cold restart” feature. A cold
restart meansthat when one RPfails, the other RP reboots the router. Thus, the router isnever in afailed
state for very long, thereby increasing system availability.

Route Processor Redundancy

Router Processor Redundancy (RPR) is an alternative mode to HSA and allows Cisco 10S software to
be booted on the standby processor prior to switchover (a“cold boot”). In RPR, the standby RP loads a
Cisco |0S image at boot time and initializes itself in standby mode; however, although the startup
configuration is synchronized to the standby RP, system changes are not. In the event of afatal error on
the active RP, the system switches to the standby processor, which reinitializes itself as the active
processor, reads and parses the startup configuration, reloads all of the line cards, and restarts the system.

Route Processor Redundancy Plus

In RPR+ mode, the standby RP isfully initialized. The active RP dynamically synchronizes startup and
the running configuration changes to standby RP, meaning that the standby RP need not be reloaded and
reinitialized (a“hot boot”). Additionally, on the Cisco 10000 and 12000 series Internet routers, the line
cards are not reset in RPR+ mode. This functionality provides a much faster switchover between the
processors. Information synchronized to the standby RP includes running configuration information,
startup information on the Cisco 10000 and 12000 series Internet routers, and changesto the chassis state
such as online insertion and removal (OIR) of hardware. Line card, protocol, and application state
information is not synchronized to the standby RP.

enable

configure terminal

hw-module slotslot-number image device:image-name
redundancy

A A o

mode sso
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DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enables global configuration mode.
Example:
Router# configure terminal
Step 3 hw-module slotslot-number image device:image-name For both RSPs, indicates the location of the
image to be loaded when that RSP isrel oaded.
Example: (The command must be issued for both RSPs.)
Router (config)# hw-module slot 6 image slot0O:<image-name>
Step4  redundancy Enables redundancy configuration mode.
Example:
Router (config)# redundancy
Step5 mode sso Sets the redundancy mode to SSO.
Example:
Router (config-red)# mode sso
What to Do Next
Configure ITP NSO.
Enabling ITP NSO
Enabling ITP NSO instructs the I TP protocols on the active RSP to synchronize the operational stateto
the standbyRSP.
SUMMARY STEPS
1. enable

2. configureterminal

3. C€S7 nso
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DETAILED STEPS

Command or Action Purpose

Stepl  enable

Example:

Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

Step2  configure terminal Enters global configuration mode.

Example:

Router# configure terminal

Step3  es7 nso

Example:

Router (config)# cs7 nso

Enables ITP NSO.

What to Do Next

You have enabled I TP NSO and saved the configuration. At this point the ITPisin NSO mode and ready
for hot switchovers.

Migrating a Currently Deployed ITP to NSO

Configuring the ITP NSO feature on a currently deployed I TP consists of the following tasks:

Removing M2PA Links and Local Peers, page 390
Configuring MTP3 Offload, page 393

Configuring M2PA Offload, page 393

Configuring xXUA SCTP Offload, page 394

Saving the Configuration and Reloading the ITP, page 395
Configuring Stateful Switchover Redundancy Mode, page 396
Enabling ITP NSO, page 397

Removing M2PA Links and Local Peers

Any existing M2PA or xUA local-peers must be offloaded. Removing alocal peer requiresfirst removing
any links using the local peer.

SUMMARY STEPS

> wo e

enable

configure terminal
cs7 linkset

cs7 link
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shutdown

no link

exit

cs/ local-peer
no local-ip

Migrating a Currently Deployed ITPto NSO
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

« Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

cs7 linkset Is-name adjacent-point-code

Example:
Router (config)# cs7 linkset CLink 3.3.3

Specifies the linkset.

link name

Example:
Router (config-cs7-1s)# link O

Specifies the link.

shutdown

Example:
Router (config-cs7-1s-1ink)# shutdown

Disables the link.

no link

Example:
Router (config-cs7-1s-1ink)# no link 0

Removes the link from the linkset.

exit

Example:
Router (config-cs7-1s)# exit

Exits linkset configuration mode and enables global
configuration mode.

cs7 local-peer port-num

Example:
Router (config)# cs7 local-peer 4000

Specifies the local peer.

no local-ip ip-address

Example:
Router (config-cs7-1p)# no local-ip 1.1.1.1

Deletes the local ip address

What to Do Next

Configure MTP3 offload.
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Configuring MTP3 Offload

Configuring MTP3 offload allows MTP3 forwarding and Global Title Translation (GTT) to continue
operation if the active RSP fails.

MTP3 Offload
MTP3 Offload is an I TP feature on the 7500 that enables M TP3 message forwarding to be performed on
the VIPs. Each VIP has its own copy of the MTP3 route table along with link and linkset status for the
entire ITP. The RSP runs the MTP3 management procedures and updates each VIP with status changes
that affect MTP3 forwarding. The MTP3 forwarding occurs VIP-to-VIP without the involvement of the
RSP due to the fact that the SS7 level 2 processing (MTP2, HSL and M2PA) is performed on the VIP.
SUMMARY STEPS
1. enable
2. configureterminal
3. cs7 offload mtp3
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  cs7 offload mtp3 Enables MTP3 offload and GTT offload.
Example:

Router (config)# cs7 offload mtp3

What to Do Next
Configure M2PA offload.

Configuring M2PA Offload
All M2PA SCTPinstances must be offloaded. Thisallows M2PA linksto remain active if the active RSP
Supervisor fails.

M2PA Offload

M2PA Offload is an ITP feature on the 7500 that enables M2PA message handling to be performed on
the VIPs FlexWANSs.

IP Transfer Point
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SUMMARY STEPS
1. enable
2. configureterminal
3. cs7 local-peer port-number offload slot-number
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enters global configuration mode.
Example:

Router# configure terminal

Step 3 cs7 local-peer port-number offload slot-number |Createsan M2PA SCTP instance and offloads the M 2PA
SCTP processing to the specified VIP

Example:
Router (config)# cs7 local-peer 1024 offload 6

What to Do Next

Configure xXUA SCTP Offload.

Configuring XUA SCTP Offload

All xUA instances must be offloaded. This allows xUA ASP connections to remain active if the active
RSP Supervisor fails.

XUA SCTP Offload

M3UA and SUA use SCTP to communicate with Application Server Processes (ASPs). This feature
offloads the SCTP processing for xUA ASPs to the VIPs FlexWANSs.

SUMMARY STEPS

enable
configure terminal

¢s7 m3ua port-number offload slot-number

Eal A

cs7 sua port-number offload slot-number

IP Transfer Point
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Command or Action

Purpose

Stepl  enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

Step2  configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 cs7 m3ua port-number offload slot-number

Example:
Router (config)# cs7 m3ua 1024 offload 6

Creates an M3UA instance and enables the offload of
M3UA SCTP processing to a specified VIP.

Step 4 cs7 sua port-number offload slot-number

Example:
Router (config)# cs7 m3ua 2048 offload 7

Creates an SUA instance and enables the offload of SUA
SCTP processing to a specified VIP.

What to Do Next

Save the configuration and reload.

Saving the Configuration and Reloading the ITP

Inan earlier task you configured M TP3 offload. In order to enable M TP3 offload you must reload the I TP

SUMMARY STEPS

1. write memory
2. reload

DETAILED STEPS

Command or Action

Purpose

Stepl  write memory

Example:
Router# write memory

Saves the configuration.

Step 2 reload

Example:
Router# reload

Reloads the ITP (activating the MTP offload feature you
configured in an earlier task of this procedure).
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What to Do Next

Configure Stateful Switchover Redundancy Mode.

Configuring Stateful Switchover Redundancy Mode

Configuring Stateful Switchover (SSO) redundancy mode allows the ITP NSO feature to track the
redundancy state of the Cisco 7500.

Understanding Redundancy Modes

SUMMARY STEPS

SSOisonelink in achain of Cisco IOS redundancy features designed to provide progressively higher
system and network availability. The specific configuration running on the networking device identifies
Cisco 10S redundancy modes.

Understanding the various modes is helpful in configuring and verifying SSO.

Stateful Switchover Mode

SSO isthe |OS High Availability feature that allows one RSP on a Cisco 7500 to immediately take over
for the other RSP in the event of an RSP failure. SSO redundancy mode provides all the functionality of
RPR+ mode in that 10S software is fully initialized on the both RSPs. In addition, SSO supports
synchronization of line card, protocol, and application state information between RSPs for supported
features and protocols (a“ hot standby”).

High System Availability Mode

High system availability (HSA) mode allows you to install two RPsin a single router to improve system
availability. This mode is available only on Cisco 7500 series routers. Supporting two RPs in a router
provides the most basic level of increased system availability through a*“cold restart” feature. A cold
restart meansthat when one RPfails, the other RP reboots the router. Thus, the router isnever in afailed
state for very long, thereby increasing system availability.

Route Processor Redundancy

Router Processor Redundancy (RPR) is an alternative mode to HSA and allows Cisco 10S software to
be booted on the standby processor prior to switchover (a“cold boot”). In RPR, the standby RP loads a
Cisco |0S image at boot time and initializes itself in standby mode; however, although the startup
configuration is synchronized to the standby RP, system changes are not. In the event of afatal error on
the active RP, the system switches to the standby processor, which reinitializes itself as the active
processor, reads and parses the startup configuration, reloads all of the line cards, and restarts the system.

Route Processor Redundancy Plus

In RPR+ mode, the standby RP isfully initialized. The active RP dynamically synchronizes startup and
the running configuration changesto standby RP, meaning that the standby RP need not be rel oaded and
reinitialized (a*hot boot”). Additionally, on the Cisco 10000 and 12000 series I nternet routers, the line
cards are not reset in RPR+ mode. This functionality provides a much faster switchover between the
processors. Information synchronized to the standby RP includes running configuration information,
startup information on the Cisco 10000 and 12000 series I nternet routers, and changesto the chassis state
such as online insertion and removal (OIR) of hardware. Line card, protocol, and application state
information is not synchronized to the standby RP.

1. enable

IP Transfer Point
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2. configure terminal
3. hw-module slot module slot-number image device:image-name
4. redundancy
5. mode sso
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enables global configuration mode.
Example:
Router# configure terminal
Step 3 hw-module slotslot-number image device:image-name For both RSPs, indicates the location of the
image to be loaded when that RSP isrel oaded.
Example: (The command must beissued for both RSPs.)
Router (config)# hw-module slot 6 image slot0O:<image-name>
Router (config)# hw-module slot 7 image slotO:<image-name>
Step4  redundancy Enables redundancy configuration mode.
Example:
Router (config)# redundancy
Step5 mode sso Sets the redundancy mode to SSO.
Example:
Router (config-red)# mode sso
Step6  end Exits configuration mode and restarts the
Standby RSP.
Example:
Router (config-red) #end
What to Do Next

Configure ITP NSO.

Enabling ITP NSO

After the Standby RSP comes back up, enable the ITP NSO. Enabling ITP NSO instructs the ITP
protocols on the active RSP Supervisor to synchronize the operational state to the standby RSP

Supervisor.

SUMMARY STEPS

1. enable
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CS7 NSO

exit

o M L DN

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

configure terminal

write memory

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

cs7 nso

Example:
Router (config)# cs7 nso

Enables ITP NSO.

exit

Example:
Router (config) # exit

Exits configuration mode and enabled Privileged EXEC
mode.

write memory

Example:
Router# write memory

Saves the configuration.

What to Do Next

You have enabled ITP NSO and saved the configuration. The ITP isin NSO mode and ready for hot

switchovers.

At this point you can optionally restart the ITP with the reload command if you prefer to achieve a
system that has booted up from the saved configuration.

Monitoring NSO

Use the following commands to display NSO and MTP3 offload status.

SUMMARY STEPS

1. show cs7 nso
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DETAILED STEPS
Command or Action Purpose

Step 1 show cs7 nso Displays the status of NSO.
Example:
Router# show cs7 nso state

Configuration Example for ITP NSO

card type tl 41

cs7 variant ANSI

cs7 network-name ITP1

cs7 point-code 3.4.5

cs7 offload mtp3

cs7 nso

!

redundancy

mode sso
hw-module slot 6 image diskO:rsp-itpv-mz.122-23.SW
hw-module slot 7 image diskO:rsp-itpv-mz.122-23.SW
!

controller T1 4/1/0

framing esf

clock source internal

linecode b8zs

channel-group 0 timeslots 1 speed 56
!

interface FastEthernet3/0/0

ip address 10.0.0.1 255.0.0.0

!
controller T1 4/1/0

framing esf

clock source internal

linecode b8zs

channel-group 0 timeslots 1 speed 56
!

interface Serial4/1/0:0

no ip address

encapsulation mtp2

|
cs7 local-peer 2001 offload 3
local-ip 10.0.0.1

|
cs7 linkset to_bogey 1.2.3

link 0 Serial4/1/0:0

|
cs7 linkset to_bacall 4.5.6

link 0 sctp 10.0.0.2 2002 2001

|

end

IP Transfer Point
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Contents

The ITP QoS feature provides the framework that allows end-to-end Quality of Service (QoS) for SS7
packet flow through SS7 over IP (SS70lP) networks.

Feature History for ITP QoS

Release Modification
12.2(4)MB2 This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Configuration Mode Restrictions. Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

« Information About ITP QoS, page 401
« How to Configure ITP QoS, page 403

« Verifying ITP QoS, page 411

- QOS Configuration Example, page 412

Information About ITP QoS

Quality of Service (QoS) refers to the performance of packet flow through networks. The goal in a
QoS-enabled environment is to enable predictable service delivery to certain traffic classes or types
regardless of other traffic flowing through the network at any given time. I TP QoS provides the
framework that allows end-to-end QoS for SS7 packet flow through SS70lP networks. End-to-end QoS
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is the ability of the network to deliver service required by specific network traffic from one end of the
network to another. In particular, QoS features ensure improved and more predictable network service
by providing the following services:

» Dedicated bandwidth

» Improving loss characteristics

« Avoiding and managing network congestion
» Shaping network traffic

» Setting traffic priorities across the network

QoS enables networks to control and predictably service a variety of network applications and traffic
types. SS7 networks generally achieve QoS capabilities by over-provisioning bandwidth. Conventional
SS7 networks lack the ability to identify different traffic types and provide network prioritization based
on these traffic types. For instance, SS7 networks cannot separate | SUP and SCCP traffic and route this
traffic over specific output links.

ITP QoS Components

ITP QoS is based on 2 components: packet classification and packet scheduling and queuing.

Packet classification provides the capability to partition network traffic into multiple priority levels or
classes of service. For instance, you can configure ITP QoS to classify incoming ISUP traffic as a
member of class 1 and classify incoming SCCP traffic as a member of another class. Traffic classified
by ITP QoSisdirected over a specified link or a set of links. Using I TP QoS packet classification, the
underlying IP network can ensure that the appropriate service level is provided to each traffic type.

Packet scheduling and queuing is concerned with implementing and policing the packet priorities
through the | P network. After packets are classified as members of a QoS class and marked accordingly,
the scheduling and queuing component is required to provide the appropriate network priority for the
different classes of traffic. Scheduling and queuing also provides congestion management, congestion
avoidance, policing, and shaping. The scheduling and queuing component of ITP QoS is provided by
Cisco 10S QoS. ITP QoS depends on Cisco |OS QoS services for policing packet priority based on the
IP header Type of Service (ToS) byte settings. Cisco 10S provides arich set of QoS policies such as
Weighted Fair Queuing, Class-Based Weighted Fair Queuing, Random Detection, and Traffic Shaping.

ITP QoS Functionality

] IP Transfer Point

I TP QoS supports the setting of the ToS byte in the | P header. The ToS byte can be set to either a 3 bit
IP precedence or 6 bit Differential Services Code Point (DSCP). Identifying the QoS requirements using
the ToS byte provides the core network with an efficient classification method. Each hop can then
provide each packet with the required QoS. 10S QoS technigues can be applied to provide policing for
packet queuing and priority.

The I TP QoS service model allowsthe network administrator to configure up to 8 QoS classes, numbered
0 through 7. The hierarchy within the classesis based on the network priority characteristics assigned to
each QoS class. The network administrator is responsible for provisioning the network priority
characteristics to each QoS class, thus establishing the QoS class hierarchy. The network priority
characteristics are provisioned by assigning either an |P precedence or DSCP to a QoS class. Packets
that are classified as belonging to a provisioned QoS class will have the TOS byte in the | P header set to
the assigned |P precedence or DSCP.

ITP QoS designates QoS class 0 as the default class. QoS class 0 member peer links can forward two
types of packets:
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» Packets are not classified as members of any other provisioned QoS class

» Packets are classified as members of a provisioned QoS class, but the QoS class does not have any
member peer links available.

When peer links for an unavailable QoS class becomes available, packets classified as members of that
QoS class will resume forwarding using the QoS class member peer links.

Peer linkswithin alinkset which are not assigned a QoS class are members of the default class. ITP QoS
requires at least one default class peer link member. The default class is provisioned automatically
when the first QoS classis assigned to a peer link within alinkset. The IP precedence or DSCP for QoS
class 0 defaultsto zero. The I P precedence or DSCP default for QoS class 0 can be modified through the
command line interface configuration for QoS classes.

By configuring ITP QoS, the network administrator can assign different network priority characteristics
to certain types of traffic. ITP QoS can direct sel ected traffic types over aspecific set of QoS provisioned
peer links. The network administrator identifies the peer links that are members of a QoS class. Packets
that are classified as members of agiven QoS class are transmitted over the QoS class peer link members.
A peer link can bea member of only one QoS class. It is strongly recommended that a QoS class have
multiple peer link members to provide alternate links in case of link failures. ITP QoS supports
changeover and changeback between peer link members of the same QoS class. When a peer link
member of aQoS classfails, I TP QoS attempts changeover to apeer link member of the same QoS class.
If there are no peer link members of the same QoS class available, I TP QoS forwards the packets of the
unavailable QoS class using the QoS class 0 peer link members. If there are no QoS class 0 peer link
members available the packets are dropped. When peer links for the unavailable QoS class become
available, ITP QoS performs a changeback to switch the QoS class packets from the QoS class 0 peer
links back to the QoS class peer link members that became available. The changeover and changeback
function is prohibited between peer link members of different QoS classes.

MTP3 management messages will use any available peer link within alinkset regardless of the QoS
classes assigned to the peer links.

Upon link failure of all peer link members provisioned for a QoS class, Transfer Restricted (TFR)
messages are sent to adjacent sighaling points. For ITU, the ITP QoS feature enhances the ITU
specification by supporting response method TFRs. When conditions are met that require the sending of
ITU response method TFRs, two TFRs at 30 second intervalswill be sent. The TFR transmission interval
is not configurable.

Link Selection isthe process of identifying the outbound link that satisfies the classification criteriaand
QoS class. ITP MTP3 routing incorporates packet classification and QoS capabilitiesin the link
selection decision. When the I TP QoS feature is configured, the outbound link for classified traffic is
selected based on the QoS class and slc value.

For more information about deploying Cisco |OS QoS policies, refer to the Cisco |OS Quality of Service
Solutions Configuration Guide and the Cisco 10S Quality of Service Solutions Command Reference,
included in the Cisco 10S Release 12.2 documentation at the following URL :
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

How to Configure ITP QoS

ITP alows packetsto be classified (or colored) based on DPC, GTT selector, global title address, service
indicator, inbound linkset and access list. MTP3 routing then incorporates the packet classification and
link QoS capabilities into the link selection decision. Once an M2PA link is selected, the provisioned
QoS classis assigned to an I P precedence value (TOS field) or a Differential Services Code Point
(DSCP).
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I TP also provides a mechanism such that traffic flows to M3UA or SUA may be assigned to different
QoS classes. I TP enables the classification of packets received from M3UA or SUA to further enhance
QoS routing over M2PA links.

Specifying Packet Classification

Fundamental to the ITP QoS feature is packet classification or “coloring.” Classification is the process
of identifying the QoS class of a packet. Packet classification providesthe capability to partition network
traffic into multiple classes of service. ITP QoS provides the following methods for specifying packet
classification:

- Specifying Input Linkset Classification, page 404
» Specifying Access List Classification, page 405
» Specifying Service Indicator Classification, page 406
» Specifying SCCP Packet Classification, page 407
» Specifying Destination Point Code Classification, page 409
» Specifying a QoS classification for an ASP, page 410
- Specifying QoS Routing Over M2PA Links, page 411
Theinput linkset, access list, and service indicator packet classification methods are mutually exclusive.

The sccp and destination point code packet classification methods can be used separately or in tandem.
The sccp and destination point code packet classification methods can be used in conjunction with the
input linkset, access list, and service indicator classification methods.

When combinations of the classification methods are used, the following precedence order should be
observed (highest to lowest):

Destination point code classification
SCCP packet classification (GTA)
SCCP packet classification (Selector Table€)

Input linkset, access list and service indicator classification

Ll

Specifying Input Linkset Classification

ITP QoS provides the capability to classify packets based on an input linkset. The network operator can
classify all packets that arrive on links within a linkset to a provisioned ITP QoS class. By this method
of packet classification, all incoming packets to the linkset are classified as members of the QoS class
assigned by the network operator. This method of classification provides the capability to group network
traffic into asingle I TP QoS class regardless of the packet destination. An example where input linkset
classification would be most useful is for linksets coming from an SMSC. In this case, the network
administrator can be sureall MSUs arerelated to the short message service and give them the appropriate
priority.

To permit input linkset packet classification, use the following commands, beginning in global
configuration mode;
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Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

How to Configure ITP QoS M

Command Purpose

Router (config)# cs7 gos class class Defines a QoS class and enters QoS class
configuration mode.

Router (config-cs7-qgos)# qos-ip-precedence class Defines an IP precedence for the class.

Router (config-cs7-gos)# exit Exits CS7 QoS configuration submode, and enters
global configuration mode.

Router (config)# cs7 linkset ls-name adj-pc Specifies an input linkset and enters linkset
configuration submode.

Router (config-cs7-1s) # match any gos-class class Sets the match criteria.

Router (config-cs7-1s)# exit Exits CS7 linkset mode and enters global
configuration mode.

Router (config)# cs7 linkset ls-name adj-pc Specifies an output linkset and enters linkset
configuration submode.

Router (config-cs7-1s)# link slc Specifies alink in the linkset and enters link
configuration mode.

Router (config-cs7-1s-1link)# qgos-class class Assigns QoS class to link.

Router (config-cs7-1s-link)# exit Exits CS7 link configuration mode and enters linkset
configuration mode.

Router (config-cs7-1s)# link slc Specifies alink in the linkset and enters link
configuration mode. I TP QoS requires that at least
one link is configured with no QoS class assigned. A
link with no class is a member of the default class
(class 0). QoS class 0 member links forward packets
that are not classified as members of any other QoS
class and packets that are classified as members of an
unavailable QoS class.

Specifying Access List Classification

Access lists provide the capability to classify packets based on message characteristics. | TP access lists
allow the specification of one or more match criteria to be applied to packets. Access-list numbers
2700-2999 can be used to define I TP access lists. Access-lists allow the logical AND or logical OR
between specified match elements. For example, an access list can be defined to match destination point
code (dpc) and originating point code (opc). Packets that meet the defined match criteriafor an ITP
accesslist are classified as members of the I TP QoS class assigned to the accesslist. Each QoS class that
has been assigned an access list is considered for a match. The search begins with QoS class 0 and ends
with QoS class 7.The first access list match terminates the search and assigns the corresponding QoS
class to the outgoing packet. Complex access list definitions can be created but require more CPU
resources to determine packet matches and can increase packet latency.

Accesslists assigned to I TP QoS classes do not provide screening. Packets that match an I TP access list
with the deny option eliminate that access list for consideration and progress to the next access list.
When there are no more access lists to consider, the packet is routed over the default class peer link
members.

To permit access list packet classification, use the following commands, beginning in global
configuration mode;
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Command Purpose

Step 1 Router (config)# access-list access-list-number {deny |Defines an access list.
| permit} [dpc point-code wildcard-mask | opec
point-code wildcard-mask | si si-value | pattern
offset hex-pattern | aftpe point-code wildcard-mask
| edpa point-code wildcard-mask | selector | alll

Step2  Router(config)# cs7 qos class class Defines a QoS class and enters QoS class
configuration mode.

Step3  Router (config-cs7-qos)# gos-ip-precedence class Defines the | P precedence for the class.

Step4  Router (config-cs7-gos)# gos-access-group Assigns the access list to the QoS class.

access-1list-number

Step5  Router(config)# cs7 linkset ls-name adj-pc Specifies an input linkset and enters linkset
configuration mode.

Step 6 Router (config-cs7-1s)# match access-group Sets the match criteria

Step7  Router (config)# exit Exits linkset configuration mode and enters global
configuration mode.

Step8  Router(config)# cs7 linkset Is-name adj-pc Specifies an output linkset and enters linkset
configuration mode.

Step9  Router(config-cs7-1s)# link slc Specifies alink in the linkset and enters link
configuration mode.

Step10 Router (config-cs7-1s-link)# qos-class class Assigns the QoS class to the link.

Step1l Router (config-cs7-1s-link)# exit Exits CS7 link configuration mode and enters linkset

configuration mode.

Step12 Router (config-cs7-1s)# link slc Specifies alink in the linkset and enters link
configuration mode. ITP QoS requires that at |east
onelink is configured with no QoS class assigned. A
link with no class is a member of the default class
(class 0). QoS class 0 member links forward packets
that are not classified as members of any other QoS
class and packets that are classified as members of an
unavailable QoS class.

Specifying Service Indicator Classification

ITP QoS provides the capability to classify packets based on the Service Indicator (SI) field. This
method of classification can be used as an alternative to access-listswithout the overhead associated with
access-lists. This method allows a simple match criteria based on S| value. To create more complex
match criteria, I TP access|ists should be used. Multiple Sl value match criteria can be specified per input
linkset. Packets that match one of the SI match criteria are classified as a members of the corresponding
QoSclass. A tablelookup provides fast mapping of Sl valuesto QoS classes. An example of where QoS
based on serviceindicator is most useful isin distinguishing |SUP from SCCP traffic. ISUP has Sl value
of 5 and SCCP has S| value of 3.

To permit service indicator classification, use the following commands, beginning in global
configuration mode:
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Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Step 7
Step 8

Step 9

Step 10

Step 11
Step 12

Step 13
Step 14

Step 15
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Command

Purpose

Router (config)# cs7 gqgos class class

Defines a QoS class and enters QoS class
configuration mode.

Router (config-cs7-gos)# gqos-ip-precedence class

Defines an | P precedence for the class.

Router (config-cs7-gos)# exit

Exits CS7 QoS configuration submode, and enters
global configuration mode.

Router (config)# cs7 gos class class

Defines a QoS class and enters QoS class
configuration mode.

Router (config-cs7-gos)# gos-ip-precedence class

Defines an | P precedence for the class.

Router (config)# cs7 linkset Is-name adj-pc

Specifies an input linkset and enters linkset
configuration submode.

Router (config-cs7-1s)# match si si gos-class class

Sets the match criteria.

Router (config-cs7-1s)# exit

Exits CS7 linkset mode and enters global
configuration mode.

Router (config)# cs7 linkset Is-name adj-pc

Specifies an output linkset and enters linkset
configuration submode.

Router (config-cs7-1s)# link slc

Specifies alink in the linkset and enters link
configuration mode.

Router (config-cs7-1s-1ink)# gos-class class

Assigns QoS class to link.

Router (config-cs7-1s)# link slc

Specifiesalink in the linkset and enters link
configuration mode.

Router (config-cs7-1s-1link)# gos-class class

Assigns QoS class to link.

Router (config-cs7-1s-1ink)# exit

Exits CS7 link configuration mode and enters linkset
configuration mode.

Router (config-cs7-1s)# link slc

Specifies alink in the linkset and enters link
configuration mode. I TP QoS requires that at least
one link is configured with no QoS class assigned. A
link with no class is a member of the default class
(class 0). QoS class 0 member links forward packets
that are not classified as members of any other QoS
class and packets that are classified as members of an
unavailable QoS class.

Specifying SCCP Packet Classification

Packets that require a Global Title Translation (GTT) can be classified on a per Global Title Address
(GTA) basisor onaGTT selector table. A network administrator can assign one of the 8 I TP QoS classes
to each GTA/GTA mask or selector table. During GTT processing, the QoS class associated with the
GTA/GTA mask or selector table will be stored in the packet header for further processing by the ITP

QoS feature.

There is a precedence order when a QoS class is assigned to both a selector table and to a GTA within
that selector table. If a QoS classis assigned to a selector table and a GTA entry, the QoS class assigned
to the GTA entry has precedence over the QoS class assigned to the selector table.
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If the QoS class assigned to a selector table or GTA entry is not configured, the SCCP packet is routed

over the default class peer link members.

To permit SCCP packet classification for a GTT selector, use the following commands, beginning in

global configuration mode:

Command

Purpose

Router (config)# cs7 gos class class

Defines a QoS class and enters QoS configuration
submode.

Router (config-cs7-gos)# gos-ip-precedence class

Defines an | P precedence for the class.

Router (config-cs7-gos)# exit

Exits CS7 QoS configuration submode, and enters
global configuration mode.

Router (config)# cs7 qgos class class

Defines a QoS class and enters QoS configuration
submode.

Router (config-cs7-gos)# gqos-ip-precedence class

Defines an | P precedence for the class.

Router (config-cs7-gos)# exit

Exits QoS configuration submode and enters global
configuration mode.

Router (config)# cs7 gtt selector selector tt tt

Defines the selector table and enters CS7 GTT
selector mode.

Router (config-cs7-gtt-selector)# gos-class class

Assigns a QoS class to the selector table.

Router (config-cs7-gtt-selector)# gta gta gos-class
class pcssn pc gt ntt ntt

Assigns a QoS class to the GTA entry

Router (config-cs7-gtt-selector)# exit

Exits CS7 GTT selector mode and enters global
configuration mode.

Router (config)# cs7 linkset Is-name adj-pc

Specifies an output linkset and enters linkset
configuration submode.

Router (config-cs7-1s)# link slc

Specifiesalink in the linkset and enters link
configuration mode.

Router (config-cs7-1s-1link)# gos-class class

Assigns QoS class to link.

Router (config-cs7-1s-1ink)# exit

Exits link configuration mode and enters linkset
configuration mode.

Router (config-cs7-1s)# link sic

Specifies alink in the linkset and enters link
configuration mode.

Router (config-cs7-1s-1ink)# gos-class class

Assigns the QoS class to the link.

Router (config-cs7-1s-1link)# exit

Exits CS7 link configuration mode and enters linkset
configuration mode.

Router (config-cs7-1s)# link slc

Specifies alink in the linkset and enters link
configuration mode. ITP QoS requires that at |east
onelink is configured with no QoS class assigned. A
link with no class is a member of the default class
(class 0). QoS class 0 member links forward packets
that are not classified as members of any other QoS
class and packetsthat are classified as members of an
unavailable QoS class.
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Specifying Destination Point Code Classification

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

How to Configure ITP QoS M

ITP QoS provides the capability to classify packets based on the destination point code (DPC). All
packets destined for a given DPC will be classified as members of the QoS class that was configured
with an ITP routing entry. The QoS class configured with an ITP routing entry is stored with the ITP
routes in the routing table. Storing the QoS class with the routing entry provides efficient packet
classification based on DPC. An example of where QoS based on point code may be used is on links
coming from an M SC. Packets to SMSC and HLR will both be SCCP M SUs with service indicator 3.
The DPC may be checked to determineif the MSU isfor an SMSC or an HLR (after GTT if desired) and

then classified accordingly.

If the QoS class assigned to a DPC is not configured, packets are routed over the default class peer link

members.

To permit destination point code packet classification, use the following commands, beginning in global

configuration mode;

Command

Purpose

Router (config)# cs7 gos class class

Defines a QoS class and enters QoS class
configuration mode.

Router (config-cs7-gos)# gos-ip-precedence class

Defines an | P precedence for the class.

Router (config-cs7-gos)# exit

Exits CS7 QoS configuration submode, and enters
global configuration mode.

Router (config)# cs7 route-table system

Specifies the route table and enters CS7 route table
configuration submode.

Router (config-cs7-rt)# update route point-code mask
linkset Is-name priority priority-value gos-class

class

Adds QoS class to the destination point code.

Router (config-cs7-rt)# exit

Exits CS7 route table configuration submode and
enters global configuration mode.

Router (config)# cs7 linkset Is-name adj-pc

Specifies an output linkset and enters linkset
configuration submode.

Router (config-cs7-1s)# link slc

Specifiesalink in the linkset and enters link
configuration mode.

Router (config-cs7-1s-1link)# gos-class class

Assigns QoS class to link.

Router (config-cs7-1s-1ink)# exit

Exits CS7 link configuration mode and enters linkset
configuration mode.

Router (config-cs7-1s)# link slc

Specifies alink in the linkset and enters link
configuration mode. I TP QoS requires that at least
one link is configured with no QoS class assigned. A
link with no class is a member of the default class
(class 0). QoS class 0 member links forward packets
that are not classified as members of any other QoS
class and packetsthat are classified as members of an
unavailable QoS class.
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Specifying a QoS classification for an ASP

QoS packet classification occurs based on both the AS/routing-key and ASP, with ASP taking
precedence.

When packets are to be delivered to the AS, the ASP selection process will remain unchanged (i.e., it
will not use the QoS classification as a routing key parameter).

If QoSis provisioned for the AS, the classification will be used to set the appropriate TOS using
precedence or DSCP valueswithin the IP network. However, if an ASPis selected that is currently active
in more than one AS, then the highest priority QoS classification among the active ASs will be used.
Setting the QOS class to the highest class ensures that the traffic is processed at the most appropriate
priority compared to other | P traffic streams.

If it isdesirable for QoS classification to vary based on the type of SS7 traffic, then a unique association
is required between the ITP SG and ASP host for each classification type. Thus, from the ITP SG
perspective, the ASP “host” will have aunique SCTP association (ASP) per ASthat it implements. Each
AS isthen provisioned with its appropriate QoS class on the ITP SG. For example, an ASP host
supporting both I SUP and SCCP traffic would set up two associations to the I TP SG. This would appear
to be two different ASPs to the SG, each supporting a unique AS with a different QoS classification
value.

QoS can also be provisioned for the ASP. The QoS specified under the ASP takes precedence over the
QoS specified for the AS. Consider the following example:

ASP1 has QoS class 5 and this ASP belongs to AS AS1 which has QoS class 3. Since QoS for the
ASP overrides the QoS for the AS, the ASP1 will have QoS class 5.

The following rules affect QoS routing over M3UA or SUA links:

« When packets are being routed to an M3UA or SUA AS and eventually delivered to an ASP, the
packet might already have been classified by existing packet classification options. The AS or ASP
QoS classification overrides the previously set value.

» When a QoS classification is configured for an ASP or an AS, it takes effect only on the subsequent
ASP connection. The QoS can only be changed when ASP is NOT active. Use the shutdown and
no shutdown commands in CS7 ASP configuration mode to shut down and then activate the ASP
with the QoS change.

« When gos-class is not specified for an ASP (and any of the ASs that the ASP serves), the Type of
Service (TOS) for the SCTP association of the ASP is obtained from ¢s7 qos class 0, if it's defined.
Otherwisg, it is set to zero (0).

To configure a QoS classification for an ASP, use the following commands, beginning in global
configuration mode:

Command Purpose

Router (config)# cs7 asp asp-name remote-port local-port Configures a CS7 ASP definition and enters
[m3ua | sua] CS7 ASP submode.

Router (config-cs7-asp)# remote-ip remote-ip Specifies the remote IP address of the ASP.
Router (config-cs7-asp)# gos-class class Defines the QoS class for the ASP

Router (config-cs7-asp) # match any gos-class class Sets the match criteria.

Router (config-cs7-asp)# match si si qgos-class class Sets the serviced indicator match criteria.
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Specifying QoS Routing Over M2PA Links

Packets received from M3UA or SUA must be classified with a default QoS class as a minimum
requirement, to ensure that packets are not dropped by MTP3. Additionally, you may specify a QoS
classification for packets received from a specific ASP.

Packets flowing from M3UA or SUA to M2PA will be subject to Topsail R2 coloring for DPC, GTT
selector and GTT address, but not inbound linkset or access list. There is no single equivalent in M3UA
or SUA for the inbound linkset. The ASP from which the data was received is the closest approximation
to an inbound linkset. The source AS is unknown, and may not be used for this purpose.

Verifying ITP QoS

After the ITPis configured for QoS and the links come in service, you can verify that the ITP QoS was
configured properly and that the ITP QoS functionality is available.

The show c¢s7 gqos commands can be used to display a summary of the QoS configuration and QoS
statistics for an input linkset.

To display a summary of the QoS configuration and verify that the QoS class and packet classifications
are assigned correctly, use the following command in privileged EXEC mode:

Command Purpose

Router# show cs7 gos class Displays a summary of the QoS configuration.

The following is sample output from the show cs7 qos class command:

Router# show cs7 gos class

QoS Prec DSCP Acc-Grp MatchType Input Linkset
1 3 any to_newyork

2 10 si 3 to_chicago

3 5 si 5 to_chicago

4 4 2700 access-group to_atlanta

5 26 none

6 3 2701 access-group to_atlanta

The output indicates the following packet classifications for the configured QoS classes:
QoS class 1 is configured for input linkset packet classification.

QoS class 2 and QoS class 3 are configured for service indicator packet classification.
QoS class 4 and Qos Class 6 is configured for access list packet classification.

QoS class 5 is not configured for packet classification.

To verify that traffic is being routed over the correct QoS peer link member(s), use the following
command in privileged EXEC mode:

Command Purpose

Router# show cs7 qgos statistics Displays QoS link use statistics.

The following is sample output from the show cs7 qos statistics command:

IP Transfer Point
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Router# show cs7 gos statistics

lsn=to_itpa apc=3.3.3 state=avail available/links=2/3
SLC QoS MSU In MSU Out Drops ByteCnt In ByteCnt Out
00 0 494 492 0 8965 8864
01 2 501 493 0 9006 8947

The sample output shows the number of MSUs sent and received for each QoS class (which is assigned
to a peer link member or members) for a specific input linkset.

When classified packets are received from an input linkset and there are no available peer link members
that support the QoS class assigned to the classified packets, the packet is dropped. The ITP displays an
error message and logs an access violation in the ITP access violations database. A sample of the error
message displayed is shown below:

no QoS class 2 link available for packets, see show cs7 accounting access-violations

The I TP accounting access-violations database indicates the dropped packets origin and destination
point codes. To display CS7 accounting details, use the following command in privileged EXEC mode:

Command Purpose

Router# show cs7 accounting access-violations Displays the CS7 access-violations database.

The following is a sample output from the show cs7 accounting access-violations command:

Router# show cs7 gos statistics

Checkpoint Interval = 5 min

Linkset = 'to_newyork'

Destination Originating Service Input Output

Point Code Point Code Indicator Packets Bytes Packets Bytes
3.3.3 4.4.4 8 96 3824 0 0

The sampl e output shows that access violations occurred for packets destined for 3.3.3 from origin point
code 4.4.4. Packets are received on the input, but zero packets are being routed to the destination point
code.

QOS Configuration Example

This section includes the following examples of I TP QoS packet classification and Cisco |0S QoS
packet scheduling and queuing:

« Service Indicator Packet Classification and Access List Classification, page 414
» SCCP Packet Classification, page 416

» Input Linkset Classification, page 419

» Destination Point Code Classification, page 421

» Cisco I0S QoS Packet Scheduling and Queuing, page 423

« ITP SG QoS Configuration Examples, page 426

IP Transfer Point
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The network configuration isillustrated in Figure 36.

= The arrow symbol indicates the specific configuration statements that implement QoS on each ITP.

Figure 36 ITPs as STPs in an SS70IP Topology
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Assumptions:

All routers have redundant ethernet connectivity and therefore all SCTP associations use two IP
addresses (multi-homing).

Point codes and | P addresses for I TP routers:
ITPA 5.100.2 172.18.44.242 117.117.117.2
ITPB 5.100.5 172.18.44.243 117.117.117.3
ITPC 5.100.4 172.18.45.1117.117.119.4
ITPD 5.100.3 172.18.46.1117.117.118.4

Point codes for SS7 SSPs:
SMSC 5.100.1
VMI4 5.100.6
VT02 5.100.7
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VRM2 5.100.8

Service Indicator Packet Classification and Access List Classification

Inthefollowing configuration example, ITPA isconfigured to perform I TP QoS Service Indicator packet
classification and access list classification.

All packets arriving on linkset smsc are classified according to service indicator. Packets with si 3 are
classified class 2 and are sent out on link 1 of the linkset ITPd. Packets with si 5 are classified class 1
and are sent out on link 0 of the linkset | TPd.

All I1SUP packets arriving on linkset vmi4 are matched with access list 2701, classified as QoS class3
and are sent out on link 1 of linkset ITPc. All other packets arriving from linkset vmi4 are sent out on
link O of linkset ITPc.

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname ITPA

!

enable secret 5 $1$iBmo$AF1H6u2CVGDRM5BMeuGmx/
enable password lab

!

!
no ip cef
no ip finger
no ip domain-lookup

|

cs7 variant itu

cs7 point-code 5.100.2

|

controller E1 1/0/0
channel-group 0 timeslots 1

|

controller E1 1/0/1
channel-group 0 timeslots 1

|

controller E1 2/0/0
channel-group 0 timeslots 1

|

!

interface FastEthernet0/0/0

ip address 172.18.44.242 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface FastEthernet0/0/1

ip address 117.117.117.2 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

|

interface Seriall/0/1:0

no ip address

IP Transfer Point
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encapsulation mtp2

no ip route-cache distributed

no ip route-cache
load-interval 30

!

interface Serial2/0/0:0
no ip address
encapsulation mtp2

no ip route-cache distributed

no ip route-cache
load-interval 30

!

cs7 local-peer 7000
local-ip 172.18.44.242
local-ip 117.117.117.2

cs7 local-peer 8000
local-ip 172.18.44.242
local-ip 117.117.117.2

cs7 local-peer 9000
local-ip 172.18.44.242
local-ip 117.117.117.2

cs7 gos class 1
ip precedence 4
!
cs7 gos class 2
ip precedence 3
!
cs7 gos class 3
gos-access-group 2701

gos-ip-precedence 2
!

! Routes using linksets to ITPC and ITPD have a default

! priority of 5. Routes to adjacent node SMS-C and VMI4

! are inserted by the systems with priority 5 and when

! the linkset is configured. They don't have to be defined
! here. Backup-routes to SMS-C and VMI4 are inserted with

! priority 9 using the "C-Link".

!
cs7 route-table system
update route 5.100.7
update route 5.100.8
update route 5.100.1

5 6

update route 5.100.
!

NS 99

cs7 linkset ITPc 5.100.4

accounting

.255.
.255.
.255.
.255.

linkset
linkset
linkset
linkset

ITPc
ITPd
ITPb priority 9
ITPb priority 9

link O sctp 172.18.45.1 117.117.119.4 7000 7000
link 1 sctp 172.18.45.1 117.117.119.4 8000 8000

gos-class 3

link 2 sctp 172.18.45.1 117.117.119.4 9000 9000

route all table system

!

cs7 linkset ITPd 5.100.3

accounting

link 0 sctp 172.18.46.1 117.117.118.4 7000 7000

gos class 1

link 1 sctp 172.18.46.1 117.117.118.4 8000 8000

gos class 2

link 2 sctp 172.18.46.1 117.117.118.4 9000 9000

route all table system

!

QOS Configuration Example
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cs7 linkset smsc 5.100.1
match si 3 gos class 2
match si 5 gos-class 1
accounting
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0
route all table system
|

cs7 linkset vmi4 5.100.6
match access-group
accounting
link 0 Seriall/0/1:0
route all table system
|

cs7 linkset ITPb 5.100.5
accounting

link 0 sctp 172.18.44.243 117.117.117.3 7000 7000

route all table system
|

ip classless
no ip http server

|

!

access-1list 2701 permit si 5
!

line con 0

transport input none
line aux 0

line vty 0 4

password lab

login

!

end

SCCP Packet Classification

In the following configuration example, ITPB is configured to perform I TP QoS SCCP packet

classification. QoS class 1 is assigned to the GTT selector table named c7gsp. QoS class 2 is assigned
to GTA 339. According to QoS rules of precedence, if a QoS classis assigned to a selector table and to
a GTA within that selector table, the QoS class assigned to the GTA entry has precedence over the QoS

class assigned to the selector table.

version 12.1

no service pad

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname ITPB

!

enable secret 5 $1$iBmo$AF1H6u2CVGDRM5BMeuGmx/

enable password lab
!

no ip cef

no ip finger

no ip domain-lookup

|

cs7 variant itu

cs7 point-code 5.100.3
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cs7 capability-pc 5.100.12
|
controller E1 1/0/0
channel-group 0 timeslots 1
|
controller E1 1/0/1
channel-group 0 timeslots 1
|
controller E1 2/0/0
channel-group 0 timeslots 1
|
!
interface FastEthernet0/0/0
ip address 172.18.44.243 255.255.255.128
no ip route-cache distributed
no ip route-cache
no ip mroute-cache
!
interface FastEthernet0/0/1
ip address 117.117.117.3 255.255.255.0
no ip route-cache distributed
no ip route-cache
no ip mroute-cache
!
interface Seriall/0/0:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
interface Seriall/0/1:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
interface Serial2/0/0:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
cs7 local-peer 7000
local-ip 172.18.44.243
local-ip 117.117.117.3
!
cs7 local-peer 8000
local-ip 172.18.44.243

local-ip 117.117.117.3
|
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cs7 local-peer 9000
local-ip 172.18.44.243

local-ip 117.117.117.3
!

=» cs7 gos class 1
=» gos-ip-precedence 4
!
=» cs7 gos class 2
=» gos-ip-precedence 3
! Routes using linksets to ITPC and ITPD have a default
! priority of 5. Routes to adjacent node SMS-C and VMI4
| are inserted by the systems with priority 5 and when
! the linkset is configured. They don't have to be defined
! here. Backup-routes to SMS-C and VMI4 are inserted with
! priority 9 using the "C-Link".
|
cs7 route-table system
update route 5.100.7 7.255.7 linkset ITPc
update route 5.100.8 7.255.7 linkset ITPd
update route 5.100.1 7.255.7 linkset ITPa priority 9
update route 5.100.6 7.255.7 linkset ITPa priority 9
|
cs7 gtt selector c7gsp tt 0O
- gos-class 1
—> gta 339 gos-class 2 pcssn 5.100.14 gt ntt 0
cs7 linkset ITPc 5.100.4
accounting
link 0 sctp 172.18.45.1 117.117.119.4 7000 7000
- gos-class 1

link 1 sctp 172.18.45.1 117.117.119.4 8000 8000
- gos-class 2
link 2 sctp 172.18.45.1 117.117.119.4 9000 9000
route all table system
!
cs7 linkset ITPd 5.100.3
accounting
link 0 sctp 172.18.46.1 117.117.118.4 7000 7000
route all table system
!
cs7 linkset smsc 5.100.1
accounting
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0
route all table system
!
cs7 linkset vmi4 5.100.6
accounting
link 0 Seriall/0/1:0
route all table system
!
cs7 linkset ITPa 5.100.2
accounting
link 0 sctp 172.18.44.242 117.117.117.2 7000 7000
route all table system
!
ip classless
no ip http server
!
!
!
line con 0
transport input none
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line aux 0
line vty 0 4
password lab
login

|

end

!

Input Linkset Classification

QOS Configuration Example

In the following configuration example, ITPC is configured to perform ITP QoS Input Linkset packet
classification. All packets arriving on linkset vt02 are classified as class 1and are sent out on link O of

the linkset 1 TPa.

version 12.1

no service pad

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname ITPC

!

enable secret 5 $13$iBmo$AF1H6u2CVGDRM5BMeuGmx/
enable password lab

no ip cef

no ip finger

no ip domain-lookup

!

cs7 variant itu

cs7 point-code 5.100.4

!

!

controller E1 1/0/0
channel-group 0 timeslots 1

!

controller E1 2/0/0
channel-group 0 timeslots 1

!

!

interface FastEthernet0/0/0

ip address 172.18.45.1 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

|

interface FastEthernet0/0/1

ip address 117.117.119.4 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

|

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30

|

interface Serial2/0/0:0
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no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
cs7 local-peer 7000
local-ip 172.18.45.1
local-ip 117.117.119.4
!
cs7 local-peer 8000
local-ip 172.18.45.1
local-ip 117.117.119.4
|
cs7 local-peer 9000
local-ip 172.18.45.1
local-ip 117.117.119.4
1
cs7 gos class 1
ip precedence 2

! Routes to SMS-C and VMI4 use a combined linkset.

! This is defined by inserting two routes with

! identical priority (5 is default).

!

cs7 route-table system

update route 5.100.1 7.255.7
update route 5.100.1 7.255.7
update route 5.100.6 7.255.7
update route 5.100.6 7.255.7
update route 5.100.8 7.255.7

!
cs7 linkset ITPa 5.100.2
accounting

link 0 sctp 172.18.44.242 117.

gos class 1

link 1 sctp 172.18.44.242 117.
link 2 sctp 172.18.44.242 117.

route all table system
!

cs7 linkset ITPb 5.100.5
accounting

link 0 sctp 172.18.44.243 117.
link 1 sctp 172.18.44.243 117.
link 2 sctp 172.18.44.243 117.

route all table system
|

cs7 linkset ITPd 5.100.3
accounting

linkset
linkset
linkset
linkset
linkset

117.

117.
117.

117.
117.
117.

117
117

117
117
117

link 0 sctp 172.18.46.1 117.117.118.4

route all table system
!
cs7 linkset vt02 5.100.7
accounting
match any gos class 1
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0
route all table system
|
ip classless
no ip http server
|
1

!

ITPa
ITPb
ITPa
ITPb
ITPd

.2 7000

.2 8000
.2 9000

.3 7000
.3 8000
.3 9000

7000

8000
9000

7000
8000
9000

7000 7000
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line con 0

transport input none
line aux 0

line vty 0 4

password lab

login

!

end

Destination Point Code Classification

QOS Configuration Example

In the following configuration example, ITPD is configured to perform I TP QoS Destination Point Code
packet classification. All packets with a DPC of 5.100.1 are classified as class 1and are sent out on link

0 of the linkset I TPa

version 12.1

no service pad

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname ITPD

!

enable secret 5 $1$iBmo$SAF1H6u2CVGDRM5BMeuGmx/
enable password lab

no ip cef
no ip finger
no ip domain-lookup

|

cs7 variant itu

cs7 point-code 5.100.3

|

!

controller E1 1/0/0
channel-group 0 timeslots 1

|

controller E1 2/0/0
channel-group 0 timeslots 1

|

!

interface FastEthernet0/0/0

ip address 172.18.46.1 255.255.255.128
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

!

interface FastEthernet0/0/1

ip address 117.117.118.4 255.255.255.0
no ip route-cache distributed
no ip route-cache

no ip mroute-cache

|

interface Seriall/0/0:0

no ip address

encapsulation mtp2

no ip route-cache distributed
no ip route-cache
load-interval 30
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X

interface Serial2/0/0:0

no ip address

encapsulation mtp2
no ip route-cache distributed

no ip route-cach
load-interval 30
!
cs7 local-peer 70
local-ip 172.18.

e

00
46.1

local-ip 117.117.118.4

cs7 local-peer 80
local-ip 172.18.

00
46.1

local-ip 117.117.118.4

!

cs7 local-peer 90
local-ip 172.18.

00
46.1

local-ip 117.117.118.4

!
cs7 gos class 1
ip precedence 4

! Routes to SMS-C and VMI4 use a combined linkset.

! This is defined by inserting two routes with

! identical prior
!

ity

(5 1s default) .

cs7 route-table system

update route 5.1
update route 5.1
update route 5.1
update route 5.1

update route 5.1
!

00.1
00.
00.
00.
00.

<N o0 oy

7.255.7 linkset
7.255.7 linkset
7.255.7 linkset
7.255.7 linkset
7.255.7 linkset

cs7 linkset ITPa 5.100.2

accounting
link 0 sctp 172
gos class 1
link 1 sctp 172.
link 2 sctp 172.
route all table
!
cs7 linkset ITPb
accounting
link 0 sctp 172
route all table
!
cs7 linkset ITPd
accounting
link 0 sctp 172
route all table
|
cs7 linkset vrm2
accounting
link 0 Seriall/O
link 1 Serial2/0

18.44.242 117.117.117.
18.44.242 117.117.117.

.18.44.242 117.117.117

system

5.100.5

.18.44.243 117.117.117

system

5.100.4

.18.45.1 117.117.119.4

system

5.100.8

/0:0
/0:0

route all table system

|

ip classless

no ip http server
|

!

!

line con 0
transport input
line aux 0

none

ITPa gos class 1

ITPb
ITPa
ITPb
ITPc

.2 7000

2 8000
2 9000

.3 7000

7000

8000
9000

7000

7000 7000
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QOS Configuration Example

line vty 0 4
password lab
login
!

end

Cisco 10S QoS Packet Scheduling and Queuing

Thefollowing configuration exampleillustrates | TP QoS used in conjunction with Cisco |OS QoS at the
edge of the IP network.

ITPA is configured to perform ITP QoS Service Indicator packet classification. All packets arriving on
linkset vmi4 are classified according to service indicator. Packets with si 3 (SCCP) are classified class
2 and are sent out on link 1 of the linkset ITPd. Packets with si 5 (ISUP) are classified class 1 and are
sent out on link O of thelinkset ITPd. The | TP QoS configuration statements are highlighted in bold text.
Cisco ITP QoS configuration statements are highlighted in bold italic text.

Cisco 10S Modular QoS Command-Line Interface will be used to create traffic policies and attach these
policiesto interfaces. A traffic policy contains atraffic class and one or more |0S QoS features. A traffic
classis used to classify traffic, while the QoS features in the traffic policy determine how to treat the
classified traffic. The traffic policy in this configuration allocates 50% of the available bandwidth to

| SUP packets and 25% of the available bandwidth to SCCP packets during periods of congestion.

Packets classified by I TP QoSwill havethe ToS bytein the | P header set to the appropriate | P precedence
value. Before the classified packets are transmitted, the Cisco 10S QoS traffic policy assigned to the
output interface is applied to each packet. In this example, any packets with an IP precedence value of
3, will be subject to the characteristics defined for class sccp. Packets with an | P precedence value of 4
will be subject to class isup characteristics

For moreinformation about deploying Cisco |OS QoS policies, refer to the Cisco |0S Quality of Service
Solutions Configuration Guide and the Cisco 10S Quality of Service Solutions Command Reference,
included in the Cisco |0S Release 12.2 documentation at the following URL :
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname ITPA

!

enable secret 5 $1$iBmo$AF1H6u2CVGDRM5BMeuGmx/
enable password lab

!

!
no ip cef
no ip finger
no ip domain-lookup

!

cs7 variant itu

cs7 point-code 5.100.2

!

!

class-map match-all sccp

match ip precedence 3
class-map match-all isup

match ip precedence 4

!

!
policy-map itpQosS

class sccp
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- bandwidth 25
- class isup
- bandwidth 50
!
controller E1 1/0/0
channel-group 0 timeslots 1
!
controller E1 1/0/1
channel-group 0 timeslots 1
!
controller E1 2/0/0
channel-group 0 timeslots 1
!
!
interface FastEthernet0/0/0
ip address 172.18.44.242 255.255.255.128
no ip route-cache distributed
no ip route-cache
no ip mroute-cache
=» service-policy output itpQos
!
interface FastEthernet0/0/1
ip address 117.117.117.2 255.255.255.0
no ip route-cache distributed
no ip route-cache
no ip mroute-cache
!
interface Seriall/0/0:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
interface Seriall/0/1:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
interface Serial2/0/0:0
no ip address
encapsulation mtp2
no ip route-cache distributed
no ip route-cache
load-interval 30
!
cs7 local-peer 7000
local-ip 172.18.44.242
local-ip 117.117.117.2

cs7 local-peer 8000
local-ip 172.18.44.242
local-ip 117.117.117.2

cs7 local-peer 9000
local-ip 172.18.44.242
local-ip 117.117.117.2

cs7 gos class 1

gos-ip-precedence 4
!

X

=» cs7 gos class 2

IP Transfer Point
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X

gos-ip-precedence 3
|

! Routes using linksets to ITPC and ITPD have a default

! priority of 5. Routes to adjacent node SMS-C and VMI4

! are inserted by the systems with priority 5 and when

! the linkset is configured. They don't have to be defined
! here. Backup-routes to SMS-C and VMI4 are inserted with
! priority 9 using the "C-Link".

!

cs7 route-table system

update route 5.100.7 7.255.7 linkset ITPc
update route 5.100.8 7.255.7 linkset ITPd
update route 5.100.1 7.255.7 linkset ITPb priority 9
update route 5.100.6 7.255.7 linkset ITPb priority 9

!
cs7 linkset ITPc 5.100.4
accounting
link 0 sctp 172.18.45.1 117.117.119.4 7000 7000
link 1 sctp 172.18.45.1 117.117.119.4 8000 8000
link 2 sctp 172.18.45.1 117.117.119.4 9000 9000
route all table system
|
cs7 linkset ITPd 5.100.3
accounting
link 0 sctp 172.18.46.1 117.117.118.4 7000 7000
gos class 1
link 1 sctp 172.18.46.1 117.117.118.4 8000 8000
gos class 2
link 2 sctp 172.18.46.1 117.117.118.4 9000 9000
route all table system
!
cs7 linkset smsc 5.100.1
accounting
link 0 Seriall/0/0:0
link 1 Serial2/0/0:0
route all table system
!
cs7 linkset vmi4 5.100.6
match si 3 gos-class 2
match si 5 gos-class 1
accounting
link 0 Seriall/0/1:0
route all table system
!
cs7 linkset ITPb 5.100.5
accounting
link 0 sctp 172.18.44.243 117.117.117.3 7000 7000
route all table system
|
ip classless
no ip http server
|
!
line con 0
transport input none
line aux 0
line vty 0 4
password lab
login
!

end

QOS Configuration Example
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ITP SG QoS Configuration Examples

Example 1

In Example 1 all thetraffic flowing to aspl will be classified based on the QoS class 3 since aspl belongs
to AS asl.

cs7 gos class 3
gos-ip-precedence 3

|

cs7 m3ua 2905

local-ip 7.7.7.7

!

cs7 asp aspl 2905 2905 m3ua
remote-ip 5.5.5.5

!

cs7 as asl m3ua
routing 05050505 4.4.4
asp aspl
gos-class 3

|

Example 2

In Example 2, since asp2 has been provisioned with qos-class 4, al the traffic flowing to asp2 will be
classified with QoS class 4.

cs7 gos class 4
gos-ip-dscp 40

!

cs7 m3ua 2905
local-ip 7.7.7.7

!

cs7 asp asp2 2905 2905 m3ua
remote-ip 5.5.5.6
gos-class 4

!

cs7 as as2 m3ua
routing 05050506 4.4.4
asp aspl

|

Example 3

In Example 3, the ISUP and SCCP ASPs are located on the same host (same IP address, but different
SCTP ports). They are defined as two different ASPs. Since isup-asp belongs to isup-as and isup-as-bk
ASs, the QoS with highest I P Type Of Service (TOS), i.e. qos-class 5, will be used for the traffic flowing
to isup-asp. Also the traffic flowing to sccp-asp will be classified based on QoS class 3 since this ASP
belongsto AS sccp-as.

cs7 gos class 3
gos-ip-precedence 3

cs7 gos class 5
gos-ip-precedence 5

|

cs7 m3ua 2905
local-ip 7.7.7.7

!

cs7 asp isup-asp 5500 2905 m3ua
remote-ip 6.6.6.6

cs7 asp sccp-asp 6000 2905 m3ua
remote-ip 6.6.6.6

IP Transfer Point
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Example 4

!

cs7 as isup-as m3ua
routing-key 06060606 5.5.
asp isup-asp
gos-class 5

!

cs7 as isup-as-bk m3ua
routing-key 07070707 6.6.
asp isup-asp
gos-class 3

!

cs7 as sccp-as m3ua
routing-key 08080808 7.7.
asp sccp-asp
gos-class 3

QOS Configuration Example

In Example 4 any traffic coming in from asp3 will be classified as having QoS class 3. Also any ISUP
(si=b) traffic coming in from asp4 will be classified as having QoS class 5. The packet is classified this
way so that, if needed, it would properly get routed over M2PA links, as explained in the “ Specifying

QoS Routing Over M2PA Links” section on page 411.

cs7 gos class 3
gos-ip-precedence 3

cs7 gos class 5
gos-ip-dscp 40

|

cs7 m3ua 2905
local-ip 7.7.7.7

|

cs7 asp asp3 2905 2905 m3ua
remote-ip 6.6.6.10
match any gos-class 3

cs7 asp asp4 2905 2905 m3ua
remote-ip 6.6.6.11
match si 5 gos-class 5

IP Transfer Point ]



ITP QoS |

M QOS Configuration Example

IP Transfer Point
[ 428 | |



Load Sharing

Feature History for Load Sharing

Release Modification

12.2(4)MB2 This feature was introduced.

12.2(18)IXD Added enhanced load sharing to improve load distribution among available
ITU links.

Finding Support Information for Platforms and Cisco I0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco 10S software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

¢

Note  Configuration Mode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an | TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

Contents

» How to Configure MTP3 Load Sharing, page 429
» Information About SCCP Load Sharing, page 431
» How to Configure SCCP Load Sharing, page 432

How to Configure MTP3 Load Sharing

This section describes some of the possible configuration options for MTP3 load sharing.

IP Transfer Point
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How to Configure MTP3 Enhanced Load Sharing For ITU

The ITU standard specifies a 4-bit SLSin the MSU for link selection (SLC). Thisisinsufficient for
combined linksets made up of 17 or more links. To enable a better load distribution for the combined
linksets, the user can configure the enhanced load sharing feature. The enhanced load sharing feature
concatenates a 3-bit value, derived from the opc and dpc, with the 4-bit SL Sand yields a 7-bit val ue used
to select alink from a 128 entry SL S->SL C mapping table.

The user can also shift the SL S bits used for linkset and link configuration with the sls-shift command.
To configure the enhanced |oad sharing feature or to shift the SLS bits, perform the following steps:

Y
Note  These configurations are only available with the ITU variant.
SUMMARY STEPS
1. enable
2. configureterminal
3. cs7 [instance instance-number] sls-opc-dpc [opc-shift <opc-shift-number>] [dpc-shift
<dpc-shift-number>]
4. cs7 [instance instance-number] sls-shift { sls-shift-value}
Command Purpose
Stepl  enable Enables privileged EXEC mode.
 Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enters global configuration mode.
Example:

Router# configure terminal

IP Transfer Point
I |



| Load Sharing

Step 3

Step 4

Information About SCCP Load Sharing

Command

Purpose

cs7 [instance instance-number] sls-opc-dpc

<opc-shift-numbers>]

[opc-shift
[dpc-shift <dpc-shift-numbers>]

Example:
ITP (config)# cs7 instance 4 sls-opc-dpc opc-shift 7
dpc-shift 4

(Optional) Creates a 3-hit value from 6-bit subsets
of the OPC and DPC.

e opc-shift opc-shift-number—(Optional)
Sets parameters for the subset of bits from the
OPC. Therangeisfrom 0 to 8 with adefault of
0. Beginning with the least significant bit
position as opc-shift-number 0. The
opc-shift-number SPecifiesthe number of bit
positions from which the 6-bits are selected.

e dpc-shift dpc-shift-number—(Optional)
Sets parameters for the subset of bits from the
DPC. Therangeisfrom 0 to 8 with a default of
0. Beginning with the least significant bit
position as dpc-shift-number 0. The
dpc-shift-number Specifiesthe bit position
from which the 6-bits are selected.

cs7 [instance instance-number] sls-shift
{sls-shift-value}

Example:

ITP(config)# cs7 instance 0 sls-shift 3
or

ITP (config-cs7-1s)# sls-shift 3

(Optional) Shiftsthe SL S bitsto changewhich SLS
bits are used for link and linkset selection. The
range is from 0 to 3. The default is 0.

» When sis-opc-dpe is configured,
simultaneous configuration of sls-shift at the
global and/or linkset level is allowed. Also the
valid range of sls-shift-valueincreasesto 0to 6
With s1s-opc-dpe configured.

e When sis-opc-dpc is configured, the shift
operation is performed on the computed 7-bit
sls.

» |f thesls-shift values are set in the 4 to 6 range
and s1s-opc-dpc IS unconfigured, then any
configured value in the 4 to 6 range is reset to
Zero.

Information About SCCP Load Sharing

Signaling Connection Control Part (SCCP) is software that supports routing and translation and
management functions and datatransfer without logical signaling connections. I TP supports SCCP L oad
Balancing which includes support for SCCP class 0 and class 1 traffic.

SCCP load sharing utilizing mated applications or application groups includes the following

functionality:

« Load-sharing / multiplicity is configurable on a Mated-Application (MAP) or application group

basis.

» Class 0 traffic can be load-shared among a maximum of 2 destinations based on a round-robin
algorithm using a GTT MAP (multiplicity = share).

» Class 0 traffic can be load-shared among a maximum of 2 destinations based on a dominant
algorithm using aGTT MAP (multiplicity = dominant).
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» Class 0 traffic can be load-shared among a maximum of 8 destinations based on a round-robin
algorithm using a GTT Application Group. (multiplicity = share).

» Class0traffic can beload-shared among a maximum of 8 destinations based on aleast cost available
algorithm using a GTT Application Group. (multiplicity = cost).

» Class 1 traffic can be load-shared among a maximum of 2 destinations based on 1 SL S bit using a
GTT MAP (multiplicity = share).

» Class 1 traffic can be load-shared among a maximum of 2 destinations on a dominant algorithm
using a GTT MAP (multiplicity = dominant).

« Class 1 traffic can be load-shared among a maximum of 8 destinations based on the SL S bits using
aGTT Application Group. (multiplicity = share).

» Class 1 traffic can be load-shared among a maximum of 8 destinations based on aleast cost available
algorithm using a GTT Application Group in conjunction with the SLS bits. (multiplicity = cost).

How to Configure SCCP Load Sharing

This section describes the possible configuration options for SCCP load sharing as well as address
guidelines for when to use the different methods provided. Load-sharing/multiplicity is configurable on
a Mated-Application or Application group basis.

The following SS7 network elements are typical in most SS7 architectures utilizing GTT.

1. Solitary intermediate destination — The final destination of the global titleisnot known and only one
intermediate destination is available for the next hop.

2. Solitary final destination - The final destination of the global title is known and only one choice is
available.

3. Redundant intermediate destination - The final destination of the global title is not known and two
or more intermediate destinations are available for the next hop.

4. Redundant final destination - The final destination of the global title is known and two or more
choices are available.

5. More than one backup final or intermediate: The result may be final or intermediate depending on
the availability of external nodes or the ability to load-share across up to 8 different destinations.

Scenario 1 and 2 above do not involve any |oad sharing and are mentioned only for completeness. In each
of these cases all resultant GTT traffic is directed to the solitary destination. In case 1, only the MTP3
status determines if the destination is available. In case 2, the MTP3 point-code status as well as the
SCCP subsystem statusis analyzed. In either case, if the solitary destination is not available, thereis
no alternate, and the message is discarded.

Scenario 3: In order to configure this situation an application group must be used. There are 2 different
possibilities concerning how load sharing may be configured for this group:

a. Share mode: When this mode is configured Class 0 traffic will be shared between the two
destinations if available based on a round-robin algorithm. Class 1 traffic will be shared based
onthe SLS. Thissituation may be configured to share between up to 8 destinations for class 0
and class 1 traffic.

b. Cost Mode: When cost mode is configured the least cost item or items (if more than one at that
cost) will be used. When more than 1 item at the least cost is available round-robin is used for
class 0 traffic and the SLS shall be used for class 1 traffic.
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Cost Mode Example 1: Suppose an application group is defined with two items, each with it's own
unique cost. In this situation all traffic would use the least cost item (A) if it were available otherwise it
would use item B. Thisis equivalent to the dominant mode described later for GTT MAPs.

Table 27 Reference for Cost Mode Example 1
Item Cost

A 1

B 2

Cost Mode Example 2: Suppose an application group is defined with two items, each with the same cost.
In thissituation all traffic would share equally between A and B using round robin or SL S depending on
the protocol class. Thisis equivalent to the share mode described earlier.

Table 28 Reference for Cost Mode Example 2
Item Cost

A 1

B 1

Cost Mode Example 3: Inthisexample, items A and B shall always be used in asharelike fashion (either
by round-robin or SLS). If both A and B, become unavailable, then items C and D are used in the same
fashion. If all items A though D become unavailable, then item E must handle all the traffic.

Table 29 Reference for Cost Mode Example 3
Item Cost
A 1
1
C 2
D 2
E 3

Scenario 4: Thereis no difference between scenario 4 and 3 other then the resultant routing-indicator is
final for this scenario instead of intermediate. The same cost and share modes may be applied if using
an application group. One option not available for scenario 3, that is available for this, is the ability to
use GTT MAP (Mated Application) instead of an application group. GTT Mated Applicationsonly allow
a maximum of two replicated PC/SSN combinations as the choice for the resultant GTT. These can
operate in the share or dominate modes. The advantage of using a GTT MAP instead of an application
group is memory savings. An application group uses approximately 156 bytes more memory than
utilizinga GTT MAP.

Scenario 5: There is no difference between this scenario and scenario 3 except the items in the group
may have mixed values for the resultant routing indicator. The same cost and share modes may be
applied. Suppose GTT is performed from the ITP to locate HLRs (item A and B). The dataon A and B
isreplicated and traffic is shared between them, thus the equal cost 1. If afailure occurred at A or B it
may be desired to direct the traffic to another pair of I TPswhich will have to perform GTT again to find
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adifferent final destination since the primary final destination could not be reached. This is one reason
network operators may wish to have a mixture of final and intermediate destinations in one application
group utilizing cost mode sharing.

Table 30 Reference for Scenario 5
Item Cost

A - Fina 1

B - Find 1

C - Intermediate 2

D - Intermediate 2

IP Transfer Point
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How to Configure SCCP Load Sharing to Ignore Class and Sequencing

Having SCCP recognize the class or round-robin sequencing of traffic may not benefit some networks.
For example, if the majority of traffic is SCCP class 1, but there is no advantage in keeping the traffic in
sequence. The cs7 distribute-sccp-sequenced command configures SCCP load sharing to ignore class
and segquencing. Enabling this command allows an even distribution of class 1 traffic.

SUMMARY STEPS
1. enable
2. configureterminal
3. c¢s/ [instance instance-number] distribute-sccp-sequenced
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  cs7 [instance instance-number] Disable SCCP load sharing recognition of class and
distribute-sccp-sequenced sequencing.
- instance—Specifies an instance if multiple instances
Example: exist. If you have configured the I TP with the
Router (config)# cs7 instance 1 multi-instance command, you must use the instance

distribute-scep-sequenced keyword to specify the particular instance. A single

instance does not require this keyword.

« instance-number—Specifies the particul ar instance
with avalid range of 0 through 7. The default is 0.

Example

cs7 distribute-sccp-sequenced

or

cs7 instance 1 distribute-sccp-sequenced
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Summary Routing and ANSI Cluster Routing

The Summary Routing feature allows routing of MSUs to groups of DPCs by specifying one or more
routes to a summary destination in the route table rather than individual route table entries for each
destination.

Feature History for Summary Routing and ANSI Cluster Routing

Release Modification
12.2(18)IXA This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Note  Configuration Mode Restrictions. Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an ITP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

Contents

« Information About Summary Routing and ANSI Cluster Routing, page 437
« How to Configure Summary Routes, page 440
» How to Configure ANSI Cluster Routing, page 442

Information About Summary Routing and ANSI Cluster Routing

The Summary Routing feature allows routing of MSUs to groups of DPCs by specifying one or more
routes to a summary destination in the route table rather than individual route table entries for each
destination.

IP Transfer Point
| "o


http://www.cisco.com/go/fn

Summary Routing and ANSI Cluster Routing |

M Information About Summary Routing and ANSI Cluster Routing

Typically aroute table has primary (or normal) routes and alternate routes of lower priority to fully
qualified (or full PC) destinations. A fully qualified destination has all significant bitsin the point code
explicitly specified. Summary Routing isthe capability of using partly qualified destinationsin the route
table, where one or moretrailing bitsin the point code are left unspecified, to refer collectively to all the
fully qualified destinations that have any combination of bits within the unspecified portion.

This overview beginswith afictional scenario that explains how fully-qualified point codes are assigned
and how partly-qualified point codes are derived. The remainder of the overview coversin greater detail
the function of summary routing and the routing table.

How Point Codes Are Used in Summary Routing

To examine how point codes are used in Summary Routing, consider the following example for a
company in France we will call Voila. This example uses the ITU standard for point codes, which uses
3 bhits to indicate the zone, 8 bits to indicate the region, and 3 bits to indicate the signaling point (SP).

Assigning Point Codes

When Voila acquired its block of point codes, the zone segment was preassigned to be 5, or 101 binary.
The network administrator at VVoila wanted to take advantage of Summary Routing and so devised the
following numbering strategy for assigning the region and SP segments of the point codes:

« Inthelle-De-France region the region segment of the point code would begin with 00 binary.
« Inthe Normandy region the region segment would begin with 01 binary.

« Inthe Brittany region, the region segment would begin with 10 binary. The SP segments would be
numbered sequentially.

Focusing on Ile-De-France, we can see that numbering the region segment 00xxxxxx binary providesthe
range of numbers 0 through 63 decimal. Within this numbering system, the network administrator further
decided to provision point codesin the city of Paristo have a region segment of 42 or 00101010 binary.
SPs would be numbered sequentially.

The following table shows a partial list of point codes in the Voila network:

Table 0-31 Sample Point Code Numbering Plan
Location Device Point Code
Paris ITP-P1 5.42.1
Paris ITP-P2 5.42.2
Paris MSC-P1 5.42.3
Paris MSC-P2 5424
Paris SMSC-P1 5.42.5
Meudon HLR-P1 5.50.1
Normandy ITP-N1 5.91.1
Normandy ITP-N2 5.91.2
Normandy MSC-N1 5.91.3
Normandy SMSC-N2 5914
Brittany ITP-B1 5.149.1
Brittany ITP-B2 5.149.2
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Specifying Summary Destinations

In our example, the Voila network administrator assigned point codes in away that can take advantage
of the Summary Routing feature. Consider the point codes assigned to the three regions in France. All
point codes belonging to each of these groups have in common the first 5 bits of the point code. For
example, ITP-P1in Parisand HLR-P1 in Meudon are both assigned point codes that belong to the same
region, as defined by the network administrator.

The point code for MSC-P1 in Parisis 5.42.3, shown in binary format below:

1[o]1] Jofoj]o[2]ofs]o] Jo[a]s

The point code for HLR-PL in the Paris suburb of Meudon is 5.50.1, shown in binary format below:

L[o1] Jofoj]1]o]o[s]o] Jojo]s

The first 5 characters of the point codes are the same for both destinations and for all of the fully
qualified destinationsin the region. This commonality can be expressed as a partly-qualified destination
with the point code and mask 5.0.0 7.192.0 (or the equivalent expression 5.0.0/5). This partly qualified
destination means “ consider the first 5 bitsin the point code (the mask 7.192.0 and /5 both mean the first
5 bits) and include all point codes with the zone segment equal to 5 and the region segment in the range
0 (all 8 bits off = 0) through (first 2 region bits off and the remaining 6 bits on = 63).”

Examine the point codes for Normandy and Brittany, and notice that all of these point codes can be
identified by the partly-qualified destinations 5.64.0/5 (Normandy) and 5.128.0/5 (Brittany). The first
two bits in the region segment for Normandy are 01, so the range of numbers in the Normandy region
segment will be 64 through 127. Thefirst two bitsin the region segment for Brittany are 11, so the range
of numbers in the Brittany region segment will be 128 through 255.

Summary Routes and the Routing Table

Summary routes are used primarily to reduce the number of route table entries. Summary Routing allows
an easy translation of the hierarchy in the network topology into the logical organization of the route
table. For example, aremote set of nodeswith DPCs 1.*.* (where * isanumber in the appropriate range
for ITU or ANSI) can be reached by creating a set of routes to 1.0.0/3 (ITU), or 1.0.0/8 (ANSI), only.
There isno need to create individual routesto all the dozens of destinations 1.*.* that may be present in
the network, particularly if all those destinations can be reached by the same set of linksetsin the same
order of priority. If there happens to be a member within 1.*.*, say 1.6.7, routes to which do not share
some or al the linksets with the routes to the summary destination, then it is possible to configure routes
to 1.6.7 using these different linkset(s) along with the summary routes that covers all the other point
codes within 1.*.*. Such a configuration would be displayed as follows:

Router# show cs7 route detailed

Routing table = system
C=Cong Q=Q0S P=Prio

Destination C Q P Linkset Name Linkset Non-adj Route
1.6.7/14 acces 2 sirius avail allowed avail
3 castor avail allowed avail
4 pollux avail allowed avail
1.0.0/3 acces 2 polaris avail avail
3 pollux avail avail
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Summary routes can coexist with fully qualified routes. In the presence of a configured full PC member,
summary routes behave as alternate routes that have priority lower than that of fully qualified alternate
routes.

When aroute has to be selected for an outbound M SU, the route table is searched for a full point code
entry matching the DPC in order of route priority. If any route to the full PC is configured and available,
itischosen for routing, otherwise the route table is searched for the next best partial match with a shorter
mask length. If a summary route is configured and it is available, then this route is chosen for routing,
otherwise the search continues. The search ends after mask length zero yields no route.

If amessage is received for routing to an unconfigured destination Y that is a member of a summary
destination and that summary destination isinaccessible, then the Response Method will be used to send
aTFP concerning Y. Likewise, if the summary destination isrestricted a TFR will be sent. If a route-set
test message (RSP/RST or RSR) isreceived concerning a destination Y that is a member of a summary
route, then aresponse will be sent concerning Y depending on the status of that summary route.

Routes to 0.0.0/0 are system wide default routes that behave as alternate routes to all the fully or partly
qualified routes configured in the system. The linkset that goes between a mated pair of ITPsis such a
default route from the perspective of each of those ITPs. There isno special external route management
messages for the support of summary routes (the ANSI cluster routing case is an exception, see below).

There are no route management messages exchanged between network elements to maintain summary
route status except the usual TFP, TFR, TFA, RSP/RST and RSR. When a TFP is received on a certain
route (i.e. a certain linkset leading to an adjacent point code) concerning a point-code, say 1.6.1 in the
above example, and that point-code is not configured, and there is a summary route configured and
available on that linkset, route table entries are created dynamically for the concerned point-code by
copying the summary routes. The concerned route is marked prohibited. Future traffic is blocked for
1.6.1 but allowed for all other members of the summary route 1.6.0/11. Routeset test is started. When a
TFA isreceived on the same route, and all the other dynamic routes to the concerned point-code have
non-adjacent status available, then all the dynamic routes are removed. Dynamic routes are al so created
when a TFR is received, and traffic for that route is affected as for any other restricted route. Routeset
restricted test is started.

In the previous example if routes to the concerned point code were configured, none being the route to
which the TFP/TFR pertains, and these routes are all unavailable, then asingle dynamic route is created
with priority value one more than the highest configured. If aroute with priority 9 were to already exist
then the dynamic route cannot be added. It is therefore necessary to keep the priority value of the lowest
priority configured route at, say, 6 or below when a configured full point-code route is using summary
routes.

Dynamic routes are also created when TFC concerning a destination is received and summary routes to
that destination exist in the route table. When the routeset congestion test procedure eventually brings
the destination congestion status to zero, these dynamic routes are removed.

Dynamic routes cannot be removed using the no update route command. There is a periodic audit of
the route table that runs once a day at 3:00 a.m. to remove dynamic entries older than 12 hours. This
mechanism allows dynamic routes to remain in the system between 12 and 36 hours (24 hours average).
For this audit to work properly, the system time-of-day clock and time zone must be set. When the route
table is saved to file, dynamic routes are not included.

How to Configure Summary Routes

You can create a summary route by entering the update route command and specifying a mask length
value that is less than that for afull point code. The mask length is in the range 0 through 13 for ITU,
and 0 through 15, and 17 through 23 for ANSI. For ANSI, mask length 16 is for cluster routes.
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How to Configure Summary Routes

To create a summary route, enter the following command, starting in global configuration mode:

Command Purpose

Router (config)# cs7 route-table system Specifies the name of the route table and enters
route table configuration mode.

Router (config-cs7-rt)# update route point-code {[mask | Adds a summary route to the table.

/length linkset ls-name prio priority-value

For example, the following two configurations show equivalent ways to specify a summary route when
the variant is 1 TU:

Router (config)# cs7 route-table system

Router (config-cs7-rt)# update route 1.6.0/11 linkset polaris prio 2
Router (config-cs7-rt)# update route 1.6.0/11 linkset pollux prio 3
Router (config-cs7-rt)# end

OR

Router (config)# cs7 route-table system

Router (config-cs7-rt)# update route 1.6.0 7.255.0 linkset polaris prio 2
Router (config-cs7-rt)# update route 1.6.0 7.255.0 linkset pollux prio 3
Router (config-cs7-rt)# end

The following two configurations show equivalent ways to specify a summary route when the variant is
ANSI:
Router

Router
Router

config)# cs7 route-table system
config-cs7-rt)# update route 1.6.0/17 linkset polaris prio 2
config-cs7-rt)# update route 1.6.0/17 linkset pollux prio 3

Router (config-cs7-rt)# end

OR,

Router
Router
Router

config)# cs7 route-table system

config-cs7-rt)# update route 1.6.0 255.255.128 linkset polaris prio 2
config-cs7-rt)# update route 1.6.0 255.255.128 linkset pollux prio 3
config-cs7-rt)# end

Router

I TU users should set the point code format to suit their national numbering structure and hierarchy using
the cs7 point-code format command. Thiswill allow them to create summary destinations with mask
lengths that conveniently terminate on the point-code delimiters.

A sampleroutetable display for an I TU case with summary routesis shown below for the default format
(3 bit - 8 hit - 3 hit):

Router# show cs7 route detailed
Routing table = system
C=Cong Q=Qo0S P=Prio

Destination C Q P Linkset Name Linkset Non-adj Route
1.4.0/11 RESTR 2 polaris UNAVAIL UNAVAIL

3 pollux avail avail
1.5.1/14 INACC 1 polaris UNAVAIL allowed UNAVAIL
1.5.3/14 acces 1 pollux avail allowed avail
1.6.1/14 RESTR 2 polaris UNAVAIL allowed UNAVAIL dyn

3 pollux avail PROHIB UNAVAIL dyn
1.6.3/14 RESTR 2 polaris UNAVAIL allowed UNAVAIL dyn

3 pollux avail PROHIB UNAVAIL dyn
1.6.0/11 RESTR 2 polaris UNAVAIL UNAVAIL

3 pollux avail avail
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The non-adjacent status field is blank for summary routes. Since there are no route management
messages exchanged for such routes, there is no non-adjacent status. The availability of asummary route
is determined solely by the linkset status. Dynamic route table entries are flagged by dyn at the end of
theline. Although all routesto 1.6.1 and 1.6.3 are unavailable, the destination statusisrestricted (instead
of inaccessible) because these destinations are members of the summary route 1.6.0/11, one route to
which is available. Routes to 1.6.0/11 are considered to be alternate routes to 1.6.1 and 1.6.3.

Use the show cs7 route command with the keyword summary-routesto display all summary routes of
which the given point code is a member:
Router# show cs7 route 1.6.1 summary-routes detailed

Routing table = system
C=Cong Q=Q0S P=Prio

Destination C Q P Linkset Name Linkset Non-adj Route
1.6.1/14 RESTR 2 polaris UNAVAIL allowed UNAVAIL dyn
3 pollux avail PROHIB UNAVAIL dyn
1.6.0/11 RESTR 2 polaris UNAVAIL allowed UNAVAIL
3 pollux avail allowed avail

To turn off usage of the summary routes for routing M SUs, when configured full point-code routes exist
and are unavailable, use the following command in global configuration mode:

Command Purpose
Router (config)# cs7 summary-routing-exception Turns off usage of the summary routes.
The summary routes will be used as a default. To restore the default use the
no cs7 summary-routing-exception global configuration command.
To configure the maximum number of dynamic routes that can be created by the system, use the
following command in global configuration mode:
Command Purpose
Router (config)# cs7 max-dynamic-routes number Specifies the maximum number of dynamic routes

that can be created by the system. The valid range
is 100 through 1000. The default is 500.

To restore the default use the no cs7 max-dynamic-routes global configuration command.

How to Configure ANSI Cluster Routing

ANSI Cluster Routing is a special case of Summary Routing, and has associated with it a dedicated set
of route management messages and procedures as specified in T1.111 and GR-82. If thevariant isSANSI,
a cluster route would be created by specifying a mask length of 16 or a mask of 255.255.0 using the
default point-code format 8 bit - 8 bit - 8 bit. Cluster Routing and Management Diversity (CRMD) as
specified in GR-82 is supported. When aroute is configured to a member of aremote cluster using a
direct E-link, the route is automatically assigned a priority of 1, contrary to an example in GR-82.

Cluster routes are created by specifying a mask length of 16, or mask 255.255.0:
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Command Purpose

Router (config)# cs7 route-table system Specifies the name of the route table and enters
route table configuration mode.

Router (config-cs7-rt)# update route point-code {[255.255.0 | Specifiesaclus[er route.

/16 linkset Is-name prio priority-value

The following is an example of a cluster route configured using the /16 form to specify the mask:

Router
Router

config)# cs7 route-table system

config-cs7-rt)# update route 1.6.0/16 linkset polaris prio 2
config-cs7-rt)# update route 1.6.0/16 linkset pollux prio 3
config-cs7-rt)# end

Router
Router

Cluster routes have a non-adjacent status as dictated by the last received TCP, TCR or TCA message on
that route. In the output of the show cs7 route detailed command, this statusis displayed just as for full
pc routes. Exclusion list (x-list) members are flagged by dyn at the end of the line for the concerned
route. A route table display for an ANSI case with two clusters (1.4.0 and 1.6.0) and two x-list members
(1.6.1 and 1.6.3) is shown below:

Router# show cs7 route detailed

Routing table = system
C=Cong Q=Q0S P=Prio

Destination C Q P Linkset Name Linkset Non-adj Route
1.4.0/16 RESTR 2 polaris UNAVAIL allowed UNAVAIL

3 pollux avail allowed avail
1.5.1/24 INACC 1 polaris UNAVAIL allowed UNAVAIL
1.5.3/24 acces 1 pollux avail allowed avail
1.6.1/24 RESTR 2 polaris UNAVAIL allowed UNAVAIL dyn

3 pollux avail PROHIB UNAVAIL dyn
1.6.3/24 RESTR 2 polaris UNAVAIL allowed UNAVAIL dyn

3 pollux avail PROHIB UNAVAIL dyn
1.6.0/16 RESTR 2 polaris UNAVAIL allowed UNAVAIL

3 pollux avail allowed avail

If acluster route is configured then another summary route with mask length in the range 17 - 23 should
not be created. In the example above, the presence of a summary route 1.6.128/17 would cause faulty
operation.
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Note

Verifying, Monitoring, and Tuning the ITP

This chapter describes how to verify proper configuration of the ITP, monitor status and traffic, and tune
the ITP. This chapter includes the following optional tasks:

» Verifying RPR+, page 445

» Verifying ITP, page 446

« Monitoring RPR+ on the Cisco 7500 Series Router, page 455
« Monitoring I TP, page 456

e Tuning ITP, page 482

Feature History for Verifying, Monitoring, and Tuning the ITP

Release Modification
12.2(18)IXA This feature was introduced.

Configuration M ode Restrictions: Simultaneous changes to the configuration from multiple CLI
sessions are not supported. Only one configuration session is allowed to enter in configuration mode at
atime; other sessions should not enter in configuration mode. The show line or show users EXEC
command may be used to determine the active user sessions on an I TP, and the clear line EXEC
command may be used to ensure that only a single active session exists.

Verifying RPR+

Use the show redundancy command to verify that RPR+ is enabled. The output should be similar to the
following:

Router# show redundancy

Operating mode is rpr-plus

redundancy mode rpr-plus

hw-module slot 2 image diskO:rsp-pv-mz
hw-module slot 3 image diskO:rsp-pv-mz

The system total uptime since last reboot is 5 days, 19 hours 36 minutes.
The system has experienced 27 switchovers.

The system has been active (become master) for 5 days, 15 hours 14 minutes.
Reason for last switchover:User forced.
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Verifying ITP

After you have configured Cisco I TP, you can perform several tasks that will verify that the Cisco ITP
was installed and configured properly, and that Cisco I TP functionality is available. Perform thetasksin
this section to verify the Cisco ITP.

Verify that Cisco ITP is configured on the router with the correct variant and local point code.

To confirm that the correct variant and point code are configured, use the following command in EXEC
mode:

Command

Purpose

Router# write term

Displays the configuration.

The output of the above command should include lines such as the following that show the correct
variant and point code:

cs7 variant ITU
cs7 point-code 1.1.1

Verify that required linksets to adjacent nodes are available.

To verify that required linksets to adjacent nodes are available, use the following command in EXEC
mode:

Command Purpose
Router# show cs7 linkset brief Displays I TP linkset information.
The possible states of alinkset are:
« UNAVAIL Indicates the linkset does not have any “available” links and cannot transport traffic.
- shutdown Indicates the linkset has been shutdown in the configuration.
- avalil Indicates the linkset has at least one available link and can carry traffic.
The output of the above command should include lines such as the following. The state of each linkset
should be “avail.”
Router# show cs7 linkset brief
lsn=mscl apc=5.5.5 state=avail
lsn=mica apc=4.4.4 state=avail
lsn=malo apc=2.2.2 state=avail
1lsn=momo apc=3.3.3 state=avail
If the state of alinkset is not available it might be shutdown or UNAVAIL:
lsn=momo apc=3.3.3 state=shutdown
1lsn=momo apc=3.3.3 state=UNAVAIL
If the linkset state is shutdown, it should be administratively restarted. If alinkset is unavailable, verify
the links within the linkset (See step 4).
Verify that all required destinations are accessible.
To verify that al required destinations are accessible, use the following command in EXEC mode:
Command Purpose
Router# show cs7 route Displays the ITP routing table.
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The above command should include output such as the following. Each destination should be “access’
and the route status should be “avail.”

Router# show cs7 route
Routing table = system

Destination Prio Linkset Name Route Status
2.2.2/14 acces 1 malo avail
9 mica avail
3.3.3/14 acces 1 momo avail
9 mica avail
4.4.4/14 acces 1 mica avail
9 momo avail
5.5.1/14 acces 1 mscl avail
9 momo avail
5.5.5/14 acces 1 mscl avail
9 momo avail
6.6.1/14 acces 1 mica avail
9 malo avail
6.6.6/14 acces 1 malo avail
9 mica avail

Routes to a destination are listed in priority order. The first route to be selected is the route with the
lowest cost (listed in the Prio field). If the route with the lowest cost is available the destination is
available. If the route with the lowest cost is UNAVAIL or RESTRIC and thereis another available route
with a higher cost, then the destination will be RESTR.

3.3.3/14 RESTR 1 momo UNAVAIL
9 mica avail

If there are no available routes, the destination will be INACC.

5.5.1/14 INACC 1 mscl UNAVAIL
9 momo UNAVAIL

If adestination isinaccessible or restricted, investigate why by verifying the affected cs7 route.
If arequired destination is not shown, the route should be administratively added to the route table.

If steps 1 - 3yield the expected results, you have verified connectivity to all the adjacent nodes and
potentially available routes to all destinations. (Potentially because Cisco I TP assumes that routes are
available until the node is notified that a destination is not available.)

To verify connectivity to a particular node, use the following command in EXEC mode:

Command Purpose
Router# ping cs7 [instance-number] [-opc Verify that you can reach I TP nodes.
origination-point-code] [-duration seconds] [-ni

network-indicator]

[-sls value | round-robin] {destination-point-code | host}

[-rate MSU-per-second] [-size bytes]

The following is typical output of the cs7 ping command:

Router# ping cs7 2.2.2

3d19h:%CS7PING-6-RTT:Test Q.755 2.2.2:MTP Traffic test rtt 16/16/16
3d19h:%CS7PING-6-STAT: Test Q.755 2.2.2:MTP Traffic test 100% successful (1/1)
3d19h:%CS7PING-6-TERM:Test Q.755 2.2.2:MTP Traffic test terminated.
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Verify the links within a linkset.

To verify that all the linksin alinkset are available, use the following command in EXEC mode;
Command Purpose
Router# show cs7 linkset Displays the ITP linkset information.

The possible states of alinkset are:
« UNAVAIL Indicates the linkset does not have any “available” links and cannot transport traffic.
« shutdown Indicates the linkset has been shutdown in the configuration.
e avail Indicates the linkset has at |east one available link and can carry traffic.

The possible states of alink are:

- UNAVAIL Indicates the link is not available to carry traffic. This can occur if thelink is
remotely or locally inhibited by a user. It can aso be unavailable if MTP2/M2PA has not been able
to successfully activate the link connection or the link test messages sent by MTP3 are not being
acknowledged.

» shutdown Indicates the link has been shutdown in the configuration. A link is shutdown when it
is shutdown at the MTP3 layer.

- avalil Indicates the link is active and able to transport traffic.

« FAILED AlinkisFAILED when thelink isnot shutdown but is unavailable at layer2 for some
reason. It is FAILED when the link is unavailable because the link has been inhibited or it is
blocked.

« sys-shutdown Indicatesthelink has been shutdown by the system. A link may bein this state
when:

- MTP3 offload is configured and the system is performing error recovery on the VIP

— MTP3 offload has been permanently disabled on a VIP by the system due to excessive errors.
When MTP3 offload has been permanently disabled on a VIP (by the system) all links on that
VIP will be in the sys-shutdown state.
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— The Service field should indicate that links are “avail .”

Router# show cs7 linkset

Verifying TP W

lsn=mscl apc=5.5.5 state=avail
SLC Interface Service PeerState Inhib
00 199.1.1.5 4096 4096 avail InService @ -----
lsn=mica apc=4.4.4 state=avail
SLC Interface Service PeerState Inhib
00 199.1.1.4 4096 4096 avail InService -----
01 199.1.1.4 4097 4097 avail InService @ -----
02 199.1.1.4 4098 4098 avail InService = -----
03 199.1.1.4 4099 4099 avail InService  -----
lsn=malo apc=2.2.2 state=avail
SLC Interface Service PeerState Inhib
00 199.1.1.2 4096 4096 avail InService @ -----
lsn=momo apc=3.3.3 state=avail
SLC Interface Service PeerState Inhib
*00 Serial0/0 avail  ---------  ———--
*01 Serialo/1 avail  ---------  —-—--
*02 Serialo0/2 avail  --------- —----
03 Serialo0/3 avail  --------- - —--
If alink is not available it might be shutdown, FAILED or UNAVAIL....
*01 Serialo/1 shutdown ---------  —----
*02 Serial0/2 FAILED - ---------  —==-=-=
*03 Serial0/3 UNAVAIL  --------- rem

If the link is shutdown, it should be administratively restarted.

If alink isfailed, then thelink hasfailed at MTP2 (or M2PA in the case of SCTP links). The cause must
be investigated by verifying MTP2 (or M2PA) links.

If the link is unavailable, the link is okay at the MTP2 (or M2PA) layer.
The link might be remotely inhibited or locally inhibited, or there may be a remote processor outage.

*03 Serialo/3 UNAVAIL  --------- loc
The above link was locally inhibited. The link should be administratively uninhibited.

*03 Serial0/3 UNAVAIL  --------- rem

The above link was remotely inhibited. The link should be administratively uninhibited by the SS7 node
at the remote end of the link.

*03 Serialo/3 UNAVAIL
The above link is unavailable and is not inhibited. It is probably blocked due to remote processor outage.
(i.e. The problem is at the SS7 node at the remote end of the link)

Verify routes.
To verify routes, use the following command in EXEC mode:

Command

Purpose

Router$# show cs7 route detail

Displays details of the ITP routing table.

The show cs7 route detail command should include output such as the following:

Router# show cs7 route detail
Routing table = system
C=Cong Q=QoS P=Prio
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Destination C Q P Linkset Name Linkset Non-adj Route
2.2.2/14 acces 1 malo avail allowed avail
9 mica avail allowed avail
3.3.3/14 acces 1 momo avail allowed avail
9 mica avail PROHIB UNAVAIL
4.4.4/14 acces 1 mica avail allowed avail
9 momo avail RESTRIC RESTRIC
5.5.1/14 INACC 1 mscl avail PROHIB UNAVAIL
9 momo avail PROHIB UNAVAIL
5.5.5/14 acces 1 mscl avail allowed avail
9 momo avail allowed avail
6.6.1/14 INACC 1 mica avail PROHIB UNAVAIL
9 malo avail PROHIB UNAVAIL
6.6.6/14 acces 1 malo avail allowed avail
9 mica avail allowed avail
Routes are listed in priority order. The route with the lowest cost (listed under the Prio heading) will be
thefirst route selected to a particular destination. A route should be “avail,” the non-adj status should be
“allowed” and the linkset should be “avail.”
If arouteisnot available, it may berestricted or unavailable. If arouteis not available and the linkset is
available, then the route is restricted or unavailable because it received a TFR or TFP from the adjacent
SS7 node. In this case you need to verify the route in the adjacent SS7 node.
If aroute is not available and the linkset is not available, verify the links within the linkset.
Verify MTP2 links
To Verify that the link state control is“In service,” use the following command in EXEC mode:
Command Purpose
Router# show cs7 mtp2 state Displays MTP2 state machine status.

The following is typical output of the show cs7 mtp2 state command:

Router# show cs7 mtp2 state ser 0/0
CS7 MTP2 states for interface Serial0/0
Protocol version for interface Serial0/0 is ITU-T Q.703 (1996) (White Book)

Link State Control (LSC) = In Service
Initial Alignment Control (IAC) = Idle
Transmission Control (TXC) = In Service
Reception Control (RC) = In Service
Signal Unit Error Rate Monitor (SUERM) = Monitoring
Alignment Unit Error Rate Monitor (AERM) = Idle
Congestion (CONG) = Idle
Layer3 link status = Started
Layer3 congestion status = Abate

Other possibilities for LSC might be as follows:

Link State Control (LSC) = Out of Service
or

Link State Control (LSC) Initial Alignment

If the LSC state is “Out of Service” or transitions in and out of “Initial alignment,” check the physical
interface for correct cabling, clocking, etc.
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To verify that the physical link is up, use the following command in EXEC mode:
Command Purpose
Router# show interface Displays MTP2 state machine status.

The following is typical output of the show inter face command:

router# show int ser 0/0
Serial0/0 is up, line protocol is up
Hardware i1s PowerQUICC Serial
MTU 290 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation SS7 MTP2, loopback not set
Keepalive set (10 sec)
Last input never, output 00:00:16, output hang never
Last clearing of "show interface" counters 3dl7h
Queueing strategy:fifo
Output queue 0/40, 0 drops; input queue 0/75, 20654 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
20673 packets input, 62068 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
10339 packets output, 113605 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 output buffer failures, 0 output buffers swapped out
4 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

The output might indicate that the interface is administratively down:

Serial0/0 is administratively down, line protocol is down

If the interface is “administratively down,” the interface must be started administratively.

The output might indicate that the interface is down:
Serial0/0 is down, line protocol is down
If the interface is “down” check the physical cabling.

To verify that the line protocol is up and the encapsulation is MTP2, use the following command in
EXEC mode:

Command Purpose

Router# show interface Displays MTP2 state machine status.

If the encapsulation is not MTP2, it must be changed administratively.
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The following is typical output of the show interface command:

Router# show int ser 0/0
Serialo/0 is up,

line protocol is up

AA

Hardware is PowerQUICC Serial
MTU 290 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation SS7 MTP2, loopback not set
Keepalive set (10 sec)
Last input never, output 00:00:16, output hang never
Last clearing of "show interface" counters 3dl7h
Queueing strategy:fifo
Output queue 0/40, 0 drops; input queue 0/75, 20654 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
20673 packets input, 62068 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
10339 packets output, 113605 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 output buffer failures, 0 output buffers swapped out
4 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

The output might indicate that the line protocol is down:

Serialo/0 is up,

line protocol is down

If the line protocol is down verify that the physical cabling and clocking rates are correct.

Verify M2PA Links

To verify M2PA links, use the following command in EXEC mode:

Command

Purpose

Router# show cs7 linkset Is-name

Displays I TP linkset information.

The following is typical output of the show cs7 linkset command:

Router# show cs7

linkset mica

lsn=Router apc=4.4.4 state=UNAVAIL
SLC Interface Service PeerState Inhib
00 199.1.1.4 4096 4096 avail InService -----
01 199.1.1.4 4097 4097 avail InService -----
02 199.1.1.4 4098 4098 avail InService @ -----
03 199.1.1.4 4099 4099 avail InService  -----

If the PeerState field shows “Initial Alignment,” check that the remote peer | P address and port number
are correct and that the link at the remote end is not administratively shutdown. The remote peer IP
address and port number should correspond with alocal peer and port number on a remote router.

01

In the above example,

199.1.1.4 4097 40098

— 4098 isthelocal port

FAILED

199.1.1.4 isthe remote | P address
— 4097 is the remote port

InitialAlignment -----
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Also check that the local peer | P address and port number correspond to the remote peer 1P address and
port number in the remote router.

To obtain the local peer |P address, use the following command in EXEC mode:

Command Purpose
Router# show cs7 m2pa local-peer port-num Displays ITP M2PA statistics.
The following is typical output of the show cs7 m2pa local-peer command:
Router# show cs7 m2pa local-peer 4097
CS7 M2PA Local Peer Info for local port = 4097
Local Port = 4097
Local IP = 199.1.1.1
SCTP Instance Handle =1
Num Peers On Instance =1
Instance Local Recv Window = 64000
Instance maxInitRetrans = 8
Instance maxInitTimeout = 1000 ms
Instance Unordered Priority = EQUAL
If the remote and local peers are not correct, they need to be corrected administratively.
If they are correct and the remote link is not shutdown, then verify 1P connectivity.
If the peerstate is Outof Service, then the link should be administratively activated.
lsn=mica apc=4.4.4 state=UNAVAIL
SLC Interface Service PeerState Inhib
*02 199.1.1.1 4098 40098 shutdown OutOfService = -----
Verify GTT
Refer to the “ Verifying Global Title Translations” section on page 131 in the “ Global Title Translation”
chapter.
Verify IP connectivity
To verify IP connectivity ping the remote | P address, using the following command in EXEC mode:
Command Purpose
Router# ping ip-address Pings an IP address.

The following is typical output of the ping command:
Router# ping 199.1.1.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 199.1.1.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

The ping should succeed with 100% success rate and the min/avg/max round trip delays should not be
excessive.
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If the success rate is zero, as in the sample output that follows, there is no I P connectivity between the
CS7 peers.

Router# ping 199.1.1.4

|Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 199.1.1.4, timeout is 2 seconds:

Success rate is 0 percent (0/5)
Router#

For each peer, verify that thelocal |P peer addressis associated with an activeinterface. Verify thisusing
the show ip interface brief command. (In this case the local |P addressis 199.1.1.1.)

Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 172.18.44.176 YES NVRAM up up
Serial0/0 unassigned YES NVRAM up down
FastEthernet0/1 199.1.1.1 YES NVRAM up up
Serial0/1 unassigned YES NVRAM down down
Serialo/2 unassigned YES NVRAM up up
Serialo/3 unassigned YES NVRAM up up
Router#

If the interface status and protocol are not “up,” take the appropriate measures to activate the interface.

If the required interface status and protocol are up, verify that there is an IP route to the remote | P
address. (In this case the remote |P address is 199.1.1.4)

Router# show ip route
Codes:C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.18.0.0/25 is subnetted, 1 subnets

C 172.18.44.128 is directly connected, FastEthernet0/0

c 199.1.1.0/24 is directly connected, FastEthernet0/1
161.44.0.0/32 is subnetted, 1 subnets

S 161.44.2.30 [1/0] via 172.18.44.129

The above display shows that there is an I P route to the network 199.1.1.0 viathe directly connected
fastethernet0/0 interface.

Verify the State of M3UA and SUA Application Servers and Application Server Processes
The show cs7 as command includes keywords to filter and format the output.

- Thefilter options are active, all ASes (the default), m3ua, name asname, operational, and sua.
- The GTT subfilters are include-gtt, exclude-gtt, or only-gtt
- Theformat options are brief (the default format), details, event-history, and statistics.

The following is output from the show cs7 as command entered with no format or filter keywords. The
command uses the default filter (all) and the default format (brief):

Router# show cs7 as
Routing
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State Context

down 1

down 2
Routing

State Context

down 111

Monitoring RPR+ on the Cisco 7500 Series Router

Routing Key Cic Cic
Dpc Si Opc Ssn Min Max
2.1.1

The following is output from the show ¢s7 as command entered with the name asname filter keyword
and the detail format keyword:

Routerf#fshow cs7 as name owl5 detail

AS name: asl State:
RoutContxt: 111 Traffic mode:
Mate AS state: unknwn Recovery tmout:
QOS Class: 0

Routing Key:

Dest PC: 2.1.1 Origin PC:

SI: n/a CIC min:

SSN: n/a GTT: n/a
ASP Name AS Name State
asp2 owl5 down
aspl owls down
cuba owl5s down

Burst recovery tmout:

down

Type: SUA
loadshare roundrobin
2000 ms Recovery queue depth: 0
4000 ms

n/a Origin PC mask: n/a
n/a CIC max: n/a
Type Rmt Port Remote IP Addr SCTP Assoc
SUA 9022 172.18.57.136
SUA 9012 172.18.57.136
SUA 14101 172.18.57.90

Traffic-mode states are: override, loadshare bindings, loadshare roundrobin, broadcast, or undefined.

AS and Mate-AS states are: shutdown, down, down-rerouting, inactive, inactive-rerouting, active, or

pending.

The following is output from the show cs7 asp sua command in the default brief format:

Type Rmt Port Remote IP Addr SCTP
SUA 9012 172.18.57.136
SUA 9012 172.18.57.136
SUA 9022 172.18.57.136
SUA 9022 172.18.57.136
SUA 14101 172.18.57.90

ASP States are: shutdown, blocked, down, inactive, active, or active/congested.

If the ASP is down or shutdown, then the remote port and remote | P address display the configured
values instead of the actual values.

Monitoring RPR+ on the Cisco 7500 Series Router

Use the commands in the table below to monitor the RPR+ feature on the Cisco 7500 series routers:

Command

Purpose

Router# show diag

Use this command to display hardware information for the router.

Router# show redundancy

Use this command to display the redundancy mode of the RSP. This command also
displays information about the number of switchovers, system uptime, RSP uptime,
and reasons for any switchovers.

Router# show version

Use this command to display image information for each RSP.
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Monitoring ITP

You can perform the tasks in the following sections to monitor and maintain the Cisco ITP:
- Configuring ITP for Event Logging to an External Server, page 456
» Configuring the CS7 Monitor Feature, page 457
- Enabling Simple Network Management Protocol, page 458
« Monitoring the Cisco I TP, page 460

Configuring ITP for Event Logging to an External Server

Routers send system messages to an internal logging process. The logging process controls the
distribution of system messages to the various destinations, such as the console (default), terminal lines,
router logging buffer, or external UNIX syslog server.

To set the severity level of the system messages to control the type of messages displayed at each of the
destinations, use the following commands in global configuration mode:

Command Purpose

Router (config)# logging console |evel Limits the logging of messages displayed on the console terminal
to a specified level.

Router (config) # logging monitor level Limitsthe logging messages displayed on terminal lines other than
the console line to messages at or above the specified level.

Router (config)# logging trap level Limitsthe logging of error messages sent to syslog serversto only
those messages at the specified level.

By default, system messages are delivered to the console. To enable messages on aterminal line, Usethe
following command in EXEC mode:

Command Purpose

Router# terminal monitor Display debug command output and system error messages for the
current terminal and session.

To enable logging to a non-volatile I TP buffer and adjust the size of the buffer, use the following
command in EXEC mode:

Command Purpose

Router# logging buffered SiZe Log messages to an internal buffer. The logging is circular, so
newer messages overwrite older messages.

To enable logging messages to a UNIX syslog server host, use the following command in EXEC mode:

Command Purpose

Router# logging host L og messagesto aUNIX syslog server host. The host parameter is
the name or Internet address of the server. By repeating the
command, you can have messages sent to multiple syslog servers.
the syslog format is compatible with 4.3 BSD UNIX.
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By default, asyslog message containsthe | P address of theinterfaceit usesto leave therouter. To specify
that all syslog messages contain the same | P address, regardless of which interface they take to reach the
syslog server, use the following command in global configuration mode:

Command

Purpose

Router# logging source-interface

Specify the source | P address of syslog packets.

Configuring the CS7 Monitor Feature

Step 1

Step 2

Step 3

Step 4

Step 5

The CS7 Monitor feature enables the ITP to monitor SS7/HSL ports and send the MSUsviaTCP to a

server for collection and storage.

Note  The CS& Monitor feature is supported on the Cisco 7200/RSP and Cisco7500 platforms.

Note  When the CS7 Monitor feature is enabled, no other CS7 feature or function can be enabled on the ITP.

To configure the CS7 Monitor feature, use the following commands, beginning is global configuration

mode:

Command or Action

Purpose

card type {t1 | e1} slot [/bay]

Example:
Router (config)# card type tl 4

Specifiesthe T1 or E1 card type.

controller {t1 | e1} slot[/bay]/port

Example:
Router (config)# controller tl 4/7

Configuresa T1 or E1 controller and enables
controller configuration mode.

clock source {line {primary | secondary} | internal}

Example:
Router (config-controller)# clock source line
primary

Specifies the line or internal clock source.

channel-group channel-number timeslot rangeé speed
{56 | 64}

Example:
Router (config-controller)# channel-group 0 timeslot
1 speed 56

Specifies the channel group.

interface type slot[/bay]/port

Example:

Router (config)# interface serial4/7:0
-OR-

Router (config)# interface atm5/0/0

Configure the interface.
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Step 6

Step 7

Step 8

Step 9

Step 10

Command or Action

Purpose

description String

Example:
Router (config-int)# description Monitors HLS
between ITP1 and ITP2

(Optional) Add a description of the monitoring
interface. The descriptionisdisplayed in the output
of the show cs7 monitor link command.

encapsulation cs7monitor
,OR,
atm cs7 monitor

Example:

Router (config-int)# encapsulation cs7monitor
-OR-

Router (config-int)# atm cs7monitor

Router (config-int)# pvc 0/5 gsaal

Identifies the interface as a monitoring interface.
Enables the interface (serial or ATM) to identify
the frame format of the received packets. Interprets
received packets as MTP2 (serial) or High Speed
Link (ATM) protocaol.

cs7 monitor tcp-listen-port

Example:
Router (config-int)# cs7 monitor 9000

Configurethe I TP asamonitor and defines the port
number to listen on for incoming TCP connections.

link {atm | serial} slot[/bay]/port

Example:
Router (config-cs7-monitor)# link serial4/7:0

Configure link to be monitored by the ITP.

show cs7 monitor tcp

Example:
Router# show cs7 monitor tcp

Verifies that the CS7 Monitor is connected and
indicates the TCP listen port.

Enabling Simple Network Management Protocol

The Simple Network Management Protocol (SNMP) is an application-layer protocol that provides a
message format for communication between SNM P managers and agents. The SNM P system consists of
the following three parts:

« An SNMP manager
« An SNMP agent
« A Management Information Base (MIB)

The SNMP manager can be part of a Network Management System (NMS) such as CiscoWorks. The
agent and MIB reside on the router. To configure SNMP on the router, you define the relationship
between the manager and the agent. For more information about SNMP, refer to “ Configuring SNMP
Support” inthe Cisco |OS Release 12.1 Configuration Fundamental s Configuration Guide, Part 3, Cisco
|OS System Management, at the following URL.:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcer/fun_c/fcprt3/fcd301.htm

To enable SNMP traps for Cisco I TP to be sent, use the snmp-server enable traps cs7 global
configuration command.
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Command Purpose

Router (config) # snmp-server enable traps cs7 [gtt-map-state] Enables SNMP traps for Cisco ITP.
[link-congestion] [link-state] [link-utilization]

[linkset-state] [route-state] [xua-state]

When you enable CS7 traps, the default value for trap queue length (10 events) might cause traps to be

lost. To avoid this situation set the trap queue length to 100 using the snmp-server queue-length global
configuration command:

Commands Purpose

Router (config) # snmp-server queue-length 100 Sets the default for trap queue length to 100.

You can control the rate of notifications for destination state changes and route state changes.

To specify the maximum number of destination state changes allowed per window, use the cs7 snmp
dest-max-window global configuration command:

Commands Purpose

Router (config)# cs7 snmp dest-max-window Sets the maximum number of destination state
changes allowed per window. Valid rangeis 10 to
9000 changes. Default is 60. (Large values can
impact the performance of the device and all
notifications might not be sent to the management
station.)

The cs7 snmp dest-max-window command corresponds to the cgrtDestNotifMaxPerWindow object in

the Cisco-ITP-GRT-MIB.my MIB. Destination state changes are sent in the ciscoGrtDestStateChange
notification.

To specify the maximum number of route manamement state changes allowed per window, use the
cs7 snmp mgmt-max-window global configuration command:

Commands Purpose

Router (config)# cs7 snmp mgmt-max-window Sets the maximum number of route management

state changes allowed per window. Valid range is
10 to 9000 changes. Default is 60. (Large values

can impact the performance of the device and all

notifications might not be sent to the management
station.)

The cs7 snmp mgmt-max-window command corresponds to the cgrtM gmtNotifM axPerWindow object
in the Cisco-ITP-GRT-MIB.my MIB. Route management state changes are sent in the
ciscoGrtMgmtStateChange notification.
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Monitoring the Cisco ITP

This section includes information about the following tasks:
» Monitoring CPU/Memory, page 460
« Monitoring Linksets and Links, page 461
« Monitoring MTP2 Links/Interfaces, page 463
« Monitoring M2PA Links/Interfaces, page 468
- Monitoring GTT Measurements, page 471
» Monitoring M3UA or SUA, page 472
« Monitoring AS, ASP, Mated-SG, page 473
- Monitoring Routes, page 478
« Monitoring Gateway Screening Violations, page 479
« Monitoring System Messages, page 480
» Monitoring Accounting, page 480

Monitoring CPU/Memory

Why is this task important?

A healthy SS70IP router needs to be running at less than 50% CPU during non fail-over conditions and
must have 50% available memory to handl e route table changes due to network conditions. If an SS70lP
router has a CPU and/or memory shortage, network availability is at risk. CPU and memory should be
monitored via system error messages or SNMP traps alerts

Under what circumstances should this task be performed?

System health monitoring is an ongoing process and should be automated. CiscoWorks network
management application can be used to automate this task.

What incidents or system messages should prompt the user to monitor the CPU/memory?
When Cisco I TP attempts to allocate memory for an event for which no memory is available, the
following 1OS message is displayed:

$SYS-2-MALLOCFAIL:Memory allocation of [dec] bytes failed from [hex], pool
[chars], alignment [dec]

Explanation The requested memory allocation is not available from the specified memory pool. The
current system configuration, network environment, or possibly a software error might have
exhausted or fragmented the router memory.

Action Copy the error message exactly as it appears on the console or in the system log, call your
Cisco technical support representative, and provide the representative with the gathered information.

Should this task be part of a regular maintenance process that the user should do at regular intervals? If so, how
frequently?

Ongoing.
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What commands does the user issue?
The show proc cpu command will display output such as the following:

CPU utilization for five seconds:0%/0%; one minute:0%; five minutes:0%

PID Runtime(ms) Invoked wuSecs 5Sec 1Min 5Min TTY Process

27 0 1 0 0.00% 0.00% 0.00% 0 MTP3 Input

28 30238 70601 428 0.00% 0.01% 0.00% 0 MTP3 Mgmt

53 56 353673 0 0.00% 0.00% 0.00% 0 CS7 MTP2 timer

The show proc mem command will display output such as the following:

Total:26494208, Used:4829456, Free:21664752

PID TTY Allocated Freed Holding Getbufs Retbufs Process

27 0 192 0 13036 0 0 MTP3 Input

28 0 267888 276 274456 0 0 MTP3 Mgmt

53 0 20948 340 27452 0 0 CS7 MTP2 timer

The show mem command will display output such as the following:

Head Total (b) Used (b) Free (b) Lowest (b) Largest (b)
Processor 80DBBB00 26494208 4829308 21664900 21615220 21640172
I/0 2700000 26214400 2227876 23986524 23979088 23979036

Refer to the “Command Reference’ section of this document for detailed descriptions of the show
commands.

Monitoring Linksets and Links

Why is this task important?

Links and linksets can change states from available to unavailable while the system is running. It is
important to monitor when alinkset has become unavailable since it can indicate total or partial loss of
aroute to a destination node. When a link becomes unavailable, it can have a negative impact on the
throughput, since there will be fewer links to carry the traffic.

Under what circumstances should this task be performed?
Link and linkset availability should be monitored at all times when there is traffic flowing over it.

What incidents or system messages should prompt the user to monitor Linksets and Links?
The user should monitor the links and linkset whenever a route or destination becomes unavailable.

Should this task be part of a regular maintenance process that the user should do at regular intervals? If so, how
frequently?

Whenever alink or linkset becomes unavailable, error messages are displayed on the console and an
SNMP trap is sent to the network management node.

What commands does the user issue?
To monitor al linksets, issue the show cs7 linkset brief command, which displays output such as the

following:

lsn=to_2651_1 apc=0.3.3 state=UNAVAIL
lsn=to_helium apc=0.2.2 state=avail
lsn=to _mgts 15 apc=1.1.1 state=UNAVAIL

The following explanations are based on the preceding output of the show cs7 linkset brief command.

IP Transfer Point
| g dol |



Verifying, Monitoring, and Tuning the ITP |

M Monitoring the Cisco ITP

— Linkset to_helium isavailable and for traffic. A linkset isin available state when it has at least
one available link in it. The detailed display below indicates that the linkset has several links
that are available.

— Linkset to_2651_1 isunavailable because it does not have any available links. Link O has been
shutdown via configuration.

— Inlinkset to_helium, link 5 has been locally inhibited and as such is unavailable to carry traffic.

— Link 6 has been remotely inhibited and is also unavailable to carry traffic. (If alink has been
locally inhibited via the cs7 inhibit command, the Inhibit column will display loc to indicate
that the link was locally inhibited. If alink isinhibited from the adjacent node, the show output
will display rem to indicate that it was remotely inhibited.

— Linksetto_mgts 15isalso not available to carry traffic because it does not have any available
links.

— Link 0 hasfailed.

Linkset States

UNAVAIL Indicates the linkset does not have any “available” links and cannot transport traffic.

shutdown Indicates the linkset has been shutdown in the configuration.

- avalil Indicates the linkset has at least one available link and can carry traffic.
Link States
« UNAVAIL Indicates the link is not available to carry traffic. This can occur if thelink is

remotely or locally inhibited by a user. It can also be unavailable if MTP2/M2PA has not been able
to successfully activate the link connection or the link test messages sent by MTP3 are not being
acknowledged.

shutdown Indicates the link has been shutdown in the configuration. A link is shutdown when it
is shutdown at the MTP3 layer.

avail Indicates the link is active and able to transport traffic.

FAILED A linkisFAILED when thelink is not shutdown but is unavailable at layer2 for some
reason. It is FAILED when the link is unavailable because the link has been inhibited or it is
blocked.

sys-shutdown Indicatesthe link has been shutdown by the system. A link may beinthisstate
when:

— MTP3 offload is configured and the system is performing error recovery on the VIP

— MTP3 offload has been permanently disabled on a VIP by the system due to excessive errors.
When MTP3 offload has been permanently disabled on a VIP (by the system) all links on that
VIP will be in the sys-shutdown state.
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To monitor al linksets and al links in the linksets, issue the show cs7 linkset command. Refer to the
“Command Reference” section of this document for descriptions of the show commands.

Route

lsn=t

SLC
*00

lsn=t

SLC
00
01
02
03
04
*05
*06
07
08
09
10
11
12
13
14
15

lsn=t
SLC
*00

r# show cs7 linkset

0 2651 1 apc=0.3.3
Interface
10.10.10.5 5000 5000

o_helium apc=0.2.2
Interface
Serial4/0/0
Serial4/0/1
Serial4/0/2
Serial4/0/3
Serial4/0/4
Serial4/0/5
Serial4/0/6
Serial4/0/7
Serial4/1/0:
Serial4/1/1:
Serial4/1/2:
Serial4/1/3:
Serial4/1/4:
Serial4/1/5:
Serial4/1/6:
Serial4/1/7:

O O O O o o o o

o_mgts_15 apc=1.1.1
Interface
Seriall/1/0

Monitoring MTP2 Links/Interfaces

Why is this task important?
Monitoring interfacesis useful for determining the status of MTP2/SCTP links, for providing statistical

information about the performance of the interface.

Service

shutdown

state=avail

Service
avail
avail
avail
avail
avail
UNAVAIL
UNAVAIL
avail
avail
avail
avail
avail
avail
avail
avail
avail

Service
FAILED

state=UNAVAIL
PeerState Inhib
OutOfService -----

PeerState Inhib

state=UNAVAIL
PeerState Inhib

Under what circumstances should this task be performed?
If an MTP2 link goes down.

If performance on an MTP2 link is degraded.

What incidents or system messages should prompt the user to monitor interfaces?

Should this task be part of a regular maintenance process that the user should do at regular intervals? If so, how
frequently?

Regular monitoring isnot necessary for link failure problems because system messages will indicate link
failure conditions. Regular monitoring to find performance problems may be necessary.

What commands does the user issue?

show
show
show
show

interface serial

cs7 mtp2 state serial

cs7 mtp2 congestion serial
cs7 mtp2 statistics serial
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The output of the show interface serial command can reveal possible Link Down problems. The fields
to examine are indicated with arrows in the sample output bel ow:

Router# show int ser 5/0/0:0
Serial5/0/0:0 is up, line protocol is up
Hardware is Multichannel T1
MTU 290 bytes, BW 64 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation SS7 MTP2, crc 16, CRC 16, Data non-inverted
Keepalive set (10 sec)
Last input 00:00:45, output 00:00:45, output hang never
Last clearing of "show interface" counters 00:05:39
Queueing strategy:fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
30 second input rate 0 bits/sec, 0 packets/sec
30 second output rate 0 bits/sec, 0 packets/sec
139 packets input, 1270 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
119 packets output, 856 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
1 carrier transitions no alarm present
Timeslot (s) Used:1, subrate:64Kb/s, transmit delay is 0 flags
Transmit queue length 43

Thefield “line protocol” should display “line protocol is up” rather than down.
The field “Encapsulation” should display “SS7 MTP2” rather than (for example) HDLC.

The output of the show cs7 mtp2 state serial command indicates the status of the MTP2 state machine.
The fields to examine are indicated with arrows in the sample output bel ow:
Router# show cs7 mtp2 state ser 5/0/0:0

CS7 MTP2 states for interface Serial5/0/0:0
Protocol version for interface Serial5/0/0:0 is ITU-T Q.703 (1996) (White Book)

Link State Control (LSC) = In Service
Initial Alignment Control (IAC) = Idle
Transmission Control (TXC) = In Service
Reception Control (RC) = In Service
Signal Unit Error Rate Monitor (SUERM) = Monitoring
Alignment Unit Error Rate Monitor (AERM) = Idle
Congestion (CONG) = Idle
Layer3 link status = Started
Layer3 congestion status = Abate

The field “Link State Control (LSC)” should display “In Service.”
The field “ Transmission Control (TXC)” should display “In Service.”
The field “Reception Control (RC)” should display “In Service.”
Thefield “Layer3 link status” should display “ Started.”
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The output of the show interface serial command can reveal possible performance problems. The fields
to examine are indicated with arrows in the sample output bel ow:

Router# show int ser 5/0/0:0
Serial5/0/0:0 is up, line protocol is up
Hardware is Multichannel T1
MTU 290 bytes, BW 64 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation SS7 MTP2, crc 16, CRC 16, Data non-inverted
Keepalive set (10 sec)
Last input 00:00:45, output 00:00:45, output hang never
Last clearing of "show interface" counters 00:05:39
Queueing strategy:fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
30 second input rate 0 bits/sec, 0 packets/sec
30 second output rate 0 bits/sec, 0 packets/sec
139 packets input, 1270 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
119 packets output, 856 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
1 carrier transitions no alarm present
Timeslot (s) Used:1, subrate:64Kb/s, transmit delay is 0 flags
Transmit queue length 43

Thefield “line protocol” should display “line protocol is up.”

The field “reliability” displays afraction in the range 255/255 to x/255 which indicates the percentage
of reliability. The fraction should represent 100%.

Thefield “txload” displays afraction in the range 1/255 to x/255 which indicates the percentage of
transmit load on the link.

» Under 40% txload is optimal.
» 40%-80% txload indicates a heavily loaded link.
» Over 80%txload indicates a heavily congested link.

Thefield “rxload” displays afraction in the range 1/255 to x/255 which indicates the percentage of
receive load on the link.

- Under 40% rxload is optimal.
« 40%-80% rxload indicates a heavily loaded link.
» Over 80% rxload indicates a heavily congested link.
In the field “ Output queue 0/40, O drops; input queue 0/75, 0 drops”:
« Output drops indicate local txCongestion or rxCongestion at remote.
« Input drops indicate local rxCongestion or txCongestion at remote.

The field “<number> no buffer” indicates packet drops because of buffer shortage. The number should
be 0.

The field “ <number> input errors, <number> CRC, <number> frame, <number> overrun, <number>
ignored, <number> abort” indicates problems with interface receive. The numbers should be 0.

In the field “ <number> output errors, <number> collisions, <number> interface resets’ all numbers
should be 0.

The field “number output buffer failures, number output buffers swapped out” indicates problems with
interface transmit.
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The output of the show cs7 mtp2 congestion serial command indicates congestion levels. The fields to
examine are indicated with arrows in the sample output below:
Router# show cs7 mtp2 congestion ser 5/0/0:0

CS7 MTP2 congestion status for interface Serial5/0/0:0
Protocol version for interface Serial5/0/0:0 is ITU-T Q.703 (1996) (White Book)

Layer3 congestion status = Abate

CongestionRxInd = Abate

CongestionTxInd = Abate (LevelO)
CongestionTxOnset Levell = 250 ( 50% of xmitQ maxDepth)
CongestionTxOnset Level2 = 350 ( 70% of xmitQ maxDepth)
CongestionTxOnset Level3 = 450 ( 90% of xmitQ maxDepth)
CongestionTxOnset Level4 = 500 (100% of xmitQ maxDepth)
XmitQ depth (max-used) = 15

XmitQ depth (max-allowed) = 500

Thefield “Layer3 congestion status” should display “Abate” (MTP3 not congested) rather than “ Onset”
(MTP3 congested).

The fields “CongestionRxInd” and “ CongestionTxInd” indicate current congestion levels.

The field “XmitQ depth (max-used)” indicates the maximum number of packets ever waiting on the
gueue and indicate how congested router might have been.

The output of the show cs7 mtp2 statistics serial command indicate congestion levels. The fields to
examine are indicated with arrows in the sample output below:
Router# show cs7 mtp2 statistics ser 5/0/0:0

CS7 MTP2 Statistics for interface Serial5/0/0:0
Protocol version for interface Serial5/0/0:0 is ITU-T Q.703 (1996) (White Book)

OMtimeINSV (secs) = 756
OMtimeNotINSV (secs) = 49
OMIACAlignAttemptCount = 10
OMIACAlignFailCount = 4

OMIACAlignCompleteCount = 2

OMMSU_L3_XMIT_ Count = 137
OMMSU_XMIT Count = 137
OMMSUBytesTransmitted = 1429
OMMSU_RE_XMIT_ Count =0

OMMSUBytesRetransmitted = 0

OMMSU_RCV_Count = 157
OMMSUBytesReceived = 1625
OMFISU_XMIT_ Count = 159
OMFISU RCV_Count = 307
OMLSSU_XMIT_ Count = 24
OMLSSU_XMIT SINCount =0
OMLSSU_XMIT SIECount =2
OMLSSU_XMIT_SIOCount = 10
OMLSSU_XMIT SIOSCount =12
OMLSSU_XMIT SIPOCount = 0
OMLSSU_XMIT_ SIBCount =0
OMLSSU_RCV_Count =8
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OMLSSU_RCV_SINCount
OMLSSU_RCV_SIECount
OMLSSU_RCV_SIOCount
OMLSSU_RCV_SIOSCount
OMLSSU_RCV_SIPOCount
OMLSSU_RCV_SIBCount

OMT1_TMO_Count
OMT2_TMO_Count
OMT3_TMO_Count
OMT4_TMO_Count
OMT5_TMO_Count
OMT6_TMO_Count
OMT7_TMO_Count
OMAERMCount
OMAERMFailCount
OMSUERMCount
OMSUERMFailCount

OMCongestionRxCount
OMCongestionTxCount
OMRemote Congestion Cnt

OMxmitQ maxcount

OMNACK XMIT Count
OMNACK RCV _Count

OMunreasonableFSN_rcvd
OMunreasonableBSN rcvd
OMabnormalBSN_rcvd
OMabnormalFIB_rcvd

OMFISU_notAccepted
OMMSU_notAccepted
OMFISU congestionDrops
OMMSU_congestionDrops
OMMSU_too_long
OMMSU_unexpectedFSN
OMMSU_discarded

Monitoring the Cisco ITP
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4

4

0

0

0

0

4

0

2

0

0

0

2

0

2

0

0

0

0

15

0

0

0 (error)

0 (error)

0 (error)

0 (error)

4 (packets dropped)
0 (packets dropped)
0 (packets dropped)
0 (packets dropped)
0 (packets dropped)
0 (packets dropped)
0 (packets dropped)

Thefields“OMMSU_RE_XMIT_Count” and “OMM SUBytesRetransmitted” indicate retransmission
on the link. Retransmission is an indication of probable congestion.

The fields “ OM CongestionRxCount”, “OM CongestionTxCount”, “OMRemote_Congestion_C indicate
congestion counts on the local or remote device.

The fields “OMunreasonableFSN_rcvd”, “OMunreasonableBSN_rcvd”, “OMabnormalBSN_rcvd” and
“OMabnormalFIB_rcvd” indicate protocol errors.

Thefield “OMMSU_congestionDrops” indicates the number of MSU packets dropped due to

rxCongestion.

The field “OMMSU_unexpectedFSN” indicates packets dropped due to unexpected FSN received.
The field “OMMSU_discarded” indicates total MSU packets dropped, probably due to congestion.
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Note

M2PA/SCTP links run over any interface that supports I P (serial, ethernet, fast ethernet,
token ring, etc. The example used in this section is for fast ethernet.

Why is this task important?

Monitoring interfaces is useful for determining the status of M2PA/SCTP links and for providing
statistical information about the performance of the interface.

Under what circumstances should this task be performed?
If the M2PA/SCTP links fail or if the M2PA/SCTP link performance is degraded.

What incidents or system messages should prompt the user to issue the monitor M2PA Links/Interfaces?

Should this task be part of a regular monitoring process that the user should do at regular intervals? If so, how
frequently?

Regular monitoring isnot necessary for link failure problems because system messageswill indicate link
failure conditions. Regular monitoring to identify performance problems may be necessary.

What commands does the user issue?

show interface interface-type
show cs7 m2pa state

The following output of the show interface ethernet command reveals possible link down problems:

Router# show int faste0O/1
FastEthernet0/1 is up, line protocol is up
Hardware is AmdFE, address is 0003.e348.5f41 (bia 0003.e348.5f41)
Internet address is 50.50.50.1/24
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, 100BaseTX/FX
ARP type:ARPA, ARP Timeout 04:00:00
Last input 00:00:16, output 00:00:03, output hang never
Last clearing of "show interface" counters never
Queueing strategy:fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
30 second input rate 0 bits/sec, 0 packets/sec
30 second output rate 0 bits/sec, 0 packets/sec
75799 packets input, 11049547 bytes
Received 5616 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog
0 input packets with dribble condition detected
155409 packets output, 15498764 bytes, 0 underruns(0/0/0)
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 614 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

The field “line protocol” should display “line protocol is up.”
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Thefield “Internet address” should display a valid | P address.

CS7 M2PA states for Peer (50.50.50.2 :9000)

M2PA Peer State = InService

SCTP Peer State =SCTP_ESTABLISHED
Tl aligned/ready = 5000 ms

T6 remote cong = 3000 ms

Local Processor Outage = FALSE

Remote Processor Outage = FALSE

InService LSSU Recv'd = TRUE

Transport Handle =0

The field “M2PA Peer State” should display “InService.”
The field “SCTP Peer State” should display “SCTP_ESTABLISHED.”
The following output of the show interface ethernet command reveal s possible performance problems:

Router# show int faste0/1
FastEthernet0/1 is up, line protocol is up
Hardware is AmdFE, address is 0003.e348.5f41 (bia 0003.e348.5f41)
Internet address is 50.50.50.1/24
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, 100BaseTX/FX
ARP type:ARPA, ARP Timeout 04:00:00
Last input 00:00:10, output 00:00:09, output hang never
Last clearing of "show interface" counters never
Queueing strategy:fifo
Output queue 0/40, 20 drops; input queue 0/75, 25 drops
30 second input rate 0 bits/sec, 0 packets/sec
30 second output rate 0 bits/sec, 0 packets/sec
75895 packets input, 11064304 bytes
Received 5641 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog
0 input packets with dribble condition detected
155709 packets output, 15529225 bytes, 0 underruns(0/0/0)
0 output errors, 0 collisions, 1 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier
output buffer failures, 0 output buffers swapped out

o O O

The field “line protocol” should display “line protocol is up.”
Thefield “Internet address” should display a valid I P address.

The field “reliability” displays afraction in the range 255/255 to x/255 which indicates the percentage
of reliability. The fraction should represent 100%.

Thefield “txload” displays afraction in the range 1/255 to x/255 which indicates the percentage of
transmit load on the link.

» Under 40% txload is optimal.
» 40%-80% txload indicates a heavily loaded link.
« Over 80%txload indicates a heavily congested link.

Thefield “rxload” displays afraction in the range 1/255 to x/255 which indicates the percentage of
receive load on the link.
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- Under 40% rxload is optimal.

»  40%-80% rxload indicates a heavily loaded link.
» Over 80% rxload indicates a heavily congested link.
In the field “ Output queue 0/40, 0 drops; input queue 0/75, 0 drops”:

« Output drops indicate local txCongestion or rxCongestion at remote.

« Input dropsindicate local rxCongestion or txCongestion at remote.

The field “<number> no buffer” indicates packet drops because of buffer shortage. The number should

be 0.

The field “<number> input errors, <number> CRC, <number> frame, <number> overrun, <number>
ignored, <number> abort” indicates problems with interface receive. The numbers should be 0.

In the field “ <number> output errors, <number> collisions, <number> interface resets’ all numbers

should be 0.

The field “number output buffer failures, number output buffers swapped out” indicates problems with

interface transmit.

Router# show cs7 m2pa stats to duck

CS7 M2PA Peer Statistics for

M2PA Peer State

SCTP Peer State
MSU_XMIT Count
MSU_RCV_Count

MSU _XMIT Fail Count
MSU_XMIT Drop Count
LSSU_XMIT_ Count
LSSU_XMIT Fail Count
LSSU_XMIT SIISCount
LSSU_XMIT_ SIPOCount
LSSU XMIT SIPOECount
LSSU_XMIT SIBCount
LSSU_XMIT_ SIBECount
LSSU_RCV_Count
LSSU_RCV_SIIsCount
LSSU_RCV_SIPOCount
LSSU_RCV_SIPOECount
LSSU_RCV_SIBCount
LSSU_RCV_SIBECount
LSSU_RCV_InvalidCount
BytesTransmitted
BytesReceived

Remote PO_Count

Remote_ Congestion_ Count

CongestionCount

Level 1 CongestionCount
Level 2 CongestionCount
Level 3 CongestionCount
Level 4 CongestionCount

T1_TMO_Count
T6_TMO_Count

50.50.2 :9000)
InService
SCTP_ESTABLISHED
98658

98913

0

O O O ONDNOOOONONDN O

o

3337163
3340840
0

o O O o o+ oo

The field “Level x CongestionCount” displays the number of times congestion level x has occurred.

Router# show ip sctp stat

** SCTP Overall Statistics **

Total Chunks Sent:
Total Chunks Rcvd:

Received Ordered Data Chunks:

50141
47738
10877
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Received UnOrdered Data Chunks:0

Total Data Chunks Sent: 10877
Total Data Chunks Rcvd: 10877
Total Data Bytes Sent: 184924
Total Data Bytes Rcvd: 184924
Total Data Chunks Discarded: 0

Total Data Chunks Retrans: 0

Total SCTP Datagrams Sent: 41099
Total SCTP Datagrams Rcvd: 41099
Total ULP Datagrams Sent: 10877
Total ULP Datagrams Ready: 10877
Total ULP Datagrams Rcvd: 10877

Thefield “ Total Data Chunks Retrans” displays the number of retransmissions that have occurred.

Thefield “ Total Chunks Discarded” displays the number of packets that have been discarded due to
duplicates.

Monitoring GTT Measurements
You can display CS7 GTT measurements based on system, map, counters, selector, application-group,
or line card.

To display areport for each PC/SSN combination, including the number of times it was used by a
successful translation, use the following command in privileged EXEC mode:

Command Purpose
Router# ShOW CS7 gtt measurements map Displays areport for each PC/SSN combination.

To display measu