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Introduction 

In today’s world, with complicated networks spread across continents, every action that happens or 
does not happen to a network can affect its state of compliance.  

Consider this example: While deploying a new device, the administrator fails to change the 
configuration template's Simple Network Management Protocol (SNMP) community string settings. 
Because the template might be accessible to a number of people, the default SNMP community 
string is likely to be known by everyone who has access. Anyone with this information can 
reconfigure portions of the new device, thus compromising the security of the device. Once 
compromised, the device can become a gateway for access to data from the network or a means to 
introduce malicious software in the network without anyone’s awareness. A seemingly innocent 
mistake, the failure to change a text string consisting of a dozen characters or so could result in an 
entire organization accidentally disclosing sensitive data with no accountability. 

Even a small, incorrect modification to the access control list (ACL) in a router can lead to a serious 
security breach and result in unauthorized data access.  

Thus, network compliance is of great significance to any organization. To help ensure network 
compliance and thereby organizational data security and integrity, there is a need to have a tool to 
monitor network compliance and deploy the required changes in the network to make it compliant.  

CiscoWorks Resource Manager Essentials (RME), part of the CiscoWorks LAN Management 
Solution (LMS), is a powerful set of web-based application features that offer enterprise-class 
network management of Cisco® switches, access servers, and routers. CiscoWorks RME allows 
easy access to information that is critical to network uptime and simplifies time-consuming 
administrative tasks. 
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Technical details 

Working with Baseline Templates 
A baseline template contains placeholders for device-specific values to be substituted, as 
described in the following example: 

+ snmp-server community [Value] RW 

Where + means that the command is expected to be present in the configuration, and Value is the 
community string that needs to be set. When a new device of the same type is added to the 
network, the existing baseline template (like the one in the preceding example, consisting of two 
parts, command and values) can be used. Configurations for any device of the same type can be 
created by specifying the values for the variables in the baseline template once. The following 
sections will use examples to describe and explain how to create and use a baseline template. 

Example: In a complicated and wide-spanning network, the network 

administrator needs to check whether the community strings configured in 

the devices comply with the organizational standards or not. 

To perform this task, the network administrator needs to create a baseline template first (refer to 
the “Creating a Baseline Template” section for details). Suppose that all the community strings 
should adhere to a standard that states that the read community strings should all start with “Cisco” 
and the write community strings should all start with “Sisco”. 

Figure 1.   Checking Community String Configuration of a Device 

 

Creating a Baseline Template 
A baseline template needs to be created to run a compliance check for configuration of various 
devices in the network. The network administrator can run a check on the devices in the network, 
check their compliance, and generate a report using this template. 

To create a baseline template: 

1. Choose Resource Manager Essentials >> Config Mgmt >> Compliance Mgmt >> 
Template Mgmt >> Create (refer to Figure 1). The Select Creation Mode screen appears 
(refer to Figure 2). 
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Figure 2.   Creating a Baseline Template 

 

2. Select the appropriate device category, click Basic, and provide an appropriate description 
and a name for the template in the text area. (For advanced template creation, refer to the 
“Working with Advanced Templates” section later in the document.) The Add Template Details 
screen appears (refer to Figure 3). 
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Figure 3.   Adding Template Details 

 

3. In the Baseline Templates window, key in the policy-based commands (as desired in the 
device configuration) for the compliance check and click Finish. The template is created and 
can now be chosen for a compliance check job. 

Example: To check the community strings, configured according to the 

standards (that is, starting with Cisco for the read and Sisco for the 

write community), the commands should be: 

+ snmp-server community [#Cisco.*#] ro 

+ snmp-server community [#Sisco.*#] rw 

Running a Compliance Check 
After a baseline template is created, the CiscoWorks RME Baseline Template application is ready 
to run a compliance check on all the identified devices in the network. 

To run a compliance check: 

1. Choose Resource Manager Essentials >> Config Mgmt >> Compliance Mgmt >> 
Compliance Check, select the appropriate template you want to run a compliance job, and 
click Compliance Check. 

2. Select the appropriate devices from Device Selector or groups from Group Selector that need 
to undergo the compliance check and click Next. The job schedule screen appears. Select 
immediate from Run Type and provide a name for the job and click Finish. Go to the 
Compliance/Deploy Jobs tab to see the status of the job. The Baseline Jobs screen appears 
(refer to Figure 4). 
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Note:   The total number of devices chosen in the job and the number of compliant devices will be 
 shown in the job browser window (refer to Figure 4). The compliance job reports the 
 number of devices that are compliant (out of the total number of devices chosen in the 
 job). Clicking the hyperlink (0 out of 23 Compliant), as shown in Figure 4, provides more 
 information on the noncompliance, which includes the devices that are noncompliant, the 
 commands that are noncompliant, and so on. 

Figure 4.   Running a Compliance Check 

 

Interpreting Baseline Compliance Reports 
The compliance reports are designed based on usability principles to help ensure ease of use and 
understanding. 

Figure 5.   Understanding a Sample Compliance Report 

 

Noncompliance or commands not available in the device configuration for respective devices are 
highlighted in green. The commands that are expected to be present (that is, starting with +) are 
shown in green, and those that are not expected to be present (that is, starting with –) are shown in 
red in the compliance report. Refer to Figure 5 for a better understanding. 
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Deploying a Template 
The Baseline Template application of CiscoWorks RME makes it possible to deploy a baseline 
template, use it for a compliance check on a noncompliant device, and make the device compliant. 
In the Community String compliance example cited above, it was observed that one device was 
noncompliant. To make the device compliant, use the following steps: 

Figure 6.   Deploying a Compliance Template 

 

1. In the Baseline Jobs screen (refer to Figure 6), select the appropriate compliance job ID you 
want to deploy and click Deploy. The Substitute Parameters for Devices screen appears (refer 
to Figure 7). 

2. Provide the command values that need to be deployed on the device. Click Next and schedule 
the job. 

Figure 7.   Deploying a Template 

 

Note:   For example, in Figure 7, clicking Commands [1000] under CommandLets will populate 
 the field names in the Device Data section. Provide appropriate values in the Device Data 
 section and schedule the job. The template will be deployed on the required device. The 
 status of the deployed job can be checked by choosing Config Mgmt >> Compliance 
 Mgmt >> Compliance/Deploy Jobs. 
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In the Community String example, the read community should start with “Cisco” and the write 
community should start with “Sisco”. Providing the appropriate community strings in the Device 
Data section and scheduling the job would deploy the changes on the device. 

Editing a Baseline Template 
An existing baseline template can be edited and customized to make it suitable for specific 
networks. To edit a baseline template: 

1. Choose Config Mgmt >> Compliance Mgmt >> Template Mgmt. The Baseline Templates 
screen appears (see Figure 8). 

Figure 8.   Editing a Baseline Template 

 

2. Select the template you want to edit and click Edit. The Edit screen appears.  

3. Make the changes in the Edit screen according to your requirement and click Save. The 
selected template is changed. 

Note:   While editing the template, the following parameters cannot be changed: 

● Name of the template 

● Template mode (Basic or Advanced) 

Exporting Baseline Templates 
CiscoWorks RME baseline templates created in one server can be exported as XML files and 
stored in the file system using the Export option. The exported templates can be reused by 
importing them in any other servers. To export a baseline template: 

1. Choose Config Mgmt >> Compliance Mgmt >> Template Management. The Baseline 
Templates screen appears (refer to Figure 9). 
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Figure 9.   Exporting Baseline Templates 

 

2. Select the appropriate templates to be exported and click Export. 

Note:    

● Multiple templates can be exported at the same time. 

● The templates can be exported only to a particular location as follows: 

◦ Windows: NMSROOT\files\rme\dcma\baselinetemplates 

◦ Solaris: /var/adm/CSCOpx/files/rme/dcma/baselinetemplates 

Importing a Baseline Template 
The exported baseline templates in XML format can be imported in other servers for reuse. To 
import a baseline template: 

1. Choose Config Mgmt >> Compliance Mgmt >> Template Mgmt. The Baseline Templates 
screen appears (refer to Figure 10). 
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Figure 10.   Importing a Baseline Template 

  

2. Click Import and select the appropriate templates to be imported from the new window that 
appears. 

Note:    

● After importing the template, it will be listed in the Baseline Templates page. 

● The templates can be imported only from the following locations: 

◦ Windows: NMSROOT\files\rme\dcma\baselinetemplates 

◦ Solaris: /var/adm/CSCOpx/files/rme/dcma/baselinetemplates 

Working with Advanced Templates 
This document has discussed working with basic templates and how they can be used to help 
ensure network compliance. In the following sections, the document discusses advance templates 
and how to create and work with them. 

Creating and Using an Advanced Baseline Template 
The basic steps for creating an advanced baseline template are the same as those for creating a 
basic template, the only difference being in choosing Advanced instead of Basic in the template 
creation mode (refer to Figure 2). Before starting to work with advanced baseline templates, it is 
important to have a clear understanding of the concept of different types of command sets. 

Command Set 
As discussed earlier, this is a set of one or more command-line interface (CLI) commands. The 
basic characteristics of a command set are: 

● Each command set can have one or more child command sets. 
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● The child command set inherits a parent's submode command. If there is no submode 
command mentioned in the child command set, it uses the parent command set’s submode 
command. 

● If the commands in a command set are in a submode (IP/interface, and so on), a submode 
command must be specified for such a command set. Otherwise, the baseline template 
would look for the commands in the wrong location (for example, in the global configuration) 
thereby leading to unexpected results. 

Prerequisite Command Set 
A command set can be marked as a prerequisite for another command set. For example, assume 
there are two command sets: 

● Command Set A: This is marked as a prerequisite command set of Command Set B. 

● Command Set B: B has A as its prerequisite. 

A prerequisite command set is used only for comparison and is not deployed on any device. In the 
example, Command Set A is a prerequisite of Command Set B. When CiscoWorks RME evaluates 
the baseline template, Command Set A is evaluated first and B is evaluated next. If A’s evaluation 
leads to false, Command Set B is not evaluated at all. The device is considered noncompliant and 
will be shown in the excluded device list in the compliance report. 

Checking for Compliance Using Prerequisites 
For the CiscoWorks RME configuration archive to gather configurations using the Remote Copy 
Protocol (RCP), devices in the network need to be RCP-enabled. Quite often, when RCP is 
involved, the configuration jobs fail with a message stating, “Configuration archive failed. Check if 
RCP is enabled on your device.” Baseline templates can be used to check whether the devices on 
the network are RCP-enabled or not. In the following example, this compliance check will be 
performed using prerequisite command sets. Apply the two command sets as discussed in the 
preceding example. 

Command set IsRcpEnabled will check whether the server side of RCP is enabled in the device. 
This command set will be marked as a prerequisite command set. 

To perform this configuration check: 

1. Choose Config Mgmt >> Compliance Mgmt >> Template Mgmt and click Create to create a 
baseline template. 

2. Choose Advanced to create an advanced template and provide a name and appropriate 
description for the template. 
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Figure 11.   Using Prerequisite Template Details 

 

3. Select the device categories where the template needs to be applied and click Next.  

4. Select Global Command Set in the Add Template Details window. 

5. Provide the name of the template as IsRcpEnabled, and select Mark as Prerequisite (refer to 
Figure 11). 

6. Provide the CLI commands in the text area and click Save. A confirmation dialog box is 
displayed. 

7. Add and select IsRcpEnabled as the prerequisite of CheckUserAndServer. A new command 
set for CheckUserAndServer is created (refer to Figure 12). 

Figure 12.   Working with Prerequisites 
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Note:   For CiscoWorks, cwuser is the default username. Assuming this, a typical configuration 
 would be like ip rcmd remote-host cwuser hostname_or_ip cwuser enable. 

8. Click Save and then click Finish. The template with the new configuration is created. 

Note:   If the command sets consist of a prerequisite command set, these command sets appear 
 in red color in the Preview details. Clicking Preview will allow the network administrator to 
 see the prerequisite commands in red. 

If required, wildcard characters can also be used in advanced templates. But in the preceding 
example, since the objective is to look for RCP configuration for the CiscoWorks server, this may 
not be required. Once the new template is created, running a compliance job will help enable the 
network administrator to know whether any of the network devices have RCP enabled for the 
CiscoWorks server or not. 

How a Baseline Template Works 
This section uses an example of prerequisite command sets to explain how baseline templates 
work. As discussed earlier, the IsRcpEnabled command set is evaluated first. The rules for this 
command set are that the ip rcmd rcp-enable command should be present in the configuration. This 
can lead to two results: 

● If this command is present in the device configuration, the command set 
CheckUserAndServer will be evaluated, which will check for the presence of the ip rcmd 
remote-host cwuser 10.77.203.249 cwuser enable command in the configuration. If 
CheckUserAndServer evaluates to true, then the device is compliant; otherwise, it is 
noncompliant. 

● If IsRcpEnabled evaluates to false, there is no ip rcmd rcp-enable command in the 
configuration. This signifies that the server-side RCP is not enabled and there is no point in 
proceeding further. Thus, CheckUserAndServer will not be evaluated at all, and the 
corresponding device will be marked as an excluded device as shown in Figure 13. 
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Figure 13.   Understanding a Baseline Compliance Report 

 

In the preceding example (refer to Figure 13), only one out of four devices was compliant. The 
reason behind the other three devices being categorized under excluded devices is circled in blue 
and pink. One device was noncompliant due to the failure of the prerequisite command set, and the 
other two failed because they did not have any configuration in the archive. This example works 
well only for compliance. If you want to deploy the changes, if any of these command sets fails, 
then a parent/child command set will be more appropriate. This is described later in the document. 

Excluded and Noncompliant Devices 
In the report shown in Figure 13, there are three devices in the excluded category. They are 
different from noncompliant devices. If the compliance job for some devices did not run or could not 
proceed due to some reason, the devices are categorized as excluded. The reasons for a device 
being categorized in the excluded list are: 

● Device configuration was not archived 

● Prerequisite command set failed 

Figure 13 depicts both these cases. 

While noncompliant devices can be made compliant, by deploying the changes using a baseline 
template, the same does not hold true for an excluded device. In the case of a prerequisite failure, 
the device is marked as excluded instead of noncompliant because the prerequisite command set 
is considered only for comparison/compliance and cannot be deployed. Thus, in such cases, a 
baseline template cannot be used to deploy the required changes and make the device compliant. 
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Parent and Child Command Sets 
A command set can have one or more child command sets. A child command set inherits the 
parent’s submode command. CiscoWorks RME evaluates the command sets in different ways 
depending on whether you have defined the command set as parent or prerequisite. The earlier 
example illustrated how CiscoWorks RME evaluates a prerequisite command set. In the case of a 
parent command set, it is slightly different. The following example illustrates this. 

Example: Assume that Command Set A is the parent of Command Set B. While 

CiscoWorks RME evaluates the baseline template, Command Set A is 

evaluated first and Command Set B is evaluated next. 

If either of these command sets is missing, the template is considered noncompliant. This is where 
the difference from a prerequisite is. In the earlier example, if the prerequisite fails, then the other 
command set is not even evaluated, and the device is marked as excluded. But in the case of a 
parent command set, if either A or B is false, the device is marked as noncompliant, which means 
that the baseline template (Figure 14) can be used to deploy the missing commands in the device 
configuration. The same example (checking RCP configuration) can be rewritten using a 
parent/child relationship, but this time, if either of the command sets is missing, the device will be 
marked as noncompliant, which means you can deploy the changes (missing command sets) on 
the device. 

Figure 14.   Using Command Sets 

 

Parent/child command sets are used to logically group different command sets. Suppose you want 
to scan through all the interfaces and disable Cisco Discovery Protocol in all Fast Ethernet 
interfaces and additionally check for dial-on-demand routing (DDR) priority and idle-timeout on all 
Basic Rate Interfaces (BRIs). You can logically group Fast Ethernet–related tasks, say as a parent 
command set, and the BRI -related tasks as a child command set. If either of these command sets 
is false, the corresponding device is considered noncompliant. 
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Figure 15.   Working with Child/Parent Command Sets 

 

Note:   While creating the child command set, the parent command set against the Parent field 
 (shown in Figure 15) should always be mentioned. 

Running a Compliance Job 
A compliance job can be run by selecting the job ID and scheduling the changes to the devices (in 
case of noncompliance). To run a compliance job: 

1. Invoke the compliance report by choosing Config Mgmt >> Compliance Mgmt >> 
Compliance/Deploy Jobs. The Baseline Jobs screen appears.  

2. Select the appropriate compliance job and select the link appearing under Compliant/Deployed 
Device(s). 

A compliance report with noncompliant devices will appear. The next step would be to review the 
compliance report and check how to deploy the noncompliant commands to the devices. The 
commands shown in green indicate that they are not present in the device, which is the reason for 
noncompliance. In the given report, Cisco Discovery Protocol is enabled in some of the Fast 
Ethernet interfaces and hence is noncompliant. To deploy the changes, select the appropriate 
compliance job ID and click Deploy. 

Refer to Figure 16 for a sample screenshot of the compliance report. 
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Figure 16.   Understanding a Baseline Compliance Report 

  

Working with Ordered Sets 
The order of the commands in a device configuration is significant at times. A typical example is an 
ACL. Since the access list rules are evaluated in the order in which they appear (sequential), it is 
very important that the order of ACLs is correct. While creating an advanced baseline template, you 
have an option to inform CiscoWorks RME that the commands in the device configuration should 
appear in the same order as that of the CLI commands definition order in the command set. To 
help ensure that the order of commands is correct: 

1. Choose Config Mgmt >> Compliance Mgmt >> Templates Mgmt and select the Ordered 
Set checkbox (Figure 17). 
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Figure 17.   Ordering the Commands 

 

2. Key in the commands in the preferred order in the text box. This will help ensure that during 
the compliance check the commands run in the preferred order. 

Deployment of a Baseline Template 
Deploying a baseline template can be done in two ways: 

● Run a compliance check first and then, based on the compliance report, deploy the changes 
on the noncompliant devices. 

● Deploy a baseline template directly, either by using the user interface or through the file 
system. 

The following sections describe these two approaches. 

Deploying a Baseline Template through a User Interface 
To deploy a baseline template: 

1. Choose Config Mgmt >> Compliance Mgmt >> Template Mgmt. The Baseline Templates 
dialog box appears. 

2. Select a baseline template and click Deploy. The Deploy Input Options dialog box appears. 

3. Select Enter Data From User Interface and click Next. The Select Devices dialog box 
appears. 

Note:   The device list contains only those particular device type devices that you have selected 
 while creating the baseline template. For example, if you have selected the device type as 
 Router, then only routers are listed. 

Devices are grouped in the following tabs: 

● In the All tab, devices are grouped under All Applicable Devices and All Applicable Device 
Groups. All Applicable Device Groups categorizes devices under routers, switches, and so 
on. 

● In the Search Results tab, the results of simple search and advanced search are listed. 
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● In the Selection tab, all devices that are selected are listed. The devices can be deselected 
in this tab. 

For ease of understanding, consider the parent/child template developed in the earlier section to 
provide values using the user interface. Refer to Figure 18 for a better understanding. 

Figure 18.   Deploying a Baseline Template through the User Interface  

 

In Figure 18, the Device List pane shows the list of devices that have been chosen for deployment. 
The next pane shows the command sets in the chosen template; in this case it is the parent and 
child command sets. The Templates area shows you details of the chosen command set. Data can 
be provided for all the devices at one stretch. In the example, the parent command set is supposed 
to disable Cisco Discovery Protocol in all the Fast Ethernet interfaces and the child command set is 
supposed to set the DDR priority and idle timeout on all BRIs. All the devices from the Device List 
pane can be selected and values provided for parent and child command sets. These values, once 
set, will be applied to all devices. To change values for a subset of devices, those devices can be 
selected individually and values provided for the selected devices alone. Once the data is provided, 
clicking Save will save the device data and proceed to finish the job. An information dialog box to 
inform that the device data is saved successfully will pop up. Refer to Figure 19 for details. 
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Figure 19.   Working with Device Lists  

 

All devices are chosen and the values for the parent command set provided. Similarly, values are 
provided for the child command set as well. 

To edit the values for any one of the devices: 

1. Select the device from the Device List pane and click Edit. The Device Data section appears. 

2. Provide the values for the specified device and click Save. The values for the device are 
updated (refer to Figure 20).  
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Figure 20.   Editing Values for a Specific Device  

 

Figure 21.   Generating Commands  

 

3. Click Next and then Finish to complete the task (refer to Figure 21). 
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Note:   Clicking the Add Instance button will add one more instance of a multiple command set in 
 the Command Sets pane. This is useful when a command set appears more than once. 
 An example could be an access list, which is present many times in a device 
 configuration. 

Parameterized Config Deployment using XML 
You can use the baseline parameter file to deploy the baseline template on CiscoWorks RME 
devices. While command deploy is possible using other modules in RME what makes deployment 
in compliance management with baseline templates more powerful is that this feature allows users 
to use regular expressions for deploying commands on to the devices. To do this, use the following 
steps: 

1. Choose Config Mgmt >> Compliance Mgmt >> Template Mgmt. 

2. Select Enter Data from File System. 

Generating a Baseline Parameter File 
To generate the baseline parameter file in XML format: 

1. Select Config Mgmt >> Compliance Mgmt >> Template Mgmt. The Baseline Templates 
dialog box appears. 

2. Select a baseline template and click View. The Baseline Config Viewer window appears. 

3. Click Generate Param File and: 

● Either enter the directory name on the CiscoWorks server to save the baseline parameter 
file, or 

● Click Browse. 

The Server Side File Browser dialog box appears. 

4. Select a directory on the CiscoWorks server to save the baseline parameter file and Click OK. 

A message, Parameter file generated as: \User_Specificed_Directory\Template Name-param.xml, 
appears. 

Note:   The naming convention followed for the baseline parameter file is Template 
 Nameparam.xml. 

Understanding the Baseline Parameter File 
The baseline parameter file consists of the following sections: 

Device Hostname: This contains the device display name as entered in the Device and Credential 
Repository. You can specify the device display name using the syntax: 

<Device HostName="1.1.1.1"> 

</Device> 

You must specify at least one value for device hostname. 

DataSet CommandLet Name: The command set name entered during baseline template creation. 

Name: The command variable name as entered while creating the baseline template. 

Example: + banner motd [message] 

Here, the name of the variable would be message. 
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Value: Enter the value for the command variable. 

<Value>Command_Variable_Value</Value> 

The following is a sample parameter template file for the parent/child example discussed earlier in 
this document: 

<?xml version="1.0" encoding="UTF-8"?> 

<ConfigData> 

<Device HostName="10.77.209.246"> 

     <DataSet CommandletName="Parent"> 

<Param> 

<Name>#Fast.*#</Name> 

<Value>FastEthernet0</Value> 

</Param> 

    <DataSet CommandletName="Child"> 

<Param> 

<Name>#.*#</Name> 

<Value>10</Value> 

</Param> 

<Param> 

<Name>#BRI.*#</Name> 

<Value>BRI1/0</Value> 

</Param> 

    </DataSet></DataSet> 

           </Device> 

<Device HostName="10.77.209.35"> 

<DataSet CommandletName="Parent"> 

<Param> 

<Name>#Fast.*#</Name> 

<Value>FastEthernet0</Value> 

</Param> 

<DataSet CommandletName="Child"> 

<Param> 

<Name>#.*#</Name> 

<Value>10</Value> 

</Param> 

<Param> 

<Name>#BRI.*#</Name> 

<Value>BRI1/0</Value> 

</Param> 

               </DataSet></DataSet> 

      </Device> 

            <Device HostName="172.20.118.177"> 

<DataSet CommandletName="Parent"> 

<Param> 

<Name>#Fast.*#</Name> 

<Value>FastEthernet1</Value> 

</Param> 

<DataSet CommandletName="Child"> 
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<Param> 

<Name>#.*#</Name> 

<Value>10</Value> 

                                </Param> 

<Param> 

<Name>#BRI.*#</Name> 

<Value>BRI1/0</Value> 

</Param> 

     </DataSet></DataSet> 

</Device> 

 </ConfigData> 

Regular expressions can be very useful in text, string search, and manipulation. Baseline templates 
use regular expressions extensively, and together they make a powerful combination. Here is a 
quick overview of some of the literals and wildcards involved in regular expressions: 

● Dot operator (.): A dot in a regular expression would match any single character. 

Example: gr.y matches gray, grey, gr%y, and so on. 

● Anchors: Anchors do not match any characters but match a position. ^ matches at the start 
of the string, and $ matches at the end of the string. 

Example: 

^b matches “bob”, “big”, “bat”, and so on. 

b$ matches “bob”, “tab”, and so on. 

● Star operator (*): A star in a regular expression would match zero or more occurrences of 
the previous character. 

Example: 

A*B would match “AB”, “B”, “AAB”, “AAAAB”, and so on. 

● Combination of dot and star: This would match any character set. 

Example: 

.* would match “Anything”, “Everything”, and so on. 

A.*B would match anything that starts with A and ends with B, 
including “AB”. 

● Plus operator (+): This would match one or more occurrence of a previous character. 

Example: 

A+B would match “AB”, “AAB”, “AAAAAB”, and so on, but not “B”. 

● Question mark (?): This would match either zero or one occurrence of the previous 
character. 

Example: 

A?B would match “AB” or “B” only. 

How to Deploy Using the Parameterized File 
For example if you want to check and deploy a description for each interface in a particular device, 
you must create a template of the following format and generate a parameterized file from the 
created template. This can be done from baseline template viewer window. You can open the 
baseline template viewer window by clicking on the link available in the template management 
page. Refer to Figure 22 Generating a Parameter File. 
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Figure 22.   Generating a Parameter File 

 

The generated parameterized file will be of the following format. 

<?xml version="1.0" encoding="UTF-8" ?>  

<ConfigData> 

<Device HostName="Default"> 

<DataSet CommandletName="Commands"> 

<Param> 

     <Name>#FastEthernet.*#</Name>  

   <Value />  

   </Param> 

<Param> 

     <Name>DESCR</Name>  

   <Value />  

    </Param> 

   </DataSet> 

 </Device> 

</ConfigData> 

Users will have to edit the values tag for as many number of interfaces they want to edit and save 
the file in a file system. For example, the edited XML might look like that shown below: 

<?xml version="1.0" encoding="UTF-8" ?>  

<ConfigData> 

<Device HostName="10.77.0.1"> 

 <DataSet CommandletName="Commands"> 

    <Param> 

     <Name>#FastEthernet.*#</Name>  

     <Value>FastEthernet0/0<Value/>  

    </Param> 

    <Param> 

     <Name>DESCR</Name>  

     <Value>Interface_uplink<Value/>  

    </Param> 

 </DataSet> 

</Device> 
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<Device HostName="10.77.209.2"> 

 <DataSet CommandletName="Commands"> 

    <Param> 

     <Name>#FastEthernet.*#</Name>  

     <Value>FastEthernet0/0<Value/>  

    </Param> 

    <Param> 

     <Name>DESCR</Name>  

     <Value>Connecting_host<Value/>  

    </Param> 

 </DataSet> 

</Device> 

<Device HostName="10.77.209.1"> 

 <DataSet CommandletName="Commands"> 

    <Param> 

     <Name>#FastEthernet.*#</Name>  

     <Value>FastEthernet0/1<Value/>  

    </Param> 

    <Param> 

     <Name>DESCR</Name>  

     <Value>Connecting_mail_server<Value/>  

    </Param> 

 </DataSet> 

</Device> 

<Device HostName="10.77.209.2"> 

 <DataSet CommandletName="Commands"> 

    <Param> 

     <Name>#FastEthernet.*#</Name>  

     <Value>FastEthernet0/1<Value/>  

    </Param> 

    <Param> 

     <Name>DESCR</Name>  

     <Value>connecting_device_209.3<Value/>  

    </Param> 

 </DataSet> 

</Device> 

<Device HostName="10.77.209.2"> 

 <DataSet CommandletName="Commands"> 

    <Param> 

     <Name>#FastEthernet.*#</Name>  

     <Value>FastEthernet0/2<Value/>  

    </Param> 

    <Param> 

     <Name>DESCR</Name>  

     <Value>Connecting_gateway<Value/>  

    </Param> 

 </DataSet> 

</Device> 
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</ConfigData> 

Select the template from the table in Direct deploy page, and select option Enter Data From File 
System. Refer to Figure 23 Selecting File System Option. 

Figure 23.   Selecting File System Option  

  

Select the parameterized file from the location and click Finish to schedule a job to do a direct 
deployment of these commands on the devices. Refer to Figure 24.  

Figure 24.   Scheduling a Job for Direct Deployment  

 

This process negates the user interventions with the application for providing the data necessary 
for deploying the commands. This deployment method is more useful for users who are more 
comfortable with deployment using the CLI than using the UI. 
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Rules for Specifying a Baseline Template 
While creating a baseline template, the following syntactical rules need to be followed: 

● All mandatory configuration commands should begin with a +. 

● All disallowed configuration commands should begin with a –. 

● All commands that do not begin with – or + are considered as comments and are ignored. 

● All commands should have a space between the – or +. If there is no space, the commands 
are considered as comments and are ignored. 

● Anything between [# #] is considered as a regular expression and can have wildcard 
characters as explained earlier 
+ ip address [#10\.76\.38\..*#] [netmask] 

+ ip address [#10\.72\..*\..*#] [netmask] 

Submode: interface [#Ethernet.*#]  

Submode: interface [#Serial.*#] 

Submode: interface [#Vlan.*#] 

Submode: Interface [#Vlan.*|Ethernet.*#] 

If you want to check for a specific configuration on all interfaces except Loopback, you can provide 
the submode command in the following format: 

  Submode: interface [#!Loopback.*#] 

To find a match for any octet in an IP address, you must use \..*. In the previous examples, the 
command will apply to all the devices having IP address starting with 10.76.38.* [netmask] and 
10.72.*.* [netmask]. 

As explained earlier, the regular expressions must be enclosed with [# #]. 

Example: + snmp-server location [#.*#] 

The command will pass the compliance check for the following: 

snmp-server location any_single_word_here 

The command will fail the compliance check for the following: 

snmp-server location more than one word 

This happens because, with this template, the check will be performed only for one word after 
snmp-server location. To match any number of words after snmp-server location, the command 
needs to be modified slightly as follows: 

+ [#snmp-server location .*#] which will do a compliance check for 
all forms of snmp-server commands like snmp-server location location1 
location2 location3, … and so on. 

Limitations of Compliance Management with Baseline Templates 

Following are some limitations of using baseline templates: 

● In a parameterized file, default values for devices cannot be provided. 

● Currently, the job can be configured to send an email notification only when the job 
succeeds. There is no way to send a notification in case of network noncompliance. 

● Conditional deployment is not possible in direct deployment. For instance, configuring the 
RCP or TFTP server in all the network devices only if they are not already configured is not 
possible using direct deployment. 
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● In case of Compliance and Deploy, the job status shows the results of the compliance. To 
help ensure a successful deployment, you need to check the device manually. 

● Compliance and Deploy can be run as a single job with the following limitations: 

◦ Negative matches or absence of commands in the configuration would work fine. 

◦ Positive matches will result in unexpected results in the case of wildcard entries, for 
instance, to check for the presence of a community string in devices like + snmp-server 
community [#red.*#] RO. Choosing this template for Compliance and Deploy would 
deploy the same command to all the devices that do not have an RO community string 
starting with “red”. At the end of the job, the devices that didn’t have an RO community 
string that started with “red” will now have an RO community string called “[#red.*#]”, 
which is not the expected result. 

References 
http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_resource_manager_essentials/4.2/user/gu
ide/baseline.html. 

 

 

 

 

 

 

 

 

 

 

Printed in USA C11-529567-00 04/09

http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_resource_manager_essentials/4.2/user/guide/baseline.html�
http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_resource_manager_essentials/4.2/user/guide/baseline.html�


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages true
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth 8
  /MonoImageDownsampleThreshold 1.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /CreateJDFFile false
  /SyntheticBoldness 1.000000
  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [612.000 792.000]
>> setpagedevice


