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Customer Case Study

Wachovia Corporation Builds an IP Architecture for

with Cisco

Executive Summary

Customer Name
Wachovia Corporation
Industry

Financial Services
Business Challenge

¢ Support convergence of data, voice,
and video

* Improve reliability of automated teller
machine (ATM) network

* Retire aging protocols to reduce
network deployment and management
costs

Network Solution

e Cisco 7206 VXR routers and Cisco
12000 Series routers

* Cisco Catalyst 6509 switches

* A mix of Cisco 1700, 2600, 2800,
3600, and 3700 series routers

Business Value

¢ Successfully transitioned from
Systems Network Architecture (SNA),
data link switching (DLSw), and other
protocols to IP

* Reduced the number of ATM network-
related outages by 50 percent

¢ Built architecture for successful
convergence of data, voice, and video

Convergence

nd services, Wachovia
IP environment while
costs, and benefiting from

With a network foundation based on Cisco products a
Corporation is successfully transitioning to a pure
improving network reliability, reducing deployment
advanced capabilities, including voice.

Business Challenge

Headquartered in Charlotte, North Carolina, Wach&@rporation is the fourth-largest bank
holding company in the United States, with assetdS%$507 billion and 13 million retail and
business customers in 15 states and Washington, [3.foll-service retail brokerage firm,
Wachovia Securities, LLC, is the third-largest fedirvice brokerage firm in the U.S., serving
clients in 49 states and five Latin American coigstrThe company’s Corporate and
Investment Bank serves clients in 10 industry seatationwide and global services are
offered through 33 international offices. Suppagtiachovia’'s operations around the world
is a comprehensive network based on equipment 8isto Systenfis

In 2002 Wachovia initiated a complete network upgreo meet several strategic objectives.
One objective was to build a foundation for futiPeservices and to prepare for the
convergence of data and voice over a single netlwackbone. A second objective was to
accommodate growth, enabling Wachovia to conngecbaing base of branch offices in the
U.S. and internationally while assuring high apgiicn performance for a wide range of
application traffic that includes market data feddBer application traffic, e-mail, Web
browsing, video surveillance, and alarm trafficwasl as Wachovia'’s critical banking
applications. Finally, the bank wanted to begimsiioning all of its automatic teller machine
(ATM) traffic, as well as its existing mainframegpocols, to a pure IP environment for
improved reliability, simpler management, and redtlicosts.

“Cisco’ was our primary data networking vendor,” says JBhms, vice president of
Network Services for Wachovia. “For our ‘Next-Gesigmn Network Project,” we looked to

Cisco again for solutions. We chose the Cisco 2€es Router because it offered superior perfocenand the density we needed, cost-
effectively.” Wachovia’'s Next-Generation Networkofgct completely redesigned and replaced the coypanior network, establishing a
solid base for moving forward toward a pure IP emwvinent.
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Network Solution

Wachovia built its network core on Cisco 12000 &erouters. Cisco 12000 Series routers offer sigalatielligent routing solutions that scale
from 2.5 Gbps/slot to n x 10 Gbps/slot capacitygleimg IP/Multiprotocol Label Switching (MPLS) conetworks. With quality of service
(Qo0S) capabilities and support for Frame Relayspant, the Cisco 12000 Series routers enable Waahowsupport IP/MPLS traffic and
transport existing traffic through the core.

A distribution level is comprised of Cisco Catafy8600 Series switches and approximately 300 Ci288VXR routers. The Cisco 7206VXR
Router is the industry’s most widely deployed unsat services router for enterprise edge applinatitts powerful Network Processing
Engine provides Wachovia with high-performance Wadgregation for DS-3 (44 Mbps) speeds. Approximnyat@0 Cisco 7206VXR routers
are used as headends to aggregate Frame Relay draiffing from up to 180 sites per cloud ovekBrranging from 56 kbps to T1 (1.544
Mbps). These headend routers connect to CiscoySa&h09 switches over dual 100-Mbps Ethernet lifikee Catalyst 6509 switches are
used as backbone switches for each of Wachoviatslaition areas, switching traffic between theribisition layer and network core.

Another 100 Cisco 7206VXR routers were originalgptbyed for their high-performance modular processo support Systems Network
Architecture (SNA) protocol conversion and datdlgwitching (DLSw) termination. Finally, the remaig Cisco 7206V XR routers were used
for tunneling protocols using generic routing erstdation (GRE). GRE tunneling capabilities allow&dchovia to transport a wide variety of
existing protocol packet types, such as Novell IPXide IP tunnels and create virtual point-to-pdimks over the network. A wide variety of
connectivity options simplified connecting brandfices across the U.S. and overseas.

The Wachovia network engineering team has impleete@oS features throughout the network. ModifiefidieRound Robin (MDRR) and
Weighted Random Early Detection (WRED) are impletedron the Cisco 12000 Series routers. MDRR previdiative bandwidth
guarantees and allows for a low-latency queue,eMMRED provides a congestion-avoidance capabflitythe Cisco Catalyst 6509 switches,
weighted fair queuing (WFQ) schedules interactraffit to improve response time and it fairly steatiee remaining bandwidth between high-
bandwidth flows. In the network’s distribution aadcess layers, Wachovia has implemented class-béB€lto support eight user-defined
classes of service. Wachovia also uses NetFlownt#ohy as a troubleshooting tool, allowing techais to verify the presence of specific
traffic flows; as data exported to a collector @t of using expensive hardware probes on poiptiot T1 links; and for anomaly detection
to analyze traffic trends and look for misbehavitayices.

In Wachovia’'s branch locations, a wide range ot€isuters are used, including Cisco 2600, 370003&nd 2800 series routers. In addition,
Wachovia maintains a network of 5200 ATMs — 1500vhbfch are standalone units not connected to d ek branch infrastructure.

Originally, ATM traffic ran on Synchronous Data kilControl (SDLC) and other traditional protocolseowa carrier-provided 56-kbps
multidrop network. Co-located with each ATM wasaarier-provided channel service unit/data servigié (CSU/DSU), which plugged into
the multidrop network and into the ATM. These agimigastructures were becoming less and less teliabsulting in ATM downtime. The
network design team wanted to migrate the ATM nekvio Ethernet and IP to improve reliability. Thevere several challenges, however,
that had to be overcome.

“The first challenge is finding a solution that da@ cost-effectively deployed for more than 1500VAlBcations,” says Burns. “The second
challenge is one of space — there are serious spaaer, and cooling constraints inside the ATMlesare. Finally, we needed to be able to
connect more than one ATM to the router withoutiagé switch, for which there was no space. We elibs Cisco 1700 Series Router with a
four-port Ethernet switch, which has been a bigesas for us. It is enabling us to migrate all af AliMs to Ethernet and achieve our
reliability goals while also simplifying manageatyi] and significantly reducing deployment costs.”
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“The Cisco 7206 VXR routers fulfilled their initial purpose and have allowed us to now use them to tak e on new tasks.
We left them right where they were connected, added new features, and implemented the IP SLA capabilit y and VolP

gatekeeper features in Cisco I0S °© Software. It saved us millions of dollars in newd  eployments.”
— John Burns, vice president of Network Services, Wachovia

Business Value

Originally Wachovia’s Cisco 7206VXR routers termtiec DLSw traffic bound for multiple mainframe loiats. The Cisco routers resided in
front of the IBM and Tandem mainframe systems wlieeg would decapsulate the traffic and then delivever Token Ring to IBM front-
end processors. Now using Cisco SNA switching teldgy, the bank has moved away from bridged SNAquals and can receive IP traffic
end-to-end across the network. ATM traffic is ie firocess of being converted completely to IP,agidg protocols will be retired.

“Since we no longer need to tunnel numerous agintppols, we redeployed the Cisco 7206V XR routera variety of roles,” says Burns.
“The Cisco 7206 VXR routers fulfilled their initiplurpose and have allowed us to now use them todaknew tasks. We redeployed some as
new WAN aggregation and IPSec tunnel routers. \itether routers right where they were connecteatladded new features, like VolP
gatekeeper or the IP service-level agreement (Slapgability in Cisco 10S Software. It saved us roii of dollars in new deployments.” The
Cisco IP SLA features allow Cisco 7206VXR routerde used for measuring voice-call responsivenasss the network, with voice-call
setup time monitoring planned next.

Reliability of ATM traffic has improved dramaticglhs well. Burns believes that simply moving tolRnnfrastructure significantly enhanced
ATM availability because there is no longer a neetebuild SNA circuits between two systems if dniyg in that path goes down. Instead, IP
can dynamically reroute traffic. “By moving to tlésco 1700 Series Router for our ATMs, | estimat tve’ve reduced the number of ATM
network-related outages that we were seeing by’half

Now using IP as a transport, Wachovia has the pgicenhance ATM functionality with IP Communicait) streaming video, or other new
features. The company already delivers video dgaretwork to employee desktops using multicastrtetogy. The corporate television
channel, conferencing, music-on-hold, and a caitarestatistics application are just a few of tesesuiWachovia has for multicast. In addition,
some disaster recovery and backup is accomplissied multicast. Wachovia can mirror hundred of vebation images, or configurations,
simultaneously to quickly support new users orrvgle temporary support for large numbers of usetke event of a disaster, such as a
hurricane or earthquake.

Next Steps

After working with Cisco IP telephony solutionslimited deployments for several years, Wachoviagginning to pilot an enterprisewide
Cisco IP Telephony solution, which will converge tompany’s voice with data and multicast traffieoits network. The Wachovia Network
Architecture team is using Cisco IP SLA to moni@sS for potentially thousands of conversations fil@rover the network, which helps
assure that each call is receiving the QoS levadigaed to it.

“Our customer contact center technologists are irggrested in the capabilities that IP telephorigds to the table,” says Burns. “We have
several centers running IPCC Express today, angrttreise of complete virtualization of agents aalll gueues is the Holy Grail of contact
centers.”

“We're very interested in applications for 802.1asked security capabilities,” says Burns. “We've awery successful pilot of that and expect
to move forward with that over time. We now have ithfrastructure in place to move forward and de@fthese things — and more.”
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For More Information

To learn more about Cisco routing solutions, visitp://www.cisco.com/go/routing

To learn more about Cisco switching solutions,tvisitp://www.cisco.com/go/switching

To learn more about Wachovia Corporation, visitp://www.wachovia.com

This customer story is based on information provided by Wachovia Corporation and describes how that particular organization benefits from the
deployment of Cisco products. Many factors may have contributed to the results and benefits described; Cisco does not guarantee comparable
results elsewhere.

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING THE
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties, therefore this disclaimer may not apply to you.
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