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CISCO 7200 SERIES AND CISCO 7301 VAM2+ ROUTER BUNDL ES

Cisco ® security router bundles ship with the industry’s m ost comprehensive security services, intelligently embedding
security into a single, resilient system for delive ry of mission-critical business applications. A key component of the Cisco
Self-Defending Network , Cisco integrated security routers allow customers to synchronize routing and security policies and

reduce their operational costs while raising the le vel of security throughout their networks.

Cisco VPN Acceleration Module 2+ (VAM2+) securityuter bundles support a wide range of securityufeat allowing organizations to identify,
prevent, and adapt to security threats. Featucdsda:

« Secure connectivity—Provides secure and scalable network connectivitprporating multiple types of traffic. Examplexiude site-to-site
and remote-access IP Security (IPSec) VBihamic Multipoint VPN (DMVPN) virtual routing and forwarding (VRF)-aware IPSeithw
IPSec/Multiprotocol Label Switching (MPLS) integrat, andvoice and video-enabled VPN (V3PN)

« Threat defense—Prevents and responds to network attacks and shueatg network services. Examples include Cistm$ion Prevention
System (IPS) an@isco 10S Firewall

» Endpoint protection and control—Allows the network to intelligently protect endptsrusing technologies suchdstwork Admission Control
(NAC), identity services, and authentication, authorratand accounting (AAA).

« Network device protection—Protects the network infrastructure from attacks annerabilities, especially at the network le\Ekamples
include control-plane policing and AutoSecure.

CISCO VAM2+ SECURITY ROUTER BUNDLE BENEFITS

Support for DES, 3DES, and AES

The Cisco VAM2+ supports Data Encryption Stand®#$%) and Triple DES (3DES) and adds hardware aet&a for Advanced Encryption
Standard (AES) 128-, 192- and 256-bit keys. AE& dsyptographic algorithm, often used by U.S. goweent organizations, that replaces DES
and 3DES.

Performance and Scalability
Cisco 7200 Series and Cisco 7301 routers, combirtdthe Cisco VAM2+, support up to 280 Mbps of B2Sencryption throughput and up to
5000 IPSec remote-access or site-to-site tunnels.

Bandwidth Conservation

Like the Cisco VAM and VAM2, the Cisco VAM2+ integfes hardware-assisted IP Payload Compressiond®t¢tBPCP) Layer 3 compression
into Cisco 7200 Series and Cisco 7301 routersntirenments where bandwidth is costly, this intéigraprovides hardware-based IPPCP Lempel-
Ziv-Stac (LZS) processing to compress network icdf€fore it is encrypted and sent over pay-peeAN connections.

Deployment Flexibility

Cisco VAM2+ security router bundles are ideal fetwork environments that prefer a single-devicetsmh but require a comprehensive security
feature set. Router-based platforms provide riching features that can simplify VPN deploymentdiiyninating burdensome static routes
associated with VPN appliances. Cisco VAM2+ rot@ndles include an IP FW/Intrusion Detection Sys(Hd$) and IPSec 3DES image, which
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is an upgraded feature set over the Cisco VAM mootedles, as well as 512 MB of system memory—upggdtbm 256 MB in the current

VAM2 router bundles.

The Cisco 7200 Series offers numerous LAN and WArfaces for diverse connectivity requirementsdivlar processors for the Cisco 7200
Series provide investment protection that givesarusrs flexibility as their needs grow. With a #l@me-rack-unit form factor, and including
three onboard Gigabit Ethernet interfaces, thedCr801 VAM2+ security router bundle provides thmeaiigh performance and scale as the
Cisco 7200 Series integrated security solution.

Table 1 provides a list of features supported leg¢hVPN bundles.

Table 1.

Feature

High VPN Performance
and Scalability

Hardware-Based Compression

Comprehensive VPN Features

Deployment Flexibility

Accommodate Diverse Network
Traffic Types

Ensure High VPN Uptime

VPN and Network-Infrastructure
Management

Modular, Upgradable System
Processor

LAN/WAN Interface Flexibility

Platform Investment Protection

Standards-Based VPN Support

Features at a Glance

Description/Benefit

Provides up to 280 Mbps of 3DES IPSec throughput
Provides up to 5000 tunnels

Provides Layer 3 IPPCP LZS support for bandwidthsesvation over pay-per-byte WAN connections

Offers diverse public key infrastructure (PKI) soppand certificate auto-enrollment, helping towmes
proper identity and authenticity of devices andadat

Provides comprehensive tunneling support, alloveing standards-based IPSec or Layer 2 Tunneling
Protocol (L2TP) client to interoperate with Cis€@3 Software tunneling technologies

Can be deployed as a dedicated VPN gateway befén@/AN edge, or on the WAN edge as a single-
device solution

Cisco I0S Software supports secure, reliable trangg virtually any type of network traffic, inatling
multiprotocol and multicast, across the IPSec VPN

Offers IPSec Stateful Failover, routing over IP92ead Peer Detection, Hot Standby Router Protocol
(HSRP), hardware component redundancy, and enveatahmonitoring

CiscoWorks VPN/Security Management Solution (VM@&) hultidevice VPN management
Cisco VPN Device Monitor for single device managatne
Cisco IP Solution Center (ISC) IPSec and MPLS VPahagement

Cisco 7200 Series network processing engines (Npes)de modular Reduced Instruction Set
Computing (RISC) processing scalability

Provides support for more than 60 port adaptecsyding serial, packet over SONET (POS); ATM;
Ethernet, Fast Ethernet, Gigabit Ethernet; andevoic

The Cisco 7206VXR chassis delivers high interfagesity

The unparalleled modularity of processors, int@$a@and memory helps ensure that a Cisco 7200sSerie
security router bundle purchased today will accomate the growing needs of enterprise organizations
and service providers

IPSec/Internet Key Exchange (IKE): RFCs 2401-241d 2451
IPPCP: RFCs 2393 and 2395
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CISCO SECURITY MANAGEMENT

Single Device Management

Cisco 7200 Series and 7301 VAM2+ security bundteeewith Cisco Router and Security Device Mana§&N) already installed. Cisco SDM
is an intuitive, Web-based (GUI) device managerdieployment and management of Cisco routers. (G3&d provides easy router configuration
and monitoring for quick deployment and router ldown, smart wizards to help enable security antingdeatures, Cisco Technical Assistance
Center (TAC)-approved router configurations, anbjact-related educational content. For more infaroma visit theCisco SDM homepage

Multiple Device Management

CiscoWorks VMS is an integral part of the SAFE Ridet from Cisco for network security. It combiné&b-based tools for configuring,
monitoring, and troubleshooting enterprise VPN®Wialls, and network- and host-based IDSs. Cisc&®/@MS delivers the industry’s first robust
and scalable foundation and feature set that asles@le needs of small and large-scale VPN andisedaployments. For more information, visit
the CiscoWorks VMS homepage

Cisco ISC is primarily designed to manage MPLS oeka, but also provides support for managemenhafegrated IPSec/MPLS network-based
VPN solution on Cisco 7200 Series and Cisco 7301ers.

CERTIFICATIONS

Cisco Systems is committed to maintaining an agiiveluct certification and evaluation program fostomers worldwide. Recognizing that
certifications and evaluations are important ta@uers, Cisco continues to be a leader in providentified and evaluated products to the
marketplace. Cisco will continue to work with imiational security standards bodies to help shapéutare of certified and evaluated products,
and will work to accelerate certification and ealan processes. Certification and evaluation aresiclered at the earliest part of Cisco’s product
development cycle, and the company will continupdsition its security products to help ensure thstomers have a variety of certified and
evaluated products to meet their needs. For méoenration on FIPS, ICSA, and Common Criteria sdggivaluation, visit th€isco Security
Certification/Evaluation homepage

ORDERING INFORMATION
To place an order, visit theisco Ordering homepag&able 2 gives ordering information for Cisco 728€¥ies and Cisco 7301 VAM2+ security

bundles.

Table 2.  Ordering Information for Cisco 7200 Series and Cisco 7301 VAM2+ Security Bundles

VAM2+ Security Bundle ID Bundle Description

7206VXR400/2+VPNK9 Cisco 7206VXR chassis, NPE-4@fcpssor with 512 MB of system memory, 1/0 conaoikith dual 10/100
Fast Ethernet ports, VAM 2+, AC power, and Cisc& IlB FW/IDS IPSec 3DES Software

7206VXRG1/2+VPNK9 Cisco 7206VXR chassis, NPE-G1cpssor with 512 MB of system memory, three onbd&@1000
Ethernet ports, VAM2+, AC power, and Cisco 10S W/DS IPSec 3DES Software

CISCO7301/2+VPNK9 Cisco 7301 chassis, 512 MB ofeysmemory, three onboard 100/1000 Ethernet pgAd)2+, AC power,
and Cisco 10S IP FW/IDS IPSec 3DES Software
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SERVICE AND SUPPORT

Cisco offers numerous services programs to acteletstomer success. These innovative servicesgmsgare delivered through a unique
combination of people, processes, tools, and patnesulting in high levels of customer satisfactiCisco services help you protect your
network investment, optimize network operationsl prepare your network for new applications to edtaetwork intelligence and the power
of your business. For more information about Cisexvices, refer t€isco Technical Support ServicesCisco Advanced Services

FOR MORE INFORMATION
For more information about Cisco’s integrated siggsolutions, visitCisco’s Security and VPN homepagecontact your local Cisco account

representative.
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