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Customer Case Study

For Business Customers, Sprint Removes Complexity a nd
Delivers Converged Services, Easily and Cost-Effectively

EXECUTIVE SUMMARY

CUSTOMER

Sprint

INDUSTRY
Telecommunications
BUSINESS CHALLENGE

¢ Help customers transition to new
services and increase adoption
of Managed Security Services

¢ Accelerate deployment and
provisioning of new services
while reducing deployment costs

¢ Maximize customer satisfaction
and a competitive advantage

NETWORK SOLUTION

¢ Cisco integrated services routers,
including the Cisco 800, 1800,
2800, and 3800 series integrated
services routers

¢ Cisco 7500 and 12000 series routers
BUSINESS VALUE

* Ability to easily differentiate a range
of managed connectivity, security,
and voice services

* Ability to take full advantage of
its IP/MPLS network core for extending
connectivity and manageability
benefits to the customer premises
without changing customer
premises equipment

* Rapid growth of managed services
business and enhanced
service profitability

ABSTRACT

Sprint is capitalizing on opportunities to delivetegrated services with a range of Managed
Network Services and Managed Security ServicesnSmmoves the burden of implementing
complex network solutions from customers, providingm with rich, advanced features enabled
by Sprint’s IP/MPLS global network based on teclgglfrom Cisco Systems and the new
Cisco Integrated Services Router as its CPE platfafrchoice.

BUSINESS CHALLENGE

With more than US$27 billion in annual revenue20®4, Sprint serves approximately 12,000
business customers. Sprint built the United Stdbest’all-digital, fiber-optic network, as well

as a Tier 1 Internet backbone, and one of the $ar@0-percent digital wireless networks in

the U.S. Today, the company provides an extensinge of innovative communication products
and solutions, including global IP, wireless, loaatl multi-product bundles, to customers all
over the world. As a result, Sprint understandsctraplexity that its business customers face
when making decisions about networked data, veideo, and security capabilities.

Many enterprise customers have arrived at a pdire/they recognize the value of converging daiey video, and wireless technologies
over a single IP network. They like the flexibiliiyat a managed IP/Multiprotocol Label SwitchingRMS) service can deliver. For example,
MPLS enables the service provider to support vinwizate network (VPN) services that separate peckom one enterprise from those of
others over the same backbone. This ability prevadegree of inherent security when, combined athier security features, can provide

a higher degree of security, more cost-effectividlgn the enterprise could engineer into its owwaek. Organizations increasingly need
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enhanced security capabilities to comply with raguly requirements, such as those outlined in $ab®xley, Gramm-Leach-Bliley, and
the Health Insurance Portability and Accountabifitst (HIPAA). However, the cost and complexity atairing, deploying, integrating,
managing, staffing, and upgrading network capéidlito achieve all of these objectives has incatagponentially.

Managed services that rely on an IP/MPLS netwodkbane can also easily enable customers to transpffic from applications that run
over existing ATM and Frame Relay networks with isamsecurity and manageability benefits to |Pftcaf

For these reasons, many businesses are turningrtagad services offered by providers such as Spant their numbers are growing
rapidly. According to John Montross, vice presidehManaged Network Operations for Sprint, custodemnand for data services in 2005
is exceeding forecasts.

“If customers need to install new hardware, why wo uld they install anything but the Cisco Integrated Services
Router? The most important benefit of the Cisco Int ~ egrated Services Router is that it supports converg ed
services and gives customers more functionality at a lower price than they could obtain by implementin g
their own IP/MPLS networks. They're satisfied, they remai  n loyal customers, and we profit — as well.

Everyone wins.”

—John Montross, Vice President, Managed Network Operations, Sprint

“In 2002, as we saw voice, data, and security teldyies converging, we decided to pull those sewviato one internal organization and develop
offerings that meet these needs,” explains Montr@3sr Managed Security ServicBsfferings bundle a transport service, network-Hasseurity
features, and customer premises equipment (CPE)-igcwafl in several ways to meet the needs of custreaging from small businesses to
multinational enterprises.”

Cisco Systenfsand Sprint have been long-time partners in advanitie adoption of IP communication technologigsir was the first global
communication provider to achieve the Cisco Powétetivork Quality-of-Service (QoS) certification. \#hSprint has managed almost every
Cisco series of CPE routers, as it consideredait®os for the next generation of CPE routers cthapany had several critical requirements.

“The new routers had to be easily upgradable dogvals to migrate a customer from basic WAN conivégtand add security, and later,
voice features,” says Montross. “It also had t@bst-effective so that we could offer customersmapelling reason to move to a managed
service or upgrade the features they were alresaiiving from Sprint.”

Sprint also wanted to maintain the ease-of-intégmadadvantages that its customers enjoy from C&e& equipment and extend the range of
benefits that they can receive from the Spring P8 network backbone.

“We're hearing from customers that their primarivdr in networking decisions is MPLS,” explains Mmss. “Customers want the any-to-any
connectivity and manageability features of IP/MPh8wever, obtaining that extra functionality regsimore complexity in the underlying
network. For most of our customers, purchasing aagad service means that they receive better seatitess cost than they could by
implementing an IP/MPLS network themselves, and lusl accountable for quality.” Other customers wititalled networks view managed
services as an excellent way to affordably evdigrtsecurity capabilities and gain future flexilyil
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NETWORK SOLUTION

Sprint chose Cisédntegrated services routers as its next-gener&PBE platform. The Cisco 3800, 2800, 1800, and®8@es integrated services
routers transparently integrate advanced technedpgidaptive services, and secure enterprise coioations into a single, resilient system.

Cisco integrated services routers are optimizeavice-speed delivery of secure data-access apigliabver a range of connectivity technologies.
Sprint can deploy a single routing solution forinesses that require support for multiple functiesssich as DSL broadband access with integrated
redundant links, routing, and LAN switching—reducthg number of devices required, accelerating depémt, and significantly simplifying
management. These factors translate to being algimvide a highly cost-effective bundled servind a compelling reason for customers

to subscribe.

Cisco integrated services routers also support Byadultipoint VPN (DMVPN), a capability that enadsl customers to directly connect multiple
sites through a single interface, instead of hatingonfigure connectivity from each remote sit@titgh a main hub site. The Cisco DMVPN
feature also enables automatic IPSec encryptiopdont-to-point connections, simplifying the appliion of security policies across a network.
The DMVPN capability also extends Sprint's MPLSweitk to support dynamically addressed CPE equipraedtallow zero-touch provisioning
for adding new spokes to a DMVPN. While Sprint athg offered a DMVPN type of service using othercGi€PE routers, the new Cisco
integrated services routers allow DMVPN customersantinue to rely on this advanced secure convigctiapability while migrating to a

new solution that enables them to add securityces@nd wireless services from the same chassis.

The same integrated services routers also inclddareed security services management capabiltiesy as IP Security (IPSec) virtual private
networks (VPNSs) that feature Advanced Encryptican8ard (AES), triple Data Encryption Standard (3RE8d DES protection; hardware
encryption acceleration; firewall protection, irdimtrusion prevention (IPS), Network Admission @oh(NAC), and support for URL filtering.
This comprehensive range of security features gitaintegral role in Sprint Managed Security Servidecluding its new Sprint Perimeter
Defense SM offering.

Customers can also implement comprehensive IP Canoations solutions—from basic telephony to ricH pabcessing and messaging services.
Cisco integrated services routers support QoS ffieatequired for high-quality voice over IP (VoliBployments. Whether customers want to
activate IP Communications features upon deployroeint the future as their plans permit, the sanseclntegrated Services Router can deliver
the capabilities they need, as quickly as they rtieeh. Customers can also deploy wireless LAN aayefrom the same routing chassis.
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Sprint’s managed services are delivered over apHdGent Cisco-based MPLS network, which enablesties and his team to manage customers’
services end-to-end. Customers’ CPE routers amariated at the Sprint network edge on Cisco 750@®Ser 12000 Series routers. High-
performance Cisco 7500 Series routers provide ashcasupport for a range of LAN/WAN services, indhglpacket switching and distributed

IP network services. Sprint employs Cisco 12000eSeputers at its network edge and in the IP/MBa® for long-haul and regional transport,
peering, optical private line aggregation, and AFkdinme Relay transport. Highly scalable, the Cis2@0D Series allow Sprint to prioritize data,
voice, and video services to meet customers’ wathge of needs.

BUSINESS RESULTS

“If customers need to install new hardware, why lddhey install anything but the Cisco Integratenh&es Router?” asks Montross. “The most
important benefit of the Cisco Integrated ServiResiter is that it supports converged services &mbsgustomers more functionality at a lower
price than they could obtain by implementing tleeim IP/MPLS networks. They're satisfied, they remlayal customers, and we profit as well.
Everyone wins.”

Sprint Managed Services offer multiple levels @ittees. Its Managed Network Service offering pregichanaged connectivity with the option
to support managed IPSec VPN connectivity for austs with multiple ‘off-net’ locations. Managed Seity Services, adds firewall functionality
and optional intrusion prevention (IPS) features-heaipassive or active—configured to meet the custsmspecific needs.

The new Sprint Perimeter Defense service is a migable multilayered approach. The network-basewitaiis designed to protect a customer’s
network edge and consists of MPLS VPN, network-bdisewalls, and Sprint Email Protection Servitabat filter viruses and spam on the
Sprint network, reducing threats and mitigatingelts before they reach the enterprise.

The CPE-based integrated bundle uses the new Citagrated Services Router and includes IPSec ViRdvalls, and IPS capabilities to
enhance total security. Customers can also purchasevice bundle or a specific Sprint Managed StgcBervice along with the CPE. The
managed security bundle uses Sprint’s team of Bgqupfessionals to protect against threats. Hrgs enterprise data and voice networks
to minimize disruptions to critical network conrieas and applications, so companies can focus&n¢bre business while also adhering
to regulatory requirements.

“The Cisco Integrated Services Router gives custsrse many options when they want new productssandces,” says Montross. “It cost-
effectively meets their needs today, allows themramlually add capabilities, or deploy a full coempknt of advanced services. The Cisco
Integrated Services Router is a triple slam dunk.”

NEXT STEPS
Sprint and Cisco are teaming to introduce new fonetlity and support for the managed integratedises router including URL filtering,
integrated wireless capabilities and IP Commuricesiervices.

Sprint’s strong services focus is also its primaoynpetitive advantage. For customers who alrealigcsibe to Sprint’s IP/MPLS WAN services
and need assistance with additional capabilitiesh s voice, today, Sprint is seeing rapid adoptitits Managed Network Services. For
customers who only need WAN connectivity today fiah for voice or security features in the next twdhree years, the Cisco Integrated
Services Router is an ideal solution.
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FOR MORE INFORMATION

To learn more about Cisco routing solutions, visitp://www.cisco.com/go/routing

To learn more about Cisco security solutions, vigip://www.cisco.com/go/security

To learn more about Sprint vishkittp://www.sprint.com

This customer story is based on information prodidg Sprint and describes how that particular oigdion benefits from the deployment of
Cisco products. Many factors may have contributethé results and benefits described; Cisco doeguarantee comparable results elsewhere.

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRATY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUING
THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNES FOR A PARTICULAR PURPOSE. Some jurisdictions ad allow
disclaimer of express or implied warranties, therethis disclaimer may not apply to you.
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