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Introduction

Purpose

Welcome to the Cisco® Security Agent 5.1 Testing Guide. This document will help you
become familiar with the Cisco Security Agent’s product design goals, and validate that
its features work correctly in your technology environment and that the Cisco Security
Agent performs as it is expected to. It contains a recommended set of tests that put the
product through its paces by conducting a broad range of real-world experiments and
observing the output.

The Testing Guide is recommended for anyone who is evaluating and/or pilot testing the
Cisco Security Agent. Each test is marked with a “P,” “E,” or “B” to indicate whether the
test should be conducted during a Pilot, an Evaluation, or Both. The guide also contains
two test checklists you should print out and use. When you finish a test, check it off the
list. When the list is complete, you have fully tested Cisco Security Agent.

The primary difference between a pilot test and an evaluation is the scope of the effort. A
product evaluation usually occurs in a lab setting using a very small number of test
systems. Generally, evaluations involve no more than three or four systems. The purpose
of an evaluation is to learn more about the capabilities of the product so that you can
make a purchasing decision or recommendation.

After a product is selected for purchase, some organizations like to perform a pilot test or
proof of concept before actually buying the product. The evaluation helped you
understand what the product can do. Pilot tests are used to make sure that the product
does what you know it can in your technology environment. The pilot usually involves a
larger number of systems, takes longer, and requires more resources to operate than an
evaluation.

In either case, this guide will help you thoroughly test Cisco Security Agent during your
pilot test or evaluation. Most of the tests are optional, except for those that are
prerequisites for others. You should use the checklist as a reference and to measure your
progress.

Special Notations

The testing guide uses a number of different notations to indicate special text:

¢ Evaluation, Pilot, or Both — Each test is marked with a P, E, or B to indicate
whether the test should be used in an Evaluation, Pilot, or Both.

* Careful! — Pay close attention to this text as it contains a “gotcha” or warning.

* Tip — Here is an idea that may help you during your testing.

* Note — Notes contain explanatory information to help you better understand the
product.

* Suggested Reading — A link to a resource that will go into more depth about a
particular subject.
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Test Checklist

Evaluation

Print this page and use the checklists to keep track of your progress.

The evaluation tests focus on salient product features such as:

Protection against new and evolving threats on desktops and servers — Cisco
Security Agent behavioral rules protect against virii, worms, spyware, and other
threats. In the Advanced Security Tests section you will test this protection.
System assurance capabilities — Cisco Security Agent can help you be sure that
protected systems are operating the way they should, mitigate previously
compromised systems, and limit access to critical technology resources. In the

System Assurance Tests section you will test these capabilities.

# | Test Name | Pass | Fail
Manageability
1.1 | Install the Management Center (required)
1.2 | Customize Your Installation (required)
1.4 | Windows Agent Deployment (required)
1.6 | Agent Communication and Registration
Reporting
2.1 | Events and Alerts
Basic Security Tests
3.1 | Agent Self-Protection
3.2 | Port Blocking — Windows
3.3 | Port Blocking — Linux (optional)
3.4 | Local Firewall Settings
3.5 | User Authentication Auditing
Advanced Security Tests
4.1 | Keystroke Loggers
4.2 | Buffer Overflows
4.3 | Spyware
4.4 | Password Capture
System Assurance Tests
5.1 | Root Kit
5.2 | Back Doors
5.3 | User-Based Exceptions
5.4 | Identify Unauthorized Installations
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Pilot Test

Print this page and use the checklists to keep track of your progress.

The pilot tests focus on the operational aspects of the product such as:

Manageability — The Management Center for Cisco Security Agents (which will
be referred to in this document as the Management Center) is an enterprise-class
management platform that controls every aspect of the agents’ configuration. The
Manageability section will familiarize you with its capabilities.

Reporting — Cisco Security Agent has a number of different event handling, alert
generation, and reporting capabilities. You will test them in the Reporting section.
Acceptable use policy enforcement — Some activities are not malicious, but are

undesired because they violate the acceptable use policy. Cisco Security Agent
can enforce that policy, and you will test that ability in the Acceptable Use

Enforcement section.

Tuning — Cisco Security Agent policies s. The Cisco Security Agent includes a
number of tools to help you tune the default policies to suit your specific needs,

and you will test them in the 7uning section.

# |

Test Name

| Pass ‘ Fail

Manageability

1.1

Install the Management Center (required)

1.2

Customize Your Installation (required)

1.3

Management Center Maintenance

1.4

Windows Agent Deployment (required)

1.5

Linux Agent Deployment (optional)

1.6

Agent Communication and Registration

Reporting

2.1

Events and Alerts

2.2

Reports

2.3

Local Logging

System Assurance Tests

5.4

Identify Unauthorized Applications

5.5

Identify Antivirus Status

5.6

Analyze an Application’s Behavior

Acceptable Use Enforcement

6.1

Music Download Prevention

6.2

Acceptable Use End-user Notifications

6.3

Location-Based Exceptions

6.4

Data Theft Prevention

6.5

Identify Server Applications

6.6

Identify Unused Server Applications

6.7

Trusted Quality of Service

Tuning

7.1]

Tuning
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Pretest Requirements

There are some items you’ll need before you start your testing. You’ll need the software
you will use during the tests, the documentation supporting the software, and some
systems to run the tests on.

Software

Type Name Link Comments

Core Management http://www.cisco.com/cgi-bin/tablebuild.pl/csa The Cisco Security

Software - Center for Agent management

REQUIRED Cisco center and agent

Security software.
Agents
Version 5.1
Attack Tool =~ Hacker http://www.hxdef.org A Windows root kit.
Defender
Attack Tool ~ Dcom http://www.anyside.com/exploits/remote/DComExpl Uni A buffer overflow
Exploit xWin32.zip exploit that targets the
Microsoft DCOM
service.

Attack Tool  Silentlog http://packetstorm.linuxsecurity.com/Win/SilentLog.zip Keystroke logger with
source code.

Attack Tool ~ Pwdump2 http://www.bindview.com/Resources/RAZOR/Files/pwd  Allows encrypted

ump?2.zip password hashes to be
dumped, even if the
Windows 2000 system is
protected (running
SYSKEY).

Attack Tool  netcat http://www.vulnwatch.org/netcat/nc11 Int.zip Among other features,
can act as a remote login
server on any port.

Spyware Huntbar http://www.websearch.com A browser plugin that
spies on the users
browsing habits

Test Tool WinVNC4 http://www.realvnc.com/download.html Allows remote control of
hosts.

Test Tool WinZip http://www.winzip.com A compression utility.

Test Tool Ethereal http://www.ethereal.com/ A packet sniffer.

Systems

You will need the following systems for testing:

* A computer to install the Management Center software on. The Management
Center for Cisco Security Agents is supported on Microsoft Windows 2003 R2

Standard or Enterprise Edition.

* A computer that you can use to attack the Cisco Security Agent protected
system. You may or may not want to do this, but this document offers some
recommendations on tools you can use to attack your computers. Note that some
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tools run under Windows, while others run under Linux. You may need two
computers, or one that will boot either operating system.

A system that can be attacked. For this test, it is recommended that Microsoft
Windows desktop or server computers are used (either Windows NT 4.0,
Windows 2000, Windows XP, or Windows 2003).

Pilot systems. If you are conducting a pilot test, make sure you have identified
the systems that will participate in the pilot test. Refer to the system requirements
section in the installation guide for a list of supported operating systems.

Tip. For pilot testing, is a good idea to install the agent on systems whose
users are “friendly” and provide good feedback about their experience with
Cisco Security Agent.

An evaluation software license key from Cisco Systems®. You will need to get
an evaluation key from Cisco to install agents to protect systems.

IP communication between these systems. Communications between agents and
servers use TCP port 5401. It is helpful to have access to the Internet to download
exploits to exercise the Cisco Security Agent’s protection as well.

Documentation

Installing Management Center for Cisco Security Agents 5.1 — Available from
http://www.cisco.com/en/US/products/sw/secursw/ps5057/prod_installation guid
es_list.html

Policy descriptions file for Cisco Security Agent 5.1 — Available from
http://www.cisco.com/cgi-bin/tablebuild.pl/csa

Test 1 — Manageability

1.1 Install the Management Center [B]

The Cisco Security Agent contains two components:

The Management Center for Cisco Security Agents — Software installed on a
secure server that includes a Web server, a configuration database, and a Web-
based interface.

Cisco Security Agent — Installs on desktops and servers across your enterprise and
enforces security policies on those systems.

The Management Center must be installed first because it generates the agent installation
packages (agent kits) you will need to install agents on your test systems. The
Management Center also delivers security policies to agents, provides a management
interface, receives events from agents, generates alerts, and performs a number of other
functions.
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Objectives

Install the Management Center for Cisco Security Agents.
Install a Cisco Security Agent on the management server.
Estimated time to complete this test is twenty minutes.

Pretest Setup

1.1.1. Verify that the machine meets the minimum installation requirements
listed in Installing Management Center for Cisco Security Agents 5.1.

1.1.2. Make sure the machine is running Windows 2003 R2 Standard or
Enterprise Edition with all of the critical services installed.

1.1.3. The system should have a static or fixed DHCP IP address.

1.1.4. Verify that no other Web servers are running. If IIS is running, disable the
World Wide Web Publishing service.

1.1.5. Internet Explorer 6.0 or Firefox 1.5 or higher should be installed.

1.1.6. Make sure no other databases are installed.

1.1.7. The Management Center host name must be resolvable via DNS or WINS.

1.1.8. You must be logged in as administrator before you start the installation.

1.1.9. Copy your Management Center license to the target system. Make sure it
is accessible.

Tip. If this Management Center is going to be your production server, refer

to the installation guide to make sure your hardware and software

configuration will support the number of agents you eventually plan to

manage. Also, the host name you give your Management Center should be

permanent and resolvable via DNS or WINS.

Test Steps

1.1.10. If you have a Management Center for Cisco Security Agents 5.1 CD,
insert the CD and run setup.exe. If you downloaded the CSA Management
Center software, copy setup.exe to the target system and run it..

1.1.11. You will be asked to select a database. Select Local Database unless the
Management Center is going to be your production server (see previous
note).

1.1.12. Follow the prompts until the installation is complete.

Tip. Remember the administrative password you selected during the install.

1.1.13. Reboot the system.

1.1.14. To access the Management Center, open your Internet browser and browse
to https://<Management Center host name>/. Log in with the user name
and password you selected during the installation.

Expected Outcome
You should be able to access the Management Center as seen in Figure 1.1.
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Cisoo SYSTEMS Management Center for Cisco Security Agents ¥5.1 Logout | Help | About

M Events Systems Configuration Analysis Maintenance Reports Search Help

Events [=

[FMenu Option:

 Status Summary

Use this option to view overall system status information including a summary of recorded events, agent configuration and activity.
« Event Log

Use this option to view event log records based on filtering criteria such as time and severity
« Event Monitor

Use this option to see & continuously refreshed view of the most recently logged event records,

« Event Log Management
Use this option to schedule tasks for managing the size of the event database by purging event records

+ Event Sets
Use this option to ereate and manage event filtering criteria that can be used to select event records for viewing, reporting or alerting purpases.

o fAlerts
Use this option to configure Management Center for Gisco Security Agents to issue alerts for various events through various notification mechanisms such as
E-mail or SHIMP.

]

Figure 1.1 — Management Center for Cisco Security Agents Version 5.1

1.2 Customize your Installation [B]

The Management Center includes a set of predefined organizational units to help you
manage agent policies. There are three basic organizational units:
* Group — A collection of hosts used to streamline the process of assigning security
policies to hosts at once.

Examples include: Servers — All Types, Desktops — All Types, Servers — Apache
Web Servers, Servers — Austin, Desktops — San Jose.

Note. A host can be a member of multiple groups.
* Policy — Attached to a group or groups. A policy is collection of rule modules that
have a similar purpose or depend on each other to work properly.

Examples include: Operating System — Base Protection — Linux, E-mail Client —
Basic Security — Windows, Web Server — iPlanet — Solaris.

* Rule Module — Attached to a policy or policies. A rule module is a collection of
rules that perform a purpose.

Examples include: System Hardening Module, Virus Scanner Module, Music
Download Prevention Module, DNS Server Module.

Objective

Customize the Management Center by creating a group, policy, rule module, and agent
kit. Estimated time to complete this test is 10 minutes.

Pretest Setup
1.2.1. Log into the Management Center (see 1.1.15).

Test Steps
1.2.2. Click on Systems > Groups.

13




Cisco Security Agent Test Guide

1.2.3. Click on New. Choose Windows as your target architecture.

1.2.4. In the Name box, enter “<Company Name/Ticker Symbol> Test Group”.
(Replace <Company Name/Ticker Symbol> with your company name or
ticker symbol.) Enter the same for the description. Leave everything else

the same as in Figure 1.2
1.2.5. Click Save.

Systems » Groups # Untitled 1

Quick links

+ Modify host membership

+ Modify policy associations
+ View related events

Name
<Company Name/Ticker Symbol> Test Group

Description

2'<Compﬂ1y Name/Ticker Symbol> Test Group
[+] Detailed

Target architecture
Windows

Polling interval (hh:mm:ss)
00:10:00 | [Isend polling hint

Rule overrides [+]

Application Deployment Investigation enabled: No [Enable=]

Combined Policy Rules

Figure 1.2 — Create a New Group

1.2.6. Click on Configuration > Policies.

1.2.7. Click on New.

1.2.8. In the Name box, enter “<Company Name/Ticker Symbol> Test Policy”.
Enter the same for the description.

1.2.9. In the Target Architecture section, choose Windows. Leave everything
else the same as in Figure 1.3.

1.2.10. Click Save.
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Configuration # Policies ¥ Untitled_1

Quick links

+ Modify group associations
+ Modify rule module associations
+ View change history

Name

[Untitied_1 }

— Description
| |

[+] Detailed

— Target Architectures
[] Linux [0 modules]
] Solaris [0 modules]
Windows [0 modules]

Combined Policy Rules

Figure 1.3 - Create a New Policy

1.2.11. Click on Configuration > Rule Modules > Rule Modules [ Windows].

1.2.12. Click on New.

1.2.13. In the Name box, enter “<Company Name/Ticker Symbol> Test Rule
Module”. Enter the same for the description.

1.2.14. Leave everything else the same as in Figure 1.4.
1.2.15. Click Save.
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Configuration » Rule Medules # Windows Rule Modules # Untitled_2

Quick links

+ Modify policy associations
+ Modify rules

+ View change history
+ Consistency check: OK

Ll
<Company Name/Ticker Symbol> Test Rule Module

— Description

|<Company Name/Ticker Symbol> Test Rule Module|
[+] Detailed

— Operating System
Syntax: Windows

Target: !}AIledowy v

[1Test mede

State Conditions

Apply this rule module regardless of any state conditions. [#

No references found.

Figure 1.4 - Create a New Rule Module

1.2.16. Stay in the Rule Module screen and in the Quick Links section. Click on
Modify Policy Associations.

1.2.17. Select the policy you created and click Add.

1.2.18. Click on Systems > Groups. Select the group you created.

1.2.19. In the Quick Links section, click on Modify Policy Associations.

1.2.20. Select the policy you created and click Add.

1.2.21. Click on Systems > Groups. Select the group you created.

1.2.22. You should have a screen that looks something like Figure 1.5.
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Systems » Groups » Cisco Test Group

Quick links
+ Modify host membership

+ Modify policy associations
+ View related events

Name
Cisco Test Group

Description

Gisco Test Group

[+] Detailed

Target architecture
Windows

Polling interval (hh:mm:ss)
100:10:00 | [send polling hint
Rule overrides [+]

‘ Application Deployment Investigation enabled: No [Enables]

Attached Polides

Policy Name Version Description Rule Modules
[=] Cisco Test Policy Cisco Test Policy 1 module
Module Name Version Description Target 0OS
Cisco Test Rule Module Cisco Test Rule Module All Windows

Figure 1.5 - Test Group

1.2.23. Click on Systems > Agent Kits.

1.2.24. Click on New. Choose Windows as your target architecture.

1.2.25. In the Name box, enter “<Company Name or Ticker
Symbol> Test Agent Kit” (note the underscores instead of spaces). Enter
“<Company Name/Ticker Symbol> Test Agent Kit” for the description.

1.2.26. In the Select the groups with which this kit should be associated section,
select the group you created (Figure 1.6). Leave everything else the same.

1.2.27. Click Make Kit.

1.2.28. Click on Generate Rules > Generate.
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