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Introduction 
Purpose 
Wel com e to the Cisco® Security Agent 5.1 Testing G uide. This docum ent wil l  hel p you 
b ecom e fam il iar with the Cisco Security Agent’s product design goal s, and v al idate that 
its features work  correctl y in your technol ogy env ironm ent and that the Cisco Security 
Agent perform s as it is ex pected to. It contains a recom m ended set of tests that put the 
product through its paces b y conducting a b road range of real -worl d ex perim ents and 
ob serv ing the output.  
 
The Testing G uide is recom m ended for anyone who is ev al uating and/or pil ot testing the 
Cisco Security Agent. Each test is m ark ed with a “P,” “E,” or “B” to indicate whether the 
test shoul d b e conducted during a Pil ot, an Ev al uation, or Both. The guide al so contains 
two test check l ists you shoul d print out and use. When you finish a test, check  it off the 
l ist. When the l ist is com pl ete, you hav e ful l y tested Cisco Security Agent. 
 
The prim ary difference b etween a pil ot test and an ev al uation is the scope of the effort. A 
product ev al uation usual l y occurs in a l ab  setting using a v ery sm al l  num b er of test 
system s. G eneral l y, ev al uations inv ol v e no m ore than three or four system s. The purpose 
of an ev al uation is to l earn m ore ab out the capab il ities of the product so that you can 
m ak e a purchasing decision or recom m endation. 
 
After a product is sel ected for purchase, som e organiz ations l ik e to perform  a pil ot test or 
proof of concept b efore actual l y b uying the product. The ev al uation hel ped you 
understand what the product can do. Pil ot tests are used to m ak e sure that the product 
does what you k now it can in your technol ogy env ironm ent. The pil ot usual l y inv ol v es a 
l arger num b er of system s, tak es l onger, and req uires m ore resources to operate than an 
ev al uation. 
 
In either case, this guide wil l  hel p you thoroughl y test Cisco Security Agent during your 
pil ot test or ev al uation. M ost of the tests are optional , ex cept for those that are 
prereq uisites for others. You shoul d use the check l ist as a reference and to m easure your 
progress. 
S pec i a l  N ot a t i on s 
The testing guide uses a num b er of different notations to indicate special  tex t: 

• E v a l ua tion, P il ot, or B oth  – Each test is m ark ed with a P, E, or B to indicate 
whether the test shoul d b e used in an Ev al uation, Pil ot, or Both. 

• Ca ref ul !  – Pay cl ose attention to this tex t as it contains a “gotcha” or warning. 
• Tip  – H ere is an idea that m ay hel p you during your testing.  
• N ote – N otes contain ex pl anatory inform ation to hel p you b etter understand the 

product. 
• S ug g ested R ea ding  – A l ink  to a resource that wil l  go into m ore depth ab out a 

particul ar sub j ect. 
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T est  C h ec k l i st  
Evaluation 
Print this page and use the check l ists to k eep track  of your progress. 
 
The ev al uation tests focus on sal ient product features such as: 

• P rotection a g a inst new  a nd ev ol v ing  th rea ts on desk top s a nd serv ers – Cisco 
Security Agent b ehav ioral  rul es protect against v irii, worm s, spyware, and other 
threats. In the A d v a n c e d  S e c uri t y T e s t s  section you wil l  test this protection. 

• S y stem  a ssura nce ca p a b il ities – Cisco Security Agent can hel p you b e sure that 
protected system s are operating the way they shoul d, m itigate prev iousl y 
com prom ised system s, and l im it access to critical  technol ogy resources. In the 
S ys t e m  A s s ura n c e  T e s t s  section you wil l  test these capab il ities. 

 
# T e s t  N a m e  P a s s  F a i l  

M a n a g e a b i l i t y  
1.1 Instal l  the M anagem ent Center (req uired)   
1.2 Custom iz e Your Instal l ation (req uired)   
1.4 Windows Agent D epl oym ent (req uired)   
1.6 Agent Com m unication and R egistration   

R e p o r t i n g  
2.1 Ev ents and Al erts   

B a s i c  S e c u r i t y  T e s t s  
3.1 Agent Sel f-Protection   
3.2 Port Bl ock ing – Windows   
3.3 Port Bl ock ing – Linux  (optional )   
3.4 Local  F irewal l  Settings   
3.5 U ser Authentication Auditing   

A d v a n c e d  S e c u r i t y  T e s t s  
4.1 K eystrok e Loggers   
4.2 Buffer O v erfl ows   
4.3 Spyware   
4.4 Password Capture   

S y s t e m  A s s u r a n c e  T e s t s  
5.1 R oot K it   
5.2 Back  D oors   
5.3 U ser-Based Ex ceptions   
5.4 Identify U nauthoriz ed Instal l ations   
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P ilot T e st 
Print this page and use the check l ists to k eep track  of your progress. 
 
The pil ot tests focus on the operational  aspects of the product such as: 

• Ma na g ea b il ity  – The M anagem ent Center for Cisco Security Agents (which wil l  
b e referred to in this docum ent as the M anagem ent Center) is an enterprise-cl ass 
m anagem ent pl atform  that control s ev ery aspect of the agents’ configuration. The 
M a n a g e a b i l i t y section wil l  fam il iariz e you with its capab il ities. 

• R ep orting  – Cisco Security Agent has a num b er of different ev ent handl ing, al ert 
generation, and reporting capab il ities. You wil l  test them  in the R e p ort i n g  section. 

• A ccep ta b l e use p ol icy  enf orcem ent – Som e activ ities are not m al icious, b ut are 
undesired b ecause they v iol ate the acceptab l e use pol icy. Cisco Security Agent 
can enforce that pol icy, and you wil l  test that ab il ity in the A c c e p t a b l e  U s e  
E n f orc e m e n t  section. 

• Tuning  – Cisco Security Agent pol icies s. The Cisco Security Agent incl udes a 
num b er of tool s to hel p you tune the defaul t pol icies to suit your specific needs, 
and you wil l  test them  in the T un i n g  section. 

 
# T e s t  N a m e  P a s s  F a i l  

M a n a g e a b i l i t y  
1.1 Instal l  the M anagem ent Center (req uired)   
1.2 Custom iz e Your Instal l ation (req uired)   
1.3 M anagem ent Center M aintenance   
1.4 Windows Agent D epl oym ent (req uired)   
1.5 Linux  Agent D epl oym ent (optional )   
1.6 Agent Com m unication and R egistration   

R e p o r t i n g  
2.1 Ev ents and Al erts   
2.2 R eports   
2.3 Local  Logging   

S y s t e m  A s s u r a n c e  T e s t s  
5.4 Identify U nauthoriz ed Appl ications   
5.5 Identify Antiv irus Status   
5.6 Anal yz e an Appl ication’s Behav ior   

A c c e p t a b l e  U s e  E n f o r c e m e n t  
6.1 M usic D ownl oad Prev ention   
6.2 Acceptab l e U se End-user N otifications   
6.3 Location-Based Ex ceptions   
6.4 D ata Theft Prev ention   
6.5 Identify Serv er Appl ications   
6.6 Identify U nused Serv er Appl ications   
6.7 Trusted Q ual ity of Serv ice   

T u n i n g  
7.1 Tuning   
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Pret est  R eq ui rem en t s 
There are som e item s you’l l  need b efore you start your testing. You’l l  need the software 
you wil l  use during the tests, the docum entation supporting the software, and som e 
system s to run the tests on. 
S of tw ar e  

S y ste m s 
You wil l  need the fol l owing system s for testing: 

• A  com p uter to insta l l  th e Ma na g em ent Center sof tw a re on. The M anagem ent 
Center for Cisco Security Agents is supported on M icrosoft Windows 20 0 3 R 2 
Standard or Enterprise Edition. 

 
• A  com p uter th a t y ou ca n use to a tta ck  th e Cisco S ecurity  A g ent p rotected 

sy stem . You m ay or m ay not want to do this, b ut this docum ent offers som e 
recom m endations on tool s you can use to attack  your com puters. N ote that som e 

T y p e  N a m e  L i n k  C o m m e n t s  
Core 
Sof t wa re - 
REQUI RED  

Ma n a g em en t  
Cen t er f or 
Ci s c o 
Sec u ri t y  
Ag en t s  
V ers i on  5. 1 

h t t p : / / www. c i s c o. c om / c g i -b i n / t a b l eb u i l d . p l / c s a  Th e Ci s c o Sec u ri t y  
Ag en t  m a n a g em en t  
c en t er a n d  a g en t  
s of t wa re.  

Attack Tool H acke r  
D e f e n d e r  

http : / / w w w .hx d e f .or g  A W i n d ow s  r oot ki t. 

Attack Tool D com  
E x p loi t 

http : / / w w w .an y s i d e .com / e x p loi ts / r e m ote / D C om E x p l_ U n i
x W i n 3 2 .z i p  

A b u f f e r  ov e r f low  
e x p loi t that tar g e ts  the  
M i cr os of t D C O M  
s e r v i ce . 

Attack Tool S i le n tlog  http : / / p acke ts tor m .li n u x s e cu r i ty .com / W i n / S i le n tL og .z i p  K e y s tr oke  log g e r  w i th 
s ou r ce  cod e . 

Attack Tool P w d u m p 2  http : / / w w w .b i n d v i e w .com / R e s ou r ce s / R AZ O R / F i le s / p w d
u m p 2 .z i p  

Allow s  e n cr y p te d  
p as s w or d  has he s  to b e  
d u m p e d ,  e v e n  i f  the  
W i n d ow s  2 0 0 0  s y s te m  i s  
p r ote cte d  ( r u n n i n g  
S Y S K E Y ) . 

Attack Tool n e tcat http : / / w w w .v u ln w atch.or g / n e tcat/ n c1 1 1 n t.z i p  Am on g  othe r  f e atu r e s ,  
can  act as  a r e m ote  log i n  
s e r v e r  on  an y  p or t. 

S p y w ar e  H u n tb ar  http : / / w w w .w e b s e ar ch.com  A b r ow s e r  p lu g i n  that 
s p i e s  on  the  u s e r s  
b r ow s i n g  hab i ts  

Te s t Tool W i n V N C 4  http : / / w w w .r e alv n c.com / d ow n load .htm l Allow s  r e m ote  con tr ol of  
hos ts . 

Te s t Tool W i n Z i p  http : / / w w w .w i n z i p .com  A com p r e s s i on  u ti li ty . 
Te s t Tool E the r e al http : / / w w w .e the r e al.com /  A p acke t s n i f f e r . 
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tool s run under Windows, whil e others run under Linux . You m ay need two 
com puters, or one that wil l  b oot either operating system . 

 
• A  sy stem  th a t ca n b e a tta ck ed. F or this test, it is recom m ended that M icrosoft 

Windows desk top or serv er com puters are used (either Windows N T 4.0 , 
Windows 20 0 0 , Windows X P, or Windows 20 0 3).  

 
• P il ot sy stem s. If you are conducting a pil ot test, m ak e sure you hav e identified 

the system s that wil l  participate in the pil ot test. R efer to the system  req uirem ents 
section in the instal l ation guide for a l ist of supported operating system s. 

 
Tip . F or p il ot testing , is a  g ood idea  to insta l l  th e a g ent on sy stem s w h ose 
users a re “ f riendl y ”  a nd p rov ide g ood f eedb a ck  a b out th eir ex p erience w ith  
Cisco S ecurity  A g ent. 
 

• A n ev a l ua tion sof tw a re l icense k ey  f rom  Cisco S y stem s® . You wil l  need to get 
an ev al uation k ey from  Cisco to instal l  agents to protect system s.   

 
• IP  com m unica tion b etw een th ese sy stem s. Com m unications b etween agents and 

serv ers use TCP port 540 1. It is hel pful  to hav e access to the Internet to downl oad 
ex pl oits to ex ercise the Cisco Security Agent’s protection as wel l . 

D oc um e ntation 
• Insta l l ing  Ma na g em ent Center f or Cisco S ecurity  A g ents 5 .1  – Av ail ab l e from  

http://www.cisco.com /en/U S/products/sw/secursw/ps50 57/prod_ instal l ation_ guid
es_ l ist.htm l  

• P ol icy  descrip tions f il e f or Cisco S ecurity  A g ent 5 .1  – Av ail ab l e from  
http://www.cisco.com /cgi-b in/tab l eb uil d.pl /csa 

T e s t 1  – M a na g e a b il ity  
1.1 I n st a l l  t h e M a n a g em en t  C en t er [B] 
The Cisco Security Agent contains two com ponents: 
 

• The M anagem ent Center for Cisco Security Agents – Software instal l ed on a 
secure serv er that incl udes a Web  serv er, a configuration datab ase, and a Web -
b ased interface. 

• Cisco Security Agent – Instal l s on desk tops and serv ers across your enterprise and 
enforces security pol icies on those system s. 

 
The M anagem ent Center m ust b e instal l ed first b ecause it generates the agent instal l ation 
pack ages (agent k its) you wil l  need to instal l  agents on your test system s. The 
M anagem ent Center al so del iv ers security pol icies to agents, prov ides a m anagem ent 
interface, receiv es ev ents from  agents, generates al erts, and perform s a num b er of other 
functions. 
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O b j e c tive s 
Instal l  the M anagem ent Center for Cisco Security Agents.  
Instal l  a Cisco Security Agent on the m anagem ent serv er. 
Estim ated tim e to com pl ete this test is twenty m inutes. 
P r e te st S e tup  

1 .1 .1 . V erify that the m achine m eets the m inim um  instal l ation req uirem ents 
l isted in I n s t a l l i n g  M a n a g e m e n t  C e n t e r f or C i s c o S e c uri t y A g e n t s  5 . 1 . 

1 .1 .2 . M ak e sure the m achine is running Windows 20 0 3 R 2 Standard or 
Enterprise Edition  with al l  of the critical  serv ices instal l ed. 

1 .1 .3 . The system  shoul d hav e a static or fix ed D H CP IP address. 
1 .1 .4 . V erify that no other Web  serv ers are running. If IIS is running, disab l e the 

Worl d Wide Web  Pub l ishing serv ice. 
1 .1 .5 . Internet Ex pl orer 6.0  or F irefox  1.5 or higher shoul d b e instal l ed. 
1 .1 .6 . M ak e sure no other datab ases are instal l ed. 
1 .1 .7. The M anagem ent Center host nam e m ust b e resol v ab l e v ia D N S or WIN S. 
1 .1 .8 . You m ust b e l ogged in as adm inistrator b efore you start the instal l ation. 
1 .1 .9 . Copy your M anagem ent Center l icense to the target system . M ak e sure it 

is accessib l e. 
Tip . If  th is Ma na g em ent Center is g oing  to b e y our p roduction serv er, ref er 
to th e insta l l a tion g uide to m a k e sure y our h a rdw a re a nd sof tw a re 
conf ig ura tion w il l  sup p ort th e num b er of  a g ents y ou ev entua l l y  p l a n to 
m a na g e. A l so, th e h ost na m e y ou g iv e y our Ma na g em ent Center sh oul d b e 
p erm a nent a nd resol v a b l e v ia  D N S  or W IN S . 

T e st S te p s 
1 .1 .1 0 . If you hav e a M anagem ent Center for Cisco Security Agents 5.1 CD , 

insert the CD  and run setup.ex e. If you downl oaded the CSA M anagem ent 
Center software, copy setup.ex e to the target system  and run it.. 

1 .1 .1 1 . You wil l  b e ask ed to sel ect a datab ase. Sel ect Local  D atab ase unl ess the 
M anagem ent Center is going to b e your production serv er (see prev ious 
note). 

1 .1 .1 2 . F ol l ow the prom pts until  the instal l ation is com pl ete. 
Tip . R em em b er th e a dm inistra tiv e p a ssw ord y ou sel ected during  th e insta l l . 
1 .1 .1 3 . R eb oot the system . 
1 .1 .1 4 . To access the M anagem ent Center, open your Internet b rowser and b rowse 

to https://< M anagem ent Center host nam e>/. Log in with the user nam e 
and password you sel ected during the instal l ation. 

Ex p e c te d  O utc om e  
You shoul d b e ab l e to access the M anagem ent Center as seen in F igure 1.1. 
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Fi g u re 1. 1 – Ma n a g em en t  Cen t er f or Ci s c o Sec u ri t y  Ag en t s  V ers i on  5. 1 

1.2  C ust om i z e y our I n st a l l a t i on  [B] 
The M anagem ent Center incl udes a set of predefined organiz ational  units to hel p you 
m anage agent pol icies. There are three b asic organiz ational  units: 

• G roup  – A col l ection of hosts used to stream l ine the process of assigning security 
pol icies to hosts at once. 

 
Ex am pl es incl ude: Serv ers – Al l  Types, D esk tops – Al l  Types, Serv ers – Apache 
Web  Serv ers, Serv ers – Austin, D esk tops – San J ose. 
 
N ote. A  h ost ca n b e a  m em b er of  m ul tip l e g roup s. 

• P ol icy  – Attached to a group or groups. A pol icy is col l ection of rul e m odul es that 
hav e a sim il ar purpose or depend on each other to work  properl y. 

 
Ex am pl es incl ude: O perating System  – Base Protection – Linux , E-m ail  Cl ient – 
Basic Security – Windows, Web  Serv er – iPl anet – Sol aris. 
 

• R ul e Modul e – Attached to a pol icy or pol icies. A rul e m odul e is a col l ection of 
rul es that perform  a purpose. 

 
Ex am pl es incl ude: System  H ardening M odul e, V irus Scanner M odul e, M usic 
D ownl oad Prev ention M odul e, D N S Serv er M odul e. 

O b j e c tive  
Custom iz e the M anagem ent Center b y creating a group, pol icy, rul e m odul e, and agent 
k it. Estim ated tim e to com pl ete this test is 10  m inutes. 
P r e te st S e tup  

1 .2 .1 . Log into the M anagem ent Center (see 1.1.15). 
T e st S te p s 

1 .2 .2 . Cl ick  on System s > G roups. 
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1 .2 .3 . Cl ick  on N ew. Choose Windows as your target architecture. 
1 .2 .4 . In the N am e b ox , enter “< Com pany N am e/Tick er Sym b ol > Test G roup”. 

(R epl ace < Com pany N am e/Tick er Sym b ol > with your com pany nam e or 
tick er sym b ol .) Enter the sam e for the description. Leav e ev erything el se 
the sam e as in F igure 1.2 

1 .2 .5 . Cl ick  Sav e. 

 
Fi g u re 1. 2 – Crea t e a  New Grou p  
1 .2 .6 . Cl ick  on Configuration > Pol icies. 
1 .2 .7. Cl ick  on N ew. 
1 .2 .8 . In the N am e b ox , enter “< Com pany N am e/Tick er Sym b ol > Test Pol icy”. 

Enter the sam e for the description. 
1 .2 .9 . In the Target Architecture section, choose Windows. Leav e ev erything 

el se the sam e as in F igure 1.3. 
1 .2 .1 0 . Cl ick  Sav e. 
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Fi g u re 1. 3 - Crea t e a  New Pol i c y  
1 .2 .1 1 . Cl ick  on Configuration > R ul e M odul es > R ul e M odul es [ Windows] . 
1 .2 .1 2 . Cl ick  on N ew. 
1 .2 .1 3 . In the N am e b ox , enter “< Com pany N am e/Tick er Sym b ol > Test R ul e 

M odul e”. Enter the sam e for the description. 
1 .2 .1 4 . Leav e ev erything el se the sam e as in F igure 1.4. 
1 .2 .1 5 . Cl ick  Sav e. 
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Fi g u re 1. 4 - Crea t e a  New Ru l e Mod u l e 
1 .2 .1 6 . Stay in the R ul e M odul e screen and in the Q uick  Link s section. Cl ick  on 

M odify Pol icy Associations. 
1 .2 .1 7. Sel ect the pol icy you created and cl ick  Add. 
1 .2 .1 8 . Cl ick  on System s > G roups. Sel ect the group you created. 
1 .2 .1 9 . In the Q uick  Link s section, cl ick  on M odify Pol icy Associations. 
1 .2 .2 0 . Sel ect the pol icy you created and cl ick  Add. 
1 .2 .2 1 . Cl ick  on System s > G roups. Sel ect the group you created. 
1 .2 .2 2 . You shoul d hav e a screen that l ook s som ething l ik e F igure 1.5. 
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Fi g u re 1. 5 - Tes t  Grou p  
1 .2 .2 3 . Cl ick  on System s > Agent K its. 
1 .2 .2 4 . Cl ick  on N ew. Choose Windows as your target architecture. 
1 .2 .2 5 . In the N am e b ox , enter “< Com pany N am e or Tick er 

Sym b ol >_ Test_ Agent_ K it” (note the underscores instead of spaces). Enter 
“< Com pany N am e/Tick er Sym b ol > Test Agent K it” for the description. 

1 .2 .2 6 . In the Sel ect the groups with which this k it shoul d b e associated section, 
sel ect the group you created (F igure 1.6). Leav e ev erything el se the sam e. 

1 .2 .2 7. Cl ick  M ak e K it. 
1 .2 .2 8 . Cl ick  on G enerate R ul es > G enerate. 
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