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Cisco Security Agent and the Microsoft Word Exploit

SUMMARY

A critical “day zero” vulnerability was announced May 22, 2006 for Microsoft Word versions 2003 akdrd XP (2002). [1] This
vulnerability is actively being exploited. Microsdfas announced it will release a fix for this \arability in its already-scheduled security
update on June 13, 2006.

This vulnerability has already been exploited inesal attacks. Cisco Systefrisas obtained exploit files, and has confirmed @iatd®
Security Agent is effective in stopping these ekplaising the default security policy configuratitNo changes to the default
configuration or policy updates were required tteree this protection. Current supported versidnSisco Security Agent of 4.0.3.x,
4.5.1.x, 5.0.0.x, and 5.1.0.x are effective in ptog the exploits seen to date.

DETAILS OF THE VULNERABILITY

Opening a specially crafted Word document (inclgdiiocuments hosted on Websites or delivered asleattechments) could trigger the
vulnerability. Other Microsoft Office document typesuch as PowerPoint, could also be used as atatdrs. Microsoft Office
documents can contain embedded objects; for exampialicious Word document could be embedded iBxael or PowerPoint
document.

The CERT advisory [2] states that by convincingsaruo open a specially crafted Word document tiacker could execute arbitrary
code with the privileges of the user running Wdfdhe user is logged in with administrative pragles, the attacker could take complete
control of a vulnerable system.

HOW CISCO SECURITY AGENT STOPS THE EXPLOIT
Cisco Security Agent default policies contain siffedent rules that stopped the exploit from doaryy damage. No changes to the Cisco
Security Agent binaries or default configuratioe aequired to get this protection.

The following actions have been observed beingkaddy Cisco Security Agent running the defaulusigg policies:

» Modification of system files by a suspicious (dowedied) application

« Read/write of a Word document by a suspicious (doaged) application

» Modification of Cisco Security Agent protected itgy keys

e Memory injection into running processes

e Suspicious (downloaded) application opening a conthhell

o Execution of a system function from a buffer, viaidfer overflow
This testing is shown in Figures 1 and 2.
The exploit was tested at Cisco with Cisco Secukggnt in Test mode, which does not block malicibabavior. This allows the agent to
report all rules that would be applied if the ageas in protect mode, to observe all possible wagsthe Cisco Security Agent default

policies would stop the exploit. When the agerimiprotect mode (the typical operational configima), the first rule would kill the
exploit. No subsequent events would be seen, sirecexploit would be terminated before it couldfpen any malicious actions.
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Testing was performed against the Cisco Securignfdefault policies. No binary or policy updatesweeded for Cisco Security Agents
to be effective. In short, this was a true testdafy zero” protection. This is similar to what wave seen with earlier exploits and
worms—the default Cisco Security Agent configuratstopped the exploit, with no binary or policy ufsfarequired. The following is a
partial list of prior worms and exploits that CisSecurity Agent has stopped using the default #yquolicy settings:

Bagle E-mail worm SQL Snake Network worm
Blaster Network worm JPEG/GDI+ Malware downloader
Bugbear E-mail worm MyDoom E-mail worm

Code Red Network worm Nimda Network worm
Debploit Network worm Pentagone/Gonner E-mail worm

Fizzer E-mail worm Sasser Network worm
Gator/Gain Spyware Sircam E-mail worm

Hotbar Spyware Sobig E-mail worm

SQL Slammer Network worm Zotob Network worm

This exploit is only the latest example of new amatating attacks that can seriously impact orgdioias computing and network
environments. The key to stopping these new attiadke ability to stop the attack without requgriany changes to the default
configuration, and to have multiple rules in théadét policies that provide defense in depth.

Figures 1 and 2 show the entire Cisco Security Ageant log and details on how it would have préeérhe attack.

Figure 1.  Page 1 of Event Log - Cisco Security Agent 5.1 Default Configuration Stops the Microsoft Word Buffer Overflow Exploit
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2:34:28 execute the new application 'C:AWINDOWS\system32homd, exe'. The operation would have been [+]
R denied.
Details | Rule 464 | Wizard 4, Find Similars
7 5/31/2006 WXP-PRO-SPZ2 Alert TESTMODE: The process 'C:\TEMPY20060426.bak' (as user WxP-PRO-SP2\administrator) attempted
2:34:19 to modify a Cisco Security Agent resource Cisco Registry KeyhWalue:
P AREGISTRY\MACHINENSOF TWARE\MicrosofthWindows NT\Current¥ersion\Windowssapplnit_DLLs, The
operation would have been denied.
Details | Rule 638 | Wizard A Find Similara
6 5/31/2006 WXP-PRO-SP2 TESTMODE: The process 'C:\TEMP,\20060426.bak' {as user WxP-PRO-SP2\administrator) attempted
2:34:19 to access a resource which would have resulted in the user being asked the following question. 'The
PM process C:ZTEMP,20060426.bak is attempting to modify memory owned by the process
COWINDOWS system32ywinlogon.exe. Do you wish to allow this?'
Details | Rule 179 | Wizard @ Find Similars
& 5/31/2006 WXP-FPRO-SPZ TESTMODE: The process 'C:\~.exe' (as user WxP-PRO-SP2\Administrator) attempted to access a
2:34:18 resource which would have resulted in the user being asked the following question. 'The process
P C:\~.exe is attempting to modify a document, C:\Documents and
Settings\Administrator\Desktoph\PLANNING REPORT 5-16-2006.doc. Do you wish to allow this?'
Details | Rule 790 | Wizard 9 Find Similarsl
4 5/31/2006 WHP-PRO-SP2 TESTMODE: The process 'Ciy~.exe' (as user WxP-PRO-SP2\Administrator) attempted to access a
2:34:18 resource which would have resulted in the user being asked the following question. 'The process
PM C:h.exe is attempting to read a document, C:\Documents and
Settingshadministrator\Desktoph\PLANNING REPORT 5-16-2006.doc. Do you wish to allow this?'
Details | Rule 791 | Wizard 4, Find Similars ||
3  G5/31/2006 WHP-PRO-SP2 TESTMODE: The process 'C:\~.exe' (as user WxP-PRO-SP2\Administrator) attempted to access a
2:34:18 resource which would have resulted in the user being asked the following question. 'The process
P Cih~.exe is attempting to modify the system file C:\WINDOWS\system324Shell32.exe. Do you wish to
allow this?!
Details | Rule 61 | Wizard A Find Similars
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Figure 2.  Page 2 of Event Log - Cisco Security Agent 5.1 Default Configuration Stops the Microsoft Word Buffer Overflow Exploit

'a Management Center for Cisco Security Agents ¥5.1 - Microsoft Internet Explorer | e 5[
File Edit Wiew Favorites Tools Help | .’,'
QBack - 03+ %) [2] wn | Fseach CoFavortes £ | (r i B
Addvess [{&] hetps: flocahosticsameS1 foebacin = B |unks »
Cisco SYSTEMS Management Genter for Gisco Security Agents ¥5.1 Logaut};Relg:Anaut
Events Systems Configuration Analysis Maintenance Reports arch Help
Euarts par pege: s =l
Sort by Grder received
Filter out similar events: o5 (filtered out ~57% of 23 events)
# Date Host Severity Ewent
10 5/31/2006 WHP-PRO-SP2 Information TESTMODE: The current application 'C:%\Program Files\Internet Exploreriiexplore.exe’ {as user NT
2:35:55 AUTHORITYWSYSTEM) attempted to execute the new application 'CHyWINDOWS\system32
PM Ydrwtsn32 exe'. The operation would have been allowed.
Details | Rule 689 | Wizard 1 similar svent (same Type/Rule ID/dpplication ) Find Similars
9 5/31/2006 WHXP-PRO-SP2 t TESTMODE: The process 'C:AWINDDWS,system32hdrwtsn32.exe' {as user NT AUTHORITYASYSTEM)
2:35:14 attempted to access a resource which would have resulted in the user being asked the following
PM question, 'The process CAWINDOWShsystem32hdrwtsn32.exe is attempting to modify memory owned
by the process C:\Program Files\Internet Explorersiexplore.exe. Do you wish to allow this?'
Details | Rule 179 Wizard @ Find Similarz
& 5/31/2006 WXP-PRO-SPZ Alert TESTMODE: The current application 'Cih\~ . exe' (as user WxP-PRO-SP2\Administrator) attempted to
2:34:28 execute the new application 'C:AWINDOWS\system32hemd. exe'. The operation would have been
P denied, =
Details | Rule 464 | Wizard 9, Find Similars
7 5/31/2006 WHP-PRO-SPZ2 Alert TESTMODE: The process 'C:\TEMPY20060426.bak' (as user WxP-PRO-SP2\Administrator) attempted
213419 to modify a Cisco Security Agent resource Cisco Registry KeyyWalue:
PM SREGISTRY\MACHINENSOF TWARE\Microsofth\Windows NT\CurrentYersion\wWindowshapplnit_DLLs, The
operation would have been denied.
Details | Rule 688 | Wizard 4 Find Similars
6 5/31/2006 WXP-PRO-SP2 iCE TESTMODE: The process 'C:\TEMP\20060426.bak' (as user WwxP-PRO-SP2\administrator) attempted
2:34:18 to access a resource which would have resulted in the user being asked the following question. 'The
PM process C:ZTEMPY20060426 bak is attempting to modify memory owned by the process
CHWINDOWS ysystem32ywinlogon.exe, Do you wish to allow this?'
Details | Rule 179 | Wizard 9 Find Similars
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