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Todayos Security Conc

Collaboration and Communication
A TelePresence / Video / IM / Email

A Mobility

A Web 2.0 / Web Services / SOA

The New Threat Environment

A The Eroding Perimeter
A Spam / Malware / Profit-Driven Hacking
A Data Loss and Theft

The Business Impact of Security

A IT Risk Management
A Regulatory Compliance
A Security as Business Enabler




The Branch Transformation

Todayos Br a
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Aging, Disparate Data/
Voice Networks

Empowered Branch

Unified Voice/Data/Video
Network Platform

Saturated WAN,
Poor Response Time

Optimized WAN,
Accelerated Applications

Blended Security
Threats, Compliance

Self-Defending Networks

Limited Mobility, Limited
Disaster Recovery

High Availability, Unified
Wirelessd Wireline Business

Inconsistent Branches
and Branch-HQ solutions

Consistent Branches
and Branch-HQ Services




The Evolution of Intent
From Hobbyists to Professionals

Threats becoming increasingly difficult to detect and mitigate
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Cisco Self-Defending Network

Solutions for Business Security

System Management
Policyd Reputationd ldentity

Application Security

Content Security

Network Security

Endpoint Security

Cisco Self-Defending Network:

Best of Breed Security in a
Systems Approach

A Enforce business
policies and protect
critical assets

A Decrease IT
administrative burden
and reduce TCO

A Reduce security and
compliance IT risk



Systems Approach Built from a
Leadership Product Portfolio

Product Leadership

Emerging
Threats

—

Pervasive
Threats

Stand
Alone
Products

Systems
Approach
Built from

Best of

Self-Defending
Network

Loosely

Coupled

Silos

Level of Integration




NCi sco has devel oped a vVvi s
network security platform that places their

customers on a journey. Cisco promises that the

security posture of this company will improve as

t hey move through this | ol

Nick Lippis
Special Edition Lippis Report: Network Security 2.0: A Systems Approach
to Threat Mitigation Emerges




Market Acceptance: Reaching 5 Million

Overlay Appliances Integrated Services Router

Router
Switch
Wireless LAN

o Cisco ISR 3845
WAN/App Optimization

_ _ With Voice, Wireless, Video,
Security Appliance WAN Optimization, Switch
Voice Appliance

Millions of Routers Sold
“ - . 5.0
A 4 Millionth ISR at Coke-Cola Enterprises

, 4.0 5 Months
A UC, data, video to 30,000 CCE employees 6 Months
A Greater employee collaboration

2.0 9 Months

A Business innovation 1.0

18 Months



Cisco Router Security Portfolio

Service Integration 3800 Series
Scaled to Fit Every Size Branch Office

High
Density and
Performance for
Concurrent
Services

} J ; Rugged and
800 Series 2y — EI\J/Igob“e

Applications

Embedded, Advanced Voice, Video,
Data, and Security Services

Embedded Wireless, Security, and Data

S
Small Office and Small B h Medium Mobile/Rugged Medium to
Teleworker mail Branc Branch Branch Large Branch
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Cisco Router Security

Leadership in Innovation
Industry

First

Cisco Integrated Services Router Innovations in
Security

A Industry-leading integration of VPN, routing, and QoS:
DMVPN, GET VPN, SSL VPN, and Easy VPN

A Router-embedded security services: Application
firewall, IPS, and URL filtering

A Cisco® Router and Cisco Configuration Professional
(CCP) with one-touch lockdown and security audit

A Router-integrated voice and security

A Router-integrated wireless with advanced security

A Router-integrated switching; Layer 2/3 security

A Secure WAN backup over DSL, cable, 3G, or satellite




Cisco Router Security Certifications

FIPS Common Criteria

140-2, Firewall
PO ALY | ALy

Cisco® 870 ISR

Cisco 1800 ISR

Cisco 2800 ISR

Cisco 3800 ISR

Cisco 7200 VAM2+

Cisco 7200 VSA £% Common Criteria

Cisco 7301 VAM2+

Cisco 7600 IPSec VPN SPA

cisco.com/go/securitycert



http://www.cisco.com/go/securitycert




