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Data Sheet

Cisco Remote Management and Monitoring Services for
Security

Product Overview

Cisco® Remote Management Services (RMS) for Security provide around the clock remote
management, monitoring, and remediation for today’s networks against sophisticated attacks,
malware, and vulnerabilities. They relieve the burden of routine management tasks and allow the
customer’s IT staff to focus on more strategic business initiatives.

Cisco RMS for Security includes a dedicated team of highly skilled individuals acting as an
extension of the customer’s IT organization. Utilizing a proven methodology and process based on
ITIL®, the Cisco team delivers trusted solutions to help enable business continuity. Our customers
retain ultimate control of their own network, and they have complete visibility into network health
and the status of our work through the innovative Cisco RMS for Security web portal.

Service Overview

Avoiding, preventing, and responding to network security issues are essential to preserving the
performance, availability, and reliability of business resources, as well as the confidentiality and
integrity of business data. In order to prevent security gaps through which outsiders can gain
access (or through which insiders can accidentally or intentionally compromise business
resources), organizations must perform continuous, holistic monitoring and incident management
across the entire business network. However, businesses also must allocate network and security
resources prudently. As organizations try to anticipate every conceivable threat, the growing cost of
security monitoring and management can impede investment in other business priorities.
Fortunately, your business does not have to develop or maintain an internal security management
capability to keep pace with today’s continuously evolving threats. Instead, you can offload day-to-
day security monitoring and management functions to a team of industry-certified security experts.
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Cisco offers industry
leading practices for
responding to security
events based on
knowledge gained
from the
implementation and
operation of security
solutions, including
analysis and
remediation of
millions of security
events.

Cisco Security Remote Management Services provide 24-hour-a-day, 7-day-a-week security
incident management, problem management, change management, configuration management,
release management, and management reporting for Cisco security technologies. With Cisco
security experts continuously monitoring your network environment, you can increase the uptime
and value of your network infrastructure and security investment; more effectively control change,
configuration, and release management processes; improve visibility into your current security
posture; and devote more of your IT resources to strategic business projects.

Cisco offers industry-leading practices for responding to security events based on knowledge
gained from the implementation and operation of security solutions, including analysis and
remediation of millions of security events. Cisco security engineers have an in-depth understanding
of Cisco security products and technologies, including the latest advanced technologies such as
the Cisco Security Monitoring, Analysis, and Response System (MARS), as well as extensive
operations experience with Cisco PIX® firewalls, Cisco intrusion detection systems (IDSs), Cisco
Intrusion Prevention Systems (IPSs), Cisco Adaptive Security Appliance (ASA) solutions, Cisco
integrated services routers (ISRs), Cisco Security Agent (CSA), and critical security features within
Cisco IOS® Software. In addition, Cisco security engineers possess deep knowledge of the
Information Technology Infrastructure Library (ITIL®) and other standards-based frameworks.
Armed with this solid base of knowledge and experience, the Cisco Security Remote Management
Services team is a valuable extension of your IT support staff that can successfully deliver world-
class operational support 24 hours a day, 7 days a week on your Cisco advanced security
technologies.

Cisco Security Remote Management Services encompass:

¢ Incident, problem, and change management services for Cisco Security devices
e Around the clock incident monitoring of both Cisco and multivendor devices
e Comprehensive reporting
Table 1 lists example monitoring and management activities and deliverables. Detailed deliverables

are outlined in the Cisco Remote Management Services service description.

Table 1. Monitoring and Management Activities and Deliverables

Activities and Deliverables Description

Management readiness
assessment

Management readiness assessment is an assessment conducted by Cisco RMS
Security analysts that determines whether all managed components are in good
working order prior to completion of transition management. Requires managed
components to be fully configured, deployed, and functioning properly prior to the
commencement of Cisco Remote Monitoring Services for Security.

Incident management Incident management is an ITIL® process used by the Cisco RMS SOC to identify
and prioritize security incidents. The RMS SOC will proactively monitor for key
events and thresholds on managed components in the customer’s security

network infrastructure.

Upon automatic detection and correlation of a security incident, an incident ticket
is created, and customer is e-notified of the security incident. This communication
can include remediation procedures, which is dependent on security services
requested.
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Activities and Deliverables Description

Incident monitoring Incident monitoring is considered to be a subset of incident management whereby
Cisco security monitoring system indicates a fault condition, a performance
threshold was exceeded, or a security event has triggered a security incident.

Activities:

» Monitor (24x7x365) manageable elements of the customer’s network security
infrastructure

« Perform ongoing fault and performance incident monitoring (re: alerting) on the
entitled managed components of the customer’s network security infrastructure

« Perform ongoing security incident monitoring (re: alerting) on the entitled
managed components of the customer’s network security infrastructure.

* Detect incidents

« Correlate incidents where applicable

« Correlate incidents with IntelliShield where applicable
Deliverable(s):

« Confirmed incidents logged in the Cisco RMS Configuration Management
Database (CMDB)

Incident record Incident record is considered to be a subset of incident management whereby
Cisco ticketing system captures alarm / event / correlation data, enriches with
relevant configuration item information, and creates incident ticket.

Activities:

« Enrich alarm information with relevant configuration item information from the
Cisco ROS CMDB

« Enrich alarm information with relevant IntelliShield information from the Cisco
IntelliShield

Deliverable(s):
« Create incident ticket

« Post incident ticket online via the portal for the customer to view all ticket
handling activities and milestones

Incident notification Incident notification is considered to be a subset of incident management whereby
Cisco will electronically notify (e-notify) designated customer contacts for new
incidents or milestones achieved during the incident management process. E-
notifications are sent to any email address or email-capable mobile device and will
include the incident ticket number. The customer (or its preferred vendor) can
always view incident status and detailed information via the Cisco RMS web
portal.

Activities:

» Automated electronic notification (e-notification) to specific customer contact(s)
based on customer’s notification requirements as agreed on during the service
activation process.

» Match customer’s notification profile with incident ticket milestones
Deliverable(s):

» Perform e-natification of incident tickets per customer’s notification profile
« Log e-natification records in the incident ticket

Incident priority and Incident priority and classification is considered to be a subset of incident
classification management whereby Cisco incidents will be managed according to the severity
level as determined by IT Infrastructure Library (ITIL®) service support framework.
Incident severity level depends on a variety of factors including predefined
incident ticketing attributes such as business impact, urgency and asset value (if
applicable and entered into Cisco’s Configuration Management Database during
the service activation phase).

Activities:

« Autoclassify incidents into fault, performance, or security incident categories
Deliverable(s):

« Properly prioritized incidents based on incident ticketing attributes

Incident closure Incident closure is considered to be a subset of incident management whereby
incident will be closed based incident closure requirement as agreed on during the
service activation process. In the event that the incident recurs, a new incident
ticket will be created to accurately reflect the recurring nature of the incident and
aid in the identification of problems. Depending on frequency, recurring incidents
may trigger the reactive Cisco recommended request for change (RFC) to resolve
the recurring incident. This incident is places on the customer to resolve.

Activities:

« Incident is autoclosed based of agreed service activation process.
« Deliverable(s):

« Autoclose the incident ticket

« Perform e-notification for this incident ticket event milestone, if requested by the
customer.
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Activities and Deliverables Description
Advanced security event Identifies suspicious patterns based on multidimensional correlated data
correlation enhancing security visibility by tying together diverse security activities across the

network. All-in-one correlation capability for addressing multistate rules,
vulnerability correlation, statistical algorithms with historical correlation that
identifies repeating patterns of attacks, automated slow attacks, anomalous event
patterns, potential threats to high-value assets and applies conditional logic to
identify likely attack scenarios with the ability to review past events to better
position real-time detection of current and future zero-day attacks.

Web-accessible portal Cisco provides an online portal for the customer to review tickets, ticket metrics,
and reports for all managed components of Cisco Remote Management Services
for Security.

Deliverable(s):

« Portal logins for each of the customers authorized employees

« Inventory information on the portal (as available per managed component)
including:

« System description

* Maintenance vendor

» Maintenance coverage type and contract number

« Serial number

« I[P address

« Incident and service request ticket information on the portal (as available)
including:

« Incident and service request ticket identification number: The tracking number
assigned by the Cisco SOC to each ticket

« Incident and service request ticket opened date and time: The date the ticket
was opened

« Incident and service request ticket description: A brief description of the
incident(s) or service request(s) detailed in the ticket

« Incident and service request ticket status: The current status of the ticket as
determined by the most recent note entered in to the ticket

« Site(s) affected: Within the ticket, the site locations where managed components
are affected

Management Services

The Cisco RMS for Security platform delivers a breadth of security management services, thereby
providing a comprehensive coverage of Cisco security devices. With this comprehensive coverage,
our Cisco Remote Management Services for Security engineers and analysts can co-manage more
of our customers’ Cisco security deployment and solutions, thereby helping to enable efficacy,
business continuity, and ultimately, productivity. Table 2 lists the management of Cisco security
technologies:

Table 2. Management of Cisco Security Technologies

Supported Cisco Devices

Cisco Intrusion Prevention * Cisco IPS 42xx Sensors

Systems * Cisco AIP-SSM for ASA 5500 Series Adaptive Security Appliances
* Cisco Catalyst® 6500 Series Intrusion detection System (IDSM-2) Services
Module

* Cisco 10S IPS for Integrated Services Routers
* Cisco IPS Advanced Integration Module for Integrated Services Routers

Cisco PIX 500 Series Security
Appliances * Cisco PIX 5xx Series Appliance

Cisco ASA 5500 Series Adaptive

Security Cisco ASA 55xx Series
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Supported Cisco Devices

Integrated Service Router Cisco ISR Series:
supporting Cisco I0S Firewall, * 8xx
Cisco IOS Intrusion Prevention .
System (IPS) 18xx
* 28xx
* 38xx
* 72xx
* 73xx
Cisco VPN * Cisco VPN 3xxx, ASA 55xx, PIX 5xx, Cisco ISR Series
Cisco MARS * Cisco MARS Series

Cisco Secure Access Control

System (ACS) Cisco Secure ACS 4.0 and 5.0

Web Application Firewall * Cisco ACE Web Application Firewall Appliance
Cisco Security Manager * Cisco Security Manager
Cisco Configuration Engine * Cisco Configuration Engine

The Cisco RMS for Security platform is designed to aggregate and correlate key data sources
including network protocols such as syslog and NetFlow to provide a more comprehensive view of
a customer’s network.

The Cisco RMS for Security platform is designed to deliver truly robust monitoring and
management capabilities that enable Cisco ROS to deliver a more holistic managed security
solution that better protects our customers from network attacks and emerging threats.

Monitoring Services

Networks evolve over time. Therefore, technology choices are made for various reasons, and
typically, most networks are heterogeneous environments, including products from various security
vendors. The Cisco RMS for Security platform delivers to our customers a more diverse coverage
of their network security deployment by monitoring security products from the most popular
vendors. Table 3 shows some included products.

Table 3. Third-Party Products

Supported Third-Party Devices

TippingPoint * TippingPoint IPS 210E, 600E, 1200E, 2400E, 5000E, SMS
IBM/ISS * IBM/ISS GX Series

Checkpoint * Checkpoint UTM, VSX, IAS, SM

Juniper * Juniper IDP, ISG, SRX, SSG, NSM

This ability to provide monitoring of multivendor products, as well as Cisco devices, provides our
customers a more robust service, by which more of the network is monitored, and malicious activity
is thwarted before it can affect business continuity. With this comprehensive monitoring of
multivendor security technologies, our customers benefit from the convenience and expertise of
one company providing their remote security monitoring solution. Additionally, while our platform
allows for the immediate monitoring of vendors listed above, Cisco will have the flexibility to grow
this list as our customers’ business needs dictate.

Actionable, Multitiered Correlation and Intelligence

In order to meet the security challenges that face today’s IT departments, Cisco RMS for Security
delivers actionable intelligence based on aggregated and correlated data. Without a specialized,
global perspective of risks and attacks, the ability to reduce those risks and protect networks, data,
and business continuity is diminished. Therefore, Cisco RMS for Security and its SOC experts are
part of a cohesive ecosystem of teams, products, and technology, working in concert to deliver
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real-world solutions for our customers’ individual security deployments. This multidynamic security

perspective is achieved through the following collaborative sources:

Cisco Security Intelligence Operations

The Cisco Security Intelligence Operations is a centralized security operations center, which
consists of data and teams working together to deliver ready-to-use intelligence and real-world
solutions for security risks as they occur on a global basis. This intellect is gathered and
investigated through a host of technology and teams. Table 4 shows these security intelligence
data streams.

Table 4. Security Intelligence Data Streams
Team Deliverable
Cisco STAT Team Vulnerability testing for Cisco equipment
Cisco Applied Develops white papers and rules for mitigating vulnerabilities for Cisco IPS technology
Intelligence Team
Cisco IPS Signature The team of engineers that develop and test the signatures for Cisco’s intrusion prevention
Development Team technology
Cisco Seekers A research team that analyzes hostile network activity as it appears globally, and then delivers to

our customers, solutions to mitigate malicious attacks. This team is involved in ongoing botnet
research, web browser exploit discovery, zero day server exploit discovery, SensorBase data
analysis, ongoing malware analysis, and open proxy attack vector analysis.

IntelliShield A team of engineers which investigate and deliver vendor neutral threat intelligence and means
to mitigate malicious attacks

SenderBase and Market-leading technology within both the Cisco IronPort mail security devices, as well as the

SensorBase Cisco IPS security devices which detects and alarms on global threats in real time, and reports

them, automatically, back to the Cisco Security Intelligence Operations, thereby allowing
protection globally, from threats seen in their infancy, locally.

Cisco’s Product Security | A dedicated, global team that manages the receipt, investigation, and public reporting of security
Incident Response Team | vulnerability-related information, related to Cisco products and networks.
(PSIRT)

ROS Security Operations | The team of security engineers and analysts that deliver the Cisco RMS for Security services.
Center This team of security experts encompass the delivery arm of the overall Cisco Security
Intelligence Operations.

Multitiered Correlation Capabilities

Through the ecosystem of intelligence gained from the Cisco Security Intelligence Operations, the
Cisco RMS for Security platform is capable of delivering powerful all-in-one correlation capabilities
that provide accuracy in identifying and mitigating current threats and attacks. Correlation is based
on a multidimensional engine in which rules are created, modified, and refined based on evolving
security threats and attacks, as well as the global intelligence described above. Table 5 lists these
correlation engines.

Table 5. Correlation Engines

Engine Function

Rules-based correlation | Single-state or multistate rules that are fired based on a series of conditions, time periods, and
rules that reduce the number of benign alarms, helping ensure rapid response to legitimate
attacks

Vulnerability correlation | Used to incorporate vulnerability data to reduce false alarms

Statistical correlation Provides the ability to analyze network behavior and identify threats based on severity and
anomalous event patterns

Historical correlation Provides the capability to identify patterns of repeating and automated slow attacks, which can
be concealed within millions of raw security events
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Cisco Remote
Management
Services for security
provide critical
security event
detection, analysis,
and remediation to
help you more cost-
effectively manage

your network security.

Cisco Security Management Application Platform

And finally, as part of the Cisco RMS for Security platform, we have made sure that data is
collected prior to correlation and analysis, from all managed sources. Therefore, depending on the
design and network traffic patterns of the customer’s security architecture, and as part of our
monitoring and management services, some customers may receive at least one ROS
Management Application Platform (MAP) 3050 appliance. The MAP 3050 appliances are an
extension of the Cisco ROS Data Communication Network (DCN) and are deployed on the
customer’s premises to aggregate, correlate, compress, and forward security event data back to
the Cisco ROS DCN. In addition, a Cisco ROS VPN termination router will be deployed on the
customer’s premises to facilitate management and monitoring network connectivity.

Benefits

Cisco Remote Management Services for Security provide critical security event detection, analysis,
and remediation to help you more cost-effectively manage your network security. These services
draw upon industry-leading practices developed through successful operations of millions of real-
world security environments, as well as detailed interactions with the Cisco teams that design and
develop Cisco security products. Cisco Remote Management Services for Security helps your
organization:

e Maximize the value of your security investments by keeping devices available, operational,
and up to date with the most current security configurations

e Focus your resources on strategic business projects by offloading the day-to-day security
monitoring and management operations of your IT infrastructure

¢ Reduce CapEx and OpEx by scaling your change, configuration, and release management
processes with support staff available 24 hours a day

Cisco RMS Web Portal

The Cisco RMS for Security web portal provides a very functional capability for our customers —
around the clock access to their managed security service and the Cisco SOC engineers
monitoring their network. In effect, the Cisco RMS for Security web portal allows our customers the
ability to “look over our shoulder” at the events and alarms that are generated from their managed
service, as well as the reporting and actions being taken by Cisco RMS for Security engineers and
analysts. As a function of the Cisco RMS for Security web portal, a suite of security reports are
available that can be used by either an executive or security engineer to garner information needed
to observe security incident trends as well as take concise action to remediate a threat. These new
reports provide a real-time view of the current security risks as well as the devices from which they
were generated. These reports are as follows:

¢ Intrusion Prevention Blocked Attack Reports
Top Blocked Attacks by Signature
Top Blocked Attacks by Sensor
Top Source Blocked Attacks
Top Destination Blocked Attacks
IPS Signature Categories
e Intrusion Prevention Summary Reports
Top Fired Signatures/Signature Severity

Top Attacker Source

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 7 of 10



Data Sheet

]

Top Attacked Destinations
Signature Severity Summary by Sensor
Top Fired Signatures Severity
e Firewall Summary Report
Total Denied Packets
Top Denied Source Addresses
Top Denied Destination Addresses
Top Denied Protocols
Top Denies by Access Control Policy
¢ Authentication Failure Reports
Top Source Address Failed Attempts
Top Destination Address Failed Authentication Attempts
Top Authentication Failures by Device
Top Username Failed Attempts
e Bandwidth Summary Reports
Top Applications
Top Source/Destination

Through the delivery of this comprehensive list of available reports, Cisco RMS for Security helps
ensure that the intelligence our customers receive as part of their managed service is actionable
while continuing to meet current and future security needs.

Why Cisco Services

Cisco Services make networks, applications, and the people who use them work better together.
Today, the network is a strategic platform in a world that demands better integration between
people, information, and ideas. The network works better when services, together with products,
create solutions aligned with business needs and opportunities.

The unique Cisco Lifecycle approach to services defines the requisite activities at each phase of
the network lifecycle to help ensure service excellence. With a collaborative delivery methodology
that joins the forces of Cisco, our skilled network of partners, and our customers, we achieve the
best results.

Cisco Remote Management Services for Security support the Cisco Self-Defending Network, an
architectural solution designed for the evolving security landscape. Security is integrated
everywhere, and with the help of a lifecycle services approach, enterprises can design, implement,
operate, and optimize network platforms that defend critical business processes against attack and
disruption, protect privacy, and support policy and regulatory compliance controls.

Availability, Ordering, and Further Information

Management Service Ordering Information
Table 6 lists Management Service ordering information.
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Table 6. Management Service Ordering Information

Product Description

Service Part

Cisco ASA Series Incident Management Service

CON-ROSF-ASAMG

Cisco ASA Series Incident Management Service Fail Over

CON-ROSF-ASAFO

Cisco ASA Series Incident Management Additional Contexts

CON-ROSF-ASACON

Cisco PIX Series Incident Management Service

CON-ROSF-PIXMG

Cisco PIX Series Incident Management Service Fail Over

CON-ROSF-PIXFO

Cisco PIX Series Incident Management Additional Contexts

CON-ROSF-PIXCON

Cisco ISR Series Security Incident Management Service

CON-ROSF-ISRSECMG

Cisco IPS Series Incident Management Service

CON-ROSF-IPSMG

Cisco IPS Series Incident Management Service Fail Over

CON-ROSF-IPSFO

Cisco IPS Series Incident Management Addition Virtual Sensor

CON-ROSF-IPSVS

Cisco VPN Management Service

CON-ROSF-VPNMG

Cisco Secure Access Control System Management Service

CON-ROSF-ACSMG

Cisco MARS Series Management Service

CON-ROSF-MARSMG

Table 7 shows Monitoring Service ordering information.

Table 7. Monitoring Service Order Information

Product Description

Service Part

Cisco ASA Series Incident Monitoring Service

CON-ROSF-ASAMN

Cisco PIX Series Incident Monitoring Service

CON-ROSF-PIXMN

Cisco ISR Series Security Incident Monitoring Service

CON-ROSF-ISRSECMN

Cisco IPS Series Incident Monitoring Service

CON-ROSF-IPSMN

Cisco Secure Access Control System Monitoring Service

CON-ROSF-ACSMN

Cisco MARS Series Monitoring Service

CON-ROSF-MARSMN

Juniper Firewall Series Monitoring Service

CON-ROSF-JNPFWMN

Juniper IDP Series Monitoring Service

CON-ROSF-JNPIDPMN

Juniper SSL VPN Monitoring Service

CON-ROSF-JNPSSLMN

CheckPoint Firewall 1 Monitoring Service

CON-ROSF-CHPFWMN

CheckPoint VPN 1 Monitoring Service

CON-ROSF-CHPVPNMN

TippingPoint IPS Monitoring Service

CON-ROSF-TIPMN

IBM ISS IPS Monitoring Service

CON-ROSF-IBMISSMN

Cisco Security Managed Application Platform

Table 8 lists Cisco Security managed application platforms.

Table 8. Cisco Security Managed Application Platforms

Product Description Service Part

Security MAP 3050 CON-ROSF-SECMAP

Security MAP 3050 Capacity Rate CON-ROSF-SECMAPCR

Security MAP 3050 yr2+ Service CON-ROSF-SECMAP2Y

Security Access Control Screening Router — Per Device ROS-RMS-IRScreen
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For more information about Cisco Remote Management Services for Security, visit
http://cisco.com/go/ros or contact your Cisco Services account manager. For more information
about the Cisco Security Intelligence Operations visit http://cisco.com/security.
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