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Service Providers today, such as AT&T, are offedtigrnative methods to connect to the PSTN via tRenetwork. Most of these services
utilize SIP as the primary signaling method am@mtralized IP to TDM gateway to provide on-net affehet services. AT&T IP FlexReach
is a Service Provider offering that allows conrmttio the PSTN and may offer the end customerlae/@ternative to traditional PSTN
connectivity via either analog or T1 lines. A deoadion device between these services and custowreed services is recommended. The
Cisco Unified Border Element provides demarcatgacurity, interworking and session management Gesvi

e This application note describes how to configufgisco Unified Communications Manager (CUCM) 6.1with a Cisco Unified
Border Element (CUBE) for connectivity to AT&T's IFex-Reach SIP trunk service. The deployment modegred in this
application note is Customer Premises Equipmeniqi6.1.1a/CUBE) to PSTN (AT&T IP Flex-Reach SIAT&T's IP Flex-
Reach provides inbound and outbound call servibes document does not address 911 emergency outhalis. For
911 feature service details contact AT&T directly.

* Testing was performed in accordance to AT&T'’s IBXHReach test plan and all features were verifi@y. features verified are:
inbound and outbound basic call (including inteioal calls), calling name delivery, calling numiaerxd name restriction, DNIS
translations, CODEC negotiation, advanced 8YY padmpter, intra-site transfers, intra-site confeiig, call hold and resume, call
forward (forward all, busy and no answer), fax gsin38 (G3 and SG3 speeds), teleconferencing atimbond calls to TDM networks

* The Cisco Unified Border Element configuration dethin this document is based on a lab environmétit a simple dial-plan used to
ensure proper interoperability between AT&T SIPwaek and Cisco Unified Communications. The confagion described in this
document details the important commands for sutiddsseroperability, and care must be taken byribevork administrator deploying
CUBE to ensure these commands are set per eaepediatequiring to interoperate to AT&T SIP network

e This application note does not cover the use dihgasearch spaces (CSS) or partitions on Ciscdie¢dhCommunications Manager. To
understand and learn how to apply CSS and paritiefer to the cisco.com link below:
http://www.cisco.com/en/US/docs/voice_ip_comm/cuaminiin/6_0_1/ccmsys/a03ptcss.html
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Figure 1.
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Hardware Components

Cisco 10S gateway running CUBE 1.2 (I0S image werdi2.4(15)XZ or later)

. Cisco Unified Border Element is an integrated Cikd8 Software application that runs on various {8forms, follow the
link for more detailshttp://www.cisco.com/go/cube

. Packet Voice Data Module (PVDM). You will need tstall DSP modules (PVDM) on CUBE if you require RITTranscoding
or Conference Bridge resources for codecs other Ghal1l.

Cisco MCS 7800 Series server (Cisco Unified Comications Manager)
Cisco IP Phones ( The topology diagram shows 78607861, but any Cisco IP phone model supportinGZ33 can be used)

Cisco I0S Gateway (only needed if fax, analog psareTDM systems are to interconnect). This compbney be a H323, SIP or
MGCP gateway, the protocol is optional and the ohds left up to the customers network design.

Software Requirements

Cisco Unified CM 6.1.1.2000-3 (6.1(1a)) and later aintenance releases. This solution was tesitibdowl.1a.

CUBE version 1.2 IOS version 12.4(15)XZ or lat€§Sl version 12.4(20)T or later . This configuratioas tested witADVANCED
ENTERPRISE SERVICEfadventerprisek9-mz.)

Cisco GW IOS Release: 12.4 or later.

The documented CUBE configuration can be supparitdthe following 10S feature setd®? VOICE, SP SERVICESADVANCED
IP SERVICESADVANCED ENTERPRISE SERVICESNT VOICE/VIDEO, IPIP GW, TDMIP GWINT VOICE/VIDEO, IPIPGW,
TDMIP GW AES

Consult your Cisco representative for the cort®& image and for the specific application and devinit License and Feature
License requirements for CUCM and CUBE
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Features Supported
e Basic Call using G.729 or G.711ulaw
e Calling Party Number Presentation and Restriction
e Calling Name
e AT&T Advanced 8YY Call Prompter (8YY)
* Intra-site Call Transfer
* Intra-site Conference, see caveat section forldetai
* Call Hold and Resume
e Call Forward All, Busy and No Asnwer
e AT&T IP Teleconferencing
e Faxusing T.38
* Incoming DNIS Translation and Routing
* CUBE: performs Delayed-Offer-to-Early-Offer conviersof an initial SIP INIVTE without SDP
*  Outbound calls to AT&T's IP and TDM networks
Features Not Supported
e CUCM/CUBE Codec negotiation of G.726
e AT&T does not supporBIP "Session Timer” (Session-Expires and Min-SEdlees)
* CUBE does not support outbound G711 Fax call whéhlGs used as fallback to a failed T.38 negotmtio
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*  When using G.729 between AT&T IP Flex-Reach and¢&ldnified Border Element/Cisco Unified Communioa Manager SIP
trunk it is required to configure a conference §edCFB) resource on CUBE in order for Cisco Urif@ommunications Manager IP
phone to initiate a three-way conference betwee20Gidedia end-points. See configuration sectiordé&tails.

*  For DTMF digit passing using RFC2833 you must seayoad-type value of 100 for "nte” (hamed-telepbavents DTMF) on CUBE
dial-peer pointing towards Cisco Unified Communimas Manager. AT&T has performed a best-effortrafteto harmonize it's IP
Flex-Reach SIP network to utilize Payload-type eaBT value)100 for RFC2833 (DTMF) applicationydl find you have an issue
with DTMF tones after you have configured the dgiakr for PT value=100, as per the configuratioticecplease see Appendix A for
a step-by-step guide on how to troubleshoot andiolthe PT value being negotiated within your "liwmetwork and how to change
your dial-peer settings to the newly acquired Pllea

e AT&T SIP trunk offering does not support the SIRSSion Timer”. Cisco CUBE version 1.2 (I0S 12.4K5)pr 12.4(20)T has been
enabled to address this limitation by default. T8 CLI administrator can also utilize SIP profilenfiguration in order to add,
modify or strip SIP headers from SIP messageseaadministrator sees fit. See configuration sedtomletailed example.

*  During an outbound fax call (CUCM to PSTN (IP FleeRh)) Cisco Unified Border Element is unable tepged to G711 after it has
rejected an initial attempt to negotiate T.38. Tdase is not likely to be encountered, as longodls the Cisco Unified CM and CUBE
are configured to accept T.38 fax calls. See condiion section for details.

*  Cisco Unified CM does not support early offer ofltimle codecs within a single SIP trunk. Even thio @JUBE can be configured to
offer G729 along with G711, CUCM will only accepetcodec it is configured to accept. A workaroumthts limitation is to create
two SIP trunks within CUCM pointing to CUBE (sanie address) and link the two trunks via Route Grigopfe List feature. See
configuration section for details.

* The CUBE depicted in figure 1 is not an AT&T managevice. The CUBE administration/management igaesibity of the
customer.

e  Fax calls from CUCM/CUBE to the AT&T HIPCS platforfail when the destination fax is a superG3 fax ma&. This affects all calls
routed to NPAs served by the AT&T HIPCS platfornenGult your sales representative or AT&T custonaee ¢o determine if you are
making calls to the numbering plan area servedbyAT&T HIPCS platform.
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Cisco 10S version

Cisco 10S Software, 3800 Software (C3825-ADVENTERPR
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Fri 11-Apr-08 21:09 by prod_rel_team

ROM: System Bootstrap, Version 12.3(11r)T2, RELEASE

c3825_CUBE uptime is 7 weeks, 3 days, 2 hours, 34 m
System returned to ROM by power-on
System image file is "flash:c3825-adventerprisek9_i

This product contains cryptographic features and is
States and local country laws governing import, exp
use. Delivery of Cisco cryptographic products does
third-party authority to import, export, distribute
Importers, exporters, distributors and users are re
compliance with U.S. and local country laws. By usi
agree to comply with applicable laws and regulation
to comply with U.S. and local laws, return this pro

A summary of U.S. laws governing Cisco cryptographi
http://www.cisco.com/wwl/export/crypto/tool/stqrg.h

If you require further assistance please contact us
export@cisco.com.

Cisco 3825 (revision 1.1) with 487424K/36864K bytes
Processor board ID FTX1025A25D

2 Gigabit Ethernet interfaces

1 Virtual Private Network (VPN) Module

DRAM configuration is 64 bits wide with parity enab
479K bytes of NVRAM.

4044784K bytes of USB Flash usbflashl (Read/Write)
62720K bytes of ATA System CompactFlash (Read/Write

Configuration register is 0x2102

Configuring Cisco Unified Border Element (CUBE)

ISEK9_IVS-M), Version 12.4(15)XZ,

SOFTWARE (fcl)
inutes

vs-mz.124-15.XZ.bin"

subject to United
ort, transfer and
not imply

or use encryption.
sponsible for

ng this product you
s. If you are unable
duct immediately.

¢ products may be found at:
tml
by sending email to

of memory.

led.

Critical commands are marked bold with footnote dasdcription at bottom of the page

Building configuration...
Current configuration : 5656 bytes
|

version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
|

© 2008 Cisco Systems, Inc. All rights reserved.
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hostname ¢3825 CUBE

!

boot-start-marker
boot-end-marker

!

logging message-counter syslog
logging buffered 100000000
no logging console

no logging monitor

enable password cisco

I

no aaa new-model

!

dot11 syslog

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3
ip cef

I

I
I
!
no ip domain lookup
no ipv6 cef
I
multilink bundle-name authenticated
I
I
!
voice-card 0
dspfarm
dsp services dspfarrh
I
I
!
voice service voip
address-hiding
allow-connections sip to sip
redirect ip2ip
fax protocol t38 Is-redundancy 0 hs-redundancy 0 fback pass-through g711ulav
h323
sip
midcall-signaling passthri’

! This command enables DSP farming, allowing DSBue=s to register to Cisco Unified CM as MTP, QB ranscoder
devices

2 Enables IP addressing hiding between the privatieark (CUCM side) and the public network (AT&T IReik-reach side)

% This command enables CUBES basic IP-to-IP voiceronication feature.

* This command enables T.38 fax at a global levelming all VolP dial-peers not configured for adfiefax protocol will
utilize this setting. If T.38 protocol must only bBpplied to indvidual dial-peers this command ningstlisabled using the “no”
form of the command and configure the same commader the appropriate dial-peers

® This command must be enabled at a global levelaimtain integrity of SIP signaling between AT&&twork and Cisco
Unified CM across CUBE.

© 2008 Cisco Systems, Inc. All rights reserved.
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sip-profiles 1°
I
I
!
voice class codec’l
codec preference 1 g729br8
codec preference 2 g729r8
codec preference 3 g711lulaw

voice class sip-profiles &

request INVITE sip-header Supported remove

request INVITE sip-header Min-SE remove

request INVITE sip-header Session-Expires remove

request INVITE sip-header Unsupported modify "Unsupported:

timer'

archive
log config
hidekeys

interface GigabitEthernet0/0

ip address xx.xx.xx.xx 255.255.255.0
duplex auto

speed auto

media-type rj45

I

interface GigabitEthernet0/1

ip address yy.yy.yy.yy 255.255.255.0
duplex auto

speed auto

media-type rj45

I

ip default-gateway XX.XX.XX.XX

ip forward-protocol nd

iP route XX.XX.XX. XX XX.XX.XX.XX XX XX. XX. XX

ip route yy.yy.yy.yy 255.255.255.0 GigabitEtherri&tO
ip http server

¢ Example of how to apply SIP profiles editing SIBssag headers

" This command enables multiple codec support arfdimes codec filtering required for correct inteevability between AT&T
SIP network and Cisco Unified CM.

8 Example of how to configure SIP profiles to edi® $nessage headers

© 2008 Cisco Systems, Inc. All rights reserved.
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no ip http secure-server
!
!
!
!
!
!
!
!
!
I

control-plane
I
I
I
I
I

scep local GigabitEthernet0/2

scep ccm 172.20.110.254 identifier 1 version 6.0
scep

I

sccp ccm group 1

associate ccm 1 priority 1

associate profile 1 register cfb0018185bb7al

I

dspfarm profile 1 conference
codec g729r8

codec g71lulaw

codec g729br8

maximum sessions 6
associate application SCCP

dial-peer voice 1999 voiff

description Outgoing dial-peer to AT&T
destination-pattern 1[1-9,1-9,1-9].......
signaling forward unconditional

rtp payload-type nse 99"

°® Commands to configure DSP resources as confeteitge (CFB) device for Cisco Unified CM

1% To configure a redundant outgoing dial-peer talsax second (backup) AT&T border element you wilate a second dial-
peer with the same config values except you wiltise :session target IP address for the AT&T Hamider element and you will
need to set the “preference” command under botkpdiars as appropriate.

© 2008 Cisco Systems, Inc. All rights reserved.
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rtp payload-type nte 1032
voice-class codec’{

voice-class sip g729 annexb-afl
voice-class sip early-offer forcet?
session protocol sipv2

session target ipv4:zz.zz.zz.7%%
incoming called-number 1..........
dtmf-relay rtp-nte *8

fax rate 14400

fax protocol t38 Is-redundancy 0 hs-redundancy Caflback pass-through g711ulaw’
fax-relay sg3-to-g3

I

dial-peer voice 732320 voip

description Outgoing dial-peer to Cisco Unified CM
destination-pattern 732320....

signaling forward unconditional

rtp payload-type nse 99

rtp payload-type nte 100

voice-class codec 1

voice-class sip early-offer forced

session protocol sipv2

session target ipv4:yy.yy.yy.yy

incoming called-number 732320....

dtmf-relay rtp-nte

fax rate 14400

fax protocol t38 Is-redundancy 0 hs-redundancy Caflback pass-through g711ulaw
fax-relay sg3-to-g3

sip-ua

no remote-party-id
!

!

!

gatekeeper

shutdown
!

1 This command frees payload type value 100, inralassign it to RFC2833 application (nte)

2 This command assigns payload type value 100 t¢RE€2833) application

13 Assigns voice class codec 1 settings to dial-femdec support and filtering)

14 This command allows CUBE to negotiate all flavoir&@29 codec and must be configured in order terogerate seamlessly
across AT&T's BVOIP services.

15 Example of how to configure Delayed-Offer to EaBlffer conversion on a per dial-peer basis.

'8 This command sets the destination ip addresseafetteiving SIP server.

Y This command sets dial-peer properties to incornaity with matching called number

18 This command enabled DTMF digit passing via RFC283

19 Example of how to configure T.38 fax on a per-gieér basis

© 2008 Cisco Systems, Inc. All rights reserved.
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I
line con 0

password cisco

login

line aux 0

linevty 04

exec-timeout 0 0

password cisco

login

I

exception data-corruption buffer truncate
scheduler allocate 20000 1000

end

© 2008 Cisco Systems, Inc. All rights reserved.
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Configuring the Cisco Unified Communications Manage r

Cisco Unified Communications Manager version

B Cisco Unified M Administration |v I Go

aluln  Cisco Unified CM Administration
cisco

For cisco Unified Communications Solutions
CCMAdministrator

System +  Call Routing ~  Media Resources +  Voice Mail Device +  Application =  User Management +  Bulk Administration +  Help +

Cisco Unified CM Administr

System version: 6.1.1,2000-3

Copyright © 1999 - 2006 Cisco Systems, Inc.
All tights reserved

This product contains cryptographic features and is subject to United States and local country laws governing impart, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to import, expart, distribute
or use encryption. Importers, exporters, distributars and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to camply with U.S. and
local laws, return this product immediately.

A summary of U.S, laws governing Cisco cryptographic products may be found at: http://wwr.cisco.com/wil/export/crypto/tool/stgrg.html.
If you require further assistance please contact us by sending email to export@cisco.com.

SIP Trunk configuration (Title page) single trunk

Jlmiln  Cisco Unified CM Administration N Cisco Unified CM administrtion WIRST

CISE0 L.\ Cisco Unified Communications Solutions

CCMAdministrator

System ~  CallRouting +  Media Resources ~  Yoice Mail +  Device v  Application = User Management ~  Bulk Administration ~  Help +

nd and List Trunl
E:} Add New @ Felect All @ Clear All g Delete Selected % Reset Selected

Status
@ 1 records found

Trunks (i-1of1) Rows per Page 50 ¥
Find Trunks where ‘Devlce Narme v |begins with | Clear Filter E

‘Se\ect itemn or enter search text v ‘
- Description Calling Search Space Device Pool Route Pattern Partition Route Group Priority Trunk Type SIP Trunk Security Profile
e I h I k K fil
— i c3825 CUBE SIP trunk to ATT CUBE LRG0 SIP Trunk hon Secure SIP Trunk Profile
[ Add New ] [ Select All ] [ Clear All ] [ Delete Selected ][ Reset Selected

© 2008 Cisco Systems, Inc. All rights reserved.
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Configuring a single SIP trunk configuration (G729only)

Cisco Unified CM Administration % 8 Go

vl Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions CCMAdministrator About

System »  Call Routing = Media Resources ~  Voice Mail v Device +  Application +  User Management = Bulk Administration ~  Help +

e Back To Find/List Go

Related

B Save x Delete % Reset E:}i Add New

Status ‘

@ Status: Ready

B3

— Device Information
Product SIP Trunk
Device Protacol: SIP
Device Name™® |c3825_cUBE
Description [sIP trunk to ATT |
Device Pool* [cuse ] ]
Comrmon Device Configuration ‘ < Mone = 4 ‘
Call Classification™ ‘Uge System Default ~ ‘
Media Resource Group List < None > ~
Location® [Hub_tone ¥
AAR Group [< Nore = ¥
Packet Capture Mode™ [None ~
Packet Capture Duration ‘0 ‘
[IMedia Termination Foint Required
Retry Video Call as Audio
[Crransmit UTF-& for Calling Party Mame
[Junattended Port

el Cisco Unified CM Administration % f§ Go

ed CM Administration

For Gi Unified C icati Soluti .
or Gisco Unified Communications Solutions CCMAdministrator

vl Cisco Uni
cisco

System v Call Routing = Media Resources v Voice Mail v Device »  Application v User Management Bulk Administration v Help +

(PEETCY NETICH) Back To Find/List vllco

B Save x Delete % Resst E“} Add New

’7 Multilevel Precedence and Preemption (MLPP) Information

MLPP Dama\n|< None » -

— €Call Routing Information

— Inbound Calls

Significant Digits* [ ~
Connected Line 1D Presentat\on*befau\t ¥
Connected Name Presentation® |Defau\t > ‘
Calling Search Space |< None = "‘
AAR Calling Search Space |< nore = ~

Prefix DN |

Redirecting Diversion Header Delivery - Inbound

— outbound calls

Calling Party Selection® ‘Oﬂg\nator’ hd ‘

calling Line ID Presentation® ‘Default @ ‘ N
Calling Marne Presentation™ |Default 2

Caller 1D DN ‘ |

Caller Mame |

Redirecting Diversion Header Delivery - Cutbound

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 13 of 50



T
CISCO.

vhale  Cisco Unified CM Administration
cisco

For Gisco Unified Communications Solutions

System +  Call Routing +  Media Resources ~  Voice Mail v Device +  Application +  User Management +  Bulk Administration +  Help +

Trun

Q Save x Delete %’ Reset If‘} Add New
L

Caller Narme ‘ ‘

nfiguration Related Links: [ R A= v NGo

Red\rectmg Diversion Header Delivery - Qutbound

— SIP Information
Destination Address™ ‘172‘20,110‘1

[ pestination Address is an SRV

Destination Port™® ‘5060 ‘
MTP Preferred Originating Codec™ Fliulaw

Presence Group™® | standard Presence group ¥
S1P Trunk Security Profile™ [Non Secure SIP Trunk Profile ¥
Rerouting Calling Search Space ‘< MNone = "‘
Qut-Cf-Dialog Refer Calling Search Space ‘ < hone > v ‘
SUBSCRIBE Calling Search Space ‘( Mone > V‘
1P Profile * [Standard SIP Profile ¥
DTMF Signaling Method™® |rFC 2833 |

[De\ete ] [ Add New ]

@ *- indicates required item,

@ **_ Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration,

B3

The device pool setting, along with the regionisgtwithin the device pool, determines the codemiad

© 2008 Cisco Systems, Inc. All rights reserved.
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Configuring two SIP trunks to enable support for G729 and G711 end-points

I Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

CCMAdministrator About

System ~  Call Routing +  Media Resources = Voice Mall = Device =  Application User Management ~  Bulk Administration = Help +

nd and List Trunks
If‘} Add Newr @ Select All @ Clear All @ Delgte Selected % Reset Selected

Status
@ 4 records found ‘
Trunks (I -4ofd4) Rows per Page 50
Find Trunks where ‘ Device Name ~ | begins with v| Clear Filter E
‘Se\ect itern or enter search text v ‘
| e 2 Description Calling Search Space Device Poal Route Pattern Partition Route Group Priority Trunk Type 51P Trunk Security Profile
o = 2801 Q711 Default 4067 SIP Trunk Mon Secure SIP Trunk Profile
r - €3825 CUBE SIP trunk to ATT CUBE ©3825 CUBE 2 SIP Trunk Mon Secure SIP Trunk Profile
0 2 £3825 CUBE G711 to ATT using G711 Default 3825 CUBE 1 SIP Trunk Mon Secure SIP Trunk Profile
r % fony c3B825 fax only CUBE SIP Trunk Mon Secure SIP Trunk Profils
[ Add Mew ][ Select All ][ Clear All H Delete Selected H Reset Selected

G729 SIP trunk

(PWEEL Cisco Unified CM Administration (& il Go

I1a
cisco

For Cisco Unified Gommunications Solutions

CCMAdministrator About

System v  Call Routing +  Media Resources v Yoice Mail = Device =  Application +  User Management v  Bulk Administration v Help +

Trunk Configuration Related Links: BEC SRl {iES ¥ | Go
B Save x Delete % Reset E“} Add New
~

@ Status: Ready

Status ‘

— Device Information
Product: SIP Trunk
Device Protocol: SIP
Device Name™® |C3525 CUBE
Deseription [s1P trunk to ATT |
Device Pool® [cuBe | ]
common Devics Configuration | < Mone > v
call Classification™® [Use system Default ¥
Media Resource Group List ‘< None = v‘
Location* [ Hub_More ¥
AAR Group < Mone = |
Packet Capture Mode* [None v
Packet Capture Duration ‘0 ‘
[IMedia Termination Point Required
Ratry Wideo Call as Audio
[ rransmit UTF-8 for Calling Party Marme
[[Junattended Port

© 2008 Cisco Systems, Inc. All rights reserved.
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EWEEERY Cisca Unified Ci Administration (&

all  Cisco Unified CM Administration

CISEQ  or Gisco Unified Communications Solutions

CCMAdministrator

System v  Call Routing v  Media Resources v Voice Mail »  Device +  Application =  User Management +  Bulk Administration +  Help +

Trunk Configuration [P e e A "1l Back To Find/List v NGo

B Save x Delete %’ Resst E“} Add New

’7 Multilevel Precedence and Preemption (MLPP) Information

MLPP Domain ‘ < None > v

— Call Routing Information

r— Inbound Calls

significant Digits™* [au 8
Connected Line 1D Presentat\on*l[)efau\t b ‘
Connected Name Presentation® |Defau\t > ‘
Calling Search Space |« more = 8
AAR Caling Search Space |< None > "‘

Prefix DM | |

Redirecting Diversion Header Delivery - Inbound

— Outbound calls

Calling Party Selection® |ariginator ¥

Calling Line ID Presentation® ‘Default "l N
Calling Name Presentation® ‘Default "l

Caller 1D DN ‘ |

Caller Name

Redirecting Diversion Header Delivery - Qutbound

— SIP Information
Destination Address™® ‘172 20.110.1 ‘

[ Destination Address is an SRY

Destination Port™® [5060 |
MTP Preferred Griginating Codec® Z11ulaw

Presence Group”c ‘Stamdard Presence group > ‘
S1P Trunk Security Profile® \Non Secure SIP Trunk Profile he ‘
Rerouting Calling Search Space ‘< None = 2 ‘
out-Of-Dialog Refer Calling Search Space ‘ < Mone = v ‘
SUBSCRIEE Calling Search Space < More = ]
SIP Profile® [standard STP Profile v
DTMF Signaling Method™® |RFC 2833 ]

[ Delete ] Add New ]

@ *- indicates required item.

@ **_ Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration, -
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T
CISCO.

G711 SIP trunk

Al Cisco Unified CM administration ‘v | Go

aluln  Cisco Unified CM Administration

cisco : i Bt q
For Gisco Unified Communications Solutions -
CCMAdministrator

System +  Call Routing ~  Media Resources +  Voice Mail Device +  Application +  User Management +  Bulk Administration +  Help +

I Back To Find/List v i Go

Trunk Configuration Related

B Save x Delete % Reset E“} Add New

Status

@ Status: Ready

— Device Information

>

Product: SIP Trunk
Device Protocol: SIP
. *
Device Mame |C38257CUBE76711
Description [to ATT using 6711

Device Pool*

commmon Device Configlration |« none > v
Call Classification® [Use system Default v
Media Resource Group LISt [« one > v
Location™ ‘HubiNone "‘
AAR Group < More = v
Packet Capture Mode™ [None ]
Packet Capture Duration ‘0 ‘

[Jmedia Termination Point Required
Retry video Call as Audio
[ Transrmit UTF-8 for Calling Party Name

[ unattended Port

NEMEEL=Y Cisco Unified C Administration '+

all  Cisco Unified CM Administration

cIsco . e Bl q
For Gisco Unified Communications Solutions CCMAdministrator

System v  Call Routing v  Media Resources v Voice Mail »  Device +  Application =  User Management +  Bulk Administration +  Help +

Trunk Configurati [P e A "1l Dack To Find/List v NGo

B Save x Delete % Reset E“} Add New

’7 Multilevel Precedence and Preemption (MLPP) Information ‘

n

>

MLPP Domain | < None > v

— Call Routing Information

— Inbound Calls

Significant Digits* |2 a
Connected Line 1D Presentat\on*befau\t > ‘
Connected Name Presentation™ |Defau\t e ‘
Calling Search Space |< None > "‘
AAR Caling Search Space [ < nore > 2
Prefix DM [ |

Redirecting Diversion Header Delivery - Inbound

— ©Qutbound calls

Calling Party Selection® |ariginator |

Calling Line 1D Presentation® ‘Default “’l I
Calling Name Presentation® ‘Default "l

Caller ID DN

Caller Name ‘ ‘

Redlr’ectmg Diversion Header Delivery - Quthound
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T
CISCO.

[ SIP Information
M
Destination Address 172,20,110.1

[ bestination Address is an SRY
*
Cestination Port’ 5060

MTP Preferred Griginating Codec™

Presence Group™® Standard Presence group v
SIP Trunk Security Profile® hon Secure SIP Trunk Profile v
Rerouting Calling Search Space < MNone = >
Qut-0f-Dialog Refer Caling Search Space | < None = he
SUBSCRIBE Calling Search Space < Nohe > v
SIP Profile® Standard SIP Profile %
DTMF Signaling Method* No Preference he

. [De\ete] [ Add hew

® *_ indicates required item.

@ **_ Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration,

v

Value under “Device Pool” is set to “Default”, théstting determines what device pool value is taded for this trunk. The Device
Pool setting ‘Region’ determines what codec to $&duin this example codec G711 (Default).
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T
CISCO.

Configuring Route Group and Route List linking G729and G711 SIP trunks to a single outbound trunk.

Route group

all  Cisco Unified CM Administration

€ISC® [ cisco Unified Communications Solutlons

System +  Call Routing +  Media Resources +  Voice Mail =  Device =  Application =  User Management +  Bulk Administration +  Help +

ind and List Route Groups

E“} Add New @ Select All @ Clear All E Delete Selected

Status
@ 1 recerds found ‘
Route Group (2 -1 0f1) Rows per Page 50 %
Find Route Group whers Route Group Narne |begins with v [ Clear Filter
I Name *
I 3825 CUBE

[ Add New ][ Select All ][ Clear All ” Delete Selected ]

Cisco Unified CM Administration % B Go

alml  Cisco Unified CM Administration

CIS€C L, Cisco Unified Communications Solutions A 0

System +  Call Routing ~  Media Resources ~  Voice Mail =  Device - Application = User Management = Bulk Administration ~  Help =

Route Group Configuration [N e s A PeTl Back To Find/List Go

B Save x Delete H‘}i Add Newr

— Route Group Information

Route Group Name® |esm25_cuse

Distribution Algorithm™® ‘Top Cown b

— Route Group Member Information

— Find Devices to Add to Route Group

Device Name contains ‘ Find

Available Devices* ¥ [cz25_cUBE
3825 _CUBE_G711
tony_c3825_fax_only

Port(s) None Available hé

r— Current Route Group Members

Selected Devices™ ™ [3825_cUBE_G711 (Al Forts)
3825_CUBE (Al Ports)

x I Reverse Order of Selected Devices ]

Removed Devices¥¥¥*

<

Removed Devices¥¥¥*

— Route Group Members
gcsazs CUBE G711

ac3525 CUBE

@ *_indicates required item.

@ **gelect device, select port, and click Add to Route Group
@ ***0rdered by highest priority

@ FEEE Il be removed from Route Group when you dick Update

L2
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CISCO.

Route List

EWEEERY Cisca Unified Ci Administration (&

all  Cisco Unified CM Administration

cIsco . e S q
For Gisco Unified Communications Solutions -
CCMAdministrator

System +  Call Routing +  Media Resources +  Voice Mail =  Device =  Application =  User Management +  Bulk Administration +  Help +

nd and List Route

dl} Add New @ Select All @ Clear All @ Delete Selected % Reset Selected

Status

@ 1 records found

ts

Route List (Z-210of1) Raws per Page 50
Find Route List where ‘ Name v |begins with v [ Clear Filter ]
| | R Description Enabled Status
0 3825 CUBE RL true Registered with CM-BARZA
[ Add New ][ Select All ][ Clear All ] [ Delete Selected ] [ Reset Selected
istration
For Cisco Unified Communications Solutions CCMAdministrator About

System +  Call Routing ~  Media Resources ~  Voice Mail =  Device - Application = User Management = Bulk Administration ~  Help =

("E Back To Find/List v N Go

Route Related

B Save x Delete

st Configuration

Copy % Reset E“} Add New

Status ~
’7 Status: Ready
— Route List Information
®
blame |ca825_cuBE_RL
Description | |
Cisco Unified Communications Manager Group*|Defau\t v
Enable this Route List (change effective on Save; no reset required)
— Route List Member Information
Selected Groups**  [c3325_cUBE
A
Removed Groups ¥ ¥#*
Route List Details
’7 ﬁ c3825 CUBE
v

Delete Reset Add New
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CISCO.

Regions (codec settings)

stration

For Cisco Unified Communications Solutions

CCMAdministrator About

System +  Call Routing ~  Media Resources +  Voice Mail = Device +  Application = User Management +  Bulk Administration ~  Help «

nd and List Regions

If‘} Add New @ Select All @ Clear All E Delete Selected

Status
’7 2 records found

Regions (1 -2of2)

Rows per Page 50

Find Regions where Name |begins with (v | | [ Clear Filter
u Name
I CUBE
| Default

[ Add New ][ Select All ][ Clear All ” Delete Selected ]

EWEEERY Cisca Unified Ci Administration (&

all  Cisco Unified CM Administration

cisco : i Rl .
For Gisco Unified Communications Solutions CCMAdministrator

System v  Call Routing v  Media Resources v Voice Mail »  Device +  Application =  User Management +  Bulk Administration +  Help +

LR NTCH Back To Find/List v Nl Go

Region Configuration

B Save x Delete % Reset E“} Add New

’7 Region Information
M

*
ame™ [FUBE

— Region Relationships

MOTE: Regions(s) not displayed

Use System Default

Use System Default

Link Loss Type

Region Audio Codec Video call Bandwidth
CUBE 3.729 384 Use System Default
Default 3,729 384 Use system Default

Use System Default

— Modify Relationship to other Regions
Regions

CUBE
Default

Audio Codec

Keep Current Setting '

video call Bandwidth

@ Keep Current Setting
Quse Systemn Default
O Nore

O] bps

Link Loss Type

Keep Current Setting

Add hew

[ Delete ]

@ *_ indicates required item.

@ **The Audio Codec selection determines bandwidth only, The @.711 and G722 codecs both result in a maximum bandwidth of 64 Kbps between regions and can be used interchangeably,
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CISCO.

all  Cisco Unified CM Administration

CISEQ  or Gisco Unified Communications Solutions

Device v Application =  UserManagement ~  Bulk Administration ~  Help +

Media Resources +  ‘Voice Mail +
Back To Find/List v N Go

System +  Call Routing +
Related Link:

Region Configuration

B Save x Delete %’ Reset E“} Add New

’7 Region Information
!

ame ™ l:]efault

— Region Relationships
Region Audio Codec video call Bandwidth Link Loss Type
CUBE G5.729 384 Use Systemn Default
Default 3,711 384 Use System Default

Use System Default Use System Default Use System Default

MOTE: Regions(s) not displayed

video Call Bandwidth Link Loss Type

— Modify Relationship to other Regions
Regions Audio Codec
CLUEBE Keep Current Setting » @ Kesp Current Setting Keep Current Setting
Quse Systemn Default

Default
O Nore

O] brs

Add hew

[ Delete ]

@ *_ indicates required item.
@ **The Audio Codec selection determines bandwidth only, The G.711 and G722 codecs both result in a maximum bandwidth of 64 Kbps between regions and can be used interchangeably,
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T
CISCO.

Device Pool
Physical Location < Noneg > he
Device Mobility Group < Nohe > i

— Device Mobility Related Information™***
Device Mobility Calling Search Space | < None > v
AAR Calling Search Space < Mone > >
ALR Group < None = hd

® *- indicates required item.
® **number of devices that have to be reset when this device pool is updated. To see a detailed list of these devices and other dependencies, click on Dependency Records

® **¥leave blank to use default.

® *#***Thege three parameters will overwrite device level settings when device is roaming and in the same device mobility group.
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Route Pattern Example (Outbound calls)

This example shows a “Route List (group of two 8Lks)” as the configured outgoing trunk, under tGateway/Route List”
parameter. If only a single SIP trunk has beeniganéd you would set select the SIP trunk name utidesame parameter.
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10S conference bridge for G729 conferencing
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Transcoder configuration

If your network will support more than one codew/fir, it is recommended to have a transcoder resaur Cisco
Unified CM.

Sample 10S gateway configuration for transcoder reigtration to Cisco Unified CM
voice-card 0

dsp services dspfarm

!

éccp local FastEthernet0/0

scep cecm 172.20.110.254 identifier 1
scep

|

éccp ccm group 1

associate ccm 1 priority 1

associate profile 1 register mtp001121fb3644
|

dspfarm profile 1 transcode
codec g711lulaw

codec g71lalaw

codec g729hbr8

codec g729r8

codec g729abr8

codec g729ar8

maximum sessions 27
associate application SCCP
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Sample DNIS Translation-Pattern
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IP phone configuration

The drop-down menu for “Device Pool” setting is wihoabove. This is to demonstrate the options madiable and each option
determines a codec value this end-point will UBEUBE is chosen G729 will be the codec, if Defaslithosen G711 will be the codec. These
values are respective to the configured settingsamh Device Pool created and configured.
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IP Phone DN configuration
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(Optional) SIP Gateway (for fax interface)
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Enabling PRACK for early-media negotiation

PSTN network call prompters that utilize early-needit-through to offer menu options to the callT¥F select menu) before the
call is connected. In order for the CUCM/CUBE simlntto achieve successful early-media cut-throlnghGQUCM to CUBE call leg must be
enabled with SIP PRACK. To enable SIP PRACK on €idaified CM you must set the parameter “SIP RelXXKnabled” to “True”. The
parameter is found under SysterBervice Parameters<Server Name or IP addressxXisco CallManager (service)Clusterwide Parameters
(Device-SIP), in the Cisco Unified CM.
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(Optional) Configuring a Cisco I0S Gateway for T.38  using SIP

Critical commands have been bolded

Building configuration...
Current configuration : 2002 bytes
I

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

I

hostname c2801

!

boot-start-marker
boot-end-marker

!

logging buffered 100000000
no logging console
enable password cisco
!

no aaa new-model

ip cef

!

!

!

!

multilink bundle-name authenticated
!

!

voice-card 0

dsp services dspfarm

!

!

!

voice service voip

h323

!

!

voice class codec 1

codec preference 1 g729br8
codec preference 2 g729r8
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!

archive
log config
hidekeys

interface FastEthernet0/0

ip address 172.20.110.111 255.255.255.0
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

shutdown

duplex auto

speed auto

|

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 172.20.110.1
|

ip http server
no ip http secure-server
|

|
|
]
control-plane
|

!

!

voice-port 0/0/0
timeouts ringing infinity
!

voice-port 0/0/1

!

!

!

dial-peer voice 4067 pots
description Fax test set
destination-pattern 4067
port 0/0/0

forward-digits 0

dial-peer voice 4060 voip
destination-pattern 406[1-6]
rtp payload-type nse 99

rtp payload-type nte 100
voice-class codec 1
session protocol sipv2
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session target ipv4:172.20.110.254

incoming called-number 4067

dtmf-relay rtp-nte

fax rate 14400

fax protocol t38 Is-redundancy 0 hs-redundancy O f allback pass-through g711lulaw

fax-relay sg3-to-g3

|
dial-peer voice 1999 voip
description outgoing fax call to AT&T
destination-pattern 1..........
rtp payload-type nse 99
rtp payload-type nte 100
voice-class codec 1
session protocol sipv2
session target ipv4:172.20.110.254
dtmf-relay rtp-nte
fax-relay sg3-to-g3
fax rate 14400
fax protocol t38 Is-redundancy 0 hs-redundancy O f allback pass-through g711lulaw

fax-relay sg3-to-g3

|

|

!

line con 0
password cisco
login

line aux 0

line vty 0 4
exec-timeout 0 0
password cisco
login

|

scheduler allocate 20000 1000
end
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Acronym Definitions

SIP Session Initiation Protocol

MGCP Media Gateway Control Protocol

SCCP Skinny Client Control Protocol

CuCM™M Cisco Unified Communications Manager
CUBE Cisco Unified Border Element
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Troubleshooting DTMF interoperability issues (RFC28 33 payload-type value mismatch)

For proper end-to-end transmission of DTMF tonesgssary when accessing Auto Attendant (IVR) oc¥ onail applications, the IETF has
defined RFC2833 to ensure DTMF interoperabilitymsn systems. Both AT&T IP FlexReach services asdddUnified Border Element
support RFC2833, but there is a caveat as to heaoGinified Border Element has implemented RFC288% RFC2833 implementation
caveat may cause DTMF issues during calls origigaftiom AT&T network towards Cisco Unified CM (PSTNAT&T IP FlexReach Cisco
UC user/application), this is a non-issue for catiginating on the Cisco UC side out towards ATETFlexReach network. This appendix
provides a step-by-step procedure of how to traaet and repair any DTMF interoperability issuat tinay arise between your Cisco Unified
Communications Manager/Cisco Unified Border Elensmitition and AT&T IP FlexReach services. AT&T's HiexReach services has the
ability to assign RTP payload-type value dynamicallorder to transport DTMF payloads over RTP (RB83), although Cisco Unified
Border Element is capable of supporting any valitkimwthe dynamically assignable range (96-127€ignified Border Element can not
dynamically assign the payload-type value. The €ldnified Border Element dial-peer configurationsnhe configured (hardset) to the
payload-type value expected on the incoming diekpe

Example:
dial-peer voice 732320 voip
description dial-peer to Cisco Unified CM
destination-pattern 732320....
signaling forward unconditional
rtp payload-type nse 99
rtp payload-type nte 100
voice-class codec 1
voice-class sip early-offer forced
session protocol sipv2
session target ipv4:yy.yy.yy.yy (Cisco Unified CM IP address)
dtmf-relay rtp-nte
fax rate 14400
fax protocol t38 Is-redundancy 0 hs-redundancy O f allback pass-through g711ulaw
fax-relay sg3-to-g3

For this reason AT&T has taken a best effort apgiida harmonize all SIP systems within their IPxReach service to utilize RTP payload-
type value “100” and that is why this applicatiosten utilizes value 100 in its dial-peer configuoatexamples. But, because AT&T cannot
guarantee a RTP payload-type value of “100” willdfiered in all provisioning instances you can de&iP debug commands on the Cisco
Unified Border Element to obtain the RTP payloagetyalue being offered within the initial SIP IN\VETmessage sent by AT&T on incoming
calls. Please follow instructions below.

Step 1:
telnet or connect to the CUBE console and conéidiiP messages trace capture

Router>
Enter privileged EXEC mode

Router>enable
Router#

Enter global config mode

Router# config t
Router(config)#

If telnetted, set logging buffer for debug capture and allocate sufficient buffer size to capture SIP messages

Router(config)# logging buffered debug <enter>
Router(config)# logging buffered 10000000 <enter>
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If consoled, set logging console and buffer size

Router(config)# logging console<enter>
Router(config)# logging buffered 10000000 <enter>

Enable SIP messages debug trace capture

Router# debug ccsip messages<enter>
SIP Call messages tracing is enabled

Step 2:

Place a call from the PSTN dialing your AT&T IP FlexReach provisioned DID number in order for the call to be directed to
your Cisco Unified Border Element (CUBE). At this point your CUBE would have received the call and captured the related SIP
messages.

Step 3:
Perform a “show logging” command to print out 8i® message trace on the CUBE CLI prompt.

Example:
Router# show logging
Syslog logging: enabled (0 messages dropped, 2 messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging: disabled

Buffer logging: level debugging, 1816 messages logged, xml disabled,
filtering disabled

Logging Exception size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.
ESM: 0 messages dropped

Trap logging: level informational, 56 message lines logged
Log Buffer (100000000 bytes):

*Jul 1 23:23:47.387: /1-1/x000000¢0¢xx/ SIP/Msg/eesipDisplayMsg:

Received:

INVITE sip:7323204065@x.x.x.x:5060 SIP/2.0

Via: SIP/2.0/UDP y.y.y.y:5060;branch=z9hG4bK2rnefs20d80h0dc95681.1

From: "OUT_OF_AREA" <sip:+15108280583@y.y.y.y:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@x.x.x.x;user=phone>

Call-ID: ASE_1214951256345_5608_null_z.z.z.z

CSeq: 1 INVITE

Max-Forwards: 68

Contact: <sip:+15108280583@y.y.y.y:5060;transport=udp>

P-Asserted-ldentity: "OUT_OF_AREA" <sip:5108280583@y.y.y.y:5060>

P-DCS-Billing-Info: CC152DB5003D6BD400000000312D303530303030000058A7/0@z.2.2.2
Allow: INVITE,ACK,CANCEL,BYE,INFO,PRACK

Accept: application/sdp, application/isup, application/dtmf, application/dtmf-relay, multipart/mixed
Accept-Language: en; g=0.0

Content-Length: 268
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Content-Disposition: session; handling=required
Content-Type: application/sdp

v=0

o0=Sonus_UAC 26532 12960 IN IP4 y.y.y.y
s=SIP Media Capabilities
c=INIP4y.y.yy

t=00

m=audio 26798 RTP/AVP 18 0 100
a=rtpmap:18 G729/8000
a=rtpmap:0 PCMU/8000
a=rtpmap:100 telephone-event/8000
a=fmtp:100 0-15

a=sendrecv

a=maxptime:20

*Jul 1 23:23:47.395: //-1/xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 100 Trying

Via: SIP/2.0/UDP y.y.y.y:5060;branch=z9hG4bK2rnefs20d80h0dc95681.1
From: "OUT_OF_AREA" <sip:+15108280583@y.y.y.y:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@x.x.x.x;user=phone>

Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-ID: ASE_1214951256345_5608_null_z.z.z.z

Server: Cisco-SIPGateway/|0S-12.x

CSeq: 1 INVITE

Allow-Events: telephone-event

Content-Length: 0

*Jul 1 23:23:47.399: /1-11xx0000000kkxx! SIP/Ms g/ cesipDisplayMsg:

Sent:

INVITE sip:7323204065@172.20.110.254:5060 SIP/2.0

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z9hG4bK7F1734

From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED
To: <sip:7323204065@172.20.110.254>

Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-ID: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Cisco-Guid: 2532160513-1190859229-2166670528-1526950391

User-Agent: Cisco-SIPGateway/I0S-12.x

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 1214954627

Contact: <sip:+15108280583@172.20.110.1:5060>

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 67

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 307

v=0
0=CiscoSystemsSIP-GW-UserAgent 1097 6859 IN IP4 172.20.110.1
s=SIP Call

c=IN IP4 172.20.110.1

t=00

m=audio 16406 RTP/AVP 18 0 100 19
c=IN IP4 172.20.110.1

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=yes

a=rtpmap:0 PCMU/8000
a=rtpmap:100 telephone-event/8000
a=fmtp:100 0-15

a=rtpmap:19 CN/8000

*Jul 1 23:23:47.611: /1-1/xxx00000¢kkxx! SIP/Msgl/cesipDisplayMsg:
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Received:

SIP/2.0 100 Trying

Date: Tue, 01 Jul 2008 22:19:22 GMT

From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED
Allow-Events: presence

Content-Length: 0

To: <sip:7323204065@172.20.110.254>

Call-ID: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z9hG4bK7F1734

CSeq: 101 INVITE

*Jul 1 23:23:47.911: /]-1/xxx00000¢kkxx/ SIP/Ms g/ ecsipDisplayMsg:

Received:

SIP/2.0 180 Ringing

Date: Tue, 01 Jul 2008 22:19:22 GMT

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, PUBLISH
From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED

Allow-Events: presence

Remote-Party-ID: "UCM61-4065-" <sip:4065@172.20.110.254>;party=called;screen=yes;privacy=off
Content-Length: 0

To: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
Contact: <sip:7323204065@172.20.110.254:5060>

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z29hG4bK7F1734

CSeq: 101 INVITE

*Jul 1 23:23:47.911: /]-1/xxx000000kkxx! SIP/Msg/ecesipDisplayMsg:

Sent:

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP y.y.y.y:5060;branch=z9nG4bK2rnefs20d80h0dc95681.1

From: "OUT_OF_AREA" <sip:+15108280583@y.y.y.y:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@x.x.x.x;user=phone>;tag=7239B138-19B0

Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-ID: ASE_1214951256345_5608_null_z.z.z.z

Server: Cisco-SIPGateway/|O0S-12.x

CSeq: 1 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Contact: <sip:7323204065@x.x.X.x:5060>

Content-Length: 0

*Jul 1 23:23:53.387: /1-1/xxx00000¢kkxx/ SIP/Ms g/ cesipDisplayMsg:

Received:

SIP/2.0 200 OK

Date: Tue, 01 Jul 2008 22:19:22 GMT

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, PUBLISH
From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED

Allow-Events: presence

Supported: replaces

Remote-Party-ID: "UCM61-4065-" <sip:4065@172.20.110.254>;party=called;screen=yes;privacy=off
Content-Length: 218

To: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
Contact: <sip:7323204065@172.20.110.254:5060>

Content-Type: application/sdp

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z9hG4bK7F1734

CSeq: 101 INVITE

v=0

0=CiscoSystemsCCM-SIP 2000 1 IN IP4 172.20.110.254
s=SIP Call

c=IN1P4 172.20.110.196

t=00
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m=audio 29400 RTP/AVP 18 100
a=rtpmap:18 G729/8000
a=ptime:20

a=rtpmap:100 telephone-event/8000
a=fmtp:100 0-15

*Jul 1 23:23:53.387: /1-1/xxx0000¢kkxx! SIP/Ms g/ cesipDisplayMsg:

Sent:

ACK sip:7323204065@172.20.110.254:5060 SIP/2.0

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z9hG4bK80246F

From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED
To: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1
Max-Forwards: 70

CSeq: 101 ACK

Allow-Events: telephone-event

Content-Length: 0

*Jul 1 23:23:53.391: //-1/xxxxxxaxaxxxxx/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 200 OK

Via: SIP/2.0/UDP y.y.y.y:5060;branch=z9hG4bK2rnefs20d80h0dc95681.1

From: "OUT_OF_AREA" <sip:+15108280583@y.y.y.y:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@x.x.x.x;user=phone>;tag=7239B138-19B0

Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-ID: ASE_1214951256345_5608_null_z.z.z.z

Server: Cisco-SIPGateway/|O0S-12.x

CSeq: 1 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Contact: <sip:7323204065@x.x.X.x:5060>

Supported: replaces

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 274

v=0
0=CiscoSystemsSIP-GW-UserAgent 9758 2556 IN IP4 x.x.x.x
s=SIP Call

c=IN IP4 X.X.X.X

t=00

m=audio 19416 RTP/AVP 18 100
c=IN IP4 x.x.x.x

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=yes
a=rtpmap:100 telephone-event/8000
a=fmtp:100 0-16

a=ptime:20

*Jul 1 23:23:53.555: //-1/xx0000000kxx! SIP/Ms g/ eesipDisplayMsg:
Received:

ACK sip:7323204065@x.x.x.x:5060 SIP/2.0

Via: SIP/2.0/UDP y.y.y.y:5060;branch=z9hG4bK2juhh830187g2dc9u641.1
Max-Forwards: 69

To: <sip:7323204065@x.x.x.x;user=phone>;tag=7239B138-19B0

From: "OUT_OF_AREA" <sip:+15108280583@y.y.y.y:5060;user=phone>;tag=dsa78ed2f0
Call-ID: ASE_1214951256345 5608 null_z.z.z.z

CSeq: 1 ACK

Content-Length: 0

Contact: <sip:+15108280583@y.y.y.y:5060;transport=udp>

*Jul 1 23:23:56.263: //-1/xxx000000¢kxx/ SIP/Ms g/ cesipDisplayMsg:
Received:
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BYE sip:+15108280583@172.20.110.1:5060 SIP/2.0

Date: Tue, 01 Jul 2008 22:19:28 GMT

From: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
Content-Length: 0

User-Agent: Cisco-CUCM6.1

To: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Via: SIP/2.0/UDP 172.20.110.254:5060;branch=z9hG4bK5e563b6bd

CSeq: 101 BYE

Max-Forwards: 70

*Jul 1 23:23:56.267: /1-1/xx000000kkxx/ SIP/Msg/eesipDisplayMsg:

Sent:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.20.110.254:5060;branch=z9hG4bK5e563b6bd

From: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
To: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED
Date: Tue, 01 Jul 2008 23:23:56 GMT

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Server: Cisco-SIPGateway/|O0S-12.x

CSeq: 101 BYE

Reason: Q.850;cause=16

Content-Length: 0

*Jul 1 23:23:56.267: //-1/xx000000kxxx! SIP/Msg/cesipDisplayMsg:
Sent:

BYE sip:+15108280583@y.y.y.y:5060;transport=udp SIP/2.0

Via: SIP/2.0/UDP x.x.x.x:5060;branch=z29hG4bK813F2

From: <sip:7323204065@x.x.X.x;user=phone>;tag=7239B138-19B0
To: "OUT_OF_AREA" <sip:+15108280583@y.y.y.y:5060;user=phone>;tag=dsa78ed2f0
Date: Tue, 01 Jul 2008 23:23:53 GMT

Call-ID: ASE_1214951256345_5608_null_z.z.z.z

User-Agent: Cisco-SIPGateway/I0S-12.x

Max-Forwards: 70

Timestamp: 1214954636

CSeq: 101 BYE

Reason: Q.850;cause=16

Content-Length: 0

*Jul 1 23:23:56.395: //-1/xxxx0a0¢xxxx/ SIP/Msg/cesipDisplayMsg:
Received:

SIP/2.0 200 Ok

Via: SIP/2.0/UDP x.x.x.x:5060;branch=z29nhG4bK813F2

From: <sip:7323204065@x.x.x.x;user=phone>;tag=7239B138-19B0
To: "OUT_OF_AREA" <sip:+15108280583@y.y.y.y:5060;user=phone>;tag=dsa78ed2f0
Call-ID: ASE_1214951256345_5608_null_z.z.z.z

Timestamp: 1214954636

CSeq: 101 BYE

Content-Length: 0

Contact: <sip:+15108280583@y.y.y.y:5060;transport=udp>
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Step 4:
Obtaining the RTP payload-value for DTMF transiioissand configuring the payload-type value in tperapriate dial-peer.

The rtp payload-value will be obtained by readimg initial incoming SIP INVITE and will be locatedthin the SDP offer.

Example:
Received:
INVITE sip:7323204065@x.x.x.x:5060 SIP/2.0
Via: SIP/2.0/UDP y.y.y.y:5060;branch=z9nhG4bK2rnefs20d80h0dc95681.1
From: "OUT_OF_AREA" <sip:+15108280583@y.y.y.y:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@x.X.x.x;user=phone>
Call-ID: ASE_1214951256345_5608_null_z.z.z.z
CSeq: 1 INVITE
Max-Forwards: 68
Contact: <sip:+15108280583@y.y.y.y:5060;transport=udp>
P-Asserted-ldentity: "OUT_OF_AREA" <sip:5108280583@y.y.y.y:5060>
P-DCS-Billing-Info: CC152DB5003D6BD400000000312D303530303030000058A7/0@a.a.a.a
Allow: INVITE,ACK,CANCEL,BYE,INFO,PRACK
Accept: application/sdp, application/isup, application/dtmf, application/dtmf-relay, multipart/mixed
Accept-Language: en; g=0.0
Content-Length: 268
Content-Disposition: session; handling=required
Content-Type: application/sdp

v=0

0=Sonus_UAC 26532 12960 IN IP4 y.y.y.y
s=SIP Media Capabilities

c=IN IP4y.y.yy

t=0 0

m=audio 26798 RTP/AVP 18 0 96
a=rtpmap:18 G729/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:96 telephone-event/8000 In this example rtp payload-type for telephone-event (RFC2833) is “96”
a=fmtp:96 0-15 0-15 is related to DTMF characters 0-9, *, #, A-D
a=sendrecv

a=maxptime:20

Once you have obtained the RTP payload-value yithuneed to configure this newly acquired valueoiall appropriate dial-peers

Example:
Originally configured dial-peer values, as per aipption note CUBE configuration section
Router# show running-config | begin dial-peer voice 4060

dial-peer voice 732320 voip
description Outgoing dial-peer to Cisco Unified CM
destination-pattern 732320....
signaling forward unconditional
rtp payload-type nse 99
rtp payload-type nte 100
voice-class codec 1
voice-class sip early-offer forced
session protocol sipv2
session target ipv4:yy.yy.yy.yy
incoming called-number 732320....
dtmf-relay rtp-nte
fax rate 14400
fax protocol t38 Is-redundancy 0 hs-redundancy O f allback pass-through g711lulaw
fax-relay sg3-to-g3
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Router# config t
Router(config)#dial-peer voice 732320

Note: Cisco 10S assigns hardcoded RTP payload-type values to all I0S supported codecs.

In the example above RFC2833 is being offered on rt p payload-type value 96 but 10S, by

default, assigns value 96 to Cisco codec “cisco-cod ec-fax-ind”. You must change the RTP

payload-value assignment of “cisco-codec-fax-ind” ¢ odec to a different value in order

to assign value 96 to payload-type “nte” (RFC2833). You may face this situation with

other rtp payload-type values. Refer to table below and link for all 10S default

payload-type values.
nsenumber A named signaling event (NSE). Range: 96 to 117. Default: 100.
nte number A named telephone event (NTE). Range: 96 to 127. Default: 101.

Cisco codec fax indication. Range: 96 to 127. Default: 96.

http://www.cisco.com/en/US/docs/ios/voice/command/reference/vr rl.html#ALH23

Router(config-dial-peer)#rtp payload-type cisco-cod ec-fax-ind 98 This frees up value 96
Router(config-dial-peer)# rtp payload-type nte 96 This assigns value 96 to RFC2833
Router(config-dial-peer)# default pyaload-type nse This sets nse value back to default

New dial-peer:
Router# show running-config | begin dial-peer voice 4060
dial-peer voice 732320 voip
description Outgoing dial-peer to Cisco Unified CM
destination-pattern 732320....
signaling forward unconditional
rtp payload-type cisco-codec-fax-ind 98
rtp payload-type nte 96
voice-class codec 1
voice-class sip early-offer forced
session protocol sipv2
session target ipv4:yy.yy.yy.yy
incoming called-number 732320....
dtmf-relay rtp-nte
fax rate 14400
fax protocol t38 Is-redundancy 0 hs-redundancy O f allback pass-through g711lulaw
fax-relay sg3-to-g3
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