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Service Providers today, such as AT&T, are offedtigrnative methods to connect to the PSTN via tRenetwork. Most of these services
utilize SIP as the primary signaling method arémtralized IP to TDM gateway to provide on-net affehet services. AT&T VOEVPN is a
service provider offering that allows connectiorite PSTN and may offer the end customer a vidi#enative to traditional PSTN
connectivity via either Analog or T1 lines. A deweion device between these services and custowred services is recommended. The
Cisco Unified Border Element provides demarcatgaturity, interworking and session management Gesvi

This application note describes how to configufgisco Unified Communications Manager (CUCM) 6.1ithva Cisco Unified Border
Element (CUBE) for connectivity to AT&VOEVPN SIP trunk service. The deployment model cetién this application note is CPE
(CUCM6.1.2/CUBE) to PSTN (AT&T VoEVPN SIPThis document does not address 911 emergency adbzalls. For 911
feature service details contact AT&T, directly.

Testing was performed in accordance to AT&T's VoEV/est plan and all features were verified. Kegtdees verified are: inbound
and outbound basic call (including internationdlsjacalling name delivery, calling number and marastriction, DNIS translations,
codec negotiation, advanced 8YY call prompter aisite transfers, intra-site conferencing, caldherid resume, call forward (forward
all, busy and no answer), fax using T.38 (G3 an@ Sgeds), teleconferencing and outbound call©td fietworks. The Cisco
Unified Border Element configuration detailed ifstdocument is based on a lab environment witlmplei dial-plan used to ensure
proper interoperability between AT&SIP network and Cisco Unified Communications. Tboefiguration described in this document
details the important commands to have enablethferoperability to be successful and care musaken, by the network
administrator deploying CUBE, to ensure these contsare set per each dial-peer requiring to inemaip to AT&T SIP network.

This application note does not cover the use dihcpsearch spaces (CSS) or partitions on CiscdiedhCommunications Manager. To
understand and learn how to apply CSS and parsitiefer to the Cisco.com link below:
http://www.cisco.com/en/US/docs/voice_ip_comm/cuaminiin/6_0_1/ccmsys/a03ptcss.html

© 2008 Cisco Systems, Inc. All rights reserved.
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Figure 1.  Basic Call Setup
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Hardware Components

Cisco 10S gateway running CUBE 1.2 (I0S image wardi2.4(22)T or later)

Cisco Unified Border Element is an integrated Cikg8 Software application that runs on various [@&forms, follow the
link for more detailshttp://www.cisco.com/go/cube

Packet Voice Data Module (PVDM). You will need tstall DSP modules (PVDM) on CUBE if you require MTTranscoding
or Conference Bridge resources for codecs other &1@11.

Cisco MCS 7800 Series server (Cisco Unified Comications Manager)
Cisco IP Phones (various models)
Cisco I0S Gateway at the Central Site and Rema¢elSi
Software Requirements
Cisco Unified 6.1.2 and later 6.x maintenance s#eaThis configuration was tested with 6.1.2.1002-

CUBE version 1.2 IOS version 12.4(15)XZ or lat@$sl version 12.4(22)T or later . This configuratieas tested with IPVOICE
(ipvoice_ivs-mz.124-22.T.)

Cisco GW I0OS Release: 12.4 or later.

The documented CUBE configuration can be suppanrttdthe following 10S feature setd® VOICE, SP SERVICESADVANCED
IP SERVICESADVANCED ENTERPRISE SERVICESNT VOICE/VIDEO, IPIP GW, TDMIP GWINT VOICE/VIDEO, IPIPGW,
TDMIP GW AES

Consult your Cisco representative for the corr®3 image for the specific application and devicé Uicense and Feature License
requirements for CUCM and CUBE.

© 2008 Cisco Systems, Inc. All rights reserved.
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Features Supported
Basic Call using G.729 across the WAN and G.711@deress the LAN
Calling Party Number Presentation and Restriction
Calling Name
AT&T Advanced 8YY Call Prompter (8YY)
Intra-site Call Transfer
Intra-site Conference, see caveat section forldetai
Call Hold and Resume
Call Forward All, Busy and No Answer
AT&T IP Teleconferencing
Fax using T.38
Incoming DNIS Translation and Routing
CUBE: performs Delayed-Offer-to-Early-Offer conviersof an initial SIP INIVTE without SDP
Outbound calls to AT&T's IP and TDM networks
Features Not Supported
CUCM/CUBE Codec negotiation of G.726
AT&T does not supporBIP "Session Timer” (Session-Expires and Min-SEdees)
CUBE does not support outbound G711 Fax call wheéhlGs used as fallback to a failed T.38 negotmtio

When using G.729 between AT&T VOEVPN and Cisco igdifBorder Element/Cisco Unified Communications lsiger SIP trunk it is
required to configure a conference bridge (CFBYuese on CUBE in order for Cisco Unified Communicas Manager IP phone to
initiate a three-way conference between G729 menliapoints. See configuration section for details.

For DTMF digit passing using RFC 2833 you mustaspaiyload-type value of 100 for "nte” (named-telepé-events DTMF) on
CUBE dial-peer pointing towards Cisco Unified Comnmimations Manager. AT&T has performed a best-efitiempt to harmonize it's
IP Flex-Reach SIP network to utilize Payload-typ&ue (PT value)100 for RFC2833 (DTMF) applicatitiryou find you have an issue
with DTMF tones after you have configured the dgiakr for PT value=100, as per the configuratioticecplease see Appendix A for
a step-by-step guide on how to troubleshoot andiolthe PT value being negotiated within your "liwmetwork and how to change
your dial-peer settings to the newly acquired Plliea

AT&T SIP trunk offering does not support the SlRssion timer”. Cisco CUBE version 1.2 (I0S 12.4K5pr 12.4(20)T have been
enabled to address this limitation by default. T8 CLI administrator can also utilize SIP profilenfiguration in order to add,
modify or strip SIP headers from SIP messageseaadministrator sees fit . . See configurationisadbr detailed example.

During an outbound fax call (CUCM to PSTN) Ciscoifiédl Border Element is unable to upspeed to G7ier & has rejected an
initial attempt to negotiate T.38. This case islitaly to be encountered, as long as both thedCisgified CM and CUBE are
configured to accept T.38 fax calls. See configanasection for details.

CUCM does not support early offer of multiple cosl@gthin a single SIP trunk. Even though CUBE carcbnfigured to offer G729
along with G711, CUCM will only accept the codecsitonfigured to accept. A workaround to this tation is to create two SIP

© 2008 Cisco Systems, Inc. All rights reserved.
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trunks within CUCM pointing to CUBE (same IP addieand link the two trunks via route group/roust feature. See configuration
section for details.

Call flows not supported by AT&T VOEVPN service inde offnet gateway inbound to CPE, CPE calling barprivacy, CPE intra-
site call conference/attended call transfer/undgdrcall transfer offnet PSTN to phone 1 to phonetta-site unattended call transfer
offnet PSTN to phone 1 to phone 2, call hold arsdinge offnet PSTN to IP PBX, CPE find me.

The CUBE depicted in figure 1 is not an AT&T mandgkevice. The CUBE administration/management igsaesibility of the
customer.

Configuring Cisco Unified Border Element (CUBE)

Building configuration...

Current configuration : 3286 byte

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

1

hostname AT&T-CUBE

!

boot-start-marker

boot system flash:c2800nm-ipvoice_ivs-mz.124-22rT.b
boot-end-marker

|

logging message-counter syslog
logging buffered 100000000
enable password xxxxx

!

no aaa new-model

no network-clock-participate wic 0
no network-clock-participate wic 1
no network-clock-participate wic 2
!

ip source-route

!

!

ip cef

!

|

no ip domain lookup

no ipv6 cef

multilink bundle-name authenticated
!

|

!

isdn switch-type primary-ni

!

!

voice-card O

dspfarm

dsp services dspfarrh
!

© 2008 Cisco Systems, Inc. All rights reserved.
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1
1
!
voice service voip
allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323
allow-connections sip to sip
fax protocol t38 Is-redundancy 0 hs-redundancy Ceflback pass-through g711ulaw
sip
midcall-signaling passthrif
sip-profiles 1°
1
1
voice class codec®2
codec preference 2 g729r8 bytes 30
codec preference 3 g711lulaw

voice class sip-profiles 4

request INVITE sip-header Supported remove

request INVITE sip-header Min-SE remove

request INVITE sip-header Session-Expires remove

request INVITE sip-header Unsupported modify "Unsupported:" "timer"

archive

log config
hidekeys

!

!

controller T1 0/0/0
shutdown

!

controller T1 0/0/1
shutdown

!

controller T1 0/1/0
shutdown

!

controller T1 0/1/1
shutdown

|

controller T1 0/2/0
shutdown

|

controller T1 0/2/1

© 2008 Cisco Systems, Inc. All rights reserved.
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shutdown
!
!
!
!
|

interface GigabitEthernet0/0

ip address 10.10.10.127 255.255.255.0
duplex auto

speed auto

1

interface GigabitEthernet0/1

ip address 10.10.20.127 255.255.255.0
duplex auto

speed auto

1

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 10.10.20.253

1

!
ip http server
!

control-plane
1
1
1

ccm-manager fax protocol cisco
1

mgcp fax t38 ecm

1

sccp local GigabitEthernet0/8

scep cecm 10.10.10.1 identifier 1 version 6.0
scep

1

sccp ccm group 1

associate ccm 1 priority 1

associate profile 2 register mtp00146969b2e8
associate profile 1 register cfb00146969b2e8
1

dspfarm profile 2 transcode

codec g711lulaw

codec g71lalaw

codec g729ar8

codec g729abr8

codec g729br8

maximum sessions 6

associate application SCCP

1

dspfarm profile 1 conference

codec g711ulaw

codec g71lalaw

codec g729ar8

codec g729abr8

© 2008 Cisco Systems, Inc. All rights reserved.
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codec g729r8

codec g729br8

maximum sessions 6

associate application SCCP

1

!

dial-peer voice 10 voip
description Outband to ATT
destination-pattern 1T

signaling forward unconditional
rtp payload-type nse 9¢°

rtp payload-type nte 108*
voice-class codec 2

voice-class sip g729 annexb-all
voice-class sip early-offer forced
session protocol sipv2

session target ipv4:zz.zz.zz.72
incoming called-number 1.........-
dtmf-relay sip-notify rtp-nte ¥’
fax-relay sg3-to-g3

fax rate 9600 bytes 48

fax protocol t38 Is-redundancy 0 hs-redundancy Ceflback pass-through g711ulav?
1

dial-peer voice 20 voip
description incoming call from AT&T
destination-pattern 000T

rtp payload-type nse 98

rtp payload-type nte 99
voice-class sip g729 annexb-all
session protocol sipv2

session target ipv4:10.10.10.1
incoming called-number 000....
dtmf-relay sip-notify rtp-nte

1

|
sip-ua
no remote-party-id
!
!
gatekeeper
shutdown
!
!
line con 0
line aux 0
linevty 0 4
password cisco
login
!
scheduler allocate 20000 1000
end

AT&T-CUBE#

© 2008 Cisco Systems, Inc. All rights reserved.
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Footnotes:

! This command enables DSP farming, allowing DSBue=s to register to Cisco Unified CM as MTP, QB ranscoder
devices

% This command enables CUBES basic IP-to-IP voiceronication feature.

% This command enables T.38 fax at a global levelming all VolP dial-peers not configured for adfiefax protocol will
utilize this setting. If T.38 protocol must only Bpplied to individual dial-peers this command nhestisabled using the “no”
form of the command and configure the same commader the appropriate dial-peers

* This command must be enabled at a global levelaimtain integrity of SIP signaling between AT&&twork and Cisco
Unified CM across CUBE.

®> Example of how to apply SIP profiles editing SIBssage headers

® This command enables multiple codec support arfdimes codec filtering required for correct inteevability between AT&T
SIP network and Cisco Unified CM.

" Example of how to configure SIP profiles to edi® $nessage headers

8 Commands to configure DSP resources as confeteitge (CFB) device for Cisco Unified CM

® To configure a redundant outgoing dial-peer talsar second (backup) AT&T border element you witate a second dial-
peer with the same config values except you wiltilse :session target IP address for the AT&T Hamider element and you will
need to set the “preference” command under botkpdiars as appropriate.

19 This command frees payload type value 100, inralassign it to RFC2833 application (nte)

" This command assigns payload type value 100 t¢REE€2833) application

12 Assigns voice class codec 1 settings to dial-pemdec support and filtering)

13 This command allows CUBE to negotiate all flavoir&@29 codec and must be configured in order terogerate seamlessly

across AT&T's BVOIP services.

4 Example of how to configure Delayed-Offer to EaBlffer conversion on a per dial-peer basis.

!5 This command sets the destination ip addresseafetteiving SIP server.

This command allows to set dial-peer propertiga¢oming calls based on the received called number

Y This command enabled DTMF digit passing via RFG283

18 Example of how to configure T.38 fax on a per-gieér basis

© 2008 Cisco Systems, Inc. All rights reserved.
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Configuring the Cisco Unified Communications Manage r

Cisco Unified Communication Manager Version

almlw  Cisco Unified CM Administration

€IS€Q  Eup Cisco Unified Communications Solutions

System » Call Routing = Media Resources »  Yoice Mail = Device »+  Application »+  User Msnsgement +  Bulk Administration = Help -

Cisco Unified CM Administration

System version: 6.1.2.1002-1

Copyright @ 1999 - 2003 Cisco Systems, Inc,
all rights reserved,

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to
import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at: http:Afwww. cisco.com/wwl/export/crypto/toal/stgrg.html.
If you require further assistance please contact us by sending email to export@cisco.com.
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SIP Trunk Configuration (Title Page)

alln  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

Cisco Unified CM Administration & §G0

System v  Call Routing +

appuser  About  Logout
Media Resources v WoiceMal v  Device v  Application v User Managemert v  Bulk Administration v Help +

Find and List Trunks
O AddNew [T select &l [ clearmi & Delete Selected % Reset Selected

— Status

[
i

Trunks

Find Trunks where | Device Mame

Rows per PagelSU Vl
W | begins with vI

‘ Clear Filter E]

[ select item or enter search text 3

I Name * Description Calling Search Space Device Pool Route Pattern Partition Route Group Priority  Trunk Type SIP Trunk Security Profile
I a CUBE To CUBE router S1PTrunk ER Rttt SIP Trunk Mon Secure SIP Trunk Profile
r

[ Add Mew ] [ Select all ][ Clear all ][ Delete Selected ][ Reset Selected

© 2008 Cisco Systems, Inc. All rights reserved.
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Configuring a SIP Trunk Configuration to CUBE

I Cisco Unified CM Administration g Cisca Unified CM Administration
cIsco

For Cisco Unified Communications Solutions appuser About Lo

System v CallRouing » Media Resources »  “oiceMsil » Device v  Applcstion »  User Management v Bulk Administration v Help +

Trunk Configuration Back To Find/List ~
Q Save x Delate % Resst 03 A New
~
— Status = |

@Status: Ready ‘

— Device Information

Product: SIP Trunk

Device Protocol SIP %
Device Name* ‘CUBE| ‘
Description ‘To CUBE router ‘
Device Pool® [SIPTrunk ¥
Common Device Configuration ‘ < None > v‘

Call Classification® [Use System Default v
Media Resource Group List ‘ MRGL_ATT v‘ M
Logation* ‘ Hub_Hone v‘

AAR Group ‘< Mone = v‘
Packet Capture Mode™ [Nore v
Packet Capture Duration ‘D ‘

edia Termination Point Required

[“] Retry viden Call as &udin

[ transmit UTF-& far Calling Party Mame

[ unattended Part

S

— Multilevel Precedence and Preemption {MLPP) Information
MLPP Domain | < jone = vl

— Call Routing Information

— Inb d calls

Significant Digits™* ‘4 vl
Connected Line ID Presentation™ ‘ Diefault "l
Connected Name Presentation® ‘ Drefault "l
Calling Search Space ‘< Mone = Vl
AAR Calling Search Space ‘ < None = "l

Prefix DN ‘ |

Red\remng Diversion Header Delivery - Inbound

— Outbound calls

Calling Party Selection™ ‘ originator vl
Calling Line ID Presentation® ‘ Allawed vl
Calling Narne Presentation* ‘ Default vl

Caller ID DN ‘ |

Caller Mame ‘ |

Red\rectmg Diversion Header Delivery - Qutbound

© 2008 Cisco Systems, Inc. All rights reserved.
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— SIP Information

Destination Address* 10.10.10.127

[ Destination Address is an SRV

Destination Port* 5060

MTP Preferred Originating Codec™® F1lulaw hd
Presence Group® Standard Presence group ha
SIP Trunk Security Profile™® Mon Secure SIP Trunk Profile ¥
Rerouting Calling Search Space < Mone = hd
Out-Of-Dialog Refer Calling Search Space | = pane = hd
SUBSCRIBE Calling Search Space < Mone = ~
SIP Prafile™® Standard SIP Profile ATT &
DTMF Signaling Method* RFC 2833 b

@ *. indicates required item.

@ **_ Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration.

© 2008 Cisco Systems, Inc. All rights reserved.
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Route Pattern Configuration (Title Page)

limlw  Cisco Unified CM Administration IEL Y Cisco Unified CM Administration

€ISCO  Eop cisco Unified Communications Solutions

appuser About Logout

System w»  Call Routing +  Media Resources = Yoice Mail »  Device = Application = User Management »  Bulk Administration +  Help »

Find and List Route Patterns
E:F Add Mew @ Select All @ Clear All & Delete Selected

— Status
Route Patterns Rows per Page‘ 50 vl
Find Route Patterns where | Pattern ~ | begins with vI | [ Clear Filter ] E
I | Pattern * Description Partition Route Filtar Associated Dewice Copy
() ERES.0.3.0.3.0.3.4.3.1 CUBE (I

I [ Add New ][ Select All ][ Clear All H Delete Selected

© 2008 Cisco Systems, Inc. All rights reserved.
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Configuring a Route Pattern for Calls via the Gateger

alln  Cisco Unified CM Administration

cisco 5 iFi ionh N
For Cisco Unified Communications Solutions appuser

Cisco Unified CM Administration & §G0

System v CallRouing v  Media Resources +  WoiceMall =  Deviee v  Application v  Liser Management v Bulk &dministration +  Help =

Route Pattern Configuration Related Links: EE SRz =T 40
B Save x Delete Copy E:} Add Mew

— Status

@ Status: Ready

— Pattern Definition
*
Route Pattern |3 1xmmmmmnnnn |

[

Route Partition [< More = |

Description | |

Numbering Plan -- Mot Selected --

Route Filter < Mone =

MLPP Precedence™  [pefault ¥

Gateway/Route List* | CUBE v | (Edit)

Rotiteleption @ Route this pattern

O Block this pattern | Mo Error v‘

Call Classification® | offuet ]

[ allow Device Override Provide Outside Dial Tone [ allow Cverlap Sending ] Urgent Priority

DRequirE Forced Authaorization Code

authorization Level* [o |

DRequlre Client Matter Code

— Calling Party Transformations
[¥luse Calling Party's External Phone Nurnber Mask
Calling Party Transform Mask | |

Prefix Digits {Outgaing Calls) | |

Calling Line 10 Presentation® | Default Vl

Calling Mame Presentstion* | Default vl

— connected Party Transformations
Connected Line ID Presentation® | Default v‘

Connected Hame Presentation® |Defau\t v‘

— Called Party Transformations
Discard Digits | PreDot v‘

Called Party Transform Mask | |

Prefix Digits {Cutgoing CaHs)l |

— ISDN Network-Specific Facilities Information Element
Network Service Protocal | - Mot Selected — vl k

Carrier Identification Code | |

Network Service Service Parameter Mame Service Parameter Value

-- Not Selected -- VH( Mot Exist > H

[Delete | [(add new |

-

@ *_ indicates required itern.

For caller id privacy, set at Calling party Transfiation section, and change Calling Line ID Presoth and Calling Name Presentation to
Restricted.
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Device Pool Configuration (Title Page)

Si5i
BO@IFDRT _i[64.102.220.130 |ﬁ

C-© HEG LRSS EEUS -0

alln  Cisco Unified CM Administration UERRELEGE Cisco Unified ©M administration &
CIsco

For Cisco Unified Communications Solutions

appuser About

System v CallRouing v Media Resources v VoiceMal = Device v  Application v  Liser Management v Bulk Administration v Help +

Find and List Device Pools
# A Neswy @ Select All @ Clear Al g Delete Selected

— Status
Device Pool Rows per Pagel 50 Vl
Find Device Pool where | Device Pool Name vI begins with [ |[ Clear Filter ] E]
| N Cisco Unified GM Sroup Ragion Date/Time Graup Copy
I Default Default cube CMLocal (I
[ Remotesitel Default Remotesitel CMLocal 1)
I SIPTrunk Default S1PTrunk CMLocal (I}
[ Add MNew ][ Select All ] [ Clear All ] [ Delete Selected
&] Done S| @ Ireernet
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T
CISCO.

Configuring the Default Device Pool

il Cisco Unified CM Administration SEMEEREIN Cisca Unifisd CM Administration (%
cisco

For Cisco Unified Communications Solutions appuser About

System v CallRouing v Media Resources v VoiceMal = Device v  Application v  Liser Management v Bulk Administration v Help +

Pool Configur: UL NS Back To Find/fList

B Save x Delete Copy % Reset Ell} Add Mew

~
— Status B

@ Status: Ready ‘
— Device Pool Information

Device Pool:  Default {20 members**) |
— Device Pool Settings

Device Pool Name* [Default |

Cisco Unified Communications Manager Group* | Default "l

Calling Search Space for Auto-registration |< Mone = "|

Reverted Call Focus Priority |Dafault Vl
— Roaming Sensitive Settings

Date/Time Group* |cMLnga\ V‘

Region® |Dafau\t V‘

Media Resource Group List |MRG|_7,Q'|_|' V‘

Location |< Mone = V‘

Network Locale | < None = |

SRST Reference™® | Disable |

Connection Monitor Duration ™ ** | ‘ N

Single Buthon Barge* |Dafau\t "‘

Join Across Lines* |Dafau\t V‘

Physical Lacation |< Mone = V‘

Device Mobility Group |< Mane > "‘
— Device Mobility Related Information™***

Device Maobility Calling Search Space | < MNone = Vl

AAR Calling Search Space |< MNone = "l

AAR Group [< More = |
- Add Mew

@ *_ indicates required item.

@ **Number of devices that have to be reset when this device pool is updated. To see a detailed list of these devices and other dependencies, dick on Dependency Records.

@ **¥¥eave blank to use default.

@ *¥¥¥These three parameters will overwrite device level settings when device is roaming and in the sarne device mability aroup. =

v

Note: The default device pool is used by the peatehe central/lheadquarters site.
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T
CISCO.

Configuring the RemoteSitel Device Pool

alial,  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

appuser About

System v CallRouing +  Medis Resowces v  VoiceMall ~ Devios v Application v  User Management +  Bulk Administration +  Help

EIECL NN 30 Back To Find/List @

-~
— Status )
@ Status; Ready ‘
— Device Pool Information
Device Pool:  New |
— Device Pool Settings
Device Pool Name* [Rematesite1 |
Cisco Unified Communications Manager Group™® ‘ Default vl
Calling Search Space for Auto-registration ‘ <« Mone = "l
Reverted Call Facus Priarity | Default =
— Roaming Sensitive Settings
Date/Time Group* [chLacal ~|
Region® ‘ RemoteSitel vl
Media Resource Group List ‘ MRGL_ATT *’l
Location ‘< None = vl
Hetwork Locale [« Mane > |
SRST Reference * [-- Mot selected - ~|
Connection Manitor Duration** % ‘ | [% i
single Button Barge™ ‘ Default "l
Join Across Lines™ [Default ~|
Physical Lacation ‘< Mone = *’l
Device Mobility Group ‘< None = "l
)
— Device Mobility Related Information®*#*
Device Mobility Calling Search Space ‘ < Mane > Vl
A#R Calling Search Space ‘ = Mone > vl
AAR Group [ < Mone > |
- Add Mew
@ *. indicates required itern,
@ **Number of devices that have to be reset when this device pool is updated, To see a detailed list of these devices and other dependencies, click on Dependency Records,
@ **¥|gave blank to use default.
@ *¥**¥%These three parameters will overwrite device level settings when device is roaming and in the same device mobility group. =
-
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T
CISCO.

Configuring the SIPTrunk Device Pool

In Cisco Unified CM Administration YEWIRAEN Cisco Unified CM administration v | Go

CISCO  Eyp Cisco Unified Communications Solutions

appuser About

System «  Call Routing = Media Resources «  oice Mail »  Device = Application »+  User Mansgement +  Bulk Administration = Help «

Pool Configuration CEIRCHRETTES Back To Find/List
B Save x Delete Copy % Reset I::} Ao Mew
~

— Gtatus 7

@ Status: Ready ‘
— Device Pool Information

Device Pool:  SIPTrunk (0 members**) |
— Device Pool Settings

Device Pool Name* |SIPTr’unk |

Cisco Unified Communications Manager Group* | Default Vl

Calling Search Space for Auto-reqgistration |< None > Vl %

Reverted Call Focus Priority |Defau\t Vl
— Roaming Sensitive Settings

Date/Time Group® |CMLDca\ "‘

*

Region |SIPTrunl< v‘

Media Resource Group List |MRGL_'Q'|T v‘

Locatian |« nane = ~|

Metwork Locale |< Mone > "‘

SRET Reference® | Use Default Gateway V‘ N

Connection Monrtar Duratlon***l ‘

single Button Barge® |Dgfau\t V‘

Jain Across Lines* |Defau\t "‘

Physical Lacation |< None > "‘

Device Mobility Group |< None > "‘
— Device Mobility Related Information****

Device Mobility Calling Search Space ‘ < Mone = v|

A&dR Calling Search Space ‘ < Mone = "l

AAR Group [« mMone > ¥
— Add Mew

@ *_ indicates required item,

@ **Number of devices that have to be reset when this device pool is updated. To see a detailed list of these devices and other dependencies, click on Dependency Records,

@ **¥|eave blank to use default.

@ ****These three parameters will overwrite device level settings when device is roaming and in the same device mobility group. =

-

a Dane 2 @ Internet
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T
CISCO.

Region Configuration (Title Page)

limlw  Cisco Unified CM Administration IEL Y Cisco Unified CM Administration

€ISCO  Eop cisco Unified Communications Solutions

appuser About Logout

System w»  Call Routing +  Media Resources = Yoice Mail »  Device = Application = User Management »  Bulk Administration +  Help »

Find and List Regions K
E:F Add New @ Select Al @ Clear &l & Delete Selected

— Status
Regions Rows per Page‘ 50w |
Find Regions where Name | begins with s ‘[ Clear Filter ] E]
o Name *
r Default
r RemoteSitel
I SIPTrunk

[ Add New ][ Select All ][ Clear All H Delete Selected

aDUI‘IE é ' Internet
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T
CISCO.

Configuring the Default Region

Cisco Unified CM Administration v § GO

d CM Administration

For Cisco Unified Communications Solutions

alialn Cisco U
cisco

appuser About

System v CallRouing v  Media Resowrces v  VoiceMall v Devics v  Application v  User Management v Bulk Administration v Help

nfiguration CERIEGRETE Back To Find/List

B Save x Delete % Resst O F AddNew

— Region Information

*
LD |Defau|t

— Region Relati hi
Region Audio Codec video Call Bandwidth Link Loss Type
Default G.711 384 Use Systern Default
RermotesSitel G.729 384 Use Systemn Default
SIPTrunk 3.729 384 Use System Default

NOTE: Regions(s) not displayed

Use System Default

Use Systermn Default

Use System Default

— Modify Relati hip to other

Regions Audio Codec Video Call Bandwidth Link Loss Type
Default Keep Current Setting v @ Keep Current Setting Keep Current Setting %
RemoteSitel
SIPTrunk O use System Default
O Hone
O e
— [ Delete ] [ Add Mew h

@ *_ indicates required item,

@ **The audio Codec selection determines bandwidth anly. The G.711 and 5.722 codecs both result in a maxirmum bandwidth of 64 Kbps between regions and can be used interchangeahly.

&) Done S @ Internet
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T
CISCO.

Configuring the RemoteSitel Region

- 0 RBEGLA*OSEFS —

alinli,  Cisco Unified CM Administration Cisco Unified CM Administration %
cisco

For Cisco Unified Communications Solutions

appuser About

System v CallRouting v  Medis Resowces v  VoiceMall »  Dewics v  Applcation v  User Management +  Bulk Administration +  Help

GEENRET S Back To Find/List

B Save x Delete % Resst O F AddNew

— Region Information

*
LEuD) |Remute5\tel

— Region Relati hi

Region Audio Codec Video Call Bandwidth Link Loss Type
Default i3.729 384 Use System Default
RemoteSitel 5.711 384 Use Systern Default
SIPTrunk G729 384 Use System Default
NOTE: Regions{s) not displayed Use Systermn Default Use Systermn Default Use Systern Default

— Modify Relati hip to other

Regions Audio Codec video Call Bandwidth Link Loss Type
Default Keep Current Setting [+ @ Keep Current Setting Keep Current Setting [+
RemoteSitel
SIPTrunk O use Systemn Default

O Hane

o} kbps

[ Delete |

[(add New )

@ *. indicates required itern,

@ **The audio Codec selection determines bandwidth only, The G.711 and 3,722 codecs both result in a maximum bandwidth of 64 Kbps between regions and can be used interchangeably,

&) Done I’k S @ Internet
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T
CISCO.

Configuring the SIPTrunk Region

istration IR Cisco Unified CM Administration v

d CM Admi

For Cisco Unified Communications Solutions

alial,  Cisco U
cisco

appuser About

System v CallRouting v  Medis Resowces v  VoiceMall »  Dewics v  Applcation v  User Management +  Bulk Administration +  Help

GEENRET S Back To Find/List

B Save x Delete % Resst O F AddNew

— Region Information
*
Marme™ s1pTrunk

.

— Region Relati

Region Audio Codec Video Call Bandwidth Link Loss Type
Default G729 384 Use System Default
RemoteSitel 5,729 384 Use System Default
SIPTrunk G.729 384 Use System Default
MOTE: Regions{s) not displayed Use Systemn Default Use Systern Default Use Systemn Default
I
Wy
— Modify Relati hip to other
Regions Audio Codec Video Call Bandwidth Link Loss Type
Default Keep Current Setting » (@) Keep Current Setting Keep Current Setting %
RemoteSitel
SIPTrunk O Use systern Default
O Mane

e} kbps

[ Delete ]

[ Add New

@ *_indicates required itern,

@ **The audio Codec selection determines bandwidth only. The G.711 and G.72% codecs both result in a maximum bandwidth of 64 Kbps between regions and can be used interchangeably.

&) Done S @ Internet
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T
CISCO.

Service Parmameters

alinle  Cisco Unified CM Administration ha S Cisco Unified CM Administration |4

cisco f ifi i i
For Cisco Unified Communications Solutions appuser About

Systemn «  CallRouting »  Media Resources »  Woice Mail = Device »  Application «  User Management = Bulk Administration = Help -

Service Parameter Configuration

B Save Setto Detautt Q Advanced

Clusterwide Parameters {System - Location and Region)
(Preferred G.729 Millisecond Packet Size ¥ 30 i z0 ‘

&] Done: 2| @ nrerret

Note: Change the Preferred G.729 Millisecond PaSkat from its default of 20 to 30. This can berfd under the Service Parameters.
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T
CISCO.

MRGL Configuration (Title Page)

aliali, Cisco Unified CM Administration [EEEERENY Cisco Unified CM Administration (v
cisco

For Cisco Unified Communications Solutions

appuser About Logout

System v CallRouting +  Media Resowrces v  VoiceMall ~  Devics v  dpplication v  User Management +  Bulk Administration +  Help

Find and List Media Resource Group Lists

op addtew [T selectar [ ciear & Delete Selected

— Status
@ 2 records found h
Media Resource Group List (- 2 of 2) Rows per Page 50_¥|
Find Media Resource Group List where Hame ‘ begins with VI | [__Clear Filter ] E
I Name * Copy
r MRGL _ATT i}

[ Add New ][ Select all ][ Clear all ][ Delete Selectad
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CISCO.

Configuring the MRGL_ATT MRGL

Cisco Unified CM Adrministration v GO

alilnn  Cisco Unified CM Administration

cisco f ifi icati i
For Cisco Unified Communications Solutions appuser About Logout

System v CallRouing v  Media Resowrces v  VoiceMall v  Devics v  Application v  User Management v Bulk Administration v Help

Media Resource Group List Configuration TELEG RS Back To Find/List b .
B Save x Delete Copy % Reset EI} Al Mesne
— Status

@ Status; Ready

— Media Resource Group List Status
Media Resource Group List: MRGL_ATT {used by 20 devices)

— Media Resource Group List Information
*
Mame™ [jrGL_aTT |

— Media Resource Groups for this List
Available Media Resource Groups (ot used

Selected Media Resource Groups [mpG_aTT

<

~ (oe) (oe) (o) (Feeet) (]

@ *_indicates required itern,
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T
CISCO.

MRG Configuration (Title Page)

alln  Cisco Unified CM Administration UERRELEGE Cisco Unified ©M administration &
cisco

For Cisco Unified Communications Solutions

appuser About

System v CallRouing v  Media Resources +  WoiceMall =  Deviee v  Application v  Liser Management v Bulk &dministration +  Help =

Find and List Media Resource Groups
o Adibiew [ seectal o cear sl 58 Delete Selected

— Status

@ 2 records found

Media Resource Group (I -2 of 2)

Rows per Pagel 50 |

Find Media Resource Group where | Name vl begins with VI ‘ [ Clear Filter ] E
ol Name * Description Multicast Copy
i MRG ATT false I

[ Add Mew ][ Select all ][ Clear all ][ Delete Selected ]
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T
CISCO.

Configuring the MRG_ATT MRG

Wl Cisco Unified CM Administration Sl Cisco Unified CM adrinistration s

cisco s ifi o A
For Cisco Unified Communications Solutions appuser About

System v CallRouing v Media Resources v VoiceMal = Device v  Application v  Liser Management v Bulk Administration v Help +

CENERRETEH Back To Find/List

— Media Resource Group Status
Media Resource Group: MRG_ATT (used by 20 devices)

— Media Resource Group Information
*
Name [MRG_aTT |

Dascription‘ |

— Devices for this Group
Available Media Resources** ANN_Z

~
ANN_3 =]
CFB_2 =l
CFB_3

MOH_3 ]

A

Selected Media Resources® MOH_2 (MOH)
cfb00146969b2e8 (CFB)
mtp00146969b2e8 (XCODE)

[Cluse multicast for MOH audia (If at least one multicast MOH resource is available)

@ *_indicates required item.

@ **1ncludes Annunciators {ANNY, Conference Bridges (GFB), Media Termination Points (MTP), Music On Hold Servers {MOH) and Transcoders (XCODE)
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CISCO.

Conference Bridge Configuration (Title Page)

il Cisco Unified CM Administration WEMERUTLE Cisco Unified CM administration s

cisco For Cisco Unified Communications Solutions

appuser About Logout

System »  Call Routing = Media Resources «  Yoice Mall = Device = Application »  User Management ~  Bulk Administration = Help -

Find and List Conference Bridges
EI} A Neswy @ Select All @ Clear Al g Delete Selected % Reset Selected

— Status

Conference Bridges Rows per Pagel 50 Vl

Find Conference Bridges where | Name * | begins with VI | [ Clear Filter ] E
I Conference Bridge Name Description Device Pool Status 1P Addrass Copy
— cfb00i46269b2es ATT CFB Default Reqgistered with 10.10.10.1 10.10.10.127 1)

[ Add Mew ][ Select all ][ Clear all ][ Delete Selected ][ Reset Selected

&] Dore S| @ Irkernet

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 30 of 50



T
CISCO.

Configuring the conference bridge

Conference Bridge Type® Zisco 105 Enhanced Conference Bridge
Conference Bridge Hame™* kfbon146965hzes

Descrption ATT CFE

Device Pool* Default

Common Device Configuration | - Nope =

Location* Hub_None

Device Security Mode * Mon Secure Conference Bridge

< || (1= |

~ (Sove) (o) (Gomy) (Reeet) (o ]

@ *_indicates required item.

@1 Done

S| @ Irkernet
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Transcoder Configuration (Title Page)
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Configuring the transcoder
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Music on Hold Configuration (Title Page)
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Configuring Music on Hold
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Phone Configuration (Title Page)
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Supplemental Information — T.38 Fax
Configuring a SIP Trunk Configuration for Fax-Relay
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Note: The fax testing was done with a fax macloiffi@n fxs port on a router.
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Configuring a Route Pattern for Fax-Passthru
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Acronym Definitions

SIP Session Initiation Protocol

MGCP Media Gateway Control Protocol

SCCP Skinny Client Control Protocol

CuCM™M Cisco Unified Communications Manager
CUBE Cisco Unified Border Element
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Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 40 of 50




! "# $% "# $%&& ' && " (

For proper end-to-end transmission of DTMF tonesgssary when accessing Auto Attendant (IVR) oc¥ onail applications, the IETF has
defined RFC2833 to ensure DTMF interoperabilitymsn systems. Both AT&T IP FlexReach services asdddUnified Border Element
support RFC2833, but there is a caveat as to heaoGinified Border Element has implemented RFC288% RFC2833 implementation
caveat may cause DTMF issues during calls origigaftom AT&T network towards Cisco Unified CM (PSTNAT&T IP FlexReach Cisco
UC user/application), this is a non-issue for catiginating on the Cisco UC side out towards ATETFlexReach network. This appendix
provides a step-by-step procedure of how to traaet and repair any DTMF interoperability issuat tinay arise between your Cisco Unified
Communications Manager/Cisco Unified Border Elensmitition and AT&T IP FlexReach services. AT&T's HexReach services has the
ability to assign RTP payload-type value dynamicallorder to transport DTMF payloads over RTP (RB83), although Cisco Unified
Border Element is capable of supporting any valitkimwthe dynamically assignable range (96-127€ignified Border Element can not
dynamically assign the payload-type value. The €ldnified Border Element dial-peer configurationsnhe configured (hardset) to the
payload-type value expected on the incoming diekpe

Example:
dial-peer voice 732320 voip
description dial-peer to Cisco Unified CM
destination-pattern 732320....
signaling forward unconditional
rtp payload-type nse 99
rtp payload-type nte 100
voice-class codec 1
voice-class sip early-offer forced
session protocol sipv2
session target ipv4:yy.yy.yy.yy (Cisco Unified CM IP address)
dtmf-relay rtp-nte
fax rate 14400
fax protocol t38 Is-redundancy 0 hs-redundancy O f allback pass-through g711ulaw
fax-relay sg3-to-g3

For this reason AT&T has taken a best effort apgiida harmonize all SIP systems within their IPxReach service to utilize RTP payload-
type value “100” and that is why this applicatiosten utilizes value 100 in its dial-peer configuoatexamples. But, because AT&T cannot
guarantee a RTP payload-type value of “100” willdfiered in all provisioning instances you can de&iP debug commands on the Cisco
Unified Border Element to obtain the RTP payloagetyalue being offered within the initial SIP IN\VETmessage sent by AT&T on incoming
calls. Please follow instructions below.

Step 1:
telnet or connect to the CUBE console and condidiiP messages trace capture

Router>
Enter privileged EXEC mode

Router>enable
Router#

Enter global config mode

Router# config t
Router(config)#

If telnetted, set logging buffer for debug capture and allocate sufficient buffer size to capture SIP messages

Router(config)# logging buffered debug <enter>
Router(config)# logging buffered 10000000 <enter>

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 41 of 50



If consoled, set logging console and buffer size

Router(config)# logging console<enter>
Router(config)# logging buffered 10000000 <enter>

Enable SIP messages debug trace capture

Router# debug ccsip messages<enter>
SIP Call messages tracing is enabled

Step 2:

Place a call from the PSTN dialing your AT&T IP FlexReach provisioned DID number in order for the call to be directed to
your Cisco Unified Border Element (CUBE). At this point your CUBE would have received the call and captured the related SIP
messages.

Step 3:
Perform a “show logging” command to print out 8i® message trace on the CUBE CLI prompt.

Example:
Router# show logging
Syslog logging: enabled (0 messages dropped, 2 messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging: disabled

Buffer logging: level debugging, 1816 messages logged, xml disabled,
filtering disabled

Logging Exception size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.
ESM: 0 messages dropped

Trap logging: level informational, 56 message lines logged
Log Buffer (100000000 bytes):

*Jul 1 23:23:47.387: /1-1/x000000¢0¢xx/ SIP/Msg/eesipDisplayMsg:

Received:

INVITE sip:7323204065@99.136.103.65:5060 SIP/2.0

Via: SIP/2.0/UDP 207.242.225.200:5060;branch=z9nhG4bK2rnefs20d80h0dc95681.1

From: "OUT_OF_AREA" <sip:+15108280583@207.242.225.200:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@99.136.103.65;user=phone>

Call-ID: ASE_1214951256345_5608_null_135.25.217.80

CSeq: 1 INVITE

Max-Forwards: 68

Contact: <sip:+15108280583@207.242.225.200:5060;transport=udp>

P-Asserted-Identity: "OUT_OF_AREA" <sip:5108280583@207.242.225.200:5060>
P-DCS-Billing-Info: CC152DB5003D6BD400000000312D303530303030000058A7/0@135.25.31.10
Allow: INVITE,ACK,CANCEL,BYE,INFO,PRACK

Accept: application/sdp, application/isup, application/dtmf, application/dtmf-relay, multipart/mixed
Accept-Language: en; g=0.0

Content-Length: 268
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Content-Disposition: session; handling=required
Content-Type: application/sdp

v=0

0=Sonus_UAC 26532 12960 IN IP4 207.242.225.200
s=SIP Media Capabilities

c=IN IP4 207.242.225.200

t=00

m=audio 26798 RTP/AVP 18 0 100
a=rtpmap:18 G729/8000
a=rtpmap:0 PCMU/8000
a=rtpmap:100 telephone-event/8000
a=fmtp:100 0-15

a=sendrecv

a=maxptime:20

*Jul 1 23:23:47.395: //-1/xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 207.242.225.200:5060;branch=z9hG4bK2rnefs20d80h0dc95681.1
From: "OUT_OF_AREA" <sip:+15108280583@207.242.225.200:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@99.136.103.65;user=phone>

Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-ID: ASE_1214951256345_5608_null_135.25.217.80

Server: Cisco-SIPGateway/|0S-12.x

CSeq: 1 INVITE

Allow-Events: telephone-event

Content-Length: 0

*Jul 1 23:23:47.399: /1-11xx0000000kkxx! SIP/Ms g/ cesipDisplayMsg:

Sent:

INVITE sip:7323204065@172.20.110.254:5060 SIP/2.0

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z9hG4bK7F1734

From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED
To: <sip:7323204065@172.20.110.254>

Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-ID: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Cisco-Guid: 2532160513-1190859229-2166670528-1526950391

User-Agent: Cisco-SIPGateway/I0S-12.x

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 1214954627

Contact: <sip:+15108280583@172.20.110.1:5060>

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 67

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 307

v=0
0=CiscoSystemsSIP-GW-UserAgent 1097 6859 IN IP4 172.20.110.1
s=SIP Call

c=IN IP4 172.20.110.1

t=00

m=audio 16406 RTP/AVP 18 0 100 19
c=IN IP4 172.20.110.1

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=yes

a=rtpmap:0 PCMU/8000
a=rtpmap:100 telephone-event/8000
a=fmtp:100 0-15

a=rtpmap:19 CN/8000

*Jul 1 23:23:47.611: /1-1/xxx00000¢kkxx! SIP/Msg/cesipDisplayMsg:
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Received:

SIP/2.0 100 Trying

Date: Tue, 01 Jul 2008 22:19:22 GMT

From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED
Allow-Events: presence

Content-Length: 0

To: <sip:7323204065@172.20.110.254>

Call-ID: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z9hG4bK7F1734

CSeq: 101 INVITE

*Jul 1 23:23:47.911: /]-1/xxx00000¢kkxx/ SIP/Ms g/ ecsipDisplayMsg:

Received:

SIP/2.0 180 Ringing

Date: Tue, 01 Jul 2008 22:19:22 GMT

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, PUBLISH
From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED

Allow-Events: presence

Remote-Party-ID: "UCM61-4065-" <sip:4065@172.20.110.254>;party=called;screen=yes;privacy=off
Content-Length: 0

To: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
Contact: <sip:7323204065@172.20.110.254:5060>

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z29hG4bK7F1734

CSeq: 101 INVITE

*Jul 1 23:23:47.911: /]-1/xxx00000¢kkxx! SIP/Ms g/ eesipDisplayMsg:

Sent:

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 207.242.225.200:5060;branch=29hG4bK2rnefs20d80h0dc95681.1

From: "OUT_OF_AREA" <sip:+15108280583@207.242.225.200:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@99.136.103.65;user=phone>;tag=7239B138-19B0

Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-ID: ASE_1214951256345_5608_null_135.25.217.80

Server: Cisco-SIPGateway/|O0S-12.x

CSeq: 1 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Contact: <sip:7323204065@99.136.103.65:5060>

Content-Length: 0

*Jul 1 23:23:53.387: /1-1/xxx00000¢kxxx! SIP/Ms g/ cesipDisplayMsg:

Received:

SIP/2.0 200 OK

Date: Tue, 01 Jul 2008 22:19:22 GMT

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, PUBLISH
From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED

Allow-Events: presence

Supported: replaces

Remote-Party-ID: "UCM61-4065-" <sip:4065@172.20.110.254>;party=called;screen=yes;privacy=off
Content-Length: 218

To: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
Contact: <sip:7323204065@172.20.110.254:5060>

Content-Type: application/sdp

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z29hG4bK7F1734

CSeq: 101 INVITE

v=0

0=CiscoSystemsCCM-SIP 2000 1 IN IP4 172.20.110.254
s=SIP Call

c=IN1P4 172.20.110.196

t=00
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m=audio 29400 RTP/AVP 18 100
a=rtpmap:18 G729/8000
a=ptime:20

a=rtpmap:100 telephone-event/8000
a=fmtp:100 0-15

*Jul 1 23:23:53.387: /1-1/xxx0000¢kkxx! SIP/Ms g/ cesipDisplayMsg:

Sent:

ACK sip:7323204065@172.20.110.254:5060 SIP/2.0

Via: SIP/2.0/UDP 172.20.110.1:5060;branch=z9hG4bK80246F

From: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED
To: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1
Max-Forwards: 70

CSeq: 101 ACK

Allow-Events: telephone-event

Content-Length: 0

*Jul 1 23:23:53.391: //-1/xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 207.242.225.200:5060;branch=29hG4bK2rnefs20d80h0dc95681.1

From: "OUT_OF_AREA" <sip:+15108280583@207.242.225.200:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@99.136.103.65;user=phone>;tag=7239B138-19B0

Date: Tue, 01 Jul 2008 23:23:47 GMT

Call-ID: ASE_1214951256345_5608_null_135.25.217.80

Server: Cisco-SIPGateway/|O0S-12.x

CSeq: 1 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Contact: <sip:7323204065@99.136.103.65:5060>

Supported: replaces

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 274

v=0
0=CiscoSystemsSIP-GW-UserAgent 9758 2556 IN 1P4 99.136.103.65
s=SIP Call

c=IN P4 99.136.103.65

t=00

m=audio 19416 RTP/AVP 18 100
c=IN IP4 99.136.103.65
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=yes
a=rtpmap:100 telephone-event/8000
a=fmtp:100 0-16

a=ptime:20

*Jul 1 23:23:53.555: //-1/xx00000000kxx/ SIP/Ms g/ eesipDisplayMsg:

Received:

ACK sip:7323204065@99.136.103.65:5060 SIP/2.0

Via: SIP/2.0/UDP 207.242.225.200:5060;branch=z9hG4bK2juhh830187g2dc9u641.1
Max-Forwards: 69

To: <sip:7323204065@99.136.103.65;user=phone>;tag=7239B138-19B0

From: "OUT_OF_AREA" <sip:+15108280583@207.242.225.200:5060;user=phone>;tag=dsa78ed2f0
Call-ID: ASE_1214951256345_5608_null_135.25.217.80

CSeq: 1 ACK

Content-Length: 0

Contact: <sip:+15108280583@207.242.225.200:5060;transport=udp>

*Jul 1 23:23:56.263: //-1/xxx000000kkxx/ SIP/Ms g/ eesipDisplayMsg:
Received:
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BYE sip:+15108280583@172.20.110.1:5060 SIP/2.0

Date: Tue, 01 Jul 2008 22:19:28 GMT

From: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
Content-Length: 0

User-Agent: Cisco-CUCM6.1

To: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Via: SIP/2.0/UDP 172.20.110.254:5060;branch=z9hG4bK5e563b6bd

CSeq: 101 BYE

Max-Forwards: 70

*Jul 1 23:23:56.267: //-1/xx00000¢kkxx/ SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 172.20.110.254:5060;branch=z9hG4bK5e563b6bd

From: <sip:7323204065@172.20.110.254>;tag=4ba3f703-6e57-4aa0-a9a5-4fbc7983fad3-20304512
To: "OUT_OF_AREA" <sip:+15108280583@172.20.110.1>;tag=7239AF38-1ED
Date: Tue, 01 Jul 2008 23:23:56 GMT

Call-1D: 96EF8879-46FB11DD-812AC4C0-5B0369F7@172.20.110.1

Server: Cisco-SIPGateway/|O0S-12.x

CSeq: 101 BYE

Reason: Q.850;cause=16

Content-Length: 0

*Jul 1 23:23:56.267: //-1/xx000000kxxx! SIP/Msg/ccsipDisplayMsg:

Sent:

BYE sip:+15108280583@207.242.225.200:5060;transport=udp SIP/2.0

Via: SIP/2.0/UDP 99.136.103.65:5060;branch=z9nG4bK813F2

From: <sip:7323204065@99.136.103.65;user=phone>;tag=7239B138-19B0
To: "OUT_OF_AREA" <sip:+15108280583@207.242.225.200:5060;user=phone>;tag=dsa78ed2f0
Date: Tue, 01 Jul 2008 23:23:53 GMT

Call-ID: ASE_1214951256345_5608_null_135.25.217.80

User-Agent: Cisco-SIPGateway/I0S-12.x

Max-Forwards: 70

Timestamp: 1214954636

CSeq: 101 BYE

Reason: Q.850;cause=16

Content-Length: 0

*Jul 1 23:23:56.395: //-1/xxx0000¢kxxx/ SIP/Msg/cesipDisplayMsg:
Received:

SIP/2.0 200 Ok

Via: SIP/2.0/UDP 99.136.103.65:5060;branch=z9hG4bK813F2

From: <sip:7323204065@99.136.103.65;user=phone>;tag=7239B138-19B0
To: "OUT_OF_AREA" <sip:+15108280583@207.242.225.200:5060;user=phone>;tag=dsa78ed2f0
Call-ID: ASE_1214951256345_5608_null_135.25.217.80

Timestamp: 1214954636

CSeq: 101 BYE

Content-Length: 0

Contact: <sip:+15108280583@207.242.225.200:5060;transport=udp>
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Step 4:
Obtaining the RTP payload-value for DTMF transtioissand configuring the payload-type value in tperapriate dial-peer.

The rtp payload-value will be obtained by readimg initial incoming SIP INVITE and will be locatedthin the SDP offer.

Example:
Received:
INVITE sip:7323204065@99.136.103.65:5060 SIP/2.0
Via: SIP/2.0/UDP 207.242.225.200:5060;branch=29hG4bK2rnefs20d80h0dc95681.1
From: "OUT_OF_AREA" <sip:+15108280583@207.242.225.200:5060;user=phone>;tag=dsa78ed2f0
To: <sip:7323204065@99.136.103.65;user=phone>
Call-ID: ASE_1214951256345_5608_null_135.25.217.80
CSeq: 1 INVITE
Max-Forwards: 68
Contact: <sip:+15108280583@207.242.225.200:5060;transport=udp>
P-Asserted-ldentity: "OUT_OF_AREA" <sip:5108280583@207.242.225.200:5060>
P-DCS-Billing-Info: CC152DB5003D6BD400000000312D303530303030000058A7/0@135.25.31.10
Allow: INVITE,ACK,CANCEL,BYE,INFO,PRACK
Accept: application/sdp, application/isup, application/dtmf, application/dtmf-relay, multipart/mixed
Accept-Language: en; g=0.0
Content-Length: 268
Content-Disposition: session; handling=required
Content-Type: application/sdp

v=0

o0=Sonus_UAC 26532 12960 IN IP4 207.242.225.200
s=SIP Media Capabilities

c=IN IP4 207.242.225.200

t=0 0

m=audio 26798 RTP/AVP 18 0 100

a=rtpmap:18 G729/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:96 telephone-event/8000 In this example rtp payload-type for telephone-event (RFC2833) is “96”
a=fmtp:96 0-15 0-15 is related to DTMF characters 0-9, *, #, A-D
a=sendrecv

a=maxptime:20

Once you have obtained the RTP payload-value yithueed to configure this newly acquired valueoimdl appropriate dial-peers

Example:
Router# show running-config | begin dial-peer voice 4060
dial-peer voice 4060 voip
destination-pattern 406[1-6]
rtp payload-type nse 99
rtp payload-type nte 100
voice-class codec 1
session protocol sipv2
session target ipv4:172.20.110.254
incoming called-numbe
fax rate 14400
fax protocol t38 Is-redundancy 0 hs-redundancy O f allback pass-through g711lulaw
fax-relay sg3-to-g3r 4067
dtmf-relay rtp-nte
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Router# config t
Router(config)#dial-peer voice 4060

Note: Cisco 10S assigns hardcoded RTP payload-type
In the example above RFC2833 is being offered on rt
default, assigns value 96 to Cisco codec “cisco-cod
payload-value assignment of “cisco-codec-fax-ind” ¢
to assign value 96 to payload-type “nte” (RFC2833).
other rtp payload-type values.

Router(config-dial-peer)#rtp payload-type cisco-cod
Router(config-dial-peer)# rtp payload-type nte 96

New dial-peer:

Router# show running-config | begin dial-peer voice
dial-peer voice 4060 voip

destination-pattern 406[1-6]

rtp payload-type cisco-codec-fax-ind 98

rtp payload-type nte 96

voice-class codec 1

session protocol sipv2

session target ipv4:172.20.110.254

incoming called-numbe

fax rate 14400

fax protocol t38 Is-redundancy 0 hs-redundancy O f
fax-relay sg3-to-g3r 4067

dtmf-relay rtp-nte

values to all I0S supported codecs.

p payload-type value 96 but 10S, by
ec-fax-ind”. You must change the RTP
odec to a different value in order

You may face this situation with

ec-fax-ind 98 This frees up value 96
This assigns value 96 to RFC2833

4060

allback pass-through g711lulaw

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com

Page 48 of 50



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA

ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 49 of 50



+ )
) * ) * ) * ) * *
Cisco Systems, Inc. Cisco Systems International ~ Cisco Systems, Inc. Cisco Systems, Inc.
170 West Tasman Drive BV 170 West Tasman Drive Capital Tower
San Jose, CA 95134-1706 Haarlerbergpark San Jose, CA 95134-1706 168 Robinson Road
USA Haarlerbergweg 13-19 USA #22-01 to #29-01
WWW.CiSCO.com 1101 CH Amsterdam WWW.CiSCO.com Singapore 068912
Tel: 408 526-4000 The Netherlands Tel: 408 526-7660 WWW.CiSCO.com
800 553-NETS (6387) WWW-europe.cisco.com Fax: 408 527-0883 Tel: +65 317 7777
Fax: 408 526-4100 Tel: 31 020 357 1000 Fax: +65 317 7799

Fax: 31 0 20 357 1100
Cisco Systems has more than 200 offices in theviafig countries and regions. Addresses, phone nisnaed fax numbers are listed on
the Cisco Web site atww.cisco.com/go/offices

Argentina « Australia < Austria « Belgium « BraziBulgaria « Canada ¢ Chile « China PRC « Colomb@osta Rica « Croatia « Czech
Republic « Denmark  Dubai, UAE « Finland « Franggermany * Greece « Hong Kong SAR ¢ Hungary «dndindonesia ¢ Ireland ¢
Israel « Italy « Japan « Korea * Luxembourg « Malay Mexico ¢ The Netherlands « New Zealand « NrwPeru « Philippines ¢
Poland < Portugal « Puerto Rico « Romania * RusSiaudi Arabia  Scotland ¢ Singapore * Slovaksovenia » South Africa  Spain
Sweden ¢« Switzerland « Taiwan * Thailand « Turkdiraine « United Kingdom ¢ United States * VeneaueVietnam « Zimbabwe

© 2008 Cisco Systems, Inc. All rights reserved.

CCENT, Cisco Lumin, Cisco Nexus, the Cisco logo #reCisco Square Bridge logo are trademarks afdC8ystems, Inc.; Changing the Way We
Work, Live, Play, and Learn is a service mark afd@i Systems, Inc.; and Access Registrar, AironeX ,BCatalyst, CCDA, CCDP, CCVP, CCIE,
CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco Certiffgdrnetwork Expert logo, Cisco I0S, Cisco Pressc€ Systems, Cisco Systems Capital, the
Cisco Systems logo, Cisco Unity, EtherFast, Ethé@rwFast Step, Follow Me Browsing, FormShare, &Bigve, HomelLink, Internet Quotient, 10S,
iPhone, iQ Expertise, the iQ logo, iQ Net Readirféssrecard, iQuick Study, LightStream, Linksys, kegPlace, MGX, Networking Academy,
Network RegistrarPacket PIX, ProConnect, ScriptShare, SMARTnet, StackWi$e Fastest Way to Increase Your Internet Quptaerd TransPath
are registered trademarks of Cisco Systems, Iroaits affiliates in the United States and certather countries.

All other trademarks mentioned in this documeniM@bsite are the property of their respective owrEng use of the word partner does not imply a
partnership relationship between Cisco and anyrathpany. (0705R)

Printed in the USA

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 50 of 50
EDCS# 751013 Rev # 3



© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 51 of 50



