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Hierarchical Campus Design
Building Blocks

Data CenterWAN Internet
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Access

Distribution

Core

Distribution

Access • Offers hierarchy—each layer has
specific role

• Modular topology—building blocks
• Easy to grow, understand, and 

troubleshoot
• Creates small fault domains—clear 

demarcations and isolation
• Promotes load balancing and 

redundancy
• Promotes deterministic traffic patterns
• Incorporates balance of both Layer 2 and 

Layer 3 technology, leveraging the 
strength of both

• Can be applied to all campus designs; 
multilayer L2/L3 and routed access 
designs
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Tried and True: Reference Design
Multilayer L2/L3 Design

• Consider fully utilizing uplinks via GLBP
• Distribution-to-distribution link required for route summarization
• No STP convergence required for uplink failure/recovery
• Map L2 VLAN number to L3 subnet for ease of use/management
• Can easily extend VLANs across access layer switches if required

10.1.20.0
10.1.120.0

VLAN 20 Data
VLAN 120 Voice

VLAN 40 Data
VLAN 140 Voice

10.1.40.0
10.1.140.0

HSRP or GLBP
VLANs 20,120,40,140

HSRP or GLBP
VLANs 20,120,40,140

Reference
Model

Layer 3
SiSiSiSi

Layer 2

Access

Distribution



555© 2005 Cisco Systems, Inc. All rights reserved.

RST-2031
11207_05_2005_c2

Data Center

SiSi SiSi

SiSi SiSi

SiSi SiSi

Hierarchical Campus Design
Multilayer L2/L3 Building Blocks

• Highly available and fast—always on
• Deploy QoS end-to-end: protect the good and 

punish the bad 
• Equal cost core links provide for best 

convergence 
• Optimize CEF for best utilization of redundant

L3 paths

• Aggregation and policy enforcement
• Use HSRP or GLBP for default gateway protection
• Use Rapid PVST+ if you MUST have L2 loops in 

your topology
• Keep your redundancy simple; deterministic 

behavior = understanding failure scenarios and 
why each link is needed

• Network trust boundary
• Use Rapid PVST+ on L2 ports to prevent loops in 

the topology
• Use UDLD to protect against 1 way interface UP 

connections
• Avoid daisy chaining access switches 
• Avoid asymmetric routing and unicast flooding, 

don’t span VLANS across the access layer

Access

Distribution

Core

Distribution

Access
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Routing to the Edge 
Layer 3 Distribution with Layer 3 Access

• Move the Layer 2/3 demarcation to the network edge

• Upstream convergence times triggered by hardware detection 
of link lost from upstream neighbor

• Beneficial for the right environment

10.1.20.0
10.1.120.0

VLAN 20 Data
VLAN 120 Voice

VLAN 40 Data
VLAN 140 Voice

10.1.40.0
10.1.140.0

EIGRP/OSPF EIGRP/OSPF

GLBP Model

SiSiSiSi

Layer 3

Layer 2

Layer 3

Layer 2
EIGRP/OSPF EIGRP/OSPF
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Data Center
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Hierarchical Campus Design
Routed Access Building Blocks

• Highly available and fast—always on
• Deploy QoS end-to-end: protect the good and 

punish the bad 
• Equal cost core links provide for best 

convergence 

• Access layer aggregation 
• Route summarization to the core to minimize 

routing events
• Route filtering from the core to minimize routing 

table size in access
• OSPF stub area border (ABR)
• Keep your redundancy simple; equal cost load 

balancing between access and core
• Vary CEF algorithm to prevent polarization

• Network trust boundary
• VLANs are contained to the access switch 
• Use EIGRP or OSPF on interfaces to

distribution layer
• Use parallel paths for Equal Cost Multi Path 

(ECMP) routing 
• Use EIGRP stub routers or OSPF stub areas to 

limit scope of convergence events

Access

Distribution

Core

Distribution

Access
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What Is High Availability?

DPM—Defects per Million

Availability Downtime Per Year (24x365)
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What If You Could…
Reduce Cost Through Diminished Risk of Downtime

• Costs for downtime are high
One day cost of lost productivity = 
$1,644 per employee

100 person office = $164K 
per day

• More than just a data
network outage

• More than just revenue 
impacted

Revenue loss

Productivity loss

Impaired financial performance

Damaged reputation

Recovery expenses Source: Meta Group
999

$   205$1,010,536Average

$   107$   668,586Transportation

$   244$1,107,274Retail

$   370$1,202,444Insurance

$1,079$1,495,134Financial Institution

$   134$1,610,654Manufacturing

$   186$2,066,245Telecommunications

$   569$2,817,846Energy

Revenue/ 
Employee-

Hour
Revenue/HourIndustry Sector
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Campus High Availability
Sub-Second Convergence

Worst Case Convergence for Any Campus Failure Even

S
ec

o
n

d
s

0
0.2
0.4
0.6
0.8

1
1.2
1.4
1.6
1.8

2

L2 Access
OSPF Core*

L2 Access
EIGRP Core

OSPF
Access*

EIGRP
Access

L2 Access (Rapid PVST+ HSRP)

L3 Access

*OSPF Results Require Sub-Second Timers
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High-Availability Networking in the Campus

Reinforced Network Infrastructure:
Infrastructure Security Hardening
Device-Level and Software Resiliency

Real World Network Design:
Hierarchical Network Design—
Structured Modular Foundation

Network Operations:
Best Practices 

Real-Time Network Management:
Best Practices

Best-in-Class Support:
TAC, CA, Etc.
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Routed Access Design
Structured Design Foundation

• EIGRP or OSPF routed links between access and distribution
• Routed interfaces, not VLAN trunks, between switches
• Equal cost multi path to load balance traffic across network
• Route summarization at distribution (like L2/L3)
• Single (IGP) control plane to configure/manage (no STP, HSRP,) 

10.1.20.0
10.1.120.0

VLAN 20 Data
VLAN 120 Voice

VLAN 40 Data
VLAN 140 Voice

10.1.40.0
10.1.140.0

EIGRP or OSPF
Equal Cost Multi Path

Layer 2

Layer 3

SiSiSiSi

SiSiSiSi Access

Distribution
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