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SIP: THE NEXT STEP IN CONVERGED IP COMMUNICATIONS

EXECUTIVE SUMMARY

IP communications technology—the convergence of, daiae, and video onto a single network—can hegm@apizations to reduce the costs
and complexities associated with communicationstarehable progressive business gains. For morefiveyears, Cisco Systefnisas been
delivering the comprehensive benefits of IP comroaitidns to enterprises and service providers alike.

Session Initiation Protocol (SIP) builds on thectitnmunications foundation by providing a standdrdsed approach to enabling

IP communications with numerous devices and apicsa. This paper describes the benefits of Siéhterprise customers and explains the
comprehensive Cis€aoadmap for delivering SIP-based solutions—an anglstrategy that helps deliver stronger IP commations
benefits to enterprise customers today and inuhed. Organizations that adopt Cisco solutionsreap the benefits of IP communications
and establish a solid foundation to support newendrging SIP networking technologies.

INTRODUCTION
A project manager receives an e-mail message itifigriim of a crucial change in a project currenthderway. He needs to quickly rally his
project team to deal with the new development.

He clicks on the “Project Team” icon in his addreesk and sends an instant message inviting time tea rich-media conference to
commence immediately. The icons next to each teemlmr’'s name indicate that five of the six team imers are available. The sixth team
member will receive the message on his cell phaleeting him to join the conference in progress mhe can.

Following the URL provided, each team member cotseca meeting that includes audio and Web conéing capabilities, enabling all
participants to access and update the master ppggming document. Within minutes, the five tea@mbers are participating in the
conference, even though two are on the road (lemthived the instant message via wireless connectiotineir PDAs). With a click of the
mouse, the manager decides to record the meetirigdenefit of the sixth team member.

After discussion, the team members can begin tadamng of tasks related to the project change. Téwgager e-mails a recording of the meeting
to the sixth team member, who will be able to fiste the whole conversation as soon as he is &ajland can view changes to the master
planning document. He'll be informed of the changed the resultant tasks, without the manager lyagimecap the entire meeting.

Only 15 minutes have elapsed from the time theggetopanager received word of the crucial change.
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Figure 1

An Integrated Communications Scenario
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missing team member

IP COMMUNICATIONS AND SIP
Converged IP network technology is a reality. Cisas been delivering these types of productivityefies for years, with solutions built on
Cisco AVVID (Architecture for Voice, Video and Irgeated Data), a blueprint for building secure, higiiformance converged IP networks.

SIP is a peer-to-peer, multimedia signaling prokdicat integrates with other Internet serviceshsag e-mail, Web, voice mail,

instant messaging, multiparty conferencing, andtimeldia collaboration. When used with an IP infrasture, SIP helps to enable

rich communications with numerous multivendor degiand media. SIP can set up individual voice afezence calls, videoconferences and
point-to-point video-enabled calls, Web collabaratand chat sessions, or instant messaging sesstmsen any number of SIP enabled
endpoints, including IP phones, PCs, laptops, pedstigital assistants (PDAs), and cell phonesh&opening scenario, the participants could
be using end devices from any number of differemdors, and if the devices supported the neceSdBrapplications with sufficient attention
paid to implementation, the rich-media confereraléwould work perfectly.

SIP is an IETF standard that promises to open woifPmunications networks to new hardware and soétwhayers, giving enterprises more
options and flexibility in building converged netiks. At one time, enterprises that employed timas@n multiplexing (TDM)-based PBXs
had to rely on the PBX vendor to supply any regufeatures and functions; now, converged IP netaarid SIP open up the application
development process, allowing applications froneehdent software vendors with expertise in speeditical markets. This process is
enabled by the approach the IETF has taken to 8iftwvis defining the base-level functions requifedinteroperability, but leaving room for
differentiation at the application level.
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Cisco has been instrumental in defining SIP statglarhe company has been at the forefront of SIfnt@ogy since the first SIP IETF RFC
was published in 1999. Cisco engineers currentigtar both the SIP and the related SIPPING workjraups, and the company has been
delivering SIP-enabled products since 2000. Cisgarticipated in numerous multivendor SIP interapility and test events, and is a
founding member of the SIP Forum industry groupdétivering SIP-based solutions, Cisco draws omsyefiexperience building converged
IP networks for enterprises as well as service ipgrg—an advantage that is unique in the industry.

SIP Specifics

The core SIP specification is documented in RFCL32& in companion documents. These standardsediéfnoperation of SIP and

how sessions are established, defined, and caedrdlhese specifications completely replace thgiraal version of the SIP specification that
was documented in RFC 2543.

The basic elements of a SIP system are user agedijsroxy servers. The SIP user agent is softviates implemented in end-user devices
and server components to manage the SIP connetsen.agents include endpoints such as IP phoiliesn&dia gateways, conferencing
servers, and messaging systems. SIP proxy seugs $IP requests to their appropriate destinatidroxies are typically collocated with a
SIP registrar, which maintains a list of contactsdpecific users or accounts within a specifidt®ain. SIP employs the Real-Time Protocol
(RTP) to transfer packetized voice, video, and dataal time between user agents (Figure 2). hilse same RTP protocol that Cisco has
employed in all of its IP communications solutiogisjing the company years of experience with thaquol.

Dispelling the Myths
As is often the case with emerging technologies, some facts about SIP are overlooked and some of its capabilities are overstated. By itself, SIP
is not a communications panacea—it works with many other standards to foster open, reliable, rich multimedia communications.

Important facts about SIP:

= SIP is a signaling protocol that is independent of transport protocol; it can run on top of several transport protocols, including User
Datagram Protocol (UDP), TCP, and Stream Control Transmission Protocol (SCTP).

= SIP does not mandate or include specific quality of service (QoS) capabilities; it works with other protocols that perform this function.

= SIP is independent of any security protocol and may be used with several security protocols, such as Transport Layer Security (TLS) and
IP Security (IPSec).

= SIP is a peer-to-peer protocol, not an IP-to-PSTN gateway control protocol such as MGCP or H.248.

= SIP provides methods to control sessions, but does not specify the applications and services that will use those sessions; as a result,
SIP does not guarantee application behavior.

= SIP is independent of the media used, allowing the flexibility to initiate sessions for different media types.
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Figure 2
SIP Architecture
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Legacy PBX
With SIP, users can be referred to in the samethatye-mail addresses are used. For example, aogkelr be defined as “sip:
bob.jones@cisco.com”, or by a telephone numberdbsuch as “14085553563". Using the database ddtergd contacts and
locally configured policy, a SIP proxy can resofvaser address or telephone number to the propénaigon IP address within its domain.
SIP proxies also use IP services such as the glaxdmrakin Name System (DNS) to find SIP servers ireotiomains and the emerging ENUM
standard to map public telephone numbers into @exino various IP addresses that DNS can recognize.

Adding Applications to SIP

SIP is attractive as a signaling standard becaussiconnect and control communications sessietvgden applications, independent of
media type or the function performed by the endiegtions. SIP is known as a “methods-based” sigggbrotocol because it provides the
methods to connect, signal, and control sessiorat sense, SIP is quite different from a “funictilly based” signaling protocol, such as
Q.SIG, which is used not only to establish sessibasalso to define the specific features thossieas can support.

The distinction is important—it greatly affects irdperability and flexibility. As a peer-to-peer pwool, the intelligence involved in SIP-
enabled applications is distributed to endpoints ahier components, not centralized in a singleomaitrol component. New features can be
added without upgrading infrastructure componenth ss proxy servers, and developers do not reiquineate knowledge of the SIP
infrastructure in order to write SIP-enabled apgtiimns.

This opens up the application development proaetsiitd-party developers who can create targetedioally oriented applications. Internal
users at a financial services company, for exanaptelikely to want features that are consideraliffierent from those used by telemarketers
in an outbound call center. SIP enables indeperstdgtware vendors (ISVs) with expertise in eachketto develop applications specific to
those areas. This type of open development envieohnepresents a dramatic shift from the traditidizM-based PBX paradigm discussed
above. By opening up the application developmeontgss to more players, SIP promises to provide mai@/ation in less time and at less
cost.

SIP also gracefully supports protocol extensionghat applications can support advanced featuré<an still interoperate with other, less
functional applications. Consider the following exgle. Three colleagues are on a conference calh. Gvthem are at a headquarters location
where their SIP-enabled IP phones support videahibifles; the third is at a remote office that d@®t support video phones. SIP will
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establish the conference among the three userslimméhe video portion for the two users whoseipment supports it. The third user will
participate in a traditional audio call. This iskift from the “least-common denominator” approanhyhich only functions supported by all
users are implemented (none of the colleagues warikble to use video).

In this way, SIP supports innovation within applicas that can be combined, yet still works wittmigar applications that support features that
have not been extended. In fact, SIP extensiorisalhbw SIP discovers the feature set each endpopgorts, and how SIP establishes each
call accordingly.

Built on an IP Base

The SIP communications model is based on IP anslexgsting protocols and services, including DNSPRthe Session Description Protocol
(SDP), and Transport Layer Security (TLS). Whil® $an work with any underlying transport protodosupports more advanced
applications at lower costs and with better featume an IP communications infrastructure becausanittake advantage of all of the well-
defined services and protocols that IP offers.

Video and multimedia applications, for example, fareeasier to deploy over an IP infrastructure ngtepplications like video are treated as
just another RTP stream. While SIP could be useipport video in a circuit-switched TDM infrasttuie, doing so would require a complex
series of signaling gateways to convert betweekgiaand circuit-switched formats.

CISCO AND SIP

Few companies can claim as much SIP expertisesz® Givhose engineers have authored and contriboisal/eral SIP-related RFCs,
including the core RFC 3261 and others that addseses ranging from Network Address TranslatioATNdevice traversal to presence and
security. Cisco contributors have also chairedomheired several relevant IETF working groups,udeig SIP, SIPPING, IPTEL, ENUM,
and MIDCOM.

Cisco released its first SIP-enabled Cisco IOS®wgagen February 2000, and its first SIP-capablgli®ne, the Cisco IP Phone 7960,
in August 2000. A SIP proxy server followed in 208thile SIP was in its early stages, customers wble to build SIP-enabled networks
with Cisco products, and many early adopters engaldyisco equipment to deliver revenue-generatingces while learning more about SIP.

SIP Proving Ground

Much of Cisco’s early SIP work involved proof ofrm@pt—proving that SIP worked in an IP telephonyimmment, with traditional features
such as caller ID, call hold, call transfer, anceéiway calling. Capabilities such as announcinglktransfer to the recipient before
connecting the call (which involves setting up aliaestream prior to connecting the call) had tadsted to make sure they would work
through RTP streams and SIP-to-public switchegtedae network (PSTN) gateways. Similarly, TDM ofdand signaling (which passes
information such as caller ID data) had to be phesethe SIP network.

Most of the early adopters of SIP technology wereng service provider companies looking to diff¢ise themselves by providing IP-based
services. They include Vonage, the IP-based telemamtations services provider that used Cisco StBvgays and SIP analog telephone
adapters (ATASs) to launch its service in 2001, B&da Swedish IP-based telephony service provBigreven companies such as Microsoft
saw the promise of SIP as far back as 2001, whanriched the SIP-enabled Windows Messenger Upidiatess MSN .Net initiative. The
Windows Messenger Update enabled MSN users to @Hkenabled voice over IP (VolP) calls from the MBssenger client, with Cisco
providing the SIP infrastructure to Microsoft seeiprovider partners.

While Vonage, B2, Microsoft, and Cisco were helpiagrove the viability of SIP in the service prder realm, Cisco was proving

the viability of converged IP networks in the eptése realm with Cisco CallManager and related potsl When Cisco was first
implementing its IP communications strategy inldie 1990s, SIP was not ready for enterprise deptoys—many of its building blocks
were still in the formative stage. Instead, forsgas initiation, Cisco employed H.323 coupled witthhown Skinny Client Control Protocol
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(SCCP) and with the Media Gateway Control ProtgbtlECP), using these protocols to help companies gaperience with and reap the
benefits of IP communications. Through this proc€ssco gained valuable experience in deliveringaerced voice, data, and video services
over an IP infrastructure, while developing applmas that take advantage of that infrastructure.

Cisco has worked with other vendors to ensure dptenability for SIP. In addition to its work withe IETF, Cisco has been a regular
participant in SIP its since its inception in 1999Rits are weeklong, engineering-driven eventsdioated by the SIP Forum, where vendors
work out interoperability issues in their SIP implentations.

These parallel efforts are coming together as Gistivers on its strategy to incorporate SIP intsc@ CallManager and the rest of its IP
Communications products.

THE CISCO SIP ROADMAP

Cisco is uniquely positioned to take advantagdlaffahe capabilities that SIP has to offer. Witte largest SIP-enabled product line in the
industry, Cisco is applying its own SIP experietwés enterprise solutions, helping to ensure thatcompany’s implementations are
interoperable. Cisco is also working with partn@mpanies to help ensure that their SIP-enabledapioins mesh well with the Cisco
infrastructure. This strategy will bring new cagiieis to users by opening up the application deprlent process to new players—enterprise
customers will no longer need to rely on PBX vesdor all telephony features and applications.h&t $ame time, the open nature of SIP will
enable enterprises to buy equipment and softwara more suppliers, giving them more flexibility.

Adding SIP to the Enterprise
For enterprises, SIP offers at least three majoefits:

« Interoperability—Customers can build systems using components sulth ghones, soft phones, and collaborative agjgitsfrom
multiple vendors. This allows them to select thenbmmations of price and features that best suinthehile giving individual end users the
devices they are most comfortable with and theaso#t that works best in their environments.

* Innovation—The building block approach that the IETF has taketefining SIP leaves room for innovation in terof the applications
that vendors can deliver. An early example is thglémentation of presence around voice and inst@ssaging applications. As in the
scenario in the introduction, presence data cam f@verful addition to various applications, enadplusers to instantly determine whether a
colleague is on the phone; out of the office buttilable by cell phone; online and able to accegtaint messages; and so on. SIP also allows
users to express their preferred means of commiionsa

¢ Investment protection—SIP-enabled endpoints and proxies can be addedstiing IP communications infrastructures. For eganCisco
has a roadmap for SIP-enabling Cisco CallManagieddJnity™ unified messaging, Cisco MeetingPlacé ather Cisco IP
Communications solutions. Many customers have @jréailt highly functional converged IP networkstkvapplications such as IP-based
call processing that allow for new levels of mapitind unified voice, e-mail, and fax messagindnets have IP-based call centers that
integrate voice, e-mail, and Web customer contddtese customers are understandably concernedrthathanges to core protocols will
disrupt such applications, or will take away featuthat users and customers have grown accustemed t
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Cisco is working diligently to ensure our produetigration to SIP will not take away features orsmdisruptions to existing applications. As
the company works to deploy SIP on its range afdRtions, Cisco is making sure that SIP suppbesptimary features and functions that
customers currently enjoy. Using SIP, customerkheilable to take advantage of new options in terhtie endpoints they can deploy and,
over time, the applications available to them fiGéimco and third-party providers.

As a result of its pioneering SIP work and its faf@evelopment of converged IP infrastructureisc@ now supports the largest SIP-enabled

product line in the industry (Table 1).

Table 1

Enabling the Cisco Product Lineup for SIP

Product Description SIP-Enabled

Cisco BTS 10200 The softswitch empowers service providers and large enterprises to gracefully transition to Yes

Softswitch packet-based technology; serves as an interface to enhanced service and application platforms.

Cisco SIP Proxy Server Call control software provides numerous call routing capabilities in both small and large Yes
networks.

Cisco CallManager Market-proven IP call processor added SIP network-side support in Version 4.0; line-side Yes
support is in development to enable communications with SIP endpoints.

Cisco CallManager Cisco 10S router-based call-control application for small businesses and branch locations offers Yes

Express SIP network support.

Cisco I0S gateways Cisco 10S Software-based access router and gateway products have been supporting SIP Yes
trunking for enterprise and service provider customers since 2000.

Cisco PGW 2200 PSTN Bridges legacy PSTN networks with packet networks; used by Swedish carrier B2 to launch Yes

Gateway residential IP voice service in 2002.

Cisco IP phones Industry-leading IP phones; more than three million shipped, including many to service providers  Yes
for SIP implementations.

Cisco ATA 186/188 ATAs are used by service providers to offer residential VVoIP services since 2002. Yes

Analog Telephone

Adapter Software

Cisco Unity unified Unified communications and voice messaging server is used with Cisco CallManager and for Yes

messaging integration with existing hybrid and TDM PBXs.

Cisco Survivable Remote Provides backup registrar and redirect services in the event that a SIP endpoint is unable to Yes

Site Telephony (SRST) communicate with its primary SIP proxy; also provides a PSTN gateway.

Cisco MeetingPlace Rich-media conferencing system includes voice and Web conferencing capabilities; ready to Yes
serve thousands of SIP endpoints.

Cisco PIX ® products Firewall products support both H.323 and SIP while gracefully addressing NAT issues. Yes

Three-Phase Approach

Several years ago, Cisco defined a three-phaseagipto introduce SIP into the Cisco AVVID entesprsolution. Cisco has completed the

first two phases and is actively working on Phasaéug to market in 2005.

Driving Development

In Phase 1, which began in 2000, Cisco introdud®dsBpport to its Cisco IOS Software-based gatevaagsfirewalls, enabling
enterprises and service providers to begin deptp$itiP-based solutions. Cisco also added a SIP-hasat messaging client into
several Cisco IP phones as a demonstration agplicdthis client enabled an IP phone to integraté imstant messaging systems
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such as Microsoft Windows Messenger and Lotus Saraeetind was meant to demonstrate the strengtbroferged networks and to begin
collecting market feedback to better understandr@dfket requirements.

Given the success of its trials, Cisco is explotimg productizing of this feature such that usevslal be able to send instant messages to
colleagues from their IP phones and to easily aéste” the session to a phone conversation, ifledeThrough this pioneering work, Cisco
has gained real-world experience in how customenseenploy SIP and use the capabilities that SIBlesasuch as presence and instant
messaging. Cisco has also discovered ways to ate@lP-enabled applications with its own produsish as the advanced display

capabilities of Cisco IP phones.

Full-Featured Solutions
In Phase 2, Cisco added SIP support to Cisco Caliiger, Cisco CallManager Express, Cisco BTS 10208 ,0ther system-level components.

For example, with Cisco CallManager Version 4.0ivéeed in early 2004, Cisco introduced SIP supportilar to the network-side interface
that it has with H.323 today, enabling customerske advantage of SIP signaling over an all [Raikstructure to connect to core SIP
networks which support various SIP services andigtjons as well as SIP User Agents (Figure 3)difidnally, SIP network-side support on
Cisco CallManager enables users to employ hosteee8abled applications from service providers, sachP telephony and multimedia
conferencing services. And because SIP is implesdematively within Cisco CallManager, as well ashivi all Cisco call processing agents
and gateways, customers do not have to purchastoadtisoftware, servers, or network infrastruettw be assured of SIP support.

Figure 3
The Cisco SIP Enterprise Vision—Phase 2
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Cisco plans to build on the IP Communications sohg it has already delivered by providing fulkfered, standards-based SIP solutions that
are integrated with existing IP Communications sohs and services. This will provide investmeritpction for customers, allow them to
extend the capabilities of their existing IP Comications investments, while delivering new leveisnmovation with SIP enabled
applications.

Implementing SIP on many call-processing compongiviss customers deployment flexibility. Enterprégeounts that need distributed call
processing can deploy Cisco CallManager Expresmatler sites, with Cisco CallManager at largezssdnd Cisco BTS 10200 softswitches
providing a centralized dial plan and managemedttalling functions—all connected via SIP-enabledwgk links. The Cisco BTS 10200
can also provide 911 support for SIP endpoints,tesdprovided line-side support since early 2004h \WIP interfaces supported on Cisco
Unity and Cisco Unity Express unified messagingeays, customers can tie these systems in via S¥rielinks as well.

Investment Protection

In Phase 3, Cisco is adding line-side support fBrt8 Cisco CallManager and Cisco CallManager Esmrextending SIP support to endpoints
and User Agents (Figure 4), and allowing any SIRmitant IP phone to register directly with Ciscdl®@@nager. Customers can migrate to
SIP at their own pace, protecting investments istigg infrastructures and applications. For examplhen Cisco CallManager SIP support is
extended to SIP endpoints, customers can contuse devices that support SCCP, H.323, and MGGIR witegrating SIP endpoints
providing equivalent functions that will take adtage of each protocol’s strength. Once again, 8gpart will be native to Cisco

CallManager and CallManager Express—no additionfalvaoe or equipment will be required.

Figure 4
The Cisco SIP Enterprise Vision—Phase 3
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Also in Phase 3, Cisco and its partners will delivew and innovative SIP-based applications. Ingtians will target rich-media
communications applications that integrate voiége®, instant messaging, presence, and desktojcagpphs to better serve enterprise
customer needs. Cisco aims to deliver capabilitiesthose in the opening scenario to this papéeneby end users can easily connect with
each other, using the communications media anddgthat make the most sense at the time. With rmusepplication developers working
together to develop SIP-enabled applications, tssipilities are virtually endless.

An Army of Developers

The power and promise of SIP will truly be realizedhe applications. Cisco is working with its fyears to make sure that the individual
needs of multiple vertical industries will be mettwSIP-enabled applications that have been thdriyugsted for compatibility with the Cisco
SIP-enabled IP Communications infrastructure.

Cisco is taking a systems-based approach to SdBdress interoperability and the features requtrembighout all of its products. This
approach addresses four fundamental elements:

« Network infrastructure—The foundation network that carries all IP datacepand video traffic; includes workgroup switchesuters,
and connecting links and helps to ensure proper Qo8& applications.

« Call-processing systems—Servers and associated equipment for call manageowntrol, and accounting.

« Endpoints—IP phones, video terminals, and other user deviwgsconnect to IP communications systems.

« Applications—User applications such as conferencing, unifiedsaigisg, customer contact, and Extensible Markumuage (XML)-
enabled communications, as well as custom tootsetitand the capabilities of IP Communications eyt

SIP AT WORK

In the Cisco vision, SIP uses the underlying Cift€ommunications infrastructure to enable applicet incorporating technologies that
include presence and intelligent call routing, impng communications over multiple types of mediag ultimately enhancing user
productivity. Some examples are included to illatgrthis.

Find Me/Follow Me

SIP can be used to drive powerful presence cafiabithat allow new levels of find me/follow mesees. Many of these capabilities are
being defined in the IETF SIMPLE Working Group. date, presence capabilities have largely beenddid “off-line” or “online,” but the
possibilities envisioned by SIMPLE—and Cisco—arenfiare sophisticated.

Imagine presence integrated with a calendar functfaan end user is in a meeting and receivesoa@lcall from someone who is supposed to
be in the same meeting, the call processor directhferences the caller into the meeting; callmfathers could be routed to voice mail.

Advanced applications can also recognize the Hirasindicate the best method to reach a useryagji@en time. Next-generation (3G)
wireless systems, for example, are expected tdBe&abled and will incorporate presence data. Systems will be capable of recognizing
when a user’s cell phone is moving, as well abitation. That presence data can be used by ther@Bled call processor to route incoming
calls to the user’s cell phone, as in the examplheabeginning of this paper.
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Calling Preferences

SIP has defined extensions that deliver powerfllingapreferences and capabilities, giving usens wentrol over calls that they place and
receive. When placing calls, users may chooseacomplete a call if it is going to voice mail. Sianly, the user may indicate that calls from
certain colleagues or customers should never goitee mail, but be routed to an alternate contasteiad.

Telecommuting and Travel
Presence and calling preference capabilities enmaes who are working from home or on the roaghtploy the same features and functions
they have at their offices. For example, a usemtag an IP softphone into any broadband outlettzegin receiving calls.

Presence-Enabled Directories

When integrated with directories, presence datehegmusers glean useful information from numempglications. Consider a list of missed
calls. An IP phone user reviewing a list of calissed while away from his desk can immediatelytbegresence status of each of the
callers—whether each is available now, on the phonaway from the phone, for example. Such apptioatwill greatly reduce missed calls.

Rich-Media Conferencing

SIP can deal with multiple forms of media at thmedime. For example, two colleagues may be oncaglsall with each other while
conducting a Web conference to collaborate on semtation. One session is on an IP phone; the othardesktop PC. One of the users has to
leave the office, but is able to transfer the pheoalkto her cell phone and the Web session tdPiek; SIP treats both sessions as one call.

The IETF continues to develop advanced SIP capiabilifor example, having multiple user agents evaging on a user’s behalf. Picture a
user entering a conference room where he needta jvideoconference and a collaborative whiterdbeassion. He uses his PDA to dial the
videoconference number and simply checks off thieeddoard as another media option. His SIP-enaB@4 communicates with the white
board user agent to establish that session; thrasugaickly online to both. When the meeting i®gvwhe user can terminate both sessions with
one click.

Interdomain Capabilities

Many companies have created IP- and SIP-based coioations systems that work inside a single domsioh as within a single company.
Because SIP is based on IP, it is not limited tthssingle-domain use. Just as e-mail can be shippwdeen any two companies with valid
Internet addresses, SIP can initiate sessions bate@mpanies with different domains, and carry teetirely over the Internet. This requires
proper security and authorization, as addressddntibe SIP standards. As companies become moiédamith SIP and its capabilities, they
will find that features such as call transfer andferencing can be used between and among differganizations that support the appropriate
standards.

Desktop Application Integration

Consider a Microsoft Word document that has bede@tyy several team members. As usual, each gersomments are visible in the
document, but a SIP-enabled document could alse bantact information for each reviewer. With a@ienclick, a user could send an instant
message to a reviewer to ask a question, or usemre data to determine whether a reviewer isabtaifor a phone call to discuss the
document.
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THE CISCO ADVANTAGE

Given that SIP is intended to take advantage adrdfd-based protocols, SIP-enabled applicationsyaieally best suited to be delivered over
an all-IP infrastructure. Applications that involrmiltimedia solutions, including video, can be deded over an IP infrastructure—all forms
of communications are treated as just another patieam. Incorporating video and data into a TDiffastructure on the other hand, while
technically possible, involves deploying severdkgeays, dramatically complicating the initial depioent as well as ongoing operations.

Extensive IP Experience

Cisco has five years invested in its Cisco CallMmnebased IP infrastructure and has proven theliyabf converged IP networks in the
enterprise (Figure 5). As it SIP-enables its IP @amications product lineup, Cisco can take advantddhe IP Communications services and
internal call control capabilities already builtarits products, as well as the many partnersahatdeliver applications and tools that work
with the Cisco IP Communications infrastructuren@etitors that merely add a SIP line card to endig# call-control platform to talk SIP
with certain endpoints will not be able to take aabage of the capabilities that an all-IP netwadvimes.
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Figure 5
Cisco IP Business Voice Architecture
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Some of these capabilities stem from the factifhailows for a separation between the call contrivhstructure and the underlying transport
medium. For example, Cisco CallManager Versionadl@ed support for video telephony, enabling useesitl video capabilities to a
telephone call. In practice, this capability is Ierpented by simply adding an additional RTP stréaemn existing telephone call. The same
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features that are already supported for voice callthe IP phone—such as call forwarding, three-wadlng, and call transfer—work with the
video stream. Supporting a video-enabled voicearath TDM platform with all those same features ldaequire a far more complex
implementation, with protocols that enable settipgseparate voice and video connections, then ngethem into one logical session. Having
all call processing functions delivered on an IBebmakes such capabilities far simpler to implemaeploy, and support.

Unlike a PBX or hybrid environment, in an IP comrimations environment, telephony applications arghbdities can be integrated at the
workstation or in an IP phone to support Web brawsalendaring, e-mail clients, and other applaasi

SIP IMPLEMENTATION ISSUES

Implementing SIP by itself does not ensure thatarusrs will be able to deploy a given product jpraduction network. The IETF continues
to define numerous extensions to the core SIP atdrttiat vendors may choose to implement. Eacharemdst decide which SIP-related
mechanisms its products will support and then nsake its products implement them in such a waytti@products reliably interoperate with
one another.

Cisco has developed a set of baseline requirentiegtsiefine the SIP-related capabilities that &ltSIP-capable products will support. The
baseline defines architectural considerations,rigaand trust models, privacy and identity handlioross-domain operations, NAT and
firewall traversal, media server and presence seegpiirements, caller preferences, and numerdes oéquirements. These requirements give
coherence to Cisco SIP implementations, while oféecustomers Cisco SIP-enabled products that heea fully tested for interoperability.

As noted earlier, SIP and its extensions are desigis building blocks. The SIP standard only defthe signaling protocol for establishing
and controlling sessions; it does not define hopliegtions or features should be built, or how tebgpuld be delivered. All typical calling
functions and features must be implemented usiadptiilding block functions embedded in end-usentger proxies. SIP RFCs do not detail
how SIP elements must be brought together to peotidse functions.

This approach allows for flexibility in order todter innovation, but also takes time and adds cexitylfor implementers of TDM-based
systems. TDM standards typically spell out evenaidldeaving nothing to interpretation, which cstifle innovation.

While SIP allows extensions to support communigpéipplications, the way that SIP signaling pringtvare used to support a feature is a
matter of best practices. Customers and vendors phars and test applications carefully; in manyesashey must build these applications
from scratch, exposing themselves to potentiatamterability, manageability, and scalability issasshey deploy them. Customers should
examine how vendors address various SIP implenientissues, including those that follow.

Interdomain Operation

As discussed previously, one of the advantageshfsShe ability to communicate between domaimsddly via the Internet. Consider
arranging a multimedia conference with a businessipr company. Today, you would likely do thisotingh a third-party conferencing
provider. If both you and the partner company emygtbSIP-enabled multimedia infrastructures, thee@mce could be conducted directly
via the Internet, with no need to reserve confezdime or pay for the service. It would be as essputting multiple recipients on the “To:”
line of an e-mail message. While this type of cédgglis eminently feasible using an all-IP infrastture, it is far more difficult in an
environment that involves TDM switching, which ré@s numerous PSTN-to-IP gateways. In either dasequires compatibility between the
applications on both ends.

Security

Information security is a primary area of focus @sco. SIP takes advantage of existing IP secstétgdards to help ensure the integrity of
communications sessions. SIP supports TLS, theesaocto Secure Sockets Layer (SSL), to securgidghaling channel while Secure RTP
(SRTP) encrypts the media to ensure voice priviiogether, they represent a strong security systsadon established standards including
Advanced Encryption Standard (AES), the U.S. govemt encryption standard. Cisco already suppors ifilits SIP proxies and has
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pledged to support TLS and SRTP in its SIP-enalitgquhones and gateways. In addition, the CiscofP&all and Cisco I0S firewall
products currently support SIP.

NAT Traversal

NAT is a common way to hide a private IP addressfthe public Internet and to extend the numbeéPafddresses that an enterprise can
employ. NAT gateways translate a private addressirgg from inside an organization to a different sd that is conveyed to outside

IP devices. That translation can be difficult iBI&@ session, since SIP needs to know the IP addfessh endpoint device involved in

a session. Many security component vendors adthedSAT issue by examining Session Description dtolt (SDP) information, and may
try to resolve addresses that were changed by NAfis.approach can cause problems in certain siosngiarticularly if the signaling
information is encrypted between the client andsthrer.

Another solution is a protocol called STUN (Simplaversal of UDP Through Network Address Transitowvhich was coauthored by Cisco.
When a user sends a message to a server from adlédd, the server will reflect back whatever addréhe NAT gives it. STUN allows this
reflected address to be used to establish an R§gosewith the user inside the NAT, without invalgiany of the SIP proxies in the middle.

Solutions to the NAT issue will vary depending be exact scenario and environment; the industrynbasettled on universally accepted
solutions.

Enhanced 911

Enterprise customers have legitimate concerns dmwtall-IP networks can support Enhanced 911 (Er@imergency features. Cisco
addresses this problem with numerous solutioneddsnergency Responder dynamically identifies dlvation of 911 callers in an
emergency, with no administration required whenrngasoor people move from one location to anothesce&CCallManager keeps a real-time
location-tracking database with enhanced routingabdities that direct emergency calls to the appete Public Safety Answering Point
(PSAP) based on the location of the caller. Forllemaffices, Cisco SRST, a feature of voice-endhlésco IOS platforms that provides voice
backup capabilities for small offices, also supp&1911 services by connecting to the PSTN.

Feature Support

SIP is intended to provide interoperability (enaglcustomers to use IP phones from one vendor whildoying SIP proxies from another,
for example). Because many aspects of SIP-enablaitations are not defined in the standards, mafche implementation work is left up to
the vendors. Customers may find that not all festwupported by one vendor’s SIP endpoint will waitk another vendor’s call-control
servers and proxies; they need to specify whictufea they will need in their implementations.

Administration

One of the benefits of a converged IP network sead administration. Moves, adds, and changesnhecar easier to implement—no PBX
programming is required. Should a user move a pffrome one location to another, the Cisco CallMamag# immediately recognize the
unique MAC address of the phone and update ithdataaccordingly. When implementing SIP, customeesl to consider how much control
administrators will have over their endpoints, irdihg whether they can enable end users to reprotireir endpoints, distribute software to
endpoints, and enable different classes of feaforadifferent groups of users.
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CONCLUSION
With its years of experience of delivering effeeti® communications solutions to both service gters and enterprise customers, and its
intimate knowledge of SIP standards and deploynssnes, Cisco is uniquely positioned to deliver ®Ifhe enterprise.

Cisco understands that customers already havdisattiinvestments in their IP infrastructures &inak they need to implement SIP in a way
that protects those investments. The company isgdibie work required to ensure that all of theufezg and applications that customers
currently enjoy with their IP installations willmeain as they migrate to SIP deployments.

Cisco delivers SIP support on the widest arraysefr agents and call-control platforms in the indushcluding Cisco IP phones, Cisco
CallManager, Cisco Unity unified messaging, CisceeihgPlace rich-media conferencing systems, 3c® 10200 softswitches, and the
PGW 2200 PSTN gateways. Given Cisco’s longtimeigpéetion in SIP standards and interoperabilitygesses, customers can be assured that
all Cisco SIP implementations adhere strictly tdustry standards and are thoroughly tested forapgrability. Using Cisco products,
customers will be able to build end-to-end SIP-éslP networks that address all enterprise reqerdgs and connect to IP service provider
networks.

In short, customers can expect to get more befnefit SIP, in a shorter timeframe, by deploying GiSiP solutions.
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