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Products and Solutions

New Cisco PIX 506E and 515E Firewall Platforms

We're pleased to announce the introduction of the Cisco PIX™ 506E and 515E Firewall platforms. These are enhanced versions of the widely popular PIX 506 and 515 platforms, providing industry-leading stateful firewall and IPSec VPN services. Designed for small-to-medium businesses and enterprises, these enhanced PIX platforms deliver increased processing power resulting in up to a two and one-half times increase in firewall throughput. 

INTEGRATED HARDWARE BASED VPN 

The PIX 515E also features integrated hardware-based IPSec acceleration delivering VPN performance of up to 63 Mbps while freeing system resources for other mission-critical security functions. IPSec acceleration is provided by an integrated PIX VPN Accelerator Card (VAC) as a $0 option on the PIX 515E Firewall -UR and -FO bundles. 

NEW PRICE/PERFORMANCE LEVELS FOR PIX FIREWALL 

The "E" series introduces new levels of price/performance across the PIX Family. Branch office solutions delivered by the PIX 506E start at $1695. The PIX 515E now offers those customers requiring a DMZ capable firewall (with optional 3rd interface) a new entry point of $3,495. The PIX 525 continues to provide Enterprise-class firewall performance with it's new entry point of $13,495. Combined, these solutions set the standard for industry-leading security appliances and high-availability solutions, all backed by Cisco's renowned world-wide support organization. 

SCHEDULE 

* PIX 506E/515E Announcement: 13-Feb-02 

* PIX 506E/515E Orderability: 14-Feb-02 

* PIX 506E/515E FCS: 20-Feb-02 

* PIX 525 new pricing: 14-Feb-02 

AFFECTED PART NUMBERS 

* PIX-506E: PIX 506E Chassis (SW, 2 auto-sensing 10Base-T), $1,695 

* PIX-515E-R-BUN: PIX 515E-R Bundle (R license, SW, 2 FE), $3,495 

* PIX-515E-R-DMZ-BUN: PIX 515E-DMZ Bundle (R license, SW, 3 FE), $3,695 

* PIX-515E-UR-BUN: PIX 515E-UR Bundle (UR license, SW, 2 FE, VAC), $7,995 

* PIX-515E-FO-BUN: PIX 515E-FO Bundle (FO license, SW, 2 FE, VAC), $3,000 

* PIX-515E-DC-R-BUN: PIX 515E DC Bundle (R license, SW, 2 FE), $4,495 

* PIX-515E-DC-UR-BUN: PIX 515E DC Bundle (UR license, SW, 2 FE, VAC), $8,995 

* PIX-515E-DC-FO-BUN: PIX 515E DC Bundle (FO license, SW, 2 FE, VAC), $4,000 

* PIX-525-R-BUN: PIX 525-R Bundle (R license, SW, 2 FE), $13,495 

* PIX-525-UR-BUN: PIX 525-UR Bundle (UR license, SW, 2 FE, VAC), $18,495 

* PIX-525-FO-BUN: PIX 525-FO Bundle (FO license, SW, 2 FE, VAC), $5,000 

For More Information 

Press Release 

http://newsroom.cisco.com/dlls/index.shtml

PIX 506E, 515E and 525 Firewalls 

http://www.cisco.com/warp/public/cc/pd/fw/sqfw500/index.shtml

PIX VPN Accelerator Card (VAC) 

http://www.cisco.com/warp/public/cc/pd/fw/sqfw500/prodlit/vac_ds.htm

End-of-Sale Announcement for Cisco PIX 506 and 515 Firewalls

Last day to order Cisco PIX 506 and 515 Firewalls will be May 24th, 2002

Please transition your Cisco PIX 506 and 515 Firewall Customers to the enhanced Cisco PIX 506E and 515E Firewalls!

With the introduction of the performance enhanced PIX™ 506E and 515E Firewalls, Cisco Systems announces the end of sale of the PIX 506 and 515 platforms.

PRODUCT SUBSTITUTION

The recommended replacement products for the PIX 506 and 515 are the PIX 506E and 515E. These platforms offer up to two and one-half times the performance of previous models and integrate hardware-based IPSec acceleration (515E models with UR and FO licenses). In addition, the PIX 506E and 515E sport the same chassis and flexibility of the 506 and 515 platforms.

UPGRADE PATH

Cisco offers an aggressive upgrade path called the Technology Migration Program (TMP). This program enables Cisco customers to upgrade their existing Cisco or competitive network equipment.

http://www.cisco.com/offer/tic/TMP_PA.html

END-OF-SALE SCHEDULE

End of Sale: May 24, 2002 (No longer available for purchase)

End of Software Support: May 24, 2005

End of Hardware Support: May 24, 2007 (hardware repairs or exchanges are no longer available)

AFFECTED PART NUMBERS

PIX-506

PIX 506 (Chassis, software, two 10BaseT ports)

PIX-515

PIX 515 Chassis only

PIX-515-DC

PIX 515 DC Powered Firewall Appliance

PIX-515-FO-BUN
PIX 515 FO Bundle (Chassis, failover SW, 2 FE ports)

PIX-515-R-BUN
PIX 515 R Bundle (Chassis, restricted SW, 2 FE ports)

PIX-515-R-DMZ-BUN
PIX 515 R DMZ Bundle (Chassis, restricted SW, 3 FE ports)

PIX-515-UR-BUN
PIX 515 UR Bundle (Chassis, unrestricted SW, 2 FE ports)

PIX-515-DC-R-BUN
PIX 515-R DC Bundle (Chassis, R software, two 10/100 ports)

PIX-515-DC-UR-BUN
PIX 515-UR DC Bundle(Chassis, UR software, two 10/100 ports)

ADDITIONAL INFORMATION

EOS Notice, datasheets and Q&A will be available on CCO beginning Feb. 13.

http://www.cisco.com/warp/public/cc/pd/fw/sqfw500/index.shtml
Upcoming Availability of Version 6.2 of Cisco PIX Firewall OS

Cisco announced the upcoming availability of new version 6.2 of the PIX Firewall OS.  Orderability is anticipated to be late March or early April, 2002. 

The PIX OS version 6.2 enables highly-scalable VPN deployments and, with new features such as PPP over Ethernet (PPPoE) protocol, improved Internet Service Provider (ISP) compatibility in SOHO networks. PIX firewalls may now act as hardware-based VPN clients, dramatically simplifying the management of large-scale VPN deployments for small and remote office environments. Utilizing the same unified VPN client framework capabilities found in other Cisco VPN solutions, PIX Firewalls dynamically download policies as VPN tunnels are established, ensuring up-to-date remote access security policy deployment. 

PIX OS version 6.2 also offers new enhancements for enterprise-scale firewall deployments. To ease integration of existing networks, Bi-directional, or dual Network Address Translation (NAT) simplifies the integration of two existing networks that utilize overlapping IP address spaces. New LAN-based failover functionality extends the PIX Firewall's stateful resiliency support, providing transparent, non-disruptive failover capabilities, while overcoming the distance limitations of many high-availability firewall solutions. Support for third party URL filtering services has been extended with support of N2H2, a leading provider of Internet filtering solutions and a member of the Cisco AVVID Partner Program. PIX administration has also been enhanced through tighter integration with the Cisco Secure Access Control Server (ACS) enabling multiple, customized levels of administrative access. New object grouping features also simplify administration allowing network resources and services to be structured into logical groups thus streamlining network access control policies. 

PIX OS version 6.2 also builds upon the rich base of IP telephony and multimedia services currently delivered in the PIX Firewall Family. New features include Port Address Translation (PAT) services for Session Initiative Protocol (SIP) and H.323v2 protocols, and several DHCP options for seamless communication with Cisco IP Phone and Cisco IP SoftPhone product offerings. Stub Multicast Routing support allows customers to take advantage of IP multicast's bandwidth-conserving technology, while securely deploying popular streaming multimedia applications such as video conferencing and e-learning. In addition, support for popular Internet-ready applications such as Microsoft NetMeeting has been enhanced with support for Internet Locator Service (ILS) directory. In combination, these new PIX Firewall OS features offer unparalleled scalability, and support of multi-site deployments of converged voice and data networks. 

More information is available at http://www.cisco.com/go/pix
VPN Accelerator Card Now Integrated with PIX 525-UR and PIX 535-UR!

Effective December 12, 2001, the PIX VPN accelerator card will become a default option on the PIX 525 and 535 Firewall UR and FO bundles. If customers make no other selections for the last slot, the VAC will be included for no charge!  

The VPN Accelerator Card (VAC) allows your customers to utilize the PIX Firewall for high performance VPNs, delivering up to 95 Mbps throughput and 2,000 IPSec tunnels.
Affected part numbers:

PIX-VPN-ACCEL will become a default option on

· PIX-525-UR-BUN

· PIX-525-FO-BUN

· PIX-535-UR-BUN

· PIX-535-FO-BUN

The PIX VPN accelerator card will receive a price reduction from $7,500 to $3,750 MSRP. This only applies to spares which are added on after the fact

.

Affected part numbers (new price):

· PIX-VPN-ACCEL= ($3,750)

Cisco PIX Firewall 535 and 66-MHz GigE Card Price Reductions
Effective December 12, 2001, the Cisco PIX Firewall 535 prices will decrease on all models. 

Affected part numbers (new prices):

· PIX-535 ($12,500)

· PIX-535-FO-BUN ($16,000)

· PIX-535-R-BUN ($45,000)

· PIX-535-UR-BUN ($59,000)

· PIX-535-SW-FO-R= ($600)

· PIX-535-SW-FO-UR= ($29,600)

· PIX-535-SW-R-UR= ($43,600)

Effective December 12, 2001, the Cisco PIX Firewall 66-MHz Gigabit Ethernet card will receive a price reduction from $5,000 to $3,000 MSRP. This applies to spares and options.

Affected part numbers (new price):

· PIX-1GE-66 ($3,000)

· PIX-1GE-66= ($3,000)

The older 33Mhz PIX-1GE and PIX-1GE= have now been withdrawn.

Cisco VPN Client Software v3.5 (Unified Client Framework)

Cisco is now shipping the VPN Client Software v3.5 (Unified Client Framework).  This new version includes some significant enhancements including an integrated Personal Firewall from Zone Labs (upgradeable to ZoneAlarm Pro) and newly added support for Linux, Solaris, and MAC OS!

The following software is now available:

· Cisco VPN Client Software (Unified Client Framework) v3.5

· Windows 95 OSR2+, 98, ME, NT4, 2000, and XP

· Linux Intel (Command Line Only)

· Solaris ULTRASparc-32bit (Command Line Only)

· MAC OS X 10.1 (Command Line Only)

· Cisco VPN 30XX Concentrator/Hardware Client Software v3.5

· Cisco VPN 30XX Concentrator

· Cisco VPN 3002 Hardware Client

TO DOWNLOAD THIS NEW SOFTWARE:  (Requires a Cisco CCO Login - SmartNET with 3DES Permissions)

Cisco VPN Clients

http://cco.cisco.com/kobayashi/sw-center/vpn/client/

Cisco VPN 30xx Concentrators

http://cco.cisco.com/kobayashi/sw-center/vpn/3000/

FIPS (Federal Information Processing Standard) 140 Kits for Cisco Products

WHAT IS IT? An accessory kit containing information and materials needed to configure your FIPS 140 certified VPN product into the FIPS 140 mode of operation.

PURPOSE:  The FIPS 140 cryptographic certification for a product describes a FIPS mode of operation where a certified crypto module is loaded with the certified version of software, configured according to the FIPS 140 approved security policy and physically secured with approved tamper-indicating seals.  This kit provides all the information and materials needed to perform this configuration.

TARGET MARKET:  US and Canadian Federal Government customers, as well as others who require FIPS 140 certification. 

AVAILABILITY:  

Part Numbers and Pricing Information ($200.00 per KIT) can be found in the Cisco pricing tool under SPARES & ACCESSORIES

CVPN7100FIPS/KIT= (orderable as of 10-09-01)

CVPN7200FIPS/KIT= (orderable as of 10-09-01)

FIPS/KITS for the 2600 and 3600 will be available later in February, 2002

CVPN2600FIPS/KIT= 

CVPN3600FIPS/KIT=
FIPS/KIT for the 3000 Concentrator will be available in March, 2002

KEY FEATURES:  An easy to order solution to configure your FIPS 140 certified VPN product for FIPS 140 mode of operation.

WHAT IS FIPS 140?

The Federal Information Processing Standard (FIPS) 140 is a US and Canadian government standard that specifies security requirements for cryptographic modules. 

WHO HAS TESTED THE FIPS 140?

FIPS 140 testing have been certified by independent vendor laboratories, and the results of product certification testing are submitted to the National Institute of Standards and Technology (NIST) in the US, and the Canadian Security Establishment (CSE) in Canada for independent validation. 

WHY USE CERTIFIED/EVALUATED PRODUCTS?

Security certification and evaluation provide customers with a higher level of confidence about the quality of commercial security products. Securing information systems is all about managing risk, and the use of certified or evaluated products reduces the number of unknowns for overall security functionality.  Cisco is committed to FIPS 140 certification and continues to submit a variety of our crypto products through this rigorous process.

Announcing the Cisco 1721 Modular Access Router

New Cisco 1721 Modular Access Router provides greater performance and value

The Mid-Market Access Business Unit (MMABU) is proud to announce a new addition to the Cisco 1700 Series routers, the Cisco 1721 Modular Access Router. The Cisco 1721 router is a modular access router with an integrated 10/100 Fast Ethernet port and two WAN Interface Card (WIC) slots that support a wide array of WAN access technologies. 

The Cisco 1721 router is an enhanced version of the highly successful Cisco 1720 router providing higher-performance, additional functionality, and increased memory capacity over the Cisco 1720 at the same price. 

It also supports standards-based IEEE 802.1Q VLAN routing that enables enterprises to route between multiple VLANs for added security in an internal network. Targeted at enterprise small-branch-offices and small- and medium-businesses, the Cisco 1721 provides business-class security and DSL, and the flexibility and versatility required to meet your customers changing network requirements.

PRODUCT PRICING, ORDERING AND AVAILABILITY INFORMATION

Part Number:  CISCO1721

List Price (US):  $1,195

Default Memory:  16 MB Flash/32 MB DRAM. 

Product Orderable:  February 11, 2002

Product FCS:  February 25, 2002

IOS release:  IOS Version 12.2(4)YA at FCS and IOS 12.2(8)T in March 2002

Cisco 1721 Solution Bundles:

CISCO1721-VPN/K9 
VPN/Security Bundle with router, hardware encryption module, 48MB DRAM, and IOS IP Plus FW/IDS/3DES; List $2,495 (USD)

CISCO1721-ADSL 
ADSL Bundle with router, ADSL WIC, and IOS IP/ADSL; List $1,695 (USD)

CISCO1721-SHDSL 
G.SHDSL Bundle with router, G.SHDSL WIC, and IOS IP/ADSL; List $1,895 (USD)

KEY SELLING POINTS

The Cisco 1721 router provides the following key benefits for small and medium-sized businesses and enterprise small branch offices: 

Security - Hardware-assisted wire-speed VPN encryption (using optional VPN module), IOS-based stateful inspection firewall and intrusion detection system (IDS) secure customer data and their network. 

Business-class DSL - Delivered through the optional asymmetric digital subscriber line (ADSL) or symmetrical high-bit rate digital subscriber line (G.shdsl) WICs, business-class DSL solution combines the cost benefits of DSL service with the advanced routing capability required for business use of the Internet.  

Flexibility and Investment Protection - Modular design of the Cisco 1721 adapts easily to fit the needs of growing businesses.  Interchangeable WAN interface cards enable easy additions or changes in WAN technologies. 

Manageability - CiscoWorks provides ease-of-installation and manageability to remotely configure, administer, monitor, and troubleshoot the Cisco 1721. Cisco IOS QoS controls and prioritize traffic ensuring mission critical e-business applications perform as expected.

CISCO 1721 Advantage            

The Cisco 1721 Router offers the following enhancements over the Cisco 1720: 

Over 40% increase in performance

Flash is now fully loaded and increased to 16MB  (Cisco 1720 has 8MB default)

Maximum DRAM Memory capacity increased to 96MB  (vs. 48MB)

Supports IEEE802.1Q VLAN Routing

For more information go to: www.cisco.com/go/1700
End-of-Sale Announcement for Cisco 1750 Modular Access Router

Last day to order Cisco 1750 Modular Access Routers will be May 31st, 2002

Please transition your Cisco 1750 Customers to the enhanced Cisco 1751 Routers!

In our continuing effort to provide the best of class voice and data solutions for our SMB and small branch office customers, MMABU (Mid Market Access Business Unit) is announcing the End of Sale (EOS)/End of Life (EOL) plan for the Cisco 1750 Modular Access Router.  Customers are advised to transition to the enhanced Cisco 1751 router which offers additional features, higher performance, and twice the amount of default memory for the same price. Links to EOS/EOL dates and details are below.

* EOS/EOL Products: Cisco1750, Cisco 1750-2V, Cisco 1750-4V, Cisco 1750-ADSL

* Last day to place orders: May 31st, 2002

* Replacement Products:  Cisco 1750 ==> Cisco 1751;  Cisco 1750-2V and Cisco 1750-4V ==> Cisco 1751-V

The introduction of Cisco 1751 in May 2001 has led to a dramatic decrease in Cisco 1750 sales, leading to the EOS of the Cisco 1750 router. The majority of Cisco 175X sales is now with the Cisco 1751 router. If you have customers who are still using the Cisco 1750, please transition these customers to Cisco 1751 immediately. Customers will benefit from migrating to the Cisco 1751 as it offers higher performance and more memory. New IOS images with voice features will require memory beyond the maximum available memory in Cisco 1750 router.

For more information on the Cisco 1751, please visit the following URLs:

http://www.cisco.com/warp/public/cc/pd/rt/1700/prodlit/c1751_ds.htm

http://www.cisco.com/univercd/cc/td/doc/pcat/1750.htm

Featured AVVID Security Partner of the Month – CRYPTOCard
CRYPTOCard Expands No-Charge Server Program To include PIX, AS, VPN, and ACS products

Effective February 1, 2002, Cisco Resellers can offer end-users of Cisco Secure ACS, PIX firewall, Cisco 2, 3, 5xxx series Access Servers and 3000/5000 family VPN Concentrators a no-charge, permanent license for CRYPTOAdmin Strong User Authentication Server. 

The expanded program includes improved reseller revenue opportunities and market development funds.

Overall the program will allow Cisco resellers to offer a Cisco Verified, industry leading authentication system http://www.networkcomputing.com/1302/1302centerfoldtext.html), increase the value of their Cisco security offering, increase revenue and improve their competitive position in the market.

To participate in the program contact: sales@cryptocard.com , referencing “CA5.1SC program”.

Featured AVVID Security Partner of the Month – Finjan Software
Finjan Software delivers proactive content-security solutions that protect companies from new, unknown attacks by malicious code and active content, allowing companies to conduct e-business safely.

SurfinGate 4.0.4 for the Cisco PIX 500 Firewall series provides proactive gateway security for HTTP Web content.  

SurfinGate represents a new way to manage Web content safely and combat Trojan horses and malicious Active X, VB

Script and JavaScript programs.  Using a patented, real-time content-inspection process, SurfinGate identifies and blocks malicious code without database updates!  

Centrally managed, SurfinGate allows companies to tailor security policies for departments and users and enables secure e-business.  Finjan gives companies the ability to control active content usage and protect mission-critical information.

To learn more, visit www.finjan.com or call 1-888-346-5268

Test YOUR Security at: http://www.finjan.com/mcrc/test.cfm

Featured AVVID Security Partner of the Month – N2H2 Inc.
N2H2, Inc. (NASDAQ: NTWO), an Internet access management company specializing in fast and scalable filtering solutions, today announced that it will provide Internet content filtering services for the market leading Cisco PIX Firewall family. This new integration provides N2H2 and Cisco PIX Firewall customers of all sizes with robust Internet filtering capabilities that manage Internet bandwidth usage for improved employee productivity and security. 

This integration will be available in new N2H2 filtering solutions available on Windows 2000 and Linux, in addition to Cisco PIX Operating System version 6.2, announced today by Cisco Systems. Organizations of all sizes can benefit from this integration, as it can be used with Cisco PIX Firewall platforms ranging from small office/teleworker oriented PIX 501 Firewalls to large enterprise/service provider oriented PIX 535 Firewalls.

N2H2's technology, in conjunction with Cisco PIX Firewalls, enables customers to implement customized Internet filtering based upon settings for specific users or groups, content categories, time of day access, and administer Internet access rules. This solution also provides robust reporting capabilities, giving customers key insight into how their Internet bandwidth is being utilized and if there are any employee productivity or other issues associated with inappropriate Internet content that need to be addressed.

This announcement is the latest step in the transformation of N2H2's business model from direct sales of fully managed filtering appliances to software-only solutions sold through resellers.  Last year, N2H2 launched its drive to develop software-only filtering solutions for the enterprise market with filtering capabilities integrated with partner solutions. With the addition of filtering on Cisco PIX Firewalls, N2H2 adds to the business opportunities available to its value added reseller partners. 

To learn more, visit www.n2h2.com 

The fusion of Cisco and Cisco AVVID partner security and VPN solutions provides a powerful way to secure Cisco customers' valuable corporate assets and fortify their e-business networks. www.cisco.com/go/securitypartners
Promotions
Host Intrusion Detection Sensor - Special Pricing through US Distributors!

Cisco is pleased to offer our Intrusion Detection System Host Sensor (HIDS) to you at a special pricing through our US Distribution partners. 

The Cisco IDS Host Sensor, powered by Entercept, is a software CD that your customer loads to protect critical servers from known and unknown attacks. The Host Sensor prevents attacks before they occur and is a key component of the SAFE architecture. The addition of this product gives Cisco a comprehensive intrusion detection offering that covers both network-based attacks through the 4210, 4230, and IDS Blade as well as host-based critical server protection.

The Cisco IDS Host Sensor can protect any server that runs Solaris, Win NT, and Win2K. It also protects the following web servers: IIS from Microsoft, Apache, Netscape Enterprise Server, and Sun's iPlanet.

Pricing

	Product Number
	Product Description
	List Price
	Reseller Price

	HIDS-2.0.1-CON-K9
	IDS Host Sensor Console CD Kit
	 $     5,000 
	 $      2,800 

	HIDS-B5-STDSOL-K9
	Agent Bundle 5, Std Sol Agent (Protects OS) License Only
	 $     8,300 
	 $      4,648 

	HIDS-B5-STDWIN-K9
	Agent Bundle 5, Win Std (Protects OS) License Only
	 $     8,300 
	 $      4,648 

	HIDS-B5-WEBSOL-K9
	Agent Bundle 5, Sol Web Agent (OS+WWW app) License Only
	 $   10,200 
	 $      5,712 

	HIDS-B5-WEBWIN-K9
	Agent Bundle 5, Win Web Agent (OS+WWW app) License Only
	 $   10,200 
	 $      5,712 

	HIDS-B15-STDSOL-K9
	Agent Bundle 15, Sol Std Agent (Protects OS) License Only
	 $   24,400 
	 $    13,664 

	HIDS-B15-STDWIN-K9
	Agent Bundle 15, Win Std (Protects OS) License Only
	 $   24,400 
	 $    13,664 

	HIDS-B15-WEBSOL-K9
	Agent Bundle 15, Sol Web Agent (OS+WWW app)
	 $   29,990 
	 $    16,794 

	HIDS-B15-WEBWIN-K9
	Agent Bundle 15, Web Win Agent (OS+WWW app) License Only
	 $   29,990 
	 $    16,794 

	HIDS-B30-STDSOL-K9
	Agent Bundle 30, Std Sol Agent (Protects OS) License Only
	 $   47,250 
	 $    26,460 

	HIDS-B30-STDWIN-K9
	Agent Bundle 30, Win Std (Protects OS) License Only
	 $   47,250 
	 $    26,460 

	HIDS-B30-WEBSOL-K9
	Agent Bundle 30, Sol Web Agent (Protects OS+WWW app) License Only
	 $   58,050 
	 $    32,508 

	HIDS-B30-WEBWIN-K9
	Agent Bundle 30, Win Web Agent (OS+WWW app) License Only
	 $   58,050 
	 $    32,508 


How to take Advantage

To take advantage of this promotion, contact your Cisco Channel Account Manager or Inside Channel Account Manager, or your Distributor representative. Reference Cisco Promo Bulletin 000738.

How to Order

To place an order using this promotion, contact one of the US Authorized Distributors, Ingram, TechData, or Comstor. This offer is available only through our US Distribution Partners. 

Terms and Conditions

This promotion cannot be combined with any other program. 

This promotion is being offered only in the US though US distribution partners 

This promotion does not exclude other Cisco products from being ordered at the same time on the same purchase order -- discount applies only to the products offered in this promotion. 

Related Links

Cisco Host Intrusion Detection Systems

http://www.cisco.com/warp/customer/cc/pd/sqsw/sqidsz/
Cisco IDS Host Sensor Data Sheet

http://www.cisco.com/warp/customer/cc/pd/sqsw/sqidsz/prodlit/sddi_ds.htm
Cisco 1710, 1720, 2611 VPN/Security Router Bundles - Special Pricing through US Distributors!

Cisco is pleased to offer special pricing on selected VPN Security Access Router bundles.  These bundles are the Cisco 1710, the Cisco 1720, and the Cisco 2611. 

In order to provide customers with easy-to-order solutions to meet their Virtual Private

Network (VPN) networking needs, these VPN router bundles are ideal for small businesses. 

The Cisco 1710 Security Access Router enables e-business application deployment by offering: 

· Comprehensive security—Business-class security over always-on, broadband Internet connections 

· High-performance VPN—Wire-speed VPN through hardware encryption 

· Advanced quality of service (QoS) Features—Bandwidth optimization and traffic prioritization 

· Remote manageability—Ease-of-installation, reliability, and manageability supported by CiscoWorks2000 

· All-in-one solution—Integration of multiple functions, including VPN, stateful inspection firewall, intrusion detection system (IDS), full-featured Cisco IOS® Software multiprotocol routing (IP, IPX, AppleTalk), and advanced QoS features 

The Cisco 1720 Security Access Router offers the following features:

· One autosensing 10/100 Fast Ethernet port 

· Two WAN interface card (WIC) slots that support the same data WAN interface cards as the Cisco 1600, 2600, and  3600 routers 

· One auxiliary (AUX) port (up to 115.2-kbps asynchronous serial) 

· One console port 

· A RISC processor to support high-performance encryption and broadband services 

· One internal expansion slot for the hardware-assisted encryption card (MOD1700-VPN), which provides performance up to T1/E1 speeds 

· Broadband xDSL and cable connectivity 

Cisco 2611-VPN Router Bundle includes: 

· Dual Ethernet Router with 2 WAN Interface Card (WIC) Slots and 1 NM Slot 

· Memory upgrade for both Flash and DRAM: (16-MB Flash and 64-MB DRAM) 

· Cisco IOS Software: Cisco IOS IP/FW/IDS PLUS IPSEC 3 DES 

· VPN Module: AIM-VPN/BP (Base Performance) 

Pricing

	Product Number
	Product Description
	List Price
	Reseller Price

	CISCO1710-VPN-M/K9
	Dual Ethernet Security Access Router, VPN Module, IP/3DES/FW
	 $  1,295 
	 $    816 

	CISCO1720-VPN-M/K9
	1720 VPN Bundle, Dual-E w/1 WAN slot, VPN Module, IP/FW/3DES
	 $  2,495 
	 $ 1,572 

	C2611-2E/VPN/K9
	2611VPN Bundle, AIM-VPN/BP, 2xE, IOS FW/IPSec 3DES, 64DRAM
	 $  4,995 
	 $ 3,147 


How to take Advantage

To take advantage of this promotion, contact your Cisco Channel Account Manager or Inside Channel Account Manager, or your Distributor representative. Reference Cisco Promo Bulletin 000737.

How to Order

To place an order using this promotion, contact one of the US Authorized Distributors, Ingram, TechData, or Comstor. This offer is available only through our US Distribution Partners. 

Terms and Conditions

This promotion cannot be combined with any other program. 

This promotion is being offered only in the US though US distribution partners 

This promotion does not exclude other Cisco products from being ordered at the same time on the same purchase order -- discount applies only to the products offered in this promotion. 

Related Links

2600 VPN Router Information

http://www.cisco.com/warp/customer/cc/pd/rt/2600/prodlit/bncds_ds.htm
1710 Security Access Router Information

http://www.cisco.com/warp/customer/cc/pd/rt/1700/prodlit/1710s_ds.htm
1720 Security Access Router Information

http://www.cisco.com/warp/customer/cc/pd/rt/1700/prodlit/1720_ds.htm
Sales Tools

VPN Cost Benefits White Paper now available on CCO!

In today's highly competitive, fast-paced business environments, companies of all sizes have to work as efficiently as possible in order to grow revenue, sustain customer satisfaction levels and survive economic slowdowns. The evolution of internetworking technologies that enable business (e-business) applications has clearly been a main contributor to the vastly improved effectiveness of companies networks. Cisco's networking technologies enable corporations to easily and securely communicate with their branch offices, partners and telecommuting employees. Cisco's Internet based VPNs have evolved as arguably the most secure and cost effective means by which to link corporate headquarters to their remote sites and mobile employees. Here are the findings: 

A VPN architecture yielded a greater than 60-percent monthly cost savings over alternative technologies 

Remote Access VPN architecture yielded a greater than 75-percent monthly cost savings over 800-number dialup 

The average payback period for an up front investment and conversion to VPNs is less than 12 months 

To Download the VPN Cost Benefits White Paper:

http://www.cisco.com/warp/public/cc/so/neso/vpn/vpne/vpcbn_wp.pdf 
"Virtual Private networks (VPNs) now can provide cost savings of 50 to 75 percent by replacing more 

costly leased lines and remote access servers and reducing equipment and training costs; but they also 

help keep your business network flexible, enabling it to respond faster to changes in business partnerships 

and the marketplace" 










Dave Kosiur, Building and Managing VPNs 

Gartner/Griggs-Anderson conducted a market research study for Cisco Systems in September 2001.The overall goal of this research was to understand the drivers and benefits of VPN deployment, including the ROI and costs saving generated from VPN use: 

· Almost 9 in 10 report experiencing higher levels of network security and faster connectivity. 

· The average estimated return on investment is 54% 

· Almost 90% report experiencing cost savings over their previous connectivity solution.  Most state the savings are derived from reduced connection charges and infrastructure costs 

· An average of 3 hours of work force productivity per employee per week are saved as a result of VPN connectivity 

· More than 70% of those companies using  VPNs for extranets say they have experienced improved communications with their customers and partners. 

· More than 75% of those surveyed say that VPNs make supporting remote users easier for IT staff. 

New HIPAA Resources Available
For those of you who have customers facing the implementation deadlines of HIPAA coming in April, here is a document that will help you map the requirements of the legislation with what Cisco/Cisco partners can offer 

them in their compliance efforts.  It is a concise, easy-to-read document with four columns:

Description/Cisco Solutions/Partner Solutions/Legislative References

To view:

Step 1.  View this document on our external HIPAA partner site by going to the following url:

 http://www.cisco.com/partner/eso/hipaa/resources.shtml

Step 2.  Click on the document with the title:


    HIPAA Requirements Mapping 
There are also several useful Presentations and Video-On Demand modules available on this Cisco HIPAA Partner Website.

1. HIPAA Educational Presentations

A series of educational presentations by Jane Sarasohn-Kahn, a highly respected health care consultant and economist, that address how HIPAA affects each segment of the healthcare industry.


A.  HIPAA and the Pharmaceutical Industry 


B.  HIPAA and the Enterprise 


C.  HIPAA and Payor/Providers 


D.  Selling HIPAA into Pharmaceuticals, Payor/Providers, and the Enterprise 


     (Tips on how to address HIPAA when selling into the Healthcare Industry) 

http://www.cisco.com/partners/eso/hipaa/presentations.shtml

2. Privacy, Security & HIPAA Video

This video further extends Cisco's thought leadership in the health care industry by exploring the emerging hot topic of "privacy" and connecting it to Cisco's leadership in the security marketplace. The video features expertise from: Jane Sarasohn-Kahn, health care consultant, and Carlyn Clause, Esq., partner and chair of Fenwick & West's privacy litigation practice. Closer to home, the video also features Cisco's own Lance Hayden, resident privacy legislative expert as well as Kathryn McTighe, director of IBSG's health care consulting practice.

http://www.cisco.com/partner/eso/hipaa/resources.shtml

3. Customer Testimonials

While these have been on the site for at least a quarter, I wanted to point them out in case you haven't already looked at them and used them.  These videos promote end-to-end Cisco networking solutions with our security/VPN products and their use in HIPAA.  They feature some of the thought-leaders in the industry, including:


A.  Care Group


B.  ChimeNet


C.  TriHealth

http://www.cisco.com/partner/eso/hipaa/resources.shtml

Cisco PIX Firewall Quick Look Updated - Impress Your Friends and Family!

Have you ever been confused about which Cisco PIX Firewall was right for your customer?   How many ports are supported on a PIX 515?  How fast is the VPN performance on a PIX 535?  

The Cisco PIX Quick Look has just been updated with all the latest information.  Click on this url to get to view or print a PDF document.  This handy, one-page guide gives you all the essential speeds and feeds for the entire PIX family, from the new Cisco PIX 501 to the PIX 535 firewalls. 

Now you can not only be guided in selecting the right Cisco PIX Firewall for your customer, but you can also amaze your friends and family with facts and features of the Cisco PIX Firewall!

Print it out today!

http://www.cisco.com/warp/public/cc/pd/fw/sqfw500/prodlit/1329_pp.pdf

Available for Download - Two Cisco Network Security Guides To Share With Your Customers

We have recently completed two concise guides to educate customers and resellers on the basics of network security.  The first, “A Beginner’s Guide to Security,” is designed for true network security novices.  This nine-page document explains why network security is so important, the types of threats to which networks are vulnerable, and the general technologies that are available to protect networks.   

The second piece, “Network Security: An Executive Overview,” is geared toward corporate executives who are looking to learn why they should invest in security solutions.  This five-page primer describes the threats to networks and the potential costs of intrusions. It provides an overview of how to build a security infrastructure, based on the Cisco SAFE blueprint; and it describes the types of security technology and Cisco security products that are available.  These collateral pieces are in PDF format for easy downloading and printing and are ideal for customers seeking a quick lesson on network security.

A printable PDF format is available from the following URLs:

“A Beginner’s Guide to Security:”  http://www.cisco.com/warp/public/cc/so/neso/sqso/beggu_pl.pdf
“Network Security: An Executive Overview”  http://www.cisco.com/warp/public/cc/so/neso/sqso/netsp_pl.htm

SAFE: Wireless LAN Security in-depth White Paper Now Available on CCO 

This new technical white paper provides best-practice information for designing and implementing wireless LAN (WLAN) security in networks utilizing elements of the SAFE Blueprints. It is recommended that your customers read "SAFE Enterprise" or "SAFE Small, Midsize and Remote User Networks" as a prerequisite. This white paper frames the WLAN implementation within the context of the overall security design. SAFE represents a system-based approach to security and VPN design. This type of approach focuses on overall design goals and translates those goals into specific configurations and topologies. In the context of wireless, Cisco recommends that your customer consider key network design elements such as mobility and QoS when deciding on an overall WLAN design.

This document begins with an overview of the architecture, and then details the specific designs under consideration. Because this document revolves around two principal design variations, these designs are described first in a generic sense, and then are applied to SAFE. The following designs are covered in detail: 

· Large-network WLAN design 

· Medium-network WLAN design 

· Small-network WLAN design 

· Remote-user WLAN design 

TARGET AUDIENCE: 

Network Manager - a comprehensive overview of security design strategies and considerations for WLAN networks 

Network Engineer or Designer - to gain network design information and threat analysis details 

New Cisco SAFE Blueprint for IP Telephony - Now Available!

This new technical white paper provides best-practice information for designing and implementing secure IP telephony networks utilizing elements of the SAFE Blueprints. It is recommended that your customers read "SAFE Enterprise" or "SAFE Small, Midsize and Remote User Networks" as a prerequisite. This white paper frames the IP  telephony implementation within the context of the overall security design. SAFE represents a system-based approach to security and VPN design. This type of approach focuses on overall design goals and translates those goals into specific configurations and topologies. In the context of IP telephony, Cisco recommends that your customer consider key network design elements such as mobility and QoS when deciding on an overall WLAN design.

This document begins with an overview of the architecture, and then details the specific designs under consideration. The following designs are covered in detail: 

Small-network IP telephony 

Medium-network IP telephony 

Large-network IP telephony 

TARGET AUDIENCE: 

Network Manager - a comprehensive overview of IP Telephony security design strategies and considerations 

Network Engineer or Designer - to gain network design information and threat analysis details which are supported by the actual network configuration snapshots for the devices involved 

The following SAFE White Papers can be found on CCO: http://www.cisco.com/go/safe

SAFE: Securing IP Telephony Networks – In Depth

SAFE: A Security Blueprint for Enterprise Networks 

SAFE: Extending the Security Blueprint to Small, Midsize and Remote User Networks 

SAFE VPN: IPSec Virtual Private Networks in Depth 

SAFE: Wireless LAN Security in Depth 

SAFE Nimda Attack Mitigation 

SAFE Code-Red Attack Mitigation 

Training

E-Learning Network Security  Modules from the Technical Assistance Center

Security E-Learning from the Technical Assistance Center TAC E-Learning, is now available online at 

http://www.cisco.com/warp/public/615/tac_elearn/ 

This training is designed to help engineers and customers solve technical problems and learn new technologies. 

This site includes video and audio on demand offerings, short 15-20 minute training modules and more in-depth collections of modules, and remote access labs and lab simulations. 

Security topics covered include Cisco PIX Firewall, Secure Content Delivery Applications, VPN 3000/5000 Hardware, VPN Networking Technologies, Security Network Design, QoS Overview Training, and Cisco Secure Policy Manager.

Network Security Training Available for Cisco Security Specialist 1 (CSS1) Certification

The following paragraphs outline the training courses available for preparing for the Cisco Security Specialist 1 (CSS1) Certification.

PIX Firewall Training

Cisco Secure PIX Firewall Advanced (CSPFA) 2.1 includes coverage of new features of PIX Firewall Releases 6.0 and 6.1. It is a four-day, leader-led, lab-intensive course that teaches the knowledge and skill needed to

describe, configure, verify, and manage the PIX Firewall product family and the Cisco IOS Firewall feature set.

---Self Study on CDROM:  CSPFA Product #TRNG-800238, order through www.cisco.com/go/learning
---Cisco Press Book: Cisco Secure PIX Firewall Advanced, edited by David W. Chapman Jr., order through any 

bookseller.

---Instructor-led training: offered worldwide through the global network of Cisco Learning Partners. Search for CSPFA at www.cisco.com/go/class_locator

Cisco VPN Training

Cisco Secure Virtual Private Network (CSVPN) 2.0 is a four-day, leader-led, lab-intensive course that teaches the knowledge and skills needed to describe, configure, verify, and manage the Cisco VPN 3000 Concentrator,

Cisco VPN 3.1 Software Client, Cisco VPN 3002 Hardware Client, Cisco PIX Firewall VPN feature set, and Cisco IOS VPN feature set.

---Self Study on CDROM:  CSVPN 1.0 Product #TRNG-800200, order through www.cisco.com/go/learning
---Cisco Press Book: Cisco Secure Virtual Private Network, edited by Andrew G. Mason, order through any bookseller.

---Instructor-led training: offered worldwide through the global network of Cisco Learning Partners. Search for CSVPN at www.cisco.com/go/class_locator

Cisco IDS Training (network based)

Cisco Secure Intrusion Detection System (CSIDS) 2.1 is a three-day, leader-led, lab-intensive course teaches students how to use the Cisco Intrusion Detection System (CIDS) to detect and respond to malicious network

attacks. The course covers all CIDS detection platforms including the 4200 series Sensors and the Catalyst 6000 series Intrusion Detection System Module (IDSM). The student learns how to remotely manage the CIDS Sensor

with Cisco Secure Policy Manager (CSPM), how to use CSPM to collect and display intrusion data, how to manage alarms and generate alarm reports, and how to create custom signatures and define intrusion detection signature

settings and responses.

---Self Study on CDROM:  CSIDS 2.1 Product #TRNG-800237, order through www.cisco.com/go/learning
---Cisco Press Book: Cisco Secure Intrusion Detection System, edited by Earl Carter, order through any bookseller.

---Instructor-led training: offered worldwide through the global network of Cisco Learning Partners. Search for CSIDS at www.cisco.com/go/class_locator

Cisco Host IDS Training

Cisco Secure IDS Host Sensor (CSIHS) 1.0 is a two-day, leader-led, lab-intensive course that teaches the knowledge and skills needed to describe, configure, and manage the Cisco IDS Host Sensor. The course focuses on a defense-in-depth IDS security solution. 

---Instructor-led training: offered worldwide through the global network of Cisco Learning Partners. Search for CSIHS at www.cisco.com/go/class_locator
Cisco Policy Manager Training

Cisco Secure Policy Manager (CSPM) 1.1 is a two-day, leader-led, lab-intensive course that teaches students the knowledge and skills needed to describe, configure, verify, and use CSPM 2.3f to manage Cisco VPN

routers and the PIX Firewall. Training on the management of IDS Sensors is offered in the Cisco Secure Intrusion Detection System (CSIDS) 2.1 course.

---Instructor-led training: offered worldwide through the global network of Cisco Learning Partners. Search for CSPM at www.cisco.com/go/class_locator

For more information, go to www.cisco.com/go/securitytrng
Networkers 2002 - USA - Pre-Registration Bonus    

It's time to begin thinking about Networkers 2002!   so they can take advantage of special early registration discounts. This year's event will take place in two exciting locations:

- San Diego, CA   

June 24-28

- Orlando, FL


July 8-12

The pre-registration rate of US $1295 is available until March 17, 2002.  Regular registration is US $1595.  

At Networkers 2002, your customers can:

-
Choose from over 100 technology breakout sessions

-
Attend up to two Power Sessions

-
Sign-up for a free Cisco Career Certifications

-
Hear from top Cisco executives, including John Chambers

Find out more details, have your customers go to: http://www.cisco.com/networkers/g2
Networkers 2002 -  Worldwide Dates 



Brisbane, Australia
March 5-7, 2002

San Diego, California
June 24-28, 2002

Makuhari, Japan
July 3-5, 2002

Orlando, Florida
July 8-12, 2002

Mexico City, Mexico September 25-27, 2002 

Seoul, Korea 
October 9-11, 2002

Copenhagen, Denmark
October 22-25, 2002

Buenos Aires, Argentina 
November 12-15, 2002
Cisco Secure PIX Firewall Advanced (CSPFA) and Cisco Secure VPN (CSVPN) Books Join Cisco Press Security Family

Cisco is proud to announce the two newest members of the Cisco Press security family.  Cisco Secure PIX Firewall Advanced (CSPFA) and Cisco Secure Virtual Private Network (CSVPN) are now available at your local bookstores, computer stores, and online booksellers. CSPFA and CSVPN join the Cisco Secure Intrusion Detection System (CSIDS) and the Managing Cisco Network Security (MCNS) books already published and available.  

SUBSCRIBE:  Send an email to "mailer@cisco.com" and include "subscribe sam-resellers 'your email address'" in the body of the message.

UNSUBSCRIBE:  Send an email to "mailer@cisco.com" and include "unsubscribe sam-resellers 'your email address'" in the body of the message.







