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Threat Landscape and Attack
Continuum




Today’s Real World: Threats are evolving and evading traditional
defense
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All were smart. All had security.
All were seriously compromised.



So what’s changed?



Industrialization of Hacking
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To defend against these advanced threats requires greater visibility
and control across the full attack continuum

Attack Continuum

BEFORE

Discover
Enforce
Harden

DURING
Detect
Block
Defend

AFTER

Scope
Contain
Remediate

©O ©06 0 006

Network Endpoint Mobile Virtual Cloud Email & Web
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Point-in-time Continuous
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You should know the Estate of Your Network

You can not protect what you can not see
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Cisco

- Standard First-Gen IPS
« Context Awareness

« Application Awareness
and full-stack visibility

« Content Awareness

- Adaptive Engine

Connect, Riyadh, Saudi Arabia, April 29-30, 2014
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What do we mean by

Event +
network &
user context

Event +

Typical
Intrusion
Event

Event: Attempted Privilege Gain
Target: 96.16.242.135

Host OS: Blackberry

Apps: Mail, Browswer, Twitter
Location: Whitehouse, US

User ID: bobama

Full Name: Barack Obama
Department: Executive Office

Event: Attempted Privilege Gain
Target: 96.16.242.135

Host OS: Blackberry

Apps: Mail, Browser, Twitter
Location: Whitehouse, US

Event: Attempted Privilege Gain
Target: 96.16.242.135

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014
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FireSIGHT ™ Full Stack Visibility
CATEGORIES EXAMPLES FireSIGHT IPS NGFW

Threats Attacks, Anomalies v v v
Users AD, LDAP, POP3 v 4
Web Applications Facebook Chat, Ebay v 4
Application Protocols HTTP, SMTP, SSH (4 4
File Transfers PDF, Office, EXE, JAR v 4
Malware Conficker, Flame (4
Command & Control Servers C&C Security Intelligence v
Client Applications Firefox, IE6, BitTorrent v
Network Servers Apache 2.3.1, IS4 v
Operating Systems Windows, Linux v
Routers & Switches Cisco, Nortel, Wireless v
Mobile Devices iPhone, Android, Jail v
Printers HP, Xerox, Canon 4
VolIP Phones Avaya, Polycom v
Virtual Machines VMware, Xen, RHEV v
Contextual

Awareness

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014



Building Host Profiles

Host: Generate White List Profile

Hostname
NetBIOS Name
Device (Hops) mango (1)
MAC Addresses (TTL) VMware, Inc.) (127
Connection Events Intrusion v Hosts v Users v Vulnerabilities » Correlation v Custon] Host Type Host
Last Seen 2011-11-15 16:06:05
Events View

Connection Events e i Seurce Destination Who is at the host

Current User

Overview EUEUEER Policies Devices Objects  Endpoints

Connections with Application Details » Table View of Connection Events

Operating System v
» Search Constraint ) Vendor Product OS & VerSion
pplications tion O s . Microsoft Windows Identified

Use IdEﬂ[i['f Port Application Protocol Vendor and V

Server applications

. and version
First Name .' What other systems I 22 | SSH Ope H 5.1p1 Debian-6ubuntu2 & v & 3

Last Name

Emall ries.gil IPs did user have,

Department

Phone ' when? Sont —= Client Applications

r Host History "] bNs

_| Google

Username
Authentication Protocol

2011-10-19 11:10:36 2011-10-20 11:10:36
:browsing 1 Google Safebrowsing

. .
Client Version
_| Internet Explorer . gemtobe Software
_| Internet Explorer 5 _| Atom

| Internet Explorer . _| Blogger

4',"JLA1J_L'- 183 Aiow , ' Application SRS

| Facebook
2011-1

_| Chrome 15.0.874.120 | Google

_| Internet Explorer 0 || Google

_| Chrome 15.0.874.120 _| Google APIs

_| Internet Explorer 6.0 _| Google APIs

_| Chrome 15.0.874.120 _| Google Analytics

Last Jogin on Tuescay, 2011-13-15 at 12:03:35 from 10.2.100.1456
0
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Indicators of Compromise Within Host Profile

HDSE PFDf“E Generate White List Profile

IP Addresses 10.5.61.104 (wolfe.englab.sourcefire.com) ] ]
NetBIOS Name May have connected an Exploit Kit

Dewvice (Hops) mango.englab.sourcefire.com (0] +
MAC Addresses (TTL) 00:D0:03:13:88:00 (COMDA ENMTERPRISES CORP.) (254)

90:B1:1C:25:9F:55 (Dell Inc.) (255)
B EA e 3DIDE 17 (1) Has connected to a host that Sl tells us
00:50:56:90:70:BA (VMware, Inc.) (62) could be a CnC server

Host Type Router +

Last Seen 2013-09-20 06:40:44
Current User Has triggered an IPS event for traffic that looks

View Context Explorer | Connection Events | Intrusion Events | File Events | Malware Events “ke CnC

Indications of Cﬂmpmmiso — 3 .+ Edit Rule States || [1 Mark All Resolved
Category Event Type Description First Seen Last Seen

[Expln:nii: it Intrusion Event - exploit-kit The host may have encountered an exploit kit g 2013-09-17 16:46:28 g <2013-09-20 06:35:31

CnC Connected] Security Intelligence Event - CnC  The host may be under remote control g 2013-09-17 16:52:11 gp 2013-09-20 03:55:45

CnC Connected] Intrusion Event - malware-cnc The host may be under remote control g 2013-09-17 20:09:23 g 2013-09-19 17:32:49

Systems & Edit Operating System , Wiew Operating Systems

Hardware 05 Vendor 05 Product D5 Version Source

Google Chromium 3701.81.2 FireSIGHT




FireSIGHT ™ Context Explorer

Traffic and Intrusion Events over Time

February 22, 2014 04:02:24
Events: 20 9

SIUDATY

Network Information

Operating Systems Traffic by Source IP
Other M
Spidervision 5.3.12
Serpentware 1.0.0.0

Serpentware 4.7.10 /
Dragon 0§ 5.3.12 g \
ragon 0§ 2.7.3.4 4 \
1igon 05 1.0.0.0 A
Dragon 05 5.0 4
{10.8.4,...84

108, 1.,..84

10.8, 1...8.3

Doors 4.7.10

Operating System: Linux Windows 2000
Dod version: Linux 2.7.3.4 S5 w";;g‘;zj:"vsm
Hosts: 548 (6%) I windows 7
Linux 5.5 o, ' Windows 98, 7, ...20
Lnux 1.0.0,0 ——— | Other Windows
Linux 2.6 "Linux 11.x, 12....3.04
Linux 2.7.3.4

Windows 2000, X

suonauuo)

Traffic by Source User

600

SUORIAULOY)

Application Protocol Information

Traffic by Risk and Application Intrusion Events by Risk and Application

Other High TFTP
Other Low o DNS
Hulu — DHCP
IPsec e MySQL
Other Very High
Facebook
Other Medium
SMTP
Epmap
SSL
POP3
HTTPS
Iher Very Low
DNS
Netlogon
Kerberos
NetBIOS-ssn (SMB)
LDAP

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014

Application Protocal | Client Application
Hosts by Risk and Application

Other Very High
Other High
YouTube
Other Low
STUN
Shockwave

MSNP
Other Medium

NT?P

HTTPS

ShareThis
AppNexus
Scorecard Research
Coogle

Web Application




FireSIGHT ™ Fuels NGIPS

IT Insight
Spot rogue hosts, anomalies, policy
violations, and more

Automated Tuning
Adjust IPS policies automatically
based on network change

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014

Impact Assessment
Threat correlation reduces
actionable events by up to 99%

User Identification
Associate users with security
and compliance events
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FireSIGHT ™ Streamlines Operations

Impact Assessment for all
intrusion events (Linux based
attack to Windows machine) Policy Information

Name Default Production Demo Lab IPS Policy

E n a b I e th e I PS ru Ies th at Description Sourcefire Provided, For best results, do not modify,
ShOUId be enabled baSEd On Drop when Inline 7y

Base Policy | Security Over Connectivity

p rOfI Ied n etWO rk & The base policy is up to date (Rule Update 2013-10-09-004-vrt)

Last 1 hour

o ) . .
%> This policy defines 0 variables

Easy access to all assessed This policy has 9038 enabled rules

=» 558 rules generate events

i ntru S i 0 n eve ntS J4 8480 rules drop and generate events

&) FireSIGHT recommends 7154 rule state settings for 7430 hosts
=% Set 214 rules to generate events
2 Set 3550 rules to drop and generate events
Set 3390 rules to disabled

i TR | Policy is not using the recommendations. Click to change recommendations
| -_I-.___-—'I o I I| el

Ll LTL S VLAY W7 | ast generated: 2013 Oct 10 10:15:33

Commit Changes

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014 17



FireSIGHT ™ Reduces Response T

Applications (s

Applications By Host Count  Table View of Applications

» Search Constraints (Ecit Search Save Search)

Connections Intrusion Malware Files Application Details Servers Host Attributes More v

«~ Application x IP Address x . Category Yag » Risk x Business Reievance » Current User x

Twitter : 1. Application Protocol, Client, Web Application social networking share links, Twitter client High Medium glenda frazier (glenda.frazier, LDARP)

Twitter 3.6.17. Application Protocal, Client, Web Application social networking share links, Twitter client Hig Medium rosendo craft (rosendo.craft, LDAP)

Twitter .59. > Application Protocol, Client, Web Application social networking share links, Twitter client ig Medium jacklyn tyson (jacklyn.tyson, LDAP)

Twitter 3. : Application Protocol, Client, Web Application social networking share links, Twitter client ig Medium omeo house (romeo.house, LDAP)

Twitter L] Application Protoco ient, Web Application social r or 3 share links, Twitter client iq Medium fimmy diaz (jimmy.diaz, LDAP)

Twitter 5 .0. ¥ Application Protoco! i Web Application tworking share links, Twitter client i Medium marty saunders {marty.saunders, LDAP)

Twitter .66. . Application Protocol, Client, Web Application sial 1 share links, Twitter client Hig Medium cesar moss (cesar.moss, LDAP)

Twitter .37.17.224 Application Protoco Web Application networking share links, Twitter client Hig iury emile lynn (emile.dynn, LDAP)

tter m .0.160.72 Application Protoco ient, Web Application networking share links, Twitter client ' Medium barton michael (barton.michae!, LDAP)

76.225.224 Application Protocol, Cient, Web Application networking share links, Twitter client i Medium richie downs (richie.downs, LDAP)

199.59.148.16 Application Protocal, Client, Web Application networking share links, Twitter client iQ Medium gabriella boswell (gabriella.boswell, LDAP)

.0.163.66 Application Protocol, Client, Web Application networking share links, Twitter client High Medium blanche keller (blanche. keller, LDAP)

57.17.224 Application Protocol, Client, Web Application networking share links, Twitter client High Medium billie horton (billie.horton, LDAP)

.184.216.139 Application Protocol, Client, Web Application networking share links, Twitter client ig Medium aron calderon (aron.calderon, LDAR)

.64.97.224 Application Protocol, Client, Web Application networking share links, Twitter client Hig Medium bobby jenkins (bobby.jenkins, LDAP)

tter .184.216.169 Application Protocol, Client, Web Application networking share links, Twitter client ig Medium nan odell (nan.odell, LDAP)

tter Application Protoco!, Client, Web Application al networking share links, Twitter client Medium jackie lynch (jackie.lynch, LDAP

:
}
1
}
}
i
it
i
i
i
}
}
}
1
1
1
i
B

tter g .59, s Application Protocol, Client, Web Application networking share links, Twitter client Higq Medium andrew green (andrew.green, LDAP)

Cisco Connect, Riyadh, Saudi Arabia, April 29-30,




Rule Information ) Add Connection Tracker

Real Tlme Correlatlon fikc Name Critical phone Attacks

Rule Description Attacks on Executives Android-based phones

Rule Group Executive Attacks

Select the type of event for this rule

100,000 events

Leve rage Rea I Ti m e ViSi bi I ity If | anintrusion event occurs + | and it meets the following conditions:
- Add condition - Add complex condition
Find the needle in the Haystack B limpact g ) (is 1-red (uinerani 3,000 @vents
AND * 2 Add condition 2 Add complex condition

Correlation based on a Real Time X (Iniine Result | [ | [ m— : 500 events
traffic

Host Profile Qualification # Remove Host Profile Qualification
Rece Ive a I e rts fo r S pec Ifl C Only generate an event if the host(s) involved have the following properties:
SCE n a ri OS <) Add condition 2 Add complex condition

Destination Host = Operating System + | has the following properties
0 0 /9 OS Vendor | is + || Google v
Alert me for something specific __|x = S : 20 events
0S Version| Is + || any

D ro p fro m 100 K eve ntS to 3 X | Destination Host # || Jailbroken 8 is 4 Yes +1 o events
specific events

User Identity Qualification  Remove User Qualification

Only generate an event if the user(s) involved have the following properties:
2 Add condition 2 Add complex condition

A | Identity on Destination * || Department 2 is : | |Executives 3 events
Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014




Deployment Scenarios

Internet

Single IPS Active/Passive
Network

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014



Gartner Leadership

Gartner

McAfee @

@ Sourcefire
(Cisco) ( . w
Sourcefire has been

a leader in the
Gartner Magic
Quadrant for IPS
since 2006.

NSFOCUS
Information Technology ® StoneSoft (McAfee)

. ‘ Radware
o

Enterasys Networks @ Huawei
QExtreme Networks)

As of December 2013

Source: Gartner (December 2013)

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014



2012 NSS Labs SVM for IPS

Security Value Map™ for Intrusion Prevention Systems (IPS)

.
S e C u rl 100% Sourcefire Virtual IPS Sourcefire 3D8250
(e} O Sourcefire 308120 © O Sourcefire 308260

1
|

CheckPoint 12600 A Stonesoft 1302
® Fortinet Fortigate 3240C

100% McAfge MBOD
& 8 {gonicevml SuperMassive

wurcefire 308260

Palo Alto PA-5020
. . @ HP TippingPoint 6100N Average Protection <
e, S - - et Fortigate 3240C

Juniper IDP 8200
90%
@ Juniper SRX 3600 rMassive

Average Protection

Juniper IDP 8200
20% 1

<
o
=

IBM GX7800

Block Rate

McAfee XC Cluster

Block Rate

Average Value

$70 $60 $50 $40 $30 $10 $0

Price per Protected-Mbps

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014 m
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2013 NSS Labs SVM for IPS

2013
Network IPS Security Value Map

I 100%
|
|
O sourcefire 7120 I
|
|
; McAfee McAfee
Del| SonicWALL
A 1BM Gx7800 :Stgggzoft SuperMassive Vo-9200 NS-9100
E10800 . . 0
I Check Ppint 8%
——————— q———-—————————-—-——m———T— 11-35:0—0——-—————--———————
I ‘
Fortinet
| FortiGate-3600C
|
.HP TippingPoint
| 7500NX
: 90% &
(0)]
[ Juniper SRX5800 ! S
' 2
l @
I =
L
i >
Cisco Connect, Ri ' g
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Malware Ecosystem: Droppers

« Don’t think of isolated instances; instead, think

- Address ecosystem, otherwise re-infections occur

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014



Cisco Sourcefire Advanced Malware Protection

Dedicated Advanced Malware
Protection (AMP) Appliances (FirePOWER &

Advanced Malware Protection for FirePOWE

FireAMP for hosts (MS Windows & Mac), virt
mobile devices

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014



Beyond the Event Horizon

Not 100%

Antivirus

N

Sandboxing

Initial Disposition = Clean Actual Disposition = Bad = Too Late!!

Retrospective Detection,
Analysis Continues

 —

Continuous

D

Initial Disposition = Clean

Actual Disposition = Bad = Blocked

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014 27



And the tools In place to rapidly isolate and remediate

® |ER
v APP
Who What
o &
Where When
How
Context

a

Enforcement

Event History

IIII
i DO ZSC ZHD SES
ffdCj.p Shmn oooon Soeos  Sopos
L]

Continuous Analysis



@ File Trajectory

 Lets you determine scope by tracking malware in motion and activity

- Visibility across organization, centering on a given file

Looks ACROSS the organization
and answers:
« What systems were infected?
« Who was infected first (“patient
0”) and when did it happen?
« What was the entry point?
 When did it happen?
« What transfer protocols were
used?

onnect, Riyadh, Saudi Arabia, April 29-30, 2014



Network File Trajectory — Tracking

Context Explorer Connections Intrusion v Flles » Network File Trajectory s Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for Lethic.exe

isusases s s G Pre Somn 14012900503 g 000 Tracking Senders / Receivers

— B over Attack Continuum

Seen On Breakdown

Current Disposition

10.0.108.43

10.131.11.14
10.0.87.76
10.0.168.79

10.0.121.79

10.131.14.218

10.0.192.17 ' L ' ! 3 Time 2014-01-29 09:58:03
. T T L T 1 Event Type File Quarantined

10.0.68.115
: . - & v i IP Address =} 10.0.121.79

10.131.10.191 File Name Bamital.exe H OSt

Events . . - 10.0.57.139 e 1 Disposition (1)) Malware

Dispositions ® 10.131.15.86 ! [ et .‘ Detal IS

Application Protocol
Client

- User x Current IP * Last Name > E-Mail > Department > Phone >

« Sunil Koduri (skoduri, LDAP) Ef 10.0.106.43 i Koduri SKoduri@demo.sourcefire.com Finance 425-707-9530
Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014 30




Device Trajectory - FireAMP

« Gives you deep visibility into file activity on a single device/endpoint

Looks DEEP into a device and QU822 ¢ nt ot
helps answer: SOBCE e
 How did the threat get onto R——
the system?
 How bad is my infection on
a given device?
 What communications
were made?
« What don’t | know?
 What is the chain of
events?

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014

Dashboard Analysis - Outbreak Control - Reports Management - Accounts -
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FireAMP Private Cloud: Maintains Customers’ Privacy

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014

e
Disposition T

FireAMP Private Cloud
SHA256 Virtual Appliance

*Management

*Policies & Custom Detections
*File Trajectory, Root Cause
*Reporting

A *Disposition Cache

&

FireAMP AMP for FirePower
Connector

32



Outbreak Control — Stop Malware Spread '|‘

No more waiting - stop threats and eliminate root causes

« Simple and specific controls

« Context rich signatures for broader control

Network and Endpoint

Fast
&
Specific

to Bad Sites

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014



2014 NSS Labs SVM for Breach Detection Systems

NSS Labs Security Value Map (SVM) for Breach Detection Systems

i Mleo. O Sourcefire (Cisco)
RECOMMENDED

Fidelis

Cisco Advanced
Malware Protection

Best Protection Value

AhnLab.

99.0% Breach @FircEye
Detection Rating

Security Effectiveness

Lowest TCO per
Protected-Mbps

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014 TCO p er Protected = M b p S



\

'//-



Platforms and Places in the Network

IPS Performance and Scalability

T
, = aHHHR ®
FirePOWER 7000 Series
50 Mbps — 250 Mbps

SOHO

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014

| R

g 1

e B E
" " u.n.D_‘-EJEJ:'_

FirePOWER 7100 Series
500 Mbps — 1 Gbps

Branch Office

FirePOWER 7120/7125/8120
1 Gbps - 2 Gbps

Internet Edge

u. ,,,,, o ::J — -
. us | — ‘
SR M TR S TA N
fu i ... el _—
pe_—_ . — —— .
L osasumerss ::f —
a0 1N J
| -
| == —
]:L 1T X7 —fa = s
=l -
Sk a ™ !
- J- ::,'_ - —.-
- - 1 Y .
e
TETTEEY & By, = |
H—f%——% % . POWER 8200 Series
_ e 10 Gbhps — 40 Gbps
-_,_.‘L ,,i:_u-—i.-t
FirePOWER 8100/8200
2 Gbps - 10 Gbps
Campus Data Center
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8000 Series Network Modules: Configurable-Bypass

- — - Cluster Used to connect an 3D8140, 3D8250, 8260, 8270, and 8290 to one or
| L9 Module more stacking kits. Included in stacking kits.
e 40G Switch Switch module for 8250/8260 that supports the 40G Fiber network
B e Module module. Comes standard on 8270/8290.
e
e —— — Yo [ “enass Jigas,
o= = 'Q_." il T - B B -
1G Copper 1G Fiber 10G Fiber 40G Fiber
1 slot 1 slot 1 slot 2 slots
4 Port 4 Port 2 Port 2 Port
1Gbps Copper 1Gbps SX Fiber SR or LR Fiber 40GBASE-SR4

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014




Defense Center Models

Centralized Command & Control

Emm—— . em—eme———
__‘[ e e —_— =
DC750 DC1500 DC3500
evices
. 10 35 150
S Events 20M 30M 150M
torage 100 GB 125 GB 400 GB
< Viap 2k | 2k 50k | 50k 300k | 300k
| users)
i Rate 2000 fps 6000 fps 10000 fps
econd) P P p
ailabilit Lights-out SAD i DL =i bt
] y Vlana gmem 16 High Availability HA, Redundant
g pairing (HA) AC Power

* Max number of devices is dependent upon sensor type and event rate

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014
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Network Virtual Appliances

 Virtual 3D Device

Inline or passive deployment

« Virtual Defense Center

« Manages up to 25 sensors

« Full NGIPS Capalbilities physical and virtual

- Deployed as virtual appliance single pane-of-glass

- Use Cases - Use C_Zases |
SNORT Conversion Rapid Evaluation

Pre-production Testing
Service Providers

Small / Remote Sites
Virtual Environment Protection

NOTE: Supports ESX(i) 4.x and 5.x on Sourcefire 5.x platforms

Cisco Connect, Riyadh, Saudi Arabia, April 29-30, 2014
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SSL Appliance for SSL Inspection

“Known-server key” for SSL

o Requires access to the server
key

o Decrypts inbound SSL
communication

“Certificate resign” for SSL

o Requires Intermediate
certificate in browsers

o Decrypts outbound SSL
communication

Only Physical Appliance
Cut-through non-SSL traffic

nnect, Riyadh, Saudi Arabia, April 29-30, 2014

-
—’ Non-SSI
gy Encrypted SSL
i Docrypteod SSL

WEB BROWSER
(SSL CLIENT)

Passive Deployment ration

welp Encrypted SSI
wdp Decrypted SSL

WEB BROWSER
{(SSL CLIENT)

/
Q
/

Inline Deployment

Jration

NI, SOURCEFIRE IPS
T ‘S‘\ | T
SOURCEFIRE
SSL APPLIANCE

SPAN PORT WEB ‘%ERVFR‘%
(SSL SERVER)

SOURCEFIRE IPS

SOURCEFIRE
SSL APPLIANCE

L l

WEB SERVERS
(SSL SERVER)
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Cisco Sourcefire System in the Attack Continuum

Attack Continuum

Visibility and Context
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