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Cisco Products that Enable Federal Solutions

Cisco Security Monitoring, Analysis, and Response System (Cisco Security MARS)
Part of the Watchdog Services Layer of the Secure Information Sharing
Architecture (SISA)

An essential part of the SISA, Cisco Security MARS is an appliance-based solution that agency
IT groups can use to quickly identify, understand, manage, and eliminate network attacks. Cisco
Security MARS acts as a central repository for all security information and events, collecting and
correlating information from firewalls, virtual private networks, intrusion-prevention systems, and
hosts from Cisco and other vendors. Rather than trying to make sense of thousands of daily
security events from different devices in the network, agency IT groups can consult one source,
Cisco Security MARS, to view relevant, actionable information that has already been aggregated
and consolidated. Comprehensive reporting reduces the amount of time needed for federal
regulatory compliance. Cisco Security MARS also enables rapid threat detection and mitigation
by pinpointing the source of an attack. For more information, visit www.cisco.com/go/mars.

CiscoWorks Network Compliance Manager
Complements Watchdog Services Layer of the SISA

CiscoWorks Network Compliance Manager (NCM) tracks and regulates configuration and
software changes throughout a multivendor network infrastructure, including Cisco routers,
switches, firewalls, load balancers, and wireless access points. It improves visibility into network
changes and can track an agency’s compliance with a broad variety of technology best practices,
as well as federal regulations such as Security Technical Implementation Guide (STIG), IPv6, and
Federal Information Security Management Act (FISMA). CiscoWorks NCM captures all changes
to the network — configuration, software, and hardware — to create a detailed audit trail. It also
validates that changes are allowed by policy, and does not allow them if they are not. Agency IT
groups can significantly reduce the time they spend generating compliance reports for STIG, IPv6,
and FISMA because CiscoWorks NCM generates these reports on demand. For more information,
visit www.cisco.com/en/US/products/ps6923/index.html.

Cisco Unity Unified Messaging

Traditionally, mobile personnel using cell phones have had to forgo many services available from
their office phones, such as office voicemail and presence information. With Cisco Unified Mobile
Communicator, field employees remain fully accessible to citizens and coworkers. They can use
their phones to access the online directory, view colleagues’ presence information to see if they
are available, review, and selectively play back and forward office voicemail messages, and
receive Cisco Unified MeetingPlace notifications. For more information, visit
cisco.com/go/mobilecommunicator.
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Cisco Unified MeetingPlace

A complete multimedia conferencing system that combines voice, video, and Web, Cisco Unified
MeetingPlace facilitates intra- and interagency collaboration. The video aspect of the conference
fosters trust because participants can see each other, and the Web aspect enables participants

to share documents and presentations as if they were meeting face to face. Employees can
schedule meetings from Microsoft Outlook or Lotus Notes as easily as they schedule a voice
conference call. To establish a spontaneous conference, they can simply drag participants’ names
into a collaboration window on their PC screen. Meeting invitees can join a meeting with a single
click of the invitation or calendar entry. The solution emulates an in-person meeting with a Web
interface that lets participants see who else is in the meeting and who is speaking. Conference
leaders can effectively manage the meeting by muting participants who are introducing background
noise and granting one or all attendees the ability to speak or share any Website, document, or
application on their desktop. Confidential meetings can be isolated behind the firewall, for high
security. For more information, visit cisco.com/go/meetingplace.

Cisco Unified Mobile Communicator

Traditionally, mobile personnel using cell phones have had to forgo many services available from
their office phones, such as office voicemail and presence information. With Cisco Unified Mobile
Communicator, field employees remain fully accessible to citizens and coworkers. They can use
their phones to access the online directory, view colleagues’ presence information to see if they
are available, review, and selectively play back and forward office voicemail messages, and
receive Cisco Unified MeetingPlace notifications. For more information, visit
cisco.com/go/mobilecommunicator.

Cisco Unified Contact Center

Cisco Unified Contact Center takes advantage of the Cisco Service-Oriented Network Architecture
(SONA) to provide skills-based contact routing, voice self-service, computer telephony integration
(CTI), and multichannel contact management. When a citizen or agency employee contacts the
contact center by phone call or through a Web chat session, Cisco Unified Contact Center checks
the availability of resources with the appropriate skills and then routes the contact to an appropriate
agent in any location on the network. The routing decision can be based on the dialed number and
calling line ID, digits that the caller enters, data submitted on a Web form, or information obtained
from a customer database lookup. Based on open IP standards, the Cisco Unified Contact Center
can be integrated with agency applications and databases so that agents are provided with caller
information when they receive the call. For more information, visit cisco.com/go/ipcc.

Cisco Unified Personal Communicator

Cisco Unified Personal Communicator is a desktop computer application that gives agency
employees a single interface to access the applications and services they use to communicate

and collaborate. Voice, video, document sharing, instant messaging, and presence information

are available on the same screen, and can be combined to increase communications effectiveness.
For example, an employee who needs to meet with employees in other agencies can view
presence information in the online directory to see who is currently available, and at which phone
numbers, and then can simply drag their names into a window to establish a voice, video, and Web
conference with Cisco Unified MeetingPlace. For more information, visit
cisco.com/go/unifiedpersonalcomm.
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