SJ9sU ouwe wslus JJgpé euliss 1Ug 9>
guuvyo pg ASA Multi-Context 9 NetScaler 1000V
lJpzooslo

| Jp, 9506
lJpobJole |l wlwsé

lol96 wsl§ ldp wegse Jzolj L4-L7
l, ,oldo ?ol NetScaler 1000V J?ol L4-L7

| wod, wldd 1Jizble ol oIzl

| Jigbole | Jog 19098

NFX YY)
S9uoz 03l IJpuwows JsVOss LdIsU sure wslus 8306 Luliss IUeds suuivye sdled IJuble
IJlwlows JJwoss Iluslguss 1Up,od;6 eds IJobosyle (ACH) pu Cisco. IUzobly I3l

Sop luwogsleoel Bs | yuwe IJuslos JJésps opl zols 1Jlely 1U8lud JJodsad (ASA) oy Cisco
IJebs IJ3s sgpd B IUssoe Iduvdld: 9zoly bloys pu Citrix NetScaler 1000V,

IJpcbdule IUIgul uss
IJeobJulo

Cisco 902 1o sedis luw perds pu 03l p9o9e Gwd lu lue celsd IJeyudsd T sdso
£ILPT IS 03l 996!

+ oS Blisps gds ©duss ACH pu Cisco woldld pu p29dsu €£958SU 92580 LBSSU



ezldle blLs IJzols 1dblo,s (VMM) oy Cisco
- ASAs oy Cisco
. Iz036 NetScaler 1000V IJblo,.s6
lJedyule IJpuucspd
cuwows Idegdsele 1Jshss B o3l ldpuuews [Js luoshle IJedsole 1Jebss slduslez IJeldss:

T oust lises eds Idogde S 1Usuesd (ACH) codsu pu prsdsu ££9°SSU 9pTdsu
bybss0 wuvgdlo 1dluosh 1.1(4e) Iy Iuosh 1238 pu 2ips 1zols IJluosly 1219 luesl Teae

- peld VMM 1Jss wp wdsuo slgd 9lzoos Ideedpe wldyuesd (ACH) J VMWare
- ASA pbs pg logoldsu (louald 9les wdJ peod b,yus)
- zol; bloys NetScaler 1000V scp wUiyo Os VMWare vCenter

9238 IJoedp IUgluos wobousd gusluws IJouss IUlguluuss (APIC) oo Cisco
o logsle IJeedople 16 B 03l 1Jpuwews po 112036 10092956 B wsiss pgpdiss ¢luob.
u)lu apgse Ulao_)o |JPLJ.UUE_)|DO l..96 o5l lJroLJ‘UUU') uudﬁ.ju PPL)“BC (ldu)lws) |.)| Jluu

IJodosu

$9u0z 03l IUBuwpe Jsbss wdssy Ipdsule Ipgedds Ideyul,ds B o3l 1o
odysu ASA

S9u2g 03 IUSuwe Jsds6 [Jpld IJedssu eds ASA.

Spdsu 2gp pog IJussldle eds ASA

in order to ¢JSo swess wsly eds IJ ASA lvo Suwés pJdue [Jyues. login lJs IJ ASA gl
o)l |r0) LQgS UW&JJ‘J |u.U.J_9u

ciscoasa(config)#

mode multiple
low wed 3Jd euouow lu reload. wpz)s lebé wepsd IJzoly spdud polugsd logule yusl
IJpuweéope.

pdlebd: seo luuile GuslS puwdsd Sod wwsllle ldeuvcse. Jl suo o3l ldpguows
Jsso lugvle gusld "IJbLs" od uwsld "dpuweése”. Jejss pU lJpeed9ple 29d Jsosé
logule umsl,g Admin. Lze lJs Quve oJosu (wslile pogss Os ddsd odisy 9lgos
o, IUisle, oo I udwJé Cisco ASA Series. IJ|_oo1, 9.0.


/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/ha_contexts.html#pgfId-1191124

wdJo IJpwoged wusld eds IJ ASA

s¢de inorder 10 2Jde IUpuwegpd uwsld es 1J ASA. 03l e, oo IJuble susld:

ciscoasa/admin# changeto context sys
ciscoasa(config)# context

jristain <=--- This is the name of the desired context

Creating context 'Jjristain'... Done. (5)
ciscoasa(config-ctx)# allocate-interface ManagementO/1

ciscoasa(config-ctx)# config-url diskO:/
jristain
.cfg

<===- "context-name.cfg"

WARNING: Could not fetch the URL diskO:/jristain.cfg

INFO: Creating context with default config

SY9p 03l ldedssu vlugble [duwsly 9oeuosuo 9lzed IULL6 Jlgwogsleol WOS o3l lduwesl:
982> 98¢l Jpdud IJodssu. sew edsd IJly !>'CIL=J o3l IJuwsle Jodosu Ides IUbus pu
0po0Sd wyveEsd [JJdpwsyo,) ldpbdye zos spdu lu wouod APIC.

odosu guslu IP 1Jglue wlblbs Juwsld Ideuwedse

el 1o edde IJpuweepd pwsld sdou: lue suwobse Esw Is 1o uusld suvdde 1Jbbs gusle
eds b o sJou guouow. sgdw 0l lp):

ciscoasa(config-ctx)# changeto context jristain <—-——-

Drops into the user context

ciscoasa/jristain(config)# interface Management0/1
ciscoasa/jristain(config-if)# ip address 192.168.20.10 255.255.255.128
ciscoasa/jristain(config-if)# nameif management

INFO: Security level for "management" set to 0 by default.
ciscoasa/jristain(config-if)# security-level 100
ciscoasa/jristain(config-if)# exit

ciscoasa/jristain(config)# route management 0.0.0.0 0.0.0.0 192.168.20.1
ciscoasa/jristain(config)# exit

ciscoasa/jristain# copy running-config startup-config

pdlebd: sew o sI9u el Idlwe 1516 Jio 03l 09 wade 25p6 IJizoss. 131 Iy 1sgld Ilwe
Sewds eds s 2599 |olss: yuays Igble WS wUb) golj L4-L7 s APIC.

odosu ysh Idopeoess IUpbdse, J APIC



pu lzd w9L08d APIC |Js ASA. sdip 929> weue e |J.i>0-.5 pu lJodssu. sswuopu 3JY Ebe
HTTP sguwle puweese J APIC. |uospe o3l Idodssy Bs uwsll Jpuvegse:

ciscoasa/jristain(config) #username
<username>
password

<password>

ciscoasa/jristain(config) #http server enable
ciscoasa/jristain(config)#http 0.0.0.0 0.0.0.0 management

pdlzgbé: |)E_,J luwe |dpuwwesp 99Jpd 1Upy9) lJplbdov sy Os pullb 9 <username>
9<password>.

odssu APIC
S 03l Buue Jsd v sop IJouvdsd eds IJ APIC.
odysu peldle IJeuw IJpbJywé
ould &Jles peldle zuwy (BDS) plbdaws Juui suwe wslus @06 uliss IJgds.
lowogse 030 IJegdsple Jodsse BD Jslzod ASA 1Ughzss (JJpuwaodd):
L2 [ohs Ido €y pEIIS - ©2DF
+ E,s ARP - ppdy
- Spdu wdysu v dé IthéJe@é JJegpd Juslus lve,)losse JJslzos 1Ughzse J NetScaler
pe wpdsu wogso IJoe Ilehes g
lgwogpdo o3l pedyps inorder to yudJe IJ BD | sIdyu luwogpde inorder to )obo lJlooly
I>lo:
L2 [ohs Ide € pEIIS - w2 DF
+ E,s ARP - ppdy
- o9zso Idoe Ilzbes - pgloJ
odosu pepestlo uilb IJuolss |JpelbJwo
swlbde Iyuwe Idoslus JJges sy presecso pu presele vl IJuolss (EPG):
puvoodd 9le> 90595 912>, Szo lu suweese EPG IUEILe ldpuweodd pg,00 Wisé 1Up9 > (BD)

lJ3s souod wilzos ASA IUghzss. Sew lu suweése EPG Idesws,) BD souod wlJgslhe



loldé sl Admin Jzol; L4-L7
oo Suwés lupde IJ ASA e, 9 puwcgpd uusld [Js I APIC. JlJeld o3l lUl)le: loedd 1ds
puwolz) > el L4-LT7 > 12056 L4-LT7. 5108, o IJplouw IJlspu 9235 logble zolj L4-L7. &p 1]
IJgbsle 1Jeldss:

1. 109, gds ¢lus IJIzosl) s Ws pulb 9o glo 31 Jp odu ppdus wlddgd.

2. 1¢d luwe 1Jzols.

3. 233 O9¢€ 1Ugsp6 pu 1JSlispd |Jpouw>Js.

4. 1¢e,0 IUbIs o9g (bwses Is blo)s).

5. 23> ldpgld IJeds pu IJ8lspo 1Jpuusds.

6. iao_)o /JIL,quL_J.

7. 25> Cisco-ASA-1.2 oy 1J8lispd [Jpuusds 2jed IJzol).

8. 23> w9z ASA pu I8l es IJpuuwsJs.

(o]

2eye 1Jobsds uog (GoThrough oy Licdld I wJow 9 GoTo o9 routed I wJow).
10. ¢, APIC [Js I8 [shé w9uosd eslh B e 09 )ss pulb §s.
1. bed luwe Ipuwedsp 99Jpb 1Jpi9) Bs pob$é wslole Ilgels.

12. i)éJ eusly IP 1JglLo wuwsld Admin O 28d bLo gu9lo IP (pg IJeu93) Os pub do
Device 1.

13. Bp wluule 9lzos Veds6: &p pugol luwpli 912w, pzp9ed Loz I9lzod IUus Suvwgspol
ASA. Gp g IJP’LISJ _9|,J,o,_)uooJ-.’J.

14. bed 0B w Ipedsple lJos luvagspwol Bs pulbdé Izolj 1VBs pul§6 wble
Ipzrsgs. Sp wlugble slzocs wble pzeses (euweodd sles 5092 9le0) wubsilo ds
U Yulé IJpu9s.



Create L4-L7 Devices

STEP 1 = General

Please select device package and enter connectivity information.

1. General 2. Device Configuration

Management Port: https

Path

Node-101-102/Joey-ASA

Management Port: https

General Device 1
Managed: [/] Management IP Address: 192.168.10.10
Name: ASA-Admin-Ctx
Device Interfaces:
Service Type: Firewall -
Name
Device Type: PHYSICAL VIRTUAL port-channel2?
Physical Domain: Joey-ASA - @
Mode: @ Single Node () HA Cluster
Device Package: CISCO-ASA-1.2 > i@
Model: ASA5585-without-10GE -
Cluster
Function Type: GoThrough GoTo Management IP Address: 192.168.10.10
Cluster Interfaces:
Type
consumer
provider
Connectivity

APIC to Device @ OQut-Of-Band
Management Connectivity: _
) In-Band

Credentials

Username: apic

Password: weeeen

Confirm Password: -

Name

consumer

provider

Concrete Interfaces

Device1/port-channel2?

Device1/port-channel2?

NEXT CANCEL

pdlebs: spdud luole [uuegsle Ipglde B o3l 1dsde. Jl weolz Is odssu ls pu

pedsple oeles IJSuud. ;
15. 0283 pu lu 1Jzols puwed) 900 €30 929> 2 ble:

CONFIGURATION STATE

Configuration Issues:

Devices State: stable -

odosu pedelo Yuld 1Jpouds

o8> ogwesd IJzols pe 1Jouss: spdu Joleos wypes IJobosdle (APIC) e IJodssu gu)

pedole Izols. wes IJouwzsd: sz edsd lsdl odssy $uls IJpuwds IJes ouod ASA

wldeeodle 1Ubyvss WS Yuls puds bloys (VPC).

Jodoso $uls Idpods luedd 1ds 1zels 1Uss logbleo slud,y 998 edlps IJowssy pedele

B 1d,d0 1edss po zie Idegpd: 108, lsd9ué IUSp Iiuolue Jogssd Idpedele:




e 4

Features.

BASIC PARAMETERS ALL PARAMETERS
META FOLDER/PARAM KEY

All

wbo, ulWds iy pedple Lble Ipzesgs. b §b §e PortChannel in order to zase wbl§ pu
gsh. e IUlsuwy Juls g0y peds slepe IJouivdsd Esh. Ssel sds uing JIJ ¢sb:

© pEIS p2p9ES IU Sl - B 28 IUSsps: 13¢d perd IUdpusos Iuiguos 103s wogw
B wesswo edis IUglzole B ASA (sop sep 1slzole pu 1 1Js 48).

- Gbo - B 28 Idses: bed 1slzes eds ASA IUss s> wessoo [Js preses IJSusle.
)y 0do IJgpdssé JIJ 9lzod vy wessuwol:

L4-L7 Devices - ASA-Admin-Ctx

Features: UL 30 | ALL PARAMETERS
META FOLDER/PARAM KEY FOLDER/PARAM INSTANCE NAME VALUE

B3 Port Channel Member PortChannelMember
[=] Interface interface GigabitEthernetl/4
[=] Channel Group ID port_channel_id 27

='EI Port Channel Member PortChannelMember2
[=] Interface interface GigabitEthernet/s
|=] Channel Group ID port_channel_id 27

All

P10 s loe suwgs slse Buls lsuw) Jd eds IU ASA Bs Iduble uslyd. JJozdd eu
3JY Bp wldsuesd lJs gvsld IJoble glsgd 110, show port-channel summary:

ciscoasa#

show port-channel summary

Flags: D - down P - bundled in port-channel

I - stand-alone s - suspended
H - Hot-standby (LACP only)



U - in use N - not in use, no aggregation/nameif

M - not in use, no aggregation due to minimum links not met

w - waiting to be aggregated

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— o e

27 Po27 (N) LACP No Gi0/4(P) Gi0/5(P)

luolé JuslS IJpuwose Jeolj L4-LT

Stw uvesd wsld Ipuowetse Jzoly LA-L7 B Idooss. loodd [Js puscle > grple LA-LT >
2036 LA-L7. 9108, i IJelouw IJispw 9235 logsle zoly LA-LT. &p 1ded 10 byle 1Jol)ss:

—

Aol eds glus IJlgesl bhe Ws pulb§o glo 13l Jp oy ppdus wldded.
2. b¢d lgwp 1Jzols.

3. 235 O9€ U206 pu 1IUSlispd |Jpuw>Js.

4. ito_) G9€ IJeol;.

5. 23> Idpgld IUeds pu IJ8lspo 1Jpouusds.

6. i'acuo /J/:,_}U,ch__/.

7. 25> Cisco-ASA-1.2 oy 1J8lispd IJpuwsdé Jged IJzol;.

8. 23> up93g ASA pu I8l es IJpouwsJs.

(o]

- iouo APIC |Js bls s o9uosd ¢sh Bs 1o 0956 pulo $6.
10. lge,o 1J9bbsds ooe (GoThrough og Lircdld I uJsw 9 GoTo o9 routed I u o).
1. bed luwe Idpuwegsp 99Jps 1Jpy9) Bs pub 86 wslole IUlgc ols.

12.5¢Jdo Ideuslo pu ldpuwegpd uwsl WS IUbL6 guslo peld (pe Idesule) Os IJD>16 1
ro(,béé.

13. Bp wlousle 9lzos Vedsé: &p pugol luwpl 9l2e, peesgs vog IUslzos IJos suveespeol
ASA: &p 235 1Jp9s) 9ldpweodd.

14. s¢d gudlo IP 1o ldblé Juusld Admin (eg 1Jpowds) B pulb s wble Iz 966,
Ie wlogble slzows wble pzeses (euweodd 9l 9095 9l2d) wubsilu IJs v O Suls
|Jpogl9.').



Create L4-L7 Devices

STEP 1 > General

General

Name:

Service Type:
Device Type:
Physical Domai
Mode:

Device Package:

Model:

Managed:

ASA-jristain-Ctx

Firewall -

PHYSICAL ERYENVEIR

n: Joey-ASA - @

@ Single Node (©) HA Cluster

CISCO-ASA-1.2 > i@

ASAS585-without-10GE -

Function Type:

o

Connectivity
APIC 10 Device @ Qut-Of-Band

Management Connectivity: o
) In-

Credentials

Username: apic

Password: oo

Confirm Password: ««-eeeeee

Please select device package and enter connectivity information.

1. General 2. Device Configuration
. User Ctx IP
Device 1
Management IP Address:l 192.168.20.10 I Management Port: https -
Device Interfaces: X +
Name Path
port-channel27 Node-101-1024oey-ASA
Admin Ctx IP
Cluster
Management IP Address:l 192.168.10.10 I Management Port: https -
Cluster Interfaces: X +

Type

consumer

provider

Name

consumer

provider

Cencrete Interfaces
Device1/pon-channel2?

Device1/port-channel2?

NEXT CANCEL

odlebd: spdud luole [wogsle Ipgldz B o3l 1dsde. Jl weolz s odssu ls pu

pedsple wely) IS ud.

15. ©288 pu 10 1Jzols puve ) 9p0 €30 929 Igbole:

CONFIGURATION STATE

Configuration Issues:

Devices State:

stable

luol$6 zol; NetScaler 1000V Jzol; L4-L7

lJg 96 lJeluss VIS pold lJodesy o3l os NetScaler 1000V. 59dJ NetScaIergbsdo e9l006
I.Jla,oIJ JJeobe ldpouods. sze ouwesd o3l 1Jzol; pg APIC lsuol. lvesd lJs ro,_)uu|b > &plo
L4-L7 > IEOJO L4-L7. .9IUL9J <J) |.Jp|_9,_}y |JI$PU 9¢»» lu,_).l.lln EOIJ L4-L7. uro |\Jro.J I.JE_JD_SIU

IJelJse:

1. 108, eJs ¢lus IJIgosl) bLho Vs pulb§o glo 131 Jp wd ppdus wldwed.

2. 1¢d Ipwe 1Jzols.

3. 235 UI9E 1JE206 p0 1IJB8kis pé | poswsJé (NetScaler o9 ADC. 19 9236 IJcpdo S wuwdse

IJobos9).

4. 12, uoe IJzol).




5. 23> pzld VMM (131 Jly lee,)luosl) po 1J8lses 1Jpuuusdo.

6. i'acuo lJiouyy.

7. 2>> Cisco-NetScaler1KV-1.0 oo 1J8liseé IJpouunsJs gjes IUgol).

8. 23> IJup9ieg pu 18l ed IUpouwsds (Idgols Idblo s o9 NetScaler-VPX)
9. 2,0 APIC |Js bls bhs o9uosd ¢sh B 19 0956 pulo 6.

10. bed lgwp IJpuwogsp 996 1Jpy9) B pulb$é wslole IJlgeels.

1. I5gd goslo IP 1gluo wuwsld Admin B 28d blhé easlo IP (pg Ipwds) Ss pobss
Device 1. 3¢, 1J VM (lg virtual).

12. §p Llogble 9lzes Ehass B pulb§s slzole Iizass. slec, polsis Lo s g5, puweide.
odlebs: s vedsp polsis Iduvwds 1JiE o 1Jb1s. I3l Jl ouuaéspo.
13. $p wlogble 9lzes Sigdsé Os pub§s glzole Idlzojé. 912w, polss U dd Es) puwese.

14. bed 0B w IJpedsple lJos luvogspwol B pulbdé Izolj 1Bs pul §6 wble
IJpzp9gs. Sp wluuble glzos wblp pzeses (puweodd sles 9049 9l2v).

Create L4-L7 Devices

1. General 2. Device Configuration

STEP 1 > General

Please select device package and enter connectivity information.

General

APIC to Device
Management Connectivity:

@ Qut-Ot-Band

) In-Band
Credentials
Username: nsroot
Password: -

Confirm Password: s

Device 1
Managed: Management IP Address: 192,168.30.10 Management Port: https
Name: NetScaler1000V
VM: Joey-VC/Netscaler -
Service Type: ADC -
Device Interfaces:
Device Type: | PHYSICAL [RUGYITTE Name WNIC Path {Only For Route Peering)
VMM Domain: Joey-VC - @ external Metwork adapter 2
internal Network adapter 3
Mode: @ Single Node () HA Cluster
Device Package: Cisco-NetScaler1Kv-1.0 - @
Model: NetScaler-VPX -
Cluster
Management IP Address: 192.168.30.10 Management Port: https
Cluster Interfaces:
Type Name Concrete Interfaces
consumer consumer Device1/external
COﬁneCth\ty provider provider Device1/internal

NEXT CANCEL

15. 52838 eu lu 1Jzols puved) 9p0 €30 9293 I ble:




CONFIGURATION STATE

Configuration Issues:
Devices State: stable -«

louble Slde lhuwe IJoslos JJgspd

Il v ouwesd Uizojs: spdod luuile Glde Ihuwp Idoslos Jges. loedd [Us Ipuuciz,
>eplo LA-L7 > Bldw Ihuwe IUwslos JJéses LA-LT > Jogble Sldw |yuwe IJwslos JJgses
L4-L7. 9ldpd IUgbsle IJolJso:

1. 3p wbelJ luwe B 28J luwp Ihuwe IJoslos.

2. 9p wuew IJiz036 9ldJleol po pobo§6 pzesgle IJlzojé NJe)yosy IUss Sz wuibol wo.
|)E_J |uu,o| Jyd ,ooo,oL

3. Iz e9o0s 1Us1Js JIJ zols. LlJuuwwd J NetScaler. suweisp 03l Ipeld 3lesw (19
9oE dEJ.s).
Create L4-L7 Service Graph Template om

Drag device clusters to create graph nodes.

Graph Type: ~
= raph Type: @ Create A New One @ Clone An Existing One

Z2 Joey-Tenant /ASA-Admin-Ctx (Managed Firewall)

= Joey-Tenant /ASA-jristain-Ctx (Managed Firew. .. Consumer Provider

.—E Joey-Tenant /NetScaler1 000V (Managed ADC) C == P c e P
e .
ASA-jristai... NetScaler...
@ ®
ASA NS
Please drag a device from devices table and drop it here to create a service node.
ASA-jristain-Ctx Information NetScaler1000V Information
Firewall: (O Routed @ Transparent ADC: @ Twa-Arm ©) One-Arm
Profile: CISCO-ASA-1.2/WebPalicyForTranspar « @ Profile: Cisco-MetScaler1KV-1.0/WeblnlineVSer « @

SUBMIT CANCEL

wul) $lw Iuwe Iwslos JJgspdwes logble 131w spdod vuine gds izess. loadd Is
Ipuwaley > ele LA-LT > Goldy Iyuwe Wowslos JJgres LA-LT > 81w 1suve Idwslos
JJerps > cbusd VlJe lhuwe IUoslos JJées.0¢ edlps IJowssy 9 [Jpd IUgbslo
IJolJss:

1. 235 EPG JJpuweodd po Slisps EPG Jdpuwcodd / Idyingds IJéhess 1 puuusJs.

2. 233 EPG JJp9d) pu IUBlsps [Jpuuwsds EPG / Iduvwds IUshe.ss.

3. 9p wlouble £9> 22e> I9 12 885 9293l LIJBed: Bis pubo §8 pesele IJgS>.



Apply L4-L7 Service Graph Template To EPGs

1. Contract 2. Graph

STEP 1 > Contract
Config A Contract Between EPGs

EPGs Information

Consumer EPG / External Network: Joey-Tenant/OSPF/External

bl

Contract Infermation
Contract: @ Create A New Contract (@) Choose An Existing Contract Subject

Contract Name: allow-all

No Filter {Allow All Traffic):

B Lod2s Iuwp IJoslos: 1Wed IUgbsle IJolJss:

Provider EPG | External Network: Joey-Tenant/Web/epg-Web

3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters

il £

NEXT CANCEL

1. 25> BD JJslzos IJghzso J ASA pu Blisps BD I1JpogusJé.

2. 25> BD Jslzos ASA 105lgJs6 po Blises BD 1JpousJs.

3. 23> BD JJslzos IJghzsé J NetScaler o $lispé BD IJpowsJs.

4. 2>> BD Jglzo6 NetScaler IU>IgJs6 po Blispes BD IJpouwdJs.

Apply L4-L7 Service Graph Template To EPGs

1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters
STEP 2 > Graph
Config A Service Graph
Consumer Provider
- -
osy-Tenant /ASA-Admin-Ctx (Managed Firewall) o == e o < e
loey-Tenant /ASA-ristain-Ctx {(Managed Firew... ASA-jristal... NetScalert...
External Web
(—'E Joey-Tenant /NetScaler1 000V (Managed ADC)
@ @
ASA NS
ASA-jristain-Ctx Information NetScaler1 000V Information
Firewall: transparent ADC: two-arm
Profile: WebPolicyForTransparentMode Profile: WeblnlineVServerProfile
Consumer Connector Consumer Connector
Type: @ General ©) Route Peering Type: @ General () Route Peering
BD: Joey-Tenant/Web-Routed - @ BD: Joey-Tenant/Web-FW-ADC - @
Cluster Interface: consumer - i Cluster Interface: consumer - i@
Provider Gonnector Provider Gennector
Type: @ General ©) Route Peering Type: @ General ) Route Peering
BD: Joey-Tenant/Web-FW-ADC - @ BD: Joey-Tenant/Web - @
Cluster Interface: provider - @ Cluster Interface: provider - @

| PREVIOUS ” NEXT I| CANCEL I

Ibed Bes £Jlpé lIJowssw pedple ASA" Idpgdele 1Jplbdyys. Jl coes is6 pedple B edlpd
lJowssy 030 pbdey6.98 gdled IJowosy pedele NetScaler: I>¢d odose NetScaler oo gJIJ



IJeelJe:

STEP 4 > NetScaler1000V Parameters 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters

config parameters for the selected device

Profile Name:
Features: All Parameters
Folder/Param Name Value Write Domain

= S T oo oo
=] =l netmask netmask 255.256.255.0
= 4 STip vip1_inline
=] =/ ipaddress ipaddress 172.25.31.1
%] =/ netmask netmask 255.255.255.0

All %] 4 _ﬁ‘ Load Balancing Virtual Server Ibvsenver
] =l ipuas ipv4s 192.168.200.10
=] =l name name serveri
M 4 'V service group servicegroup_1
%] 4 =3 bindiunbind servicegroupmember o servicegroup senvicegroup_servicegroupmen...
B EHlip ip 192.168.200.254
M =l servicegroupname servicegroupname ‘Web-Servers
[ 4 ¥ Funetion Gonfig Funetien
M ;ﬁ‘ Load Balancing Virtual Server serverl
=) ) service group Web-Servers

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitted to the provider EPG.
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CREATION TIME LAST TRANSITION AFFECTED OBJECT LIFECYCLE DESCRIPTION

uniften-{uniftn-Joey-Tenant]-

scriptHandlerState/ cDevState-[uniftn-
Joey-Tenant/IDevVip-ASA-Admin- Device configuration resulted in *Script waming : Either the cable is
. X e X Cix/cDev-ASA-Admin- g incorrect or not plugged into the interface connector : * for on
2015-12-08T17:35:01.557+00:00 2015-12-08T17:37:22.799+00:00 Oix_Device. 1)/devHealth-[uni/tn- Raised device ASA-Admin-Cb: Device 1 in cluster ASAAdmin-Che in tenant
Joey-Tenant/|DevVip-ASA-Admin- Joey-Tenant
Chx/cDev-ASA-Admin-
Ctx_Device_1/cIf-[port-channell]]
Fault Properties om
| cenera (IR
SIE2
PROPERTIES
Severity: warning
Last Transition: 2015-12-08T17:37:22.799+00:00
Lifecycle: Raised
Affected Object: @uni,‘ten-[uni_.'tn-Joey-Tenant]-scriptHandlerState,':Devstate-[uni,"m-Joey—Tenant,‘lDeMp-ASA-

Explanation:

Details

Description:

This fault cccurs when the L4-L7 service returns a warning fault

Recommended Action:
If you see this fault, please refer to L4-L7 device vendor documentation.

Admin-Cbx/cDev-ASA-Admin-Ctx_Device_1]/devHealth-[uni/tn-Joey-Tenant/IDevVip-ASA-Admin-
Ctx/cDev-ASA-Admin-Cbx_Device_1/cIf-[port-channell]]

Device configuration resulted in *Script warning : Either the cable is incorrect or not plugged into the
interface connector : * for on device ASA-Admin-Ctx_Device_1 in cluster ASA-Admin-Ctx in tenant
Joey-Tenant

“®

U2 pws in order to pJJo o3l ool I IJ port-channel b dJe pedp $Y90 slv IJpsule-
channel sJ9o W99 IJ ASA. lze Suvpe wdase lo 90l Jeunds B o3l IJpuvoud
JJzuosd gds pedsple 29d Jsudss IJoedd pu 3JY.

lo sY9u IJBLU W9 : &) o v J! <jld o) 0dl t]o‘i‘ 09 pyee lJs cisco L9 id
CSCuw56882. sup |uodle 03l IJgbl s >gp 2jes Ilgajé 1.2.3 Jluosl) wyulee 1.2(x) ACL.
$pdo ouisd e ldlgess oul.

- ol Jissuvs Vs Iwyolez IJuuas: bl B IJloyeld: gbl gpsd 401: Es) pulie wo:


https://tools.cisco.com/bugsearch/bug/CSCuw56882/?reffering_site=dumpcr
https://software.cisco.com/download/release.html?mdfid=283123066&softwareid=286279676&release=1.2.4.8&relind=AVAILABLE&rellifecycle=&reltype=latest

2015-12-08T21:27:16.948+00:00

2015-12-08T21:27:22.985-+00:00

Fault Properties o b4

uniften-[uniftn-Joey-Tenant]-

smmeand%d)gA%[yn_m Device configuration resulted in *Major script error : Connection
Joey-Tenant/|De: i LR ok error : 401 Client Error: Unauthorized* for ASA-jristain-Ctx_Device 1
u’-“f: ‘”e‘_“"‘s"{]}"'l Dt ng AL S s e & TEIE o Gl e e [
Joey-Tenanty/|DevVip-ASA-jristain- S LT FETN

ChxfcDev-ASA-jristain-Cty_Device_1]

uniften-[uni/tn-Joey-Tenant]-
scriptHandlerState/cDewvState-[uniftn-
Joey-Tenanty/|DevVip-ASA-jristain-
ChxfcDev-ASA-jristain-Cty_Device_1]

Device validate operation for device ASA-jristain-Chx_Dewvice_1 in

S cluster ASA-jristain-Chx in tenant Joey-Tenant failed

HISTORY

PROPERTIES
Severity:
Last Transition:
Lifecycle:
Affected Object:

Description:

Explanation:

Details

This fault occurs when the L4-L7 service returns a major fault

Recommended Action:
If you see this fault, please refer 1o L4-L7 device vendor documentation.

major
2015-12-08T21:27:16.948+00:00
Soaking

@unl [ten-[uni/tn-Joey-Tenant]-scriptHandlerState/ cDevState-[uniftn-Joey-Tenant/IDevVip-ASA-
jristain-Ctx/cDev-ASA-jristain-Ctx_Device_1]/devHealth-[uni/tn-Joey-Tenant/IDevVip-ASA-jristain-
Ctx/cDev-ASA-jristain-Ctx_Device_1]

Device configuration resulted in *Major script error : Connection error : 401 Client Error:
Unauthorized* for ASA-jristain-Ctx_Device_1 on device ASA-jristain-Ctx_Device_1 in cluster ASA-
jristain-Ctx in tenant Joey-Tenant

k3

Jed 030 Idp indJé: olds po 09lds) wslole lge el IJpoluuws gds IJizos6 sodosuol

wubdd Logse B

APIC.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



