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lJeobdulo

w90 Cisco vio oJ9u s pgy96 wldesluose 1Joldss:

s IJouss Uiuwluuss IUe,odss eds IJobosséle

* Slzod IJpuwese ldyumspss (GUI) J ACI

* slzos ywlo IJigle, (CLI) 1Jglu06 Cldpzad IJEJBdes 919,86 Jslzos ulo, 1Jigle, (CLI)
JJousé IJiuwlguss Idpyodss eds IJobossle

« 9lzos yubo, 1Jisle, Jpesd NXoS

lJpdovlo Idpuweispd
ouwow Idpedspele 1Jglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jpebss Ideldss:

- APIC IJlool, 3.1(29)
o 1Jgp9s 1B, LC NIK-X9732C-EX

- Leaf N9K-X9732C-EX

. vwJs IP (IPN) - Nexus 7000, N7K-SUP2E. N7K-F348XP-25

ope logile Idpgdgple 1U9l)6 Bs o3l IJpuwows pu L_Jig_o_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
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IUb,|; N93180YC-EX
IUb,l; N93180YC-FX
|Ub,|; N93108TC-EX
9,88 IUb,l; N93108TC-FX
IUb,|; N93180LC-EX
IUb,|; N9348GC-FXP
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Eth1Mam1

HOSTEP
an
RLEAF
(100.64.10.5)

Ethd/33 | LEAF1OL LEAFI0Z

i
HOSTER
an

LLEAF
1100.64.10.2)

lJodosule

Sy 03l IJpwows wuvdd Jissuvs £Js gluw "9lzod Idezde Vs 1dyuo9d (ACH" pu IJodssy
IJgluo wlduuiy IUlb,bs go wes 9dl sgbs 1ol uosd 1JYleds Jodsse zlue yveds WAN
Jeeod IPN. 9pg 3JIJ: swup bz veue IJodssule 1dpops pu IPN ool Jp,ze.

odosu v ds WAN o v (gluow IJouss IJiuuluu§6 J ACI)
030 05 lJodasule IJpuuegsps B zols IPN 1dpeuod wldeless Ilusluus (1Jig 056 1Jlul pusé

Jeyodje eds IJobosdle) Ws Iooso Il uss:

vrf context RLEAF
description VRF created for remote-leaf lab

router ospf 1

vrf RLEAF
router-id 172.16.191.191



area 0.0.0.1 nssa

# In this example same IPN router 1is used to connect to RLEAF and SPINE

interface loopbackl191
vrf member RLEAF
ip address 172.16.191.191/32

wdysule pess JJ9lzos gds IPN IJoes wouod wldeuslo I)ssuvs.

w9 1Jeless 1J)ssuws-601

w29 IJele9s 1 ssums-501

9lz06 Ethernet3/38

MTU 9150

&30 lsdlV IJoigsd

9lzos Ethernet3/38.4

boolb 1o |Us 1Jgless 1Jssuvs601
MTU 9150

gpdss Jouwds dot1Q 4

euo9 VRF RLEAF

eusly IP 10.10.19.10/24

pu udbo |Us u¥bo yuoJs ip ospf
p9zo IP OSPF 1 area 0.0.0.1

e lsld
lJouvgsd

9lz06 Ethernet3/39

MTU 9150

&30 lsdlV IJo g sd

9lzos Ethernet3/39.4

Loollb 1dysow 1ds 1Ugless 1J)issuws501
MTU 9150

gpdsd Jouywds dot1Q 4

eu29 VRF RLEAF

eusly IP 10.10.20.10/24

pu vldbs IUs v yuJs ip ospf
e9zo IP OSPF 1 area 0.0.0.1

e lssld
lJouvgsd

odoso Jiuwds WAN g6 wgs (zlow RLEAF)

9030 o lJodssule [dpuwegspes B zoly IPN IJpwod wld9y 8o [Jwgsse:

RLEAF J_wsl$ VRF

9,09 e lugsle VRF Jpgowle IUi)ld Idogsss




lJe9zo OSPF 1

VRF RLEAF
router-id 172.16.191.191
area 0.0.0.1 nssa

interface loopback191
€29 VRF RLEAF
eusly IP 172.16.191.191/32

# s o3l ldpeld: swp lgvegsle pozo IPN O wo JJloold o RLEAF 9 SPN

lJodssuole 1Jgluos wldglzes eds IPN IJos wouod o RLEAF:

Ue9 HJsw9-204

9lzo6 Ethernet3/34

MTU 9150

&6 ls I I g s
9lzoé Ethernet3/34.4
Looulb lJs o |Js rleaf204
MTU 915
gpdso Jouwdo dot1Q 4
ip access-group 100 in
€29 VRF RLEAF
eu9ly IP 10.10.21.10/24
0 b6 s udbé JuoJs ip ospf
p9zo IP OSPF 1 area 0.0.0.1
ip dhep oyesd eusly 10.0.0.1
ip dhep o)zsd gwslu 10.0.0.2
ip dhep wyzsd gusly 10.0.0.3

&p lsslo lJoyvgsd

91206 lse,uw 3/35

MTU 9150

&30 ls I Idogbg s
9lz06 Ethernet3/35.4
Loulb IJsow |Js rleaf203
MTU 9150
gpdso Jouwdo dot1Q 4
ip access-group 100 in
29 VRF RLEAF
eu9ly IP 10.10.22.10/24
0 b6 s vdbs JuwJs ip ospf
p9zo IP OSPF 1 area 0.0.0.1
ip dhep oyesd eusly 10.0.0.1
ip dhep o)zsd gwsly 10.0.0.2
ip dhep wyesd gusly 10.0.0.3

&p lsdlo lJovgsd




% pdlebs: ol eu wdosy IP Juyesd DHCP olyweesle guslo IP 1Uglue wousé APIC
iu.u-_éJ lJglzoo ldpoode wlduowzs IJwgsss. o3l pbdse JJ9,y96 Idwgsrs Jdzuosd
eJs pdle bootstrap pu APIC. W o3l IJpeld: 10.0.0.1 9 10.0.0.2 9 10.0.0.3 o5 gu9ly IP
J APIC TEP. ¢, wd 1J9y¥6 IJogs»o 1doguld DHCP w29 Jvwdo WAN Jdzuosd eds
euslu IP 1Jglue oldslzos 1Jw,ese IUpouodo wpsze WAN. 890 p9z0 WAN oLuwld
JuvlJe DHCP Discover o0 1J9g»6 [Jbyse IJwgsso |Js 9zl APICs s POD.

¢bss wdosu ACI 1. wdssu woe ledh wusé POD

1. loewd s Idowusd > 1degise > uusluws lesh vusé Pod.
2. 169, vl pyr9zl Jwe wog lesh IJouss J Pod 1Je9z9».

3. 15 (+) IJozee IJwes> 98p w9, perd s> (B o3l 1Jecld: 1) sczese wes> (B
03l 1JpolJ: 172.17.0.0/20) 5168, 8908 Luwld. &5 wlbo, Guoluos IULo9s6 pebolo gu906 IP
peodus.

~ edlebs: seu ldl woslgd IJubods 18,886 Jogee TEP IJb,ds Idogss pe ldubedo
I,Jgégjgﬁé Jogee TEP JJdouso l)issuwss. Sew lu oy Idgveds 1J,es6 IJpuvwgs po
124 19 1 9J.

Inventory | Fabric Policies | Access Policies

Inventory @ = © | Pod Fabric Setup Policy

> C» Quick Start

% Topology « Pod ID TEP Pool Remote 1D
> @ Pod 1 | 1 10.0.0.0/16 1
I Pod Fabric Setup Policy
> Fabric Membership . .
Fabric Setup Policy For A POD - Pod 1 0
£, Unmanaged Fabric Node
Paolicy Faults Hist
s
O X
Properties
10:
TEP Pool: 10.0.0.0/16
Remote Pools: JL
= Remote ID Remote Poal
11 11.0.0.0/20

tbos IJodsu Ideluss J ACL odosu pogo ehz 1Jgwess IUsissuvs IJs IP

1. loodd |Js Upwo[@ > 1Jsls > IJuvodle 1Ughesé 1Je9z06.
2. 168, wis I Jplauw IUlspu 98 Clugile p9zo Ehz.

3. Yp wvudssu OSPF IJpeszo ¢he 1Jgpys U ssuvs IJs IPN.



4. |pwogsle OSPF Joy90999d wogso.
5. lguegse oldo-1 oy VRF.
WO o3l Idpelde eyowlb 19,86 1Uegesse w9uls 9> 9lzx6. JdJJ: Jp Sop wpdss "wpdsy

IJ?_,Léé lJogs36 wluwegsle M}Jltipod". Bl oo oguogde 9586 U v do uuwse PUES
1189l Olo 03l 1Jgsh) sew 1o sY9u peol.

Tenant infra @ = © L3 Outside - spine2rleaf 00
C> Quick start P Stats Faults History
- B Tenantintra —
Node Profiles etworks
6 Appiication Profiles Node Profile: Network
Networking O b s
Bridge Domains =
roperties
VRFs M
Route Control Enforcement: || Import
> External Bridged
VRF: overlay-1 ~
External Routed
Resolved VRF: infrafoverlay-1
> Route
External Routed Domain:  spine-I13 |
Set Rules fo
Route Profile for Interleak: kelect a valug v
> Match Rules for Route Maps
Route Control For Dampening: +
> D reaf-wan
=~ Address Family Type Route Dampening Policy

>
ss/Profiles
> Dot1Q Tunnels Enable BGP/EIGRP/OSPF: [] BGP

OSPF Area ID: 0.0.0.1

OSPF Area Control @®

> Services | Send redis

OSPF Area Type. Regular area Si )

OSPF Area Cost: 1

Enable remote leaf with Multipod:

oJd9su pdV wg)ysW 1Jg8r6 JIJ £p95 Hssuws (Vs 03l IJpeeld node-501 9 node-601) pooJ
w IPN. 95,3 oul peld gds node-501. lowg 1Ugbole o ywol J node-601. §> wbo, §uoluole
lJuo9,6 pebble gu9us IP ptoJu_")é.

Tenant infra @ = ©  Node Association 00
» Bridge Domains
Faults 1
> VRFs —
deor O X W
¥ Node | e 1
3 Router ID: 50.5
A Use Router ID as Loopback Address: ]
Loopback Addresses:
“IP
Static Routes: +
I 501 = |P Address Next Hop IP
60
Pag, ot Objects Per Pag No Ot Found

External Control Peering: (]

oJdysu pdV wg)ysW 1Jglzos Jlowuold IPN.



. pdlebbs: olds pu luwwgsle encap vian-4 Jodled 1Ji9)l8 g0 wes wluuwesle Pod sles.

euld gJs Path-501/pathep-[eth1/9].

Tenant infra @ = © | Logical Interface Profile - spine501 00
Cr Quick Start Policy Faults History
< B Tonant inta Routed Sub-Interface 09 o
> [l Application Profiles i
v Networking Policy Faults History N
> [ Bridge Domains O b %%
> Wl viFs Properties ar

> [ External Bridged Networks
~ [l External Routed Metworks

> [ Route Maps/Profiles

> [ Set Rules for Route Maps

> [ Match Rules for Route Map

Target: topolagyfpod-1/paths-501/pathep-[eth1/3]
Description: | optional
Encap: |VLAN |~ |4
eger

IPvd Primary / IPv6 Preferred Address: | 10.10.20.11/24 /

> € reaf-wan

IPv6 DAD: | disabled -

~ @ spinezrieaf Pvd r 1 IPvE +

~ [ Logical Node Profiles ~ Address IPv6 DAD

7 E spine501

~ [ Logical Interface
I > B spinesor
> B Configured Node:
« Bl spineson Link-Local Address:
ND RA Prefix: []
MAC Address: | 00:22:8D;F8:19:FF

» [ Logical Interface
> B Configured Node:

> [l Networks MTU (bytes): | inherit

> [ Route Maps/Profiles Taraet DSCP: | Lnsnecified 5
> B DotiQ Tunnels

> [ Contracts

peold gdJs PATH-601/pathep-[eth2/9].

Tenant infra

C» Quick Stant

@ =0

Logical Interface Profile - spine601

b s Routed Sub-Interface

» [l Appiication Profiles
~ [l Networking
> [ Bridge Domains

> [l VRFs
- Properties
b3 External Bridged Networks
< Target: topology/pod- 1/paths-601/pathep-[eth2/9]
~ [ External Routed Networks Description: [optional

> [ Route Maps/Profiles Encap: |vLAN |w| [a

> [ Set Rules for Route Maps

\\

1PvA Primary { IPv6 Preferred Address: 10.10,19.11/24
> [ Match Rules for Route Mar -

» € reaf-wan IPu6 DAD: | disabled

~ D spinezrieaf
IPv4 Secondary / IPv6 Additional Addresses: +
~ [l Logical Node Profiles

~ Address IPv6 DAD
v E spine501

~ [l Logical Interface
X a spineS01

> [ Configured Node

E 5pine6o

~ [ Logical Interface
> E spine601

> B Configured Node

<

Link-Local Address:
ND RA Prefix: [

> [l Networks
> [l Route Maps/Profiles

> B Pat10 Tunnels

odsss Liods L30ut (EPG 1Jghzs) J IPN.

Show Usage

©0

Palicy Faults Histary

o @ erfaces Routed Interfaces sVI

Faults History o

4

o & %

MTU (bytes) Encap

inherit vian-4

Show Usage




Tenant infra @ = © External Network Instance Profile - rleaf 00

QoS Class: |Unspecified v

Target DSCP

L30ut Contract Masters

L30ut Contract Master

Subnets +

601 ~ IP Address Scope Aggregate Route Control Profile Route Summarization
Policy

0.0.0.0/0 External Subnets for t.

IJlo o> o Ipw wudysy OSPF L30ut pu 1Jglp9> U 585088 (Node-501 & node-601) |Js zol)
IPN. szw lo sy wzly) OSPF pdegzl 9sep wubd ldpunble yiysbs wdssy OSPF eds IPN
wuvdd vozse. Sl ozl pu 2l OSPF o0 1 ess 1JBE)s [Js zols IPN.

p0 IJeless Issums:

spine501# show ip ospf neighbors vrf overlay-1
OSPF Process ID default VRF overlay-1
Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.191.191 1 FULL/ - 00:00:36 10.10.20.10 Eth1/9.9
spine501#

spine601# show ip ospf neighbors vrf overlay-1
OSPF Process ID default VRF overlay-1
Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.191.191 1 FULL/ - 00:00:39 10.10.19.10 Eth2/9.9
spine601#

o0 IPN:

SPINE-IPN# show ip ospf neighbors vrf RLEAF
OSPF Process ID 1 VRF RLEAF
Total number of neighbors: 2

Neighbor ID Pri State Up Time Address Interface
172.16.60.60 1 FULL/ - 00:00:06 10.10.19.11 Eth3/38.4
172.16.50.50 1 FULL/ - 00:00:17 10.10.20.11 Eth3/39.4

SPINE-IPN#



IJlo Josd pob$s 29l OSPF o 1gess 1JSE)s 9 IPN sspdud o ons o ldbysd lJs
Jeds Idouss IJluwlguss Jslzos wypzs IJobousdle (ACH we wedpeol Vs IPN g, OSPF.

SPINE-IPN# show ip route vrf RLEAF
IP Route Table for VRF "RLEAF"

'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%' in via output denotes VRF

10.0.0.0/16, ubest/mbest: 2/0
*via 10.10.19.11, Eth3/38.4, [110/20], 00:01:21, ospf-1, nssa type-2
*via 10.10.20.11, Eth3/39.4, [110/20], 00:01:21, ospf-1, nssa type-2
< snip >
SPINE-IPN#

eb9s IJodesy ACI 3. 1o uuld 19,86 (IJ19,18) IJwgss6

WO o030 Idpyzdo: wdoy IJwuso alo:jé Jld.;;,u'blgé 9080 £pd £V wEd puLLJd LULLIS IP gy,
Jveds IJlouold glgwes Idublg. olds oo Iy IPN IJeouod o RLEAF Usso IJpuwl) IJs yvwJdo
ACI Pod »lgJ Jvwds WAN.

<tfroot>
RLEAF-IPN#

show || dp nei ghbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other

Device ID Local Intf Hold-time Capability Port ID
switch Eth3/34 120 BR Ethl/54
switch Eth3/35 120 BR Ethl/54
Total entries displayed: 2

RLEAF-IPN#

RLEAF-IPN#

show i p route vrf RLEAF

IP Route Table for VRF "RLEAF"

'*' denotes best ucast next-hop

'**%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF <string>

10.0.0.0/16, ubest/mbest: 2/0
*via 10.10.19.11, Eth3/38.4, [110/20], 00:01:21, ospf-1, nssa type-2
*via 10.10.20.11, Eth3/39.4, [110/20], 00:01:21, ospf-1, nssa type-2



< snip >

Jlze IPn I pouod wlduowdes g sss 9olds pu odase ewsly IP 1U¢lue wowssd APIC gJs luo
< esJ DHCP.

<#root>
RLEAF-IPN#

show i p dhcp rel ay

< snip >

Helper addresses are configured on the following interfaces:

Interface ReTay Address VRF Name
Ethernet3/34.4 10.0.0.1

Ethernet3/34.4 10.0.0.2

Ethernet3/34.4 10.0.0.3

Ethernet3/35.4 10.0.0.1

Ethernet3/35.4 10.0.0.2

Ethernet3/35.4 10.0.0.3

RLEAF-IPN#

loodd IJs 1pgiow > 652986 [Jouss B 9lzod IJpuwetse IUyuwsess (GUI) IUgluos wolzos
o) 1JI9le,y (ACH) 90288 pu lJoblwd ppdle z36>6.
Inventory @ = © | Fabric Membership

&

Serial Number « Pod Node ID RL TEP Pool

wwed 1988 ldpdogvds pxsel O 1douwse 1Jeses:

1 dogrsd eds 19,86 1Upas26 wule gds Ihde IJounduwdss.
2,108y win Idelagw IJlspo 98 1J9,88 1dpdounds zasel slug) Wed IJouwesd.
3. 8p wu9ds) perd Pod IJuorsz 90,9 1 $26.

4. 25> wzpe RL TEP.



5. 8p w99 luwe £9%6.

6. olds pu wpass 1U39) J9,86 LES26.

7. 108y 9938 wpdse.

o + %~
Serial Number « Pod Mode ID RL TEP Pool Node Rack Model Role P Suppol SSL Status
ID Name Name Model Certifi
FDO22080JDA 1 : 203 ﬂ :\, rleaf203 select |~ | N9K-C93180YC-EX leaf | 0.0.0.0 True n/a
FDO22081080 1 ~ 1204 :km} o select |~ | N9K-C93180YC-EX leaf «|0.0.00 True  nfa
FOX1948G9EA 1 601 D' ke spine 10.0.232.65/32 yes Active

spineGO‘

Cancel ‘

) !o.JIaJ'oE:: olds po weass wzee TP IJuoese IJ3s Bpo vodysuo Vs 1Jgbgs 1. wedd
lsuol po wesss 1Uxg) seldse Jgy96 wgssrs wdilssl gus weass wepe RLTEP o0

1UGls p6 1 posumsds.

1o spdod 1o ous woe 1Jgdss pe 8 J "9,86 wesss" sldelds J "ldould". Jo weuod

lJg 936 gJs guglo IP JJuls wgs.

Inventory ® = © Fabric Membership
> O» Quick Start
& Topology Serial Number ~ Pod
v © poa D

FDO20331BFC 1
> B leaf101 (Node-101) o 3

> I leaf102 (Node-102) RRSZTEIMAR i
> M leaf103 (Node-103) FDO22080JDA 1
> B leaf104 (Node-104) I FDO22081080 1
> P leaf201 (Node-201) FOX1948GOEA T
> B Ieaf202 (Node-202) FOX1949GHHM |
spine501 (Node-501
e E SIS iHoerot) SAL19465SWJIM 1
> B spineso1 (Node-601)
SAL1946SWNS 1

Pod Fabric Setup Policy
SAL1946SWNT 1
I > Fabric Membership
SAL19465WNU 1
> Unmanaged Fabric Nodes - !
Unreachable Nodes

Disabled Interfaces and Decommissioned Switches

Node ID

RL TEP Pool

Node
Name

leaf202
leaf201
rleaf203
rleaf204
spine60
spine50
leaf101
leaf102
leaf104

leaf103

Rack
Name

1

1

Model

N9K-C93180YC-EX

N8K-C83108TC-FX

NIK-C93180YC-EX

N9K-C93180YC-EX

NIK-C3504

N3K-C8504

NIK-CI372PX-E

NIK-CI372PX-E

N9K-C9372PX-E

N3K-C9372PX-E

tbys wdesu ACI 4. wdssu IJzluw 1Uesze po RLEAF |Js 1PN

Role

leaf

leaf

remate leaf

remote leaf

spine

spine

leaf

leaf

leaf

leaf

P

10.0.232.68/32
10.0.232.72/32
0.0.0.0

0.0.0.0
10.0.232.65/32
10.0.232.66/32
10.0.232.64/32
10.0.232.73/32
10.0.8.64/32

10.0.232.69/32

©0
[CHEI 3

Suppor SSL Status
Model Certifi
True yes Active

True yes  Active

True  yes | Discovering

True  yes | Discovering
True  yes  Active
True yes  Active
True yes Active
True yes  Active
True yes Active
True yes  Active

1 luedd s Upuweles > 1dshs > 1o dle 1ghzss 1Jesz06 98 wlugble poze ¢he.



Create Routed Outside (2 ]

STEP 1 > Identity 2. External EPG Networks

Define the Routed Outside

Consumer Label:
Description: | optional enter names separated by comma

Osap OSPF
Tags: v OSPF Area ID: |1
enter tags separated by comma OSPF Area @

Pin: [] Control: 4] send redistributed LSAs into NSSA area
Route Control Enforcement:[] Import Originate summary LSA

O Suppress forwarding address in translated LSA

Target DSCP: | Unspecified w
OSPF Area Type: Regular area Stub area

I VRF: | overlay-1 v @ I
External Routed Domain: | rleaf-13 v 3 OSPF Area Gost: |1 v
Route Profile for Interleak: | select a value ~ Enate RET:;;E: O
Route Control For Dampening: 4L
Address Family Type - Route Dampening Palicy
Address Family Type
Nodes and Interfaces Protocol Profiles
4t

Name Description DSCP MNodes
rleaf-node-profile Unspecified 203, 204

Previous Cancel Next

2. lugile pddle wgysd g9> RLEAF JJg 96 203 9 204.
IUToe spdud wpass rleaf-203 (node-203) grieaf-204(node-204) oo 1JS8lis 06 1JpousJs pg s
1Jg 936 Jpl 0 pdovds IUly Vs [Jwuss.

pJB g5 £6>6 RLEAF 203:



Create Routed Outside
Select Node

Select Node and Configure Static Routes
Node ID: | rleaf203 (Node-203) ~

09

Router ID: 1 203.203.203.203

Use Router ID as Loopback Address:
External Control Peering:
Loopback Addresses:

Static Routes:

IP Address Next Hop IP

pJU BE 5 938 RLEAF 204



Create Routed Outside
Select Node (2 T¥]

Select Node and Configure Static Routes

Node ID: | rleaf204 (Node-204) v

Router ID: | 204.204.204.204
Use Router ID as Loopback Address:
External Control Peering:
Loopback Addresses: 4L

Static Routes: NI

IP Address Next Hop IP

logvle pdd wg s 9lzos RLEAF J node-203 & node-204:

S edlebs: Jl spdud puiless noderleaf-203 (node-203) Ig rleaf-204 (node-204) oy 1J$lks 06
IJpuuwsJsNode zse Jo RLEAF203 Ig RLEAF204 ¢, puwzd- J3JIe Bp wbgld IJpusl,
$295! B 299d 1Je$26 9ldpumly Jel 09 p9 o2 B 1Jo9,6.

Sp wlougble pJo ogs9 IUglzes J node-203. e wlbeld 28ds 1Jgd26 sldpuwly $295! Jel o9
£ILOT-

Node: topology/pod-1/node-203

Path: topology/pod-1/paths-203/pathep-[ethl/54]



Select Routed Sub-Interface OD

Specify the Interface

Node: topology/pod-1/node-203 v
Ex: topology/pod-1/node-1

Path: topology/pod-1/paths-203/pathep-[eth| v
Ex: topology/pod-1/paths-101/pathep-[eth1/23]

Description: optional

Integer Value

IPv4 Primary / IPv6 Preferred Address: 10.10.22.11/24

address/mask
IPv6 DAD: @ disabled
IPv4 Secondary / IPv6 Additional +
Addresses:
Address IPv6 DAD

MAC Address: |00:22:BD:F8:19:FF
MTU (bytes): inherit

Link-local Address:

Sp vluuble pJBd og)s 1Uslzos J node-204. $po wlbeld 28ds 1Je926 sldpuwly $295! el 09
£9LT.

Node: topology/pod-1/node-204

Path: topology/pod-1/paths-204/pathep-[ethl/54]



Select Routed Sub-Interface

Specify the Interface

0

Node:

Path:

N

topology/pod-1/node-203
Ex: topology/pod-1/node-1

topology/pod-1/paths-203/pathep-[eth| v
Ex: topology/pod-1/paths-101/pathep-[eth1/23]

Description:

Encap:

IPv4 Primary / IPv6 Preferred Address:

IPvé DAD:

IPv4 Secondary / IPvé Additional
Addresses:

MAC Address:
MTU (bytes):

Link-local Address:

optional

Integer Value
10.10.22.11/24
address/mask

Address

00:22:BD:F8:19:FF

inherit

louble Ubods L30ut IJghzss (EPG IUzhzs):

Create Routed Outside

STEP 2 > External EPG Networks
Configure External EPG Networks
Create Route O

Profiles:

External EPG Networks
Name QoS Class

I rleaf-13out Unspecified

Description Target DSCP

Unspecified

IPv6 DAD

1. Identity 2. External EPG Networks

L]
+

Subnet
0.0.0.0/0

IUg o956 5 103106 wodssy Blises lJozde B 1Usuosd (ACH. lousle pusluws louald thzss

Jdouwse

1. loedd lJs Ipuvolz, > Infra > 1Juwsluwle > 1Je,9e999d > wog louold Fabric Ext > oz
Fabric External Connection gluile pJwd wg)sW9 InterAsite/Intersite.



2. 1Uold6 pJud o8B wozso thes JJBuls pe Lvuds ghzsé pu RLEAF203 9 RLEAF204
poLods Lpszo Linods WAN (IPN).
3 - 9095 050 IJ2lJs. Blo [Jbisesy opl 10.10.22.0/24 9 10.10.21.0/24 gJs IJeslds.

Tenant infra
Cr Quick Start
- Bl Tenantinfra
> [ Application Profiles
> [ Networking
> Contracts
b Policies
~ Protocol

> Route Maps

> BFD

> BGP

» OSPF

> EIGRP

> IGMP Snoop

> IGMP Interface

> Custom QOS

» End Paint Retention
> DHCP
¥ ND Interface

¥ ND RA Prefix

» [ Route Tag

> L4-L7 Policy Based Redirect
> L4-L7 Redirect Health Groups
> Data Plane Policing

b Fabric Ext Connection Policies

I E Fabric Ext Connection Policy rleaf

tbys wdosu ACI 6.

G = o

ouvesd

Intrasite/Intersite Profile - Fabric Ext Connection Policy rleaf

Properties
Fabric ID: 1
Name: rleafl

Community: extended:as2-nnd:5:16

Pod Peering Profile

Peering Type: [MEHIIMEE] Route Reflector

Password:

ded a8 2-nnd 5 1€

Confirm Password:

Pod Connection Profile

~ Pod ID MultiPod Dataplane TEP

Fabric External Routing Profile

Narne

Policy

Intersite Dataplane TEP

Subnet
rleaf203 10.10.22.0/24
rleaf204

10.10.21.0/24

lJ9z>6 IJb,s6 IJewgs»o |[Js ACI Fabric Pod

&> 3JY szuad 1UBs ves Iddelub guslu pu IJ APIC TEP o, Js.

Inventory

| Fab

o0

Faults History
o X %~
+
+

Inventory
> O Quick Start
@ Topology
> @ Pod
Pod Fabric Setup Palicy
I > Fabric Membership
> Unmanaged Fabric Nodes

Unreachable Nodes

=l © | Fabric Membership ©0
(eI
Serial Number = Pod Node ID RL TEP Pool Node Rack Model Role [ Suppor SSL Status
=] Name Name Model Certifi

FDO20331BFQ il 202 0 leaf202 NSK-C93180YC-EX leaf 10.0.232.68/32 True yes  Active
FDO2103TWXP L] 2m 0 leaf201 NIK-CI3108TC-FX leaf 10.0.232.72/32 True  yes  Active
FDO22080JDA 1 203 11 rleaf203 NOK-C93180YC-EX remote leaf 11.0.3.128/32 True yes Inactive
FDO22081080 204 " rleaf204 NOK-CO3180YC-EX  remote leaf 11.0.7.128/32 True  yes  Inactive

- o - - - - T 1 1

oo, veue IUs9e eos wuod 19,96 IJwgso Ids 1dzlde Idugubs. IJlu: spdud 1o wys o

IJs,86 1Julissé Rleaf-203 g Rleaf-204 o wzJs [Js ACI wule.

Inventory
> O Quick Start
eﬁ Topology
> @ pPod 1
Pod Fabric Setup Policy
I B Fabric Membership
> Unmanaged Fabric Nodes
Unreachable Nodes

Disabled Interfaces and Decommissionad Switch

=l ‘©  Fabric Membership eo0
@) *+ %~
Serial Number ~Pod  Node ID RLTEPPool  Node Rack Model Role P Suppor SSL Status
(] Name Name Model Certifi
FDO20331BFQ 1 202 0 leaf202 NOK-CI3180YC-EX  leaf 10.0.232.68/32 Trie yes  Active
FDO21031WXP 1 201 0 leaf201 NOK-CO3108TC-FX  leaf 10.0.232.72/32 Tre  yes  Active
FDO22080J0A 1 203 n rleal203 NOK-C93180YC-EX  remote leaf 11.0.3.128/32 True yes  Active
FDO220810B0 1 204 n rleaf204 NOK-C93180YC-EX remote leaf 11.0.7.128/32 True yes Active
o5 FOX1948G9EA 1 601 o spine601 NO9K-C9504 spine 10.0.232.65/32 True yes Active



<#root>
apic3#

acidiag fnvread

ID Pod ID Name Serial Number IP Address Role State LastU
101 1 Teaf101 SAL1946SWIM 10.0.232.64/32 Teaf active 0
102 1 Teaf102 SAL1946SWNS 10.0.232.73/32 Teaf active 0
103 1 Teafl103 SAL1946SWNU 10.0.232.69/32 Teaf active 0
104 1 Teaf104 SAL1946SWNT 10.0.8.64/32 Teaf active 0
201 1 Teaf201 FD021031WXP 10.0.232.72/32 Teaf active 0
202 1 Teaf202 FD020331BFQ 10.0.232.68/32 Teaf active 0
203 1 rl eaf 203 FDO22080JDA 172.17.3.128/ 32 | eaf active 0
204 1 rl eaf 204 FDO220810B0 172.17.7.128/ 32 | eaf active 0
501 1 spine501 FOX1949GHHM 10.0.232.66/32 spine active 0
601 1 spine601 FOX1948G9EA 10.0.232.65/32 spine active 0

Total 10 nodes

apic3#

1T spdod 1o cs pob s OSPF 1ezlo,6 wso 19,86 lwgsss 9 IPn.

pu 9388 ) Js 203:

<#root>
rleaf203#

show i p ospf neighbors vrf overlay-1

OSPF Process ID default VRF overlay-1
Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.191.191 1 FULL/ - 00:24:57 10.10.22.10 Ethl/54.6
rleaf203#

rleaf203#

show i p route vrf overlay-1

IP Route Table for VRF "overlay-1"

'*' denotes best ucast next-hop

'**%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF <string>



10.0.0.0/16, ubest/mbest: 1/0

*via 10.10.22.10, ethl/54.6, [110/20], 00:30:24, ospf-default, nssa type-2
10.0.0.1/32, ubest/mbest: 1/0

*via 10.10.22.10, ethl/54.6, [110/20], 00:30:24, ospf-default, nssa type-2

< snip >

pu p98E L Jsd 204:

<#root>
rleaf204#

show i p ospf neighbors vrf overlay-1

OSPF Process ID default VRF overlay-1
Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.191.191 1 FULL/ - 00:25:36 10.10.21.10 Ethl/54.6
rleaf204#

rleaf204#

show ip route vrf overlay-1

IP Route Table for VRF "overlay-1"

'*' denotes best ucast next-hop

**!' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF <string>

10.0.0.0/16, ubest/mbest: 1/0

*via 10.10.21.10, ethl/54.6, [110/20], 00:31:37, ospf-default, nssa type-2
10.0.0.1/32, ubest/mbest: 1/0

*via 10.10.21.10, ethl/54.6, [110/20], 00:31:37, ospf-default, nssa type-2

< snip >

o0 IPN:

<tfroot>
RLEAF-IPN#

show i p ospf nei ghbors vrf RLEAF

OSPF Process ID 1 VRF RLEAF
Total number of neighbors: 4

Neighbor ID Pri State Up Time Address Interface
172.16.204.204 1 FULL/ - 00:26:03 10.10.21.11 Eth3/34.4
172.16.203.203 1 FULL/ - 00:26:03 10.10.22.11 Eth3/35.4

RLEAF-IPN#



tbgs lJodesy 7 1Uglueé o ACL ©dgsy 2936 [Jg>ed J9,y 86 IJgpd lUogsr6

909 plodyo Jouousd Iisle wuss Blised ldozde Vs 1Usuosd (ACH) (puwessle 2936 1J2>06)
IJs Bspo DSCP »lgd IPN. Jozdsd o3l ldpobde: Sgw wpdsu "wuss Blisps IJogde WS
1U9,09J (ACH" s Luslws IJozes po 1Jbiss DSCP Jzyds a9, L3. luucsse o3l IJodsso
Jougssu puvwdsle 296 300 ACI gldudsle IUIWe,)lossé J9se DSCP s IPN.

loewd lJs |quuoia) > 1dglys > IJuwsluwle > gusluws [Je,yzpes DSCP Class-Co Jz,Jé p)9,) L3
Jpl 09 p9 o IS 1Ju09,6.

DSCP class-cos translation policy for L3 traffic OO0

Policy History

(G

Properties

Translation Policy State: = Disabled Enabled |

User Level 1: | CSO v

User Level 2: |CS1 v

User Level 3: |CS2 ~
Control Plane Traffic: |CS3 ~
Policy Plane Traffic: |CS4 v
Span Traffic: |CS5 "
Traceroute Traffic: |CS6 v

|Jg 9o 8 1Uglos wodssy 9lzos Idugde s 1Uguo9d (ACH (lgoshisd). logile pgees zpolso
w2osed Virtual Port-Channel (VPC) olwwgslp Remote Leaf

sub)l Jogwesd Ideesdle IJb,0s6 1Jwgs6 BS wuso 9lzos IJopde Vs 1Usuo9d (ACH).
Sedod luuble pze9es zelss Lossed wluwedsle VPC Clgwasle 9,86 bydss wesss. luodd
IJs Idouss > guslusle 1sgesd > puslumle 1dezed > IUusslusle > lesble §ols 1Jeowds
IJblo,s6 IUISe,)luoss 98, wluuble presgle zelss VPC Lo,s2é (). wlboy $uolusole [Juns,é
pebble 0906 IP pgoJuss.



VPC Explicit Protection Group - VPC Protection Group Rleaf-Vpc

Properties
Name: rleaf-vpc

~
v

Logical Pair ID: | 234

VPC Domain Policy: |default v |

Virtual IP: 11.0.3.130/32

Switch Pairs:  « Node ID Peer IP
203 11.0.3.129/32
204 11.0.7.129/32
T
<#root>
rleaf203#

show systeminternal epm vpc

Local TEP I P o 172.17.3.128
Peer TEP | P v 172.17.7.129
vPC configured : Yes

vPC VI P o 172.17.3.130
MCT Tink status : Up

Local vPC version bitmap : Ox7

Peer vPC version bitmap : Ox7
Negotiated vPC version : 3

Peer advertisement received : Yes

Tunnel to vPC peer : Up

VPC# 343

if : port-channell, if index : 0x16000000

local vPC state : MCEC_STATE_UP, peer vPC state : MCEC_STATE_UP
current link state : LOCAL_UP_PEER_UP

vPC fast conv : Off

rleaf203#

Policy
——

Faults

O

A5

(2 [

History

%~



IJozdd pu lduogsd
o,lze6 RLeaf TEP

udbo yolss v ¥ pwess Idoslule IUbywds IJogss (RL-DP-PTEP) - swp wessu guslyu IP
03l JJJ p2od b9 wess pu wrpe TEP IUss sop ciuosuoo JJesde Iduess. sop lugble
e VXLAN pu £86 by9s0 wgsr6 wlgwegsle TEP o3l Jeusly IP puos) gudpel Jl oYy £8>
IJI9,18 1Jwgs36 ziel oo pzld VPC.

udbs yolso IJuww ¥ IJb,vs IJwgs> VPC (RL-VPC) - 03l 09 gu9ly IP Ji§ GO SUP UESSUO
Ji9z VPC oo 1Je$> Idbb,00.56 1Jogs6 pu wee TEP IU3s sop wiuosuoo Jdpesde IJogsy.
vuble zese e VXLAN IJos e ldzuesd edsel po I dpeadle 10,366 1dwesss pu
gudle TEP o3l 3l Jlpe Idpzsdle IUb,bss IJugsss ziel po pzld VPC.

<#root>
rleaf203#

show ip int vrf overlay-1

IP Interface Status for VRF "overlay-1"
ethl/54.6, Interface status: protocol-up/Tink-up/admin-up, iod: 64, mode: external
IP address: 10.10.22.11, IP subnet: 10.10.22.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0O
100, Interface status: protocol-up/Tink-up/admin-up, iod: 4, mode: ptep
IP address: 172.17.3.128, IP subnet: 172.17.3.128/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0O
Tol, Interface status: protocol-up/Tink-up/admin-up, iod: 65, mode: unspecified
IP address: 172.16.203.203, IP subnet: 172.16.203.203/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0O

102, Interface status: protocol-up/link-up/adm n-up, iod: 72, node: vpc
| P address: 172.17.3.130, |P subnet: 172.17.3.130/32
I P broadcast address: 255.255.255. 255
IP primary address route-preference: 1, tag: 0O
103, Interface status: protocol -up/link-up/adm n-up, iod: 75, node: dp-ptep

| P address: 172.17.3.129, |P subnet: 172.17.3.129/32



| P broadcast address: 255.255.255. 255

IP primary address route-preference: 1, tag: O

101023, Interface status: protocol-up/Tink-up/admin-up, iod: 66, mode: ftep
IP address: 172.17.0.32, IP subnet: 172.17.0.32/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0

rleaf203#

<#root>
rleaf204#

show ip int vrf overlay-1

IP Interface Status for VRF "overlay-1"
ethl/54.6, Interface status: protocol-up/Tink-up/admin-up, iod: 64, mode: external
IP address: 10.10.21.11, IP subnet: 10.10.21.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: O
100, Interface status: protocol-up/link-up/admin-up, iod: 4, mode: ptep
IP address: 172.17.7.128, IP subnet: 172.17.7.128/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: O
Tol, Interface status: protocol-up/Tink-up/admin-up, iod: 65, mode: unspecified
IP address: 172.16.204.204, IP subnet: 172.16.204.204/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: O

|02, Interface status: protocol-up/link-up/adm n-up, iod: 71, node: dp-ptep

| P address: 172.17.7.129, |P subnet: 172.17.7.129/32

| P broadcast address: 255.255. 255. 255

IP primary address route-preference: 1, tag: 0

109, Interface status: protocol-up/link-up/adm n-up, iod: 81, node: vpc

| P address: 172.17.3.130, |P subnet: 172.17.3.130/32

| P broadcast address: 255.255.255. 255

IP primary address route-preference: 1, tag: 0



101023, Interface status: protocol-up/link-up/admin-up, iod: 66, mode: ftep
IP address: 172.17.0.32, IP subnet: 172.17.0.32/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0O

rleaf204#

o,lzed TEP IJIul jusé

uldbo volso IJuwsd Jdoo Uiab@ lIJb,8s [Jogs> (RL-UCAST) - 030 05 zje guslu IP .JL; oo
pu ozpe TEP Ipeds IUss sop cessue oddlss! 1Us zese IUpsile 1luulunss Ios sop
l6olo peodle 1JI9)lE IJwgsss wol. guspl sep Luwld e e Idizhbs po 0dlb 1duolss
lJpeupds e8> ACHJs ACH Iyssumss Pod. sop buwld 2ie VXLAN 1Jpgdids eg 1Jszos
Jeugly RL-UCAST-TEP 905, J RL-DP-TEP lg RL-vPC. goldolds: spdu 1o sodds s gless
Jissuws B ACI DC Pod 2,96 1,9, Sl Sisd Jouwdol slu suds IUoze IUpbdse o
IJpuwess IJelus 19 Ipuvoss IJelde sizs)l sess Jouudo 55883 wozsoo IJs 1Uszoes
lJoolisss.

udbs yolso IJuww ¥ JJwo IJpwers ddordeldwesro YnieastMulticast Tunnel Point (RL-
MCAST-HREP) - 030 o zje eu9lu IP 1) po wzpee TEP Ipeds 1J3s swp wgssuo oddlssl
IJs zese IJpsile Iluwluwss IJos sop 18l peadle 1118 1Jugss vol. guspl sop logils
I8 09 BUM (Lo Idbods 219 Idoe Idizhbs £ 1Jpensd: s Ioe 1Jpoes) pu Gud 0dbs
wolsé puoJdd LE 9> Uig_)lé lJogs»0: By 1dzje swp wgdsd VXLAN 9luubo g 930 RLEAF
95wp Luwldol pg 1Uszos Jgusle RL-MCAST-TEP 9505, J RL-DP-TEP i RL-VPC spdJy i
Suvodud s pu IJlg 36 1UIuwluss bs ACI Pod 2,36 0,9, BUM 9sgss wazsool slgd [Jwuss.

<#root>
spine501#

show ip int vrf overlay-1

< snip >

1012, Interface status: protocol-up/link-up/adm n-up, iod: 88, node: rl-ntast-hrep
| P address: 10.0.0.37, |P subnet: 10.0.0.37/32
I P broadcast address: 255.255.255. 255
IP primary address route-preference: 1, tag: 0

1013, Interface status: protocol-up/link-up/adm n-up, iod: 91, node: rl-ucast



| P address: 10.0.0.36, |IP subnet: 10.0.0.36/32
| P broadcast address: 255.255.255. 255

IP primary address route-preference: 1, tag: 0

spine501#

<#root>
spine601#

show ip int vrf overlay-1

< snip >

I 0ll, Interface status: protocol-up/link-up/adm n-up, iod: 76, node: rl-ntast-hrep
| P address: 10.0.0.37, |P subnet: 10.0.0.37/32
| P broadcast address: 255.255.255. 255
IP primary address route-preference: 1, tag: 0O
1012, Interface status: protocol-up/link-up/adm n-up, iod: 79, node: rl-ucast
| P address: 10.0.0.36, |IP subnet: 10.0.0.36/32
| P broadcast address: 255.255.255. 255

IP primary address route-preference: 1, tag: O

spine601#

IJuvodle 1,886 1J6lods JJoszso lJb,bss [Jogsss

Bl Jlpe wbl@le APIC $§lods JJyuesd IJsel gy IPN/IS/IWAN. WUl wdyy Idyveds 1J,es6



lJogs»o pbdyws JIJo vl 1dg ¥ 1db,0s6 IJwgsso. sop luvwgsle 030 Iy ds 1J9,es6
Jlogsle eldle NAT Jglzole o)ped ldobosdle (APICS) eds peodle IUgle9s Isssuns 9d>ep
VPOD. Jpl spIdyu luwegslpe 030 ldpsié wldigve,ld pg RL Direct.

Wuvd odesy FO467

Bl Ioo ouwegse IUpelde Jluolds 9,96 gu wed |Js POD. OJu s89p Idpelde vodss wog
1U9009J [Jplodsws 1Upsszé 00l 9uuens suwlds [Jglol FO467 10 blisgs. cpolz IUs loublsol
$29:sl-

* pdV og)ysV Idpeed IUby0s JJg@s IUbyoso lJoweso 9peasle |Ji_9_)|\§
¢ pdV og)ysW 1Uglzos Ibyse JJg@s 1086 IJwgsss pess [dglzes JJyLodle
* pePIES wor Ilzos s eed

F0467 Fault delegate: Configuration failed for uni/tn-infra/out-rl-infra.13out/instP-ipnInstP node 203

topology/pod-1/node-203/Tocal/svc-policyelem-id-0/uni/epp/rtd-[uni/tn-infra/out-rl-infra.13out/instP-ip

IJe2dd pu uoed wa9wsdsd uble wposs wubvesd IUYpwsse,
(BOOTSTRAP)

SpJdu 1o Jlsep 1dounld Idlelle 1Jogss vuvow wpdso IJezdd pu wulee Bootscript.

o dd Iwlows pe cpdso 1Joedd po wouler Bootseript wbo, 109,56 9we, 8 eds 1Jluosly
IUss Sew v ©d9p wouvgsde gwy DHCP 950 &p Szw edsol wuisd IJuesss eu APICS. 9pe
3Jde Blo IdpuudJs o5 Tuo Lldouwws 1Us IJuess pe opdso RL Direct oo 1Jg pd: ould @oles
TCAM pe 50t Sew wowswol eds 1U986 Juwelz wouds py9, APIC. Jiu IJeeddé pu wulez
bootscript B ud 030 1J89les slJIlsole Jp sop oowsool gds RL. gds s 2ldc vuvoo 1o
o IJIlsoleNd@sles Es) peoosd Jl spdo ouisd 1Juo9,6 po APIC wozle.

I3l 9lzow gldo Joso: glod 1Yo Liuld RL pg ls 8l wuvgsd BSV.

p&Jgrok"; Slo uoJé

» https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-
centric- mfrastructure/whlte paper-c11-740861.html
o lbgp lJo,9uns 9l wule - Cisco Systems



/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-740861.html
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agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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