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sz 03l IJS Lo puld Iwedul IJigble ol odlzol s JI sedo Judlb [Juolss B
ezldlo zguw) peoduwss .IJIouoU votueol ldogo. uwsdoy 03l wxe 9 swpe wozsoo wyluvbé
w6 9lzos IJopde Vs Idsuosd (ACH. Iduvdd 1 ssuse Idplob.

udlb IJuolss Vs pzldle zuw) peeJudd

AN

\__/

BD1 (10.1.1.254/24)
Unicast routing enabled

BD2 (10.1.2.254/24)
Unicast routing enabled

EP A EPB
10.1.1.1/24 10.1.2.1/24
MAGC:0000.1001.0101 MAC:0000.1001.0201

oy ged luwedunld IJigble 9luodizol gds puvcss gl
Vsl sds gbsle luveduuld 1Jigble sluadizel 9lsle, IJozd8 1Juesszss:
lJoddle Wlsds — IJeedd po ldvoees

St 23 woles BD sluves Ilocuil 1s e Ibydss. |

- Sgw d9¢ [Jpuwl) 1Us IJuveds 1Jd,es6 BD 1Jgzos |Js 1e 9> [Jb,8s6.

- Szw eJ ARP Jdeolye IJlv el soss JJpuosdsu.

IJozddle IJeluss - 1Jozdd po woed Ieldlc 1Jza9d sldogde ev lz08 vl IJsle) gds
IJed> IJb, .56

- o2dd pu udbos wolss 19,96 Idpuo) 91Uszos soede uldlb IJuolss 9el I3l Jlue wogde
u9bé wolss [J9gosd: z29d v 9bé IJuolsé — 'show endpoint'.ggo6 TEP — 'show interface
tunnel <x>'.wg2>8> 099¢& 9zoo TEP W IJiPJ 'show ip route <tep address> vrf overlay-1'.

- W20 895 1Ugp9s V@) we)yd gds udbo IJuolss: 'bol) Ipedyple 1UsIEJss'.

celdldle elJes - lguod gds 2ied sledd Woble lghd IJogzso

- p& ELAM (pwlg> ELAM l9 CLI) JJoedd pu IJlbl) 0929>.
- g Glgwegsle fTriage Jowog o> .

Iuwed il Igble Gus) Ig pd sluodizol Judlb IJuolss IUeg 1996



o2l pu IJuslus IJpuoui,é 1Jglues o« BD
Vs o3l Idpelde ywsop luvegsle ullb IJuelss 1Jeuos) 9ldszes IUeldse:

- 0 10-1-1-1 cew 1J9, 96 1.
-EPB10.1.2.1 ceo JJ pu uvdus VPC3 9 Leafd.

SUWES 1986 LIlule pui,é:

- 10.1.1.254/24 Joslos BD1 gds 1Ugess IJb,956 1.
- 10.1.2.254/24 Joslwé BD2 gJs I9,18 1Juivz, 3 91J9,4 4.
SeJdu ldezdd pu o3l uluwwgsle: 'show ip interface vrf <vrf name>' e Js IJg §> IUb,9.56.

996 1

| eaf 1# show ip interface vrf Prod:VRF1

IP Interface Status for VRF "Prod: VRF1"

vlan7, Interface status: protocol -up/link-up/adm n-up, iod: 106, node: pervasive
| P address: 10.1.1.254, |IP subnet: 10.1.1.0/24
| P broadcast address: 255.255.255. 255
IP primary address route-preference: 0, tag: O

9,96 39 4:

| eaf 3# show ip interface vrf Prod:VRF1l

IP Interface Status for VRF "Prod: VRF1"

vl anl, Interface status: protocol-up/link-up/adm n-up, iod: 159, node: pervasive
| P address: 10.1.2.254, |P subnet: 10.1.2.0/24
| P broadcast address: 255.255.255. 255
I P primary address route-preference: 0, tag: O

| eaf 4# show ip interface vrf Prod:VRF1l
IP Interface Status for VRF "Prod: VRF1"
vl an132, Interface status: protocol-up/link-up/adm n-up, iod: 159, node: pervasive
| P address: 10.1.2.254, |P subnet: 10.1.2.0/24
| P broadcast address: 255.255.255. 255
| P primary address route-preference: 0, tag: O
Jleb 1o b0 863 919,86 4 Jol u B w £uslo IJg s sluwe IUloegily §s) o ©gJsd VLAN
peodO JIJ SVI wsss eds Idhze.

- uoWYeo 3 suwegped VLAN 1.
- o264 suwogped VLAN 132,
03l p98e wpl I VLAN 119 VLAN 132 pzJs VLAN gJs 19, 86.

BBl de swp >9g gwslo IP Jdewhis 1dpowyiss [Js 19596 Bezdd Bs 9lzos IJpuweise
I ess (GUI) J APIC pu g3 9295 I2ble o0 Ubluol pug wuiy U Jé VLAN.

IJozdd pu 229d [Jeszso gds 1U9,86

Jl ceoss Leafl gds ls w@dbs wolss B IJuvuds 1J8,es6 10.1.2.0/24. 908 3JY sz lu
SsIJ9u Jol IJewl) IJs 030 v ds 18,856 JJ9uo9d [Jsol:

| eaf 1# show ip route 10.1.2.0/24 vrf Prod:VRF1l



I P Route Table for VRF "Prod: VRF1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.1. 2.0/ 24, ubest/nmbest: 1/0, attached, direct, pervasive
*via 10.0. 8. 65%verlay-1, [1/0], 00:22:37, static, tag 4294967294
recursive next hop: 10.0.8.65/32%verl ay-1
Izl 16 1wl 1Uss wp 9028 edles "sluwe 1Jubl$" 9" eului)" edso IUgkss IJeldss sos
10.0.8.65. 03l 09 g09lu Iluwe,zle AnyCast-V4 109295 £Js zese 195 IUBE)s.

| eaf 1# show isis dteps vrf overlay-1 | egrep 10.0.8.65
10. 0. 8. 65 SPI NE N A PHYSI CAL, PROXY- ACAST- V4

suldpod SUUES o SY9u JJ9, 96 3 91J9, 96 4 pwly J 10.1.1.0/24.

| eaf 3# show ip route 10.1.1.1 vrf Prod:VRF1

I P Route Table for VRF "Prod: VRF1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.1.1.0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0. 8. 65%verlay-1, [1/0], 00:30:25, static, tag 4294967294
recursive next hop: 10.0.8. 65/ 32%verl ay-1
I3l Jlow 030 1Jpuwble 88958 Bpu IJpeepd 1o sI90 3JY Luvow £30 9295 £8> wsw EPG
s BD1 9 EPG ws BD2. |51 Jp oy ould 6 @b yolss ppdso Os BD1 wew 9596 Il
IJewbo dpowyiye J BDT Ul sop >93¢0l [Js 1J9)80. 3 Jluw ould u@bo olss ppdss Vs
EPG Jol £.9> pg EPG T3, b BD1. sop IJog,d gds IJuvwds 1J,es6 BDT g 1J9,86.

oedsd ARP Juy9e9ded Idloe,oe JJewhs Vel joss

wel 16 1J9,88 lJos ode Bsol udbs wolss ppdssd Szw o sJow Jol Lolus Lulisss: szw T
SO slisel 2d bdole ARP Jdeolid Idpooying o bysd 1J9,86 [dpeedss. o3l spwobse Juo
WSzuew eds 19,88 prds suweeed Il 1delds:

| eaf 1# show ip arp internal event-history event | egrep 10.1.1.1
[116] TI D 26571: arp_handl e_arp_request: 6135: |og_collect_arp_pkt; sip = 10.1.1.1; dip =
10.1.1.254;interface = Vlan7; phy_inteface = Ethernetl1l/3; flood = 0; Info = Sent ARP response.
[116] TID 26571: arp_process_recei ve_packet _nsg: 8384: log_collect_arp_pkt; sip = 10.1.1.1; dip
= 10.1.1.254;interface = Vlan7; phy_interface = Ethernetl/3;1nfo = Received arp request

P& 86 u bbb yolss IP 9 MAC Jpos) 9596 1J>g9d

O 2lds lehs w9z IUbouds 3¢ ouds 9lzes Idoede WO IUsuo9d (ACH) wede IP puos)
lJbo 96 39ldoee gu IP JJ9gos. swpe wesss ubly gulasu IP lJos wp lJog 0 gdsoel |Us
VRF.

Sedu IJozdd pu 03l gds 9lzes IJpwese Idyuwspess (GUI) Bs edlps Idowsse "Tdoyvésd”
Igluo6 o EPG. Jleb I IJI oo IP 9 MAC o oedspopl.

udlb volsé gpdsle EPG



0e

Enl Polnt MAC L] - Learning  Hosting Reportin Interface Multicas Encap
Source Sarver Contr Address

= EI: T
End Point MAC IP - Learning Hosting Reportin: Interface Multicasi Encap
Source Server Controlle Address
Name

ST PU ng)-._éé udbé IJuolsé IJpedss eds 1U9)96 1Upedss. ool wevd pu lJ9y9é 1 io IP
10.1.1.1 wp wedpo:

| eaf 1# show endpoint ip 10.1.1.1

Legend:

s - arp H- vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - local-aged m - svc-ngr

L - local E - shared-service

o e e e e e e e e e e e e e e e SR S SRS [ R,

-- -+
VLAN Encap MAC Address MAC | nf o/ Interface
Domai n VLAN | P Address IP Info

o e e e e e e e e e e e e e e e SR S SRS [ R,

-- -+

46 vl an- 2501 0000. 1001. 0101 L

ethl/3

Pr od: VRF1 vl an- 2501 10.1.1.1 L

ethl/3
Jpl 09 p9 oz ledlo: Blu press ubs IJuolss o9:

- BD (UvodJs VLAN IUsIgJs6 J BD os 46) pg wuopsu uvwds VLAN oo EPG (VLAN-2501)
98u9lu MAC 1J3s wp ldog),d gdso s ETH1/3
- VRF (IJlu2s):VRF1) pg IP 10.1.1.1
Spdu Wop 3JY s luo pdlds Jbbgld ARP B Gvods w9Jsssé. Jl wdgp Blispes IJoedp
VIS 1Jsue9d (ACH) wogisu pedyple ARP Ws za9d ARP Judlb 1Juelss. ullb 1Juelss p)isso
VY Vs z29d vllb IJuoelse.

Suwoese 259J ARP £ 19,86 Béb JJoddle [Jeldss J L30ut.

| eaf 1# show ip arp vrf Prod:VRF1l

Fl ags: * - Adjacencies |earnt on non-active FHRP router
+ - Adj acenci es synced via CFSoE
# - Adjacencies Throttled for d ean

D - Static Adjacencies attached to down interface | P ARP Tabl e for context Prod: VRF1
Total nunber of entries: 0
Addr ess Age MAC Addr ess Interface

<NO ENTRY >



wew IP g0 9206 1U9) 806 — udbs IJuolss IJugsso IJpg 996

NSl o 16 IP JJszes per9d (1w Idizhs 1Upgs99): bule o9 [¢,lz "show endpoint” JJszos IP
10.1 .2.1.30.‘)I 09 lJugdp g0 wed Jluo J.I SOSp £Js 1d9,96 10 ppl subs) wesssl Ids glgod
IJoooy 2o sws wedeo pedsl (1o 4).

Sew9s udlb 1Juelss IJugsrs gds lel IP 19 MAC B @b, 9Jl wzeos s JJsopl Bs v w

IJb¢ld Tosl. seae gu9lo MAC 98 0sly IP B ud w wdbs IJuolss Bl suspl sop wedp
uldbé IJuolsé pedsl.

| eaf 1# show endpoint ip 10.1.2.1

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local -aged m - svc- ngr
L - local E - shared-service
e . . . T pepp——
--- 4
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info
e . . . T pepp——
--- 4
Prod: VRF1 10.1.2.1 p
tunnel 4

| eaf 1# show interface tunnel 4
Tunnel 4 is up
MIU 9000 bytes, BWO Kbit
Transport protocol is in VRF "overlay-1"
Tunnel protocol/transport is ivxlan
Tunnel source 10.0.88.95/32 (1 00)
Tunnel destination 10.0.96. 66
Last clearing of "show interface" counters never
TX
0 packets output, 1 minute output rate O packets/sec
Rx
0 packets input, 1 mnute input rate 0 packets/sec

TEP 19206 os AnyCast TP po IJleulo Leaf3 s 4 VPC sscedp £os Idsuadle 1 1Jgless
lJyssums.

| eaf 1# show ip route 10.0.96.66 vrf overlay-1
I P Route Table for VRF "overlay-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 0. 96. 66/ 32, ubest/nbest: 4/0
*via 10.0.88.65, ethl/49.10, [115/3], 02w06d, isis-isis_infra, isis-l1-int
*via 10.0.128.64, ethl/51.8, [115/3], 02w06d, isis-isis_infra, isis-l1-int
*via 10.0.88.64, ethl/52.126, [115/3], 02w06d, isis-isis_infra, isis-I1-int
*via 10.0.88.94, ethl/50.128, [115/3], 02w06d, isis-isis_infra, isis-l1-int

SpIdu wgpse pedyple vdbs IJuelse IUlolwsse J 1P 10.1.2.1 Cluwegsle IJi,o_, 'show system
internal epm endpoint ip <ip>'.

| eaf 1# show system internal epm endpoint ip 10.1.2.1



MAC : 0000.0000.0000 ::: NumlIPs : 1

IP# 0 : 10.1.2.1 ::: IP# 0 flags : ::: 13
Vian id : 0 ::: Man vnid : 0 ::: VRF nane
BD vnid : 0 ::: VRF vnid : 2097154

Phy If : 0 ::: Tunnel If : 0x18010004
Interface : Tunnel 4

Fl ags : 0x80004420 ::: sclass : 32771 :::

EP Create Tinmestanp : 10/01/2019 13:53: 16
EP Update Tinmestanp : 10/01/2019 14: 04: 40.
EP Fl ags : peer-aged||P|sclass|tiner|

s Idozdd eu IJIR)le:

-swhit: No
Pr od: VRF1

Ref count : 3
228319
757229

- VRF s¢p ogpse VNID — 03l 09 g, isé 1de9,s (VNID) Ipuucise Joupess bl Bs

Juvwdo VXLAN |Js 1o uss.

- £u9lu MAC 09 0000.000.0000 s To gusle MAC Jl sep pddo s Iogld IP wess Tuol.
- BDVNID ¢s) p£299 wlJugwewd JUlbble 1deszes: wgpd o928 1Upstd Jesze 9od9e
wlelhs Jolus MAC. o3l sgus 1o 1J9,96 1dugss Ju sdsu Jol [pIdluss 1956 bs BD

IU¢loo wldozos. bbb VRF.

WIS Swp wuopsu IUlbl IUlG B lbly VXLAN 1Uss suedd s wy9esdsd TEP IJogss
10.0.96.66 wpg,8 VXLAN 60 2097154 909 pg,8 VNID IUglo w ot b VRF. usop wozsool
B 229d Idwszse 1dS,es-1 (puwhy 1S-1S) suwood 1Js wu9wsdsd TEP Jd9zoes. oul yusd
wuod lel |Js Leaf3 |g Leafd zse 1 10.0.96.66 o9 o9l AnyCast TEP Jj9z Leaf3 9 Leaf4 VPC.

pue>) oede IP gJs 9,86 1JE 9z

sldusleg oul piag'x's o0 1J9,96 3 9JIJuol oy ppleds Vs 1J9)96 4. gudpel wuod IUgie IS

9,563 (19,56 1J9206 91U I TEP). uwecede 1986 puos,) IP oo 1z 506 s VRF.

| eaf 3# show endpoint ip 10.1.1.1

Interface

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local -aged m - svc-ngr
L - local E - shared-service
o e m e e e e e e e e e e ee e S T SRS [ R,
-+
VLAN Encap MAC Addr ess MAC | nf o/
Domai n VLAN | P Addr ess IP Info
o e m e e e e e e e e e e ee e S T SRS [ R,
-+
Prod: VRF1 10.1.1.1 p
tunnel 26

| eaf 3# show interface tunnel 26

Tunnel 26 is up
MIU 9000 bytes, BWO Kbit
Transport protocol is in VRF "overlay-1"
Tunnel protocol/transport is ivxlan
Tunnel source 10.0.88.91/32 (I 00)
Tunnel destination 10.0.88.95

Last clearing of "show interface" counters never

Tx
0 packets output,
Rx
0 packets input,

1 minute output rate 0

packet s/ sec

1 minute input rate 0 packets/sec

IJglsé TEP 10.0.88.95 1J TEP £0,9l0 o0 958671 9508dp £0 by88 JJ 900dle 16 €193 s mes.



weo IP JJszes eJs 998 IJgi9z

lJ¢lbgo IJi'@;ﬂj oS J9uo 1Jg)ge Jduwed gu guslu IP Jdggos. ol [Js z29d vl 1Juoelss J
10.1.2.1.

S99, 03l IJpedple IJoldss:

- 089 9,96 1Ug)ge 1Uszes 10.1.2.1 (ppled Jdpuwb IJpuosd 132 B 229 1Jw9eso) sswe
IJog,w eds Idpuwly Ws VRF IJozse.

- o)W 9,96 1Jg)9z Mac 0000.1001.0201 (ped9ple wdlbs IJuolss).

. .,T_S:E’)Q_IQ lJeérz 9096 1Jzyds p)9) ped> J s 10.1.2.1 suvés Juw §J W VLAN-2502
sbuwdo IJs psule-channel 1 (po1).

| eaf 3# show endpoint ip 10.1.2.1

Legend:

s - arp H- vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - |ocal -aged m - svc-ngr

L - local E - shared-service

R L R R R o

-+
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info

R L R R R o

-+

2 vl an- 2502 0000. 1001. 0201 LpV

pol

Pr od: VRF1 vl an- 2502 10.1.2.1 LpV

pol

oouwg $lgxs IJusluloe

luwegse fTriage BOs APIC Joowg wrd@ Iduslule. wsd o FTriage sgopes eds ELAM. JsJd
09 Sgwlz Wyl wslule ¥sds. 03l suwpee wldss IJ dataPath Jled: pg wldss o ld)ob séz
lJouvse eds Jsw3 psule 1/16.

api c1# ftriage route -ii LEAF:101 -sip 10.1.1.1 -dip 10.1.2.1

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "6888",
“apicld": "1", "id"': "0"}}}

Starting ftriage

Log file name for the current run is: ftlog_2019-10-01-21-17-54-175.1txt

2019- 10-01 21:17:54,179 I NFO /controller/bin/ftriage route -ii LEAF:101 -sip 10.1.1.1 -dip
10.1.2.1

2019- 10-01 21:18:18,149 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fallback\\admn

2019- 10-01 21:18: 39,194 | NFO ftriage: mai n: 839 L3 packet Seen on bdsol -aci 32-1eafl
Ingress: Ethl/3 Egress: Ethl/51 Vnid: 2097154

2019- 10-01 21:18:39,413 I NFO ftriage: mai n: 242 ingress encap string vlan-2501

2019- 10-01 21:18:39,419 I NFO ftriage: mai n: 271 Buil di ng ingress BD(s), Cx

2019- 10-01 21:18: 41,240 I NFO ftriage: mai n: 294 I ngress BD(s) Prod: BD1

2019- 10-01 21:18: 41,240 I NFO ftriage: mai n: 301 Ingress Ctx: Prod: VRF1

2019- 10-01 21:18: 41,349 I NFO ftriage: pktrec: 490 bdsol -aci 32-1eafl: Collecting transient
| osses snapshot for LC nodule: 1

2019-10-01 21:19: 05,747 I NFO ftriage: main:933 SIP 10.1.1.1 DIP 10.1.2.1

2019- 10-01 21:19: 05,749 I NFO ftriage: unicast:973 bdsol-aci32-leafl: <- is ingress node
2019-10-01 21:19: 08, 459 | NFO ftriage: wunicast:1215 bdsol-aci32-leafl: Dst EP is renote
2019-10-01 21:19: 09, 984 | NFO ftriage: m sc: 657 bdsol -aci 32-1eafl



DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

659 bdsol -aci 32-1eaf 1: L3 packet getting
657 bdsol -aci 32-1eaf1: Dst IPis present in
657 bdsol -aci 32-1 eaf 1: RwDVAC

622 Found peer-node bdsol - aci 32-spi ne3 and
643 bdsol - aci 32-spine3: Extracted Internal -

4414 bdsol -aci 32-spi ne3: LC trigger ELAMw th
839 L3 packet Seen on bdsol - aci 32-spi ne3
2097154

490 bdsol -aci 32-spi ne3: Coll ecting transient
332 bdsol -aci 32-spine3: Transit in spine
1252 bdsol - aci 32-spi ne3: Enter

gl bs. di po: 10.0. 96. 66

2019-10-01 21:19:09, 984 | NFO ftriage: m sc:
rout ed/ bounced in SUG

2019-10-01 21:19:10, 248 | NFO ftriage: m sc:
SUG L3 thl

2019-10-01 21:19: 10,689 | NFO ftriage: m sc:
Dl Po(10.0.96.66) is one of dst TEPs ['10.0.96.66']
2019-10-01 21:20:56, 148 | NFO ftriage: mai n:
IF: Eth2/1 in candidate |ist

2019-10-01 21:21:01, 245 | NFO ftriage: node:
port GPD Info for lc: 2

2019-10-01 21:21:01, 245 | NFO ftriage: fcls:
IFS: Eth2/1 Asic :0 Slice: 0 Srcid: 32

2019-10-01 21:21: 33,894 | NFO ftriage: mai n:
Ingress: Eth2/1 Egress: LC-2/0 FC-22/0 Port-1 Vnid:
2019-10-01 21:21:33,895 I NFO ftriage: pktrec:
| osses snapshot for LC nodule: 2

2019- 10- 01 21:21:54,487 | NFO ftriage: fib:
2019-10-01 21:22: 01,568 | NFO ftriage: unicast:
dbg_sub_nexthop with Transit inst: ig infra: False
2019-10-01 21:22: 01,682 | NFO ftriage: unicast: 1417
(DI Po = 10. 0. 96. 66)

2019-10-01 21:22: 05,713 | NFO ftriage: unicast: 1458
10.0.96.66 present in RIB

2019-10-01 21:22: 05,713 | NFO ftriage: node:

LC-2/0 FC-22/0 Port-1 to FC interface:

2019-10-01 21:22:10, 799
for fc: 22
2019-10-01 21:22:10, 799

IFS: FG-22/0 LG-2/0 Port-1 Asic

2019-10-01 21:22: 29, 322

aci 32-spine3 wth Ingress:

2019-10-01 21:22: 29, 322
| osses snapshot for FC
2019-10-01 21:22:31,571

FC-22/0 LCG-2/0 Port-1 to LC interface:

2019-10-01 21:22:31,572
Transit
2019-10-01 21:22:31,991

IFS: LG 2/0 FCG-22/0 Port-1 Asic

2019-10-01 21:22: 48, 952
egress Transit pkt
Vhi d: 2097154

2019-10-01 21:22: 48, 952
| osses snapshot for LC
2019-10-01 21:23:50, 748

I NFO ftriage:

I NFO ftriage: fcls:
:0 Slice: 2 Srcid:

I NFO ftriage: unicast:

FC-22/0 LC-2/0 Port-1
I NFO ftriage: pktrec:
nodul e: 22
I NFO ftriage: node:

I NFO ftriage:

pkt-type L3 packet on egress LC on Node:

1331

5748
24
1774

Egr ess:

487

1339

I NFO ftriage: fcls:4414
:0 Slice: 1 Srcid: 0O
I NFO ftriage: unicast: 1510

IF: Eth1l/51 in candidate |ist

2019-10-01 21: 24: 05, 313
I ngress: Ethl/51 Egress
2019-10- 01 21: 24: 05, 427
| osses snapshot for LC
2019-10- 01 21: 24: 24, 369
id:4326 scope: 34 filter
2019-10- 01 21: 24: 25, 698
2019-10- 01 21: 24: 25,704
2019-10-01 21:24:27,510
2019-10-01 21:24:27,510
2019-10-01 21: 24: 30, 536
with Local inst: eg inf
2019-10-01 21: 24: 30, 537

i nvokes dbg_sub_eg for vip

2019-10-01 21: 24: 30, 537
2019-10-01 21: 24: 30, 684
2019-10-01 21: 24: 30, 685

Seen on bdsol - aci 32-spi ne3 I ngress:

I NFO ftriage: pktrec: 490
nodul e: 2

I NFO ftriage: mai n: 622

I NFO ftriage: mai n: 839
: Ethl/12 (Pol) Vnid: 11365

I NFO ftriage: pktrec: 490
nodul e: 1

I NFO ftriage: nxos: 1404
: 65534

I NFO ftriage: mai n: 522

I NFO ftriage: mai n: 313

I NFO ftriage: mai n: 331

I NFO ftriage: mai n: 332

I NFO ftriage: unicast: 1252
ra: Fal se gl bs.dipo: 10.0.96.66

I NFO ftriage: unicast: 1257

I NFO ftriage: unicast:1784

I NFO ftriage: unicast: 1833

I NFO ftriage: m sc: 657

bdsol - aci 32-spi ne3: EP is known i n COOP

bdsol - aci 32-spi ne3: Infra route

bdsol - aci 32- spi ne3: Mpped LC interface:

FC-22/0 LG 2/0 Port-1
node: 460 bdsol - aci 32-spi ne3:

Extracted GPD Info

bdsol - aci 32-spi ne3: FC trigger ELAMw th
L3 packet Seen on FC of node: bdsol -
FC-22/0 LG 2/0 Port-1 Vnid: 2097154

bdsol - aci 32- spi ne3: Col |l ecting transient

bdsol - aci 32- spi ne3: Mapped FC interface:

LG 2/0 FG22/0 Port-1
uni cast : 1474 bdsol - aci 32-spi ne3: Capturing Spi ne
bdsol -aci 32-spine3 |FS: LC-2/0 FC-22/0 Port-1

bdsol - aci 32-spi ne3: LC trigger ELAMw th

bdsol - aci 32- spi ne3: L3 packet
LC-2/0 FC-22/0 Port-1 Egress:

Spi ne
Et h2/ 3

bdsol - aci 32-spi ne3: Col |l ecting transient
Found peer-node bdsol - aci 32-1 eaf 3 and

L3 packet Seen on bdsol -aci 32-1eaf 3

bdsol - aci 32-1eaf 3: Col |l ecting transient

bdsol - aci 32-1 eaf 3: nxos matching rule
Conput ed egress encap string vl an-2502
Bui | di ng egress BD(s), Ctx

Egress Ctx Prod: VRF1

Egress BD(s): Prod: BD2

bdsol - aci 32-1 eaf 3: Enter dbg_sub_next hop
bdsol - aci 32-1 eaf 3: dbg_sub_next hop
bdsol - aci 32- | eaf 3:
bdsol - aci 32- | eaf 3:
bdsol - aci 32- | eaf 3:

<- is egress node
Dst EP is |ocal
EP i f(Pol) sane as



egr if(Pol)

2019-10-01 21:24: 30,943 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10-01 21:24: 31,242 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11365 in
SUG sane as EP segi d: 11365

2019-10-01 21:24:37,631 | NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/12
IJodlb 12500 gds 9086 IJege wluwodle obowsd pusle> ELAM

i)gl_o lJgipd ldos wp lJoglbol pg wlbbous® puwles ELAM gds uog_éaé 31J8bpes pu lJgp9>
IJo9)s. 9031 s9u22 ol St

- IJ VNID o0 IUghz bu$s 4 pedses (VNID 2097154).
. TEP p03, siuw L3 1J¢Lzs 9 TEP 1J9z08.
pusles ELAM - 9,86 oz o383 L3 (IJzse IJisJ)

L2 Header

L3 Header

puwles ELAM - 9,98 oz ©>93 L3 (IJzse 2)



L2 Header (Outer VXLAN)

Destination MAC 000C.0C0C.0C0C
Source MAC 000D.0D0D.0DOD
Access Encap VLAN 2
CoS 0

L3 Header (Outer VxLAN)

L3 Type IPv4

Destination IP 10.0.96.66 (vPC (103_104))
Source IP 10.0.88.95 (bdsol-aci32-leaf1)
IP Protocol 0x11 (UDP)

DsSCP 0

TTL 31

Don't Fragment Bit Ox0 (O0x0)

L4 Header (Outer VxLAN)

L4 Type IVXLAN

DL (Don't Learn) Bit 0 (not set)

Src Policy Applied Bit 0 (Contract has yet io be applied)
Dist Policy Applied Bit 0 (Contract has yet to be applied)
Source EPG (sclass [ src pcTag) 0x8002 | 32770 (Prod:App:EPG1)
VRF/BD VMID 2097154 (ProdVRF1)

Ssowo lyub forwarding pgJses Buwe 1w 09 &z s psule-channel 1

puvles> ELAM — 9,388 otz L3 — pedyple gl wozse IUese

Forward Result

Destination Type To a local port
Destination Logical Port Po1
Destination Physical Port eth1/12
Sent to SUP/CPU instead no
SUP Redirect Reason (SUP code) NONE

Contract
Destination EPG pcTag (dclass) 32771 (null)
Source EPG pcTag (sclass) 32770 (null)
Contract was applied 1 (Contract was applied on this node)

Drop

Drop Code no drop



oo dbly igble yus) 1gpd sluadizol Judlb IJuolsé sy 1Upg 1996
S5 03l Guwp el sEedDd gosel Ieszd 9,36 Jl serd IUElss ip.
w2 1P J9zod 9,36 1Ups¢J

copsd 1Jgbos IJisds Bs IJezdd ppl I3l Jloe ould u@bs wolss we, eds IP 1Ugzos.

| eaf 1# show endpoint ip 10.1.2.1

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local -aged m - svc-ngr
L - local E - shared-service
. oo e . T
-+
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info
. oo e . T
-+
<NO ENTRY>

Jl 92> Uvse Vs 229d uidlb IJuelss JJgges: J>Jd woped IUgbys Idoldss Os 1Jozdd pu
239J [Joszso weol gu lbed puwl) pbolods JJulsss [Js 1U9zos:

| eaf 1# show ip route 10.1.2.1 vrf Prod:VRF1

| P Route Table for VRF "Prod: VRF1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.1. 2.0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.8.65%verlay-1, [1/0], 01:40:18, static, tag 4294967294
recursive next hop: 10.0.8.65/32%verl ay-1
seus IJuwdsb sds IJuvwds 1J,8.56 /24 BD 10.1.2.0/24 16 1J9,86 uwen§9p wou2 eS8
Ilbl, B Ui Js VXLAN og 9z06 TEP 10.0.8.65 (AnyCast-v4 g Js 1Ugl095 1 )issuwes).
wwSsuwwgde IUlbl) o0 VXLAN 909 pg,9 VRF.

wee COOP gJs IUglp9s 1J)yissuvs — s guslu IP JJszod

w9 wuod 1Jzjes [Js sles pu 1Ugp9s 18 @)s 1Uss s@9p wIdugs COOP Wi §lgss vslule
IP. sew IJoedl pu ldpuess 9sdie wede IP 1Jszed wuvdd worse pu Sleré wslule COOP.

JJdewy) eds IP Ws $less wslule [de)y9wsdsd: sdsu IJpdelz 09 VRF VNID (2097154 s o3l
NFIIN)

ou IJIe)lz bolo: ould wldss gds 1o Bless wslule COOP ceoss eds IUbeld JJpuos, IP pu
TEP 10.0.88.95 (terminal1) w v JJ Lozse.

spi nel# show coop intermal info ip-db key 2097154 10.1.1.1
IP address : 10.1.1.1

Vrf : 2097154

Flags : O



EP bd vnid : 15302583
EP mac : 00:00:10:01:01:01
Publ i sher 1d : 10.0.88.95
Record timestanp : 10 01 2019 14:16: 50 522482647
Publish tinestanp : 10 01 2019 14:16:50 532239332
Seq No: O
Rermot e publish tinestanp: 01 01 1970 00:00:00 O
URI B Tunnel Info
Num tunnels : 1

Tunnel address : 10.0.88.95

Tunnel ref count : 1

ssuoe IIele bule lu $lgss wslule COOP Lol Il5¢ld 1Jglue o IP 1szes e TEP 10.0.96.66
(AnyCast TEP »u 592 IJis)l$ 3.9 4 VPC) wuvdd Lozse

spi nel# show coop internal info ip-db key 2097154 10.1.2.1
IP address : 10.1.2.1
vrf : 2097154
Flags : O
EP bd vnid : 15957974
EP nmac : 00:00:10:01:02:01
Publ i sher Id : 10.0.88.90
Record tinmestanp : 10 01 2019 14:52:52 558812544
Publish tinestanp : 10 01 2019 14:52:52 559479076
Seq No: O
Rermote publish tinestanp: 01 01 1970 00:00:00 O
URI B Tunnel Info
Num tunnels : 1

Tunnel address : 10.0.96. 66

Tunnel ref count : 1

Os Iduvsulyss o_ol. $&S COOP gugly Id9zges J3J 09 ywses> Jolos _g({glo IP !Jgaoé oU
IJewslo 1ghes B gips VXLAN Iy sdsy 10.0.96.66 &p sHuwd s Js93 1y Jsod (puve
wgjise ECMP). Jlzb Iy Idpeuos; IP 1UElue wlbly VXLAN Jl swgs) J3dd o9 Jl sjld 19,86 1
PTEP.

w2& COOP gJss Igle9> Isissums - IP JJ9zod &5y pE19S
s |._JE_IJ6= lJos Jl sop Wsol uuiy beld 1Je,9esdsd Uiu.uluu§ JJozos IP (b IJuolsé
IJuolecd 19 §o508)c uwsd9p IJeps> Ihssuws wluuble JuoJs ARP Jzdoel. Jpjs> pu

IJeedsple: bze IJs Guwe "lehs wozse Bkse Idoede O 1Usuosd IJpoess".

pJeuo lebs e9zso ACI

Sdeuo luwe IJelds lebs wozso Blisps IJozde S 1Usuod (ACH) Jelds luveesle Idbo$s 2
sldb 96 3.



Egress leaf
makes Src MAC
learning in BD

Is Dst
MAC on
local leaf?

Does leaf
know Dst
MAC?

L2 no unicast routing
(Dst MAC != ACI_MAC)

Egress leaf learmns remote
Src IP in VRF and make
MAC rewrite

Does spine
know Dst MAC
in COOP?

What is
BD config?
(L2 Unknown
Unicast)

L3

Packet coming in to Leaf

(Dst MAC == ACI_MAC)

Does
spine knows
DstiP in
COOP?

Does leaf
know Dst IP
as L30ut

Does leaf have
the BD subnet
for Dst IP (route
to spine anycast)

Does leaf
know Dst IP
as endpoint?

Learn ARP
(Sre IP - VRF and

Sre MAC BD)




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



