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Port Blocks
“1/29-30"
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Spine Switch
Profile
“Spine-201"

Spine Switch
Selector

"Pod1_spineSel”

Interface Spine Interface
Selector Profile Selector
“Spine201” "Spine201-ifSel”

Attachable Entity
Profile
"Pod1_AEP"

L30ut Domain VLAN Encap Blocks
“MultiPod-L30ut" "MultiPod-Routed-Domain” "MultiPodL30ut-VLAN" "4

Policy Group
"Pod1_PG"
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Spine Switch Spine Switch
Profile Selector
“Spine202” "Pod1_spineSel”

Interface
Selector Profile
“Spine202"

Spine Interface
Selector P?;tqgl.o )cl;'s
"Spine-202-ifSel” 29-3

Attachable Entity
" " Profile
Pod1_PG "Pod1_AEP”

Policy Group

L30ut Domain VLAN Encap Blocks
"MultiPod-L30ut” "MultiPod-Routed-Domain” "MultiPodL30ut-VLAN" 4"

Tenant
“Infra”
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Spine Switch Spine Switch
Profile Selector
“Spine401” "Pod2_spineSel”

Interface Spine Interface
Selector Profile Selector P?;tqgl.o)cgs
“Spine401” "Spine401-ifSel” <=0

Attachable Entity

Policy Group Profile

"Pod2_PG" "Pod2_AEP”

L30ut Domain VLAN Encap Blocks
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Spine Switch
Profile
“Spine402”

Interface
Selector Profile
“Spined02”

Spine Switch
Selector
"Pod2_spineSel”

Spine Interface
Selector F‘?;tqgl.o )cl;'s
"Spine402-ifSel” 29-3

Attachable Entity
Profile
"Pod2_AEP"

Policy Group
"Pod2_PG”

L30ut Domain VLAN Encap Blocks
"MultiPod-L30ut” "MultiPod-Routed-Domain” "MultiPodL30ut-VLAN" 4"

Tenant
“Infra”
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L30ut pogss IJ@slsp Bes puwale) slgds

Nodes
"node-201"
Router-1D and Loopback
“172.16.1.4
External Control Peering

LAY n
YES

Nodes
"node-202"
Router-1D and Loopback
“172.16.1.6
External Control Peering
“Yes”

Nodes
"node-401"
Router-1D and Loopback
#172.16.2.4
External Control Peering
“Yes"

Nodes
"node-402"
Router-1D and Loopback
“172.16.2.6
External Control Peering
“Yes”

L3out

"MultiPod-L30ut”

Logical Node Profile
"LNodeP_201"

Logical Node Profile
"LNodeP_202"

Logical Node Profile
"LNodeP_401"

Logical Node Profile
"LNodeP_402"

Logical Interface Profile
“LIfP_201"

al Interface Profile
“LIfP_202"

Logical Interface Profile
“LIfP_401"

Logical Interface Profile
“LIfP_402"

Domain

"MultiPod-Routed-Domain”

VRF
“overlay-1”
BGP
“True”
OSPF
“True”
OSPF Area
“backbone”

Routed Sub-Interfaces:
“pod-1/paths-201/pathep-[eth1/29]"
Vlan-4: 172.16.101.2/30
“pod-1/paths-201/pathep-[eth1/30]"
Vian-4: 172.16.101.10/30

Routed Sub-Interfaces:
“pod-1/paths-202/pathep-[eth1/29]"
Vlan-4: 172.16.101.6/30
“pod-1/paths-202/pathep-[eth1/30]"
Vian-4: 172.16.101.14/30

Routed Sub-Interfaces:
“pod-1/paths-401/pathep-[eth1/29]"
Vian-4: 172.16.101.18/30
“pod-1/paths-401/pathep-[eth1/30]"
Vian-4: 172.16.101.26/30

Routed Sub-Interfaces:
“pod-1/paths-402/pathep-[eth1/29]"
Vian-4: 172.16.101.22/30
“pod-1/paths-402/pathep-[eth1/30]"
Vian-4: 172.16.101.30/30

OPSF Interface Policy Name
“IPNP2P"

Point-to-Point
"True”
MTU ignore
“True”
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System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: [T | commen | infra | Ecommerce | mgmt

infra Ty (=1 (7 . 1
DL R, Logical Interface Profile - LIfP_201 0 0
Policy Faults History
General Routed Sub-Interfaces
CY e
Routed Sub-Interfaces: + -
= Path IP Address Secondar MAC MTU Encap
P Address (bytes)
Address
16.101.2/30 00:2 5 vian-4
2 1 228 3
Show Usage
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System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies
Invento : ;

4 Pod Fabric Setup Policy o

Cb Quiick Start
Physical Pods Virtual Pods

& Topology A e ol
© Pod1 CYE
@ rod 2 - Pod ID TEP Pool Remote ID
B Pod Fab etup Policy 1 10.0.0.0/16
[ Fabric Membership 2 10.1.0.0/16

[ Duplicate IP Usage

[ Disabled Interfaces and Decommi
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asco APIC i Q @ © ©

System Tenants | Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | Add Tenant | Tenant Search: | common | mgmt | infra | Ecommerce
infra c ; A —— ; ;
Intrasite/Intersite Profile - Fabric Ext Connection Policy defauit O o
C» Quick Start
Policy Faults History
ﬁ infra —
B Application Profiles O seg
= Metworking Prapartias =
& Contracts Fabric ID: 1
B Policies Name: default
B Pro Community: extended:as2-nn4:5:16
—— : = —
= BGP Enable Pod Peering
Profile: =—

Pod Peering Profile

s translation policy fo... Peering Type:

[ Data Plane Policing Password:
= EIGRP Confirm Password:
B End Point Retention Pod Connection Profile o

Fabric Ext Connection Poli
E i Show Usage

E Fabric Ext

Ue9dE puwess IJwslule

dsco APIC i @ @ © ©

System Te ] Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search:_! common | mgmt | infra | Ecommerce

infra y 2 : . ;
Intrasite/Intersite Profile - Fabric Ext Connection Policy defauit 0 o
(C» Quick Start
Policy Faults History
ﬁ infra —
B Application Profiles (G A e
B Networking o
o
- Pod ID Data Plane TEP Multi-site Unicast Data
Plane TEP
= Protocol 1 172.16.1.1/32

B BFD J 2 172.16.2,1/32

B BGP

= Custom QOS

B DHCP Fabric External Routing Profile

E CP class-c ranslation policy fo... e

B Data Plane Policing Name Subnet

&= EIGRP multipodL30ut_RoutingProfile 172.16.101.10/30, 172.16.101.14/30, 172...

= End Point Retention

Fabric Ext Connection Policies
- mrath Show Usage
E Fabric Ext Connection Po
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Fabric External Routing Profile - multipodL30ut_RoutingProfile 00

Profile Fauits History
—
(984
Name: multipodlL30ut_RoutingProfile
Description:
Subnet Addresses: -+
Subnet
172.16.101.10/30
101
72.16.101.18
72 101.2
72.16.101.22
72 101.26/30

D EED

SST eI eSS worse ¢hess J Fabric JJeuwedse IJoedd pel bl Jlue zese Idubodle
IU, 856 1Up9z06 1Jgl o6 o IP 1Upg 96 092956 £Jsol.

IJoedd pu woed IPN

SEop> Multi-Pod gJs Lo Js Inter-Pod (IPN) Ios puoose ledloss IJlouold o POD s
POD. pu Idpop 1288 pu wo2s wdosu IPN B Idpdlo. eldol ol sIdso IJedsso gl Iy
Upddy Pu0->.)| Jousd &sJ pusae Iy lu»allo o £29) IJoslole S gldé ywsubssole

lJouwes JdBuwe IJolds: Hlee busdyzs! IPN IJeldss:
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Pod1 External TEP-Pool Pod2 External TEP-Pool
172.16.1.0/24 OSPF Area 0 172.16.2.0/24

Spine201 IPN1 IPN3 Spine401
: Lo0: 172.16.101.201 Lo0:172.16.101.203 :
Primary RP Backup RP

PIM
101 102
/33 1/33
TEP Pool: BIM BIM TEP Pool:
10.0.0.0/16 10.1.0.0/16
Spine202 g 34 4 ) 22 Spined402
2 109 110
8
PIM
IPN2 IPMN4
Lo0: 172.16.101.202 Lo0: 172.16.101.204 .
s R S R —

‘ IPN Infra Address Space: 172.16.101.0/24

louold Idslzole 1Jw,gs6 VLAN-4 [Js IPN dot1q

Swp w28 ool po eI 1Jgless 1hissows 1S IP oy 0dbs s wbbs Llgvopsle
lslzole 1J8)8.s6 £dis VLAN-4. woped gpdss Ideedd IJisds po o3l IJlouold B ol
$lodss 1Js,09d 10 1P oo 1ig 36 1wl ess sizoss IP.

JJisle wi3dI: g 1Uglzosd 1ULozszs 9ozl pu ivol wlbo, eds ivol iEJs.

S1P1- Spi ne201# show ip int brief vrf overlay-1 | grep 172.16.101.2
et hl/29. 29 172.16.101. 2/ 30 prot ocol -up/ i nk-up/adm n-up

S1P1- Spi ne201# show ip interface ethl/29.29

IP Interface Status for VRF "overlay-1"

ethl/29.29, Interface status: protocol -up/link-up/adm n-up, iod: 67, node: external
| P address: 172.16.101.2, |P subnet: 172.16.101.0/30
| P broadcast address: 255.255.255. 255
IP primary address route-preference: 0, tag: O

S1P1- Spi ne201# show system internal ethpm info interface Ethl1/29.29
Et hernet 1/29.29 - if_index: 0x1A01C01D
Rout er MAC address: 00:22:bd:f8:19:ff
Admi n Config Information:
state(up), mu(9150), delay(1l), vlan(4), cfg-status(valid)
medi um( br oadcast)
Operational (Runtinme) |nformation:
state(up), mu(9150), Local |10D(0x43), G obal |10D(0x43), vrf(enabled)
r eason( None)
bd_i d(29)
Information from SDB Query (IMcall)
adm n state(up), runtime state(up), mtu(9150),
del ay(1l), bandw dt h(40000000), vlan(4), |ayer(L3),
medi um( br oadcast)
sub-interface(0x1a01c01d) from parent port(0x1a01c000)/ VI an(4)
Qperational Bits:



User config flags: Ox1
adm n_rout er _nmac(1)

Sub-interface FSM state(3)

No errors on sub-interface

Informati on from GLDB Query:

Rout er MAC address: 00:22:bd:f8:19:ff

w8 ldoe9l pu wuvgsd lUglzod 9p lJTe vlgooh logold IP oo 0 8bd |Js v glbs:

S1P1- Spi ne201# iping -V overlay-1 172.16.101.1

PING 172.16.101.1 (172.16.101.1) from 172. 16.101.2: 56 data bytes
64 bytes from 172.16.101.1: icnp_seq=0 ttl =255 tine=0.839 ns

64 bytes from 172.16.101.1: icnp_seq=1 ttl =255 tine=0.719 ns

~C

--- 172.16.101.1 ping statistics ---

2 packets transmitted, 2 packets received, 0.00% packet |oss
round-trip mn/avg/ max = 0.719/0.779/0.839 ns

I3l oo ool Is puvdds Bs IJloold: Boedd pu wivosd IJJudle sldedsse eds IPN
lJogs> (IPNT).

| PN1# show ip interface brief | grep 172.16.101.1

Et hl/ 33 172.16.101. 101 protocol -up/link-up/adm n-up
Et hl/ 35 172.16. 101. 105 protocol -up/link-up/adm n-up
Et h1/53. 4 172.16.101.1 prot ocol -up/ i nk-up/adm n-up

| PN1# show run int Eth1/53.4
interface Ethernetl/53.4
description to spine 1lpodl
ntu 9150

encapsul ati on dot1q 4

ip address 172.16.101.1/30

ip ospf cost 100

ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0
ip pi msparse-node

ip dhcp relay address 10.0.0.3
no shut down

oy sy OSPF

Swp lugwogsle OSPF Jo,90999d wozsoe Jywlb Pod1 g Pod2 pgl slgd ACI VRF 'overlay-1'.
Sedu Idluvhs [Js pl sds Jesbs gle JJozdd eel 131 g OSPF sbo, v IJgles>
lJyissuws ggolj IPN.

S1P1- Spi ne201# show ip ospf neighbors vrf overlay-1
OSPF Process I D default VRF overlay-1
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Tine Address Interface
172. 16. 101. 201 1 FULL/ - 08:39:35 172.16.101.1 Et h1/29. 29
172.16. 101. 202 1 FULL/ - 08:39:34 172.16.101.9 Et h1/ 30. 30

S1P1- Spi ne201# show ip ospf interface vrf overlay-1
Et hernet 1/29.29 is up, line protocol is up
I P address 172.16.101. 2/ 30, Process ID default VRF overlay-1, area backbone
Enabl ed by interface configuration
State P2P, Network type P2P, cost 1
Index 67, Transmt delay 1 sec



1 Neighbors, flooding to 1, adjacent with 1
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5
Hello timer due in 00:00:10
No aut henti cation
Nurmber of opaque link LSAs: 0, checksum sum O
| oopbackO is up, line protocol is up
I P address 10.0. 200. 66/ 32, Process ID default VRF overlay-1, area backbone
Enabl ed by interface configuration
St at e LOOPBACK, Network type LOOPBACK, cost 1
| oopback14 is up, line protocol is up
| P address 172.16.1.4/32, Process |ID default VRF overlay-1, area backbone
Enabl ed by interface configuration
St at e LOOPBACK, Network type LOOPBACK, cost 1
Et hernet 1/30.30 is up, line protocol is up
I P address 172.16.101. 10/ 30, Process |ID default VRF overlay-1, area backbone
Enabl ed by interface configuration
State P2P, Network type P2P, cost 1
Index 68, Transmit delay 1 sec
1 Neighbors, flooding to 1, adjacent with 1
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5
Hello timer due in 00:00:09
No aut henti cation
Nurmber of opaque link LSAs: 0, checksum sum O

| PN1# show ip ospf neighbors
OSPF Process ID 1 VRF default
Total nunber of neighbors: 5

Nei ghbor 1D Pri State Up Time Address Interface
172. 16. 101. 203 1 FULL/ - 4d12h 172.16. 101. 102 Eth1/33
172. 16. 101. 202 1 FULL/ - 4d12h 172.16. 101. 106 Eth1/35
172. 16. 110. 201 1 FULL/ - 4d12h 172.16. 110. 2 Et h1/ 48
172.16.1. 4 1 FULL/ - 08:43:39 172.16.101.2 Et h1/53. 4
172.16.1.6 1 FULL/ - 08:43:38 172.16.101.6 Et h1/54. 4

gupl sJsu OSPF Bs s o IJouiésd wsu zase ubodlo SPN gizojs IP. spdu 19s6 zeste
cepele Pod TEP sl 23l9d wozso IPN.

| PN1# show ip ospf database 10.0.0.0 detail
OSPF Router with ID (172.16.101.201) (Process ID 1 VRF default)
Type-5 AS External Link States
LS age: 183
Options: 0x2 (No TGS-capability, No DQC)
LS Type: Type-5 AS-External
Link State ID: 10.0.0.0 (Network address)
Advertising Router: 172.16.1.4
LS Seq Nunmber: 0x80000026
Checksum 0x2da0
Length: 36
Net wor kK Mask: /16
Metric Type: 2 (Larger than any |link state path)
TCS: 0O
Metric: 20
Forward Address: 0.0.0.0
External Route Tag: O
LS age: 183
Options: 0x2 (No TGS-capability, No DC)
LS Type: Type-5 AS-External
Link State ID: 10.0.0.0 (Network address)
Advertising Router: 172.16.1.6
LS Seq Nunmber: 0x80000026
Checksum O0x2laa
Length: 36
Net wor kK Mask: /16



Metric Type: 2 (Larger than any link state path)
TCS: 0O

Metric: 20

Forward Address: 0.0.0.0

External Route Tag: O

| PN1# show ip ospf database 10.1.0.0 detail
OSPF Router with ID (172.16.101.201) (Process ID 1 VRF default)
Type-5 AS External Link States
LS age: 1779
Options: 0x2 (No TCOS-capability, No DC)
LS Type: Type-5 AS-External
Link State ID: 10.1.0.0 (Network address)
Advertising Router: 172.16.2.4
LS Seq Number: 0x80000022
Checksum 0x22ad
Length: 36
Net wor kK Mask: /16
Metric Type: 2 (Larger than any link state path)
TOS: 0
Metric: 20
Forward Address: 0.0.0.0
External Route Tag: O
LS age: 1780
Options: 0x2 (No TCOS-capability, No DC)
LS Type: Type-5 AS-External
Link State ID: 10.1.0.0 (Network address)
Advertising Router: 172.16.2.6
LS Seq Number: 0x80000022
Checksum 0x16b7
Length: 36
Net wor kK Mask: /16
Metric Type: 2 (Larger than any link state path)
TOS: 0
Metric: 20
Forward Address: 0.0.0.0
External Route Tag: O

| PN1# show ip route 10.0.0.0

I P Route Table for VRF "default"

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.0. 0.0/ 16, ubest/nbest: 2/0
*via 172.16.101.2, Ethl/53.4, [110/20], 08:39:17, ospf-1, type-2
*via 172.16.101.6, Ethl/54.4, [110/20], 08:39:17, ospf-1, type-2

| PN1# show ip route 10.1.0.0

I P Route Table for VRF "default"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.1.0.0/ 16, ubest/nbest: 1/0
*via 172.16.101.102, Ethl/33, [110/20], 08:35:25, ospf-1, type-2

lusely eds IPn1 J Remote Pod (Pod2). sepe &502 IJpuwh Ilped W@l b 1Jle, "show ip
route".

odysu oyesd DHCP



codds 88> Jpeadle guslo wy9esdad IJuvg)o IJewd,e6 (TEP) IUElLo wol wluywegsle DHCP
welo glzole w)ped IJoboséle (APIC). codds gese APICs IJIdogblod ouvdd upddes:
3Jd¢o l9J APICs wodds ol o83 g5021 91J3s uwstuoue gudlo TEP. Jeuwle o3l
O wwsubsy Multi-Pod. §e uudgsu oyesd DHCP gJs IPN Jod@s oo ldpdouudle glglo
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IPN |,_)uua.)llo roga_olu IP IJus UL)UgS_) lJs gese glgole APIC u»53>5 >J-J IJs I@Ic Iauul_)
Uluuug_.)l_n |3 s uusuljsgolu Ia)s SOULPU UdJ APIC IJs Pod Z2S>.

B 03l IJuwsuliss: seus 3Jd odosw IPN1 ETH1/53.4 9 ETH1/54.4 Ulguegsle puwless IP
U0 Ssubsa9u IJs zese APICs:

interface Ethernetl/53.4
description to spine 1lpodl
ntu 9150
encapsul ati on dot1q 4
i p address 172.16.101. 1/ 30
i p ospf cost 100
i p ospf network point-to-point
ip router ospf 1 area 0.0.0.0
i p pi msparse-node
i p dhcp relay address 10.0.0.1
i p dhcp relay address 10.0.0.2
i p dhcp relay address 10.0.0.3
no shut down

nterface Ethernetl/54.4
description to spine 2podl
ntu 9150

encapsul ati on dot1q 4

i p address 172.16.101.5/30

i p ospf cost 100

i p ospf network point-to-point
ip router ospf 1 area 0.0.0.0
i p pi msparse-node

ip dhcp relay address 10.0.0.1
ip dhcp relay address 10.0.0.2
i p dhcp relay address 10.0.0.3
no shut down

o IPN3:

interface Ethernetl/53.4
description to spine 1pod2
ntu 9150
encapsul ati on dotl1q 4
i p address 172.16.101.17/30
i p ospf cost 100
i p ospf network point-to-point
ip router ospf 1 area 0.0.0.0
i p pi msparse-node
ip dhcp relay address 10.0.0.1
ip dhcp relay address 10.0.0.2
ip dhcp relay address 10.0.0.3
no shut down

nterface Ethernetl/54.4
description to spine 2pod2
ntu 9150



encapsul ati on dot1q 4

i p address 172.16.101. 21/ 30

i p ospf cost 100

i p ospf network point-to-point
ip router ospf 1 area 0.0.0.0
i p pi msparse-node

ip dhcp relay address 10.0.0.1
i p dhcp relay address 10.0.0.2
i p dhcp relay address 10.0.0.3
no shut down

MTU

151 Jp s OSPF Lols,l (Exchange l9 EXSTART) wsu golj IJgp9s IUyissuws 9 IPN. Solds U
lJoz9s pu wblo MTU wsu 1JlIzo 6.

odosu RP

wluwegsle PIM BiDirc Jl og> u8bs IJIde@le (RP) giel pu datapath. oldogwed Jdoo [Jpegss
Iy s s Jl seele I zols po lzojs IP 1l s w9zso Is guslo RP. spdo opdsd IJod,l)
luwedsle ©dasu RP 90ps. WS o030 IJzlJs: JI sg> AnyCast RP b,s86 ol woldes vuwew
€30 929> puey Jdoowhd gu) w9wsdsd 1Jouls puos) Idwe IJpeegss (MSDP).

OS wuepse RP 1Jgops: sY9u RP guslul £8) 09295 B UvwJs )56 5,9-.Ju lJyo9J IJsoI
O lJodssu IJalds: e,y o o ubly lJow Upug» lJ>s wpe udgsuo OS |g_.>|) APIC IJI3J§
09 IJlesh Il el os 225.0.0.0/15. I3l wp wgssyo WO IJles)> IJI3.J§ J APIC. Bbszw pzllo
oJdosule IPN.

IJlgwenzle 1 bolo o9 IJluwe,zle 1J9opsrp. Szw o WS OSPF. 9o 3JJ. Jl spdu luwagsleo
Jpg 9 p9zo OPSF. szu luwedsle luvezle puduod (loopback0) JsJJ.

oJdosy IPN1:

interface | oopbackl

description | PN1- RP- Loopback

i p address 172.16.101. 221/ 30

i p ospf network point-to-point

ip router ospf 1 area 0.0.0.0

i p pi msparse-node
ip pimrp-address 172.16.101. 222 group-list 225.0.0.0/15 bidir
ip pimrp-address 172.16.101. 222 group-|ist 239.255.255.240/32 bidir

oJdosy IPN2:

ip pimrp-address 172.16.101. 222 group-list 225.0.0.0/15 bidir
ip pimrp-address 172.16.101. 222 group-1ist 239.255.255.240/32 bidir

wJdosy IPN3:

interface | oopbackl

description | PN3- RP- Loopback

i p address 172.16.101. 221/ 29

i p ospf network point-to-point

ip router ospf 1 area 0.0.0.0

i p pi msparse-node
ip pimrp-address 172.16.101. 222 group-list 225.0.0.0/15 bidir
ip pimrp-address 172.16.101. 222 group-|ist 239.255.255.240/32 bidir



oJdysy IPn4:

ip pimrp-address 172.16.101. 222 group-list 225.0.0.0/15 bidir
ip pimrp-address 172.16.101. 222 group-1ist 239.255.255.240/32 bidir

Jl spdu io SIY9u Yulg I.JuuUdo lJo,es0 eds IJluouale 132. Jlgwegsle IPN1 Jzol; qulu.u._s
VIS wuopse RP |J_90|p\s‘ Iu.uua)ro Jule veJds W)es6 /30 JJluwedlse PO IJuJ lJb, 9 1Jpes>6
lJos swp udguogsJol Vs pglbl OSPF. jusdyy IPN3 o9 1Jzol; IJelugs Vs wuopse RP
lJ9ops: J3JY luweigsp Léngg_ lJubedo [Jw,es0 129 Jzedo puwl) 18J wedssl. gwswp luvedsle
129 W3l Vs 2lJo 259 1oy pl Jls Bl 130 o 1Upe9295 900 &p 1Jp9z9> Lopu pélblb OSPF.

oo dublyd igble loJ £095 BEhs wes> Jpod soued wldgols IJJsdss
sluodleol

w9uoe IJebsle IJoldss 1Jg pdss lJos s@9p wol IJgp9s 1B )8 Iduess 1disd Jublsle Pod
Jdlogopele lJs Idouss:

1. ws¥9pe 1Jgpys 19,5 « DHCP gJs 1Jglzos 1IJ8 es06 1Ugluo6 wo lJos wilzo IPN.
wsSeed odsy wyzsd DHCP ol IJIJo il |Js APICs. juyld ouwozse APICs bl wpeo
|2l 96 1Ug 95 1JS G, B "g 0986 IJouss”. guslu IP IUds sep w@ssp0 09 eusly IP
lJ3s wp odysuo gds Multi-Pod L30ut.

2. ywsydo lelegs Idsssuvs puvb ves elsp DHCP 1dss e)00 guslu IP Jpuwl, clow ey
IJlo, 81U pu 9lz06 wdbs |Js udbé.

3. w9 1Je 91U 8,8 wouisd pdd bootstrap pu APIC oo ¢dId 1deuuls Ideloe.

4. wsop odysu ldgpys ID)ssuvs luvoubl |Us pJw bootstrap Jg, o VTEP 9 OSPF 9 BGP
JJloople IUs IJouss.

o0 APIC. 02938 ppl 131 Jly L3OUL IP wp wdysuo vuudd Logse Jsup w@sspeo: (Szws
lJge9> 1IJS 9,5 401 gJs FDO22472FCV o ywdwds)

bdsol - aci 37- api c1# moquery -c dhcpExtIf

# dhcp. Ext I f

ifld : ethl/30

chil dAction :

dn : client-[FDOR22472FCV]/if-[ethl/ 30]
ip : 172.16. 101. 26/ 30

| cOmn : local

nodTs : 2019-10-01T09: 51: 29. 966+00: 00
nane

nameAl i as :

relaylp : 0.0.0.0

rn : if-[ethl/30]

status

sublfld : unspecified

# dhcp. Ext I f

ifld : ethl/29

chil dAction :

dn : client-[FDOR22472FCV]/if-[ethl/29]
ip : 172.16. 101. 18/ 30

| cOmn : local

nodTs : 2019-10-01T09: 51: 29. 966+00: 00
nane

nameAl i as

relaylp

: 0.0.0.0



rn : if-[ethl/29]
status :
sublfld : unspecified

lJoeg9d pu uoed el Bl Jlue glzos 3I3_96 IPldecdleds 9> oddo wdsse L30ut Idpews e
Jewslu IP IJpoblod 1U3s wp lp)lge WS puwele) slgds.

S1P2- Spi ne401# show ip interface brief | grep ethl/29
et hl/ 29 unassi gned prot ocol -up/ i nk-up/adm n-up
et hl/29. 29 172.16. 101. 18/ 30 prot ocol -up/ i nk-up/adm n-up

o IJIo logsle louald IP oo 1Ugle9s 1U)ssuns [Js APIC 9spdo 1ozl pu ldleusld po gdlJ
ool IJleuald:

S1P2- Spi ne401# iping -V overlay-1 10.0.0.1

PING 10.0.0.1 (10.0.0.1) from 172. 16. 101. 18: 56 data bytes
64 bytes from 10.0.0.1: icnp_seq=0 ttl =60 tinme=0.345 ns

64 bytes from 10.0.0.1: icnp_seq=1 ttl =60 tinme=0.294 ns

~C

--- 10.0.0.1 ping statistics ---

2 packets transmitted, 2 packets received, 0.00% packet |oss
round-trip mn/avg/ max = 0.294/0.319/0. 345 s

WS89 1JEp9s 1885 1Ulu wpde OSPF |Js IPN slesh |uwezle Jpgssd Ideszo:

S1P2- Spi ne401# show ip ospf neighbors vrf overlay-1
OSPF Process | D default VRF overlay-1
Total number of neighbors: 2

Nei ghbor 1D Pri State Up Tine Address Interface
172. 16. 101. 204 1 FULL/ - 00: 04: 16 172.16.101. 25 Et h1/ 30. 30
172. 16. 101. 203 1 FULL/ - 00: 04: 16 172.16.101. 17 Et hl/ 29. 29

S1P2- Spi ne401# show ip ospf interface vrf overlay-1
| oopback8 is up, line protocol is up
| P address 172.16.2.4/32, Process |ID default VRF overlay-1, area backbone
Enabl ed by interface configuration
St ate LOOPBACK, Network type LOOPBACK, cost 1
Et hernet 1/30.30 is up, line protocol is up
| P address 172.16.101. 26/ 30, Process | D default VRF overlay-1, area backbone
Enabl ed by interface configuration
State P2P, Network type P2P, cost 1
Index 68, Transmt delay 1 sec
1 Nei ghbors, flooding to 1, adjacent with 1
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmt 5
Hello tiner due in 00:00:07
No aut henti cation
Nurmber of opaque link LSAs: 0, checksum sum 0O
Et hernet1/29.29 is up, line protocol is up
| P address 172.16.101. 18/ 30, Process |ID default VRF overlay-1, area backbone
Enabl ed by interface configuration
State P2P, Network type P2P, cost 1
Index 67, Transmt delay 1 sec
1 Nei ghbors, flooding to 1, adjacent with 1
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmt 5
Hello tiner due in 00:00: 04
No aut henti cation
Number of opaque |ink LSAs: 0, checksum sumO

wsedds 1Ugpess 1JB 8,6 IJly PTEP 1Jglus wo g, DHCP:



S1P2- Spi ne401# show ip interface vrf overlay-1 | egrep -A 1 status
100, Interface status: protocol-up/link-up/adm n-up, iod: 4, node: ptep
| P address: 10.1.88.67, |P subnet: 10.1.88.67/32

wSwRd 1Jge9s I E)s pu o bl |ds uubl 9sep 1Yo gble LIJdled:

bdsol - aci 37- api c1# acidiag fnvread
1D Pod I D Name Serial Nunber | P Address Rol e State
Last UpdMvsgl d

101 1 S1P1- Leaf 101 FDO224702JA 10. 0. 160. 64/ 32 | eaf
active 0

102 1 S1P1- Leaf 102 FDO223007Gr 10. 0. 160. 67/ 32 | eaf
active 0

201 1 S1P1- Spi ne201 FDO22491705 10. 0. 160. 65/ 32 spi ne
active 0

202 1 S1P1- Spi ne202 FDO224926(Q0 10. 0. 160. 66/ 32 spi ne
active 0

401 2 S1P2- Spi ne401 FDO22472FCV 10.1.88.67/32 spi ne

active O
l)zle pg )96 lwo Jl spduul Idenld 1Jg 095 1B E)s Idugss 1l guspl sIo Jsso pead 9,096
Sle> eds 1S pouod weo.

IJezdd po IJpzedle IJb,0dss 9ldpzsdle IJiuluss I powbss

Sszs WJIo ol o8ss 1do9s 988! Jlple Idgbs Josdse 1dwss eds IJors IUss wadui
B IJSuwe 1dpeuss "lesh Idouss 1dlsdss".

Bz POD APIC IJo g8
JIde sl APIC IJelde: sop loolg 1g pdss IJeldss:

- 0®9p 1U9,y86 301 Cluuile puwly olow lJs APIC Idpouod poluiyé (APIC3) wuole gds
LLDP (pod gldé POD glgx6) 9 uwsedds APIC IJogss guslu IP po wepes PODTIP. oo @9p
wlogble 03l ldpuuly J /132.

- wgdu Leaf301 gy o3l IJpuwl)y wluwegsle IS-IS |Us 1Jgle9s 1U)issums 401 9 SPINE402 (poJ
zlJs POD glz»3)

- SW9p JJ pu SPN401 9 SPINE402 Llglss w9jse o3l Idpuwl,y IJs OSPF welo IPN

- 8890 1Jglp9s 1Uyssuvs 201 9 spine202 Llglbs w9jse o3l IJpuwl) po OSPF |Js 1S-IS W
Pod1

s op logile Il uald 1JlG oo APIC3 9 APICT 9 APIC2

- spJdu J APIC3 1IJle lJIoople lJs oble |Jpzp9e6

Jdoidtﬂs)‘ i,_}»()é)p lJoznsle lJoldss:

od9e Leaf301 Clousle puwly (wldo luvelosds 1Js APIC 1 eoood poluing (APIC3) wole
eJs LLDP (p&J 2lJé Single Pod)

S1P2- Leaf 301# show ip route 10.0.0.3 vrf overlay-1
I P Route Table for VRF "overlay-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]" denotes [preference/netric]



"U<string> in via output denotes VRF <string>

10. 0. 0. 3/32, ubest/nbest: 2/0
*via 10.1.88.64, ethl/50.14, [115/12], 00:07:21, isis-isis_infra, isis-Il1-ext
*via 10.1.88.67, ethl/49.13, [115/12], 00:07:15, isis-isis_infra, isis-Il1-ext
via 10.0.0.3, vlan9, [225/0], 07:31:04, static

wedu Leaf301 g o3l ldpuwl) wluwegsle 1S-IS |Us [Jglpss 1U)issuws 401 9 SPINE402 (po0J
zlJs POD 9lg»6)

$89p JJ pou SPINE401 9 SPINE402 Lo s 03l 1Upuwly [Js OSPF ezlo IPN

S1P2- Spi ne401# show ip route 10.0.0.3 vrf overlay-1
I P Route Table for VRF "overlay-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.0.0.3/32, ubest/nbest: 1/0
*via 10.1.88.65, ethl/2.35, [115/11], 00:17:38, isis-isis_infra, isis-11-ext S1P2-Spined401#

| PN3# show ip route 10.0.0.3

I P Route Table for VRF "default"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]" denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.0. 0. 3/32, ubest/nbest: 2/0
*via 172.16.101.18, Ethl/53.4, [110/20], 00:08:05, ospf-1, type-2
*via 172.16.101.22, Ethl/54.4, [110/20], 00:08:05, ospf-1, type-2

S1P1- Spi ne201# show ip route vrf overlay-1 10.0.0.3
I P Route Table for VRF "overlay-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]" denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.0. 0. 3/32, ubest/nbest: 2/0
*via 172.16.101.1, ethl/29.29, [110/20], 00:08:59, ospf-default, type-2
*via 172.16.101.9, ethl/30.30, [110/20], 00:08:59, ospf-default, type-2
via 10.0.160.64, ethl/1.36, [115/12], 00:18:19, isis-isis_infra, isis-I1-ext
via 10.0.160.67, ethl/2.35, [115/12], 00:18:19, isis-isis_infra, isis-I1-ext

oe logile IJloold IJls wso APIC3 9 APIC1 9 APIC2

Sedo J APIC3 IJIG IUlouoele 1Us wble IJezeses

api c1# show controller

Fabric Name : POD37
Qper ational Size 3
Cluster Size 3
Time Difference : 133
Fabric Security Mde : PERM SSI VE
I D Pod Addr ess I n-Band | Pv4d I n-Band | Pv6 OB | Pv4 ooB
| Pv6 Ver si on Fl ags Serial Number Heal t h

1* 1 10.0.0.1 0.0.0.0 fc00::1 10. 48. 176. 57



fe80::d6c9: 3cff:feb5l: ch82 4.2(1i) crva- \WZP22450H82 fully-fit

2 1 10.0.0.2 0.0.0.0 fc00::1 10. 48.176. 58
fe80::d6c9: 3cff:febl: ae22 4.2(1i) crva- WZP22441A72 fully-fit
3 2 10.0.0.3 0.0.0.0 fc00::1 10. 48. 176. 59
fe80::d6c9: 3cff:feb5l: a30a 4.2(1i) crva- WZP22441BOT fully-fit

Flags - c:Conmmissioned | r:Registered | v:Valid Certificate | a:Approved | f/s:Failover
fail/success
(*)Current (~)Standby (+)AS

[Bowh IJlouald po APICT |Js zols wes> Bs Pod2 JJezdd pu ldloueld e ool Idlcuold
IJolds: (olds po ldpuos) po 1Uslzes 1Upedss: B zlds APIC1 10.0.0.1)

api c1# ping 10.0.0.3 -I 10.0.0.1
PING 10.0.0.3 (10.0.0.3) from10.0.0.1 : 56(84) bytes of data.
64 bytes from 10.0.0.3: icnp_seq=1 ttl=58 tinme=0.132 ns
64 bytes from 10.0.0.3: icnp_seq=2 ttl=58 tinme=0.236 ns
64 bytes from 10.0.0.3: icnp_seq=3 ttl=58 tinme=0.183 ns
~C
- 10.0.0.3 ping statistics ---
3 packets transmitted, 3 received, 0% packet |oss, time 2048ns
rtt mn/avg/ max/ ndev = 0.132/0.183/0.236/0.045 ns

wwsubsgole luvedulsd 1Jigble 9l odlzol
Sogd) eds IJgess IJBG,s léowb loueld IPN
9520 39 eds Ize wuvwyw!
- 0dIsu £y woese Vs uvsluvle 1Jsuosd 1Us $lises Idoede S 1dsuosd JJwuss
IJlwlwsé (ACH).
- odIsu £y LPRST B wdysy IPN.

Sz 1rz9e 1Js "uwsy god luweduuld IUigbls sluadizel” B o3l IS od 9p)lzeé:

- 1Jozdd pu uwsluvle Slises IJezde S 1Usuosd (ACH).
1Joedd pu woes IPN.

IJele9s ILssuws Idwgss Jl soued wlddols
92> 3J gds Idbze wuwow!

- 1uosly eyzsd DHCP gds Gvwds 1PN,
ledloss 1d9uesd IJs IP pu IJewslo 1dyssums |Js APIC e, GboJs IP.
Soes Iozee 1ds "uws) gpd luvodunls 1Igble sl odlzol” B o3l Idod 9e,lze6:

- 1Jozdd pu uwsluvle Slises IJezde S 1suosd (ACH).

1Jozdd pu woes IPN. :

Agwodunld lgble 5ol IJouss Ilsds sluadizol.
s po o 00ld 9,86 91226 £ds IUIEJ pouods wldgless 1dyssuws [Jwess slo 1Jgle9s
lyissuws Jrso wgley LLDP pg 030 1J9,96.

Jl sucps APIC B Pod2 |Js IJwusé

suwz 03l gbé g glol B pyue 29l IJlesls Iisds J APIC Llde,l o 1o 9,86 Pod 929l



IJg 09> 1JSG,s IJogsr6 $l,6 eds Idluuople wuvdd wozse IUs IJouss. S Idlesl
IJoozse: wade ol "avread' IJolds (uvsolbisy luuoele APIC3 1JglpJ):

api c1# avread

Cluster:
f abri cDomai nNane PQOD37
di scover yhMbde PERM SSI VE
clusterSize 3
versi on 4.2(1i)
drr Mode OFF
oper Si ze 3
API Cs:
APIC 1 API C 2 API C 3
versi on 4.2(1i) 4.2(1i) 4.2(1i)
addr ess 10.0.0.1 10.0.0.2 10.0.0.3
oobAddr ess 10. 48. 176. 57/ 24 10. 48. 176. 58/ 24 10. 48. 176. 59/ 24
rout abl eAddr ess 0.0.0.0 0.0.0.0 0.0.0.0
t epAddr ess 10.0.0.0/ 16 10.0.0.0/16 10.0.0.0/16
podi d 1 1 2
chassi sl d 7e34872e- . -d3052cda 84debc98- . - e207df 70 89b73e48- . -f 6948b98
cntrl Sbst_serial (APPROVED, WP22450H82) ( APPROVED, WZP22441A72) ( APPROVED, WZP22441B0T)
active YES YES YES
flags cra- cra- cra-
heal t h 255 255 255

Jlzb luo wp wdosy APIC3 (W Pod IJugss) wluuegsle Podld 2 98 o9l tepAddress 1U¢luo o
Pod1.

Sedd pu leshle Jesls APIC3 IJluoJsé wlgwegsle 1Jie) IJolds:

api c3# cat /data/data_admin/sam_exported.config
Setup for Active and Standby APIC
fabricDomai n = POD37

fabriclD = 1

syst enNane =bdsol - aci 37-api c3
controllerlD =3

t epPool = 10.0.0.0/16

infravlan = 3937

clusterSize = 3

st andbyApi ¢ = NO

enabl el Pv4 = Y

enabl el Pv6 = N

firmvareVersion = 4.2(1i)

i fclpAddr = 10.0.0.3

api cX = NO

podlid = 2

oobl pAddr = 10.48.176.59/ 24

I3l 25 glole Bp wouwesd 1sged 1Js APIC3 963 "lesh Iddpuw 1z e ns" 9"lEl6 pows:
Iz 906"

s o9, wslule POD JJs POD BUM JI wgpd
sz 3Jd gds Idbze wuwow:

- uldue RP ws Juods IP
- Jlspdu 1dgeed lJs RP wluwbsé ACI FabricGeneral Multicast Misconfiguration gJs i@_o_jc's



P
Sozs Irzoe 1Us "uus) gpd luweduuld IUigbls sluadizol” Wi o3l 1B od sp)lzes:

- 1Joedd pu Loes IPN
olds lsuol po louold les 1zoj6 IP RP.

we> Bubd zolj 11PN sop luvdlb 2,96 09, BUM

ol 09 p90z B IJozdd pu Lozs IPN Bis Lus, gpd luveduild Iigble sl adlzol: Iwese
«92999d 1P (RP) 9005 Juoelu w9, wu9wsdsd RP IJelugs gus luwdd wi9wsdsd Idwszso
IJewuulo (RP) IUlgwlgus. olds o0 p)lzed Suwe "ldoedd pu wozs IPN 90280 pu ldozldd
IJoozse.

ope dbg loyold udbb IJuelss Inter-Pod o py b w EPG

Eldol pl spoe 3JY oo wdIsu €S LoRST IS lesh Multi-Pod. solds eu ozl pu uogs
wS) Epd luwedulo IJIgble 9l odlzol 9ldwz 99 pu lJes9§ Clddled. I3 Lol 03l 1Jley gds pl
Solpe Sldozle 1298 [Js Suwe "lels Idwszse pogss Idwsgesddic” Bs IJdod "lgls
lJoszso s1dd 1Jeuss" Jeiss pu luwed ol bl oo IJp b dJo 9luadlzol.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



