luveduuled Tgble 51,6 Blisps IJozde B
IJse9d (ACI) sld@sple IUluwluuss sluadizoel -
w§|uu|b Pod

lJpzosslo

| 95,00
lo 1wl w56
ulb,6 glpé gds wsl wle POD
L pu.§|. pulQ POD
soz lJolhsg 9lde 9
lwed ol (2ble Lws) lepd loJlzol
wslowé gld w o wl), BGP
lowed ol (2ble Lws) lgpd loJlzol
SNMP
lwed ol (2ble Lws) lgpd 9loJlzol

NFX YY)

Suod 03l 1Jpuueus IJgbsle 1JJ15es Jboe Luslusle ACHPod gl we Juld Tgblisol 9l odlzol.

pedple luwlyuss

|wua)au |J|p|.)o Pu o3l |quuuu.) U | ]
: 45 sl IUgsple 1Jblss sl ul uss -
wwslgwlo POD - BGP RR/ IJobyst 9lJode / SNMP 1Js o J.

ulb)6 gleé gJs yvslyvle POD

Sop Gbusd el 16 eed BGP RR g Date & Time 9 SNMP gJss IJoble wluveisle pzesgs
wog PoD. ssubp )58 JJuwsluwle Idpoed 96 w9> pzesesd pu lduwslusle IJpoed 96 w9o
Ospl souod wldpole Il gwss Juuwse pu IJoslIJ 1UBlses sds IJobosdle. oogdd
wwsluwle POD oo wldpdsule 1deldss: sldos sop w9ds) IJdes) puol Bs wuss Slises
IJoede B 1d9uesd (ACH) wuvdd 18e,luos.

U”GSIU“I':’ POD

oubdo lJodyse
wog POD eoss SSU
IJobsg sldsge UEP
elduw puwl, BGP UEP
SNMP (w,9w999d Lo bods 1UED ) UEP
lsisuv JI

J9o JI


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

lJsue9d s 116 J
eld pusd VEp

eoS VS wuss 91z luos ulduuss !Jiwlw§6 IUpredjs eds IJobosdle (ACH. sdje
oISy "presed uwsluwle Pod” 9"edw wg s Pod™. sl s, 3JY eds uui pogss 1Jlzosé
9 2os IJugiy poess Ideslde. subod Idpcbde gds gese lusle wui,y ACL

o 03l 1B Lod eds ywsluwle Pod 1wl uss 9dsbss o8l pu wbusdel wuvdd
LOTST

wog lJobse sldsde

2958 pilews 1U9 8¢ 395! LIJE Ilopss Bs wuss Blisps [Jepde B 1Jse9d (ACH). po
o288 po wogs Iubeble: s 1zl gdis loguld IJbslog 15e0s6 Jduved Sis APICS
9ldpzodle: oo 10 od 1dpebusle pilews 1JgEs B wuss ACHIUS puoy 95 9les 19 e,
Spdo Ilgcels gdso wluuagsle NTP.

Jeed 1ded> puslewsd wuvdd Lorse pe 099, ehbe NTP: ould wugss Jogsso £ 3l gulysy

L. spdu IJ8slp w3dd o puwole) b6 olugwegsle gulsso bhé 1Jg @86 IJolows |y
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1. IJoedd pu wessu euldsu bhs IJed> Jeese 1Jed>

puvciey IbL6 - gulasy bhs 1Jgd>

dsco APIC - Q O C O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | AddTenant | Tenant Se-:lr':h:—l common | Ecommerce | mgmt | Infra

mgmt

I E Static Node Management Addresses Q o
C» Quick Start
O £ XK.
ﬁ mgmt
« MNode ID Name Type EPG IPV4 Address  IPV4 IPVE IPVE
B Application Profiles Gateway Address Gateway
1 ) Band  defa 0 [ !

[ Managed Node Connectivity Groups

2. 1Joz 83 pu oI9Sy gbp NTP Jpgs; NTP
Bl lG 0ol Idesss o0 299, wu9w9dsd 98w Iduvwds (NTP) B8p o oe edlpd eds sles
puop eds UG Jpuos) 1098 1Updund wluwegsle ¢lus 1JIzesh "Tdeduod" 886! JUée

Lholo.

298,810 NTP ooy wog POD JJolysi 9lUsdw



afre]
CisCo

APIC

Tenants Fabric

System

Inventory |
Policies

C» Quick Start

= Modules
= Interfaces
= Policies

= Date and Time

= Switch
= Inte

Fabric Policies

admin e °

Virtual Networking L4-L7 Services Admin Operations Apps
Access Policies
Providers - NTP Server 10.48.37.151
Policy Operational
Host Name/IP Address] 10.48.3
Description:
3 Preferred

Minimum Polling Interval: 4
Maximum Polling Interval: 6
Keys:

~ Key

Show Usage

3. 1Joz 88 pu cuuwsd IJobyse 9ldsde Loeu leshble IJuble

oo

Integrations

00

Faults History
0 = s
_|_

S9uee IJubdd IJolds poldl op po gdldo cessu couwsd Idobse sldyse eds UTC.

lesh IJobsg 9lds e Lopu lesble IJuble

@O C OO

afrar

cisco AP|C

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations
QuickStart | Dashboard | Controllers | System Settings | Smart Licensing | Faults | Config Zones |

System Settings (]

= Quota

E Systermn Alias and Banners

E APIC Connectivity Preference:
E System Response Time

E Fabric Security

E BD Enforced Exception List
E Global AES Passphrase Encry]
Control Plane MTU

Endpoint Controls
Fabric-Wide Settings

Remote Leal POD Redundanc

Date and Time
System Global GlPo

Intersight

APIC Passphrase

Datetime Format - Date and Time

DispluyFDrmal: ute )

Time Zone: Coordinated Universal Time

Offset State: | disabled

Show Usage

4. 1Joe 88 pu 2lJs IJpslews IJoubgsdss Jegd, NTP Jzese IJe s>

Apps Integratic
Events | AuditLog |
Policy History

gt



Jel 09 p9 o Ses IJupdd bulo: sew 1o $bo) £09> 218 1Jpslews 'wslpws IJs ¢be NTP IJoesy'
Ju gds edp Cluldle) 8> suve)r§ €26 58l Tus sup wrese eldé IUpsleus wubdd Lorse
IJs Adpeslewéd |Js gbpe NTP IJogss. 1JzlJs.

clJos pjlpuo |0_9\.§J/t|)r° NTP

oS
s APC - QOO
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Intearatior
inventory | Fabric Policies | Access Policles
Policies : i i
Providers - NTP Server 10.48.37.151 O 0
C» Quick Start :
B Pod Policy | Operational Faults History
'ods
= Switches | Deployed Servers History Fauits
= Modules
0
B Interfaces
~ Name Switch VRF Preferred | Sync Status
P .
olicies
B Pod 48.37.15 MNode-101 management True Synced to Remote NTP Server
= 48.37.151 Mode-103 management True Synced to Remote NTP Server
= Date and Time
4
E Policy default 48.37.1 management True Synced to Remote NTP Server
E NTP Server 10.48.37.151 4 18 ( r Tru emote NTP Server
E ShMP 48.37.15 MNode-1¢ managemen True 1 to Remote NTP Server
B Management Access
48.37.1 Node - 2( managemen e Synced to Remote NTP Serve
E ISIS Policy default
. 48.37.15 C ( managemen Tru Synced to Remote NTP Serve
Switch
Bi interface 48 15 de-2( managemen e synced to Remote NTP Serve
= Global Show Usage
= Monitoring

w3l po 3Jde $pdu luwegsle by 9lzos yulo, IUisle, (CLI) gds whbléle slzos w,pzs
IJobosdle (APICS) sldpzadle JJozdd pu pilpws 138w Iduozses pllod gbp NTP.

APIC - NX-OS CLI

Sbo, 1Jgp9> 'refld’ olo puo>) 9 p NTP s 1dpyo IJeldss 998l JJb o @é.

api c1# show ntpag

nodei d renot e

pol | reach auth del ay
1 * 10.48.37.151

64 377 none 0.214
2 * 10.48.37.151

64 377 none 0.207
3 * 10.48.37.151

64 377 none 0.109

api c1# show clock
Time :

APIC - Bash

refid
jitter

192.168. 1. 115
0. 025

192.168. 1. 115
0. 043

192.168. 1. 115
0. 030

-0.118

-0.085

-0.072

17:38: 05.814 UTC Wed Cct 02 2019

st t when
2 u 25
2 u 62
2 u 43



api c1# bash
adm n@pi cl: ~> date
Wed Oct 2 17:38:45 UTC 2019

Cbug)QSJ

Iuwegse Ile, 'show ntp peers' JJolds oo >80 odasy p9d, NTP Luvdd wozse s 1dpzed.

| eaf 1# show ntp peers

10. 48. 37. 151 Server yes None managenent

| eaf 1# show ntp peer-status
Total peers : 1
* - selected for sync, + - peer node(active),

- peer mopde(passive), = - polled in client node
renote | ocal st poll reach delay vrf
*10. 48. 37. 151 0.0.0.0 2 64 377 0.000 nmanagenent

IJeyd ™ Uo19)8 oul 2w luo sgdp el 131 Iy Ebe NTP §ss [Jlgweésle oldved Jdejlews.

2288 pu €23 1zie IJos wp LusldollweGoldel B 1Jle, 1Jolds JJolds po ledloss
IJsuo9d Ids £9> Slises Idopde S 1Usuo9d (ACH) [s ¢lbe NTP.

| eaf 1# show ntp statistics peer ipaddr 10.48.37.151

packets sent: 256
packets received: 256

wwesluws gldyw puwl, BGP

COEde wuss Slises Idozde Vs 19ue9d (ACH) ¢u9w9dsd BGP pogss Ideswsdsdle (MP-
BGP). 9ouvdd 1de, wedssli «u9w9dsd iIBGP VPNVA Lo 1Je$> Idb ;0056 9lJg 93 1S &)
Joobd puwble Idpuwolzgyso Idpuvedes po ldpszole [JEDLzss (Idpouodsd wpozole L30Ut).
Joguw pebb ubs,) IBGP Jlpd IJuvwds IJgudwyess: vedgw €93 1dgp9s UGS wbsle
VPNV4 IJos sop luvodeldel oo 9596 1Js £8> byudss 136 Ws IJouso.

@90 wsluwd glduw puwl) BGP (BGP RR): Ju swpe louvle posd BGP gds 1Jpzodle 9Ju Swp
louvle gduwle gpd BSBP VPNv4. 0s lduuiy pogss ldorgoyddle sebde JJ Pod gpgsl
sssuwsl glesl eds IUIW wp wdysuo gds osisé BGP RR 9lJe; pu £095 uwluns JJodsl,.

suwsegd dJIJo wes yuslywd !uu_o_pl.\. wslole w)y90999J BGP zjel Il us! pu IJodyso B
JJ vusd Ylisps eds IJoedpe Vs IJguogJ (ACI). Jpl wzwss ywsluws BGP RR s ol eds
ASN1JZl00 woiss Blises IJezde B 109009d (ACH) Ipovcdsed Jepdss BGP gls IJ
PT9J-

fowednld igble yus) IJe pd sluadizol

1. 1Jo2d3 ppl BBl Jloe gusluws BGP RR cewss s ASN 9g095 [gwlus sles eds 1JIEJ op
odysuo



Subsy Ideold IJolds |Js oy, Pod glgs.

wwsluwé glduw puwly BGP Lopy |esble IJuble

i
Clsco

APIC

Tenants Fabric

System

QuickStart |

System Settings @ @ @
= Quota '

APIC Connectivity Preferences

Dashboard |

System Alias and Banners
System Response Time
Global AES Passphrase Encrypf]
BD Enforced Exception List
Fabric Security

Control Plane MTU
Endpoint Controls
Fabric-Wide Settings

Port Tracking

System Global GlPo

Date and Time

Intersight

APIC Passphrase

BGP Route Reflector

Controllers |

- XXX

Virtual Networking L4-L7 Services Admin Operations Apps

System Settings | Smart Licensing | Faults | ConfigZones | Events |

BGP Route Reflector Policy - BGP Route Reflector

0@

Policy Faults History
L ——
o £ %
i' f
Name: defaui
Description:
Autonomous System Number: | 65001 &
Route Reflector Nodes: Au
Pod Node Node Name Description
1D ID
201 bdsol-aci12-spinel

202 bdsol-aci12-spine2

= © D

2. 1Jc2d0 pu obusd uwsluvé BGP RR Lopu pee9esd vog Pod

cbosd oz BGP RR 1Bl Lo Lopw pze9esd woz Pod. o I3l Jlo 1beld BLEL Buvsep
wbousy vozg BGP RR IJIVe,)luos Jzje pu peeyesd wog Pod.

wsluwé gldyw puwl, BGP IJpbw$6 Lopu presesd uwsluwé Pod



)i
cisco

System

Inventory |
olicies

C» Quick Start
= Pods
= Policy Groups
=
= Profiles
I Switches
= Modules

= Interfaces

= Policies
B Tags

APIC

Tenants Fabric Virtual Networking

GICIC,

Fabric Policies | Access Policies

Pod Palicy Group - All

admin e o&’ @ @

L4-L7 Services Admin Operations Apps
Policy Faults History
—————
o L KR
Name: Al
Description: | optional
Date Time Policy: |default 1)
Resolved Date Time Policy: de
ISIS Policy: |select a value
Resolved ISIS Policy: default
COOP Group Policy: |select a value
Resolved COOP Group Policy: default
BGP Route Reflector Policy: |default @

pep9e6 wog POD IJpby, 96 opu pJJ uf)sd POD

Show Usage

3. IJeedd pu wbwsy peesed vog POD Lopy pJdud og)sd POD



afra]i
cisco

APIC

Tenants Fabric L4-L7 Services

System

Virtual Networking

Inventory | Fabric Policies | Access Policles

©0

Policies Pod Profile - default

C» Quick Start

= Pods
[ Policy Groups
= Profiles

E Pod Profile default Name: default

E default Description: |optional

[ Switches
= Modules Pod Selectors:
’
= Interfaces ~ Name
= Policies default

— RENS

QGO0

Admin Operations Apps Integratior
Policy Faults History
—
o X %
+
Type Blocks Palicy Group
ALL ALL All
Show Usage

4. 5p wougsd 1Us¢d IJs IJge9> Issuvs sldezdd pu ouvésd gpdsd BGP Llywagsle

eJuvle gpd ubs) VPN4 IJpunlé

spi nel# show bgp process vrf overlay-1

BGP Process |Information

BGP Process ID 26660

BGP Protocol Started, reason: configuration

BGP Protocol Tag 65001

BGP Protocol State : Runni ng

BGP Menory State K

BGP asf or mat : asplain

Fabric SOO SO0 65001: 33554415
Mil tisite SOO SO0 65001: 16777199
Pod SOO SCO 1:1

Information for address fam |y VPNv4 Unicast in VRF overlay-1

Table 1d 4

Tabl e state  UP

Tabl e refcount 9

Peers Acti ve- peers Rout es Pat hs Net wor ks
7 6 0 0 0

Redi stri bution
None

Wait for |1 GP convergence is not configured
Addi ti onal
I's a Route-reflector

Aggr egat es
0

Pat hs Sel ection route-map interleak_rtmap_gol f_rtmap_path_advertise_all



Next hop trigger-del ay
critical 500 ns
non-critical 5000 ns

Information for address famly VPNv6 Unicast in VRF overlay-1

Table Id : 80000004

Tabl e state o UP

Tabl e refcount 9

Peers Acti ve- peers Rout es Pat hs Net wor ks Aggr egat es
7 6 0 0 0 0

Redi stri bution
None

Wait for |1 GP convergence is not configured
Addi tional Paths Selection route-map interleak_rtmap_golf_rtmap_pat h_advertise_all
I's a Route-reflector

Next hop trigger-del ay
critical 500 ns
non-critical 5000 ns

Wait for |1 GP convergence is not configured
I's a Route-reflector

Next hop trigger-del ay
critical 500 ns
non-critical 5000 ns

99pl 09 p9 oz lgdlo: szpd wi9e9dsd MP-BGP Lo 1Jeds Ik, 06 9lJgp9s 1B 8,5 Bl
glisdlo gulasy VPNV4 9 VPNVB. sop lgwaedsle glisdo sulosy IPv4 s MP-BGP Wb sJs
lJe 8> 1o, 8.s6.

Jol ._Sr?d(, edlebé eduwle gpd BQP VPNv4 9 VPNV6 wsu lJge9s lyissuvs 989> 1J9ozsle

spi nel# show bgp vpnv4 unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address fam |y VPNv4 Uni cast
BGP router identifier 10.0.136.65, |ocal AS nunber 65001

BGP tabl e version is 15, VPNv4 Unicast config peers 7, capable peers 6
0 network entries and O paths using 0 bytes of nmenory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed
10. 0. 136. 64 4 65001 162 156 15 0 0 02:26:00 O
10. 0. 136. 67 4 65001 154 154 15 0 0 02:26:01 0
10. 0. 136. 68 4 65001 152 154 15 0 0 02:26:00 O
10. 0. 136. 69 4 65001 154 154 15 0 0 02:26:01 0
10. 0. 136. 70 4 65001 154 154 15 0 0 02:26:00 O
10. 0. 136. 71 4 65001 154 154 15 0 0 02:26:01 0

spi nel# show bgp vpnvé unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address famly VPNv6 Uni cast
BGP router identifier 10.0.136.65, |ocal AS nunber 65001

BGP tabl e version is 15, VPNv6 Unicast config peers 7, capable peers 6
0 network entries and O paths using 0O bytes of nenory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed



10. 0. 136. 64 4 65001 162 156 15 0 0 02:26:11 0
10. 0. 136. 67 4 65001 155 155 15 0 0 02:26:12 0
10. 0. 136. 68 4 65001 153 155 15 0 0 02:26:11 0
10. 0. 136. 69 4 65001 155 155 15 0 0 02:26:12 0
10. 0. 136. 70 4 65001 155 155 15 0 0 02:26:11 0
10.0.136.71 4 65001 155 155 15 0 0 02:26:12 0

Jlab IJEP_S) Up/down U |J|a)|a |&.J|O Secv IU Suv)? du_)o _)PugSO UL}ULS_) |Jg5 .9L.9U |UL).U|Q
aJuuo BGP. Jlzb Isuol O IJPUIJ i £ 09> 'PfXRed' s9 0z 0 JJJ ulbs, BGP VPNv4/VPNv6
zSY i wuso 9lzod 1oz e Vs 1U9o9d 030 Jl wewys eds L30uUt wp wIdysuol zos IJIo 900
e Jl wges puvblol/obslo ghess os gpdslo wubd wsu g9 IJI3JI§ 9lde e IUlywl yusé.

5. 3p wouwzsd I>gsd 1Js leas Uil slJezdd pu oubésd gpdsé BGP Lluwedsle zduwle
gpd ubs) VPN4 1Jpo ls

| eaf 1# show bgp process vrf overlay-1

BGP Process |Information

BGP Process ID . 43242

BGP Protocol Started, reason: : configuration
BGP Protocol Tag : 65001

BGP Protocol State : Runni ng

| eaf 1# show bgp vpnv4 unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address fam |y VPNv4 Uni cast
BGP router identifier 10.0.136.64, |ocal AS nunber 65001

BGP table version is 7, VPNv4 Unicast config peers 2, capable peers 2
0 network entries and O paths using 0 bytes of nmenory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed
10. 0. 136. 65 4 65001 165 171 7 0 0 02:35:52 0
10. 0. 136. 66 4 65001 167 171 7 0 0 02:35:53 0

wbo) ptrzle IJio, ledlo Jpsé oo eduwlo BGP VPNVA o wlos £33 89> 1gp> Isissuws
I._J,o_93'9>o BOS wuso 9lzod [Joedp Vs IJguo9d (ACH). 903l sgodwd gu &9) lJgp9> 1JB 88
Jivel cogiis gduwle JIJ 9,86 988> 1Jep9> IJS8)s JelJuw 1dpuwly 11gss.

SNMP

0 1Jpop ©oosE P IJwlss ks pze9esd BuEss 0236 pu 9blisd SNMP sl o3l 1§ uwp.
9blis O SNMP 85 Lusé $lises IJozde s 1d9uesd (ACH) lpl pyoulos wobbsds Idyws) eds
292999 SNMP ig glb. 5086 pJlispé y9099d9] SNMP. IJc pss) Ieop ool 08 iy uus) SNMP
Sedp p3¢d 2)Jo p)9) SNMP gJs o935 UDP 161 Lsupl wzdpe puos36 SNMP wow§le 2,9J0
2295 SNMP 1J o136 Lluueésle g3 SNMP Trap Il ueele eds powss UDP 162.

goolko Jo 09, bhé 1Usged eds £9> ACI 929> EPGs U168 1Jg 8> (lel sled Idubl g [Jw s
l9 ¢he IJubld 1Je)sss) Jessds) 1dedss 1duen9nss Jduvelz v2uds Ip)g) oldesds. ped ol
sbod lsuol eds p5gd SNMP 2,36 p)9,.

wSEbs 03l IU9wpe wrxd@le 2,96 py9) SNMP g0 1U5¢9d (puwbile SNMP) JJs .95 9lzos
IJozde O 1Jsuo9d (ACH) (9231w APIC sldezsdic). Ju sgbs wrddle 2yd6 p)9, SNMP
lJgluoo wldpuds (IRowhle SNMP) ese o 3JY pu Ublue wagwse wbld o3l IUduuwpe Bs
eol9w6 lduwsluwle 9p)l80d cogsle Iduwsluws (ped pildws wbll Iduvsluws 920 1de)l 8w é.
9pl |Js 3JY).



Jl sgbs o3l IUBuwpe lsuol @sles pedsple 1116 (MIB) J SNMP IJos sop 38 pol waluuloé glzos
IJozde B 1oL (ACH). o9, oo ldpedsple eds p9de Cisco CCO gds IUgse S
lJLoolb IJolds: hitps://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/mib/list/mib-support.html

Iowed il izble Lus) IJged 9luodlzol

1. yog SNMP Pod — IJoe 83 pu oSy "wog pze9ed IJgpdls"

olds po 0dssu gpsd SNMP sles eds IUIGJ Jgie oo "wor pzeses IJepdls" zuve Jéble
lJuul s bolo.

uu§|uu|o POD — uu§|w6 SNMP — uu§|uu|o PTLIEO |J£PJ|9

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

icies
Policies [SNMP Policy - default 00

Policy Faults History

C» Quick Start
= Pods

= Switches PN
= Modules

ﬁ Interfaces Mame: default
B Policies Description: |optional
= Pod
[ Date and Time
= snve
E default

& Management Access

B 'sis Policy default

a Name Description  Client Entries Assoclated Management EPG
—
tefault (Out-of-Band)

B Interface

= Global

= <>

[ Troubleshooting

uuéky'& POD — w§|w6 SNMP — uu§|w|0 PTLIEO |\J€PJ|C


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html

SNMP Client Group Profile - snmpClientGrpProf

Policy

000

History

Name: snmpClientGrpProf

Description: |optional

Associated Managergsg? default (Out-of-Band) 2

Client Entries:

» Name Address

Server01 10.155.0.153

¢]

2. uuslowé SNMP Pod — IJez 88 po daso uusluws pzepsss 9less eds IUIEJ

wSlywlo POD - usluwd SNMP - Lusluwlo |Jpeope

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations

Inventory | Fabric Policies | Access Policles

Policies (GICI®R sivP Policy - default

(C» Quick Start
B Pods

= Switches
= Modules
B Interfa

= Policies

B Pod ~ Name Description

Palicy

Community Policies:

[ Date and Time my-secret-SNMP-community
= snmp
E default

B Management Access

Trap Forward Servers:

E ISIS Policy default
B Switch » IP Address Port

[ Interface
= Global

= Monitoring Show Usage

B Troubleshooting

LA

Apps Integration

Faults

00

History
o + %
_l_



3. woz SNMP Pod — o283 po wessy 2lds IJbbs gds "opdse”

System Tenants Fabric

Inventory | [Fabric Policies |

Policies @ @ @ |

Cr Quick Start

B Pods

= Switches

= Modules

> [l Interfaces
= Policies
B Pod
[ Date and Time
B sNvP
B defautt

B Management Access

B 1sis Policy defautt
= Switch

- [ Interface
= Global
. [ Monitoring

. [ Troubleshooting

Virtual Networking L4-L7 Services Admin Operations Apps Integration

Access Policies

SNMP Policy - default O o
Policy Faults History
I
o i+ %K.
Name: default
Description: |optiona

Admin State:
Contact:
Location:

Client Group Policies: -1;,'.- -4

~ Name Description  Client Entries Associated
Management EPG
I snmpClientGrpProf 10.155.0.153 default (Out-of-Ban..

Show Usage

4. pwole, IUbLE — 288 ppel I3l iy, EPG OOB $98, 5> OOB (s wpe wewds UDP 161

Sedp |IJ OOB EPG 1Jpye9ds6 W6 IJ APIC 9ldezedlc OOB Ilhs psule. gds 03l IJuzy: Bluo
SS9 8JS gpsE wxdBle 2yJs Idp)9) Ides wigd Ideulds bz IJublg (OOB).

ol e i lJew> [Jp@>pe oul SUULPU ZASE eple 1JbL6 I._JuaJ_9J.50 wJl po wy9e9d9d SNMP
VYb. eds wesd IJpeld: szole Lsual lJs ouopsu SSH gds I.JIL9J (,oud> TCP 22). 900 390
o3l Jl spdu u._}ua.:g.J I.,J)agtj IJs Idpgdle oluwegsle SSH. 1)zl pdizlbs Io o3l JI subog
eJs APICs bl JlIy Ussol Idssé JJuwele J SSH 9 HTTP 9 HTTPS Jeug 1Jpuwegspsu pu

IJeleso wundd Jled.
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ALL TENANTS | AddTenant | Tenant SEarl:h'.—I common | mgmt | Ecommerce | infra
Out-of-Band EPG - default 0 o

Policy Faults History
—
O +
MNamea: default !
Tags:
Configuration Issues:
A Configuration State:
Ciass ID:
Qo5 Class: Unspecified
Provided Qut-of-Band
Contracts: 1
008 Contract Tenant = Type oS Class State
snmp-walk-oob-contract mgmit oobbrc-snmp-walk-oob-contract Unspecified  formed
Show Usage

5. puwalz) UL — ozl ppl 131 JIu £8> O0B 092951 9J>$0 glod ©LoWBSs SUvpE weuds
UDP 161

puwolz) IJPLe — EPG OOB — wp w9lds) 8> OOB

asce APIC i @ Q@ & O ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | TenantSearch: | common | mgmt | Ecommerce | infra

mgmt

Contract Subject - snmp-walk-oob-subject 0 o
(C» Quick Start
ﬁ Policy Faults History
mgmt ——
B Application Profiles General Label
O & %K.
ﬁ Standard Name: snmp-walk-oob-subject

Description:

(— RELE

= Imported
B Reverse Filter Ports: [/]

= Fitters :

+
[ Out-Of-Band Contracts

Mame Tenant State Action

§8 snmp-walk-oob-contract

= e snmp-walk-filter mgmt formed Permit
B snmp-walk-oob C

Show Usage

B External Management Network

9s IJobdd Ibolo Jsuw lewbs o Suwpz S9b UDP psule 161. 1e$> 1J3s szoss eds gled
OUPWISO Suee weuds UDP 161 uls b,s86 uozse: Sedu o sJ9w 03l 09098 £.8> pg elod
IJouowss IJlbe,luos po ldpuwalz) 1Jgle. B 1dpeld. JIEloe IJos ose: op odaso &lpd
OIS e Jeudd UDP 161 W b.
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ALLTENANTS | AddTenant | TenantSearch: [EEIEIESEE ' common | mgmt| Ecommerce | infra

I Filter - snmp-walk-filter I O o
Policy Faults History
O X %K.
Mame: snmp-walk-filter
Alias
Description;
Tags:
Global Alias:
Entrias +
Name Alias | EtherType |~ ARH IP Match  Stateful Source Port [ Range Destination Port |
Flag | Protocol JOnly -
Fragme From T From To
| i ! i U f 161 6

B. puvelz) UL — cedd ppl I3l JIu pdbd og)sd pasd Ubwds IJbhé IUghzsé 092931 pg
Jveds Vyess Loldes ouwoody g 9> OOB

Spod pdV wg)HsY posd Uveds IJb)e 1UgLzss (ExtMgmtNetinstP) 1Je ol IJEDbzso IJos
op o8ysIol Lol uwlbs "lduvodle 1Jw,)es6" 1Je9z2956 ould 9ldos weolz IUs luveodld IJgs ple
lJos spdu ldsuosd [Jsol ey EPG OOB. guldelds: suveodd ExtMgmtNetinstP oo w .95
the IJubly IJss w99,0 EPG ¢ghz IJublg. 03l 09 1Jg 8> 1U3s Suwpe wewud> UDP 161.
lJluols [Js 3JYe s> ExtMgmtNetinstP i..___s,_,'ol ublgle IJgveds 1IJS,es6 1Jpuwese ol
lJos @ ouwwodd Idgsple 1Jp @06 w9luwlos EPG 1UElLo wwy9weded OOB.

puwolz; IUbLE — ExtMgmtNetinstP og g5 ghz IJubld (O0B) Ipuucodd sldubeds 1JS)ess
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ALL TENANTS | AddTenant | Tenant Saarch;_l commoen | mgmt | Ecommerce | infra

mamt

External Management Network Instance Profile - extMgmtiNetinstP Q 0
C» Quick Start
Policy Faults History
ﬁ mgmt
&
Consumed Out-of-Band e
Contracts: K
CQut-of-Band Contract Tenant Type - QoS State
Class
cob-contract mgmt  oobbre-snmp-walk-oob-co Unspecified formed

Netwark Instan

Subnets:

Show Usage

Jpl 09 9oz Vs IJyvdd i&.JIo. Sdjp w9su Iduvwdo 1J,es6 1Jpuuowso !.J..sn w9gso IJeezld
lJowbds 290 Wsle (CIDR). s9uoe IJuvdd Gvedo 9,650 124 pesus. pobde I wglbs
beldle Idgvede IJ ese beldle gpsd SNMP Jpl wp wdysuol s wog SNMP Pod (Lze 1Us
wog Figure Pod — Luslwé SNMP — Lusluwle pze9es IUg pdle).

Jol opo IUluuhs puvodle Sozs wogs Ided) Jouopsu zese IJuvodle 1JB,es6 1JEbrss
lJelodscs Jpug pug pug el IUDL6 1Juo,9,86 1JI)s pu IU 9.

7. gwed 1U5¢9d IJss p29d 938p vlle gpdsd o) sg Jpdlebs ol I3l Jlue gip Idpuis Ev
v29¢99Y9J SNMP - o585 UDP 161 - sop pdlzbool

Il oo gip Iduws) s wu90999d SNMP oo p29d pu edld IJpwids O0B. Bosl sgus luo
e odssu gese duvsluslodeedele 1Juo,9,86 IJpuwowss |Us wi9esdsd SNMP 9 OOB
cubdd pozse: seldelds: o bbys96 w9l LozSTS.

oged cduss Tepdump gds Igds 1,6 eds jslhs Weldss buds Linux gizojs ywds
Linux 1Jgluo6 wol. soldelds: o 1duoisss Idedlb 1Uzse eds 1slzes 'eth0' s 881 JJpelJ
bolo. s Ipeld: s@9p £p5d SNMP Loy bdo SNMP Get pélud OID
.1.0.8802.1.1.2.1.1.1.0.

| eaf 1# ip addr show ethoO
2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdisc ng state UP gl en 1000
link/ether f4:cf:e2:28:fc:ac brd ff:ff:ff:ff:ff:ff
i net 10.48.22.77/24 brd 10. 48. 22. 255 scope gl obal ethO
valid_lft forever preferred_|ft forever
inet6 fe80::f6cf:e2ff:fe28:fcac/64 scope |ink
valid_lft forever preferred_|ft forever

| eaf 1# tcpdump -i eth0 udp port 161



t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type ENIOMB (Ethernet), capture size 65535 bytes
22:18:10.204011 I P 10.155.0. 153.63392 > 10.48.22.77.snnmp: C=my-snnp-conmuni ty
Get Next Request (28) .is0.0.8802.1.1.2.1.1.1.0

22:18:10. 204558 | P 10.48.22.77.snnmp > 10. 155. 0. 153. 63392: C=ny-snnp- communi ty Get Response(29)
.150.0.8802.1.1.2.1.1.2.0=4
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