IJozd8 pu Lors L6 Elps eds Epsd wuzlod
CXIJluosly 2.2 po wy9w9ded IJluosl. syzs
oelod 030 IJpe8ldo

lJpzogslo

leals S o CX
s.J CX Cloud Agent (9).s.J CX Cloud) (.. CX Cloud

5, Cisco ¥

wéwse ThickClient ESXi 5.5/6.0
wowso WebClient ESXi 6.0
wowse WebClient vCenter
wowse OracleVirtual Box 5.2.30
wouse MicrosoftHyper-V




lesble Syslo v Enablelnformation

w2 eslb.s  CX Cloud VM sl weglseo

s Iz eslos

|Jp 95006

SueWd o3l Idpwews 9dsd Iduwelews Jogywo IJgpdle (CX) oo Cisco.

IJecbdole 1Jlul jusé

s&pd CX Cloud Agent (9Jsd CX Cloud) Jgol; [l os (VM) 9pulz JJoussd Jzol;
le,)luos pdw9e (OVA) Iy 9,00 elow lWwe,luos (VHD).

lJpolbdolo
pulbdole lJougs):

s pu wilez plBws IUizoss IUIB el oss oo:
- wulpz VMware ESXi 1J|uos) 5.5]9 luosly lzse
- Oracle Virtual Box 5.2.30 lg | o>l Izoe
- wyulpz Windows Hypervisor |Jlosl, 2012 |Js 2022
* spJdu Juyulez hypervisor | uwoolds zols le,)luos (VM) sebdo el sJs:
© 9236 peldes prdiss wpluss 1Jugls
- 3158 /31956 9u09d Euuslisss (RAM) o uugs 16 zszlolse
- oued puwles I, 1Js 200 zselolse
© Lldouwes Jdepdle 10sso suwegeso plds Ioslole IJlpsdss 1deesus Jpolb s
wslole Tuuluuss Jogiso wslole uvelué CX. szw 1o sI90 wyulee CX Cloud Agent &l
eds Idlouold wlJgsbe 1Jps oz ool wluwesle luwpe Ideeld 1Ueded wlddled (FQDN).
9lguegsle HTTPS gJs o9 TCP 50 443:
- FQDN: agent.us.csco.cloud
- FQDN: ng.acs.agent.us.csco.cloud



- Jwwdo FQDN: cloudsso.cisco.com
- Juwwdo FQDN: api-cx.cisco.com
© Lldouwes Jdepdle 103so suwegeso plds Ioslole 1189086 1dpesus Jpulb §6
wslole luvlanss Jogiso wslule uvelos CX: sew 1o $dou gpsd umgles CX @lol gds
IJlouold odJlNUEbesu Idpsozsy ool wluwegsle FQDN: gl uegsle HTTPS gds puuds
TCP ,8 443:
- FQDN: agent.us.csco.cloud
- FQDN: agent.emea.csco.cloud
- FQDN: ng.acs.agent.emea.cisco.cloud
- uuwJé FQDN: cloudsso.cisco.com
- Jwwdo FQDN: api-cx.cisco.com
* ldogwes Jdeedle U3 suvegsesu wldj wslule pg236 B Tuusl sldpzshb 1Jolsis
Joub §6 uslule Iuwlguss Jogisu uslule guzlus CX: sew o sJsw wyulez CX Cloud
Agent byl eds IUlouold oIdJlNUEDL pso IJpssoesu ool wluwegsle FQDN. gl uegsle
HTTPS gJs pud3 TCP 90 443:
- FQDN: agent.us.csco.cloud
- FQDN: agent.apjc.csco.cloud
- FQDN: ng.acs.agent.apjc.cisco.cloud
- ubvwdé FQDN: cloudsso.cisco.com
- ubvwJé FQDN: api-cx.cisco.com
© Lldouwes Jdepdle 103so suwedeso plds Idoslole 1Jeess B lssgul slpws!
9ldpesb IJolsis Jpulbdé wslole luslunss Jop: sjp IJleuold o FQDN:
agent.us.csco.cloud Wb Jouwesd 99sd Uvwdle CX pg CX Cloud Ieule 1Jlesls 1JlsJis.
w8 ugwesd "gpsd uveles CX" Lugle pe CX Cloud: Jpe sg> 03l IJloold plbdsol.
© oldogwes Jdblis IJpedss Jeled uvelos CX sz 1Usuosd Ids 1dpuds 22.
* 8Bdp 03l 1Jzr9d pdeuol JJpulds glde9esdedie IUos Sze Yool sopdsuel JIs
S&pd gpsd uwzlod CX wuvdd Logse!

Required for both Cisco DNA Center an d Other
Assrts collected by Of Cloud Agent suppart
Mandatary TCP(7 Echa [ICMP) port must be
combined with one of the other two ports [for
device discovery process)

cx Cloud Agent Trafﬁc :ﬂ;r:‘tzu;;:uﬂ!erasm;wlmwwaﬂwd
| Dastination |
Source P A —T Pratocol Port Purpase Type
Data Collection and Transfer
For All regions,
FODN: doudsio.cisea. com
FODN: api-cxcisco.com
Dynamic|Ps | QON; agent.us,ssco.cloud Qutbound connectian e
Cisco DMNA DNAC Servers Data collection via DNAC servers, Data trarsferto | DNAC servers + Outbound
peetlh Center Server TS | IR € Cloud, including upgrade functionality to Cisco AWS regional
IP Additionally, data centers
For Americas region, FODN: ng.acs. agent.us. esco. cloud
For EMEA region, FODN: agent.emea.csco.choud, and FODN: ng-acs.agent.emea. csco.cloud
For APJC region, FODN: agent. apjc.csco.coud, and FQDN: ng-acs. agent apic.csco.coud
Agent 1P Custorner Device sMMP  |uDPf161 e M:':d T Outbounsd to LAN
Devices Agent P |S\'SIOG uoR/s14 |Mam§ffm.ummvumgam Inbound from LAN
Agent IP Customer Device 55H TCRf22 Collect CLI commands Outbound to LAN
Agent IP Custometr Device Echa TCR/7 Check the device reachability Outbound to LAN
Agent P Customr Device Teinet | TCP/23 Collect CLI commands Outbound to LAN
Agent Administration Access
Support VM Agent IP 55H TCRf22 Agent Maintenance Inbound from LAN

peJ9ple Iuulwss

waolpz epsd Iduweles (CX) pu Cisco gulis gu wble luwluws $lod JJobas) wogd Josrs
Seee wslule wslule IJdsluw g0 wed pu lzess Ubods Igedle Jogds) Lis Blods
JJoudss JJgpdls. sose wulez CX Cloud Agent wzosd Isdle Iluobuoles (AIJesde



IUIJs (ML) Joslole Idodsso 1dzls ouvésde wuvdd uuivl |Js 196 luvool 3ss 9ouuissd
PEIILPS B preses CX.

o3l 1UsJsd ¢luo o CX Cloud Agent IJ]uosl) 2.2 95l wgso. Lze 1Us wowdzs 9ds) wzlus Cisco
CX JJsuesd IJs Idluashle Iduwle @s.

CX Cloud Architecture

Customer Network CX Cloud Backend CX Cloud

N/ N/ ™

Catalyst Center m

Yo v v=
D G ) 11 -~ | @ %

%) I=
Microservices T

DatalLake b

Scan Processing

i . Telemetry
i S Case Management/RMA
i i Inventory Coverage
L UAF ’ AP| Gateway Security Advisories
C i ) Lifecycle/Learning
‘_(E)_’ Insights
Devices

|

wusé CX Cloud



https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html

pdle0s: 1009, (91Jpzess 1eoes> Bsel) B o3l IUsdsd os JIEHluo erzess Sl
Spedu lu sgodud IJpzwss [JBeds.

* Sup ldogild o)9099d9d IP wd@liss! Bl wp wpdsy wygwsded IJodssy IUssulpsds
JJeos9 (DHCP) B wsiss VM gldl Bseo w99, guslu IPVA 2, s8ule sveods W,8s6
9euwsly IP Jdgwlye IUIW e, )lsoss 9809ly IP Jgbe 306 luwpe IJpezld (DNS).

© Swpdgp IPv4 V8.

e odou luosble prds wuss IJuvwds 1,888 (DNA) JJg 856 1Ulzlbss 1Jpe e ps6 91Je9ud,
lJelds (HA) oo Cisco os 2.1.2.x [Js 2.2.3.x 9 2.3.3.x 92.3.5.x 9Cisco Catalyst Center Virtual
Appliance 9 Cisco DNA Center Virtual.

c BlYlpo Idgveds weess eds lew)luo SSLe gl IP J9dsd uweles CXIJElLe w8lisps
IJowele.

* Jeese Uiuosd IUpoods poluié sdie povess lposl; SSH 15,

° |L}UUC>P |uu|.o|c |JPUD§L9 |qu3dJo ddb JI uS.D‘Ju lwuabh.o E_ul_SLSu IP |.Ju|qu

lpdlusoe 1Jsuesd lds Idpeldie 1Joles



Juse jpds guelud CX sobdu [Jpuwas o 1Jsuosd [Us oo Idpzldle. Ipuagse luuels
lJposd 1Jpe9d)6 WEb. 9dl ouwegse sulssy IP IJelows.

peldle pess6 Juslus 9dsd ywelus CX

lJezlJle 1Uyssuvsd IJeeldle IJig,s
cisco.com mixpanel.com
csco.cloud cloudfront.net

eum-appdynamics.com

appdynamics.com

Split.io
tigcdn.com
jquery.com
ezldle gluod w9dsd yweleés CX OVA
IUlersdoso l,9el 9lduing 1dlywb 9ld,sdsl|losd
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.us.csco.cloud agent.us.csco.cloud
agent.emea.cisco.cloud agent.apjc.cisco.cloud
ng.acs.agent.us.csco.cloud
ng.acs.agent.emea.cisco.cloud ng.acs.agent.apjc.csco.cloud

A edlebo: sz Iduwelz wldsuesd Iduols) pe wpdsu lehs IJuszse eds 1Upunds 443
Juvedle FQDN Idegss6.



1Jluosh 13890 Jerds wonss Iupods 1@ ess oo Cisco

lwosble o9 wuss Iduveds 1,858 (DNA) Je 86 96 038906 9p20986 HA oy Cisco os
2.1.2x|Js 2.2.3.x92.3.3.x92.3.5.x 9lJgol) IUblo,s Cisco Catalyst Center g IJgol; [Jblo,s Cisco
DNA Center.

DNA Center Cluster Cisco® Cloud
shfasi]s AWS, NTP
DNA Appliance cisco DNS, etc
Node 1
. REST APIs
DNA Appliance Virtual IP &- and
Node 2 Address - DMA Center Ul
IP Addr2
DNA Appliance
Node 3 - o Metwor
v fe——= — W e Devices
il o _——

Multi-Node HA Cluster Cisco DNA Center (p,J5 wusé Iuvwds 1)6pss po Cisco Jpzpsele 1Josld, Ields JJeds 1Upogss)

lJpouodzle 1Jes>g900

Jdzuead eds I8 od wyws eds p9de 1J9sw Cisco.com. 9,08 wigse [uosh suwes Joso
Upuuo?_)u'olo:

» Google Chrome
» Microsoft Edge
* Mozilla Firefox

Slises lUpouoele 1Up>e908

Jerue Slses IJpuoele 1psgses pu Sod glpd uvelos CXdlze Ids S

[ Je> 0.

w9vosd puoly ldeslule

Jusuosd puoly doslole:

1. 169, W9 cx.cisco.com Jowesd 1U>gsd |Js uweles CX.


https://www.cisco.com/c/en/us/support/docs/cx/cx-cloud/cx217693-supported-product-list.html
https://www.cisco.com/c/en/us/support/docs/cx/cx-cloud/cx217693-supported-product-list.html
https://cx.cisco.com/

CX Cloud

sl
cisco

G My Portfolio: Select =

Today Assets & Coverage Adoption Lifecycle Advisories Cases
BO0% covered 41% adopted 3 active 1101 cpen
Last Date of Suppont Telemetry Not Connected
1 23 5697 Assats with Telermatry Not Connacted
Lot than & months
AssetName Product I
Contracts Expiring Crmecal Faults
01027472484 C5-DESKPRO-KI
3 0 01027472485 CS-DESKPRO-K9
Lena than & marhs Last 7 daps
03073621595 C9407R
Crashed Assets High Grash Risk Assets
03073621665 C8407R
03073621735 C9407R
03073621805 CH407R
Crtical Security Assets Mot Covered
Advisorios 03073621875 CO407R
0 584 03073621945 CO407R

lJuodzs IJyssuvso J CX Cloud

2.2 i@&goé

il CX Cloud

£I5€0

E Asset Groups
&, 1oentity & Access
E5R  Purtner Accoss
@ D Sourcos

1 maghts

e IJoslole

3. 1uW@) W98 luolws puos) welule. sbo)y ulwis |LolWs pos,

J'..’JJ I.JI)IJO 6]00) “Dl)

oo, IJoslule.

Data Sources D Stoage ReglondUniod States

Segech data SouCos

§ data sources

Hama

Contract

i N twodh

Dt Conter Compantn

haraikd

Collshoration

Q

Type

Covered Assets

Intarsight

Imursight

Meraki

Webex

Product Type ~

Collaboration Endpeints

Collaboration Endpoints

Switches

Switches

Switches

Switches

Switches

Switches

Oata Last Updated

B2 days ago

33 days ago

2 days ago

IJgsble Ipersu06 wole gds luvesldle Igpdle.

]
@
. . £
([ Wiew All Detalls = 9 3
7
2
H
i
Location

FREMONT,CA USA

FREMONT,CA USA

FREMONT,CA USA

FREMONT,CA USA

FREMONT.CA USA

FREMONT.CAUSA

FREMOMNT,CA USA

FREMOMNT,CA LSA

Sratus

2

Last collection succesded
First colection pending @)
First colaction pending i)
Collection completed

Last collection succesdsd

wslole. spdu o wpodu



Add Data Source

Search data sources Q
Cisco DNA Center )
N R _ ) . . {  Add Data Source )
Uses CX Cloud Agent to support the Success Tracks for Campus Network and WAN (supponted assat types)
[ Contracts y -
0= Add Data Source )
Suppaorts all Success Tracks and offers ——————

Intersight
{ <, 1
Suppaorts the Data Center Compute and Clowd MNetwork Success Tracks Adld Data Source /

. Other Assets
= Uses CX Cloud Agent to support Success Tracks

_. Add Data Source |

n Smart Accounts
= ] | Add Data Source )
Supports licensing -

Webex _ \
w | Add Data Source )

Supports the Success Track for Collaboration

Cisco Catalyst SD-WAN Manager

FIIY] Suppaorts the Success Track for WAN

=

(|  Add Data Source )

4.108) W99 luol¥s pLo>) wslule Juesss puos) Iduslule IJblod Jdobosd. Ws zlds
&30 lesh "gpsd uweleo CX" puwedl Swp Voz ulie Jgals CX Cloud Agent 2o Sgw
[Jpld IJlgsls. B zldo Yo pld 1Jlgsh suve e Idlouold. bze 1ds 123 1Jpdlbe Idoldso
Jdpulogs:

lesls g0 los CX

S edlebs: Jl 59, sl 1Jiuesd IJig)s 1l B 2lJs 30 wdssy louald Izols 1dpul i,
Pyl

lesh gpsd ywelws CX

Swpe pbldus esh "glod I gwelod CX" 0o w9osd puol) Iduslule 1l de sJu 9 wp [Jpldo



PU Sud.

Jlgsls sdsJ Lwelos CX:

Set Up CX Cloud Agent

SET UP CX CLOUD AGENT

oL

Rizvigw Deployment Requirements
Bocapt Stiodg ERcryplion Sgaismaent
Dovmiload Imaga Fiks

Deploy and Pair with Virtual Machine

elees pobdole ldugi,

Add Cloud Agent to your CX Cloud pit crew

CX Gloud Agent gathers telemetry data from the devices on your network, allowing you 1o take
advantage of ol the hypor-relewant insights and trusted expertise that CX Cloud has to offer.

Review deployment requirements

Prepare your network for CX Cloud Agent

CX Cloud Agent runs 25 a virtual machine (VM), 3o you'll need a hypervisor to host &,

@ Holp

Bifone you downkasd 3nd NSEM the IMage e, make seie CX Clowd AgeM 1§ ablé 16 Contect i Bhi designated seneis) via HTTPS on pom 443 using Both th

FODM and the P addwoss

For AWS US daia centers

= FOON: agent us cscocloud

= FODM: rg.acs_sgentus.csco.cloud
= FODN: choudsso.clsco.cam

= FOON: apl-cx cica.com

P

\H Foerview the CX Clowd Agert Ovendew for completo Pandwane and softwarne prorsguisites:

0 y € Cloud takes securky serously. Review the Security sectlon of the CX Clowd Agent Owerview B0 learn how G Cloud Agent handies and stores

your data.

00 0t up this configuration on port 443

1.,lze pobdoule vy IJplzes 9235 ¢lus Ilzesh 1ol 1Uss Bpo lesls o3l ldedssy eds

IJ o5 443,

2,108, B98 polugs. sup Vo lbl lol$ss IJogvds) Gwad lesh gesd uveles CX.



Set Up CX Cloud Agent X
Accept the strong encryption agreement
SET UP CX CLOUD AGENT hen you can download the image file for the CX Cloud Agent wirtual machine

restructions
@ Redew Do ployment Requirements

To apply for eligibility 1o downlosd strong encryption soltware imasges:
Accopt Strorg Encryption Agresmant

1, Erarn tho addrost Bited in pour Cisco corm Lsor Protle it coerect aod compledo
Download Irage Fila

2. Read each of the conditiors below carelully prior 1o seleciing your asswer.

Dplay and Pakr with Virtsal Maching

. C
-
O reS———
T A

! Gowernment entity, a Miitary entity o D fense Contracton, At you in

ntity o Difente Cosnitractee

bilc, Denmark, Estonis, Finlend, France, Gemmany, Greece, Hungery, Ireland,
2, Mew Zealand, Marway, Peland, Poriugal, Slevakia, Slovenis, Spain

Austris, Australia, Belgium, Canads, Cyprus, Crec

Canfrmaticn &

By checking this field, | hereby certify that |, a3 & duly authorized representative of the organization, understand and agree 1o
abide by the condisions set forth above regarding the usage of Cisco Systems. Inc, hardware anclior saftware

lowldss IJovds,

3. wzldd pu ldpedsple lJos wp wewiswol puvedl Vs 29d IJluwp IJisJ Sluwe lJglisJo
Sldenss IUIJIe 906 98,8 puweispe Cisco.

4. 25> 9lb 596 Business Division |Jpulwewo.

5. 22 ¢lus IJlzesh oldss JJpsldds eds Uingb 1Jluwegsle.

6. 1lu¥) V98 pulugs. sV wlWs sl gpsd uweled CX - wujsd pdud 1Juo9)6.



Set Up CX Cloud Agent X

Download image file
SET UP CX CLOUD AGENT

s
Ova
For
L) Ry 2!
L
VHD
Al Wi
Cisco End User License Agreement
o]

oujsd uo9,6

7. 23 couwsd IdpdV IJpuluve Jouisd pdw 109,06 Idpbdye Jdooose.
8. 23> ¢luo IJIgesly iol i&vJ JJp9lv 96 eJs ol dso wygsuo IJpuwegse IJuoliss pu
Cisco.
9. 108) B9G8 wujsd 9pulugs. sup Doz wvlez lesh gpsd Uvods CX - 1dugi, SlJIS el
p& ulwie IJgol IUblo)s.
10. bee 1ds edase lgveds Jdeuesd eds Les ISl Ipbdse S 1dduwe IJelds.

29,0.5J CX Cloud Agent (sJsJ CX Cloud) . CX Cloud

Sdje louold "gpsd v dsé CX" o CX Cloud Juoe wgpse V.__sIQI.;;: ooug IUluwodsle zos
Sedu s Idpedsele 1Ups96 B 9lzed Idpuwatse Jerue IJluesd 1Ueldsé sldss. séop
03l IJuwpe wdluosd JIYeld Luuble 1Jleold slgwed ol 1JIgble 9l odlzol.

Jusuosd 99sd uweles CX o CX Cloud:

1. bgd b5 1dbasle IJpesd) Bs erwe 29b 928 IJopdp I slzos ub, 1Ulsle, (CLI) JJzols
IJbloys IJpouod go) 1U9dsd.

%ﬁ edlebé: swp odos e IJ9lz wed vy roJJ OVA lJss wp wujsdo.



Set Up CX Cloud Agent X

Deploy and pair with your virtual machine
SET U £ CLOUD AGEMT

- I T L

Prairineg Lo
B B D gy Pt BT

Ao cinpé Lo Dre ryplor, dgrree—e -t

Coraricusd rags Tla

Dby sared Pt il Wisd Ulanibira

?

BYSANIRICSIV

2. 108y B9 poloes Jouwzsd 99sd uwzlud CX. sbdee Ilbl leshs £ psd Lvwds CX -
ouwesd ulze JVe,6 92656 Bod IUluedld odéliss! 1Us oz |uolds ool wslule.

B e

Set Up CX Cloud Agent *
Registration successfull
SET UP X CLOUD AGENT

—_— %

B vavaw Dby reeed Mg imearis,

B Aroept Smong Drorpoeos dgresmes 4
@ Downiosd brage 1 o "
Dy il Pradet ity Wil Min b 1
- B Mot o aod your data sources

T

o ldogvesd vuele

lolWo oY) wuss Idyvwds 1,886 pu Cisco Jp o) wslule



U 0SS oY) wusd Iduveds U986 pu Cisco pu wlWse loold puols) Idoslule (bze
IJs 29,6 wuesd puoly) Idoslule Vs Buwe waLesd puely) Iduslule) eee 030 IJulwse:

9 Help

£ Back To Data Sources v

Connect to CX Cloud

Connect a Cisco DNA Center
P Address or FODN City

Username Password

Schedule inventory colliction

Frequency Time

Run the frst colliecion now (this may take up to 75 minutes)

IJleuold o CX Cloud
Jluol9s oy wuse Idyveds 1U)8ps0 pu Cisco Jpos) wslulw:

1. bgd g0dlo IP Jpyds wosé Iduvwds 1,8 es6 pu Cisco lg gusly IP 1Jblo,s I9 FQDN.
IJe>50é (p988 095 wusd IJubods 1) 8psé pu Cisco): luup Idpuwesp 99Jed 1Ue9).

~ pdlebo: Jl o wegsp IP 1UElLo w8830 Uble pzp9gd O >s6.

2. 229J6 pzp9es peisu wIbEld w3 998e Jdluihs [ds &3 IJpile Idos sedu Sl Jelpd
lJuweles CX gle gpdslo puwe Iduveds goupsse ldpgdyple eds IUlzos6 lJpooJs.

S pdlzbs: §> cuwotrd preses Idptisu IUlsds ol supd IJs 75 56588,

3. 108, eds ©9uosd. s 81uo wldss Lluwedsle g09lu IP Jeyds wuss IJuvods 10,886
ou Cisco.



Covrane bid

Canaon DA Comnior BOLT 2258165

Conraprt sncrthas dots sourcs 83 UK Cloud Ageni?

4.108) B398 1upld8 035 wuss IduinaJs 1, §ps8 (DNA) o0 Cisco 1) wp I szog IJs
e Idoslule Jdoudd p)6 1358 1ds IUlbl) puols) Idoslole.

lols Lol Ig)s Jeuols, wslule

op LOWSE p2e9ed IJdsluw £ e [Us Idizejs Idos Jl sl erds wusé Iduveds 1) Gess
(DNA) oy Cisco: ppl spdu ldgpdle po g500 1U9s 9ldeedsdle IUpuveess po wslule
Ul gu we2 sldedled pgol JJzuosd eds wbls lsuue e IJizess. wes Ilesl Ilsds
Jeled wwelod CXo 5099, Jdpuwedresu gsh odssu gled uweles CX Jdlogold o 20 o395l
luols pu p)lds wuss Idgveds 1) 8ps6 (DNA) oy Cisco slgd IUooso IJiuuluu§6 lJos
©EuPE Jpoldwd uuelos CX. Jol spdu Jdpuwcereso wvosd s9sd Idubeds CX poliyé
o9 Iz038 18,8 Bs wsiswop: pel suod lJs 10000 zols pouod puluins.

SpJo Jdpuw ot psu wpass IJizoss IJos spdo spzol Bs Lwelud CX pu gdld IJog s wuvdd
9,8 £Js 030 I.Jiaojé wluwodsle pdwd i_9.J.§ |_9 peu edld weass wbly 1P 9ld3s spdu puweo
“Ilyubs glpd Lueled CX. sewps JdlNJuozsu eds wi9wsdsd bls Iduvwds ldoyush
(SNMP) Jlg )l o 11 e ild (SNMP) 9eds bo o 1Jlelo (SSH) JJleuold. szw lo oy oo
lJeuluo, pdous wundd Logse Jupdsu wepse wslulo voog IJIguegsle voele.

% Io.J|E_Jb5Z
SpIdu luwedsle lel pdod [Jouslss i_9 ublY IP. Jl spdu wess) o3l ldwesss wes [Jlgsls
IUlsJs.

% pJ|an6:
Sedu luwowsld pdod 1deslss Idladss wpdd wilss 12 vsoel spdo crusy wbly IP



N Isds s obl IP 2o,

g0 wpass luosd 1856 pu lbl) louold puols) Iduslole: seg o3l 1Jlbl):

Connect to CX Cloud

How would you like to connect these assets?
Uplaad a seed fila (recommendead)

Add your devices to o Seed File Tamplate You can roupboad this file later if you need 1o make changes.

Provide an IP Address range

any connection methodis) At least one SNIMP and S5H ane required

alials
cisco

Jluolds ILoed g8 Jpuols, wslule:

* Bp wozesd pd lsds wluwesle Bldu pdud sds.
* 099 ubld gulssu IP.

wo9wsdedle IJlgweduled

seoes IJ po 1ol IUzols 1dpuluiny IJpuveos 1Js pdddle 1Juslss slUlde il 1Jpumwons
lJs ubl@ IP ¢Js SNMP Jo 90999 ldoiles. w9z luoshle pgodwds oo SNMP. 9JJy S8 p
gpsd uwelud CX IJluosly SNMPv2c 9 SNMP v3 95090 wdosu |s pu IJluoshso s ddsopl.
St 10 $89e Ideuw et wo9ds) v Ipedsplo 1Jpsoes Jizdl Lo osd IJdled.
JIdold IUedsse 9o pdso IUlouold wso 1dzols Idesly wsluvlos SNMP gess, ¢306 SNMP.

seodud SNMPv2c 9 SNMPV3 o0 25 1Jiolo 90,952 IJodose go wes. ouwoése SNMPV3 o ble
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Set Faziword

Inm the Pasoword and Cowl irs Password §ields. ewter and conf irs & new passuord for
cucadmin. When gou are Finizhed. select 5ot Pasoword

(lge the Up frrou amd Dous frrou keygs to navigate betwces Ficlds.
Presz the Tab oy to select Set Faszword )

pernanc : cxcadnin
Faszuord S —
Conf irm Fazsuord: |
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inte Cisoo O Cloud Agent.

Micr yos hawe ztored the pazsword in a zafc place, zelect Sawe Password, To returs
to the previoms screen. select Cancel.

Save Pattword? £ Camncel *
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select Cancel o refurn to the 3ot Fassword screem.
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Network Conf iguration .

Flease enter an IFvd address amnd corresponding network conf iguration
for the appliance.

(Use UpsDown keys to navigate to next Field. Press Tab to jump to
Cont inue button)

IF Address: =
Subnet Hask: e e e
Gateway: 7 1
DHS Servers: [T e e e e
wHaximum 3 IPs with comma separator,
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Coml [rmat fom

fire these eniries correct?
IF nddresx:

Submet Hask:
ey
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Froxy Conf iguration
Pleaze enter proxy details for the network.
(Use UpsDown keys to mavigate to next field. Press Tab to jump to Sctup

Proxy buttom)

Proxy fddress: e
Fort Hunber: I
Usernane : |
Password : e ———

- <Begin Conf igurat ion) ¢ Mo, Go Back »
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Followieg iz the sumsary of CX Clond Comwmectivity
werification results.
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“opted (0™ regiom before proceeding.
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apl-cx.cisco.comuccess

agest .us.cseo.clond 2coe o

B . AcE . agent . us cxco.cloud 1 led
Ardc:

cloudszo.cisco.com:urce
apl-cx.cisco.com: uccess

agewt .us.csco.cloud 2000

agewt apjc.csco.olond oo oo

B . acs . agent . ap jo.csco .o loud 21 led
| 7 Fi H

cloudzzo. cisco.com: e

apli-cx. clisoo.com: ircess

agewt . us.csco.cloud 2o

agewt  emea . cxco . Cloud socoe oo

B aCs . agewt . emea . cxco .o loud 2o
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lJoueed IJs Idpzldlw.

Cisco CX Cloud fgest Setup
Conl igaration iz in progress. ..
Thiz slep will taks B-10 mimic: Lo compleis,

bo notl power of I e nachine ant il thiz process s completed
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Cleca X Cloed Agent Sctap

The eeiuork conf iguration kas bees seccesslully conpleied .

Tho pairieg code iz

Flease go to Of Closd and eater thiz pairing code,
The Code will b= walid for & mimites.

Time left in secomds. ..
__]

ses Idlgesly

12. hllucow wodless ses Idbaslz ludy B9 cuwesd Ids uwelos CX Jdzuesd eds 1ses
Falring Code Doplred

The meisork cosd guration ks been ssdoetaful ly compleied .
iF H
Subnet Fazk

ik i j
B Srrerr

To rogeecrals the pairing code FRESS key Register Lo OX Clomdd

lowow Lodless IU)e)

13. 9lu ) 99 OK.

Reglistration Successful

X Cloud ngent zetup iz complete. Pleaze go to OX Cloud to start using the
wvaluable data provided by CX Cloud fgent.
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Jlogile 505 basle wluwegsle CLI (slzoé gulb, 1Ul9le)):

1. 9p vowwesd IUsgad Ids gpsd Iduwelod eo) SSH Cluwepsle wslule leoels Idpgueise
cxcadmin.
2. luuiis ey Il lo wlguegsle 1Ule, oxcli configurePairingCode.
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odosu lesh [glhé wogso syslog
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Cisco: Yp woudss IJgbsle IJoldss:

1. 8p vouvgsd Cisco DNA Center (p,9) vusé ldyveds 1) 9ps6 pu Cisco).
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i CAUIOUGAGENT_Z.Z_BUNIG-35_1U.140./ /.49 || EnVIINImEnt, you can use virual macnines as uesKwop or
CXCloudA, 2_Build-35_12 hents, as testing environments, or to
Power 4 9
) CXCloudAgent_2.2_Build-35_Aq pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CXCloudAgent_2.2_Build-4_Bok| Snapshot » \ Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console 2
I CXCloudAgent_2.2_Build-7_Chz E = RERSEED CHIEI Snogstiof
) CXCloudAgent_2.2_Build-7_Chi (3  Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
) CXCloudAgent_2.2_Build-7_Niti B R e
I CXCloudAgent_2.2_Build-8_Bok Report Performance... . i
) CXCloudAgent_2.2_Build-8_Ch: virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename . -
ade s rirtual machine
 CXCloudAgent_2.2_Build-8_nt{ ¢ i New Window...  Ctrl+AltsN
I CXCloudAgent_2.2_Build-8_n)_ . i
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
I CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11

o golj lve,luos

—MName
[Snapshot_Name <Provide_Snapshot_name >

—Description

<Description for "ef>

[ Snapshot the virtual machine's memory
I Quiesce guest file system (Needs VMware Tools installed)

‘ oK | Cancel
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What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
appiications. An operating system installed on a viriual
machine s called a guest operating system

Because every virlual maching is an isolated compufing
environment, you ¢an use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server applications.

Virlual machines run on hosts. The same hos! can run
many wvirtual machines.

Basic Tasks
@ Power Off the virtual machine
I Suspend the virtual machine

( Edit virtual machine settings

close tab (X

Virtual Machines

':l/%

wSphere Client

Name, Target or Status containg: = I Clear !

Natme | Target
£ Download M configuation

ﬂ Revert snapshot

# Download YM canfigurtion

# Createvirtual mathing snapshot
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| Status

© Compla=d
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& Complesd
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|Detalk | Tritstedby | Requested Start Time
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roct 1132022 10:59:20 AM
vpser 11/3f2022 10:58:491 AM
rock 11/3f2022 10:58:31 &AM
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Take Snapshot...

_Build-1 Power

1 Build-1 Guest

|_Build= Snapshot
:Juil-d-il

E Open Conzole

_Build-]
1 Build-]
i_Build-}
_Build-]
_Build-f
1 Bauild-1
i_Build-{
_Build-£

9 &

Add Permassion..,
Report Performance...
Rename

Oipen in MNew Window..,

: Build-

 Build-4 Hemove from Imventony
Build-§ Delete from Disk

- TR

Cerl=P

Cele Alt+ M

.I
r|ﬁ

[# Revertto Current Snapshot

|-|ﬁ'- Snapshat Manager...
Consoldate

the wirtual machine
he virtual machine

| machine settings
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Upgrade Virtisal Hardware

Gpen in Mo Wandow...
Bermnoeve from brvendony

environmend, you can use virtual machines as IZIE'S-'I'.'II
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k Poraver Oin Carl=E
k "
Pevaver Off Cral= an
b Suiperd Carl=7
Reset k=T
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1 the virtual machine

al machine settings
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