Js9$6 |pwoale IJdsolul O prd; wuss
IJubeodo 1) 3ps6 (DNA)

lJpzossle
| Jp, 9506
IJpobJole Il wsé

| 86 1wz dlo IJos oo | 6 "slol"
wpof ulpdlosd pizldozs 9pblu§eo
| Jlo | > Jlo o OlisE 2

lJp 9500

Suod 03l 98,886 Jsb Iy suweepd Kibana in order to Lzow go yuwlisd 19 uvedle peswsd
wSU roau,JLQ a)rolu rOJdJ DNA.

e ldpuulopsd pu Sud IJsdwlos,g JLluuwdsss. poudw TAC py Cisco.
lJecbdolo IUlgwlgusé
IJeobJulo

* Op woubEsd presesd pds wust Idubeds 1)$ess.
cog9 eds luuele 095 woss Iduveds 10,886 sluuaisleol.

pEJ9plS I wlwsd

Kibana o9 pJzd vesssle ldoslule p 90926 l|Jp o>, J Elasticsearch. 909 9.9, 9>)le &)00
eds Hluw [dpeeys IJpdo,uw gds pepeyeo Elasticsearch |Jpw909,0 WO o 5 DNA. spdudd
lJso9d Idse wlboysyosu:

- https://<DNA Center IP>/Kibana
- lesble IJoble -> yble 360 -> i>3|o -> o0 lJywed
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85,317 hits New Save Open Share € O Last15minutes

Add a filter +
logstash-* July 181h 2018, 13:08:10.118 - July 18th 2018, 13:24:10.118 —  Auto

Selected Fields

t kuberneteslabels.serioeNa

A level

t log

Available Fields o Btimestamp per 30 seconds
Gtimestamy P Time e . juberneteslabelsserviceName  level
-d v July 18th 2018, 13:24:04.00@ [httpd] 172.16.5.203 - root [18/Jul/2018:18:24:04 +2008] "POST Jwrite?dbmkBskp=%58REDACTEDRSOGuU=root influxdb
Jndex HTTP/1.0™ 284 @ "-" "Jetty/9.2.2-SNAPSHOT" c@13133@-8ab7-11e8-b212-000000000000 2866

198 - 19 13 ©p Biso 1986 Iy mlJs.

- wwed - peess 1Ugle JUuwed-

- kubernetes.labels.serviceName - 1Ug>06 lJos og)uo Idyved 1Jpeds.

- ldpuwoss - IJele 3JY Idgwed 1Jpess.
sedud luwogdle 030 1Jpdsd Josds) ptele Lbleds sedo lu ouwlesd eds wubtswo
|.J|oufiJGJ.J|Q g_9.5 QJ'o|p PTPRIEO DNA Center I'Jé_luo g_;éJ._9L_-9._§ro| SJs &2 2_|.J|C; !u.uoé)ho
lJesws Jpuwlesode eds [duse pg Jsolul.

plebd: 5§30 03l IUpuuews lpeds gJs g3plo pesus. 9JIu spdud crws gpdsle
lJoze 030 gds IUgsple Idos wuluwe leoslzle luved ol IIgble 9l odlzol.

2_|.J|C; |J|uu¢'aé.)|p

IJzuo9d eds gese IJuvedle IJos o sl pu 306 1JlJ2IS.

kuber net es. | abel s. servi ceNane: onboar di ng- servi ce

Search... (e.g. status:200 AND extension:PHP] ses lucene query syntax n



29 hits Mew Save Open Share < O Lasti5minutes »

{ Jabels servi ing-servi Uses lucene query syntax n

labels.

&
logrerror AND kubernetes labels. serviceNameionboarding-service
logerror AND kubernetes labels serviceName:onboarding-service AND time:july 18th 2018

Selected Fields ) 1 | 7 | - | I [ | I | ] | | o

Count

t kuberneteslabels serviceNa._. -
H @timestamp per 30 seconds Jul
A leve S oa — .
t log
13:19:00 V320K 13:21:00 122200 32300 132400 132500 13:26:00 132700 13:28:00 132900 13:30:0X 1EN00 332100
Available Fields o
Gtimestamp per 30 seconds
T Time - log kubernetes.abels serviceName level
t W » July 18th 2018, 13:32:17.00@ 2018-07-18 18:32:17,803 | ERROR | schedulerThreadPool-5 | 1| c.c.p.a.s.impl.InventoryServicelrpl  [iBGORGINGRSEIVICE -
e | No SKMPY3 Credentials found |
8 sowe s July 18th 2018, 13:31:47.900 2018-07-18 18:31:47,791 | ERROR | schedulerThreadPool-5 |1 c.c.p.o.5.impl.InventoryServicelepl  GRBGOROINGRESETVIEE -
h | No SMMPV3 Credentiols found |
t _type
» July 18th 2018, 13:31:17.800 2018-87-18 18:31:17,805 | ERROR | schedulerThreadPool-4 I 1 coc.p.a.s.impl.InventoryServicelnpl  GRBOGROINGESERVICE -
& docker.container_id | No SHMPV3 Credentials found |
© kubermnetes.container_name b July 18th 2018, 13:32:47.000 2018-07-18 18:30:47,884 | ERROR | schedulerThreadPool-4 |1 e.c.p.a.s impl InventoryServicelspl  BABGORONRGESEPVIER =
| No SKMPV3 Credentials found |
t kubernetes.host
t huberneves sbels.pod-template-.. » July 18th 2018, 13:30:17,000 2018-07-18 18:30:17,793 | ERROR | schedulerThreadfool-6 | 1 €.C.p.0.5.impl. InventoryServicelnpl  [RBGOROUDORSERVICE -

| Mo SHMPY3 Credentials found |

IJzueod eds JIds Iduvedle IJos cpess gds Iduvdusds "gbl”

o.Jp.sa: wzess beldle Uuwed 11, Jissel Idos ouis) [Js 929> puildd eds "gbl”
9" i vJ" 9' luuuuulc adl oo, d..s oedsd Iduwduvds Jodyy |.5 wwduwdé Jolisgo |a).,s
Spdo o omuind B luvedunld 1Jisble gl odlzol.

| og: error

265 hits New Save Open Share <€ O Last15 minutes »
Add afier +
logstash-* o July 18th 2018, 13:15:54.899 - July 18th 2018, 13:30:54599 — Auto B
™~ i o
Selected Fields [
t kuberneteslabels serviceNa... ¥
5
i level \3 = Count
10 . . @timestamp per 30 seconds
€ log I p— e .
, ; e [ o e O
1317:00 13:18:00 121900 13:20:00 12:21:00 132200 1323:00 132400 132500 122600 ¥77:00 132800 330100
Available Fields o
o @timestamp per 30 seconds
O/ gtimestamp Time . log kubernetes labels serviceName level
£ » July 18th 2018, 13:30:32.080 EG718 18:39:32.891432 7 nanny_lib.go:95] ERFBE nhile querying apiserver for resources: resource - error
t _index name may mot be espty
# _score s July 1Bth 2018, 13:30:22.800 E@718 18:30:22. 091089 7 nanny_lib_ge:95] ERRGH while querying apiserver for resources: ressurce - error
- name may not be empty
t ope
» July 18th 2018, 13:30:17.800 2018-87-18 18:30:17,793 | |ERAON | schedulerThreadPool-6 (] .s.impl InventoryServiceImpl  onboarding-service -
t asetime | No SNMPY3 Credentials found |
& docker.container_id » July 1Bth 2018, 13:30:16.800 2018-87-18 18:30:16,2¢1 - EERON - Request to server http://eted. kube-system.sve.cluster.local:2379 glusterfs-server -
- . failed: ReadTimeoutErrar( HTTPC host='eted. .sve.cluster.local’, port=2379):
endOfBate

Read timed out.",)

Op wledluss ez IJues 9pblugeo

sedud oz o ldpstdle IJos wblud pzeses oo lduwdlund wlowegsle AND (Is &) wso
IJuwdluwd.

| og: error AND kubernetes. | abel s. servi ceNane: onboar di ng- servi ce



29 hits

Mew Save Open Share <€ O Last15minutes >

» July 18th 2818, 13:33:17@ @, 20818-97-18 14:33:17,992 | [ERAON | schedulerThreodPool-2 1

| No SMWPV3 Credentiols found |

| c.c.p.g.s.impl. InventoryServicelmpl
t docker.container_id

&t kubernetes.contalnes_name s July 18th 2018, 13:32:40.000 2012-97-18 18:32:49,093 | [ERRAOR | schedulerThrecdPool-2 1

| No SMWPV3 Credentiols found |

| c.c.p.a.s.impl. InventoryServicelmpl
t kubermeteshost

v July 18th 2818, 13:32:17.080 2818-97-18 14:32:17,803 | |[ERAON | schedulerThrecdPool-5 1

| No SMWPV3 Credenticls found |

t kubernetes abels. pod-template-... | c.c.p.o.s.impl. InventoryServicelmpl

¢ bishamatas |ahale smreinn

edlebbs: Jswe zese IJedsd Slods Jdoee.

log:errar AND kuber, labels, servic ging-service Uses lucene query syntax “
log:errar AND kuber label:
log:errar AND labels.servie ding iee AND time:july 18th 2018
. (<]
Selected Fields -
t kubernetes.labels serviceNa._ ¥ os
H
i teve & os
t g -
3:22:00 RPN 132400 13:25:00 122600 132700 280 400
Available Fields o
) @timestamp per 30 seconds.
© edmensmp Time . log Kubernetes.labels serviceName level
= = v July 18th 2018, 13:34:17.080 2018-97-18 13:34:17,805 | |[ERAOR | schedulerThreodPool-5 I | c.c.p.g.s. impl. InventoryServiceImpl =
- | No SNMPY3 Credentials found |
index.
# _score » July 18th 2018, 13:33:47.080 2018-97-18 18:33:47,895 | ERRAOR | schedulerThresdPool-5 I 1 coc.p.g.s.impl. InventoryServicelmpl
. | No SMMPV3 Credentiols found |
t _ype

I3l Joo o 1o oss IJedsd IJslods Jdoee Vb Vs Joegs IJedsd IJpwlzs. 23> gzds
IJoosisé 99 wotuosue IJerue. spdud lsuol opass wae 1oz IUss ouss luwesleo: eds

wosd Ipoldd lduvdueds 9ldwsdss 91,8 e 9pl 1Us 3J9.

Available Fields

Aggregatable

any =
Searchable
yes =

Type

v any

date
string
number
_source
boolean
conflict
unknown

—[-1l':|

F=w

IJzwo9d eds JIBs Iduwedle po obist p2d

sedod [Jolds guue) 96w I pelss) Idwze. luvegse los 1Jesble IJeldss po 28J IJulbld

lJ5pus:



59,030 hits New Save
Time Range
Today Yesterday Last 15 minutes Last 30 days
This week Day before yesterday  Last 30 minutes  Last 60 days
. This month This day last week Last 1 hour Last 90 days
palh e This year Previous week Last 4 hours Last 6 months
Dashboard Thedaysofar  Previous month Last 12 hours Last 1 year
Absolute Week to date Previous year Last 24 hours Last 2 years
Timelion Month to date Last 7 days Last 5 years

Year to date

Search... (e.g. status:200 AND extension:PHP)

- QUISE — pu 125 X0 8536: 9 Jwlgs: I9 s9p: 19 Tuwlose.

COues — p0 18 X888 I wles 19 $9p 19 Tuwlose 1Js obst e

: Pvaj — pu olbysg pead Ids olhsg pesd TE)

luolds 289J s 1w s IUg 00

Open  Share

C Auto-refresh € O Last 15minutes >

]

Sedud |Uolds 1dpsss pu 1Jedsd IJs bbysds Ie,ue IJIde,lass Jdewnsd eds pisd pu
IJeedople 2od Idywedle. lowdd lds gis "lJedsd Idecles”s e 225 "luol9s™ 95 1e9sd Idws
oS lbolyol. wes o w@9pe wewb IJuessole lUgluos o wbo, 1Jz99d Vs IJg) 0

lyssuvs-

kubernetes.host10.1.1.3

IJoze gu iébln U 008U peodVdosy VS v IUs G

Uses lucene query syntax n |
|

Add afilter + |
logstash-* e July 18th 2018, 13:39:35.636 - July 18th 2018, 13:54:35.636 —  Auto : |
3
Selected Fields -
2000
t kuberneteslabels serviceNa.. =
5
4 el S o0 .
Eiky I‘ 11 | | i B | | -
O 13:43:00 13:44:00 134500 12:36:00 13:47:00 13:48:00 12:4900 13:508 135100 135 13:5300 135400
Available Fields o N
@ @timestamp per 30 seconds
@ @timestamp Time tog Kubernetes labels serviceName tevel
£ v July 18th 2018, 13:54:35.000 172.16.3.37 - - [18/1ul/2018:18:54:35 +2000] "POST /write?dbekstprecisiones HTTP/1.1° 204 @ *-* influxds
o e Python-urllin/3.5
# _score v July 1Bth 2018, 13:54:35.000 ([httpd] 172.16.0.135 - - [18/Jul/2018:18:54:35 +0000] "POST /write?db-kBshprecision=s HTTP/L.0" 204 8  influxds
=-" "Python-urllib/3.5° @36ecllo-Bobc-1le8-aclf-000000000000 646
t _type
»  July 1Bth 2018, 13:54:35.000 [nttpﬁ'J 172.16.3.23 - - [18/)ul/2018:18:54:35 +000@] “"POST /write?dbekskprecision=s HTTP/1.9" 4@ 326 influxde
t agent “Python-urllib/3.5" @3FB15fF-Bobc-11e8-ac21-000000000000 1972
t asctime v July 18th 2018, 13:54:35.000 ([httpd) .1?2 16 5.203 - root [18/Jul/2018:18:54:35 m] ms'r T influxds
HTTP/1.07 "e" "Jetty/9.2.2-SHAPSHOT" 1194
t code
e » July 18th 2018, 1354:34.000  [hecpd) 172.16.0.135 - - [18/Ju1/2018:18:54:34 ~0000) POST /uritetdbekéstprecisionss TTP/1.0° 204 8 influsds
: - “Python-urllib/3.5° @33e26b6-Bobc-1le8-acle-200000000000 918
@ endOfBatch
» July 18th 2018, 13:54:34.000 2018-07-18T18:54:34.532+0000 1 NETWORK [conn7@50] received client metodato from 127.0.0.1:40884 mongody
t fliename conn@5@: { driver: { nome: “nodejs”, version: "2.2.357 }, osi { type: "Linux", name: “linux”,
grchitecture; “x647, version: "4.4,8-128-generic” }, plotform: “Node.js v6.9.Z, LE, mongodo-core:
t first_request line. 2,110 }
t funchame v July 1Bth 2018, 13:54:34.000 2018-07-18T18:54:34.541.00900 1 - [conn7@50] end connection 127.0.0.1:40884 (431 connections now mongodh
open)
i 3
kubernetes host:10.1.1.3 Uses lucene query syntax n
Add a filter +
logstash-+ o July 18th 2018, 13:35:35.636 - July 18th 2018, 13:54:35.636 — Auto H
Selected Fields
t host »
3
t kuberneteslabels serviceNa,,, “ 1,000 T
B | mlenE || o T
& log 3400 134100 134200 13:43:00 e 0 134700 13:48:00 13:45:¢ 5000 X51:00 52
9 mlmmemp per 30 seconds
Avallable Fieh
p . e Time - log kubernetes.labels.serviceName * %<3 level host
© @mestamp » July 18th 2818, 13:54:35.000 1?2 16.3.37 - - [18/Jul/2018: 18:54:35 +Q008] "POST Juriteldb=kBskprecision=s HTTP/L.1" 204 influxch
t d "Python- ur'l'l\br’} 5"

Gp woUPpSY £2p0su 9198, B pelss) Iduze. clds po bgld Iwele 1Jg0lo so Gsuwsy

33uoJol pg s

| og: error && (kubernetes. | abels.servi ceNane: onboar di ng- servi ce OR
kuber net es. | abel s. servi ceNane: tel enetry-agent)
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50 hits

MNew Save Open Share < O Last15minutes »

k i ba na logrerror & (kuber label
Add a filter 4
alize
Dashboard oy

Tirm

t kubsrnetes.labels senieeNa .

i level

t log

Available Fields o

Popular

t kubernetes.containes_name

t kuberneteslabels pod template-.

Apache Lucene - o

le

Time -

July 23rd ZO18,

July 23rd 2018,

July 23rd 2018,

July 23rd 2008,

July 23ed 2018,

OR

89:07:24.000

03:07:90.000

09:06:54.000

89:06: 24000

09:06:15.000

labels. )

Juily 23rd 2018, 08:52:59.895 - July 23rd 2018, 09:07:59.895 —  Auto B

‘@timestamp per 30 seconds
log

2018-87-23 14:07:24,245 | [RHDR | schedulerThreedPool-3 I | €.c.p.g.5.irpl. InventoryServicelrpl
| No SNMPV3 Credentiols found |

{"asctime™: "2018-87-23 14:07:00,743", "eimeMillis™: 1532354820.7431946, "Filename":
“talemetry_nanager.py™, "Funchame™: ".start_services®, "levelname": - “levelno”: 49, “Lineno™:
101, “module™: “telemetry. r", "mgecs™: 743.194580078125, “messag
tlﬂiel‘h\n host: You ore not outhorized to pcpl'm this operation™, “name ‘bolmtryw-augn',

"2 “Jopt/maglev/l S/site-pockages/telemetry_ogent. uetrymoel'-mi',
“precess”: 24, "processNome™: “MainProcess®, "relativeCreated”: 438813335, nsﬁuau, “thread”
140658652190464, “threadiame®: "StarterThread", ~level”:

2018-07-23 14:86:54,173
| No SNMPY3 Credentials fou

.irpl. InventaryServicelrpl

BRRDR) | schedulerThreodfool-4 |
nd |

2018-87-23 14:06:24,150 | [ERHDR | schedulerThreadfool-4 | | €.c.p.a.s.inpl. InventoryServicelmpl
| No SNMPV3 Credentiels found |

{"asctime®: “2018-07-23 14:06:15,644", "timeMillis*: 1532354775, Lename" :
"telemetry_sanager.py”, "funchame®: "_start_services®, "level , “"levelno": 48, "Lineno”:
101, "module”: "telemetry_manoger®, "nsecs": 644.8056697845459, "message": "Unoble to connect to
tethering host: You are not mhurlud to perforn this operation”, “nase": 'u'luevy-mge
“pathname”: "/opt/magle /telemet Mwmncr PY"y
“process”: 24, "processame”: “MainProcess”, "relativel 438768237, DSNE?BS. “thread”:
140658652 , “threodNome™: “StarterThread”, “level “exe_info": “Treceback (mt recent

ses cene uery s [ER)

09:07:00
kubernetes labels serviceName level
‘onboarding-service -
‘telemetry-agent ERROR
‘onboarding-service =
‘onboarding-service -
‘telesetry-agent ERROR


https://www.elastic.co/guide/en/elasticsearch/reference/5.5/common-options.html#date-math
https://lucene.apache.org/core/2_9_4/queryparsersyntax.html
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