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lJodosule
1. wujsd Secure Client NAM (p>s) 1J9uo9d 1Js Iduveds) soewswo.

Couisd pey pdY g rsd NAM IJles 9o dwseo.

Adoedssuole IJlve,)lgoso 1Jgles

Aduwsobsy 18 edsse blde NAM IJley Jpuob§6 puveése PEAP (MS-CHAPV2).

Aduwsobsy 28 edsse pdopuws NAM IJles 1JElue wldgpsd J EAP-FAST B 9§ 9lz>
0> wdysu puob 96 IJpuwedse 9ldzol;.
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1. wujsd Secure Client NAM (>, 1U9u29d 1Js Iduveds) soewswo

ouisd olez Cisco
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Cisco Secure Client Pre-Deployment 06-Feb-2024

Package (Windows) - includes individual MSI
files@
cisco-secure-client-win-5.1.2.42-predeploy-k9 zip
Advisories [

pd<é MSI zip
wey wujsdol 9luwedlzeli 1u@) W9 IJlesls.

Profiles

Setup

12 cisco-secure-client-win-1.182.3-thousandeyes-predeploy-kd

#2 cisco-secure-client-win-5.1.2.42-core-vpn-predeploy-k9
£ cisco-secure-client-win-5.1.2.42-dart-predeploy-k9

¥ cisco-secure-client-win-5.1 242-iseposture-predeploy-k9
#¥ cisco-secure-client-win-5.1.2.42-nam-predeploy-k9

:ﬂ cisco-secure-client-win-5.1.2.42-nvm-predeploy-k9

ﬂ cisco-secure-client-win-5.1.2.42-posture-predeploy-k9
ﬂ cisco-secure-client-win-3.1.2.42-sbl-predeploy-k9

12 cisco-secure-client-win-5.1.2.42-umbrella-predeploy-k8
#2 cisco-secure-client-win-5.1.2,5191-zta-predeploy-k9

(3! Setup

|| setup
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P Ciace Secure Client Intall Selector - ] X

Select the Cisco Secure Client 5.1.2.42 modules you wish to
nstall:

m Core & AnyConnect VPN
m Start Before Lozin

m Network Access Manager
m Secure Firewall Posture

m Network Visibility Module
m Umbrella

m [SE Posture

m ThousandEves

m Zero lrust Access

m Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

i>16 opasd ldosose

o) eds vovse ldeolua) 1dperré.

l9ed 1Jl9Jl.



] Cisco Secure Client EULA X

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By dicking accapt or using the Cisco Technology, you agree thal such use is govemned by the
Cisco End User License Agreemeant and the applicable Produd Speacific Terms (collactively,
the “EULA"). You also acknowledge and agree that you have read the Cisco Privacy
Stalement

If you do not have authority 10 bind your company and its affiliates, or if you do nol agree with
the termis of the EUILA, o nol click "accepl and 4o nol use the Cisco Technolagy. Hyou are a
Cisco channel paner accepling on behalf of an end customer Ccustomer”), you must inform

the customer that the EULA applies to customer's use of the Cisco Technology and provide
the customer with access to all relevant lerms

The lalest version of documeants can be found at the fallowing locations.
« Cisco End User License Agreement
RS AW, 0 5 D0 O eniiu s/ & Baulne galicl oy d-ang-
Sofwareend user license Sgresnment nimi
= Applicable Product Specific Terms: hitps (hwww dsco.comigenius/aboutlegalicloud-
and-software/sofware-lerms himl W
«  Ciscd Pivacy Statement hiltps i i FruChgn g aliprivacy-full hbm

'jL"Sd‘ Olsos
Sew lebé IJogvgsd ves vouse NAM.

Cisco Secure Client Install Selector X

You must reboot your system for the installed changes to take effect.
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pw U IJuoWes IJos swpe Bsol wyjsd Secure Client: swpe IUgey) eds ésh pe pdod

lJog)se.

Suweese 03l IUpeld 1Jgsh e 1Jluosl) 5.1.2.42.

Profile Editor (Windows )&

OG- Fslp- A2 1501 Mg +

Tppis=cisco=spcurg-=client=win=5 1.3 4 - proflpedioe- k% msi

Adwsones [

£To0 pUS g s

vy wujsdo lwee) Vs ldoouso.

O vovgsd pJud msi.

ﬂ Cisco Secure Client Profile Editor Setup

|

Welcome to the Cisco Secure

Client Profile Editor Setup
Wizard

The Setup Wizard will install Gisco Secure Chent Profie Editor
on your computer, Chdk ™ext” to continue or "Cancel” to
exit the Setup Wizard,

Old3s l‘"c.)\.) {a®)) {ﬁdd UC)&)Q_‘SJ
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Igvogsp tsb lesh 1Joesses.

4 Cisco Secure Client Profile Editor Setup

Choose Setup Type

Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for
mast users.

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
USers.

Complete
All program features will be installed. (Requires most disk
space)

lﬁab T ﬁdd UC)&)&J

< Back Next > | Cancel




# Cisco Secure Client Profile Editor Setup

Ready to Install

The Setup Wizard is ready to begin the Cisco Secure Client Profile Editor
installation

Chick “Install® to begin the installation. If you want to review or change any of your
installation settings, dick Back". Click "Cancel” to exit the wizard.

Advanced Installer
<Back [ Winstal || | Cancel

Ibl) lJoowse

o) 998 lwole.




Completing the Cisco Secure
Client Profile Editor Setup
Wizard

Click the "Finish” button to exit the Setup Wizard.

[] view readme file
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Eest match

Metwork Access Manager Profile
Editior

App

— Metwork Access Manager Profile Editor

.'.r||'|
O network acoe - See web reults

nefwork acoess pr-nteu:iinn
Open

network acoess
Fimn a5 Fimmstralor

" network acoess control Open file location
network access confrol producis B pan o SEant
network access point J = Pan to taskbar
network acoess control tools Lininstal
network acoess device

nEhwork acoess control list

network access control gartner
magic quadrant

network access control security

network acoes M

pery pJ 1Jog,sd J NAM eJs Ginsb 1doze

o pd cowse e85 IUsuesd Ids 1duveds 9pz)) pdW IJog)rs.
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File Help

J: Network access Manager | Client Policy

Authentication Pobey Profile: Untitled
Hetworks

- Connection Sattings
J2 Hetwork Gn
L oUPS :
Connection Attempt:

() Before user logon
Time to wait before allowing user to logon (sec.)
(®) After user logon
Meda
[ Manage WiFi (wireless) Meda
[ Enable validation of WPA/WPAZMPAS handshake
[[] Enable Randomized MAC Address
Defauit Assodation Timeout (sac.)
(7] Manage Wired (802.3) Media
[ Manage Mobie Broadband (3G) Meda
| Enable Data Roaming
End-user Control
Alow end-user to:

] Disable Chent s —

=l C [ Enabe by defauit

[] Spedfy a saipt or appbcation to run when connected .

Oz £ psd pzo pUD W s NAM



File Help

) Authentication Policy
Profile: Untitled
Alow Association Modes - Alowed Authentication Modes
A Sedect All (Personal) 4] Sedect All Quter
|1 Open (o encryption) EAEap-FasT
[ EAP-GTC
=] Open (Static WER) & 2
[ Shared (WEP) [ ewns
[ WP Parsanal TP [Flearms
[ WA Personal AES FlearaTis
= [ easos FAEApMscHAR2
EAwrazpersmaliTiae [P0 fegacy) ] 0P egacy)
[l WPAz2 Personal AES [ MscHAP Jegacy)
[l WRA3 Open (OWE) = 2 2
] wras Personal AES (SAE) bese
[ rerr
[ Sedect All [Enterprise) =
] Open (Dynamic (802. 1) WEF) [ EAP-MECHAPVE
[ WP Enterprise TRIP BT
Alowed Wired Security
[~ WPA Enterprise AES Fsdect Al
] WPAzZ Enterprise THIP ] Open (o )
T (802, 1x only
L SaNEE T [ 802, 1x with MacSec
] CoxM Enterprise AES [+] aEs-GoM-128
[ WPAS3 Enterprice AES = e

Sl pURladh ey pdS SESS NAM




File Help
ks %eiw Access Manager Network Groups
Chent Policy .
? Authentication Pokcy Profile: Untitled
yﬂ!‘t‘ﬂﬂﬂﬁ Group:
L Network Groups Local networks <] [ oae= e
Allow end-user to: T
A See scan kst

MNetwork Order

Global Networks

‘Wired:

]

Up
Deawm
‘Wireless:
Up
Down
Other Networks in Local networks Available Networks
Wired: Wired:
HName: Current Group
Up
Dewn
Mﬂ. = = Mﬁ.
Hame Current Group
Up
Deawm

edlpd wussw presele IduvoJds

4. l|dywsobsy 10 odssu gpsd NAM |JT|0Q Jeuob 96 pwwise PEAP (MS-CHAPV2)
loowd s Suwe Iuvodle.
SpIJu 239 pJV gV Iduveds IJlve,)los.

I, W89 luolds (Add).



Networks
Profile: Untitled

Network

Mame Media Type Group™

Edit...

Delete

* A network in group ‘Global' is a member of afgroups.

ogsle pdd O K63 IJ o ss
Gp vouwess pJVd og)sV IJuvuds.

2> £P9pS J 8LPS6 IJpresgs. 223 suvlsb Idubods IUunddse.



Networks
Profile: Untitled

() In group: Local networks

Choose Your Hetwork Media

(@) Wired (802. 3) Network

Sedect a wired network if the endstations will be connecting to the network
with a traditional ethernet cable,
() WiFi (wireless) Network

Select a WiFi network if the endstations will be connecting to the network
via & wireless radio cormection to an Access Point.
S5ID (max 32 chars):

Hidden Mebwork
Corporate Metwork
ASSOCENON TEmsout o5 SECONGS

Common Settngs
Script or application on each user's machine to run when connected,

Buep 098 surlish pJd O K IU 28
o) 999 Next (IJelds).

23> PP B8 IJubds sluwegse IJIBesluos Julds Igsble Bs Guwe puvass Uiplo.



[ Cisco Secune Client Profile Editar - Network Access Manager

File Help
. Hetwork Access Manager || Nietworks
Chent Policy 2
ko Profile; Untitled
Hetworks Seaurity Level A Typs
T Metwork Groups () Open Network
Open nehwdrics have no seourity, and ane open to anybody within range, This i Cormection Type

@ Buthencatng Retwor
Authenticating netwaorks provide the highest kevel of seourity and are perfect for

enfenpise kevel networks, Authenboation nebworks reguine radus servers, and
gbher netvwri infrastructure,

802 1x Settings
suthPeriod (see.) 30 startPuriod (pec.) 3
heddPericd (e} &0 ANSIAE 2
Port Authenicaion Exception Palicy
[] Enable pert excepbons
Seaurity Allow data traffic before authentication
Ky Management ) Alcre data raffic after authenbcation even If
| L 2P Falls
== :r'-?- eeds but key management fals
AES GOM 128 o d }
AES GCM 255

PO Tpl0 0o I o8

oy eds IJelds Jpologd luwedsle Suve e IJleuold.



ﬂ Cisco Secure Client Profile Editer - Network Access Manager

File Help
j.gwtmmw | Networks
Cherit Policy -
hentication Poley Profile: Untitled
Hetworks Metwork Connecbon Type
= Network Groups () Machine © "
This should be used if the end station should log onto the network before the o
wtar logs in. This i typically uzed for connecting to domaing, b get GPO's and Cradentisle

O-igsr (arwin b Teioe) Bl s Pubansre T {1 [ TRAs At

The user connection should be used when a machine connection i nott needed,
A user connaction will make the netwodk svalable after the user has logged on.

() Maching and User Connection

This bype of connection will be made autema bically when the machine boots.
It will then be brought dewn, and bad up sgain with different credentials
wihen B wser logs in.

09 lwpeld pdd wg b Idybasls
2> Wt louald Idpuwedse.
lud) eds IJelds Jeologs Guve puolb 36 IJpuwotse Iewsd, 1le.

235> PEAP U586 EAP 1Jgl06.



B Cisco Secure Client Profile Editor - Network Access Manager

File Helg
J.E'Ejm AccessManager | Metworks
23 Chent Policy 5
Authentication Polcy Profile: Untitled
Networks EAP Methods
T Metwork Groups O EAPMDS O Eap-Tis
() EAP-MECHAP () EAP-TT]
OEAPGTC C=2
[} EAPFAST

[ Exctensd user connextion beyond leg off
EAP-PEAP Settings
7] Validate Server Identity

[7] Enable: Fast Recornect
) Dizabls when using & Smart Card
Inner Methods based on Credenbals Source
(@) Autheniticate using a Password

A EaPMECHAPYZ

[CJearatC
() EAP-TLS, using a Certificate

(Z) Authenticate using a Token and EAP-GTC

pLeld@8 p i sp fdd Qt)éd oo sls
Jloes) IdBse IJlve,)lose W leshble EAP-PEAP.
olog pe Suwpe Uiu.ule__s.__, [Us12Jsé 1Jpuwewssd [Js puos) wslule IUlgwels.

o0 IJlpwlds o 1Uslgdss 1Jpoessé 192936 J EAP PEAP. 235 1Jpuol 86 wluwegsle IJed 09,
9¢»> EAP-MSCHAPV2.

lug) eds Idolds JJluve sl s Quwe IJubolss.
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lesble EAP-PEAP. Cldouwewo |[Js EAP PEAP. Wluol ©89p wepdso IJoopsy
wluwegsle Juolss [Jghe.

WOs Juwpe Iduvoblo: Vs @9les e Iduiolds [Je9e9d wor swp luweésle 1J8lexs wolso [Jlwe
IJuilisg o c.com. suins) 03l IJBuwp po IJodssu lJs [Jubelss lJos suwagseol IJghe loule
w99 EAP PEAP. |31 wp luwwgsle peyd 306 1J09so (ISE) eds vsisod Bspdud |uuwgsle
IJluwpe Idublise Juwol>e EAP Jg 956 glbpe IJuog.



[BF Cisco Secure Client Profile Editer - Metwork Access Manages -_ O

File Help
|| Network Access Manager o INetworks
mm?m Profile: Untitled
mwm Certificate Trusted Server fiudes LI

Security Level

P Connection Type
Hame ends with ¢.com
L~ Flin

Cragentisge

Certificate Fisld el bk Value
Subject Alt. Hame - exnctly matches w
Add Save
Certificate Trusted Authority

(®) Frust any Root Certficate Autharity (CA] Installed on the OF

() Inchude Root Certificate Authonity (CA) Certificates

A Rerrayve

Buep 2188 Ggued 1Jynls

Sedu s tshsu Bs psze Idpues$. Josl IJuvsobss wadl pu 1uol8s Giolss p)ze
PUPIY pT336 p9 986 gJs Ubol>é RADIUS EAP. swpe luwegsle IJgsh ©@86 |s pize puodd 2o
(CA) povo gds ublp IJoyigsd.

o0& 03l 1Jgsh se@ zols Windows Bes ls Livol>é EAP 09886 o0 Buwd Jewé pouopwd Bs bbl)é
Wlesue wolee wdsse IJpumotspso —Idpuvese Ields > pilee Idouorsd 1)
lJe9e98 Vol > I ieble.

oy 998 Next (IJolds).



E Cisco Secure Client Profile Editor - Metwork Access Manager

File Help

. Metwork Access Manager
8% Chent Policy
Authentication Pobcy
o Metworks
i Network Groups

! Networks

Profile: Untitled
User Identity
Unprotected Identity Pattern: B TS

Protected Idenbty Pattern: [berrinme)

User Credentials
s Single Sign On Credentials

» for Credentisls
(") Remember Forever
() Remember while Liser is Logged On

() Use Static Credentials

T R

Buee LGOI 1E Opls add Of K6 IJ s

Madia Type
Sacurity Level
Connection Type
Liser Auth
Certificates
Credentals

B Suwe wslule Idlgeel sop wgss) Suvp wslule leopb IJpuueésp O Gb.

sop o Jesh pbldus wuslole Ilgopl > gp Iesd,; losl JsJd S IJ puobs. sew
eds IJpuwogse 1Uss s@p wlple IJpuolb8s 1beld wslole IJlge el 1Ugluo08 wo.

bylb9s wpe.

I pJw wg )58 Secure Client Network Access Manager. p&J configuration.xml ol wegsle
E,-.,_Slj Ple.Q > E_k.QJD ;_;|uuro.

Jeed "b1Ls 1Jsuosd 1Js yvwds IUg psd IJlews" ouwedse pdd IJog s 1Uds wp loublgo

JJwye luwowsd pdws configuration.xml W 1UsJdsd IJelds oldsdsd 1z ss:

C:\ProgramData\Cisco\CiscoSecure Client\Network Access Manager\System



pdlebo: sgo wuwpess IJedwd configuration.xml. glJI WJu SgpJ.



"4 Replace or Skip Files — X

Moving 1 item from PEAP MSCHAV2 to system

The destination already has a file named
“configurationxml”

v’ Replace the file in the destination

? Skip this file

42 Compare info for both files

More details

lowewsld pdbe 1dpJd
5. lduvsubss 2: vdysu gpsd NAM Tpo Jeuob 96 EAP-FAST IJpwjlewd Jdpuwegse 9lJIJs
ez pzy pd wgrsd NAM sluedd IUs Guwe Iduvedle.

o) 998 luol s (Add).



Networks
Profile: Untitled

Network
Name Media Type Group™
Add
Edit...
Delete

* A network in group 'Global' is a member of afgroups.

edlps wusse Ubods ez pdd wgrsd NAM
bed luwel Bs waLosd IJubuds.

22> ep9ps J 96 IUpresgs. wedss suwlisb IduveJds IJpwddse.



& Cisco Secure Client Profile Editor - Mebwork Access Manager

- 0
File Help
Ju Hetwork Access Manager 1 Metworks

Chent Pokcy .

- . Profile: Untitled

Natworks. . Meka Type:

= | = 3
) I group: Local retwvarks

o

Sedect & wired network if the endstations wil be connecting to the network
with & traditional ethemnet cable.

Sedect & WiFl network i the endstations will be connecting to e network
via a wireless radio connection bo an Acoess Point.
SSID {manx 32 chars):

Hicldesn Me ek
Corporabe Mebwark

Asgocaon Timeout 5 seconds

Common Settngs

Saript or applcation on each user's madhine to nun when connected.

Buep 038 1Usomlislo
108 B9 Next (IJelJ.s).
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B Cisco Secure Client Profile Editor - Network Access Manager -

File Help
|1 Network AccessManager | Networks
Chent Pobcy -
Authertiication Pollcy Profile: Untitled
Hatworks Seourity Level Media Type

Open networks have no security, and are open to anybody within range. This iz Connection Type

Ruthenbcatng Hetwerk
Authenticating netwarks provide the highest level of security and are perfect for

enterprise level networks.  Authentication metworks require radius servers, and
other network infrastructure,

- BO2. 1 Settings -
authPeniod (sec.) 30 | startPeriod (sec.) 3
heldPeriod (sec.) &0 | maxStart 2
- Port Authentication Excepbion Polcy
] Enable port exceptions
Security Alow data traffic bafore aul =]
Key Management Allow data traffic after auw o wven if
[ = EAP fals
EAP succeeds but key mansgement fals
AES GCM 123 o 3
AES GCM 255

B P pUD OF HEL pLuas Iiplo

lody eds Idelds Jpologs luvesle Guve woe Ilouold.



& Cisco Secure Client Profile Editer - Metwork Access Manager

File Help

|, Network Access Manager | Netwiorks
Chent Pokcy .
hencation oy Profile: Untitled
Metworks e bwark Conneciion Type Media Type
# Network Groups (") Machine Connection Secuity Level
This should be used if the end station should log onio the network before the
user logs in. This is typically used for connecting to domains, to get GPO's and Credentials
other updates from the netwark before the user has access. Liser Auth
{7} User Connection Credentiss

du“s“ Qj& Uluuold

8p wodosy puol 86 IJpuuegse 9ldIJs B 1o 9l po eI wedss IJgsh) IJelde.

Thee user connection should be used when a madchine connection is not needed,

A user cornection will makee e nebwork avaldable after the user has logoed on.

Thiz type of connection wil be made autematically when the machine baots.

It wall then be brought down, and back up again with differént credentials
when the user lags in.

o) 999 Next (IJolds).



& Cisco Secure Client Profile Editor - Network Access Manager a =
File Helg
|| Metwerk Access Manager | Networks
Chent Policy - 2
Aol anen ey Profile: Untitled
et £AP Methods aece Type
=12 Network Groups () Exp DS O)EaP-TLS et b
() EAP-MSCHARYVZ QEap-TIS Machine -y
(I EAPGTC e -
- Cartificates
[C] Craschen tiaks
Lisér Aasth
Credenials
[ Validate Server Identity
[] Enale Fast Recornect
[ Eae-GTe
When reguesied send the dient certificate in the déear
Only ficates
Send chent certificate using EA n the urnel
E Use PACS
Myt Canesl

Burp pueId@s 1JTJs

WOs Yuwpe puolh o 1Jgolje 23> EAP-FAST Jb,s96 EAP. Jl wgs) 9sp EAP FAST Settings

IJl el oss. wldougwes Jdby @ 1UsIdss Ideuwowss IUs puos) wslole Idlgwels 2> Guwpe
lJpuol> 96 Lluwegsle JJpeo 1Jp,y9) SEAP-MSCHAPV2 Clsoolyo IUb)ys86. &p 233 esh luveésle
punstle 1Usuo9d Idpzes (PACS).

oy 999 Next (IJelds).

B Suwe lduvoblo: B Gles ¢hhe 1ol 1Jesesd vo suwos Idluwe IJuslisg JJSless
c.com. subsy 03l IJBuwe 1Js Idusolss IJes suvegspol IJghe loule o> 8§ EAP PEAP. B
2lds luwwsle pp)d €306 1Jegss (ISE) eds wssed: spdu luwedsle 1luwe Idublisg Juioelss
EAP Jg 956 gbpe IJuog.



Networks
Profile: Untitled

Certificate Trusted Server Rules oL
Security Level
0> Connection Type
Subject Alternative Mame ends with ¢.com Machine Auth
Certificates
Credentials
U=ser Auth
Certificates
Certificate Field Match value Credentials
Subject Alt. Mame e exacty matches e
Add Save
Certficate Trusted Autharity

() Trust any Root Certificate Autharity (CA) Installed on the OS5

{O) Indude Root Certificate Authority (CA) Certificates

Ao Remove

Mext Cancel

Burp IJOE8 sl Flap Idppola@s 1JTJss

Sedu 0o Esbsu Bs ez puosd. wlduuwes Josl lduvsubss: wadl pu luolds uolss
PITE PUPIS 2236 p98ES eJis wvold RADIUS EAP. I uegse IJesh 1Jeds Bs ls poze pu2d
23s (CA) povw gds uble ldoybgsd.

cluwogsle o3l 1Jgsh: se® Windows s ls Uuol>s EAP 0996 pU Yud Jeuwb gule puopud
B wulpz bhé guolss Idpuwese (IJeuwese 1delds > plze IJouossd 1dzd) 1Jesesd Ssol
> IJuvolbsle).

o) 998 Next (IJelds).



H Cisco Secure Client Profile Editer - Netwedk Access Manager

File Help
|, Metwork AccessManager | Networks
Chenit Policy .
i Pilcs Profile: Untitled
Networks Machine Tdantity Media Type
I Metwork Groups Urprotectad [dentity Pattern: host/anonymous Security Level
Comnection Type
Protected Edenbity Patiem: host/fusername] Machine Auth
Certificates
Credentials
Uer Auth
Credentisk
() Use Stabc Credentials
Password:
conce

Burp LEIOIL IE Wels puels38 Mahine

22> luwepdle puwséle Idzols Os Suwe pumstle IUzols.

o) W98 Next (IJelds).



B Cisco Secure Client Profile Editor - Network Access Manager

File Help

Metwork Access Manager

{8} Chent Pobecy
Authentication Policy
Hebwarks

= Metwork Groups

Bu pueId@8 Ip e sp

lJouwos 1Us puols 86 IUpuetse: 23> EAP-FAST b6 EAP.

(A validate Server Identity

[+] Enable Fast Reconnect
[] Disable when using a Smart Card

Inner Methods based on Credentials Source

() Authenbcats using & Password
[]EAr-GTC

() Authenbcate usng a Certifcate
When reguested send the dient ceriicate in the dear
Orily send dient certificates inside the tunnel

Send dient certificate using EAP-TLS in the tunnel

() Authentcate using & Token and EAP-GTC

B usePacs

HNext Cancel

Jloés) IJdse IJIBe,luoss Bs Buwe leslsle EAP-FAST.

— O
| Metworks
Profile: Untitled
EAP Mathods Media Type
() EAP DS () EAP-TLS Seauity Level
) EAP-MSCHAPY2 () EAP-TILS ':“"""""N:m*“
EAR-GTC PEAS 2

O Q - Certificates
—
[[] Extend user connection beyond log off User Auth
Certificates
Credentiols

wlJogweo JJioug.._J lUs12ds [Jpuwoos Ids uve puod) wslule ldlgo el gas 1dpuol> 96
oluwesle JJpsd o9, SEAP-MSCHAPV2 Jb,) s 96.

22> luwepdle pumstle 1Usuosd 1Upzes (PACS).

lud, 898 Next (IJelds).

OGS Yuwp Iduvoblec Vs @9les gbp IUuiol>s 1Jp9e9d wor wuwoes 1UBless wluwe gle o c.com.
9030 lJodssule os Jduvolss IJus suvwwgspol 1IUEDe &ole w99 EAP PEAP. I3l wp luweésle

ISE B wssed: spdo luueesle IUluue Iduslkse Juolss EAP Ul 06 wedss ¢he IUuoz.



Networks
Profile: C:\Users\LAB 5\Desktop\EAP FAST\configuration.xml

Certificate Trusted Server Rules

Common Mame ends with c.com

Certificate Field Match Value
Commaon Mame [ ends with w | |C.com
Remove Save
Certificate Trusted Authority

{®) Trust any Root Certificate Authority (CA) Installed on the 05

(C) Indude Root Certificate Authority (CA) Certificates

Add Remaove

Mext Cancel

Bure IJE38 LB unlab Clop puelads U(:uuo'cdﬁ

sedu s tsheso Vs Jesze 1dpuosd. Josl IJuvsoubsy wadl po 1uolds Giolss pze
P28 236 p9 886 £Js Uolrd RADIUS EAP. sop luueole IUEsh ©86 s pize puosd 23
(CA) povw gds uble Idogugsd.

o) 999 Next (IJelds).



Networks
Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: AnOnymous Security Level
Connection Type
Certificates
User Credentials Credeniisls
User Auth
O Uise Single Sign On Credentials Certificates
(@) Prompt for Credentials Credeniiss
() Remember Forever
() Remember while User is Logged On
(@) Never Remember
() Use Static Credentials
Done Cancel

oglolo \603(:\3 pueld @b Uﬁwg)és@

9 Suwp ldpuwsglo sup wEss) Suwp puwstle [Jpuwegse VEb.

e weass IJesh Luwlds eo wslule IUlgwpls > 30 1Jesd,. J3JY Bs IJ puob@é: sew o
wgd puob 96 Idpunese wslule Idlgepls 1UElLos wop.

b8, 9939 1Jj) wpe”

233 pdO > 200b Ulup wp leb pJu og )59 Secure Client Network Access Manager oluwpe
Configuration.xml.

Jeed Secure Client Network Access Manager suwwgspe pJo IJog) s 1Uss wp lugilge JJo:
luvewsd pJud configuration.xml Ws IU>Jdsd IJelds wldsdsd 1Jzass:

C:\ProgramData\Cisco\CiscoSecure Client\Network Access Manager\System



pdlebo: sgo wuwpess IJedwd configuration.xml. glJI WJu SgpJ.

6. IJuvsubss 3: wdsso bldo NAM IJleo Jeuol> 96 Guolss puwegse EAP TLS

I8z per eV wersS NAM sluoBd [ds uve Iduvodle.

08, B9 luolds (Add).



MNetworks
Profile: Untitled

Network

Mame Media Type Group™

* A network in group 'Global is a member of af groups.

Suwe logile 1Jiods

Sp cowesd pdI og)sI IJubods 909 030 1Jzlds sdau IJpumes pe w9wsdsd EAP
IJpuwesp Josl ldpusubss.

22> Ep9ps J 82956 Upzesgs. 995JY s wlisb 1d e ds Idywddss.



ﬁ Cisco Secure Client Profile Editor - Netwerk Access Manager

File Help
L%MMHW ! Networks
Chant Pebey
Athribcaton: Pl Profile: Untitled
Hetworks Madia Typ
L Network Groups Name: BTy Lave
Group Mesnberchip

Suep 098 Idauslisb

:w:dnemh

d ; the endstations will be connecting to the network
with & tradional ethernet cable.
() WA (wireless) Network

Select & WiFi netwark if the andstabons vall be connecting to the netwank
via a wireless rado connection to an Access Point.
S5ID (max 32 chars):

Hidden Metwork
Corporate Network
Assodation Timeout 5 seconds
Common Settings
Script or application on each user's maching to run when connected,

Mt Cancel

lud) 99 Next (IJelds).

22> puob$6 Iduveds 9dl wés) IJSse IUIVe,)luoss Jodss IJesble Bs Suve puvess

IJisle.



B Cisco Secure Client Profile Editor - Metwork Access Manager = a
File Help

1.5‘-0-*%“-“9& | Networks
Chent Polcy
Ashantication Profile: Untitled
Hetworks Seauity Level Media Type
4 Network Groups () Open Het Sequrity Level

Open networks have no seaurity, and are open to anybody withinrange, Thisis Connsetion Type

() Pusthenticating He twerk
Authenticating networks prenvide the highest level of security and ane perfict for

enienprise bevel networks. Authen e ton networks require radius servers, and
ather network nfrastructurs,

802, 1X Settngs
suthPeriod (sec.) £l startPeriod [sec.) E)
heldPenod (5] &d mancStart v
 Port Authentication Excepibon Poloy
] Enable port exceptions
- Seourity Alow data traffic before authentication
Key Management Allerw dats traffic after suthenBcaton even if
Hone = EAP fai
[
Encryption
E " 5
T lIon EAP succeeds but key mansgement fals
AES GCM 255

poress Wiplo

o3l Iduwsobiss Jeuob 86 Ipuweisp luwaesle uols. 9dosl ldpwow swp luwodsle Esh
louold Idpuw e e.

B Cisco Secure Client Profile Editor - Metwork Access Manager

File Help
j,gﬂﬂmw | Networks
Chent Policy -
Arfieareeio ool Profile: Untitled
Metworks Hetwork Connection Type Maecka Type
ﬁﬂl&h’tﬂkﬁ'm D" — son Segurity Level
Connection Type
This should be used if the end station should log onto the network before the Liser Auth
user bogsin. This is typecally used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.

e

The user connection should be used when a machine connection is not nesded,
A umer connection will make the network avalable after the user has logged on.
. &1 and User Comnmechion

This type of connection will be made sutomaticaly when the machine boots.
It will then be brought down, and back up again with different credentials
when the user logs in.




09¢ IJlepeld

I wodysy EAP-TLS Jb,s80 EAP. Jl wegs) IdB8se IUIGe,)losé Wbs Guwp leshle EAP-TLS.

ﬁ Cisco Secure Client Prefile Editor - Metwork Access Manager

File Help
Enm AccessManager | Networks
Chent Policy 5
Prefile: Untitled
Authentication Policy
Metworks: EAP Methods Media Type
S e v Osea0s searty e
(") EAP MSCHAPY2 (") EAP-TTLS c“"'“‘“:j;""‘
Ligamr
EAP-GTC FEAP
© S EAP-FAST Sl
O Credentials

[] Extend user connection beyond log off

EAP-TLS Settings
[] vabdate Server Cortificats

[] Enable Fast Reconnect

[[] Disable when using & Smart Card

Bue pueId@8 Idp i sp

lJouwes JBuwe Iduivobla: §p wlogile Blgss wblw@ Juolse AAA EAP-TLS. I3l Jue
ouuodde ISEdluze gu 030 1UBlEs WS Guwpe bho > uble > Juoble.

oldouwed Jouwe IJpze 1Jesesd wo JJduvoblu: s 1Jw 96 uLs eeE pued9 23 (CA) povuw
eds uble lJogvgsd.



ﬂ‘ Cisco Seoure Client Profibe Bditer - Metwork Access Manager

File Help
I.%Mmmw . Networks
Chent Pobcy .
Authsrication Pokcy Profile: Untitled
Metworks Meda Type
ﬁmhwtﬁ Certificabe Trusted Server Rules ey
Conmection
F cot e
Cerbificates
derha
Certificate: Feld Match Value
Subrject Alt. Name " exactly matches W
Add Save
Certificate Trusted Authority

{®) frust any Root Certificats Authority (CA] Installed on the 0F

{7) Inchuds Root Certificate Autherity (CA) Cartificatas

1§ slales IJe@8 wyunlas Clop puelads U‘awotaga
108 9.8 Next (1Jelds).
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Networks

Profile: Untitled
Uisar Identity Media Type
Unprotected Identity Pattern: [username] &[domain] Security Level
Connection Type
User Auth
Certificates
g = Credentials
() Use Single Sign On Credentials
(") Prompt for Credentials
Remember Forever

Remember while Uiser is Logged On
MNever Remember

[ Certificate Source Remember Smart Card Pin
Smart Card or OS5 certificates Remamber Forever
Smart Card certificates only Remember while User is Logged On

MNever Remember
Smart Card Removal Policy
[[] Disconnect from Network
Rule logic (®OR (DAND
Field Operator Value

|| o

Done Cancel

Buse LU0 18 Opls puela@s IdpeesEae

pu ldpop wdosy Blgxé wblu@ yuolsé 1Jogss lJus syuwdol IJpuwegs e I&ole epdso EAP
TLS. JJSsle w3Jddlud) B9 ¢lus Idlzosh 1dezless Jiuwole Sless Iozssd Iwoees
Jduwoble (Ides IUlguos 10).

108y 998 |uol 96 (Add).



@] Certificate Matching Rule Entry

o Y

Certificate Field Match

Issuer.CN v | Equals

Value

‘ruw Internal OR 3rd Party CA.com

Id Operator Value

=] « =

lowowld IJ8ses wuvduvdsé CA.com IUslgdss 13 lJgluod wzod ehzss o CN Juiolsé
lJpuwegse.

OlB3B (3l 38 pol@s I balss




ﬁ Cisco Secure Client Profile Editor - Metwork Access Manager

File Help
| tetwork Access Manager | Metworks
{8} Chent Pokcy : i
Authentication Policy Profile: Untitied

' Networks User Identity Media Type

T Network Groups Unprotected Tdentity Pattern; [username] 3 {domain] e
Connection Type

User Auth

Certificates

Liser Credentials cedentels

(%) Use Single Sign On Credentials (Requires Smart Card)

Certificate Source

Smart Card Removal Pobcy

[] Disconnect from Metwork
(] use Certificate Matching Rule (Max: 10)
Rulelogic (@OR (DAND

Freld Operator Valse
(Issuer.ON [Equais My Internal OR 3rd Party C... | &

Edit Dele te

Done Cancel

Buep PSIOID Ig @pls (o aldb puola@s IdpuwesEde

oy W99 wp Jluole IJodgsu.

233 pdVO > 20b Lluwpe Jpb pJud wg s Secure Client Network Access Manager ol p
configuration.xml.

Jeed Secure Client Network Access Manager suwwgspe pJo IJog) s 1Uss wp logulge JJoy:
luweowsd pdud configuration.xml W 1Usdsd Idelds wldsdsd 1Jzas»:

C:\ProgramData\Cisco\CiscoSecure Client\Network Access Manager\System



pdlebo: sgo wuwpess IJedwd configuration.xml. glJI WJu SgpJ.

7. Bp wodosy ISR 1100 9 ISE JJuwpelz wldpuolsds luveobl 1Us Iduvsoliss 1 PEAP
MSCHAPV2

Ip wudosu IJpszoe ISR 1100 Router.

SEbs 03l 1UGuwe 1Jodsss IUIuuluws 1J5s szo gds NAD zedo dot1x sg p.



daa
daa
!
daa
daa
daa
daa
|

daa

pdlebs: Uldugwes Juuuy ISE pogss 1dg 9. iub_) IJs i.___s €936 wp wpdsy 956 Policy
Server v vIdd Jivguos. Spdu ldezdd pu o3l wldlowdld |Js ISE ws IUbLe > 1Juble
> edlps IJowsse IJogi.

new-mode
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



|

!

aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

wJysy ldentity Service Engine 3.2.
I wodosu goly Iduods.
ILow ISR NAD |Js 1518 ISE > p9lys IJuwds > Tzojé I v Js.

lud) 893 luold6 (Add).

Network Devices

Selected 0

IP/IMask Profile Name Location

Suwe ol [duvods

Bp woEsSU luwe [Js NAD 1Uss ¢@9p wlouilse. [uolds IP Jzol 1w Js.



Administration - Network Resources A\ Evaluntion Mode 29 Days
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers Mare

Natwork Davices
ISR1100

Dafaull Dovice
Network Devices

Davice Sacurity Sattings

ISR1100

Description
IP Address

Device Profile B Cisco
Modael Name

Software Varsion

logble zols IJubeJs

B luwdJ v IJLoWes 1o G Iy, Idpuie,d IUss Iuvogspoo Vs wd9so zols
lJubods.

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

D Use Second Shared Secret

Second Shared
Secret

CoA Port

Ig 1ol RADIUS Jgz 215 128

Sp wedb lJogssle.

9p wvodysu ldogsé IJus swp luvegslpol Jpuolb 96 wglbs IJuolss.




Swp luwedsle puob 86 ISE Idpedss. Jl sop iz pueb 86 ISE 1Jghzso Vs o030 IJpdlJs.

loodd IJs edlpsé IJowssy bLs > b6 1Jegss > peessle” 99, wlouile IUpgpesesd [Jos s>
lJeuwegse zicl puol. pze9gs [Jogss lJos wpe louulgel Joil Idg o Iesoses os ISEusers.

Administration - ldentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

New Uzer ldantity Group

Identity Groups

Identity Group

* Name i'sﬂLIsr;-r:‘;!
Endpaoint Identity Groups

User |dentity Groups

logsls pzpsg s ldash
o, eds bhuwld.
loodd IJs 16 > b6 1Jogss > wussew 1Jogss.
b, B9 lupl9s (Add).
Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

T — Network Access Users

Saelected 0 Total 0

% Change Status

Usarnamea -~ Dascription First Name Last Name Email Address User Identity Groups  Adr

MNo data avallable

Susp porEpS Idsped I 1o

Jzie po 1z 89d 1J1U51ps6: swdl wluwpe [dpuueése. sop luwegsle luue IJpuwedse iseiscool
Vs o3l IJpuld.



» Mew Network Access Liser

~ Network Access User
* Username iseiscool
Status ® Enabled
Account Mame Alias
Email

e 1daue9d 1 1t

lOUkle PS¢

I wueSSU JJpé 039 JJpuwegsp. Swp luweesle VainillalSEST?.

~ Passwords

Pasaword Type: Iaternal Users

Password Lifatime

With Expiration
Passwond will axpins in 60 days

“‘ Mipvar Expines

5,

Fassword He=Enter Fassword

* Login Password

Enable Passwaord

Jed pusy logsls 1dp e sp

9P woeSSU ldpuwegse IUs pepoed IseUsers.

User Groups

% iseUsers

Op wodISU pze9es Iduog.




lowd IJs Blises ISE > 1duuslgwé > pepesslo IUuwslgwle.

SpIdu luwedslp pzpeogs IJuog IUIW el o606, 9p8 3JI swp luuile 9lz> suwpes Wired Josl
lJeeld.

pdlebs: sumles cuousS pzesele IJuwsluwle sldopss) wsvol gus luved bl
iz ble sloJlzol.



pdleos: 131 Jluw ls9us 1ualds 19 skss ) paissds spdu IJudy B9 e Iech Jis
PTLIES LOT: Lp 223 In)le LoV o> ledle.

] Default Default policy set

Insert new row above

IJuinbo 1Jpuwedse 09 Wired 8021X. |quzwo & lod) 8908 luvedsle.



Conditions Studio
Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_ A
uthentication

Switch_Local_‘Web_Authentica
L0

Switch_Wab_Authentication
Wired _B02.1X
Wired _MAB

Wirslazs B02.1X

I 9359 ok oSl ed \J\Augl_\@:

23 1J9uosd IJIV el uos JJuvwds Bs Buwe [Joysesdsdlie IJpw ey wol.

Policy - Policy Sets

Policy Sets

Statuz  Policy Set Name Description Conditions

2 Wired Wired_B02.1X

G Dafauly Dafault policy se

o8 Jpzpog e Idoag
o) V99 db.

2.5. §p wodsso gwsluwle 1deuol> 86 9ldedsso.

lod) B9 lsgous >.

Wired_802.1X

«

PEeags ool Idped st

Allowed Protocols | Server Sequence

Default Network Accoss

Hits

Actions

View




O wIUWSE Suwe wog lJpob .

lud eds lsgows +.

Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

* Options

ooz Idppelads

Bp woESSU luwe Juoz IJe ol 86. sop luuegsle IJeuolb§6 IUsliJss B o3l 1Jpcld.
108y 998 90 + Bis £p93 Idupasb Jooz IJpuohds Ieass osl.

Swp luwwgsle Iyl Wired Dot1x 1Jss op odgsuo puvedl.

2ol B 095 luwagslp 223 IUpuwegspso IblgJssu.

~ Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

Internal Users

¥ Options

I Auth fail

Q Internal Authent
If User not found

If Process fail

oz U@va\_\jé
voe lJugssd.

SEE Suwe wor IJogasd W luwdd 1JuoWdzs. $p wopss0 9lod) 998 lsdous +.



Policy - Policy Sets

UpLUnNs

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions
« Authorization Policy (1)
Results

Status Rule Name Conditions Praofiles Security Groups Hits Actions

] Default DenyAccess

oSlowd IeE 9

Bp vouwess wog IJogasd IUss o lugblyo el B¢ peld IJodasy odl sup luweisle Iuve
puwogdps ISE Ilgdssu.

Jlousle il Juog 1dwgasd o3l lud) 898 ls§ous + B IUgp9s Linygb.
Swp luwwgsdle [Jpzpesd IseUsers.

108, 898 Guwe I ps.

2> lsg9ué IdentityGroup.

o0 1J8lesuw 235 Bleg w InternalUser Iss slos pg v pd IdentityGroup.



Library

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Deavices
Compliant_Devices
EAP-MSCHAPYZ

EAP-TLS

louble 1Jui,lo

e lJpuvgd suwlss.

InternalUser-ldentityGroup

@ | & | @ |

Dictionary Attribute

All Dctlonaries Attribute

AD ExtarnalGroups

CWA_ExternalGroups

IdentityGroup Description

IdentityGroup

Internallizser ldantityGroup

PasslvalD PaszivelD_Groups

U pap_98_|o 0950 |quuoa>p‘ &> IseUsers JJPEPS&E’-

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPW2

EAP-TLS

Editor

InternalUser:ldentityGroup

Equals User Identity Groups:iseUsers -




bbb 9 |puogpld.
lols pdud wg)HsW wgasd lJuesezs.

Sup luwedsle wuosse ldsuesd Ids pdd ldog s 1Uss wp wdssue puvodl.

edlebo: 1 zle pdlzbé I cpdslo 1dpuolb 96 1Jgl)ss |Js ISE IJos wuod IJs pee9ssd
wog Dot1x IJywdIss odo lJos Jl wuvdd giel pu ISEUsers Jpzp9e6 0956
lJpuwwgdpsu wuod IJs woz IJegssd IUIe)luos: 9ld3s suee gwo DenyAccess.



~ Authorization Policy (1)

Results

Status  Rule Name Conditions Profiles Security Groups Hits Actions

Internalls:
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