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http://14.18.172.258/

'ress <ENTER> to continue.
UMware Uirtual Machine - Netgate Device ID: b2dB5cS55bab7b75febc2

wxx lLlelcome to pfSense 2.7.2-RELEASE (amdb4) on pfSense xx
HAN (wan) -> umxd -> vd: 14.18.172.258-24

B) Logout (SSH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) [P address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

‘nter an option:
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Wizard / pfSense Setup / 7]

Welcome 1o pfSense® software!
5 et will e uidins Whriouigh thes il scabiguasinin of BiSens
P wizard mry b stopped ot sy Sme by cicking the kogo image ot The top of the screen
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http://%3Cip_address_of_appliance%3E

Rlisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ General Information (2]

General Information
On this screen the general pfSense parameters will be set.

Hostname pfSense

Mame of the firewall host, without domain part.
Examples: pfsense, firewall, edgefw

Domain home.arpa

Domain name for the firewall

Examples: home.arpa, example.com

t (Top Level Domain, TLD). The ‘local TLD is

ome Windows systems and networked devices, These will not netw

De i the dor with "local as the final pa ¢ MONS (e.g. Avahi, Bonjour

Rendezvous, Airprint, Airp

10t el 1ain

ctly if the router uses 'loeal’ as its TLD.

Alternatives such as ‘home.arpa), local lan’, or ':rl)-'lc:::dr are safe.

The default behavior of the DNS Resclver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server
Secondary DNS Server

Override DNS [+

Allow DNS servers to be overridden by DHCP/PPP on WAN
» Next

e&ldz lesls pfSense - 2

Sedd pu LOEs peJsele gusly IP. I3l 12,0 DHCP B IJwslsé: spdod ogss) o3l 1Jle.

Bp wu9dS) luwp puosd Ebe 980 NTP 9235 Ipub 96 1Ujp0s6 IUuozs2é S IUSlises
IJpo s Js.

Rlisense

MUNITY [+]7]

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Time Server Information (2]

Time Server Information

Please enter the time, date and time zone.

Time server hostname 2.pfsense. pool.ntp.org

Enter the hostname (FQDN) of the time server

Timezone Etc/UTC E|
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Flisense system-

COMMUNITY EDITION

Firewall + Services = VPN - Status = Diagnostics - Help ~ =

Advanced
SIaTLISf L Certificates B+

General Setup

SEGURUIE  High Availability OO0 Netgate Services And Support [+ x]
Name Package Manager ~ Ices.com Interfaces Q00

User Register 15 (Local Database)
g .’.‘!T. WAN ™ autoselect 14.10.162.250
System Routing Jine
107 daeeb3bdcd2b1c77

Setup Wizard

BIOS hnologies LTD

Update

User Manager w12 2020

Version Logout (admin) I64)
built on Wed Dec 6 15:10:00 EST 2023

FreeBSD 14.0-CURRENT

Version information updated at Tue Feb 20 10:30:24 EST 2024
~
=

CPU Type Intel(R) Xeon(R) Platinum 8180 CPU @ 2.50GHz
AES-NI CPU Crypto: Yes (inactive)
QAT Crypto: No

Slzos IJpwegsp Iyumspess (GUI) J PfSense - oy jsd Admin
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webConfigurator

Protecal COHTTP @ HTTPS (SSL/TLS)

SS5L/TLS Certificate GUI default (65cced5b25159) v

Certificates known to be incompatible with use for HTTPS are not included in this list, such as certificates using incompatible ECDSA curves or weak
digest algorithms,

TCP port 8443 -
Enter a custom port number for the webConfigurator above to override the default (80 for HTTP, 443 for HTTPS). Changes will take effect immediately
after save.
Max Processes 2 -

w

Enter the number of webConfigurator processes to run. This defaults to 2. Increasing this will allow more users/browsers to access the GUI
concurrently.

WebGUI redirect Disable webConfigurator redirect rule

When this is unchecked, access to the webConfigurator is always permitted even on port 80, regardless of the listening port configured. Check this box
to disable this automatically added redirect rule

HSTS [ Disable HTTP Strict Transport Security

When this is unchecked, Strict-Transport-Security HTTPS respeonse header is sent by the webConfigurator to the browser. This will force the browser to
use only HTTPS for future requests to the firewall FQDM. Check this box to disable HSTS. (NOTE: Browser-specific steps are required for disabling to
take effect when the browser already visited the FODN while HSTS was enabled.)

OCSP Must-Staple [ Force OCSP Stapling in nginx

When this is checked, OCSP Stapling is foreed on in nginx. Remember to upload your certificate as a full chain, not just the certificate, or this option
will be ignored by nginx

WebGUI Legin Enable webConfigurater login autocomplete

Autocomplete When this is checked, login credentials for the webConfigurator may be saved by the browser. While convenient, some security standards require this

to be disabled. Check this box to enable autocomplete on the login form so that browsers will prompt to save credentials (NOTE: Some browsers do
not respect this option)

GUI login messages [ Lower syslog level for successful GUI login events
When this is checked, successful logins to the GUI will be logged as a lower non-emergency level. Note: The console bell behavior can be controlled
independently on the Notifications tab.

Roaming Allow GUI administrator client IP address to change during a login session

When this is checked, the login session to the webConfigurator remains valid if the client source IP address changes

Anti-leckout [ Disable webConfigurater antilockout rule
When this is unchecked, access to the webConfigurator on the WAN interface is always permitted, regardless of the user-defined firewall rule set,
Check this box to disable this antomatically added rule, so access to the webConfigurator is controlled by the user-defined firewall rules (ensure a
firewall rule is in place that allows access, 1o avoid being locked out!) Hint: the “Set interface(s) IP address” aption in the console menu resets this
setting as well.

DMS Rebind Check [] Disable DNS Rebinding Checks

When this is unchecked, the systemn is protected against DNS Rebinding attacks. This blocks private IP responses from the configured DNS servers
Check this box to disable this protection if it interferes with webConfigurator access or name resolution in the environment

Alternate Hostnames

Alternate Hostnames for DNS Rebinding and HTTP_REFERER Checks. Specify alternate hostnames by which the router may be queried, to bypass the
DNS Rebinding Attack checks. Separate hostnames with spaces

Browser HTTP_REFERER Disable HTTP_REFERER enforcement check
enforcement

When this is unchecked, access to the webConfigurator is protected against HTTP_REFERER redirection attempts. Check this box to disable this
protection if it interferes with webConfigurator access in certain corner cases such as using external scripts to interact with this system. More
information on HTTP_REFERER is available from Wikipedia

PfSense GUI - v Jysu IJp g9l

1. 23> w9w9d9d HTTPS (SSL/TLS).

2. le,d Gwol>s SSLITLS |Js IJuwolss 1Jp98e6 slos! B o3l IUsBw.

3. 8500 I TCP psule [Js psule g pu 443 Tu I8ad $he0 1JEbu 9spug luodh pe lsum,
wolgd.

4. 2> ¢sh lele w9zso WebGUI Joglbosd 9lzos Idpuwgsd eds 1Jpeonds 80.

5. 23 ¢sly W0 HTTP_REFERER Cldpuveg)o.

6. 9p vupdsy Secure Shell py gJIJ weass [Jgsl) wepdsy Secure Shell.
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IJebss 4. wdoso 1Jebe 1d9dsd I Ui ik,
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System / Advanced/ Miscellaneous (2]
Admin Access Firewall & NAT Networking Miscellanecus System Tunables Naotifications
Proxy Support
Proxy URL myproxy.domain.com
Hostname or IP address of proxy server this system will use for its outbound Internet access
Proxy Port 3128
Port where proxy server is listening

Proxy Username

Username for authentication to proxy server. Optional, leave blank to not use authentication

Proxy Password

Password for authentication to proxy server Confirm

PFsense GUI - vJysy 1d9dsd

~ odlzbé: olds pu wpass 1di) pdb wes lple IJoéssle.
lols 1z 50 IJplodoué

IJglogs 1. 225> bl > o5, I

1Jglo9s 2. wpass 1Jg)pe 1Jpw9ud,o

S edlebbs: 9> suwedH 8 weesd zese IUgie 1Upwsd, s wuog >38ls@. bl luwow 1Upods.
WVozdd pu wdysu g9lbp DNS L vdd ogse. e w99p pJso lele wposs IJzol)
cloodlz louald Idloe,ow.



System/ Package Manager/ Available Packages (7]
Installed Packages Available Packages

Search

Enter a search string or *nix regular expression to search package names and descriptions.

|

Name Version Description
acme 0.7.5 Autornated Certificate Management Environment, for autormated use of LetsEncrypt certificates.

+
:

Package Dependencies:
& pecl-ssh2-1.31 @ socat1744 @ phps2-8211 @ phps2-fp-8.2.11

apcupsd 0.3.92_.1 ‘“apcupsd” can be used for controlling all APC UPS models It can monitor and log the current power and battery status, perform <+ Instal
automatic shutdown, and can run in network mode in order to power down other hosts on a LAN

Package Dependencies:
@ apcupsd-3.14.14_4

arping 1.22.4 Broadcasts a who-has ARP packet on the network and prints answers. 4 Install
Package Dependencies:
& arping2.21_1

arpwatch 0.21 This package contains tools that monitors ethernet activity and maintains a database of ethernet/ip address pairings. It also - Install

reports certain changes via email.
9|aoé IJPL}”C"E)P |JJLy3p§6 (GU|) -1V) PfSense - k§|:5ro(3 L_J@ro
lJglo9é 3. Idoge g0 ldgjp Idplbdywsd oo wswol

1. ol ws
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Flisense

COMMUNITY EDITION

Advanced

Status / [ coienrs ] A

General Setup

System InfolTIRAFRN. OO0 Netgate Services And Support o0
Name Package Manager  ices.com Interfaces Q00
I s

il Raglater 15 (Local Databaze) 111, autoselect 14.10.162.250
System Routing Jine
Setup Wizard 107daeeb3bdc42b1c77 Installed Packages (Y x]
BIOS Update hnologies LTD Name Version Actions
h ( m 1
User Manager w12 2020 aproxy v mt
Version Logout (admin) I64) Open-VM-Taols v 101,051 diti
built on Wed Dec 6 15:10:00 EST 2023 Packages may be added/managed here: System -> Packages
FreeBSD 14.0-CURRENT
Veersion information updated at Tue Feb 20 10:30:24 EST 2024
&
CPU Type Intel(R) Xeon(R) Platinum 8180 CPU @ 2.50GHz

AES-NI CPU Crypto: Yes (inactive)
QAT Crypte: No

_9|aoo |J|puu~_;a)|o |JJL)JJ_9IDg50 (GU') u|u“U?_)|P ‘-/JulPa PfSense - &l&po PUU-U)Jé JJu.uol)lu

lJglo9é 2. [uwos,ls guolsé g3, 1Jesee 1Jpue>9

Rlisense

COMMUNITY EDITION

System / Certificate / Authorities (2]

Authorities Certificates Revocation

Search term Both v |

Enter a search '-:'.!I'I:J: or I:II‘.."—':J:'.:'H' expression to search :.V':Irl ate names and dist 'I'\_l..I'E!I=§J names.
Certificate Authorities
Name Internal Issuer Certificates Distinguished Name InUse Actions

PFsense GUI - §lispé Juolsle CA

2o 1J)y luole.



Elisense

COMMUNITY EDITION

System / Certificate / Authorities / Edit (2]

Authorities Certificates Revocation

Create / Edit CA

Descriptive name MyRootCA

g characte &
Method Import an existing Certificate Author ty v
Trust Store Add this Certificate Authority to the Operating System Trust Store
When enabled, the contents of the CA will be added to the trust store so that they will be trusted by the operating system

Randomize Serial Use random serial numbers when signing certificates

srtificates then serial numbers f

uential value from Next Certifica

Existing Certificate Authority

Certificate data =
-
A
Paste a certificate in X.509 PEM format here
Certificate Private Key
(optional)
Paste the private key for the above certificate here. This is optional in most cases, but is required when generating a Certificate Revocation List (CRL
Next Certificate Serial
mal number to be used as a sequential serial number for the next certificate to be signed by this CA. This value is ignored when Randomize

91206 IUp wedsp lyuwspess (GUI) wluveisle woolez PfSense - |uos,ls CA

Jpl 09 p9 o S IUu0y)6:

1. 099 luwe 9U09S V)8

2. 223 lgwosb paze Lioble 09295 pu IJluwdse 1JpouwsJ.

3. olds pu wpass glué IJIgwsl, Trust Store 9 Randomize Serial.

4. Juol lduol>é h_,ieJ,oJoI BOS v uwe wslule Idgvolse. AR PO UULPSU pU eyl —uoe
lJvols6— 9— wolsé [Juolsé.

5. 23 Vb,

6. lds pu luwesyls Idgiolss Jel 09 p9 02 s 1JL096.



Flisense

COMMUNITY EDITION

System/ Certificate / Authorities

Authorities Certificates Revocation
I
Search @
Search term | Both v | -
Enter a search string or *nix regular expression to search certificate names and distinguished names

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name

In Use Actions
MyRootCA X self-signed 0 OU=pki.uclabservices.com, O=Cisco Systems Inc, CN=UCLAB Services Root, C=US o ra 1

Valid From: Sat, 26 Jan 2019 12:18:03 -0500
Valid Until: Wed, 26 Jan 2039 12:27:59 -0500

PfSense GUI - $lisps CA

IJ2 1696 3. [uwesls 1duiolss [Jg wslos J CA



Flisense

COMMUNITY EDITION

System / Certificate / Authorities / Edit

Authorities Certificates Revocation

Create / Edit CA

Descriptive name MylntermediateCA

e of this entry as

The nar

contain sp

This name

Method Import an existing Certi te Authority

Add this Certificate Authority to the Operating System Trust Store

Trust Store
to the trust store so

oy the operating system

that they will be trustec

ed, the contents of the CA will be add

When ena

Use randem serial numbers when signing certificates

Randomize Serial
ertificates sigr

signing certificates then serial nur

e Serial

ShybEaxr LXHS3HGx1+b61hAoSQwI2t1vAJpHEES3IWVG

Certificatedata | jixac7sa,
P2mHOTOIBO
yZgYhidans/BmweNAPCYTRZ]
-----END CERTIFICATE----- b
Fe

a certificate in X.509 PEM

Certificate Private Key
(optional)

tion List (CRL)

erating a Certificate R

e certificate here, This is optional in r

far th

Next Certificate Serial
This value is ignor vhen Randomize

the next certificate to be

er to be used as a sequential seriz

9lzod Idpwegspe lyuw9pessd (GUI) wluwegsle oyulez PfSense - [vos,lb CAlJyvshb
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Rlisense

COMMUNITY EDITION

System / Certificate / Authorities

Authorities Certificates Revocation
—
Search (-]
Search term Both v M|
Enter a search string or *nix regular expression to search certificate names and distinguished names

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name In Use Actions

X self- 1 OU=pki.uclabservices.com, O=Cisco Systems Inc, CN=UCLAB Services Root, C=US o ?. * ﬁ

signed
From: Sat, 26 Jan 2019 12:18:03 -0500

Valid Until: Wed, 26 Jan 2039 12:27.59 -0500

0 ST=CA, OU=Cisco TAC, 0=Cisco Systems Inc, L=San Jose, DC=UCLAB12, DC=local, P 1

CN=UCLAB12IssuingC, C=Us €@

MylntermediateCA

Valid From: Mon, 28 Jan 2019 13:10:27 -0500
Valid Until: Sun, 28 Jan 2029 13:20:27 -0500

PFsense GUI - ,oolble CA

Jlee Ieolze 1dpor96 JJelds oo 1o 1Jgumsb pouad wubdd worst widubelss 1Uzs, Jel o9
£9LPT IS¢ IJueys.

IJglo96 4. lugvle CSR 9ouo38)0 Jpade 9sw pushiv Idzed
S o3l 1Jgbsle Jlouule CSR. 90L038) CSR. &p luwas,bs Iduuolss 1Jesées. 131 Iy Jss
LIJBed Liolss 092936 Louwsd PFX: spedud luuas)ls 0o I uolss. ,lze 9els§ PfSense

|JEgluoé wodo lJgbsle.

1. 23> Blisps [Jywobsle &p 235 5y luolsé/ugdse.

Rlisense

COMMUNITY EDITION

System / Certificates / Certificates

Authorities Certificates Certificate Revocation
—
Search (-}
Search term | Both v m| |
Enter a search -'.'.[I'H‘Z or *nix [»—l(jll..-ll expression 1o search cert rl:'-\::ﬂ names and dist 'II_].:I:-Z!'.ZJZZ names

Certificates

Name Issuer Distinguished Name In Use Actions

GUI default (65¢ced5b25159)  self-signed  O=pfSense GUI default Self-Signed Certificate, CN=pfSense-65cced5b25159 o webCenfigurator 9“" mC
Server Certificate

CA: No Valid From: Wed, 14 Feb 2024 11:42:03 -0500
) Walid Until: Tue, 18 Mar 2025 12:42:03 -0400
Server: Yes



9lzod Idpwegse lyuw9pessd (GUI) J PfSense - $lispes [Juvobsle

2. 1Jpld 693z bdo oadse [Juuolss.

Flisense

COMMUNITY EDITION

System / Certificates / Certificates / Edit (7]

Authorities Certificates Certificate Revocation

Add/Sign a New Certificate

Method Create a Certificate Signing Request v

Descriptive name ece-web-2024

ollowing characters: 7, », <, &
External Signing Request
Key type RSA v
v
ts
ne platforms may consider the certificate invalid

prime256v1 [HTTPS] [IPsec] [OpenVPN] v

Digest Algerithm sha256 v
rvices and platforms, such as the GUI web server and OpenVPN, consider weaker digest

Commen Name myece.mydomain.com

The following certificate subject components are optional and may be left blank.

Ceuntry Code us v
State or Province Merth Carclina
City Research Triangle Park
Organization Cigco Systems Ine

Organizational Unit Cisco TAC
GUI J PfSense - |uule CSR

e 1Jigudow: 233 logile bdo ©98se Uiols pu 1UBlsps IJpuuusJs

|.J|uuro |.J_9UDL§§1 Q_9L§..§_) lL}“P JJuvolys
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Certificate Attributes

Attribute Notes Tt

following attributes are added to certificates and re

hen they are created or signed. These attributes behave diffel

Jepending on the

selected mode

For Certificate Signing Requests, These attributes are added to the request but they may be ignored or changed by the CA that signs the request

f this CSR will be signed using the Certificate Manager on this firewall, set the attributes when signing instead as they cannot be carried over.

Certificate Type Server Certificate »
Add '.;.'::t—--e::w:::r:c' usage attributes to the signed certificate, Used for ::|.-1<:||:-:j usage restrictions on, or granting abilities 1o, the signed cert ficate
2 FQDN or Hostname v myece.externaldemain.com
Alternative Names y
Type Value

Add SAN Row + Add SAN Row

PfSense GUI - CSR pw 950

« 09g Iduiolss: 23> Lolss 1Ugb e Vs IJBlises [Jpuusdo.
o NJluwpele Idossds: Bp wo9ids) lso luwple wysds JJeso9e (SAN) pbbJyo Joudsiy.

% pdlzbo: wop luolwo |J|L{uro lJuslisg odiliss! lds edd uvedsd pub s lJogiso (SAN).
weolg Wb |Js |uolws |wele |Loldso ploJyws.

23 eW8b Lz o wdsw JJ IUed9d Loeses.

3. wuo>s) CSR |Js pdu.

Rlisense

COMMUNITY EDITION

System / Certificates / Certificates (2]

Created certificate signing request ece-web-2024 @

Authorities Certificates Certificate Revocation

—
Search term Both v m " |

Enter a search 31!"1(} or *nix lL"Cleiil expression to search certificate names and distinguished names

Name Issuer Distinguished Name In Use Actions
GUI default self-signed O=pfSense GUI default Self-Signed Certificate, CN=pfSense-65ccedsb25150 @ webConfigurator & i S C
65cced5b25159
(ke D_ ) Valid From: Wed, 14 Feb 2024 11:42:03 -0500
Server Certificate :
Valid Until: Tue, 18 Mar 2025 12:42:03 -0400
CA:No
Server: Yes
soe-web-2024 external - signature ST=North Carsling, OU=Cisco TAC, 0=Cisco Systems Inc, L=Research Triangle y _|]-I|_

pending Park, CN=ece uclabservices com, C=US

PFsense GUI - v _o>s, CSR



22> I "ouoas)" Jedb CSRi wp $p wundse o3l pg IJpize IJpudd. wer lu vewed eds
IJuivolss 1Jp9 86 o b o3l JpJd PEM Iy Base-64 J|JplJ Ig pJs6.

4. |pwes,ls IUubolss 1Jpes 8.

Flisense

COMMUNITY EDITION

System / Certificates / Certificates (2]
Created certificate signing request ece-web-2024 @
Authorities Certificates Certificate Revocation

Search term Both - m |

Enter a

ch string or *nix regular ex

ssion to search certificate names an

guished name
Certificates
MName Issuer Distinguished Name In Use Actions
GUI default self-signed O=pfSense GUI default Self-Signed Certificate, CN=pfSense-65ccedsb25150 @ webConfigurator & il P C
(65cced5b25159) ~
Valid From: Wed, 14 Feb 2024 11:42:03 -0500
Server Certificate
Valid Until: Tue, 18 Mar 2025 12:42:03 -0400
CA:No
Server: Yes
ece-web-2024 external - signature  ST=North Carolina, OU=Cisco TAC, O=Cisco Systems Inc, L=Research Triangle ] ¥ 1]
pending Park, CN=ece.uclabservices.com, C=US

9lzod IJpwegspe lyuw9pessd (GUI) J PfSense - |uwos,ls I uvolsé

22 ks 8906 1 8Jpe IUsuoluo Jluwes,ls Idesgsoe 1esde.
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Rlisense

COMMUMITY EDITION

System / Certificates / Certificates / Edit (7}

Authorities Certificates Certificate Revocation

Complete Signing Request for ece-web-2024

Descriptive name ece-web-2024
The name of this entry as displayed in the GUI for reference
This name can contain spaces but it cannot contain any of the fo owing characters: 7, », <, &
Signing requestdata <" BEGIN CERTIFICATE REQUEST-----

MIIDVDCCAQQCAQAWEZ cxHIACBENVEAMTFWVIZS51Y2xhYnNlcnZpY2VzLmNvbTEL
MAkGAIUEBhMCVVMXFzZAVEgNVBARTDKSvenRoIENhcmdsal MRBWHQYDVQQHEXZS
ZXN1Y¥X]1jaCBUcmlhbmdsZSBQYXIrMROWGAYDVQQKEXFDaXNibyBTeXNeZW1zIElu

YZESMBAGALUECxMIQ21zY28gVEFDMIIBI jANBgkqhk iGOwEBAQEFAADCAQBAMIIE 4
e certificate signing data from here and forv i it to a certificate author ty for sigr
Final certificate data I I cDmHRUrNEFCWORR2984L JgDgs 1pmlcPL &
2fdskerirvBiOu+VihTIEOS7rF+yiZ3IT4TIWDLLEXAGIqB+]yBG5bTsZQf
QNYnxuZ5Mnugx1PNI7EPQng0/ 11gXoaxDz60g+IW
----- END CERTIFICATE----- -
5

uthority

9lzod lJpuwwese IUy)um9pess (GUI) J PfSense - | guos,ls IJuvolsé
2 sy Jewwb [Jvolss.

6. plzes walule IUgvolys JJolds oo Logpwol.

Flisense

COMMUNITY EDITION

System/ Certificates / Certificates (2]
Authorities Certificates Certificate Revocation
—
Search term Both N m la
Enter a search _-'\'.[E'I:_i or *nix [H(J'UI-C-I[ expression 1o search cert ﬁ::a‘.:— names and di '-'\|E'IZ_]'.IIH"(-‘ZZ names
Certificates
Name Issuer Distinguished Name In Use Actions
GUI default self-signed D=pfSense GUI default Self-Signed Certificate, CN=pfSense-65cced5b25159 @  webConfigurator &* #f PR C'
(65cced5b25159)
5 Valid From: Wed, 14 Feb 2024 11:42:03 -0500
Server Certificate
WValid Until: Tue, 18 Mar 2025 12:42:03 -0400
CA:No
Server: Yes
ece-web-2024 MylntermediateCA ST=Morth Caroclina, OU=Cisco TAC, 0=Cisco Systems Inc, L=Research Triangle Park, p‘*ﬁ = Eﬁ
CA:No

CN=ece.uclabservices.com, C=US o
Server: Yes s
Valid From: Tue, 20 Feb 2024 12:31:00 -0500

Valid Until: Thu, 19 Feb 2026 12:31:00 -0500

91206 1dp wcgse I yumopss (GUI) J PiSense - §lispé I solsle
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SJjpe 929> ewslu IP slz> eds I.JU.J Jlgweols p9lde 1Ussew eJs PfSense. 909 |uwwgsle
PfSense: swpe lU3slp w3JY wlgwegsle golysu IP Idblo,ss (VIPS).

lJglogs 1. weass gulasu IP Idblo,sé pu 1J8Ises [Jpouwsds Jedl) 1Uzplséd

msense R terfaces Firewall =
COMMUNITY EDITION
Aliages
Status / Dashboard NAT B+ e

Rules

System Information Schedules m MNetgate Services And Support (+ X%

Name ucproxy02.uclabservices.com  Traffic Shaper T }' ° e
admin@14.10.162 ¢ "
User admin@14.10.162.125 (Locall  Virtual IPs i_'_" WAN 1 T 14.10.172.250

System WMware Virtual Machine
Metgate Device ID: b2d05c55bab7b75fe6c2

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: Thu Nev 12 2020

Version 2.7.2-RELEASE (amd64)
built on Wed Dec 6 15:10:00 EST 2023
FreeBSD 14.0-CURRENT

Version information updated at Tue Feb 20 14:57:47 EST 2024

s |
=

9|€_06 IJPL}“QE)P |JJQAJ9P.56 (GU|) v'u’JO'@'P VJQ“OE PfSense - |Jé|;§pé |Jrouuu)J6 LJ&JU’JCuDlslu |Jp0p6

IJg o9 2. 235 13, |Lolss

msense System Interfaces -

COMMUNITY EDITION

Firewall / Virtual IPs 2]
Virtual IP Address
Virtual IP address Interface Type Description Actions

0]

Slzod IJpuwegsp lhuwspss (GUI) wlgwesle wouler PfSense - LoWdzs IUsuosd lds Iduiguasle 1Jpeps
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mﬁense System -

COMMUNITY EDITION

Firewall / Virtual IPs / Edit (2]
Edit Virtual IP
Type ® P Alias CARP Proxy ARP Other
Interface WAN v
Address type Single address v
Address(es) 14.10.162.251 /| 32 v
The mask must be the network's subnet mask does not spe :"_1' a CIDR range

Virtual IP Password

E iID g Confirr
VHID Group 1 v
Er t 11D gr a achi i a
Advertising frequency 1 v v
Ba

combination of both values in the cluster determines the

Description eceV|P

o

9lzod IJpwegsp lUyuw9pessd (GUI) wluwegsle oyolez PfSense - wosisé VIP

lpwegse ldpedsple Jluolds g uoss pops.

o 1Juge: wesss IJlgwe Idpuwegl, J IP

« 1Jslzod: 235 1J9lzos 1Jglos weusly IP o3l JJwo

IJewslo (Jgolsso): bed goglo IP

* Sule IJewslu: Jeolsso IP Idpuwcses Jeslios IJzed: sew 1o sdso ISule /32
lJo oo bgd uuol ezl Jouwosd Wope ldedssy Jlzdl

23 b Jouwwss IJogss,).
Iy 03l JIJ guslu IP pbdse Jdodssu IJEluo .

lJgbgs 4. clbbusd lJodssy



lisense

COMMUNITY EDITION

Firewall / Virtual IPs (7]

_\l Apply Changes

Virtual IP Address

Virtual IP address Interface Type Description Actions
14.10.162.251/32 WAN IP Alias ece-VIP P

5|3_06 lleL)‘”U.a')P |Jjwjp§d (GU') vlu‘”UEJIP ‘-.’JUlPa PfSense - dkslpé lJU”E_uD‘SlU |J|po'06
e I obosd IJogssile wes luolds zese Iduvguosle [Upops.
oJdysu b IJzelss

stoss PFsense eds 2ol 2elsé pope. preses 1J8sles IJIOC)lLoss 022956 2ol Sod 9uoe
IJzoly Ws gpdsé IJluwlze olds pu lod ©@9p wlousle pusluws el gplss ulpds.

lJgloos 1. wzas> ¥9les pu IJBlispesd [Jpouuwsdsé Jeodl) 1deelsé

msense em Firewall =
COMMUNITY EDITION
Aliases
Status / Dashboard NAT B+e

System Information Schedules m Netgate Services And Support (+ X x]

Name ucproxy02.uclabservices.com  Traffic Shaper e }' ° e

ad =14 10 162 : x
User admin@14.10.162.125 (Local  Virtual IPs i:—n WAN ,T\ T 14.10.172.250

System WiMware Virtual Machine
Netgate Device ID: b2d05c55bab7b75febc2

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: Thu Nov 12 2020

Version 2.7.2-RELEASE (amd64)
built on Wed Dec 6 15:10:00 EST 2023
FreeBSD 14.0-CURRENT

Wersion information updated at Tue Feb 20 14:57:47 EST 2024
~
=
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Rlisense

COMMUNITY EDITION

Firewall / Rules / WAN sl (2]

Floating WAN

Rules (Drag to Change Order)

1 States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
v 0/13.35 MiB = = = WAN Address 8443 Anti-Lockout Rule O
22
X 0/0B L RFC 1918 networks ' * * * * Block private networks b o
x 0/3.63 MiB * Reserved * * * * * Block bogon networks ¢
Mot assigned by IANA

1 rof3 sec] @ oece §© roooe § O con B s

9lzod Idpwegsp lyuw9pessd (GUI) J PfSense - $lises 99les 2ol IJgplsd

Jizlo To 2> 1150 supsd 1J8less 1288 B9 IJuwlo) 1dpzas wsupl sdse 1J1e) wluplss
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lisense

COMMUNITY EDITION

Firewall / Rules/ Edit = E @

Edit Firewall Rule

Action Pass v

for UDP) is returned to the sender,
with block the packe

Disabled | Disable this rule

Set this option 1o disable this rule without remov ng 1 ;F'J'I1 the list
Interface WAN v

Choose the interface from which packets must come to match this rule

Address Family 1Pvd v
he Internet Protocel version this rule applies to

Protocol TCP v

Choose which IP pratocel this rule should match

Any v / -
Source ] Invert match il :

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at

its default value, any

Destination ] Invert match Address or Alias l 14.10.162.251 ! o
Destination Port Range HTTPS (443) v HTTPS (443) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Log | Log packets that are handled by this rule

nit

the Status: System Logs: Settings page)

Hint: the firewall has

Description Allow ECE HTTPS

on may be entered here for admin

d in the firewall

Advanced Options

9lzod IJpuwese IUyum9pess (GUI) pu PiSense - wdoso $less 09 2ol 1Jzelss

luwegse ldpedsple Jlosle IJsless.

s lJlp)le: wesss wpys)
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* p2e9e6 1Jevlasy Sldw,9wsdad: 235> Jel 09 pulywe

s 1dpuod): wyd ldpes> di@

* 1Jgzoé: 25 IJewslo 19 IUluwe IJpuwegl, oo 1J8lses 1Jpogwsds JJ9zoé. & bed gusly IP
IJss coubod edso [J8lesd
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Rlisense

COMMUNITY EDITION

Firewall / Rules/ Edit = Ee

Edit Firewall Rule

Action Block "

CPRST or

iginal packet is discarde

v UDP) is returned to the sender

Disabled _] Disable this rule

Set this option to disable this rule without removing it from the list

Interface WAN w
Address Family 1Pvd v

Protocol TCP v

Choose which IP protocol this rule should match

Source Invert match Any hd ~

its default value, any.

Destination

- . 7
Destination Invert match ik J v / »

The Source Port Range for a connection is '._.'I: -’_d”:-‘ random and almost never equal to the destination port. In most cases this '-:F-'.|I"(_] must remain at

Destination Pert Range (other) hd {other) -

From Custom Ta Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Extra Options

Log

ce. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

Description Drop all sther inbound traffic

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the f

Advanced Options . : |

B save

9lzod lJpwese IUy)um9pess (GUI) J PFsense - odysy $lgsé luwllb zal) 1Jzelsé

o Idlple: weds> Jodé
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IJglo96 5. pylzes 1J8sles 9ldolds po o less IJzlb, B IUludd

msense System - Interfaces - Firewall =

COMMUNITY EDITION

Firewall / Rules/ WAN W E e

+ Apply Changes

Floating WAN

Rules (Drag to Change Order)

) States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions

W 2/13.51 MiB * * * WAN Address 8443 * * Anti-Lockout Rule ¢

22
4 /0B * RFC 1918 networks * * * * Block private networks O
)/3.65MiB  * Reserved * b * * w Block bogon networks o d
Not assigned by IANA

1 v 0/0B IPv4TCP * = 1410.162.251 443 (HTTPS) * none Allow ECE HTTPS L 2L00mx
7] XI= 0/0B IPv4TCP * * ‘ none Drop all other inbound traffic 3, #* (OO

1 200 )] sl oice | © tesse O com J @ s
@

lzos Idpwegsp Iyunspess (GUI) J PfSense - §lispes 99les 2ol 1Uzpelsé
Bl Jlo plodsol. lwzw 1J@sles Jbj0p.
e obosy lJogssile vprd o edsu I9les> ool Idzelss wldo,ose ldebdye Jossed.
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External Address
IP:PORT

Type Servers
http/https/tcp

Rule g

Certificate binding Loadbalancing Option

(optional) \ \ J
= = Action r y
s 3

Header Manipulation Health Check Method

(%-forward-for) /
J ACLs ~\
Persistence

Frontend L (Cookie/stick-table) )

HSTS

Backend

Pk—élogSP |J0|u)_9du.u§
Sop oudss HubRoxy Lluwogsle wesse 1Uslzos 1Jielesé/l g ss.
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cluvepsle §slise IJozde S 1dsuosd (ACL).

Spdu JBslse ldogde Ss 1Usuesd (ACL) luuble $sles peodds zos spdo JJglzod IUpess
IJlouold wlduelsle 1JgJwss [dpegodwss 9098l Jljbsle pgoduds.

IJlesble IUisdss Jsld,s 1Jegiso lJesde

lJglb9é 1. 235 HRroxy oo IJSlses lJpewusds "gsplo"



Rlisense

COMMUNITY EDITION

Auto Config Backup

Status / Dashboard Captive Portal + @
DHCP Relay
System Information DHCP Server Netgate Services And Support (-] x]
Name ucproxy02 uclabservices com
y DHCPVG Relay Contract type ipport
User admin@14.10.162.125 (Local Database) DHCPv6 Server “ommunity Support Only
System VMware Virtual Machine DNS Forwarder
Netgate Device ID: b2d03e55bab7b75fe6c2 | pc pocoiver NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Vendor: Phoenix Technologies LTD Dynamic DNS
Version: 6.00 - if n ¢ Ay i I i f N I
Release Date: Thu Nov 12 2020 HAProxy fyou pun‘T ased your pfSense gate\&-ay |re..f..a appliance from Netgate and elected
oMP P Community Support at the point of sale or installed pfSense on your own
Version 2.7.2-RELEASE (amd64) ' oxy hardware, you have access to various community support resources. This includes

built on Wed Dec 6 15:10:00 EST 2023 NTP the NETGATE RESOURCE LIBRARY.
FreeBSD 14.0-CURRENT

PPPoE Server You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
i Wia' r 1 i 4

The aystem is on the T Router Advertisamat Suppgrt SUDSCFIDIIIOH We're always on! Qur team is staffed 24x?x3.65 and _
Version information updated at Tue Feb 20 14 committed to delivering enterprise-class, worldwide support at a price point that is
o SNMP more than competitive when compared to others in our space.

Wake-on-LAN . . i

CPU Type Intel(R) Xeon(R) Platinum 8180 CPU @ 2.50GE Upgraide Your Seppart Community Support Resources

AES-NI CPU Crypto: Yes (inactive) = Netgate Global Support FAQ « Official pfSense Training by Netgate

QAT Crypto: No

= Netgate Professional Services  » Visit Netgate.com

PFsense GUI - IJ$lisps |JpuwsJs ShaRoxy

IJg 96 2. odosy Idleshle 1diuwl usé



Services / HAProxy / Settings O=uwEe

Settings Frontend Backend Files Stats Stats FS Templates

General settings

Enable HAProxy

Installed versien 2.8.3-86e043a

Maximum connections 1000 Per process, [Connections  Memory usage

s to X

will result in HAProxy not being able to

SH'.H thi-' maximum per-process !!'\Jl1ll:]l-'[ (]":Z(:n('.i..’[i-‘.'l[ connectior
NOTE: setting this value too hi
allocate enough m
Current 'System Tunables’ settings.

‘kern.maxfiles”: 30767 10.000 488 MB
100.000 4,8 GB

alculated for plain HTTP connections,

1 50 kB
1.000 48 MB

‘kern.maxfilesperproc 27684
Full memory usage will only show after all connections have actually
been used

using sal offloading will increase this

When setting a high amount of allowed simultaneous connections you will need to add and or increase the following two 'System Tunables’
kern.maxfiles and kern.maxfilesperproc. For HAProxy alone set these to at least the number of allowed connections * 2 4+ 31. So for 100.000
connections these need to be 200.031 or more to avoid trouble, take into account that handles are also used by other processes when setting
kern.maxfiles

Number of threads to

start per process Defaults to 1 if left blank (1 CPU core(s) detected)

FOR NOW, THREADS SUPPORT IN HAPROXY 1.8 IS HIGHLY EXPERIMENTAL AND IT MUST BE ENABLED WITH CAUTION AND AT YOUR OWN RISK

Reload behaviour [J Force immediate stop of old process on reload. (closes existing connections)

when haproxy is restarted. Otherwise the existing connections will be served by the old

Reload stop behaviour

Defines the maximum time allowed to perform a clean soft-stop. Defaults to 15 minutes, but could also be defined in different units like 30s, 15m, 3h or
1d

Carp monitor Disabled hd

Meonitor carp interface and only run haproxy on the firewall which is MASTER.

Stats tab, "internal’ stats port

Internal stats port 1999 EXAMPLE: 2200

NAN,

to internally pass through the stats page. Leave this setting empty to remove the "HAProxyLocalStats” itemn from the stats page and save a little on

Sets the internal port to be used for the stats tab. This is bound to 127.0.0.1 so will not be directly exposed on any LAN fother interface. It is used
recources
kdiriil stida ratraik iiti 20 Seconds, Leave this setting empty to not refresh the page automatically. EXAMPLE: 10

Sticktable page refresh Seconds, Leave this setting empty to not refresh the page automatically. EXAMPLE: 10

rate
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2o Wb,

E sense System = Inte

COMMUMNITY EDITION

Services / HAProxy / Settings O=u B
+ Apply Changes
Settings Frontend Backend Files Stats Stats FS Templates

General settings

Enable HAProxy
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Advanced Name Servers Check Frontend Actions

9lzod IJpuegse Idyuw9pess (GUI) oo PfSense - | olds ¢Jdss

25> 1J)y luolss.



Services / HAProxy / Backend / Edit Co=wEe

Settings Frontend Backend Files Stats Stats FS Templates

I ———
Edit HAProxy Backend server pool

Name be-ece
Mode Name Forwardto Address Port Enerypt(SSL) S5L checks Weight Actions

Field explanations: o

PFsense GUI - Lse ouvgsd IUgJds6 ShaRoxy
Sp w9 luwe Jdb,u IJgJSs.

235 [duwope Jiuwdd Jluplds 1zl e 1disd [Us Glises 1Jgsl>e

S5L
Mode Name Forwardto Address Port Encrypt(SSL) check:

O |active ~ Icclzsweba Address+Port: v| [14.10.162.107 ||M3 C

SSL servers only, The server certificate will be verified against the CA and CRL certificate configured below.
Check certificate:

SSL servers only, when set, must match the hostnames in the subject and subjectAlternateNames of the certificate provide
Certificate check CN1

S5L servers only, Select the CA authority to check the server certificate against.

CA:

[ None |
CRL: SSL servers only, Select the CRL to check revoked certificates.

' | Mone |
. SSL servers only, This certificate will be sent if the server send a client certificate request.
Client certificate: | m |
one v

Persistence only, Used to identify server when cookie persistence is configured for the backend.

Cookie | iEba
v

Tuning, If the number of incoming concurrent requests goes higher than this value, they will be queued
Max conn:

Advanced, Allows for adding custom HAProxy settings to the server. These are passed as written, use escaping where neec

Advanced |

If set configures this server item as a template to provision servers from dns/srv responses.
DNS template count | 1

o el
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Loadbalancing options (when multiple servers are defined) (-]

Balance O None

This allows writing your own custom balance settings into the advanced section. Or when you have no need for balancing with only 1 server.

© Round robin

Each server is used in turns, according to their weights. This is the smoothest and fairest algorithm when the server's processing time remains
equally distributed. This algorithm is dynamic, which means that server weights may be adjusted on the fly for slow starts for instance

O Static Round Robin

Each server is used in turns, according to their weights. This algorithm is as similar to roundrobin except that it is static, which means that changing
a server's weight on the fly will have no effect. On the other hand, it has no design limitation on the number of servers, and when a server goes up, it
is always immediately reintroduced into the farm, ence the full map is recomputed. It also uses slightly less CPU to run (around -1%).

® Least Connections

The server with the lowest number of connections receives the connection. Round-robin is performed within groups of servers of the same load to
ensure that all servers will be used. Use of this algorithm is recommended where very long sessions are expected, such as LDAR SQL, TSE, etc... but
is not very well suited for protocols using short sessions such as HTTP This algorithm is dynamic, which means that server weights may be
adjusted on the fly for slow starts for instance.

O Source
The source IP address is hashed and divided by the total weight of the running servers to designate which server will receive the request. This
ensures that the same client IP address will always reach the same server as long as no server goes down or up. If the hash result changes due to
the number of running servers changing, many clients will be directed to a different server. This algorithm is generally used in TCP mode where no
cookie may be inserted. It may also be used on the Internet to provide a best-effort stickyness to clients which refuse session cookies. This
algorithm is static, which means that changing a server’s weight on the fly will have no effect.

ri (HTTP backends only)
This algorithm hashes either the left part of the URI (before the question mark) or the whole URI (if the "whaole” parameter is present) and divides the
hash value by the total weight of the running servers. The result designates which server will receive the request. This ensures that the same URI will
always be directed to the same server as long as no server goes up or down. This is used with proxy caches and anti-virus proxies in order to
maximize the cache hit rate. Note that this algorithm may only be used in an HTTP backend.
Len (optional)
The "len’ parameter indicates that the algorithm should only consider that many characters at the beginning of the URI to compute the hash
Depth (optional)
The "depth’ parameter indicates the maximum directory depth to be used to compute the hash. One level is counted for each slash in the request
[0 Allow using whole URI including url parameters behind a question mark.
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Access control lists and actions

Timeout / retry settings

[ Timeowt/rewy settings

Ceonnection timeout

Server timeout

Retries

60000

The time (in milliseconds) we give up if the connection does not complete within (default 30000)

60000

The time (in milliseconds) we accept to wait for data from the server, or for the server to accept data (default 30000

2

potentially on another server. This is useful if health-checks are too rare and you don't want

After a connection failure to a server, it is possible to retr

the clients to see the failures. The n to reconnect is

nber of attempts et by the "retries” parameter.

Health checking

Health check method

Check frequency

Log checks

Http check method

Url used by http check

requests.

Http check version

-----
t o che " servers health, can als
PS servers(requirs checking the S5L box for the serv

milliseconds
For HTTR/HTTPS defaults to 1000 if left blank. For TCP no check will be performed if left empty

When this option is enabled, any change of the health check status or to the server's health will be logged

By default, failed health check are logged if server is UP and successful health checks are logged if

server is DOWN, so the amount of additional

information is limited

GET W

OPTIONS is the method usually b
then changing this to GET usually has the biggest chance of work
filter out of its logs

[system/we! :),-’"u'le"'"|)|at."r3rln,—";cr|'| mon/login/root.jsp?partitionld=1

Defaults to / if left blank

HTTR/1.1\r\nHost:\ ecel25.uclabservices.com
Defaults to "HTTP/1.0" if left blank. Note that the Host field is mandatory in HTTP/1.1, and as a trick, it is possible to pass it after "\"\n" following the
version string i

HTTP/1

Also some hosts r require an accept parameter like this

HTTP/1.@\r\r

st:% webservername:B888\r\nAccept:y */*
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Agent checks

Agent checks (O Use agent checks

Use a TCP connection to read an A

string of the form 1009

n,down (more about this in the haproxy manual)

Cookie Enabled Enables cookie based persistence. (only used on “hitp® frontends)

Server Cookies Make sure to configure a different cookie on every server in this backend.

Cookie Mame PFSenseCookie

The string r
EXAMPLE

Cookie and Cookie HTTF headers
okie JSESSIONID PH SID ASP.NET_Sessionld

Cookie Mode Insert

Determines how HAProxy inserts/prefixes/replaces or examines
EXAMPLE: with an existing PHPSESSIONID you

kie headers

can for P"r'."l]_'.‘.!i—‘ use "Session-prefix” or to create a new coockie use "Insert-silent

EC00k1¢ £s amalyzed on incoming request T <hodse server and "E
i Set-Cookie value is overwritten if present and set to an H
: unknown value or inserted in response if not present.

1

t cookie ccookie namer insert

Cookie Cachable O] Allows shared caches to cache the server response

Cookie Options [T Only insert cookie on post requests ) Prevent usage of cookie with non- ) Prevent usage of cookie over non-
HTTP components sercure channels.

Cookie Options

Max idle time It only works with insert-mode cookies Max life time It only works with insert-mode cockies
Cookie domains

Domains to set the cookie for, seperate multiple domains with a space.

Cookie dynamic key

Set the dynamic cookie secret key for a backend. This is will be used to generate a dynamic cookie with

Stick-table persistence

These options are used to make sure seperate requests from a single client go to the same backend. This can be required for servers that keep track of
for example a shopping cart

Stick tables none ~

ure the same server will be used

Email notifications

Mail level Default level from global w

Define the maximum loglevel to send emails

Mail to

Email address to send emails to, defaults to the value set on the global settings tab if left empty.
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HSTS / Cookie protection (-

HSTS Strict-Transport- When configured enables "HTTP Strict Transport Security” leave empty to disable. (only used on “http” frontends)

Security

WARNING! the domain will only work over https with a valid certificate!

Clients will cache this header for the set duration which means removing this header will still require a valid certificate for the set time.
31536000 Seconds

sested the page with this setting active will not be able to visit this domain over a unencrypted http connection. So make
nd the consequence of this setting or start with a ow value
r testing if you are absolutely sure you want this ) (12 months) would be good for production
Cookie protection [0) Set "secure” attribure on cookies (only used on "http’ frontends)

This configuratio e attribute on cookies if it has not been setup by the application server while the client was browsing the

application over a ciph

Advanced settings (+]

HubRoxy Backend - HSTS
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COMMUNITY EDITION

Services / HAProxy / Frontend Co=uEe

Settings Frontend Backend Files Stats Stats FS Templates
Primary Shared On Advanced Name Description Address Type Backend Actions
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Settings Frontend Backend Files Stats Stats FS Templates

———
Edit HAProxy Frontend
Name fe-ece
Description Frontend for ECE
Status Active v

External address Define what ip:port combinations to listen on for incomming connections

SSL
Listen address Custom address Port Offleading Advanced Actions
O [1410.162.252 (eceVIP) v | [443 | | | mO

te that if you are t to

1 the first). Also

multiple ports, separate them with a com ). EXAMPLE: 80,8000 Or to listen on both 80 and 443 create 2 rows in the table where for the 443

you would likely want to check the SSL-offloading checkbox

Max connections

Sets the maximum amount of connections this frontend will accept, may be left empty.

Type http / https(offloading) v
This defines the processing type of HAProxy, and will determine the availabe options for acl checks and also several other options
Please note that for https encryption/decryption on HAProxy with a certificate the processing type needs to be set to “http
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Default backend, access control lists and actions

Access Control lists Use these to define criteria that will be used with actions defined below to perform them only when certain conditions are met.

Name Expression Ccs Not Value Actions

1

C5' makes the string matches 'Case Sensitive' so www.domain_tld wil not be the same as WWW.domain. TLD
- 'Not’ makes the match if the value given is not matched

Example

Name Expression ClNotValue

Backendlacl [Host matches www.yourdomain. tld
lmddHeaderAclSSL Client certificate valid

acl's with the same name will be ‘combined using OR criteria
For more information about ACLs please see HAProxy Documentation Section 7 - Using ACLs

NOTE Important change in behaviour, since package version 0.32
-acl’s are no longer combined with logical AND operators, list multiple acl's below

where needed

-acl's alone no longer implicitly generate use_backend configuration. Add "actions' below to accomplish this behaviour

Actions Use these to select the backend to use or perform other actions like calling a lua script, blocking certain requests or others available
Table

Action Parameters Condition acl names Actions

1

Example
Iction Parameters ICondition
lUse Backend Website1Backend Backendlac
http-request header 'ftHeac'r:mamc- }':-HE.r’\DEI"!-Clie".';Cert'\-falid_qdd'I.eaCE'ACI
New logformat value: YES
Default Backend be-ece ¥

If a backend is selected with actions above or in other shared frontends, no default is needed and this can be left to "None®.
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Default backend, access control lists and actions

Access Control lists Use these to define criteria that will be used with actions defined below to perform them only when certain conditions are met.
Name Expression cs Not Value Actions
O &, ccmpWSs Host starts with: no no cemp.uclabservices.com:8085 f -ﬂ-ﬂ
Ok cempSSL Host starts with: no no ccmp.uclabservices.com i

1

-'CS" makes the
Not makes the match if the value given is not mat

domain.tld wil not be the same as WWW.domain. TLD

g matches Case Sensitive so v

Example:
Name Expression CINotValue
Backendlacl Host matches www.yourdomain.tld

fpddHeaderAclSSL Client certificate valid

acl's with the same name will be ‘combined using OR criteria.

For more information about ACLs please see HAProxy Documentation Section 7 - Using ACLs

NOTE Important change in behaviour, since package version 0.32
-acl's are no longer combined with logical AND operators, list multiple acl's below where needed
acl's alone no longer implicitly generate use_backend configuration. Add ‘actions’ below to accomplish this behaviour.

Actions Use these to select the backend to use or perform other actions like calling a lua script, blocking certain requests or others available

Action Parameters Condition acl names Actions
O43» Use Backend See below ccmpSSL S
backend: be-uclab-ccmp120-2sl
(A Use Backend See below cempWs om0

backend: be-uclab-cemp120-ws

1

Example:
Action Parameters [Condition
lUse Backend 'Website1Backend lf-!ar. kendlacl
. Headername: X-HEADER-ClientCertValid |
http-request header set o laddHeaderAc!
New logformat value: YES |
Default Backend None v

f a backend is selected with actions above or in other shared frontends, no default is needed and this can be left to "None
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SSL Offloading

Note SSL Offloading will reduce web servers load by maintaining and encrypting connection with users on internet while sending and retrieving data without
encrytion to internal servers. Also more ACL rules and http logging may be configured when this option is used. Certificates can be imported into the
pfSense "Certificate Authority Manager” Please be aware this possibly will not work with all web applications. Some applications will require setting the
SSL checkbox on the backend server configurations so the connection to the webserver will also be a encrypted connection, in that case there will be a
slight overall performance loss.”

SN Filter
Specify a SNI filter to apply below SSL settings to specific domain(s), see the “crt-list” option from haproxy for details.
EXAMPLE: * securedomain.tld 'public.securedomain.tld
Certificate ece-web-2024 (CA: MylntermediateCA) [Server cert] v

Choose the cert to use on this frontend
[0 Add ACL for certificate CommonMName. (host header matches the "CN' of the certificate)
Add ACL for certificate Subject Alternative Mames.

ocspP [0 Load certificate ocsp responses for easy certificate validation by the client

A cron job wil update the ocsp response every hour.

Additional certificates Which of these certificate will be send will be determined by haproxys SNI recognition. If the browser does not send SNI this will not work properly. (IE
on XP is one example, possibly also older browsers or mobile devices).

Certificates Actions

1

(C) Add ACL for certificate CommonMame. (host header matches the "CN' of the certificate)

(O] Add ACL for certificate Subject Alternative Names.

Advanced ssl options

MOTE: Paste additional ssl options(without commas) to include on ssl listening options.
some options: force-sslv3, force-tlsv10 force-tlsv11 force-tlsv12 no-sslv3 no-tlsv10 no-tlsv11 no-tlsv12 no-tls-tickets
Example: no-sslv3 ciphers EECDH+aRSA+AES: TLSv1+kRSA+AES:TLSv1+kRSA+3DES

Advanced certificate

specific ssl options - .
P P NOTE: Paste additional ssl options(without commas) to include on ssl listening options

some options: alpn, no-ca-names, ecdhe, curves, ciphers, ssl-min-ver and sslmax-ver
Example: alpn h2http/1.1 ciphers EECDH+aRSA+AES: TLSV1+kRSA+AES: TLSv1+kRSA+3DES ecdhe secp256k]
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Flisense

COMMUNITY EDITION

Services / HAProxy / Frontend Co=uwEe
+ Apply Chnnnea|
Settings Frontend Backend Files Stats Stats FS Templates
———
Primary Shared On Advanced Name Description Address Type Backend Actions
[ ,i, o 7.:& fe-ece Frontend for ECE 14.10.162.252 Adaa https be-ece (default) &‘ ifﬁ[g

3]s e
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