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agent emea.csco.cloud Inventory & telemetry transfers DNA Center
ng.acs.agent.emea.csco.cloud
APJCregion:
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ng.acs.agent apic.csco.cloud

) .. Initial discovery
CX Cloud Agent Metwork Devices SNMP | UDP/161 Outbound to LAN
Ongoing inventory collections

CX Cloud Agent MNetwork Devices S5H TCP/22 Collection of telemetry from CLI commands Outbound to LAN
CX Cloud Agent Network Devices Telnet TCPf23 Collection of telemetry from CLI commands Qutbound to LAN
Network Devices CX Cloud Agent Syslog UDP/514 Transfer syslogs for Alert Fault Management Inbound from LAN

Workstation CX Cloud Agent SSH TCP/22 CX Cloud Agent Maintenance Inbound from LAN
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api-cx.cisco.com
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agent.emea.cisco.cloud

agent.apjc.cisco.cloud

ng.acs.agent.emea.cisco.cloud

ng.acs.agent.apjc.csco.cloud




. pdlebd: szw IJuwelz wldsuesd Iuols) pe cedsu lehs Ioszso eds Idpuds 443

Jubvedle FQDN 1Jpeas6.

Iluosb 1dese9e Jesds vuse Iduveds 1,886 pu Cisco

luosble p)ds wuss Idubeds 1U,9pss (DNA) Jg 936 91256 038906 9pz0986 HA o Cisco o
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Node 1
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DNA Appliance
Node 2

Virtual IP
Address
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DNA Appliance
Node 3

IP Addr3

o e

Cisco* Cloud
AWS, NTP

DNS, efc

REST APIs
and
DMA Center UI
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Which CX Cloud Agent Do You Want to Connect to?

Select oplion - .l|l.||l-'-‘
cisco i L
[ )

Cancel

w2 99sd ywelws CX

3. e3> 99sd uweled CXIUss oyss Idlouold old@lsesd 1Jpouwsds wo Jydsd uweled CX.
4. 109, 9939 pulugs. oo,y ulwis IUleold wweluo CX.

Connect to CX Cloud

Connect a Cisco DNA Center [ 2 af 2 )

IP Scddress o FODN * City ®
Salect oplion W
Lisaimarms * Pacsgarond *

Scheduly inventory collection

Fraquancy Salact lime Tl Tons

Frequ. 1200 w AM W Ewrope/Amsaterdam (...

@ Run the first collection now (this may take up to 75 minutes)
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cucadmin. When gou are Finizhed. select 5ot Pasoword

(lge the Up frrou amd Dous frrou keygs to navigate betwces Ficlds.
Presz the Tab oy to select Set Faszword )

JJpé 1dp)9) IJgrs36

I9

Bl op wrass logile IJpé IUpr9) odilssl Slogwg Ides IJes) Ides we lugulyol
sugiswol JJluwesle ldpwodods. lud) W98 edb JJpé 1de,9) slowdd IUs 1Jgbys 4.
hwm Fatteord

Fassword | 300 XOONIOGT

Hake mare to store thiz passuord i a zafe place. Thiz pazseord (= required to log
inte Cisoo O Cloud Agent.

Micr yos hawe ztored the pazsword in a zafc place, zelect Sawe Password, To returs
to the previoms screen. select Cancel.

i Camce | *

Idpé 1Jp9) Idpounis oddlssT

3. 168) W98 2 bbb JJeé 1Up,9) Jluueesleol JJe ols§6.
Fazzword Strength

The strength of the new passuord |s MHedisn,

To save tho pastward, select Sawe Fassword. To ooef igare a different passeord.
gelect Camcel o retern o the Sei Pazgword scroom,

Hawe Fazsweordl £ QCancel ¥

e JJps 1 prs)

4. 5¢Jo IJewslu: subnet mask: psgd: 9DNS ulbd 9b 9o 96 |y o)l).
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op ldogvesd vuele

woz wasd Jlouble He5 aslz wluwegsle CLI (9120 uwlo, 1Ulsle))

ol spdu Jdpuwospso louble se) sl wluwegsle gsble slzes yulo, 1Jisle, (CLI).



Jlogile 505 basle wluwegsle CLI (slzoé gulb, 1Ul9le)):

1. 9p vowwesd IUsgad Ids gpsd Iduwelod eo) SSH Cluwepsle wslule leoels Idpgueise
cxcadmin.
2. luuiis ey Il lo wlguegsle 1Ule, oxcli configurePairingCode.

of el egent geveranePadringlode

logble s 180)lu 9lzod ulbo, 1J19le, (CLI)

3. loww oes UGl shze 1Js CX Cloud Jewlogs 1J]es)s.

odIsu oy wuséd Iduveds 1y 8pes6 pu Cisco Jlglhé wogso Syslog lUs 9JdsJd

lJpobdole |Jiuu|u»§6

IJluosble [desg9006 oo oY) wuse IJubwdo 1) 8p86 pu Cisco os 2.1.2.0 |Js 2.2.3.592.3.3.4
IJs 2.3.3.6 92.3.5.0 gldiaojé ldblo,ys6 Jeyds wuss Idyveds |y, 8ps0 (DNA) oo Cisco

odosu lesh [glhé wogso syslog

Jodssy lelhs wopso Syslog lds gpsd uvwds CX B o) st [Juveds 1d,856 (DNA) oo
Cisco: Yp woudss IJgbsle IJoldss:

1. 8p vouvgsd Cisco DNA Center (p,9) vusé ldyveds 1) 9ps6 pu Cisco).

2. lpoyd lds Idouopse > lesble Idgveds > 1Jgvods.

3. LlJuuwws JIJ pode. luowd gusly IP Jss CX Cloud Agent (s3sJ CX Cloud) wlgeulyo
¢l>p Syslog.



% pJ|aJ'o|QZ
Swprr® wdssuol sop dssu zest Uizess IJerowbs w3Jd 1Jesde JbuwlJ syslog
vldpuwess Idgye J CX Cloud Agent. szo o ooy Ui@_o_jé POCHUE wp9dE pl Jupdsy
lel>6 w9zso syslog pu IJzols IUs gpsd uvzled CX. gus wease lesh gl syslog: swe
oESSU zest izos IJerowbs L3dd 1Jpsde wddlss! eds Ideuwess IJIBe,luos
lJze.

odosu IJuasd IJigys Jlghs wozso syslog lJs 9dsd uweles CX

Sew wdysy Uiao_jé Jbuwld Huwlisd syslog |Js 9dsd uweleé CX Jlgweesle psjé 1516 IJigJoU
J CX Cloud.

N ol Tzo58 Ipuwess 2 33b Jowug utle Ielags ehods Jodsss Iuasd ins Jlghs
w9zso syslog.

e9lbe Syslog IJeldsé g lpdluss lelhs Iduggso

e woudss Luvble IJodssu Ju,oler glse syslog siuode gusly IP Jgdsd yvelus CX
J9z0d 23536.

% ,04|CJ'051 ewd lglé wogso syslogs:. ol v Idzudlb gJs guslo IP 1Jpuos, JyuwlJo syslog
IJloJsé.

&9l>p syslog 192956 w390 ledluss lelss IJeszso 19 wagw ¢lse syslog

Spe wodssu JJ goly Jhuwld syslogs polyi,é |Js guslo IP Jsdsd yweles CX. Lize s odo
lJselisd JJzue9d eds gbsle wdssy pead6.

>Jsd wJesy IOS® XE oy Cisco



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
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i CAUIOUGAGENT_Z.Z_BUNIG-35_1U.140./ /.49 || EnVIINImEnt, you can use virual macnines as uesKwop or
CXCloudA, 2_Build-35_12 hents, as testing environments, or to
Power 4 9
) CXCloudAgent_2.2_Build-35_Aq pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CXCloudAgent_2.2_Build-4_Bok| Snapshot » \ Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console 2
I CXCloudAgent_2.2_Build-7_Chz E = RERSEED CHIEI Snogstiof
) CXCloudAgent_2.2_Build-7_Chi (3  Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
) CXCloudAgent_2.2_Build-7_Niti B R e
I CXCloudAgent_2.2_Build-8_Bok Report Performance... . i
) CXCloudAgent_2.2_Build-8_Ch: virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename . -
ade s rirtual machine
 CXCloudAgent_2.2_Build-8_nt{ ¢ i New Window...  Ctrl+AltsN
I CXCloudAgent_2.2_Build-8_n)_ . i
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
I CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11

o golj lve,luos

—MName
[Snapshot_Name <Provide_Snapshot_name >

—Description

<Description for "ef>

[ Snapshot the virtual machine's memory
I Quiesce guest file system (Needs VMware Tools installed)

‘ oK | Cancel
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File Edit View Inventory Administraticn Plug-ins Help
n n g Home b g Irwentory b (3 Iwentory
B0y 00 Ghee e
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B CXCloudAgent_2.2_Build-27_10.126.77.227_D

Eh CxCloudAgent_2.2_Buid-27_beb_10.126.77.130

(i CiCloudAgent_2.2_Buid-26_10.126.77.227_Chaitra
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{1 CxCloudAgent_2.2_Buid-29_Bob_10.126.77.131

3 CXCloudAgent_2.2_Buid-3_bob_101.126.77.130
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(B CxCloudAgent_2.2_Buid-35

ffy CxCloudagent_2.2_Buid-35_10.126.77.124_Chardan
5 CxCloudAgent_2.2_Buld-35_10.126.77.222
s 5_10.126.77.227_Chaltra
@y CxCloudagent_2.2_Buid-35_10.120.77.229

CXCloudAgent_2.2_Build-35_122_Adiys_est
CxCludhgent_2.2_Buid-35_Aditya_10.126.77.122
s cxCloudagent_2.2_Buid-35_Bob_10.126.77.131
&) CxCloudAgent_2.2_Suld-4_Bob10.126.77,130
{5 CXCloudAgent 2.2 Buid-4_Chaitra_10.126.77.227_Chaitra
G cxCloudAgent_2.2_Buid-7_Chaitra_10.126.77.227
@1 CxCloudgent_2.2_Buld-7_Chaitra_10.126.77.228
&) CxCloudAgent_2.2_Buld-7_Mitin_10.126.77.118
@ CXCloudAgent_2.2_Buld-7_Mitin_10,126.77.11%
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Recent Tasks

677 227 _Chaitra

Summary | Resource Allaeation | Perfo

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
appiications. An operating system installed on a viriual
machine s called a guest operating system

Because every virlual maching is an isolated compufing
environment, you ¢an use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server applications.

Virlual machines run on hosts. The same hos! can run
many wvirtual machines.

Basic Tasks
@ Power Off the virtual machine
I Suspend the virtual machine

( Edit virtual machine settings

close tab (X

Virtual Machines

':l/%

wSphere Client

Name, Target or Status containg: = I Clear !

Natme | Target
£ Download M configuation

ﬂ Revert snapshot

# Download YM canfigurtion

# Createvirtual mathing snapshot

& oudoudagent_2.2_Build-35_122_Adwya test

@ OiCloudAgent 2.2 _Build-35_122_sdya fest

| Status

© Compla=d
@ compleed
& Complesd
@ Compleed

|Detalk | Tritstedby | Requested Start Time
vpuser 11/3/2022 10:5%:31 AM
roct 1132022 10:59:20 AM
vpser 11/3f2022 10:58:491 AM
rock 11/3f2022 10:58:31 &AM
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onments, as testing environments,
\&r apphications

Take Snapshot...

_Build-1 Power

1 Build-1 Guest

|_Build= Snapshot
:Juil-d-il

E Open Conzole

_Build-]
1 Build-]
i_Build-}
_Build-]
_Build-f
1 Bauild-1
i_Build-{
_Build-£

9 &

Add Permassion..,
Report Performance...
Rename

Oipen in MNew Window..,

: Build-

 Build-4 Hemove from Imventony
Build-§ Delete from Disk

- TR

Cerl=P

Cele Alt+ M

.I
r|ﬁ

[# Revertto Current Snapshot

|-|ﬁ'- Snapshat Manager...
Consoldate

the wirtual machine
he virtual machine

| machine settings

o ulss VM
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T |

Curment state of the Virtual Machane wall be lost wnbets i has been taved

in & snapshot. Revert to snapshot
“Snapshot_Hame<Provade_Snapshot_name>"7
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B Cxclovdhgent_2.2_Buk
i CxCloudagent_2.2_Bub
T CxCloudagent_2.2_Bull

i1 nis,

T CxCloudhgent 2.2 Bub  Powss 4 Power On Ciri+B

% E o ? E:i: Guest b Poraver CHE Chal+E a0 n
' SHIIP'II'M L] Sudpersd Carl= £

CaCloudbgent_.2_Bulk

% cxmu.zj;a Cpen Lontole Rreset Card=T

a ‘:qu.:jl Edit Satti = = G el o

3 ff‘wu.ijulﬁ ""m?" . 5.|1L. ["I:--j'.ﬂ uest I:I i+

P CxCloudhgint_2.2_Bul Upsgrade Virtiss re Regtart Guest Cirl=F

% E:Wﬂ'iﬁ: S B P | the virtual machine
#) CuCloudagent_2.2_Bud Feport Performance

$i CxCloudagent_2.3_Bud B al maching settings
3 Cxcloudsgent_2.2_Bulk

i OiCloudagent_2.2_Bull Open in New Window...  ChileAR=N

Bermnoeve from brvendony
Delete from Dk

environmend, you can use virtual machines as IZIE'S-'I'.'II
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https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf
https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf
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