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<#root>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status

1 48 48x10GE Supervisor N3K-C3548P-10G-SUP active *
Mod Sw Hw World-Wide-Name(s) (WWN)
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<#root>
N3K-C3548#
dir | include bin

36742656 Nov 19 14:24:14 2020 n3500-uk9-kickstart.6.0.2.A4.5.bin
166878338 Nov 19 14:22:40 2020 n3500-uk9.6.0.2.A4.5.bin
N3K-C3548#

copy ftp://usernanme@92.0. 2. 100/ n3500- uk9-ki ckstart.6.0.2. A8. 11b. bi n bootfl ash: vrf nanagenent

Password:

Copy complete, now saving to disk (wait)...
Copy complete.

N3K-C3548#

copy ftp://usernane@92.0. 2. 100/ n3500- uk9. 6. 0. 2. A8. 11b. bin boot fl ash: vrf nanagenent

Password:

Copy complete, now saving to disk (wait)...
Copy complete.

N3K-C3548#

dir | include bin

36742656 Nov 19 14:24:14 2020 n3500-uk9-kickstart.6.0.2.A4.5.bin
37739008 Nov 19 18:13:12 2020 n3500-uk9-kickstart.6.0.2.A8.11b.bin
166878338 Nov 19 14:22:40 2020 n3500-uk9.6.0.2.A4.5.bin
197055713 Nov 19 18:14:46 2020 n3500-uk9.6.0.2.A8.11b.bin
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https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home

IUssw- 9swp w9uose pold eds 3JI BOs o030 1Jun9,6.

Software Download

Downloads Home / Switches [ Data Center Switches / Nexus 3000 Series Switches / Nexus 3048 Switch
NX-0S System Software- 7.0(3)I7(8)

Details
[ Search N . AOAIANN0 St ; ]
e Description : Cisco Nexus 9000/3000 Standalone Switch
Release : 7.0(3)17(8)
( Expand A Release Date - 0d-Mar-2020 Related Links and Documentation
FileName : nx0s.7.0.3.17.8.bin Release Notes for 7.0(3)17(8) N9K
Suggeste Min Memory DRAM 0 Flash 0 Release Notes for 7.0(3)17(8) N2K

Size : 937.16 MB ( 982681088 bytes)
7.0(3) MD5 Checksum :  4568b131a87aa8be? 116ec190e30d597 &

SHAS512 Checksum :77c6f20116f51e09035078d57209de21 ... &

Latest Re
Release Notes for 7.0(3)17(8) N3K Release Notes for 7.0(3)17(8) N9K Release Date Size
7.0(3) witch ~ 04-Mar-2020 937.16 MB +\ K
nxo0s.7.0.3.17.8.bin
9.3(5)

S9uog 03l ldpeld Jswdss [doedd pu IUpzpese IUIRews MD5 .JP.JL.?'Q lJuog) lJoulissé
JJuble 9 kickstart |Ugl o6 woyulpe NX-OS 6.0(2)A8(11b) pu ¢JIJ 1UJle, show file
bootflash:{flename} md5sum. IJezp9e IJIge s MD5 1Jpw9de Jpdod 109,56 IJeulisss J
NX-0S6.0(2)A8(11b) kickstart 1b025734ed34aeb7a0ead48f55897b09%a. v suel lJpgpess IJIRohs
MD5 1Jpew988 Jpdwd IU09,0 IJoulisss Juble NX-OS 6.0(2)A8(11b) o9
1f8bfb0b3d59049d5bf385ed688a86868 6e25.

<#root>
N3K-C3548#
show fil e bootflash: n3500- uk9-ki ckstart.6.0.2. A8.11b. bin nd5sum

1b025734ed34aeb7a0ea48f55897b09%a
N3K-C3548#

show file bootflash: n3500-uk9. 6. 0. 2. A8. 11b. bi n nd5sum

1f8bfb0b3d59049d5bf385ed7866ee25

IJe98 4. o) $s8 wyolpz NX-0S pu ¢dld ey cowse 1JIJ

lool ©ds6 wyulpe NX-0S $sluvs JJigbld po U 1l install all. selbdy o3l 1Jie; wpos,)
JJ pu pedele kickstart slJoble Lluwegsle 1Jpd IJebd s 1Uglue o kickstart NX-OS g9pJudle
lJuog) Ideulssse JJuble 1Jposld 8o pg 1Uluos]) 1Jesuw.

S92 o3l IJpeld |Ji|p_) install all pse wubvsy pedelw kickstart |Js 1Updd 1Jpbdd JJu2o9,6
lJeolsss J NX-OS kickstart (bootflash:n3500-uk9-kickstart.6.0.2.a8.11b.bin) sc sy peJed



IJoble |Js 1Jpd 1dplbd$ 1JElLo wpdd Iduoy)o IJeulsse Juble IJogvgsd NX-OS
(bootflash:n3500-uk9.6.0.2.A8.11b.bin).

<#root>
N3K-C3548#
install all kickstart bootfl ash: n3500- uk9-ki ckstart.6.0.2. A8. 11b. bin system boot fl ash: n3500- uk9. 6. 0. 2. At

Installer is forced disruptive

Verifying image bootflash:/n3500-uk9-kickstart.6.0.2.A8.11b.bin for boot variable "kickstart".
[##BRHRHBRAHRRAH AR #] 100% -- SUCCESS

Verifying image bootflash:/n3500-uk9.6.0.2.A8.11b.bin for boot variable "system".
[##BRHRHBRAHRRAH AR #] 100% -- SUCCESS

Verifying image type.
[##BRHRHBRAHRRAH AR #] 100% -- SUCCESS

Extracting "system" version from image bootflash:/n3500-uk9.6.0.2.A8.11b.bin.
[##### BB BHHAHHHRB R R R R R AH#] 100% -- SUCCESS

Extracting "kickstart" version from image bootflash:/n3500-uk9-kickstart.6.0.2.A8.11b.bin.
[##### BB BHHAHH R R R R R E A H R AH#] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/n3500-uk9.6.0.2.A8.11b.bin.
[##BHHHBRAHRRAH AR AR #] 100% -- SUCCESS

Performing module support checks.
[##### BB BHAHH R R R AR R R R AR HAH#] 100% -- SUCCESS

Notifying services about system upgrade.
[#### BB BHHAHH R R ERAAAH R R E AR AH#] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset Forced by the user

Images will be upgraded according to following table:

Module Image Running-Version New-Version Upg-Required
1 system 6.0(2)A4(5) 6.0(2)A8(11b) yes
1 kickstart 6.0(2)A4(5) 6.0(2)A8(11b) yes
1 bios v1.9.0(10/13/2012) v1.9.0(10/13/2012) no
1 power-seq v2.1 v2.1 no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y
Time Stamp: Thu Nov 19 18:32:15 2020



Install is in progress, please wait.

Performing runtime checks.
[###HARBHHHAHRBRHHARRRHH AR R AR H#H##E] 100% -- SUCCESS

Setting boot variables.
[###HARBRHHAHRBHHHARRRHH AR R AR H#HH#E] 100% -- SUCCESS

Performing configuration copy.

[##### S S S SR BB HHHHHHHHHHHARAAAAAAAAAAAHA] 100% -- SUCCESS
Time Stamp: Thu Nov 19 18:32:39 2020

Finishing the upgrade, switch will reboot in 10 seconds.

1Jglb96 5. 1Joz 8l pu widss wyulez NX-OS wuele

w8 lehé wepsd Idpesd I\Jexus 3524 I 3548. w98 pu wele IJesdsé pu gJIJ 1Jie, show
module. sg)uo [&lz o3l 1Jley IJluosl)y 1Jesd 1dpesg90. Sep &0 pold eds o3l ouli zse wpo
o986 IJpzad vuele lJs wulpz NX-OS: IJ]osl) 6.0(2)A8(11Db).

<tfroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48 48x10GE Supervisor N3K-C3548P-10G-SUP active *
Mod Sw Hw World-Wide-Name(s) (WWN)

1 6.0(2)A8(11b) 1.0 --

IJg 1096 6. 25058 pLo3y pdble 109, I olsss IJluosly o ldezsd Cisco Nexus Switch

w8 IJozdd pu vile ©udsé wulee NX-0S oy IUIuosl 1dpuess s 1luesh 1dess: $p
oldewdllb gds [dpuwlzs 1Ugldse geds 3156 1w poss 1Ugluos wldezad pu gdld 2309 pdudle
kickstart 1IUgluoo wlJluosl) Idpuos) 9pdule 1oy, Ideulssse Jduble pu 31Y,6 1w pos>
lJgluoo wldzols. 9spdu IdB8slp wi3dd wlywegsle Ui,O_) delete bootflash:{filename}. 9 s p
w9t pold 8ds 3JdY ouli zse swp 239 pdudle NX-OS 6.0(2)A4(5) Kickstart 9pJudle 1Juo9,)
lJoulissse Jdoble pu 318,56 IJoposs 1Ugluod wldeesd.

<#root>
N3K-C3548#
dir | include bin

36742656 Nov 19 14:24:14 2020 n3500-uk9-kickstart.6.0.2.A4.5.bin



37739008 Nov 19 18:13:12 2020 n3500-uk9-kickstart.6.0.2.A8.11b.bin

166878338 Nov 19 14:22:40 2020 n3500-uk9.6.0.2.A4.5.bin

197055713 Nov 19 18:14:46 2020 n3500-uk9.6.0.2.A8.11b.bin
N3K-C3548#

del et e bootfl ash: n3500- uk9-ki ckstart.6.0.2. A4.5.bin
N3K-C3548#

del ete bootfl ash: n3500- uk9.6.0.2. A4.5. bin
N3K-C3548#

dir | include bin

37739008 Nov 19 18:13:12 2020 n3500-uk9-kickstart.6.0.2.A8.11b.bin
197055713 Nov 19 18:14:46 2020 n3500-uk9.6.0.2.A8.11b.bin

lJgb9es 7. ouvesd woyulpe IJlesh IJpwsiss IJouos Jlghé wbosy uvsluwle CoPP

Sp woubtsd Idwolez Juves Jdlesl> IJlsds wluwogsle 1oy IJlesls. bed pwe 29l Idodssy
IUluwlgus wbeld vge: oo Sod zese IUesblo IUIBwluoss 1Upsuors Lldusél wundd
pod)) £Js plulz Enter pos sop bele pozo CLI (slzos Lwb, 1Jisle,) NX-OS.

S pdlebbs: Jl s wuvgsd IJesolez IJuuas Jdlesh Ilsds [Us eessd Idedsso IJzhbs
oubgsde JJpead. IJErue po wuvgsd Idwulee Idouwas JJlesls Ilsds o9 1elds o o
oSy wog wubse puveys IJozde (COPP) IUeese 929> Vs IJodssy Idzhs
cubgsdo JJpzsd. 65 $88 IJBUud Bs culdss odo IUgbes [Js Béslu 1Jzses Jpydé
P29 pumeds ldoede.

983 oul peld gds 3JY.

<#root>
N3K-C3548#

set up

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes



Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name :
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO IPv4 address :
Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would 1ike to generate (dsa/rsa) :
Configure the ntp server? (yes/no) [n]:
Configure default interface Tayer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:
The following configuration will be applied:
no telnet server enable
system default switchport
no system default switchport shutdown
policy-map type control-plane copp-system-policy ( default )
Would you Tike to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
[##### S S SRR BB HHHHHHHHHHHHARARAAAAAAAAAH] 100%

Copy complete, now saving to disk (wait)...
Copy complete.

lJosy 96 oo NX-OS 6.x |Js NX-OS 7.x

S92z 03l IJBuwpe pu ldpuwous JsWOSs wudss o880 wyulez NX-OS 1Jwy o956
lJdsluwso pu luosl) pues)y Vs IUluosl Id)issuvs NX-0S 6.x |Js ool 038 B IJluesly
lJyissuws NX-OS 7.x.

% pdlebo: wobde w886 wyulpg NX-O8S |Js luosl) puweord Ws IJluosl) 1U)ssuvs NX-
OS 7.x pu luosh) puosy Vs IJluosl) IU)issuvs NX-0OS 6.x o) 886 9uwsls 1Ujless |Js
6.0(2)A8(7b) Iy |Losl, leses Bud 1Je,dsé 1Js 1dluosh [Josd IJpsé90. wo os Cisco
wluwegsle 6.0(2)A8(11b) Jluosl) wyulpz Jodo 1Jw, 886 Uy wsls.



Swp lple oyds6 Joyulez NX-OS 1Jwg oles gJs pead Cisco Nexus 3548 oy |uosl) puos)
6.0(2)A4(5) |Js luosly 0308 7.0(3)17(9):

<#froot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status

1 48  48x10GE Supervisor N3K-C3548P-10G-SUP  active *
Mod Sw Hw World-Wide-Name(s) (WWN)

1 6.0@A) 1.0

edewe punh 1Jesdss

Swp e pdéue Jeuwh 1Je) 8686 pu luodl) puos) Ws IJluosl) IU)ssuvs NX-0S 6.x |Js
lLosly 0308 s 1Jluo3ly IS s NX-0S 7.X oo 2J1J luool, pesoub wbsps 6.0(2)A8(11b)
oul:

6.x -> 6.0(2)A8(11b) -> 7.x

Uz 1096 1. 1Je) 856 oo NX-OS 6.x JJs NX-OS 6.0(2)A8(11b)

quua.)ro Suve lJo NX-OS 6.x s 03l Ipuews Jlig)le
<9S8 wyulez NX- OS ISluwss pelbds pu I._Jluo.>|_, lJpo) 1Jelue wd Ids luesl) pusunb pu
wulpz NX-0O8 Il ool 6.0(2)A8(11b). 903l pbodse JIs oIy 1wy 886 IJs luosl) 038 s
lJluosh 1d)sssuws NX-OS 7.x olggs.

IJglogs 2. wujsd IJluesh [Joesd pu wujsd wolez Cisco

Suvwgdp wulpg NX-OS 7.X pJd 09,0 uu|§5 NX-OS 9lz> (subl) Jso Iaslul wpd U096
092>). wewlz lds wujsd 030 1Juo9,6 pu w,lez Cisco | v lJds IJdposou,
Jezds IJgloo wd. odg Iebsle Iezsrs Ides ceole Is loghel Jowisd IJwle eo eade
ouisd wlpeg Cisco gJs 1Usse ghe ubly o3l IJpwews.

% pdlebs: Bl oo o@9pe wldw,; 886 |Js wyulpe NX-OS Uluo)I_) 7.0(3)I7(8) |_9 7.0(3)17(9).
Ssedud wuisd w98 wyulee NX-OS IUpsezs pu - s
e luwos)luo p9de lJosu: g3 byl peod Nexus Idss welod u)dsuo slJluesld lJs
luoshy wyulpz NX-OS 1Josws IJplbbdye. e 235 pdly o906 Idwulpe 3o 1Jue9,0
UPUOESJDO O _9uou_90|5|J;JJ'oo pU2E9bd O |u.uro |JroJu_9 lJglue uol JroJ._s) y1e)

| .

..u'



https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=

~ 9w O Soo o) powons 7.X

IJg 096 3. &uwg IUluosly 1JesB [Js pzod Cisco Nexus po 2JIJ lzsle 1Uuo9,6 Ide ngobs o,
SCP

louwg pdd 1Juo9,6 1Jeolsss 1de9zss Jluosh 1Jossd [Us pzod Iduvduwds Nexus 3524 g
3548 IJss s> wodswo vuvdd puobyo pu ¢dld oSS lple 1Uu09,6 1Jpuoéslbs NX-OS
£w SCP. Jpjss pu IJpedsple 2od o3l IUlp)le: hze 1Us puwos Iz)le | lJoogalos Nexus
3000 ¢ 3100 9 3500 NX-OS.

. pdles: pu led wubésd lole IJue9,6 1Jpogsbs NX-0S soddsd zze pdud IJuos)s
lJoulssé 1desess Juble lJogugsd NX-OS: sop wgss) Idpeese IUIZools MDS 9
SHA512 JeJw IJuo9y6 IJeulss 1Jpse> Juble IJoyvgsd NX-0OS 9sgedd gu ldpzpse
lUIzowbs MDS/SHAS12 IJpuuiyy eds p9de wuisd wlez Cisco gds 1Ugse. 03l yudyd
P98 9l subs) IJs puvdJs - §p wldpeclogs pg ©9S6 wuulpz NX-OS Vs ol
IJowsobess.

S92 03l ldpeld Jsdss uuwg pdd IJuo9y)o IJeulisss 1Jeeeso .Jg_f_)olro@_ NX-OS 7.0(3)I7(9)
oo 2 ole 1008,6 1poga1o6 (1l U0 wslwlos 109 p6 Iiusl st 1Jp oEsios) e
SCP oy ¢lbe SCP 192.0.2.100 1Uss spedu 1Usuesd IUso pu ¢JIJ 1516 VRF.

<#root>
N3K-C3548#
dir | include bin

37739008 Nov 19 18:13:12 2020 n3500-uk9-kickstart.6.0.2.A8.11b.bin
197055713 Nov 19 18:14:46 2020 n3500-uk9.6.0.2.A8.11b.bin
N3K-C3548#

copy scp://usernanme@92.0.2. 100/ nxo0s.7.0.3.17.9.bin bootflash: conpact vrf nmanagenent

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.
ECDSA key fingerprint is SHA1:00:11:06:bf:16:10:7b:e4:95:41:f3:75:4d:cb:41:d7:c7:8a:63:d1.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '192.0.2.100' (ECDSA) to the 1ist of known hosts.
username@192.0.2.100's password:

nxos.7.0.3.17.9.bin 100% 937MB  2.6MB/s  06:06
Copy complete, now saving to disk (wait)...

Copy complete.

N3K-C3548#

dir | include bin

37739008 Nov 19 18:13:12 2020 n3500-uk9-kickstart.6.0.2.A8.11b.bin
197055713 Nov 19 18:14:46 2020 n3500-uk9.6.0.2.A8.11b.bin
459209441 Nov 19 20:28:50 2020 nxo0s.7.0.3.I7.9.bin


/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html

IJg1o96 4. &)y 856 wyulez NX-0S o0 ¢dld o) couse 1JIJ

losl &uds6 wyulpe NX-0S $sluws JJigbld po U 1Jie, install all. selbJo o3l 1die), 1bglJ
pEJPs NX0s Llgwegsle IJpdd Iplbd 8 Jpdd 1Ju09,6 IJeulisss 1Jp9zsé J NX-OS 1Jpcgldd
o& 1Jluosl) 1Jos>us.

S92 o3l IJpeld |Jip_) install all zse cuvs) pedes NXOS |Js IUpd IJpbdd Jedwd 1Juo9,0
lJeulissé 1Jeegsé J NX-OS 7.0(3)17(9) (bootflash:nxos.7.0.3.17.9.bin).

<tfroot>
N3K-C3548#

install all nxos bootflash:nxos.7.0.3.17.9.bin

Installer is forced disruptive

Verifying image bootflash:/nx0s.7.0.3.17.9.bin for boot variable "nxos".
[###HHRBHHHHHRBHRH AR R AR R HH##H#E] 100% -- SUCCESS

Verifying image type.
[##t#### R R R # R R ] 100% -- SUCCESS

Extracting "nxos" version from image bootflash:/nx0s.7.0.3.17.9.bin.
[##t#### R R R # R R ] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/nxo0s.7.0.3.17.9.bin.
[###HHRBHHHHHRBRHHRRRBHH AR R H##H#E] 100% -- SUCCESS

Performing runtime checks.
[###HHRBHHHHHRBRHHRRRRH R AR R HH####E] 100% -- SUCCESS

Performing module support checks.
[###HHRBHHHHHRBRH AR R AR R HH#H##E] 100% -- SUCCESS

Notifying services about system upgrade.
[###HARBHHHHHRBRH AR R AR R H#H##E] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset Unsupported in new image, module needs to be powered of

Images will be upgraded according to following table:

Module Image Running-Version New-Version Upg-Required
1 kickstart 6.0(2)A8(11b) 7.03)I7(9 yes
1 bios v1.9.0(10/13/2012) v5.4.0(10/23/2019) yes
1 power-seq v2.1 v2.1 no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y



Time Stamp: Thu Nov 19 21:41:54 2020

Install is in progress, please wait.

Performing runtime checks.
[###HARBBHHAHRBHHHARRRHH AR R AR R H#HH#E] 100% -- SUCCESS

Setting boot variables.
[###HARBBHHHHRBRHHARRRHH AR R AR R H####E] 100% -- SUCCESS

Performing configuration copy.
[##### S S S SRR BB HHHHHHHHHHHARAAAAAAAAAAAHAH] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom/power-seq.

Warning: please do not remove or power off the module at this time.

Note: Power-seq upgrade needs a power-cycle to take into effect.

On success of power-seq upgrade, SWITCH OFF THE POWER to the system and then, power it up.
[# ] 0%

Time Stamp: Thu Nov 19 21:46:02 2020

Finishing the upgrade, switch will reboot in 10 seconds.

1Jglo96 5. 1Joz 88 pu widss wyulpz NX-OS wuele

w8 lehé wepsd Idpesd I\Jexus 3524 l9 3548. w98 pu wele IJesdsé pu gJIJ 1Jie, show
module. s&)uo 1&g o3l 1Jley IJluosl) 1Jesd 1desg9¢. 983 pold eds 3JY ool e wpw
o986 1Jpzad vuele lJs wyulpg NX-OS. IJ]uosl, 7.0(3)17(9).

<tfroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48x10GE Supervisor N3K-C3548P-106 active *
Mod Sw Hw Slot

1 .01 1.0 N

IJg 096 6. 2508 pddle 1JLo9, Ieolsss 1luosh Idsuwsb o 1Upzsed Cisco Nexus Switch

w83 1Jozdd pu uzle ©udss wyulezg NX-OS oy IUluos]) IUsuwsb 1Js 1Jluesh) [Joeswd: Izl
lJpuwlzo 1Ugldso eds 319,56 IJeposs 1UElLoo wldpead pu edId 2399 pdudle kickstart [Jgl oo
wlJluosh) IJsgwsb 9pdudle 1oy, Ideulssse Jduble 1Ugluos ldluesh Idyuwsh e 318,06
lJoeoss IJgluos wldzols. 9spdu IU8sle wi3JdY wluwegsle Ui,o_; delete bootflash:{filename}.
9Swp wyoSe pold eds 3JY ouli s Swp 23V pJudle NX-OS 6.0(2)A8(11b) kickstart



9pdVdle 1duoy) IJeulsse JJuble oo 3156 1o poss 1UElLoo wldpzsd.

<#root>
N3K-C3548#
dir | include bin

37739008 Nov 19 18:13:12 2020 n3500-uk9-kickstart.6.0.2.A8.11b.bin
197055713 Nov 19 18:14:46 2020 n3500-uk9.6.0.2.A8.11b.bin
459209441 Nov 19 20:28:50 2020 nx0s.7.0.3.17.9.bin
N3K-C3548#

del et e boot fl ash: n3500- uk9- ki ckstart.6.0.2. A8. 11b. bin

Do you want to delete "/n3500-uk9-kickstart.6.0.2.A8.11b.bin" ? (yes/no/abort) [y]
N3K-C3548#

del et e boot fl ash: n3500- uk9. 6. 0. 2. A8. 11b. bin

Do you want to delete "/n3500-uk9.6.0.2.A8.11b.bin" ? (yes/no/abort) [y]
N3K-C3548#

dir | include bin

459209441 Nov 19 20:28:50 2020 nxo0s.7.0.3.17.9.bin

lJgbb9s 7. ouvesd woulpe 1dlesh IJpwsiss IJouos Jlghé wbosy uvsluwle CoPP

Se woungsd Idwolez IJoues JJlesh IJlsds wluwegsle loy 1dlesls. bed pywe 2ol IJodasy
IJluwlgus wbgld ugp &p Sod zese IJgshle Vel osé IJesoes wldupgle wuvdd
pwd)) eds pdulz Enter s sop bzle p9zo CLI (slzos ulb, 1Jl9le,) NX-OS.

S pdlebs: Jl sdss wuvgsd IUusulez Iduuas JJlesh Iisds IUs ogrsd IJodsso IJzhs
cubgsdo Jpesd. IUEHuo pu wuvgsd Idusolee IJouas Jdleshs 1Jisds o9 IJelds po o
wdosu wog COPP (wubse puwwss Idopde) Ideese 929> S ldodssu Idebis
ouvgsdo JJpead. &> $98 IJBivd Vs wudss o030 1Ugbes |Us B@sly 1Jz 506 Jz)yJé
P29 pumweds ldozdpe.

982 oul pold gds 3JY.

<ttroot>
N3K-C3548#

setup

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.



*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes

Create another login account (yes/no) [n]:

Configure read-only SNMP community string (yes/no) [n]:

Configure read-write SNMP community string (yes/no) [n]:

Enter the switch name :

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO IPv4 address

Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :

Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]:

Type of ssh key you would 1ike to generate (dsa/rsa)
Configure the ntp server? (yes/no) [n]:

Configure default interface layer (L3/L2) [L2]:

Configure default switchport interface state (shut/noshut) [noshut]:

Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:
The following configuration will be applied:

no telnet server enable

system default switchport

no system default switchport shutdown

policy-map type control-plane copp-system-policy ( default )

Would you Tike to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:

MTC:Executing copp config

[####H## R ] 100%



Copy complete, now saving to disk (wait)...
Copy complete.

1Je 86 o0 NX-08 6.x JJis NX-OS 9.2(x)

S9u2z 03l IJBuwpe pu ldpuwows JsWOSe wudss o) 880 wyulez NX-OS 1Jwy o906
IJOSluwss oo luodh puos; Os IJluosh Idsssuvs NX-0S 6.x |Js luesl) 030 Bs IJluesl
IJolo9s NX-OS 9.2(x).

% pdlebo: wobde wyd8s6 wyulpg NX-O8S |Js luosl) puwwosrtd s 1Jluosl) IJelouss NX-
0S8 9.2(x) pu pu23) I IJluosl) Idsssuvs NX-OS 6.x &) 9wk Idless lJs
6.02A8(11b) Sod IJendess s Iluosl, 1o Ipsése.

Swp lple ©yds6 wyulpg NX-OS IJwy ols eds pz9d Cisco Nexus 3548 oo [uosl) puod)
6.0(2)A4(5) IUs luosl)y 0008 9.2(4):

<tfroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status

1 48  48x10GE Supervisor N3K-C3548P-10G-SUP  active *
Mod Sw Hw World-Wide-Name(s) (WWN)

1 6.0@AMG) 1.0

edewe punh IJes s

Sop &2 pdeue Jeurh IJendss pu luosh puos) S Idluosh Isssuws NX-0S 6.x |Js
luosly puweessd B IUluosl, IJeluss NX-08 9.2(x) po 2JIJ luosly pesoub wbses
6.0(2)A8(11b) oul:

6.x -> 6.0(2)A8(11b) -> 9.2(x)

Uz 096 1. 1Je )86 oo NX-OS 6.x JJs NX-OS 6.0(2)A8(11b)

lowegse Buwp Lo, 8ss oo < NX-0S 6.x b o3l IJpuews Jlp)le
9988 wyulpe NX-0S Ssluwss pelods o lJluosh Idpuos) 1delue wd [Us luosh posuwb pu
wyulpz NX-0S 1J]uosl) 6.0(2)A8(11b). 903l plbodse JIs odow IJe,dss 1Us luosl) 03 B
IJluosl, IJeluss NX-0S 9.2(x) wlzes.



IJgb9o 2. wojsd IUluosh) [JosWd oo wujsd wleg Cisco

Suvwgdp wulpg NX-0O8 9.2(x) pdw Lo9)6 uliss NX 0OS _9|a.> (s u;'ul_, IJso iaslol wluwe pdod
w290 p970). weole lJs wujsd 0o 19,6 pu : | IJs
lJJpossu, ldpeds IUglue od. oe IJgbsle Upa»o Uus ceolg IJs leglbel Joujsd
IJoolez pu e3¢ wuisd wlpe Cisco gds lIUsse ez ubly o3l ldegwows.

ol

27

~ pdlebo: Bl Yoo o@9pe wldo,dss |Us u_,L,I,oa NX-OS IJIumI_, 9.2(4). VspJud cujisd
w290 wyulpez NX-OS IJpog9lbod oy walpz lJosse. g0
luvoeluo p9lde 1Ussw: 3> byl pzod Nexus IJ>5 oelad oyswo gldlvedld 1ds [uesh
wulpz NX-0OS 1Josd Idpbdye. Sp: s pdl (09,0 Idwsulee Sl 1duo9,s Idpeuogslbs
B 9o dol 9ldddps Pu0€9b° S luwe ldpd s 1U2lue ol Jesss po Idpedsple Lze
IJs waulez NX-OS | bé O] walez Cisco lJose
lJ2loo woJsd o986 wanlez NX-OS Cisco Nexus 3500 Series NX-OS 909, po. ool

LoD 1.X

IJg 96 3. wuwg 1Uluosly 1Jes [Js pesd Cisco Nexus po 2JIJ leole 1uo9,6 e ogsbs o,
SCP

louwg pdd 1Juog,y6 IJoulisss 1Jesess JJluosh [Jexd s pesd Iduwduwds Nexus 3524 9
3548 1Uss w8 wydswo wuvdd puob,yw po edld wudss lg)le 1Uuo9,6 1Jpuog9lbs NX-OS
) SCP. Jpiss pu ldpgdyple god o3l IUlz)le bze 1Us oo zale | I pE9lbd Nexus
3000 9 3100 9 3500 NX-OS

S pdlzbs: oo lzd cubésd lole 1ue9,6 1Jp oEslos NX-0S sobdsd 2ze eJ Idues)s
lJoulsss 1Jesesé Juble lJogvgsd NX-OS: swp wess) Idpzese IJIgeoul,s MD5 g
SHA512 Jpeduw IUuo9y6 Ideulss 1Jpses Juble IJoysgsd NX-0OS 9sgedud gu ldpzpese
IJIzowlys MD5/SHAS12 IJpuuivg) £Js p9ldE wujsd wlpg Cisco gds 1U9sw. 03l yudod
P9 8E 9l Subs) IUs pUbdJs - §p ldpologs pg ©Hdss woulpe NX-OS B o3l
IJuwsobiss.

S9uoe 03l ldpeld Jsdss uuwg pdud IJuo9)o IJeulsss 1Ueezso .J!yo)lj wulpez NX-OS 9.2(4)
00 21U Iole 10u08,56 1Jpuotslos (Ipuily 1o wsluulos 109 p6 Iluwl puss 1p ogsbs) o
SCP oy ¢l SCP 192.0.2.100 1U3s spdu 1dsuosd IJsoe pu eJIJ VRF 1UElLe oldbl)é.

<#root>
N3K-C3548#
dir | include bin

37739008 Nov 19 22:06:28 2020 n3500-uk9-kickstart.6.0.2.A8.11b.bin
197055713 Nov 19 22:15:20 2020 n3500-uk9.6.0.2.A8.11b.bin
N3K-C3548#

copy scp://usernane@92. 0. 2. 100/ nxos. 9. 2. 4. bin bootfl ash: conpact vrf nanagenent

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html

ECDSA key fingerprint is SHA1:00:11:06:bf:16:10:7b:e4:95:41:f3:75:4d:cb:41:d7:c7:8a:63:d1.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '192.0.2.100' (ECDSA) to the 1list of known hosts.
username@192.0.2.100's password:

nxos.9.2.4.bin 100% 1278MB 2.4MB/s 08:45
Copy complete, now saving to disk (wait)...

Copy complete.

N3K-C3548#

dir | include bin

37739008 Nov 19 22:06:28 2020 n3500-uk9-kickstart.6.0.2.A8.11b.bin
197055713 Nov 19 22:15:20 2020 n3500-uk9.6.0.2.A8.11b.bin
530509806 Nov 19 22:41:28 2020 nxo0s.9.2.4.bin

IJg1o96 4. &)y 886 wyvlpz NX-0S o0 ¢dld lp) couse IUIJ.

losl &)8s6 wulpe NX-0S $sluws JJigbld po U 1Jie, install all. selbdo o3l 1dle) 1bglJ
pedps NX0s luwesle 1dedd 1debdd Jedw 1Jue9,6 1doulksss 1Jeszss J NX-OS 1Jpwslsd
o& IJluosl) [Josus.

s9u2z 03l IJpeld i, install all s wubs) pedps Nxos 1Js 1Jpdw IJpbdd Jpdud IJuos,6
lJoulisss [Jesesé J NX-OS 9.2(4) (bootflash:nxos.9.2.4.bin).

<#root>
N3K-C3548#
install all nxos bootfl ash: nxos.9.2.4.bin

Installer is forced disruptive

Verifying image bootflash:/nx0s.9.2.4.bin for boot variable "nxos".
[###HARBBHHHHRBRHRARRRHRH AR R AR R HH#HH#E] 100% -- SUCCESS

Verifying image type.
[##### S SRR BB HHHHHHHHHHHARARAAAAAAAAHA] 100% -- SUCCESS

Extracting "nxos" version from image bootflash:/nxo0s.9.2.4.bin.
[####H#HRH#HRHHRBH BRI HRBHRBH AR HHRH RS H#H#H#H4] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/nxo0s.9.2.4.bin.
[####H#HRH#HRHHRBH BRI HRBHRBH AR HHRH RS H#H#H#H4] 100% -- SUCCESS

Performing runtime checks.
[###HARRBHHHHRBRHRARRRHRH AR H AR H#HHH#E] 100% -- SUCCESS

Performing module support checks.
[####H#HRH#HRHHRBH BRI HRBHRBH AR HHRH RS H#H#H#H4] 100% -- SUCCESS

Notifying services about system upgrade.
[####H#HRH#HRHHRBH BRI HRBHRBH AR HHRH RS H#H#H#H4] 100% -- SUCCESS



CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset Unsupported in new image, module needs to be powered of

Images will be upgraded according to following table:

Module Image Running-Version New-Version Upg-Required
1 kickstart 6.0(2)A8(11b) 9.2(4)I9(D) yes
1 bios v1.9.0(10/13/2012) v5.3.0(06/08/2019) yes
1 power-seq v2.1 v2.1 no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y

Time Stamp: Thu Nov 19 22:56:09 2020

Install is in progress, please wait.

Performing runtime checks.
[###HARBBHHHHRBRHHARRRHH AR HRRRHH#HH#E] 100% -- SUCCESS

Setting boot variables.
[###HARBBHHHARBRHHARRRHH AR R AR R H#HH#E] 100% -- SUCCESS

Performing configuration copy.
[##### S SR SRR BB HHHHHHHHHHHARAAAAAAAAAAAHA] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom/power-seq.

Warning: please do not remove or power off the module at this time.

Note: Power-seq upgrade needs a power-cycle to take into effect.

On success of power-seq upgrade, SWITCH OFF THE POWER to the system and then, power it up.
[# ] 0%

Time Stamp: Thu Nov 19 23:00:22 2020

Finishing the upgrade, switch will reboot in 10 seconds.

1Jglo96 5. 1Joz 88 pu widss wyulez NX-OS wuele

w8 lehé wepsd Idpesd I\Jexus 3524 l9 3548. w9 pu wele IJesdsé pu gJIJ 1Jie, show
module. sg)o [&lz o3l 1Jley IJluosl)y 1Jesd 1Jesg90. Sop &0 pold eds o3l ouli zse wpo
9986 1dead vurle IJs woolee NX-OS. 1Jluesl, 9.2(4).

<tfroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status



1 48  48x10GE Supervisor N3K-C3548P-10G active *

IJg 096 6. 250 pddle 1JLo9, IJeulsss 1luosh Idsuusl oo 1Upzsed Cisco Nexus Switch

w83 1dozdd pu uele wldss wyulpe NX-0OS oy Idluosl) Isuwsh [Js 1Jluesl) 1desws: Il
IJeuwlzo 1Jgldso eds 314,56 [doposs 1UElLos wldezsd pu ¢JId 2309 pJudle kickstart 1IJgl oo
clJluosl) Idygusb 9pdudle IUue9) Ideulsse Jduble 1UElos wldluesl) Idsuwsh pu 31Y,6
IJoposs 1Jgluos wldzols. 9spdu IJdsle widd wluuegsle IJie, delete bootflash:{filename}.
9Swp wILoSe pold eds 3JY ouli e swp 23V pJudle NX-OS 6.0(2)A8(11b) kickstart
9pdle 1duoy) IJeulksse JJuble oo 3156 1o poss 1UElLo6 wldpesd.

<#root>
N3K-C3548#
dir | include bin

37739008 Nov 19 22:06:28 2020 n3500-uk9-kickstart.6.0.2.A8.11b.b1in
197055713 Nov 19 22:15:20 2020 n3500-uk9.6.0.2.A8.11b.bin
530509806 Nov 19 22:41:28 2020 nx0s.9.2.4.bin

N3K-C3548#

del et e boot fl ash: n3500- uk9- ki ckstart.6.0.2. A8. 11b. bin

Do you want to delete "/n3500-uk9-kickstart.6.0.2.A8.11b.bin" ? (yes/no/abort) [y]
N3K-C3548#

del et e boot fl ash: n3500- uk9. 6. 0. 2. A8. 11b. bin

Do you want to delete "/n3500-uk9.6.0.2.A8.11b.bin" ? (yes/no/abort) [y]
N3K-C3548#

dir | include bin

530509806 Nov 19 22:41:28 2020 nxo0s.9.2.4.bin

Jgb9s 7. ouvesd woulpe IJlesh IJpwsiss IJouos Jlghs wbosy uvsluwle CoPP

Sp woubtsd Idwolez Juves Jdlesl> IJlsds wluwogsle 1oy IJlesls. bed pwe 29l Idedssy
Ilowlows wbeld vep: Sp Sod zese IJesble IUlbo,luass IJpsozs wldupgle wundd
pod)) £Js plulz Enter pos sop bele pozo CLI (slzos Lwb, 1Jisle,) NX-OS.

S pdlebbs: Jl s wuvgsd IJesolez IJuuas Jdlesh Ilsds IUs eessd Idedsso IJzhbs
ougsde Jdezad. g pu cuvésd Idusolez Iouas Jdleshs Ilsds o9 IJeids po o
oSy wog wubse puvess IJozde (COPP) IUeese 929> Vs IJodssy 1dzhs
cubgsdo JJpzsd. 65 888 IJBUud Bs culdss odo IUgbes [Js Béslu 1Jzses Jpydé



S P29 puro9s IJozde.

980 oul pold gds 3JY.

<{froot>
N3K-C3548#

set up

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system

defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes

Create another Togin account (yes/no) [n]:

Configure read-only SNMP community string (yes/no) [n]:

Configure read-write SNMP community string (yes/no) [n]:

Enter the switch name :

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO0 IPv4 address :

Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :

Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]:
Type of ssh key you would 1ike to generate (dsa/rsa)

Configure the ntp server? (yes/no) [n]:

Configure default interface Tayer (L3/L2) [L2]:

Configure default switchport interface state (shut/noshut) [noshut]:

Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:



The following configuration will be applied:
no telnet server enable
system default switchport
no system default switchport shutdown
policy-map type control-plane copp-system-policy ( default )

Would you Tike to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:
MTC:Executing copp config

[####H#HRH#HRHHRBHHRHHRBHRBHARH RSB HRH#H4] 100%
Copy complete, now saving to disk (wait)...
Copy complete.

1Je 86 o0 NX-0S 6.x JJis NX-OS 9.3(x)

S9u2z 03l IJBuwpe pu ldpuwous JsWOSs wudss o) 880 wyulez NX-OS 1Jwy o956
IJOSluwss oo luodh puos; Os IJluesh Isssuvs NX-0S 6.x |Js luesl) 030 s IJluesl
lJelogs NX-OS 9.3(x).

% pdlebo: wobde oyd8s6 wyulpg NX-O8S |Js luosl) puwwosrtd s IUluosl) IJelouss NX-
08 9.3(x) pu luosly pues) B Idluesh Issuvs NX-08 6.X o) dswsy Iunsbs
Iilpsosu. l9d )86 9 mwsbs os NX-OS 6.0(2)A8(11b). IJe 886 [Jgwsbs lJeluss
0s IJs NX-0S 7.0(3)I7(9). we> IJo,yds0 lJyuwsbos lJeluss |Js 7.0(3)I17(9): $p
wldeydss Ids 1Jluosl) 1Jesdd Idelbdye s 1Jluosh Ideluss NX-OS 9.3(x).

Swp lple o886 wyulpg NX-OS IJwy ols eds pz9d Cisco Nexus 3548 oo [uosl) puod)
6.0(2)A4(5) |Js luesl) 0508 9.3(6):

<{froot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status

1 48  48x10GE Supervisor N3K-C3548P-10G-SUP active *
Mod Sw Hw World-Wide-Name(s) (WWN)

1 6.0AG) 1.0

pdewe punl 1des8s6

Sop &2 pdeue Jeurh IJendss pu luosh puos) S Idluosh Isssuws NX-0S 6.x |Js



luosly puweo3d B 1Uluosly 1Jeluss J NX-0S 9.3(x) oo 21U IJluosble IUs usbs o
6.0(2)A8(11b) 9 7.0(3)I7(9) oul:

6.x -> 6.0(2)A8(11b) -> 7.0(3)I7(9) -> 9.3(x)

1J 1096 1. 1Je, 886 oo NX-08 6.x |Js NX-OS 6.0(2)A8(11b)

|U“UC->r° Suvpe o9 NX-OS 6.x s o3l ldpuwews Jlg)le
<9S8 wyulez NX- OS ISluwss pelbds pu Uluo.>|_) lJeuos) 1Jglue o Ids luosh pusuwb pu
wyulpez NX-OS IJlosl) 6.0(2)A8(11Db). 903l plodsw Juoplu wele Jwes8sé 1Js luesh pusuulb
pu 7.0(3)17(9).

Uz 096 2. 1Je 856 oo NX-OS 6.0(2)A8(11b) |Us NX-OS 7.0(3)17(9)

|u.uUa>ro &u“ﬂ lJo .9 NX-OS 7.x g9;5 o)l |qu.uUu) .J!aﬂc
<)9S6 wyulee NX- 0s ISluwsd pelbdo py Iuo.\.IJ pu9 b L 9Sps 6.0(2)A8(11b) |Js luesl,
el w8sp6 7.0(3)17(9). 903l plodse JIs oIy IJe) 860 [Js luesl) 03098 W IUluosl)
lJelogs NX-OS 9.2(x) ulgzs.

IUz 1096 3. 1Jen @6 oo NX-0S 7.0(3)17(9) |Js NX-OS 9.3(x)

quua.)ro Suwpe 1Jo, 9 NX-08 9.3(x) W o3l ldpuwews Jlig)le
<9S8 wyulez NX- OS ISluwss pelbds pu Iuo>|_) eyl L 9spes 7.0(3)17(9) IJs 1Jluosl)
lJo>8 1Jp,ye9¢ Vs IUluosl) IJeluss pu NX-OS 9.3(x).

lJo, 860 po NX-OS 7.x |Js NX-OS 7.x

S92z 03l IJBuwp pu Idpuwews JsB8E6 wuWS w)8s6 wulpe NX-O8 IJwgolyss
lJsluwso pu luosl) puos) Vs IJluosl) Id)issuvs NX-OS 7.x 1Js luosl) 0308 B 1Jluosl)
lJyissuws NX-OS 7.x.

sop lole ©rdss Joyolez NX-0S 1JB9olos eds pz9J Cisco Nexus 3548 oo |Losly puos,
7.0(3)17(2) IJss lLosl, 038 7.0(3)I7(9):

<#froot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48 48x10GE Supervisor N3K-C3548P-10G active
Mod Sw Hw Slot

1 7.003)I7(2) 1.0 NA



pdeue puwl IJe) 956

Sop e pdtue Jeuwl) 1Jesdss pu luosl) puos) Ss IUluosl Idsssuws NX-0S 7.x |ds
luoslh) puweodd Vs Idluosl) Id)issyvs NX-OS 7. oul:

7.X->7.X

% pdlebs: slgd uble IJogvesd NX-OS 7.x 1Jluosl) 1d)issuws: Q’EPJJP@JIQ oU
lJuvdundsé Nexus 3524 9 3548 o blp lJogugsd NX-OS 7.0(3)17(2) Iy |uesble Idoslee
101268 B3b. luosh Iwslez dud T.0@NT(2) (eds uvosd Iecld: 7.0@)I7(1) s
7.0(3)16(2) 9! |Js 3JY) sled uble IJouvgsd NX-OS 7.x Jl swp 3¢ IJluosl) 1U)issuws
eJs peodle Nexus 3524 9 3548 Series.

IJglbogs 1. wujsd IJluesh [Jesd oo wujsd w)lez Cisco

Suwwgde wuleg NX-OS 7.x pJ 09,06 uul&s NX-OS slg> (sunl) [Jso Iaslul wpdd Lo9)6
2922). wewlg IJs wujsd 030 1Juo9,6 pu wloz Cisco | o lds IJJposoo,
IJpeds 1JElue wd. o Ideble Ipesé IJos uaula s loghsol Jowssd Iwlez eo e3¢
ouisd wleeg Cisco gJs 1Usse gheg ulbly o3l IJpuwews.

% pdlebs: Bl Juo w@9e wldu,;886 |Js wyulpe NX-OS Uluo.>|_) 7.0(3)17(8) |3 7.0(3)17(9).
Sspdud wuisd w98 wyulee NX-OS IUpsezs pu - s
e luwog)luo p9de [Josuw: o> byl pesd Nexus IUss uang u)dsuo sldlpeld lJs

luosh) wyulpz NX-0OS 1Josws IJpbdye. e 235 pdly w096 Idwulpe Slo 1Jue9,0

lJpog9bb6 Vs 3uodo|3|JdJroo pLoE9bS ds qup I.J,on lJgluo uOl J.p)s) e

\Jeedselo bee Ids

Uz 096 2. &uwg 1Uluosly 1Jes [Js peod Cisco Nexus po 2JIJ lesle 1Uuo9,6 e nésbs o,
SCP

o pdlebo: Jl wzolz Idpzedle po IUuwduvdo Nexus 3524 9 3548 )90 b)lj suwos s -XL
IJs wodss lple 1duo9,6 IUpuogsbs gy SCP. wewss 030 IJupeldz eds puwlzd JIdss
J3lYy6 1doposs Jogisu pdu 1due9,o Ideulss 1Ueses Jusulez NX-OS IJJled £,
IJe2ésb. S wudd pdI 1Juo9,6 IJeulsss 1desess Joyolpe NX-OS IJdled Es)
lJpoe9b |Js 1Jpezed Nexus switch Cluwegsle w90999d wdd IdpdVdle 1U3s o oo
(£Js uwosd lJeeld FTP 9 SFTP 9 SCP 9 TFTP 96l Ues 3J3) sluwep, pe 1Jgbbss IUellss
eu o3l 1dlz)le.

louwg pdO 1Juog,6 IJoulsss 1Jegess JJluosh [Jexd 1Us pesd Iduwduwds Nexus 3524 9
3548 1Uss w8 wydswo wuvdd puob,w pu edld wuwdss lgle 1Juo9,6 IJpuog9lbs NX-OS
€w) SCP. Jpeiss pu Idpedsple 29d ol IJlg)lec Lze IUs oo |z2ole | | oe9lbo Nexus
3000 9 3100 9 3500 NX-OS



https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
/content/en/us/td/docs/switches/datacenter/nexus3000/sw/upgrade/7_x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x/b_Cisco_Nexus_3500_Series_NX-OS_Software_Upgrade_and_Downgrade_Guide_Release_7x_chapter_010.html#id_61530 target=
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html

S pdlebs: oo lzd cuvésd lole 1Juesss IJpuoéslos NX-0S seddsd zze pJud 1Jues)s
lJoolissé 1Jpeesdé Juble lJouvgsd NX-OS: swp wegss) IJpzese ool MD5 g
SHA512 JeJw IJuo9,y6 IJeulss 1Jpse> Juble IJoyvgsd NX-0OS 9sgedod eu ldpzpese
IJIgewls MD5/SHAS12 1Jpuuig) £JS 098¢ wuisd wleg Cisco gJs [J9sw. 03l yuded
po98E 9l subs) IUs pubdJs - §p wldpolugs pg ©rdss woler NX-OS B o3l
IJowsobiss.

S9uoe 03l ldpeld Jsdss uuwg pJd IJuo9)o IJeulisss 1Jeszso .J;_:_)Qhoa NX-OS 7.0(3)I7(9)
o0 2 ole 1008,6 1poE9106 (1l U0 wtlwlos 109 p6 IJinsl st 1Jp oEsb08) £
SCP oy ¢lbe SCP 192.0.2.100 1U3s spedu 1Usuesd IUso pu ¢JIJ 1516 VRF.

<#root>
N3K-C3548#
dir | include bin

416939523 Nov 20 03:26:37 2020 nxo0s.7.0.3.I7.2.bin
N3K-C3548#

copy scp://usernanme@92.0.2.100/nxo0s.7.0.3.17.9.bin bootflash: conpact vrf nmanagenent

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.
ECDSA key fingerprint is SHA256:TwkQiylhtFDFPPwgh3U20q9ugrDuTQ50bB3boV5DkXM.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '192.0.2.100' (ECDSA) to the Tist of known hosts.
username@192.0.2.100's password:

nxos.7.0.3.17.9.bin 100% 937MB 3.6MB/s 04:24
Copy complete, now saving to disk (wait)...

Copy complete.

N3K-C3548#

dir | include bin

416939523 Nov 20 03:26:37 2020 nxo0s.7.0.3.I7.2.bin
459209441 Nov 20 03:43:38 2020 nxo0s.7.0.3.I17.9.bin

IJg1096 3. &)y 8s6 wyulez NX-0S o0 ¢dld o) couse 1IJIJ

lool ©)ds6 wulpe NX-0S Gsluws JJigbld po U 1Jie, install all. selbdo o3l 1die, 1bglJ
peJpé Nxos Uluwegsle 1Jpdd 1Uplbdd Jpdd 1Jue9,6 1deulisss 1Ueszss J NX-OS 1Jewsld g
o 1Jluosl) [Josus.

59,02 03l IUpeld 1ie, install all 25 wubsy pedps NXOS |Js 1Updd [Jebdd Jedud 1 09,6
IJeolsss 1Jpses6 J NX-0S 7.0(3)17(9) (bootflash:nxos.7.0.3.17.9.bin).

<tfroot>

N3K-C3548#



install all nxos bootflash:nxos.7.0.3.17.9.bin

Installer will perform compatibility check first. Please wait.

Installer is forced disruptive

Verifying image bootflash:/nx0s.7.0.3.17.9.bin for boot variable "nxos".

[####### 1R A##] 100% -- SUCCESS

Verifying image type.
[#######RAH R ###] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.7.0.3.17.9.bin.

[####### 1R ##] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxo0s.7.0.3.17.9.bin.

L####### 1R H#] 100% -- SUCCESS

Collecting "running" plugin(s) information.
[###### RS # R ##H] 100% -- SUCCESS

Collecting plugin(s) information from "new" image.
[#######RAH R ###] 100% -- SUCCESS
[#######RAH R ###] 100% -- SUCCESS

Performing module support checks.
[####### S # R ##H] 100% -- SUCCESS

Notifying services about system upgrade.
[####### S # R ##H] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade 1is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt)
1 nxos 7.003)17(2)
1 bios v5.4.0(10/23/2019)

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y

Install is 1in progress, please wait.

Performing runtime checks.
[####### SRR ##H] 100% -- SUCCESS

Setting boot variables.
[####### SR ##H] 100% -- SUCCESS

Performing configuration copy.
[#######RAH R ###] 100% -- SUCCESS

New-Version

7.03)I7(9
v5.4.0(10/23/2019)

Upg-Required



Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

IJglbgs 4. 1Joz 88 pu wi8ss wyulez NX-OS wuele

w8 lehé wepsd Idpesd I\Jexus 3524 I 3548. w98 pu wele IJesdsé pu gJIJ 1Jie, show
module. s&)u2 [&lz o3l 1Jley 1Jluosl) 1Jesd 1desg90. 98,3 pold eds 3JY ool e wpw
o986 IJpead vuele lJs wyulpg NX-OS. IJ]uosl, 7.0(3)17(9).

<tfroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48x10GE Supervisor N3K-C3548P-106 active *
Mod Sw Hw Slot

1 .01 1.0 N

1196 5. 2309 po>) pdle Iduoy) Ideulsss Idluoesl) pu IJpezed Cisco Nexus Switch

w8 IJozdd pu vile ©udsé wulee NX-0S oy IJluosl 1dpuess s 1luesh 1dess: $p
oldevdllb gds Idpuwlzs 1Ugldse gds 3156 1w poss 1Ugluoo wldezsd pu gdld 2309 pJwd
lJuo9,6 IJeulisss Idesess JJluosh) 1dpues) pu 3ld,6 IJopess 1Jpsdws JJzols. 9spIdu
IJBsle w3JY Lluwegsle 11, delete bootflash:{filename}. ssep wo o8z pold gds 3JI oul.
2SS Swp 239 pdV 1duo9,6 IJeulksss Idesesoe Juble IJovgsd NX-OS 7.0(3)17(2) pu 319,06
lJopeoss IUglueé wldpzed.

<#root>
N3K-C3548#
dir | include bin

416939523 Nov 20 03:26:37 2020 nxo0s.7.0.3.I7.2.bin
459209441 Nov 20 03:43:38 2020 nxo0s.7.0.3.I7.9.bin
N3K-C3548#

del ete bootflash:nxos.7.0.3.17.2.bin

Do you want to delete "/nxo0s.7.0.3.I7.2.bin" ? (yes/no/abort) [y]
N3K-C3548#



dir | include bin

459209441 Nov 20 03:43:38 2020 nx0s.7.0.3.17.9.bin

lJglb9s 6. o vesd wyulpe IJlgsh Idpwsiss lduuos Jlghs obos® ywslyvle CoPP

Sp woubésd Uosolez Joves JJlesh IWlsds Cluwegsle e, Ilesh. bed erve 29b Idodsse
IUluwlous wbeld vgp: op Sod zpse IUEsble IJIoo)lasé 1Uesuozs wldusgl wuvdd
pwd)) eds pulz Enter pus swp bzle p9zo CLI (slzos yulb, 1Jlgle,) NX-OS.

S pdlzbs: Jl 5935 wuvésd IUwulez Iduvos Jdlesh Jisds [Js wessd IJodssu IUebs
cubgsdo Jpesd. IUEHuo pu wubgsd Idusolee IJouuas Jdleshs 1Jisds o9 IJelds pu lu
od9su vog wubse puwess IJezde (COPP) Idezse 099> S IJedssu Idebs
ouvgsdo JJpzad. &> 898 IJdyivd Vs wudss oo 1Ugbys |Js B@sly 1Jzje0 Jz)yJs
2290 PSS Idozde.

9800 oul pold gds 3JY.

<#root>
N3K-C3548#

set up

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system

defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes

Create another login account (yes/no) [n]:

Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name :

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:



MgmtO IPv4 address :
Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would 1ike to generate (dsa/rsa) :
Configure the ntp server? (yes/no) [n]:
Configure default interface Tayer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:
The following configuration will be applied:
no telnet server enable
system default switchport
no system default switchport shutdown
policy-map type control-plane copp-system-policy ( default )

Would you Tike to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:
MTC:Executing copp config

[####H#HRHHRHHRBHHRHHRBHRBHARH RS R HR#H4] 100%
Copy complete, now saving to disk (please wait)...
Copy complete.

1Je 6 o0 NX-08S 7.x JJis NX-OS 9.2(x)

S9u2z 03l IJBuwpe pu ldpuwous JsWOSs wudss w880 wyulez NX-OS 1Jwy o956
IJOSluvss oo luodh puos; Os IJluesh Idsssuvs NX-0S 7.x |Js uesl) 00w s IJluesl
IJolo9s NX-OS 9.2(x).

% pdlebo: wobde w886 wyulpg NX-O8S |Js luosl) puwwosrtd Ws Iluosl) IJelouss NX-
0S8 9.2(x) pu pu23) I IJluosl) Idsssuvs NX-OS 7.x &) 3886 9uwshbsd Idless lJs
7.0(3)I17(6) I luosl, Tzae Wod IJendss [Js 1Uluosl) 1Jesd Ie,és0. wauos Cisco
wluwegsle 7.0(3)17(9) Jluoslhy wyulee Jodo lJe, 9686 IUguwsbs.

Sop lole ©udss Joyolez NX-0S 1JB9olos eds pzoJ Cisco Nexus 3548 oo |Losly puos,
7.0(3)17(2) I 1uosl, 038 9.2(4):

<{froot>
N3K-C3548#

show nodul e



Mod Ports Module-Type Model Status

1 48  48x10GE Supervisor N3K-C3548P-10G active
Mod Sw Hw Slot
1 7.003)17(2) 1.0 NA

edewe punb IJes s

Sop &2 pdeue Jeurh IJendss pu luosh puos) S Idluosh Isssuws NX-OS 7.x |Js
luosly puweosd B IJluosl) IJelugs NX-0S 9.2(x) pu gJIJ luosh pesoule 7.0(3)17(9) oul:

7.x -> 7.0(3)i7(9) -> 9.2(x)

% pdlelbs: slgd uble IJogvesd NX-OS 7.x 1Jluosl) 1dyissuws: wigp Idpesdlo pu
lJuwduwds Nexus 3524 9 3548 yble lJoubvgsd NX-OS 7.0(3)17(2) I9 luosble IJoslpe
101285 Bk 1uosls Iwlez God 7.0B)7(2) (s uvensd Wpeld: 7.0B)I7(1) 3
7.0(3)16(2) 9l 1Js 3J sIgd wble IJogugsd NX-OS 7.x Jl swp s8p IJluos) 1U)issuvs
eds IJpzodle po lduwduvdé Nexus 3524 g 3548.

IJz 1096 1. IJen @56 oo NX-0S 7.x [Js NX-OS 7.0(3)17(9)

quua_)ro Suve o NX-OS 7.x W o3l ldpuwews Jlg)le
<886 wyulez NX- OS ISluwsd pebds pu Iuo>l_) lJpuos) 1Jgluo o Ids luosl) poygul pu
wyulez NX-OS 1J|osl) 7.0(3)I7(9). 903l plodye JIs w9y 1Je, 886 1Js ool 008 s
lJluosl) Idelugs NX-OS 9.2(x) ulzes.

IJgb9o 2. wojsd IUluosh) [Joswd oo wujsd wleg Cisco

S «0lpe NX-0S 9.2(x) pJd U096 uliss NX-OS 9|a> (subh 1Jso lzslol wluwe pJd
w290 p923). wewlz IJs wujsd 030 IJuo9,6 pu walez Cisco lJose lJs
lJJpossw, Idpzds IUglue wd. o8e IJgbsle UPC-"” Uu..s wewlz IJs leghbel Joujsd
IJolez pu p98E wuisd wlee Cisco eds Idssw ez vblg o3l ldpyuows.

U290 u_)ulrba NX-OS I.quoegloo oL walp? CISCO | Su. EUd

luvosluo 9 dE 1Ussw: 235 byl pzod Nexus |J.>5 oelad oyswo gldlvedld Ids [ueslh
wyulpz NX-0OS 1Josd Idpbdye. Sp: s pdlu (29,0 Idwsulez Sl 1duo9,s Idpeuogslbs
Bs 9ol 9ldddps PuDE,SJDO S lwe IdpdS U?.'uo wol. Jejs> pu ldpedsplolee
waulez NX-OS | o wuisd wolez Cisco lJose [ JZ!
w956 yulez Cisco Nexus 3500 Series NX-OS 9>.JsJ Lyz9g« | ool 7.x Document.

U096 3. wuwg IUluosly 1Jesd [Js peod Cisco Nexus po 2JIJ lzsle 1Uuo9,6 Ide néobs o,
SCP


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530

% pdlebo: Jl weolz Idpzedle po Iduwduvdo Nexus 3524 9 3548 )90 bylj suwos s -XL
IJs ouwss lple Iduo9yo Idpuoggbs goy SCP. wew9s 030 IJupldz eds puwlzs Jldso
J31Iy6 IJoposs Jogisu pdu 1Jue9,o IJeulss 1Ueses Josulez NX-OS IJJled £,
IJe2ésb. S wudd pdI 1Juo9,6 IJeulsss 1desess Juyolpe NX-OS IJdled Es)
lJpeuog9b |Us 1Jpzad Nexus switch Llgwegsle wy90999d w8 Idpdle 1Uss o odo
(eds wosd IJpold FTP 9 SFTP 9 SCP 9 TFTP 9l s 3JY) 9luwep) eg 1Ugbys IJoldss
ew 0l IJlz)le.

louwg pdd 1Juog,6 IJoulisss 1Jegess JJluosh [Jexd 1Us pesd Iduwduwds Nexus 3524 9
3548 1Uss w8 wydswo wuvdd puob,w pu ddld 0uwdss lgle 1Uuo9,6 IJpuog9lbs NX-OS
€w) SCP. Jpjs> pu ldpedsple 29d o3l IUlple bze 1Us oo lzle | I pe9lb6 Nexus
3000 9 3100 9 3500 NX-OS

S pdlzbs: oo lzd cubésd lole 1ue9,6 1Jp oEslos NX-0S sobdsd 2ze eJ 1Jues)s
lJoulsss 1Jeseré Juble lJogvgsd NX-0OS: sep wess) Idpzese IJIgeol,s MD5 g
SHA512 Jedw IJuo9y6 IJeulss 1Jpses Juble IJoysgsd NX-0OS 9sgedu gu ldpgpese
lJlgowlhs MDS/SHAS12 IJpuuig) £Js 0988 wuisd wlpz Cisco gds 1Ugsw. 03l yuded
P93¢ 9dl suvs) IUs pubdJs - $p wldpologd pe st wouler NX-0S B o3l
IJowsobss.

S9uoe 03l Idpeld Jsdss uuw pdud IJuo9)o IJeulisse |Jro_93_s<'é Juoulpz NX-0S 9.2(4) pu
£ [eole 109,81 pogabs (Il 1o wluwlod 1Jpé sl s e ogshos) £
SCP oy ¢lbe SCP 192.0.2.100 1Uss spduo 1U9uosd Idse pu gJdIJ Ib1)e VRF.f

<#root>
N3K-C3548#
dir | include bin

459209441 Nov 20 03:43:38 2020 nx0s.7.0.3.17.9.bin
N3K-C3548#

copy scp://usernane@92. 0. 2. 100/ nxos. 9. 2. 4. bin bootflash: conpact vrf nanagenent

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.
ECDSA key fingerprint is SHA256:TwkQiyThtFDFPPwgh3U20q9ugrDuTQ50bB3boV5DkXM.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '192.0.2.100' (ECDSA) to the Tist of known hosts.
username@192.0.2.100's password:

nxos.9.2.4.bin 100% 1278MB  3.0MB/s  07:09
Copy complete, now saving to disk (please wait)...

Copy complete.

N3K-C3548#

dir | include bin

459209441 Nov 20 03:43:38 2020 nx0s.7.0.3.17.9.bin
530509806 Nov 20 04:30:47 2020 nx0s.9.2.4.bin


https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html

IJg1o96 4. &)y 856 wyulez NX-0S o0 ¢dld o) couse 1JIJ

losl &uds6 wyulpe NX-0S $sluws JJigbld po U 1Jie, install all. selbJo o3l 1die), 1bglJ
pEJPs NX0s Llgwegsle IJpdd Iplbd 8 Jpdd 1Ju09,6 IJeulisss 1Jp9zsé J NX-OS 1Jpcgldd

o& 1Jluosl) 1Jos>us.

S92 o3l IJpeld Uip_) install all zse cUvs) pedes NXxos IJs 1Updd 1Jpbdd Jedud 1Juo9,6

lJeulissé 1Je9gsé J NX-OS 9.2(4) (bootflash:nxos.9.2.4.bin).

<tfroot>
N3K-C3548#

install all nxos bootflash:nxos.9.2.4.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nx0s.9.2.4.bin for boot variable "nxos".
[####################] 100% -- SUCCESS

Verifying image type.
[#########HHH######HH] 100% -- SUCCESS
[## 1 5% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.2.4.bin.
[####################] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxo0s.9.2.4.bin.
[####################] 100% -- SUCCESS

Collecting "running" plugin(s) information.
[####################] 100% -- SUCCESS

Collecting plugin(s) information from "new" image.
[####################] 100% -- SUCCESS
[####################] 100% -- SUCCESS

Performing module support checks.
[#####HRBH AR ####E] 100% -- SUCCESS

Notifying services about system upgrade.
[#####HRBH AR ####E] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version
1 nxos 7.03)I7(9 9.2(4)
1 bios v5.4.0(10/23/2019) v5.3.0(06/08/2019)

Upg-Required



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y

Install is in progress, please wait.

Performing runtime checks.
[######RBHH#HHRB######] 100% -- SUCCESS

Setting boot variables.
[######RBHHHHRB######] 100% -- SUCCESS

Performing configuration copy.
[####a###############] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

1Jglo96 5. 1Joz 88 pu widss wyulpz NX-OS wuele

w8 lehé wepsd Idpesd I\Jexus 3524 l9 3548. w98 pu wele IJesdsé pu gJIJ 1Jie, show
module. sg)uo 1&lz o3l 1Jley IJluosl)y 1Jesd 1Jesg90. Sop &0 pold eds o3l ouli zse wpo
9986 1dead vurle IJs wyolee NX-OS. 1Jluesl, 9.2(4).

<tfroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48x10GE Supervisor N3K-C3548P-106 active *
Mod Sw Hw STot

1 92 1.0 NA

IJg 096 6. 2508 pddle 1JLo9, Ieolsss 1luosh Idsuwsb o 1Upzsed Cisco Nexus Switch

w8 1Jozdd pu wele cudss wiulee NX-0S o ldluosl Idsuwsb [ds 1Jluosl 1es: §p
oldewdllb gds Idpuwlzs 1Uzyo gds 316 1o poss 1Ugluoo wldpesd pu gdld 2399 pdwd 109,06
lJe9z>6 JJluosh Idsuwsl pu 31,6 IJoposs IUgluos oldeol). 9spedu IUSsle wi3JY wluwedsle
IJie, delete bootflash:{filename}. 9swp w9 ose pold £Js 309 00l 25E Swp 258 pJd



lJue9,6 [Joulisss 1Jesess Juble lJogvgsd NX-OS 7.0(3)17(9) pu 31,06 o poss JJeesd.

<#root>
N3K-C3548#
dir | include bin

459209441 Nov 20 03:43:38 2020 nx0s.7.0.3.17.9.bin
530509806 Nov 20 04:30:47 2020 nx0s.9.2.4.bin
N3K-C3548#

del et e bootflash: nxos.7.0.3.17.9.bin

Do you want to delete "/nx0s.7.0.3.I7.9.bin" ? (yes/no/abort) [y]
N3K-C3548#

dir | include bin

530509806 Nov 20 04:30:47 2020 nx0s.9.2.4.bin

lJglb9s 7. ouvesd woulpe 1Jlesh IJpwsiss IJouos Jlghé wbosy uvsluwle CoPP

Sp woubésd Josolez IJovas JJlesh IWisds wluwesle e, Ilesh. bed erve 29b Idodsse
IUluwlgvs wbeld vge: op Sod zese IUesblo IUIBw)luoss 1Upsuors wldusél wuvdd
pwd)) eds pdulz Enter s swp bzle p9zo CLI (slzos ulo, 1Jlgle,) NX-OS.

S pdlebs: Jl s8ss wuvgsd IUusulez Iduuas JJlesh Iisds IUs ogrsd IJodsso IJzhs
cubgsdo JJpzsd. IUgHuo o wubgsd Idusuler Iduuas Jdlesls IJisds o9 IJeids po g
wd9su wog wubse puwws IJezde (COPP) IJezse 0929 Vs Idedssy Idebis
ouvgsdo JJpzad. &> $9s8 IJBivd Vs wudss o030 1Ugbes |Us B@sly 1Jz 506 Jz)yJdd
P29 pumeds ldoedpe.

982 oul pold gds 3JY.

<ttroot>
N3K-C3548#

setup

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.



Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes

Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name :
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO IPv4 address :
Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would 1ike to generate (dsa/rsa)
Configure the ntp server? (yes/no) [n]:
Configure default interface Tayer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:
The following configuration will be applied:
no telnet server enable
system default switchport
no system default switchport shutdown
policy-map type control-plane copp-system-policy ( default )

Would you Tike to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:
MTC:Executing copp config

[####H## AR ] 100%

Copy complete, now saving to disk (wait)...
Copy complete.

1Je 886 o0 NX-08S 7.x JJis NX-OS 9.3(x)

S9u2z 03l IJBuwpe pu ldpuwous JsWOSs wudss w880 wyulez NX-OS 1Jwy o956
IJOSluwvss oo luodh puos; Os IJluosh Idsssuvs NX-0S 7.x |Js uesl) 000 s IJluesl



IJelogs NX-OS 9.3(x).

% pdlebo: wobde o886 wyulpg NX-O8S |Js luosl) puwwosrd s 1Jluosl) IJelouss NX-
08 9.3(x) pu pu23) I IJluosl) 1dsssuvs NX-OS 7.x &) 3886 9uwsbs 1dless lJs
7.0(3)I17(8) s luosl, Tzae Wod IJendss [Js 1Uluosl) 1Jesd Ip,és0. wauos Cisco
wluwegsle 7.0(3)17(9) Jluoslhy wyulee Jodo lJe, 9686 IUguwsbs.

Sop lole ©rdss Joyolez NX-0S 1JB9olos eds pzoJ Cisco Nexus 3548 oo |Losly puos,
7.0(3)17(2) 1 1Losl, 0328 9.3(6):

<ffroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48x10GE Supervisor N3K-C3548P-10G active *
Mod Sw Hw Slot

1 0@ 1.0 N

edeue punb IJes s

Swp &P pdeue Jeuwb 1Jes8ss pu luodh puod) Vs Idluosl) 1 ssuvs NX-OS 7.x 1Js
Lol puweossd Bes 1Jluosl, 1Jeloss NX-0S 9.3(x) oo sJIJ luosly posub 7.0(3)17(9) oul:

7.x -> 7.0(3)i7(9) -> 9.3(x)

S pdlebs: slgd uble IJogvesd NX-OS 7.x 1Jluosl) 1d)issuws: wganP@JIo )
lJuwduwdo Nexus 3524 9 3548 uble lJouvgsd NX-OS 7.0(3)17(2) 19 luesble 1Juslez
Iz 86 B3 |03l IUwslpz Swd 7-03)17(2) (eds uwwsd Ipeld. 7.03)17(1) 9
7.0(3)16(2) 95! [Jss 5J9) sled wble IJegingsd NX-08 7.x Ul see s IJluosh Isssums
eJs pzodle Nexus 3524 9 3548 Series.

U096 1. 1Je, 886 oo NX-08 7.x |Js NX-OS 7.0(3)17(9)

lwegse Buwpe Lo c NX-0S 7.x B o3l IJpuwews Jlgle
9988 wulpe NX-0S $sluwsé pelods pou luoslh Ideues, IUElue wd [ds 1ol pusywb po
wulez NX-08S 1J|osl) 7.0(3)I7(9). 903l plodye JIs oIy 1Je, 886 1Js ool 0309 s
lJlgosl) Idelygs NX-OS 9.3(x) ulzes.

IJgb9o 2. wojsd IUluosh) [Josdd oo wujsd wleg Cisco



S «0lpe NX-0S 9.3(x) pJd U096 Culiss NX-OS 9'@ (subhy Idso lzslol wluwe pJd
w290 p923). wewlz IJs wujsd 030 lJuo9,6 pu wloz Cisco lJoso lJs
lJJpossu, ldpzds IUglue wd. ode 1Jgbsle I._Jroz_»o Uus wewlz IJs leghbel Joujsd
IJoolez pu p98e wuisd wlpe Cisco gds IUsse ez ubly o3l ldegwows.

% pdlebs: Bl Jduo w¥9pe wldu,;886 |Js wyulpe NX-OS IJluo>IJ 9.3(4) Ig losl, Ia)u.
OspJdud wuisd ue9)0 wyulez NX-OS IJpspzs pu o wlpz Cisco lJosso.
e luwos)luo p9de lJosuw: o> byl peod Nexus IUss welod qusuo sldlpedld lJs
luosh wyuleg NX-OS lJo>8 IJpbbJge. w8 3Jc 22 pdly U296 lJuulpee Slo 1Uue9,6
|JPUOE)JDO \_96 9u0d°|3dJP° puoggbo d§ |u.u|p |Jde IJC'U" uol Jp_»S.) Pu
IJeedsple lee -

Lose |

7.x Document.

IJg 096 3. wuwg IUluosly 1Josd [Js peod Cisco Nexus po #JIJ lzsle 1Uuoe9,6 Idp néobs o,
SCP

~ odlzbbs: Jl cpelz Ipzsdle po lduwduvds Nexus 3524 9 3548 )6 byl suwos B -XL
lJs wodss lple 1duo9,6 IUpuoggbs gw)y SCP. wzwss 030 IJupldz eds puwlzd Jldss
J3lyo IJwposs Jugisu pdud 1Juo9ys IJeuliss 1Jeszs Juyulee NX-OS 1Udled €5,
IJeoésb. B wudd pdI 1Juo9,6 IJeulsss 1dpsess Joyolpe NX-OS IJdled és)
IJeuoésb 1Us 1dpzod Nexus switch Lluueésle w9998 wdd ldpddle 1Uss ododo
(eds wosd IJpeld FTP 9 SFTP 9 SCP 9 TFTP 9l U 3JY) 9luwep) pg 1Uebys IJoldss
ew 0l Idlz)le.

louwg pdd 1Juog,6 IJoolsss [Jesess JJluosh [Jexd s pesd Iduwduwds Nexus 3524 13
3548 1U3s w8 wydswo wuvdd puobw pu ddld 0udss lgle 1Uuo9)6 IJpuog9bs NX-OS
) SCP. Jpjss pu ldpedyple eod ol IUlz)le Lze 1Us oo lzle | lJo_og9lbé Nexus
3000 9 3100 9 3500 NX-OS

S pdlzbs: oo lzd cubésd lole 1Jue9)6 1Jp oEslos NX-0S sobdsd zze eJ 1Jues)s
lJoulsss 1Jeseré Juble lJogvgsd NX-0OS: swp wess) Idpzese IJIgeoul,s MD5 9
SHA512 JpeJw IUuo9y6 Ideulss 1Jpses Juble IJoysgsd NX-0OS 9sgedwd gu ldpzpese
lJIzools MD5/SHAS12 1Jpuuug, ds p98¢8 wuisd wileg Cisco gds [Jsw. 03l yuded
p93€ 9dl suvs) IUs pubdds - §p wldpologsd pg st wouler NX-OS B o3l
IJowsobss.

S9uoe 03l Idpeld Jsdss uuwg pdd IJuo9y)o IJeulsss 1Ueszso .Jl%,o>IJ wyulez NX-OS 9.3(6)
v edld lple 1Juo9,6 Idpogsbs (Idpuily [Jso woluwbs I ps IUlwlguss 1Jeog9bd) ey
SCP oy ¢lbe SCP 192.0.2.100 1Uss spduo 1U9uosd IUse pu ¢JIJ VRF 1Uglo wIdbls.

<#froot>

N3K-C3548#


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-93x_chapter_01.html#id_61530
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html

dir | include bin

459209441 Nov 19 23:44:19 2020 nx0s.7.0.3.17.9.bin
N3K-C3548#

copy scp://usernane@92. 0. 2. 100/ nxos. 9. 3. 6. bin bootflash: conpact vrf nanagenent

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.
ECDSA key fingerprint is SHA256:TwkQiyThtFDFPPwgh3U20gq9ugrDuTQ50bB3boV5DkXM.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '192.0.2.100' (ECDSA) to the Tist of known hosts.
username@192.0.2.100's password:

nxos.9.3.6.bin 100% 1882MB  3.1MB/s 10:09
Copy complete, now saving to disk (wait)...

Copy complete.

N3K-C3548#

dir | include bin

459209441 Nov 19 23:44:19 2020 nx0s.7.0.3.17.9.bin
671643688 Nov 20 00:47:00 2020 nx0s.9.3.6.b1in

IJg1096 4. &)y 856 wyolez NX-0S o0 ¢dld o) couse 1UIJ

lool o888 wyulpz NX-0S Bsluws JJigbld oo ¢JIJ 1die, install all. selbJo o3l 1Jie, ¢l
pedps NXx0s Lluwesle 1dedd 1dpbd Jedd 1Jues,s Idoulksss [Jeszss J NX-OS 1Jpwsld§
p& 1Jluosl) 1Josus.

902z 03l 1Upeld IUle, install all 2sé wuins, pedes Nx0s U Idedd 1Upbdd Jedad 1096
IJeolsss 1Jesess J NX-OS 9.3(6) (bootflash:nxos.9.3.6.bin).

<#root>
N3K-C3548#
install all nxos bootflash:nxos.9.3.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nx0s.9.3.6.bin for boot variable "nxos".
[#######RAH AR HH##] 100% -- SUCCESS

Verifying image type.
[#######RAH AR #H##] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.3.6.bin.
[###### RS HHH#####H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxo0s.9.3.6.bin.
[###### SR HHH###R##H] 100% -- SUCCESS

Collecting "running" plugin(s) information.
[###### RS ##R##H] 100% -- SUCCESS



Collecting plugin(s) information from "new" image.
[####a###############] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

ModuTe Image Running-Version(pri:alt)
1 nxos 7.003)I17(9
1 bios v5.4.0(10/23/2019)

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y

Install is in progress, please wait.

Performing runtime checks.
[######RBHHHARE#####E] 100% -- SUCCESS

Setting boot variables.
[######RBHH#HARE######] 100% -- SUCCESS

Performing configuration copy.
[####a###############] 100% -- SUCCESS

New-Version

9.3(6)
v5.4.0(10/23/2019)

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.

[####H####H## S ###HA##] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

1Jglb96 5. 1Joz 88 pu widss wyulez NX-OS wuele

Upg-Required

w3 lehs wppsd IUpzed Nexus 3524 19 3548, w288 pu wele IJe)dss po ¢JIJ 1Jle, show
module. sg)uo [&lz o3l 1Jley IJluosl)y 1Jesd 1Jpesg90. Sop &0 pold eds o3l ouli zse wpw

<36 Ipzed vurle lds woulez NX-OS 1Jlusesl, 9.3(6).

<tfroot>



N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48xI0CGE Supervisor NIK-C3548P-106 active *
Mod Sw Hw Slot

1 93 1.0 NA

IJg 096 6. 250 pddle 1JLo9, IJeulsss 1luosh Idsuusl oo 1Upzsed Cisco Nexus Switch

w8 1Jozdd pu vele ©udss wolpe NX-0S oo Uluosh Idsuush [ds 1Uluosl 1Joss: §p
NSl s IUpuwlzs 1Uz)6 £des 5106 1o poss 1JglLos oldpzsd po sl 258 oJd I 09,6
IJeulsss 1deozss JUluosh Idsumsh pu 31456 Idopess 1Ueddes Jdzobi. sspdu 1JSsle w3J
luwegsle Il delete bootflash:{filename}. 95w p w9sosz pold £ds 3JY ool e Swp 23ld
pJ 109,06 IUeulisss 1Upsess Juble IJoysgsd NX-OS 7.0(3)I7(9) pu 31J,6 [Joposs
JJeesd.

<#root>
N3K-C3548#
dir | include bin

459209441 Nov 19 23:44:19 2020 nxo0s.7.0.3.I17.9.bin
671643688 Nov 20 00:47:00 2020 nxo0s.9.3.6.bin
N3K-C3548#

del ete bootflash:nxo0s.7.0.3.17.9.bin

Do you want to delete "/nx0s.7.0.3.I7.9.bin" ? (yes/no/abort) [y]
N3K-C3548#

dir | include bin

671643688 Nov 20 00:47:00 2020 nxo0s.9.3.6.bin

Jgb9s 7. ouvesd woulpe IJlesh IJpwsiss IJouos Jlghs wbosy uvsluwle CoPP

Se woubgsd Idesolez IJouos Jdleh Ilsds wluwaesle ey Idlesh. bed prve 29b Idodssy
iowlovs wbeld vger Se Sud zese IJesble IJIBe,luass 1des s LIdustl wubdd
pody) £dis pBolz Enter pos sop ele p9zo CLI (slzoé Lwlo, 1Uigle,) NX-OS.

S pdlebbs: Jl s wuvgsd IJesolez IJuuas Jdlesh Ilsds [Us eessd Idedsso IJzhbs
oubgsde JJpzad. IJErue po wuvgsd Idwulee Idouwas JJlesls Ilsds o9 1Jelds o o
oSy wog wubse puvess IJozde (COPP) IUeese 929> Vs IJodssy 1dzhs
cubgsdo JJpzsd. 65 $88 IJBUud Bs culdss odo IUgbes [Js Béslu 1Jzses Jpydé
P29 pumeds ldoede.



982 oul peld gds 3JY.

<{froot>
N3K-C3548#

set up

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system

defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes

Create another Togin account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name :
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO0 IPv4 address :
Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would 1ike to generate (dsa/rsa)
Configure the ntp server? (yes/no) [n]:
Configure default interface Tayer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:

The following configuration will be applied:
no telnet server enable



system default switchport
no system default switchport shutdown
policy-map type control-plane copp-system-policy ( default )

Would you Tike to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:
MTC:Executing copp config

[####H#HRHHRHHRBHHRHHRBHRBHARH RS R HR#H4] 100%
Copy complete, now saving to disk (please wait)...
Copy complete.

1Je 86 oo NX-0S 9.2(x) |Js NX-0S 9.2(x)

S92z 03l IJBuwpe pu ldpuwous JsWOSs wudss o880 wyulez NX-OS 1Jwy o956
lJBsluvss pu luosly puosy Vs Idluesh Idelugs NX-08 9.2(x) |Js luesl) 03w Ws 1Jluesl,
lJelass NX-OS 9.2(x).

Swp lple ©yd8s6 wyulpg NX-OS IJwgols eds pz9d Cisco Nexus 3548 oo [uosl) puos)
9.2(1) IJs luooly 0>8 9.2(4):

<#root>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48x10GE Supervisor N3K-C3548P-10G active *
Mod Sw Hw STot

1 s 1.0

eJeo pumb IJendiss

Sop e pdtue Jeuwl 1Jendss pu luosly puos) s IUluosl IJeluss pu NX-OS 9.2(x) |s
luodl) 038 W IJluosl) IJelyss NX-OS 9.2(x) oul:

9.2(x) -> 9.2(x)
lJgbogs 1. wujsd IJluesh [Jesd oo wujsd w)lez Cisco

Suvwgdp wulpg NX-0O8 9.2(x) pdw L0906 uliss NX (O] _9|a.> (._su,ul_, IJso Iaslul wluwe pdod
w296 p923)- weole lJs wujsd oo 1un9s6 pu : | IJs
lJJpossu, Idpeds IUglue od. o8e IJgbsle Upa»o Uus ceolg IJs leglbel Joujsd
IJoolez pu p98e wuisd wlpe Cisco gds IUsse ez wbly o3l ldegwows.

ol
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https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home

N LUlebs: bl Joo odse Uldendess 1Js o Julpa NX-0S 1J]os 9.2(4): Ssadod cussd

w296 wyulez NX-OS IJpog9bd pu wlez lJose. g0
luvos)luo 99 lJosw: 235 byl pzod Nexus IJ>5 oelod wrvswo gldlveld IJs 1uesl)
wulpg NX-0OS 1Josd IJpbdye. Spc s pdlu (09,0 Idwsulee Sl 1duoy,s Idpuogslbs
B 9o dol 9ldddps r°u0&,9b° S luwe lpdo U?Juo wol. Jpjs> pu ldpedoploslee
waulez NX-OS | bé o wlez Cisco lJose 1 2]

w956 wyulez Cisco Nexus 3500 Series NX-OS 9>J§J L Jyz9e. losl, 7.x Document.

U096 2. ouwg 1Jluosly 1Jesad U pz9d Cisco Nexus po gJIJ lzsle 1JL09,6 IUpuoésbs g,
SCP

o pdlebo: Jl wzolz Idpzedle po IUuwduvdo Nexus 3524 9 3548 )90 b)lj suwos Vs -XL
lJs wodss lple 1duo9,6 IUpuogsbs gy SCP. wewss 030 IJupeldz eds puwlzd JIdss
J3lYy6 1Joposs Jogisu pdu 1due9,o IJeulss 1Ueses Jusulez NX-OS IJJled g5,
IJe2ésb. S wudd pdI 1Juo9,6 IJeulsss 1desess Juyolpe NX-OS IJdled Es)
lJpoe9b |Js 1Jpezed Nexus switch Cluwegsle w90999d wdd IdpdVdle 1U3s o oo
(£Js uwosd lJeeld FTP 9 SFTP 9 SCP 9 TFTP 96l s 3J3) sluwep, pe 1Jgbbss IUellss
eu o3l 1dlz)le.

louwg pdd 1Juog,6 IJoulksss [Jegess JJluosh [Jexd 1Us pesd Iduwduwds Nexus 3524 9
3548 1Uss w8 wydswo wuvdd puob,w pu edld wuwdss lg)le 1Uuo9,6 IUpuog9lbs NX-OS
€wy SCP. Jpeiss pu Idpgdsple 29d ol IJlg)lec Lze Is oo |zole | | oe9lbo Nexus
3000 9 3100 9 3500 NX-OS

N pUizbs: po lzd wuitsd lole 1u9,6 1puogslos NX-0S se8dsd 2z pJs 1ussss
lJeulsse 1Jeszss Juble IJogvgsd NX-OS: swp wegss) ldpzess IUIRowl,s MD5S 9
SHA512 JpJd 1J 09,6 IJeulss 1Jeses Juble IJobgsd NX-OS 9sgodod go lUpzpse
IJIzowls MD5/SHA512 1Jpuuiy) eds p988 wujsd wleg Cisco gds IJysw. o3l yuded
p98€ 9Jl suvs) IJs puvdJs - §p wldeclogd pg &6 woulee NX-0S B ol
lJowsobss.

59502 031 Ipeld Jsdss wuwg pJd 1Juoss6 IJeolsss 1Upszss Jluosly woolez NX-0S 9.2(4)
00 2 lole 1J009,6 1pUogalos (Iauisly [ wslwbos 1JdJas Ul gwlucss 1puogslos) e
SCP (w19999J IJouwe 1Jlew) po 236 SCP 192.0.2.100 1Uss spdo 1Us osd Idso o gJIU 51,6
VRF.

<#root>
N3K-C3548#
dir | include bin

512339094 Nov 20 16:58:21 2020 nxo0s.9.2.1.bin
N3K-C3548#

copy scp://usernanme@92. 0. 2. 100/ nxos. 9. 2. 4. bin bootfl ash: conpact vrf nanagenent


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/92x/upgrade/guide/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x/b-cisco-nexus-3500-software-upgrade-downgrade-guide-92x_chapter_01.html#id_61530
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html
https://www.cisco.com/c/ar_ae/support/docs/switches/nexus-3000-series-switches/215781-nexus-3000-3100-and-3500-nx-os-compact.html

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.
ECDSA key fingerprint is SHA256:TwkQiylhtFDFPPwgh3U20q9ugrDuTQ50bB3boV5DkXM.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '192.0.2.100' (ECDSA) to the 1list of known hosts.
username@192.0.2.100's password:

nxos.9.2.4.bin 100% 1278MB 3.9MB/s 05:31
Copy complete, now saving to disk (please wait)...

Copy complete.

N3K-C3548#

dir | include bin

512339094 Nov 20 16:58:21 2020 nxo0s.9.2.1.bin
530509806 Nov 23 18:58:45 2020 nxo0s.9.2.4.bin

IJg1096 3. o)y 8s6 wyulez NX-0S o0 ¢dlJ o) couse 1JIJ

losl &)8s6 wulpe NX-0S $sluws JJigbld po U 1Jie, install all. selbdo o3l 1dle) 1bglJ
pedps NX0s luwesle 1dedd 1debdd Jedw 1Jue9,6 1doulksss 1Jeszss J NX-OS 1Jpwslsd
o& IJluosl) [Josus.

s9u2z 03l IJpeld i, install all s wubs) pedps Nxos 1Js 1Jpdw IJpbdd Jpdud IJuos,6
lJoulisss [Jesesé J NX-OS 9.2(4) (bootflash:nxos.9.2.4.bin).

<#root>
N3K-C3548#
install all nxos bootfl ash: nxos.9.2.4.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nx0s.9.2.4.bin for boot variable "nxos".
[####d###############] 100% -- SUCCESS

Verifying image type.
[####d###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.2.4.bin.
[####d###############] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxo0s.9.2.4.bin.
[####d###############] 100% -- SUCCESS

Collecting "running" plugin(s) information.
[####d###############] 100% -- SUCCESS

Collecting plugin(s) information from "new" image.
[####d###############] 100% -- SUCCESS
[####d###############] 100% -- SUCCESS

Performing module support checks.
[########HR#HRH#####4] 100% -- SUCCESS



Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

ModuTe Image Running-Version(pri:alt) New-Version
1 nxos 9.2(L 9.2(4)
1 bios v5.4.0(10/23/2019) v5.3.0(06/08/2019)

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y

Install is in progress, please wait.

Performing runtime checks.
[######RBHH#HARE######] 100% -- SUCCESS

Setting boot variables.
[######RBHH#HHRE######] 100% -- SUCCESS

Performing configuration copy.
[####a###############] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

1Jglb9s 4. 1Joz 88 pu wi8s6 wyulpz NX-OS wuele

Upg-Required

w8 lehé wepsd Idpesd I\Jexus 3524 l9 3548. w9 pu wele IJesdsé pu gJIJ 1Jie, show
module. s&)o 1&lz o3l 1Jley IJluosl)y 1Jesd 1Jpesg90. Sop &0 pold eds o3l ouli zse wpo

<856 1dpzad wuzlz IUs wyolez NX-0S. 1] osl, 9.2(4).

<tfroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status



1 48  48x10GE Supervisor N3K-C3548P-10G active *

IJg 096 5. 25058 po3y pdble 109, IUeulsss IJluoshy o ldezed Cisco Nexus Switch

w& 1Jozdd pu vele ©udss wauler NX-0S oo 1dluesl IJeues) [ds 1luesly 1o e
oldegslb gds IJpuwleo 1JglJso eds 3156 [deposs 1UElLoo wldezsd pu gJId 2308 pJud
lJuo9,6 Ideulisss 1Jesess JJluosh) 1dpuos) pu 31,6 IJopess 1Jpsdws JJzols. 9spedu
IJBsle w3JY Lluwagsle 11, delete bootflash:{filename}. s.sep w9 o8z pold £ds 3JY oul.
2SS Swp 239 pJV 1Juo9,0 IJeulisss 1Jesess Juble IJogvgsd NX-OS 9.2(1) oy 319,06
lJopos> 1Jglues wldeeed.

<#root>
N3K-C3548#
dir | include bin

512339094 Nov 20 16:58:21 2020 nxo0s.9.2.1.bin
530509806 Nov 23 18:58:45 2020 nxo0s.9.2.4.bin
N3K-C3548#

del ete bootflash:nxo0s.9.2.1.bin

Do you want to delete "/nx0s.9.2.1.bin" ? (yes/no/abort) [yl
N3K-C3548#

dir | include bin

530509806 Nov 23 18:58:45 2020 nx0s.9.2.4.bin

lJgb9é 6. ouvesd wyulpe IJlesh IJpwsiss IJouos Jlghé wbosy uvsluwle CoPP

Sp woubtsd Idwolez Juves Jdlesl> IJlsds wluwogsle 1oy IJlesls. bed pwe 29l Idedssy
IUluwlgus wbeld vge: oo Sod zese IUesblo IUIBwluoss 1Upsuors Lldusél wundd
pod)) £Js plulz Enter pos sop bele pozo CLI (slzos Lwb, 1Jisle,) NX-OS.

S pdlzlbs: Jl s9ss wuvgsd Idevlez IJuoos JJlesh Iisds [Js eessd Idedss IJzhs
ougsde Jdpzad. g pu cuvésd Idesolez Iouas Jdleshs Ilsds o9 Ields po o
oSy wog wubse puveys IJozde (COPP) IUeese 929> Vs IJodssy Idzhs
cubgsdo JJpzsd. 65 $88 IJBUud Bs culdss odo IUgbes [Js Béslu 1Jzses Jpydé
P29 pumeds ldoede.

983 oul peld gds 3JY.



<tfroot>
N3K-C3548#

set up

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system

defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes

Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name :
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO IPv4 address
Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would 1ike to generate (dsa/rsa)
Configure the ntp server? (yes/no) [n]:
Configure default interface Tayer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:
The following configuration will be applied:
no telnet server enable
system default switchport
no system default switchport shutdown

policy-map type control-plane copp-system-policy ( default )

Would you Tike to edit the configuration? (yes/no) [n]:



Use this configuration and save it? (yes/no) [y]:
MTC:Executing copp config

[####H#HRHHRHHRRHHRHHRBHRBHARH RSB HRH#H4] 100%
Copy complete, now saving to disk (please wait)...
Copy complete.

1Je 86 oo NX-0S 9.2(x) |Js NX-0S 9.3(x)

S9u2z 03l IJBuwpe pu ldpuwows JsWOSs wudss o860 wyulez NX-OS 1Jwy o906
lIJBsluvss pu luosly puos)y Vs Idluesh Idelugs NX-08 9.2(x) |Js luesl) 03w Ws 1Jluesl,y
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Swp lple ©yd886 wyulpg NX-OS IJwy ols eds pz9d Cisco Nexus 3548 oo [uosl) puod)
9.2(1) IJs luo»l) 05w 9.3(6):

<#root>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48x10CE Supervisor N3K-C3548P-10G active *
Mod Sw Hw STot

1 s 1.0 w

edewe punb IJes s
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9.2(x) -> 9.2(4) -> 9.3(x)
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NX-OS IJluosl) 9.2(4). 903l plodye JIs w9y 1oy 8s6 1Js luosl) 0000 Bs Idluesh Ideluss
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<#root>
N3K-C3548#
dir | include bin

530509806 Nov 23 18:58:45 2020 nx0s.9.2.4.bin
N3K-C3548#

copy scp://usernane@92.0. 2. 100/ nxos. 9. 3. 6. bin bootflash: conpact vrf nanagenent

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.
ECDSA key fingerprint is SHA256:TwkQiyThtFDFPPwgh3U20q9ugrDuTQ50bB3boV5DkXM.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '192.0.2.100' (ECDSA) to the 1list of known hosts.
username@192.0.2.100's password:

nxo0s.9.3.6.bin 100% 1882MB  3.9MB/s  08:09
Copy complete, now saving to disk (please wait)...

Copy complete.

N3K-C3548#

dir | include bin

530509806 Nov 23 18:58:45 2020 nx0s.9.2.4.bin
671643688 Nov 23 19:51:21 2020 nx0s.9.3.6.bin

IJglo96 4. &)y 886 wyolez NX-0S o0 ¢dld lp) covse IUIJ.

lool 886 wulpe NX-0S @sluws JJigbld po U 1Jie, install all. selbdo o3l 1die, 1bglJ
pedps Nxos Lluwaésle IJedd IJelbdd Jpdd 1Juo9,6 IJooksss 1Jpsesé J NX-0S 1Jpesl g
o€ 1Jluosl) 1Josus.

s9u2z 03l IJpeld i, install all s wubs) pedps Nxos 1Js 1Jpd IJpbJd Jpdud IJuos,6
lJoulisss [Jesesé J NX-OS 9.3(6) (bootflash:nxos.9.3.6.bin).

<#root>
N3K-C3548#
install all nxos bootfl ash: nxos.9.3.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.6.bin for boot variable "nxos".
[####H####H## S ##HA##] 100% -- SUCCESS

Verifying image type.
[####################] 100% -- SUCCESS
[## ] 5% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nx0s.9.3.6.bin.
[####### R #####AHH] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nx0s.9.3.6.bin.



[####H####HH##H###HA##] 100% -- SUCCESS

Collecting "running" plugin(s) information.
[####a###############] 100% -- SUCCESS

Collecting plugin(s) information from "new" image.
[####a###############] 100% -- SUCCESS
[####a###############] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

ModuTe Image Running-Version(pri:alt)
1 nxos 9.2(4)
1 bios v5.4.0(10/23/2019)

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y

Install is in progress, please wait.

Performing runtime checks.
[######RBH AR ####E] 100% -- SUCCESS

Setting boot variables.
[#####ARBH AR #####] 100% -- SUCCESS

Performing configuration copy.
[####a###############] 100% -- SUCCESS

New-Version

9.3(6)
v5.4.0(10/23/2019)

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.

[####H####HH# S ###HA##] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

1Jglo96 5. 1Joz 88 pu widss wyulpz NX-OS wuele

Upg-Required

w3 lehs wppsd IUpzed Nexus 3524 19 3548. w288 pu wele IJe)dss po ¢JIJ 1Jle, show



module. sg&,2 [¢)lg 03l |Jir0_) IJluoslh o8 1Jp)ye90. Sop gru2 pold eds 03l ouli gse wpw
9886 1Jezad wuele IUs woulpe NX-OS 1Jluesl, 9.3(6).

<#froot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48x10GE Supervisor N3K-C3548P-10G active *
Mod Sw Hw STot

1 36 1.0 A

IUg k096 6. 2308 pJBle 1Uuo9) IJeulisss 1Jluos)y Idsumsh po 1Jpezsd Cisco Nexus Switch

w8 IJozdd pu vile ©udsd wuulee NX-0S oy IJIuosl 1dpuess 1ds 1luesh 1dess: $p
J2 Bl g Idpuwlzs 1Jgldss edes 51,6 1deposs 1Ugluo6 wldpzed po 2l 2389 pJod
IJue9,6 Ideulisss 1dpszas Jdluesl Ideuos) pu 31d,6 1o poss IUes$eé Jdzols. sspdu
lJosle w3JY wluwegsle IUle, delete bootflash:{filename}. 9swp wosose peeld gds 3JY oul
2SS Swp 239 pJdV IJuo9,6 IJeulisss 1Jesers Juble IJogvgsd NX-OS 9.2(4) oy 319,06
lJoeoss IUglueé wldpzed.

<#root>
N3K-C3548#
dir | include bin

530509806 Nov 23 18:58:45 2020 nx0s.9.2.4.bin
671643688 Nov 23 19:51:21 2020 nx0s.9.3.6.bin
N3K-C3548#

del et e bootfl ash: nxos.9.2.4.bin

Do you want to delete "/nx0s.9.2.4.bin" ? (yes/no/abort) [yl
N3K-C3548#

dir | include bin

671643688 Nov 23 19:51:21 2020 nx0s.9.3.6.bin

IJgbogs 7. ouvesd woulez IJlesh IJewsss Iduuas Jlghs obosy ywsluvle CoPP

Sp woubgsd Uosolez Jovas JJlesh IWlsds wluwegsle e, Ilesh. bed erve 29b Idodsse
IUluslgvs obeld vge: op Sod zese IJesble IUIBwluoss 1Upsuors wldusgl wuvdd
pwd)) eds pulz Enter s swp bzle p9zo CLI (slzos ulb, 1Jlgle,) NX-OS.



S pdlebbs: Jl s> wuvgsd dosolez IJuuos Jdlesh 1lsds [Js cessd Idedsso IJzhs
cuvgsdo JJpesd. IUgHuo po wuvgsd Idusolez IJuuos JJlesh 1isds o9 1Jelds pu i
wd9su wog wubse puwws IJezde (COPP) 1Jezse 0929 Vs Idedssy Idebis
oubgsdo Jdpzad. 9> s [JByvd Vs wudss odo [Jgbys [Js B@sly 1Uzjes Je,Jdo
P29 s ldoede.

982 oul pold gds 3JI.

<tfroot>
N3K-C3548#

set up

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system

defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes

Create another login account (yes/no) [n]:

Configure read-only SNMP community string (yes/no) [n]:

Configure read-write SNMP community string (yes/no) [n]:

Enter the switch name :

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO IPv4 address :

Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :

Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]:

Type of ssh key you would 1ike to generate (dsa/rsa)

Configure the ntp server? (yes/no) [n]:



Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:

The following configuration will be applied:
no telnet server enable
system default switchport
no system default switchport shutdown
policy-map type control-plane copp-system-policy ( default )

Would you Tike to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:
MTC:Executing copp config

[####H#HRHHRHHRBHHRHHRBHRBHARH RSB HRH#H4] 100%
Copy complete, now saving to disk (please wait)...
Copy complete.

IJe,ds6 o0 NX-0S 9.3(x) lJs NX-0S 9.3(x)

S9u2z 03l IJBuwpe pu ldpuwows JsWOSs wudss o) 860 wyulez NX-OS 1Jwy o096
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<#root>
N3K-C3548#

show nodul e

Mod Ports Module-Type Model Status
1 48  48x10GE Supervisor N3K-C3548P-10G active *
Mod Sw Hw STot

1 sy 1.0

eJeo pumb IJendiss
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9.3(x) -> 9.3(x)
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N3K-C3548#
dir | include bin

511694599 Nov 23 20:34:22 2020 nxo0s.9.3.1.bin
N3K-C3548#

copy scp://usernane@92.0. 2. 100/ nxos. 9. 3. 6. bin bootflash: conpact vrf nmanagenent

The authenticity of host '192.0.2.100 (192.0.2.100)' can't be established.
ECDSA key fingerprint is SHA256:TwkQiyThtFDFPPwgh3U20q9ugrDuTQ50bB3boV5DkXM.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '192.0.2.100' (ECDSA) to the 1list of known hosts.
username@192.0.2.100's password:

nxos.9.3.6.bin 100% 1882MB 4.4MB/s 07:09
Copy complete, now saving to disk (please wait)...

Copy complete.

N3K-C3548#

dir | include bin

511694599 Nov 23 20:34:22 2020 nxo0s.9.3.1.bin
671643688 Nov 23 20:52:16 2020 nxo0s.9.3.6.bin

IJg1096 3. &)y 856 wyulez NX-0S o0 ¢dlJ o) couse 1JIJ

losl &)886 wulpe NX-0S $sluws JJigbld po U 1Jie, install all. selbdo o3l 1die), 1bglJ
peJps NX0s Lluwesle 1dedd 1debdd Jedwd 1Jue9,6 1deulksss 1Jeszss J NX-OS 1Jpwslsd
o& 1Jluosl) 1Jos>us.

s9u2z 03l IJpeld i, install all s wubs) pedps Nxos 1Js 1Jpdd IJpbdd Jpdd IJuos,é
lJoulisss [Jesesé J NX-OS 9.3(6) (bootflash:nxos.9.3.6.bin).

<#root>
N3K-C3548#
install all nxos bootfl ash: nxos.9.3.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nx0s.9.3.6.bin for boot variable "nxos".
[####d###############] 100% -- SUCCESS

Verifying image type.
[####d###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nx0s.9.3.6.bin.
[####d###############] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxo0s.9.3.6.bin.
[####d###############] 100% -- SUCCESS

Collecting "running" plugin(s) information.
[####d###############] 100% -- SUCCESS



Collecting plugin(s) information from "new" image.
[####a###############] 100% -- SUCCESS
[####a###############] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

ModuTe Image Running-Version(pri:alt)
1 nxos 9.3(L
1 bios v5.4.0(10/23/2019)

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n]

y

Install is in progress, please wait.

Performing runtime checks.
[######RBHH#HARE######] 100% -- SUCCESS

Setting boot variables.
[######RBH AR ####E] 100% -- SUCCESS

Performing configuration copy.
[####a###############] 100% -- SUCCESS

New-Version

9.3(6)
v5.4.0(10/23/2019)

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.

[####H####H## S ###HA##] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

IJglbgs 4. 1Joz 88 pu wi8ss wyulpz NX-OS wuele

Upg-Required

w3 lehs wppsd IUpzed Nexus 3524 19 3548. w288 pu wele IJe)dss po ¢JIJ 1Jle, show
module. sg)uo [&lz o3l 1Jley IJluosl)y 1Jesd 1Jesg90. Sop &0 pold eds o3l ouli zse wpo

<986 IUpeed wuele IUs woulpez NX-OS I1J| o>l 9.3(6).



<tfroot>
N3K-C3548#

show nodul e

Mod Ports Module-Type Mode Status
1 48  48x10CE Supervisor N3K-C3548P-10G active *
Mod Sw Hw STot

1 oes® 1.0 N

IJg 096 5. 253 pLosy pdBle 109, IUeulsss IJluosly o ldezed Cisco Nexus Switch

& 1Jozdd pu vele udss wiuler NX-0S oo ldluosl 1dpuoss [Js IJluosh 1desd: §e
J2 Bl g 1dpuwlzs 1Jgldss e 51,6 1deposs 1Ugluo6 wldpzed po 2l 2309 pJod
IJup9,8 IJeulissé 1dpszrs JJluesl IJeues) pu 31,6 1o poss 1Jes$eé Jdzols. sspdu
lJosle w3JY wluwegsle IUle, delete bootflash:{filename}. 9swp w9sosE peld gds 3JY oul
2SY Swp 239 pJV IJuo9,0 IJeulisss 1Jesess Juble IJouvgsd NX-OS 9.3(1) pu 319,06
lJopos> IJglues wldeesd.

<#root>
N3K-C3548#
dir | include bin

511694599 Nov 23 20:34:22 2020 nxo0s.9.3.1.bin
671643688 Nov 23 20:52:16 2020 nxo0s.9.3.6.bin
N3K-C3548#

del ete bootflash: nxo0s.9.3.1.bin

Do you want to delete "/nx0s.9.3.1.bin" ? (yes/no/abort) [yl
N3K-C3548#

dir | include bin

671643688 Nov 23 20:52:16 2020 nx0s.9.3.6.bin

lJglb9é 6. ouvesd wyulpe 1Jlesh IJpwsiss IJouos Jlghé wbosy uvsluwle CoPP

e woutsd Weolee IJouos Jleshs Iisds wlavetsle ey Wleshs. 152 pave 29l Iedsss
IJluwlows obgld vgp Op Sod zpse IJeshle IJIve,)ljosé UP?u'DCé NJopgl LI
ey eds pdulz Enter pos sop bzle p9zo CLI (9lzos ulo, 1JI9le,) NX-OS.

S pdlzlbs: Jl s wuvgsd Idosolez IJouos Jdlesh 1lsds [Js cessd Idedsso IJzhs
ougsde Jdezad. g pu wubésd Idesulez Iouas Jdleshs Ilsds o9 1Jelds ey
929> od9su wog wubse puvess Idoedpe ldpere Vs Idedsy Idebs ouvgsdo
JJpzad. &> $935 IJSuvd Bs wudss 030 1Jgbgs [Us Slu 1zieé Jerds pi9) pumess



N yezds.

980 oul pold gds 3JY.

<{froot>
N3K-C3548#

set up

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system

defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no):

yes

Create another Togin account (yes/no) [n]:

Configure read-only SNMP community string (yes/no) [n]:

Configure read-write SNMP community string (yes/no) [n]:

Enter the switch name :

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO0 IPv4 address :

Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway :

Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]:
Type of ssh key you would 1ike to generate (dsa/rsa)

Configure the ntp server? (yes/no) [n]:

Configure default interface Tayer (L3/L2) [L2]:

Configure default switchport interface state (shut/noshut) [noshut]:

Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]:



The following configuration will be applied:
no telnet server enable
system default switchport
no system default switchport shutdown
policy-map type control-plane copp-system-policy ( default )

Would you Tike to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:
MTC:Executing copp config

[###H#H## AR ] 100%

Copy complete, now saving to disk (please wait)...
Copy complete.
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