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essu IJpdde Ilzeslbs eds Bspdé 99 IJoedsd Ieldss IJos sop lgwegsleol wyluulbs
l[Jesgo. swal g3 1dsgw Idlzoslbs wes 3JY.

lsSlS 1Jps 9o oyl - se989 1dpsde IJuubl.

ls$lS 1Jpsde Idlzoslbs — sw9lds 1dpdde Idlzeslbs.

0886 IJpgdplo- sop loglh ol Idlg)le g0 odds Huwlds puosd edsol pu ldpsze IJuuvb. I3l
Supe wdysy gusly IP Idblo,s Jodo lpeeses 398l spdu wedp suslu IP IUbloys pu 1Uyuwlc
Sedo JJeseo per 96 IJsde IJpuweésrd sleeslb Sspe lUsSe pu IUyumlJs.

buwld hwlds eozse — Souwd 1dedze Huwlds wozse veldeo 1dzldss: 998w 1w sy 998w
IJloobly.

bLowld Huwlds lo@dlo- souwd 1Jpsze Huwlds loddle Jlgdle 1desze IJouile w9295 p9zo leds s
pulz.

JU‘UU oowlds luwedlds — sHuwd 1Upszo suwlds [uwedlds Jduwele Jesze 1) wlu suowe 1Jes
Luwld _,uul._Jé ARP lJpzlusé — sod ldpe9zo 2jpd luwozled ARP IJos wedu gu gulasy IngM
IUblo,s6 Jdpzpses. swp buwld 1Jzied pe guslo MAC Iblo,s Jewslo MAC Jdeuos) s Jlu
boss ldhoulb. 9d5JY 51 2506 ARP.

259J 2lJé HSRP

S Iyuwpe Idogbslbs Vs o3l Id3uwe 2ldle loodld 1Jzlds Jzolj gldé HSRP. Ws JJ 0,06
SYE Vol 2. SuoE. lJlg)le LJp)ouD sluwdldle 1Jesze IJs gldo HSRP IJwldss. s 1)uwe
lJogbsbs: UUULSJ |,J|)§|p IJs I.Jl@lu‘ u..su,ol ouvs) Iuwlisd IJs I.Jla)lc lJeyoub. sesd
IJz29d 1de929> ds lz2le, HSRP JJ 8w e IJIJalp 952> 1Jzo9d 1Jp9z9> Vs lzulele HSRP
b Iy, Ipwegspe o3l lJpglolo Jpse SGb. IJptbb pbod 985 Uousss JiEluo
quu-Ju.uld I.Jlablcglqulaol lJeles.

JJeuosd eds Lo9rs eldss 1Us86 JUpgbb. jles cuvgs zlle HSRP.
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10.1.1.10

Switch X

Router B

s IUpeld IJelds goslo MAC  golo IP @ulg IUubeIs 1UW9,8686 IJuslyé IV, oso
PCA1 000.0c00.0001 10.1.1.10 255.255.255.0 10.1.1.1
PC2 0000.0c00.110 10.1.2.10 255.255.255.0 10.1.2.1

odosu IJeseo A (IJpszo IJuuib)

interface GigabitEthernet 0/0

ip address 10.1.1.2 255.255.255.0
mac-address 4000.0000.0010
standby 1 ip 10.1.1.1

standby 1 priority 200

interface GigabitEthernet 0/1 ip address 10.1.2.2 255.255.255.0 mac-address 4000.0000.0011
standby 1 ip 10.1.2.1 standby 1 priority 200

od9su Idegzoe B (IJpesze IJIzoslbs)



interface GigabitEthernet 0/0
ip address 10.1.1.3 255.255.225.0
mac-address 4000.0000.0020
standby 1 ip 10.1.1.1

interface GigabitEthernet 0/1 ip address 10.1.2.3 255.255.255.0 mac-address 4000.0000.0021

standby 1 ip 10.1.2.1

pdlebd: o 99p 030 Ui,o&JéS wodssyu gulysu MAC IJelows Jié)lub lJossose Wb, Jl
oldp vodysy gulasu MAC IJelows UL B Uy plodsol pod IU8sle w3J.

Lo SULES Bops IJp909p ¢J9 Hob w388 gudpl suld luw sniffer 1o, I sz s HSRP
pundJs. suwedse Idpsze Aladsss IJ 200 ssuowt Idesze IJuuib eds Il IUslzole. B
IJplldOs 03l Yuwp: sodBs sub pu ldpuuele wédsy U sdsu pe> J J puoss pebd gpd
lJpue>, {uppertmac address oo lJpwele wiss> physical mac address (BIA). wzwss 1Jzie pu
U|ao_)o U,ouasao pszos Jeoslo IP J HSRP g_Js guslo MAC 1szos Jguglu MAC UJolon J

S9LPT 03l 1Uz>9d pedopele MAC 9809l IP 1Jgloe JIJ wrd g gds iu,ulu,u wowg shiffer IUss

SUp |t')o y-1V) LJPE)J X.

&9 IJg 500 MAC IJp_o>,

i PC1
seb popello sdso ee> J JPC2 3400 0000.0001)

MAC lJszos

A Jslzoé lseyue 0
(0000.0c07.ac01) oo, HSRP

Jze IJos ooze pu edld IJpsge A 1Jpgeo A Ethernet 0
p0 PC2 9506 wogsool IJs PCT  BIA (4000.000.0010) © o (0000-0¢00.0001)

IUzje o0 PC11Jesz06 Jeoslo P PC1
IUlzeslbs J HSRP (ICMP. Telnet) (0000.0¢00.0001)

IUzse 1Jeoz06 Jewsle IP IUsgds  PC1
JJeozo IJouib (ICMP. Telnet)  (0000.0c00.0001)
Iz 1Jpsz06 Jewslo IP IJdeds  PCA
JJeszo IUlzeslbs (ICMP. Telnet)  (0000.0c00.0001)

eu9lu MAC IJblo,s JJpeszo
A Jslzod lse,uw 0
(0000.0c07.ac01) oo HSRP
lJegeo A Ethernet 0 BIA
(4000.000.0010)

|Je9zo B Ethernet 0 BIA
(4000.000.0020)

[owedulad Tgble 5l ule 2lJé HSRP gl oJlzol

IP

IP I
NENS

10.1.1.10 101
10.1.2.10 101
10.1.1.10 101

10.1.1.10 101

10.1.1.10 101

Dluwé 1JzlJsé H)8p 1: sope IUlWJIg gu gudlu IP IJlzoslbs J HSRP Jggsly IP

o))

Spdu Iy oo, Huwlsd 1Jgbl IJelJsé:

Oct 12 13:15:41: $STANDBY-3-DUPADDR: Duplicate address
on Vlan25, sourced by 0000.0c07.acl9

Oct 13 16:25:41: $STANDBY-3-DUPADDR: Duplicate address
on Vlan25, sourced by 0000.0c07.acl9

Oct 15 22:31:02: $STANDBY-3-DUPADDR: Duplicate address
on Vlan25, sourced by 0000.0c07.acl9

Oct 15 22:41:01: $STANDBY-3-DUPADDR: Duplicate address
on Vlan25, sourced by 0000.0c07.acl9

10.25.0.1

10.25.0.1

10.25.0.1

10.25.0.1

Jl oy Huwlisd 1dgbl 030 LIJu2,9,6 IJs puvdJé HSRP. gusdl oo 3JY. wuivs, suwlisd 1g bl



IJs lzopeld 2298 wdbly pdds Jengwsdsd IJuvz)s IJpod,e6 (STP) 9 pUuIJs Bs wdosy
10p9z0/10ez9J. suwlisd IJzDl o pzys Iesl o Jpuudds i3,

wlJluolws [Js 3Jdd Jl wpug juwlisd 1Ug bl 030 lJogvesd Jpoluwe J HSRP. swp welod 2o
HSRP !Jrod_)_)é. Swp IJogde WS Huwlisd IJgbl 030 gds Vol jpuss prwol 30 eluss. 9dIJu.
Sedu lu suog ldble U;_;g]o.ﬁ_sc JJuvedo 998> 1Jz5e6 pu 830 luwe )l Igvede 1U3s
Suweyw BS yuwlisd gl stanpey-3-purapor 1JglLo6 weugly HSRP.

euyu IP HSRP &Js uuu-Jo VLAN ;30 25 p¢ &u|9~5u MAC 0000.0c07.ac19. lo,l Jiv guglu
MAC J HSRP 09 0000.0c07.ac19. 38> luwade IJeszo IJegos 102506 10glu06 wo 9 loadd JJI
Jesz0s0 Bes pzases HSRP s 121Js - byl JI 1Jesz0 luvede 1Wzes 10¢l06 wor o
|JP,J.U~JJO &J.S |J|_)aa 0S pE IJ,_)UUJO U)JI p-19] |J|038_O ..Spdu |u OO roapgg_o puuseo PU
LJpLyﬂLJJ L9¢;O)||JLthSLJ p;);uSg)pkyﬂqulthU;nJo LJPC;HDJO LJguS ouL#HJuJLQGLﬁJULSJ
|Jg bol:

- 2d8le wu9esdsd Iduvess IJpod,es (STP) IJpsded
- punldd ©dgsy EtherChannel
“Dl)lu PvJJJé

gU> Iovod ol IaJoIs: ouwlsd IJaJoI 030 9luadlzol Llze IUgbsle |J_)||o..50 IJs Iu»uduuld
Ulajols: luodlzol Vs Buwpe I o, ol I3 bole HSRP o] _oJlzol Bb.s pz9le Catalyst d.s o3l
lJeuwouws. cobud gpse sedle lowod ol IJIE_JoIc sluadlzel IJupelss &Js o3l ld e« 9lJds
SUULPU e upbss gds IJodssu. wldlgolws |Js 3Jdd Jlzlb L5 Iablc IS wwed 1Jpezed
sluply 1Js luwle 2lds [oaldss uve 1Ju2,9,6.

spdud luwesle Slises 1dsuod Jeug 1dpszoe IJuuib po luvadle 25eé IJoszse ldoo
lJpwgss [Jgluod wo. 9JIJu 03l peys edle Jyuwlisd Uabl O 1J9l8e sgds I&luo lJpuudJs.
lJzd IJossd 09 wbousd Blised 1Usuosd 1Jgl)sé 1Jpguwed eds glgole HSRP. weug Slispesd
IJsuosd Jd 2yds 1dps9) Idos sope ldeuwesd edsel pu ewslu IP 1Jpbs sldos sop wozsool
|Js zese IUpszole 9euslo Idwe IJpwess 224.0.0.2,

access-1list 101 deny ip host 172.16.12.3 host 224.0.0.2
access-list 101 permit ip any any

interface GigabitEthernet 0/0

ip address 172.16.12.3 255.255.255.0
standby 1 ip 172.16.12.1

ip access-group 101 in

Dlywé 1J2lds H8p 2: oogs) eldd HSRP wluve o)) (wuils luwogsls IJlpe) 13
7#HSRP-6-StateChannel

Spdu o wbo, Huwlisd 1gbl IJelJss:

Jan 9 08:00:42.623: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Standby -> Active

Jan 9 08:00:56.011: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Active -> Speak

Jan 9 08:01:03.011: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Speak -> Standby

Jan 9 08:01:29.427: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Standby -> Active

Jan 9 08:01:36.808: %STANDBY-6-STATECHANGE: Standby: 49:



Vlanl4d9 state Active -> Speak
Jan 9 08:01:43.808: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Speak -> Standby

Jul 29 14:03:19.441: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Standby -> Active Jul 29 16:27:04.133: %HSRP-5-
STATECHANGE: Vlan10 Grp 110 state Active -> Speak Jul 29 16:31:49.035: %HSRP-5-STATECHANGE: VIan10 Grp 110 state
Speak -> Standby
oo yuwlisd I.JaJol 030 2lJo Jp suwede Wsol p9zo HSRP IJlzwslbs ol gip woizsw
HSRP powldsé pu ubs) HSRP IUEluo wo. s9uoe IJIElz io lJesgo IJlzwslbs suwd PU
aI.Jo |.J§ Ual.Jo w8 >.J-J u_9L9u @uosj‘ 5&9) I._Jpgao |.J5 al.Jo 131 Jp ua)u )uqu I.Jcbl 030
OUNS) _)uuLSJ |.JaJo| !.Js O ly gJl8o HSRP wsuw U:ub_)lc [ |uuuduu|d |a]o|c 0o
IJpuvdds sluadizel: sew IJozdd pu lUlouald wso l@slo HSRP. sl $sly 1dg ybslss
lJsgws Jlouold Idoslule vsu ldub,le 09 Idpuuddé IUIYE,) usgl ldos souwg gwol 030
lhuwlisd. gldol pl o)ze cess)lo al.Jo HSRP |Js luwegsle 9236 1Jpegldeé 1Jpydss6 (CPU)
uuu-J.J Jos). Bl dlpe 5 uwlJsd Uabl vy luwogsle 9226 |Jpeldes L_JPJ\JJ;SO (CPU) L uvddJ
_)uL9E‘ ‘-9L9r° CIUPE sniffer E.J;S I\JL}UUKJO SOUUE |Jub|ro |.J)..S SOy k.9§ |L}0ua)|ro _9&)0
IJpeldzs IJesdss6 (CPU) wubdd pyoSe.

o0l 1Jesss pu IJiuwole Idpeopds JW G0 25p HSRP Lo IIG)10. 19e) Ipusldd Gossel
oS puwldJ b, 96 1Jplbso: 2yJs 039 duveds 1156 IJos couwey Vol puildd 1J vz,
lpedygd Iy 2,96 19, 105656 Idos cogwwe Dsol IJ Giwds VLAN. 9l o9 IzlJ pg

)l wo IJzlJo #1. wubod zpse pdlo luwedgulo IJigble 9l odlzol eds 2d wessle glds
HSRP. 9¢loé woozse lgble HSRP o¢ I Jbo, 96 ol Jos.

I3l YJly W8> 2jp HSRP Lsuw |.JiL§_)|Q GO Qdé lJeu9) 1d5lis56 IJos vouwew Bsol JJ
Jvwdo VLAN Yol 09 p3Jg,) Bspdoud Joub l9 jsbe SPD gldlzelb weze Blispes IUlow bl
Jdogdo gds puvddé luwil $lispesd loobly 1JDEIJ.

Jisho zzp welod 1Uzjed IJlue@liss (SPD). luedd IJs suoe IJodsy 9uuds |Ji_9|ro_) lJoldso
eJs peodle Cat6500:

(config)#ip spd queue max-threshold 600
! -—- Hidden Command
(config)#ip spd queue min-threshold 500

!|-—- Hidden Command

Jisho zzp Vlispes IJluebl) s> IJluobl) luedd IJs 9,28 9lzos Juvwdo VLAN 90,093 I._Jiro_,
lJolds:

(config-if) #hold-queue 500 in

w83 j8bé zze SPD 9lspes IJluwbl) §s> IJlucbl) spdud puue gxble 1dslzos 31 §po
COUSSd |Jlp, interface cilear counter .

Dluwe 1Jzlds 5 8p 3: Jl sogyd HSRP gds IJubs,)

seu? [olz 1Jpsze B 03l IUSuwe p9ze we wdssuo J HSRP 9Jdue JI seerd eds 16)lu
HSRP 1J¢gloé wo. JIJs sz o3l seo o sweund [Jpsze s wdds wedspele HSRP oy



IJeszo 1dpzle,. gwd Iwuduuld Iablc 030 1JeudJs slodlzol lze Suwe 1oz oo ool
!“0!..490 I! l£|).509§uup lJo 5o ; >0 HSRP l._9 o3l | D, IU 6J3u |J_)UJD
boses buds wozse: Yoo J IJ VTP Iwdse.

Vlan8 - Group 8

Local state is Active, priority 110, may preempt
Hellotime 3 holdtime 10

Next hello sent in 00:00:01.168

Hot standby IP address is 10.1.2.2 configured
Active router is local

Standby router is unknown expired

Standby virtual mac address is 0000.0c07.ac08

5 state changes, last state change 00:05:03

»lyws IJzlJs #4: cgssile 2lJé HSRP 9o @b, IJpz9d SYS-4-P2_WARN: 1/Host
<mac_address> ;8,9 wsu lJpuds <port_1> 9lJeu93 <port_2> s syslog

SpIJu io ooy jwlisd U'aJoi lJoldse:

2001 Jan 03 14:18:43 %SYS-4-P2_WARN: 1/Host 00:00:0c:14:9d:08
is flapping between port 2/4 and port 2/3

Feb 4 07:17:44 AST: %SW_MATM-4-MACFLAP_NOTIF: Host 0050.56a9.1f28 in vlan 1027 is flapping between port Tel/0/7 and
port Te2/0/2

B pls 2836 pule: SHuwd IUpdelz puosd {upperimac address Io soodd o 1Jpuosed
{upperimac address sweyd pyoso edld 15 elos. Iduwow Idpzopd 09 2J§6 STP. swelod
lJpeod 1Jz)pe puw 03l IJp o Jpso 15 eluss o@)sel Ws pelsds Joddsd wlos) d@e STP.
I3 Jlo o8d gwslo MAC oo pu93SU Swpe lJludlg guopl 09 gusly, MAC IJblo,s J HSRP.
Iy Idpuvdds os eds Idbze puvdJdo ese JJI p9zole HSRP oo dd Ids 1JzlJs .

Il e 9o guslo MAC 1Uss sop lledIg guo 09 guslo MAC IJbloys HSRP. Bl Il osl
§pdu |u -.SuAJxS_) |.J§ |Ju-J_)|_)‘ |_9 |UE_-J|U.U |Ja)|o l_9§ |Ju.uU-Jo §pdu |u uu.u|oro o0do |-J|u_9|8 PU
IJb,90 s pusldd HSRP. 1de, Idiguole Uvssel Jodd eolsss MAC os Lol o ild]
lJuz)6 19 pwldd [Jbo, 96 1Jpl>s6.

g0 luwe J il Igble ,uulds 1Jgbl 030 sl odlzol: 1Ypd 1Jgbsle IJelss:

odlebs: 1o ls ol 1gbogle 1sl)s8 Bs G wp luwed il Izble HSRP ol o Jlzol s
oz9Jle Catalyst s 03l IJpwews.

1. 230 Idpuos)y Iduoest (psule) pu ldpuosed {upperimac address.

2. 9p wibg logold IJpuds 1Uss sew iJl Sued) euslu MAC 1U¢lue wldpuosu.

3. $p wo9usd pebb wy9u9ded Iuizs IUped, s (STP) eds luwluw IJ Lvwds ppdss
Bloyss (VLAN) 90288 oo Suid wusesdsd 1Juizss 1ped,es (STP).

45880 Idpsuls sdus cubdsd-8> $9>8 wdIsu Yuld puds £s) LozsT IJs oy, yuvlisd
IJgbl woluwbo gu9ly MAC Jdeosed. 03l wuwew IJ load-balanced bosgs pu psule
SIUS.

3lywé I.JaI.Jo #5: I.Juga..so &) IJpopled 9 HSRP (IJvsolule 1Ujls>é Jz)ydJs
2285 1o iz B Iuseds wluwodsle IJeszole IJos oged eds HSRP)



lawepsle ldosese Es) Idpopled: ounedse gip IJbusld sldlpuedold puwble podds wsu
lJposd sldoubs) 1U3s souad 0. SE> w99 1Jgjpo o3l wosgs Jodasy psljus I.JICPU
wsu pogole HSRP: Iuwoubl |Js lsJo.sé6 HSRP. 3UU¢; Ilpw COESSU HSRP |Js Lyl I9 B
9U2E I.Jluuug_)b SeJdu I 59)5 o5l IJugg_ oU u)dd 1J2jed WOS wsiso wgosd IJs Bsuo €8y
p8,98 LI pd, b JJuo Idlehbs. lsuol spdu 1o ooy p)aJIu lJowssd pogss lUbogle
(MLS) gliswé. pzogd unicast sSe SWOSL gwdpl ldpdelz sWs_o unicast o b PU JdJ psule.
SIs2 ldpole IU,ub Jiv oold ol oy e>ed JJglso {upperimac address. Jl s9>s 03l UU»Jgd
IJs Bbe 1Jleuold Jio 1ese Jl osld eop lehs eozsool. 9JJu: 03l 1 wdsd puwdsd g0 wrb@
IJ2ie Iluoldss gds pulds Idpuoss. wyyuw 030 1delds ywdsd IJwgese Es) Idpwpled 9dpls]
Suog Ysue oo Idlghs.

cubed le)lue IJuszse Es 1dpwpled:

C s e Jwd Iiehs 1dpd, b

- Jls9z> bgld MLS JJesdéle

- sniffer I, lo soss lo hob eds Upuoss psole Jl seso Jdpuosd

- 580 jpu luedld Idyvwds pe ppydle lebse Joluo IUge IJ8lkses eds Idpuwess IJelus:
pod P9l wrpsd IJEbe sizess 3186 IJogiso Ipdde JUssw slzess Idubedscoiopy
IJio.Jé Cisco LocalDirector g Cisco Cache Engine.

e Meuw s eds Idusisle Idpuos9s gpeble IUgpd IJewuods Idus JI seduol
eelJzs zpd 2096 o9y IJue Idlebs Idluolds 1d3s s ey v ds

pdlebé: sode 1Usde Ul e)luos Jodhbe 31956 IJogiso 1desde J ARP gds 1deszo
bhee wlglo. Idoduos) Uvstses 99 pu ldpdclz Content-Addressable 31,6 (CAM)
p3td 2puwd 3818 98 wdbe ARP Jpzble IUged Idpuosd6 ) pop Joso Idpul§ubs.
9JJui Idpeld sz jpu odbe ARP |Js bhog wlglo

S9uee 03l Idpglbl 030 Upu.udJo Swupeyu 03l pild pebb plé 209136 65008 pe pugss bodle
pdu|a uUPO ublLsO (MSFCS) k_9§ JJ pdu|a E_J& IJJE_P U Iu 03l |Jrou|.J SL)Uua)p MSFCs.
sedod luwogsle ks pozo wadl pu MSFC. peld puvele wiass 1o lue suvolbse luvogpdo
Swuopw IUbysd pBulz 9236 wploss (RSM). gigabit pwlz puwzlz wgss> (GSR). 9 cisco 7500.
swbo ldpuosed pulyis |Js psule eds Idpvolz. )obo Idevolz oo gdld bubo lu sged
2)Jd 09, J VLAN 1 9 VLAN 2.

MSFC-1 E MSFC-2
Catalyst 6500 Catalyst 6500
2M
VLAHN 2
Host A Host B
10.1.1.10 10.1.2.10

0000 0c00 0001 000 D0 000



030 ldpgrzle 08 pdubudle pu wuvdsds |Jip_) show standby oo, JJ pubpéd ibylc odl 229>.

MSFC1

interface Vlan 1

mac-address 0003.6bfl.2a0l

ip address 10.1.1.2 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

standby 1 priority 110

interface Vlan 2

mac-address 0003.6bfl.2a0l

ip address 10.1.2.2 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

MSFCl#show standby

Vlanl - Group 1

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.696

Hot standby IP address is 10.1.1.1 configured
Active router is local

Standby router is 10.1.1.3 expires in 00:00:07
Standby virtual mac address is 0000.0c07.acOl
2 state changes, last state change 00:20:40
Vlan2 - Group 2

Local state is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.776

Hot standby IP address is 10.1.2.1 configured
Active router is 10.1.2.3 expires in 00:00:09, priority 110
Standby router is local

4 state changes, last state change 00:00:51
MSFCl#fexit

Console> (enable)

MSFC2

interface Vlan 1

mac-address 0003.6bfl.2a02

ip address 10.1.1.3 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

interface Vlan 2

mac-address 0003.6bfl.2a02

ip address 10.1.2.3 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

standby 2 priority 110

MSFC2#show standby

Vlanl - Group 1

Local state is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:01.242

Hot standby IP address is 10.1.1.1 configured

Active router is 10.1.1.2 expires in 00:00:09, priority 110



Standby router is local

7 state changes, last state change 00:01:17
Vlan2 - Group 2

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.924

Hot standby IP address is 10.1.2.1 configured
Active router is local

Standby router is 10.1.2.2 expires in 00:00:09
Standby virtual mac address is 0000.0c07.ac02
2 state changes, last state change 00:40:08
MSFC2#exit

pdlebbé: ¢ Js MSFC1. VLAN 1 B glJo usre « 9 VLAN 2 s glJo HSRP. gJs MSFC2,
VLAN 2 W5 glJo usre « 9 VLAN 1 s 2lJo HSRP. IJg vl IJle,)loss JIJ puosad os
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MLS ps¢d suol.

22l9d eulosu ARP 9 MAC wg> 553ksd pu l2owh IUleuold IJpuwe ey JJpuosd B Ll wbs
lJpos A

pdulz 1 pIule 2
.y a- {upperimac {upper}mac
'L;”jﬁ;,” address bloJé i’ég MSFCT s JMSFC2ARP  address bloJs SU’J ’_"Rz 5
&3 MAC VLAN MAC VLAN P23
Psole pSule
10.1.1.1: 0000.0c00.0001 10.1.1.10:  10.1.2.10 000.0c00.0002 10.1.2.2;
000.0c07.ac01 1 2/1 000.0c00.0001 000.0c00.0002 2/1/2 0003.6bf1.2a01
10.1.1.3: 10.1.2.10: 10.1.2.1:
0003.6bf1.2a0 000.0c00.0001 9-1+10-000.0c00.0001 000.0c07.ac01

solze e I eds Iduoss Idos elos po Idpuos (©) ubuw IJpuudds wes beld eusly
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- wyulpz 10S py Cisco:mac address-table aging-time <seconds>vlan <vlan_id>

olgws 1JplJs #6: sop IUluJIg g0 gwslo IP 1Ubloys J HSRP Jeusly IP ppoJud

wbojy Hwldé U'a]oi STANDBY-3-DIFFVIP1 €Ul el SU9U ould v uw)sw vsu Uvwdle VLAN o uwow
eJdile IJesuosd B 1Jpzsd.

lo seued lue 03l glol ) wlds 9ould sI9y INterVLAN wumyw wuwww Seuw luugbs s
lJpoulz: lopw o3l steps in order to pJJw IJgbl:
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o3l 1dpuwhy 19pd 1Jgbsle IJeldsélome duled igble 1dpusl, sluodlzoel po 1pzed 1Jisd
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0283 09 Suvww luweld MAC: el o loe swovobse Jlsedds 1J OO wo 5Ipu {upper}mac
address gJs 1) pu sles Bho. lpo sde lowold gds Slpu psule B sles pu 03l 2lJé:

coop luolds 1Jes IJleuos Jess golase MAC IJlews Js z29d IJgolosu: sozlod pplod
.sz g_uglu MAC IJgluo wol B z2a9d IJgulssy 1Jyuesd 1Us Ingaoo
)LSu euslu |u SYIU edpw |_9 wddo gds sle» uS|¢°u Vbu eds |a) uS|r°u Ibhu Vs Id v ywo
VLAN.
cubdJd I80)los: ooy luweld lelo 1Jeuds B o ououe 9lzes 1dpzsd pelbds ¢lol siu
Swp ls¥lwol W9l pel spug Huwlisd gldés HSRP o IJegeolw.

IJeJ

- Bp wluosl IUle, use-bia Ilzesllbs £Js 1dpszole. 9031 8,00 ds IJpszole luvaesle
ewslu pao_)ké:J HSRP ol pu guslo MAC IJblo,s.

- 8p wogbsd oy 1Jpeuwds eds pulds 1dezed IJos wouad wpevzole HSRP IJos wpe
wpdsuol.

3luwé [JzlJs #9: Zsogs) eds Izosé 1Uslzos sgp presgle pogsé

Bl op logile pzpogle HSRP pogsss gds IJ9lzes: Ouwsepe odds Huwldo U'a]oi 030:

%Interface hardware cannot support multiple groups

sop luvadle suulds 1Jgbl 030 wuvew w238 Idzols eds weu Ideszole 19 IUpzsdle. JI spdu
IJogdo eds 1J8s9> wls luwldse wopess. IJpubdds os 1o JJ pzeses HSRP wywesp guslo
MAC | ol 9lz> eds 1Uglgos: J3JY szw lo wigpe Jiysgs Ethernet MAC gulssy MAC pogss06
Ilodé JJupzs Jopdsu £36 pepessle HSRP.

IJ workaround Io suweged IJluuegsls use-bia $ho wuvdsd lay s suvegpd IUgwslo
lJezend (BIA) po IUSL U wpl lo o9 {upperimac address. instead of IJ sgsu puwed! {upperimac
address.

Iuwed bl Igble HSRP 9] oJlzol Wbs pz9Jle Catalyst
I IJozdd pu od9su poze HSRP
1. 1Joz 88 pu 0slu IP 1JEluo w9lzod IJpgzo 1Uus)s56

ozdY pU o JJ £9z0 pu HSRP Jo gusly IP W,85 JIJ v ds W,es6 eds Iowlow IJ 9lzos.
w2l lsual pu o JJ 9lzod wzwss eds wi9wyded IUg b up. IumJu in order to > 9 9w L w,ES
1J2lJs IJzldess po I Sho IJgsge ip Lo e92) o) Ssel sds pelJ:

Router_1#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.1 YES manual up up Vlan10
192.168.10.1 YES manual up up Vlan11 192.168.11.1 YES manual up up

Router_2#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.2 YES manual up up Vlan10
192.168.10.2 YES manual up up Vlan1l 192.168.11.2 YES manual up up

2. 1Jcz 83 po golosy IP (HSRP) IJlzcslbss 9lhéle Ipzpsele IUlzoslbss



w2dd pu oblud golasu IP 1J¢glu0s Lldlgveesh Idos o odssuol (HSRP) shdle pzesele
IJluweesh pg JJ p9zo pu p9ze HSRP IJpublhd. $5 $93$ €30 wblod ldpzesele IUlzoslbss 1y
gulysu HSRP IJlzeslbss 1Js 2o9e puildd s HSRP. s9 0z 1Jle, show standby ool osJ
lJezpsgo IJlzoslbss 9odssy gusly IP IJlzoslbs JIJ 9lzos. Bspl sds peld:

Router_1#show standby VIan10 - Group 110 State is Active 2 state changes, last state change 00:01:34 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.144 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.784 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:
0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:00:27 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 2.096 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.944 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1 Router_2#show
standby VIan10 - Group 110 State is Standby 1 state change, last state change 00:03:15 Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e (v1 default) Hello
time 3 sec, hold time 10 sec Next hello sent in 1.088 secs Preemption disabled Active router is 192.168.10.1, priority 110 (expires
in 11.584 sec) Standby router is local Priority 109 (configured 109) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan11 -
Group 111 State is Standby 1 state change, last state change 00:02:53 Virtual IP address is 192.168.11.100 Active virtual MAC
address is 0000.0c07.ac6f (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time
10 sec Next hello sent in 2.352 secs Preemption disabled Active router is 192.168.11.1, priority 110 (expires in 9.120 sec) Standby
router is local Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

3. c2dd pu I gusly IP IUlzoslbs (HSRP) pgeJd JIJ slzod

OTIY pU o gwslo IP JJlgweesls (HSRP) W8 oo guslo IP Iss op cdsue eds Jd slzos.
sé> IJle, show standby p,zel Luysel JeHruo 030 IUpgdople. Bspl sJs pold:

Router_1#show standby VIan10 - Group 110 State is Active 2 state changes, last state change 00:01:34 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.144 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.784 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:
0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:00:27 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 2.096 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.944 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1 Router_2#show
standby VIan10 - Group 110 State is Standby 1 state change, last state change 00:03:15 Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e (v1 default) Hello
time 3 sec, hold time 10 sec Next hello sent in 1.088 secs Preemption disabled Active router is 192.168.10.1, priority 110 (expires
in 11.584 sec) Standby router is local Priority 109 (configured 109) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan11 -
Group 111 State is Standby 1 state change, last state change 00:02:53 Virtual IP address is 192.168.11.100 Active virtual MAC
address is 0000.0c07.ac6f (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time
10 sec Next hello sent in 2.352 secs Preemption disabled Active router is 192.168.11.1, priority 110 (expires in 9.120 sec) Standby
router is local Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

4. pos $pIdu luwepsle Il use-bia IJdsluus

I3l Jp swp wdssy HSRP gJs slzos Token Ring. Bl wegsp Il use-bia B 1,908 1Jgl 06
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0288 pu 1o B9lse 1J9uesd IJes ce wdssuol eds zese wbls) HSRP Jl o @9p wouodss bs
E_ulﬁusu HSRP UU6 P ud36u°| E_J-.S U3|E_O|u Ué_'uoé wol. ut_&é ua)§)| U EU9|U lJoo
Upug» lJ>s swpe quu@I!oo Jbuwld 2yJé P29 lJoslole [Js gese 1Jpszole eds yuwds
D858 (224.0.0.2). 0288 ks ol pu £30 ©LOBSE 2sI8 19, UDP 19208 Jewds HSRP 1985.

Suwoese HSRP o3l 1Jgwslo 9ldeods Jhusld 2e Idonese v Iid)lo. Ge wluosh 1is,
show access-lists Joyze uwse Jliehb §9lispe 1U9o9d Idos wp odssuel gds Ideszo. BOspl
S pold:

Router_l#show access-1lists
Standard IP access list 77
deny 10.19.0.0, wildcard bits 0.0.255.255
permit any
Extended IP access list 144
deny pim 238.0.10.0 0.0.0.255 any
permit ip any any (58 matches)

b. 388w pldé 26 Luyse EtherChannel g trunking b JdsJ
1. Jodd o odsu IJososd

Bl op luwedsle gb louald Josuosd eszole HSRP. Wez 8l pu wdssule gb IUlouold gds
IJpszole sldpesdle. ould goyws loole wouosd ppdyus:

CoUbEsd
- UbSY
- odyliss
© PU99I
c g luloss
>389 Iy IJ trunking Iuwdow 1o sdse wvdJe IJ 9w bys s trunking.

luwegse ldedsse Jleualdle 1dpead 1S 1dpzad eus luwed il Igble HSRP o) odlzol.
Sedu o sed o3l wyuvdsd luosl pse plulz psule 9o ser) o sedd vvubs wuvdJ
WPLST: Op woESSU wdsu poze IJs prd eds lue Esy pz2> Jlu pebop pgoelw Cisco 10S J
wgp ldovdly o eds gb loold.

J IEEE 802.1Q (dot1q) trunking luuJow 383w o IJl 2low pu Iduvobs gvdde v suveged 1J
wbwo VLAN lods buses 958 Jlu puwele Cisco JI suoe edlps eds I VLAN lodis
Jo._;..s&s le,losl al.Jo &3p u_9|k_9L9 ou VLAN |o.J§ bouses SuoE IS pl pu uguosJ eds
VLANS ¢, poblod. gl 388 v 1duvulbs sdss uvdJe 1o szpd IJ VLANS Iy sdso
sudde eds IUpuwele 283 9388w o VLANS Jl s o0 98 1398 STP Jpsule sywb
euwtlz wedss. Bp vluosl) IJle, show interfaces <interface> trunk Jo,ze Lvyse S L0 030
Ieedsele. Sspl sds peld:

L2Switch_1#show interfaces gigabitEthernet1/0/13 trunk Port Mode Encapsulation Status Native vlan Gi1/0/13 on 802.1q trunking
1 Port Vlans allowed on trunk Gi1/0/13 1-4094 Port Vlans allowed and active in management domain Gi1/0/13 1,10-11,70,100,300-
309 Port Vlans in spanning tree forwarding state and not pruned Gi1/0/13 1,10-11,70,100,300-309

Router_1#show interfaces gigabitEthernet1/0/1 trunk Port Mode Encapsulation Status Native vian Gil/0/1 on 802.1q trunking 1
Port Vlans allowed on trunk Gil1/0/1 1-4094 Port Vlans allowed and active in management domain Gi1/0/1 1,10-
11,100,206,301,307,401,900,3001-3002 Port Vlans in spanning tree forwarding state and not pruned Gi1/0/1 1,10-
11,100,206,301,307,401,900,3001-3002



2. 5939w ywyse EtherChannel (psule SOUS) wubdsd

I')I o,o Iu»o@lp Yulé roQg.9.'> JoguasJ pgaolo HSRP‘ ;éoa_.j.j oU odgsg, EtherChanneI eds
aluu slg> E_Jd IJI@J |Ja|uu UI@ §pdu I Sy VO Ls PU 030 Ulguolg_

L OUbESd
© NS
- odilss
pople B 03l peld Jl gLo9 po $uls lsu:

Router_1#show etherchannel summary Flags: D - down P - bundled in port-channel | - stand-alone s - suspended H - Hot-standby
(LACP only) R - Layer3 S - Layer2 U - in use f - failed to allocate aggregator M - not in use, minimum links not met u - unsuitable
for bundling w - waiting to be aggregated d - default port A - formed by Auto LAG Number of channel-groups in use: 0 Number of
aggregators: 0 Group Port-channel Protocol Ports ------ + + + Router_1#
Router_2#show etherchannel summary Flags: D - down P - bundled in port-channel | - stand-alone s - suspended H - Hot-standby
(LACP only) R - Layer3 S - Layer2 U - in use f - failed to allocate aggregator M - not in use, minimum links not met u - unsuitable
for bundling w - waiting to be aggregated d - default port A - formed by Auto LAG Number of channel-groups in use: 0 Number of
aggregators: 0 Group Port-channel Protocol Ports ------ + + + Router_2#

3. IJozdsd B 29d lebs wozso euslo MAC JJpzod

S2IY pu 929> beldle 2a9d gulssu MAC eds Idpzed IUglue weszole HSRP Jeuslu MAC
IJloss J HSRP slJglsele 1dplss6. 929, 1Jie, show standby gJs Idesze euslo MAC IJblo,s.
IJerue SLo $95 1oy BIA boses. ool uesse Jdpdszle:

Router_1#show standby VIan10 - Group 110 State is Active 2 state changes, last state change 00:37:03 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.768 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.368 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:
0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:35:56 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 1.472 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.336 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

Router_1#show interfaces vlan 10 VIan10 is up, line protocol is up , Autostate Enabled Hardware is Ethernet SVI, address is
d4e8.801f.4846 (bia d4e8.801f.4846) Internet address is 192.168.10.1/24 MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive not supported ARP type: ARPA,
ARP Timeout 04:00:00 Last input 00:00:00, output 00:00:01, output hang never Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40 (size/max) 5
minute input rate 0 bits/sec, 0 packets/sec 5 minute output rate O bits/sec, 0 packets/sec 9258 packets input, 803066 bytes, 0 no
buffer Received 0 broadcasts (0 IP multicasts) 0 runts, 0 giants, 0 throttles 0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
3034 packets output, 368908 bytes, 0 underruns Output 0 broadcasts (0 IP multicasts) O output errors, 2 interface resets 0
unknown protocol drops 0 output buffer failures, 0 output buffers swapped out

L2Switch_1#show mac address-table address 0000.0c07.ac6e Mac Address Table Vlan Mac
Address Type Ports ---- -------m-m= —mmemem —oeee 10 0000.0c07.ac6e DYNAMIC Gi1/0/13 Total Mac Addresses for this criterion: 1
L2Switch_1#show mac address-table address 0000.0c07.ac6f Mac Address Table Vlan Mac
Address Type Ports ---- ---------m= —cmmmem —oeee 11 0000.0c07.ac6f DYNAMIC Gi1/0/13 Total Mac Addresses for this criterion: 1
ol 00 IJozdd pu 98 w8l CAM Jozass s odbe Idbgldle. Bl 1d9dw suwlas
lJB8sed lJos wp odysuol Julgs) lelhs wozso wy9weded IJuiveys Idpeed,e6 (STP). sldes
oJdyy .15 Slusé ygbeU Idojlubk,_s.‘ S|y ould |pdluss §956 J9z9> 2dBds wu9wadsd Iduiz,o
IJpw 8,86 (STP) W IJuivwds. 99$el SJs £506 pu piuzle Ul

L2Switch_1#show mac address-table aging-time vlan 10 Global Aging Time: 300 Vlan Aging Time ---- ---------- 10 300



L2Switch_1#show mac address-table aging-time vlan 11 Global Aging Time: 300 Vlan Aging Time ---- ---------- 11 300

2 IJoedd pu llouold IdBeds JUb$6

131 iuova id&_) PU P9TO gla) IS pgpoes HSRP Qub{ol‘ |y 030 Idpyzole Jl codBds wuvdd
Slow gjpe Uo_,asu ou I 9,)lu HSRP |J_jroJ|c SpeJdu lu OPUE euwldJ IUb o 96 [Jpl>sé 2,J6 09,
|._Ju.,5|ulu woSU |J|d_)|u ooy k—9.,5 03l |\.JL}UtSU|_)t53 uld) PU IJUCdd p-18] |._J|uu0|J IJ&&EJ&
slouold IP oo wlb,le HSRP gos quudu.uld Iablc HSRP sl_oJdlzol. $p wluosl) U|,0_) show
standby JJwz 99 pu IJlouold. Bspl sds pold:

Router_1#show standby Vlan10 - Group 110 State is Active 2 state changes, last state change 00:54:03 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.848 secs Preemption enabled Active router is local Standby router is
unknown Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan11 - Group 111 State is Active 2
state changes, last state change 00:52:56 Virtual IP address is 192.168.11.100 Active virtual MAC address is 0000.0c07.ac6f
(MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.512
secs Preemption enabled Active router is local Standby router is unknown Priority 110 (configured 110) Group name is "hsrp-VI11-
111" (default) FLAGS: 0/1

Router_2#show standby Vlan10 - Group 110 State is Init (interface down) 2 state changes, last state change 00:00:42 Virtual IP
address is 192.168.10.100 Active virtual MAC address is unknown (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e
(v1 default) Hello time 3 sec, hold time 10 sec Preemption disabled Active router is unknown Standby router is unknown Priority
109 (configured 109) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan1l - Group 111 State is Init (interface down) 2 state
changes, last state change 00:00:36 Virtual IP address is 192.168.11.100 Active virtual MAC address is unknown (MAC Not In
Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time 10 sec Preemption disabled Active router
is unknown Standby router is unknown Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

1. 1ol pu 2lJé 1Jslzod

ozl pu ldslgole. w8l pu Io zpse 9lgole HSRP IJos we wdysuol up/upe Jpl S9,02
IJeold IJolds:

Router_1#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.1 YES manual up up Vlan10
192.168.10.1 YES manual up up Vlanl1l 192.168.11.1 YES manual up up Router_2#show ip interface brief Interface IP-Address
OK? Method Status Protocol Vlanl 192.168.1.2 YES manual up up Vlan10 192.168.10.2 YES manual administratively down down
Vlanll 192.168.11.2 YES manual administratively down down

131 JIoe Is slzole down/doun [hsl Bbgd 9 o8 IJodase eJs 1dpsze sluos, IJie, no shutdown
interface-specific. Vsl sJs pold:

Router_2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router_2 (config) #interface vlan 10

Router_2 (config-if)#no shutdown

Router_2 (config-if) #end

Router_2#configure terminal Enter configuration commands, one per line. End with CNTL/Z. Router_2(config)#interface vlan 11
Router_2(config-if)j#no shutdown Router_2(config-if)#end

Router_2#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.2 YES manual up up Vlan10
192.168.10.2 YES manual up down Vlan11 192.168.11.2 YES manual up up

I3l oo ls 9lzole down/down 19 up/down: O)lze Iduwed JJzuosd eds s ledlple wogss) 1Jglzos.
wldouwed Jdpgadle 1Jpuwewss [Js wyulpe Cisco 10S Software: wlbo; 030 1J)wlisd Jzldlw

up/down.

$LINK-3-UPDOWN: Interface "interface", changed state to up



$LINK-3-UPDOWN: Interface "interface", changed state to down

Router_l#show log

3d04h: $STANDBY-6-STATECHANGE: Standby: 0: Vlanl0 state Active-> Speak

3d04h: $LINK-5-CHANGED: Interface Vl1anl0O, changed state to down

3d04h: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl0O, changed state to down

Idauo lJpul9s 3|.JJUJ|U3L5 Iao_)o LuwlJNwodold |3 |ao_)o Ia_)s 9339.30 wSU I@JIU HSRP. oJ
L9I,o Ls uua_uo UJIJo Lso quoUIu |3 UC)§J0|¢ oJ ould Ls 9|ao|u ud&) I.JI_)UUIJo uuu-JJ
S9LOT I._Jp-;LIJ lJolds:

Router_2#show interface vlan 10 Vlan10 is down, line protocol is down , Autostate Enabled Hardware is Ethernet SVI, address is
1880.90d8.5946 (bia 1880.90d8.5946) Internet address is 192.168.10.2/24 MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive not supported ARP type: ARPA,
ARP Timeout 04:00:00 Last input 00:00:10, output 00:00:08, output hang never Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40 (size/max) 5
minute input rate 0 bits/sec, 0 packets/sec 5 minute output rate 0 bits/sec, 0 packets/sec 1243 packets input, 87214 bytes, 0 no
buffer Received 0 broadcasts (0 IP multicasts) 0 runts, 0 giants, 0 throttles 0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 23
packets output, 1628 bytes, 0 underruns Output 0 broadcasts (0 IP multicasts) 0 output errors, 2 interface resets 0 unknown
protocol drops 0 output buffer failures, 0 output buffers swapped out

2. cgssy Ihoulb gizble |Jpowds

S2dd pu wEsslo boulb pulds 1dezsd slJigble 1Jig)s. Tuos,e 03l e, g)lze e IUloele:

- show logging

- @3ble |boly IJglzole <interface>

- 2lJs [bol, IJslzolw <interface>
ouwlgsd 03o IJigle) B weass ol Bl Jlue 00l puvdds B IUleuold wsu Idezsdle sldizess
IJIg)s.

odgy oo Iy wlisd ghso Jeldle  /:

L2Switch_1#show logging Syslog logging: enabled (0 messages dropped, 5 messages rate-limited, 0 flushes, 0 overruns, xml
disabled, filtering disabled) No Active Message Discriminator. No Inactive Message Discriminator. Console logging: level
informational, 319 messages logged, xml disabled, filtering disabled Monitor logging: level debugging, 0 messages logged, xml
disabled, filtering disabled Buffer logging: level debugging, 467 messages logged, xml disabled, filtering disabled Exception
Logging: size (4096 bytes) Count and timestamp logging messages: disabled File logging: disabled Persistent logging: disabled No
active filter modules. Trap logging: level informational, 327 message lines logged Logging Source-Interface: VRF Name: Log Buffer
(10000 bytes): *Jul 26 17:52:07.526: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to up *Jul 26
17:52:09.747: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to down *Jul 26 17:57:11.716: %SPANTREE-7-
RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307. *Jul 26 17:57:11.716:
%SPANTREE-7-BLOCK_PORT_TYPE: Blocking GigabitEthernet1/0/16 on VLANO0307. Inconsistent port type. *Jul 26
17:57:13.583: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up *Jul 26 17:57:16.237: %LINK-3-
UPDOWN: Interface GigabitEthernet1/0/16, changed state to down *Jul 26 18:02:16.481: %SPANTREE-7-
RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307. *Jul 26 18:02:16.481:
%SPANTREE-7-BLOCK_PORT_TYPE: Blocking GigabitEthernet1/0/16 on VLANO0307. Inconsistent port type. *Jul 26
18:02:18.367: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up *Jul 26 18:02:20.561: %LINK-3-
UPDOWN: Interface GigabitEthernet1/0/16, changed state to down

oo IJerue Bho <interface> 9og 1o, in order to zas>e 1Juoes Igled o0 psule. Bspl sds
puld:

L2Switch_1#show interfaces gigabitEthernet 1/0/13 status Port Name Status Vlan Duplex Speed Type Gi1/0/13 connected trunk a-
full a-1000 10/100/1000BaseTX

oJ 21Jé 1Jslz08 « 19 notconnect. I9 erraisanieS I3l Jlue IJeldé « Bopdd po wivosd IUJod sds



dJl |JCIUUKSU uld) PU |wua)|r¢> L_JLJuJ |Jrl)ulL)Uu |.)| JIUU IJC'JO errdisable« _)Ia& |J&)|)|u
JJigble 15lis36. Hlze luwoglss 3906 lJpsule errdisable g Js oo ol Cisco 10S JJzue9d eds
£3$> pu ldpedyple.

J ol VLAN o3l pisile IS $950 10 snder UTe, alw o0 o9 o8 J I b VLAN. I
VLANS.

ol os IJuw,yed 9o dosu IdLhuwld culiss Idlogles 131 Jlg 1Jlgsh puwewsdl o a-c Buusope wdysy
Jpods Jetoosos Iumes sldbusld coliss lezlo oddlssl. sl 88> e puudsd
Uubudés u()t.\S) o5l IJo-Jg_sg pwujl Jodgso |Ju.u_)£5 9IJ!_)U»U &olss IJIoalo JI_)oullo‘
psulc SYIU J autonegotlatlon IJIC, zloe pu Uabgo gSuu&.,S Isuol !Juu swddo J
autonegotiation. |51 Jly I@ IJelowso puvd)l wuvdd wlow Juwigd pesus 99u2e IJbuw!d
sulss Uloglo Bszw o sdsu IJzlow 1T puivd)l wuvdd Slow lsual. I3l oyde Tes
IJzlowso IJs Idedly o Idedsélss vsuel Idzlow U1 puvd) Olod welbe gpdssd IUoBdly o
lIJodylss.

L2Switch_1#show interfaces gi1/0/13 counters errors Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards Gil/0/13 0
0 0 00 0 Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Gil1/0/13 0 0 0 0 0 O

od o0l IJIJes) po align-Err 19 Fes-Err 19 runtsS 903l SUbS) [JS €30 wblu® Lu,es 19 Luwld
culss Idlegle wsu IJpowds szols IJessosd. 9 wogsss lesble Idgugs sldbunld coliss
IJlezlo J3JY 1Jpuds Jdpuwless Ws wuozse odo IJlgble.

Iuo>J.., IJg)ruo pld IroJ in order to > 9 9w Iu lJpsule sY9u Spy 2rIé p39). SULS) £093 In 9out
IJs £33 2ip oo lghbs sldoe 1dpeess sldod IJos sop lowedoldel suddel gds puds
PESU. oIy IJesble IJgwdds £33 1Ugie IJos sop ldogdus puol I9 B@sluol 9l 131 Jlue
oo lJzie ziel po Jo 1dpr9s 1J9o6 19 IJuols)6. LRN-Disrd 9In-Lost Yout-Lost weuwle €23 1Ug)e
IJos sop lelhs wozsool Iy [uudlbol wuvdd gllos wuwww €30 J8IsE IUpehiu [JpsSws.

L2switch_1#show interfaces gil/0/13 counters Port InOctets InUcastPkts InMcastPkts InBcastPkts Gi1/0/13 304933333 1180453
1082538 14978 Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts Gil/0/13 282752538 276716 824562 588960

3. 1Joedd pu logold IP

lJoz9l pu louald IP. Qe wluosl) I'CQUIJ louold IP ey |.J,o_930 lJe 9w, lJs gol; HSRP
I.Ju&5> swlg) o3l eds IJIJvd g0 Ls tuwlis) 98900 Vs UluuoI.J ool IUlogold Idesume
P9, BEb B 9,08 IJopdsu. 98sel sds esub pu ptzle IJlp:

Router_1#show run interface vlan 10 Building configuration... Current configuration : 141 bytes ! interface VIan10 ip address
192.168.10.1 255.255.255.0 standby 110 ip 192.168.10.100 standby 110 priority 110 standby 110 preempt end Router_2#show run
interface vlan 10 Building configuration... Current configuration : 120 bytes ! interface Vlan10 ip address 192.168.10.2
255.255.255.0 standby 110 ip 192.168.10.100 standby 110 priority 109 end Router_1#ping 192.168.10.2 repeat 1500 Type escape

sequence to abort. Sending 1500, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds:
D"


https://www.cisco.com/c/ar_ae/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html

1/2/9 ms

e wluosh lgeoh Idleuald po IJ pozo HSRP IUs 18)lue Jozass pode IJduud B
IJlouold.

4. 1Jce 88 po Idboulb fzbs IUlezlo

o288 pu Ideead 1JElue wldislub lzls Ilozlo wso Il HSRP. ¢logs Izhs logle sde gwsel
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9u2& UDLD Idgsglus W6 L2 Jozsss ol Bl iy Id)lob pouadl wuvdd uozse 9el BBl Jloe 2ydo
IJesg) el vundd culiss Idlegle wsu 1dzsilo IJpoluveso. 998el sds wesde Jptsele
1Jl9le,:

pdlebs: 1oedd 1S Idboulb 1Jelds Jdop psi6 UDLD godssuel sogees gds IJoble
|.J|uu|uu.5 |J)$ SUp lu.uua)h,oo

18 b 1o suwelose wledw 1o $288 ¢96 lebs loglo lo UDLD Jsuw w98, g
Il e gpldeo cisco |[Joguled w)9e999d (cdp). wpdsy CDP o9 b)s§é Igs JIdoyuls 9295
boolb lzbs Idlegle. |51 “5“9 ould zluw 9lz> Vb pu Id)lul spJduo 4956 IJzels 1dezly,) Jo:
Ol wowsd IJIod wsu lJlzojs 90289 pu lUslzole 1UElbiss.

Router_1#show cdp Global CDP information: Sending CDP packets every 60 seconds Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled Router_1#show cdp neighbors gi1/0/1 detail Device ID:
L2Switch_1.cisco.com Entry address(es): IP address: 192.168.70.1 IPv6 address: 2001:420:140E:2101::1 (global unicast) IPv6
address: FE80::2FE:C8FF:FED3:86C7 (link-local) Platform: cisco WS-C3650-12X48UR, Capabilities: Router Switch IGMP
Interface: GigabitEthernet1/0/1, Port ID (outgoing port): GigabitEthernet1/0/13 Holdtime : 173 sec Version : Cisco I0S Software
[Denali], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.3.8, RELEASE SOFTWARE (fc3) Technical
Support: http://www.cisco.com/techsupport Copyright (c) 1986-2019 by Cisco Systems, Inc. Compiled Wed 13-Feb-19 03:00 by
mcpre advertisement version: 2 VTP Management Domain: 'CALOnet' Native VLAN: 1 Duplex: full Management address(es): IP
address: 192.168.70.1 Spare Pair PoE: Yes, Spare Pair Detection Required: No Spare Pair PD Config: Disable, Spare Pair PSE
Operational: No Total cdp entries displayed : 1

5. plzg lupldss Jlguad il Iigble sluodizol po IJbwds e ss
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https://www.cisco.com/c/ar_ae/support/docs/lan-switching/spanning-tree-protocol/10591-77.html
https://www.cisco.com/c/ar_ae/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/ar_ae/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/ar_ae/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6500-series-switches/17053-46.html#ustand
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6500-series-switches/12027-53.html

lJoedsu) eds IUpgeo Jpuuless uuull HSRP. wwlgsd odo ldpgdyple eds wedss gip HSRP
e s lovedoldol shuuldel usluulbs 1Jeszo. $e weet 030 Iegdsels bl Spe louile
bJo 2306 Llguopsle sgp Cisco lJoBus. seoue [Lle vuerse IUIRble lsuol pedyple 2lds
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1. ouopse lgble HSRP IJdsluws

Wb Cisco 10S §p wopdsy ledluss wuoese lgble HSRP Lluuaésle 1Uie, debug standby.
odyy 030 ldpedsple 08538 guspel oIy Ideunldd poBlogs 9e9e, eds £33 Sdsd S3b oy
lJslzole. spdud wuoese IJIgble pu weass pl 131 JIG p9zo HSRP IJpgus suvede zie HSRP
pJaulgsudJol WOs W9luod jpuss peaso. b Jp Suvede 1Jesze zie Idoyese: Wspdud
lgvouolz o lJobs,) Jl sow gip ldojesy |3 o v dsé ouwdlo 1Ug)p.

lJéro
SUOTST, LJIaJoIc Vs 9,2¢ IJlgwoesh wpdsy wuoese Iablc HSRP

93sel sJs £5Ub pu pizle Iie:

Router_1#debug standby HSRP debugging is on Jul 29 16:12:16.889: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110
vIP 192.168.10.100 Jul 29 16:12:16.996: HSRP: VI11 Grp 111 Hello in 192.168.11.2 Standby pri 109 vIP 192.168.11.100 Jul 29
16:12:17.183: HSRP: VI10 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100 Jul 29 16:12:17.366: HSRP: VI11
Grp 111 Hello out 192.168.11.1 Active pri 110 vIP 192.168.11.100 Jul 29 16:12:18.736: HSRP: VI10 Interface adv in, Passive,
active 0, passive 1, from 192.168.10.2 Jul 29 16:12:19.622: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP
192.168.10.100

2. cuopse leble HSRP 1Jp ok (o 11z luveobl [Js peeoes IJlpvegsh sfly sboJds
VLAN)

I>ed IJluosls 12.0(3) pu woulez Cisco 10S Software i, b wuozse IJig bole Jduwelz vouodss
JIglz po IJIro_) debug standby | v ol |Js 191206 9590 1Jpze9e6. Suvwedp |-.J|,°_) up9de zlJo
ouoese IJigble 1Uss op o@rspe Bs wyulee Cisco 10S IJ]ool, 12.0.

, lJeroo
9ot Iluwoesh Jelds ouoese IJigble <interface>  wodso wuoese lgble HSRP 1Jeuigb JJez s
<group> (0-255)

Stw 1o odau 1Ulz06 91206 Loldzs spduol sgp HSRP. spdy lu odsu IUpzeses s presgs: pu
0 Jss 255. spdu cessu gk cusese IJigble JJpzesele &) 1Jp9z936. 9031 suwpe
olJolb OUOTST UIaJoIc qulc 0SSO papggo 22826, Sgw wedsu 9o Uquug_)I)
Jdouoese pu led loole Ls I&)lz wuoese lgble. 31 Jp w925 Uivyol LUATST igble lposlbss.
sop locle [l wuszse IJigble Jzpse IJpzesele es zose IUslzole. B 21Js 929> Linlo
ouoese ldble [poslbs slzs sJs IS cop wuoss [Ble wuozse IJigbole IJlzeslbs
luvoubl lJs zese uiusl cuozse Iigble IJlzosibss. 98sel sds esué po pizle 1o

Router_l#debug condition standby vlan 10 110

Condition 1 set

Router_1#

Jul 29 16:16:20.284: V110 HSRP110 Debug: Condition 1, hsrp V110 HSRP110 triggered, count 1
Router_l#debug standby

HSRP debugging is on

Router_1#

Jul 29 16:16:44.797: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:45.381: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100
Jul 29 16:16:47.231: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100



Jul 29 16:16:48.248: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100

3. wuoese lgble HSRP IJpzww

I_ol Cisco 108 Software. IJl_ssl, 12.1(1) wuoese HSRP 1Jpeuwo. JJpuwless B 1de ey,
eJds pedople pds36: 522 wurse HSRP Idpeuwy po IJupsuols po suwlisd Ieszse 129,58
Iswopy pedIple luoldss e IUplds. ©day oo Idpgdsple p9s36 wuvdd Eluo eusel wgpd
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IJ&ue
owoese Iigble Wb 9 og IJlgwegsl ;’J’;Ep‘s& l¢lols HSRP 51
OUORST Ia]ol:: soe [Jlgwegsh &,u0 I¢ble HSRP
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eewl | 8p luwodldoo] IVl osd] &uwe tip HS :
e ublg p229> pu lgble

&2 lesle, HSRP

335l s £s0d pu ezl 1Jle):

Router_2#debug standby terse HSRP: HSRP Errors debugging is on HSRP Events debugging is on (protocol, neighbor,
redundancy, track, ha, arp, interface) HSRP Packets debugging is on (Coup, Resign) Router_2# *Jul 29 16:49:35.416: HSRP: VI10
Grp 110 Resign in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:49:35.416: HSRP: VI10 Grp 110 Standby: i/Resign
rcvd (110/192.168.10.1) *Jul 29 16:49:35.416: HSRP: VI10 Grp 110 Active router is local, was 192.168.10.1 *Jul 29 16:49:35.416:
HSRP: VI10 Nbr 192.168.10.1 no longer active for group 110 (Standby) *Jul 29 16:49:35.417: HSRP: VI10 Nbr 192.168.10.1 Was
active or standby - start passive holddown *Jul 29 16:49:35.417: HSRP: VI10 Grp 110 Standby router is unknown, was local *Jul 29
16:49:35.417: HSRP: VI10 Grp 110 Standby -> Active *Jul 29 16:49:35.418: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state
Standby -> Active *Jul 29 16:49:35.418: HSRP: Peer not present *Jul 29 16:49:35.418: HSRP: VI10 Grp 110 Redundancy "hsrp-
VI10-110" state Standby -> Active *Jul 29 16:49:35.419: HSRP: VI10 Grp 110 Added 192.168.10.100 to ARP (0000.0c07.ac6e) *Jul
29 16:49:35.420: HSRP: VI10 IP Redundancy "hsrp-VI10-110" standby, local -> unknown *Jul 29 16:49:35.421: HSRP: VI10 IP
Redundancy "hsrp-VI10-110" update, Standby -> Active *Jul 29 16:49:38.422: HSRP: VI10 IP Redundancy "hsrp-VI110-110" update,
Active -> Active
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Rotuer_2#debug condition standby vlan 10 110 Condition 1 set Router_2#debug condition interface gigabitEthernet 1/0/1 vlan-id
10 Condition 2 set Router_2#debug standby HSRP debugging is on Router_2# *Jul 29 16:54:12.496: HSRP: VI10 Grp 110 Hello
out 192.168.10.2 Active pri 109 vIP 192.168.10.100 *Jul 29 16:54:15.122: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Active pri
109 vIP 192.168.10.100 *Jul 29 16:54:17.737: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100 *Jul
29 16:54:18.880: HSRP: VI10 Nbr 192.168.10.1 is passive *Jul 29 16:54:20.316: HSRP: VI10 Grp 110 Hello out 192.168.10.2
Active pri 109 vIP 192.168.10.100 *Jul 29 16:54:20.322: HSRP: VI10 Grp 110 Coup in 192.168.10.1 Listen pri 110 vIP
192.168.10.100 *Jul 29 16:54:20.323: HSRP: VI10 Grp 110 Active: j/Coup rcvd from higher pri router (110/192.168.10.1) *Jul 29
16:54:20.323: HSRP: VI10 Grp 110 Active router is 192.168.10.1, was local *Jul 29 16:54:20.323: HSRP: VI10 Nbr 192.168.10.1 is
no longer passive *Jul 29 16:54:20.324: HSRP: VI10 Nbr 192.168.10.1 active for group 110 *Jul 29 16:54:20.324: HSRP: VI10 Grp
110 Active -> Speak *Jul 29 16:54:20.325: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Active -> Speak *Jul 29
16:54:20.325: HSRP: Peer not present *Jul 29 16:54:20.325: HSRP: VI10 Grp 110 Redundancy "hsrp-VI10-110" state Active ->
Speak *Jul 29 16:54:20.326: HSRP: VI10 Grp 110 Removed 192.168.10.100 from ARP *Jul 29 16:54:20.326: HSRP: VI10 Grp 110
Deactivating MAC 0000.0c07.ac6e *Jul 29 16:54:20.327: HSRP: VI10 Grp 110 Removing 0000.0c07.ac6e from MAC address filter



*Jul 29 16:54:20.328: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:20.328: HSRP:
VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:23.104: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:23.226: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110
vIP 192.168.10.100 *Jul 29 16:54:25.825: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29
16:54:25.952: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:28.427: HSRP: VI10
Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:28.772: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Speak: d/Standby timer expired
(unknown) *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Standby router is local *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Speak ->
Standby *Jul 29 16:54:30.727: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Speak -> Standby *Jul 29 16:54:30.728: HSRP:
Peer not present *Jul 29 16:54:30.728: HSRP: VI10 Grp 110 Redundancy "hsrp-VI10-110" state Speak -> Standby *Jul 29
16:54:30.728: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:31.082: HSRP: VI10
Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:33.459: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:33.811: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110
vIP 192.168.10.100 *Jul 29 16:54:36.344: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29
16:54:36.378: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:38.856: HSRP: VI10 Grp
110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:38.876: HSRP: VI10 Grp 110 Hello out 192.168.10.2
Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:41.688: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP
192.168.10.100 *Jul 29 16:54:41.717: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100
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9BSpl sJs vessz Ielz pu IJie, sShow spanning-tree:

L2Switch_1#show spanning-tree vlan 10 VLANOO10 Spanning tree enabled protocol rstp Root ID Priority 32778 Address
00fe.c8d3.8680 This bridge is the root Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Bridge ID Priority 32778 (priority
32768 sys-id-ext 10) Address 00fe.c8d3.8680 Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type -------------mmmcem —omm - Gil1/0/3 Desg FWD 4 128.3 P2p
Gi1/0/10 Desg FWD 4 128.10 P2p Edge Gil1/0/11 Desg FWD 4 128.11 P2p Gi1/0/13 Desg FWD 4 128.13 P2p Gi1/0/14 Desg FWD
4128.14 P2p Gil/0/15 Desg FWD 4 128.15 P2p Gil1/0/16 Desg FWD 4 128.16 P2p Gil1/0/35 Desg FWD 4 128.35 P2p
L2Switch_1#show spanning-tree vlan 11 VLANOO11 Spanning tree enabled protocol rstp Root ID Priority 32779 Address
00fe.c8d3.8680 This bridge is the root Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Bridge ID Priority 32779 (priority
32768 sys-id-ext 11) Address 00fe.c8d3.8680 Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type -------------mmmrem —omm - Gil1/0/3 Desg FWD 4 128.3 P2p
Gi1/0/10 Desg FWD 4 128.10 P2p Edge Gil1/0/11 Desg FWD 4 128.11 P2p Gi1/0/13 Desg FWD 4 128.13 P2p Gi1/0/14 Desg FWD
4128.14 P2p Gil/0/15 Desg FWD 4 128.15 P2p Gil1/0/16 Desg FWD 4 128.16 P2p Gil1/0/35 Desg FWD 4 128.35 P2p

IJpzod L2Switch_1 09 25, Lwds VLAN 5 $8e 10 9 bwds VLAN 60 11.

2. Juysb o)) IJgvg)s lJppend

JIs 0z 288 wa9wsdsd Idubzré IJpcd,es (STP). szw v s ould wdl, Beds eu
lJeuwess IJolos ws Idgveds. J ST STP o ould pl pu lpdluss pu louugbs Luyb. g5l o
eldo o)l wogeedsd Uy IJee,86 (STP) ot

relds logble IJguo Js
- O¥ly IJleuold
-l dowys) IJglue u,oe>|o lJubeds gu hovle ,ouuog..s lJepdsé 9luwegsle luble
VLAN gz.s> i Sewwy STP loUugbs Lyl Suvwbse |a.)uu &9 99 oo IUTg, VLANS o0 £,00
ubld IJE)UD dl)u <interface> E_OIJ UE\J‘D gleab Ilo_) |J.).,5 Pgsulg Swd |3 .,SL}Uu;_JID [ _)LS) PU
_)uJD gSpwJu IU LSLJ.U;S_) IJuu SlJuu |qu£)) |ka_9_)b IJ.,S |Jroult_9.) IJULS 0S ¢JS pU E_Jao
<505 Uu.ua)o Upcdes (STP). J3less locs |uuwo S binllo po 2l el

pdlzbé: 589 1Jpzed lsol veuwle sle wslule wisesdsd zuwy STP (BPDUS) 1o
Swp lgwodoldol g uwldol Jlblle o pogss. I sild 1Jpowds [Je9zss Os zldo 2b,
w290999d IJuivg)d 1dee9,86 (STP) suuwd ssuwede spdle wslule wi9esdsd IJzuw)
(BPDUS) Joy9093sJ 1Juivzy6 10peisgs (STP).

Router_2#show interfaces gil/0/1 controller GigabitEthernet1/0/1 is up, line protocol is up (connected) Hardware is Gigabit
Ethernet, address is 1880.90d8.5901 (bia 1880.90d8.5901) Description: PNP STARTUP VLAN MTU 1500 bytes, BW 1000000
Kbit/sec, DLY 10 usec, reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive set (10 sec)
Full-duplex, 1000Mb/s, media type is 10/100/1000BaseTX input flow-control is on, output flow-control is unsupported ARP type:
ARPA, ARP Timeout 04:00:00 Last input 00:00:00, output 00:00:04, output hang never Last clearing of "show interface" counters
never Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40
(size/max) 5 minute input rate 33000 bits/sec, 31 packets/sec 5 minute output rate 116000 bits/sec, 33 packets/sec 9641686
packets input, 1477317083 bytes, 0 no buffer Received 1913802 broadcasts (1151766 multicasts) O runts, O giants, O throttles O
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 0 watchdog, 1151766 multicast, O pause input O input packets with dribble
condition detected 10702696 packets output, 4241534645 bytes, 0 underruns Output 3432 broadcasts (0 multicasts) O output



errors, 0 collisions, 2 interface resets 9582 unknown protocol drops 0 babbles, 0 late collision, 0 deferred 0 lost carrier, 0 no carrier,
0 pause output O output buffer failures, 0 output buffers swapped out Transmit GigabitEthernet1/0/1 Receive 4241534645 Total
bytes 1477317083 Total bytes 10562003 Unicast frames 7727884 Unicast frames 4229489212 Unicast bytes 1291270617 Unicast
bytes 137261 Multicast frames 1151766 Multicast frames 11812065 Multicast bytes 91096867 Multicast bytes 3432 Broadcast
frames 762036 Broadcast frames 233368 Broadcast bytes 94949599 Broadcast bytes 0 System FCS error frames O IpgViolation
frames 0 MacUnderrun frames 0 MacOverrun frames 0 Pause frames 0 Pause frames 0 Cos 0 Pause frames 0 Cos 0 Pause
frames 0 Cos 1 Pause frames 0 Cos 1 Pause frames 0 Cos 2 Pause frames 0 Cos 2 Pause frames 0 Cos 3 Pause frames 0 Cos 3
Pause frames 0 Cos 4 Pause frames 0 Cos 4 Pause frames 0 Cos 5 Pause frames 0 Cos 5 Pause frames 0 Cos 6 Pause frames 0
Cos 6 Pause frames 0 Cos 7 Pause frames 0 Cos 7 Pause frames 0 Oam frames 0 OamProcessed frames 0 Oam frames 0
OambDropped frames 38144 Minimum size frames 4165201 Minimum size frames 4910833 65 to 127 byte frames 3126489 65 to
127 byte frames 1237675 128 to 255 byte frames 750243 128 to 255 byte frames 1029126 256 to 511 byte frames 1279281 256 to
511 byte frames 2205966 512 to 1023 byte frames 103668 512 to 1023 byte frames 1280952 1024 to 1518 byte frames 205229
1024 to 1518 byte frames 0 1519 to 2047 byte frames 11575 1519 to 2047 byte frames 0 2048 to 4095 byte frames 0 2048 to 4095
byte frames 0 4096 to 8191 byte frames 0 4096 to 8191 byte frames 0 8192 to 16383 byte frames 0 8192 to 16383 byte frames 0
16384 to 32767 byte frame 0 16384 to 32767 byte frame 0 > 32768 byte frames 0 > 32768 byte frames 0 Late collision frames 0
SymbolErr frames 0 Excess Defer frames 0 Collision fragments 0 Good (1 coll) frames 0 ValidUnderSize frames 0 Good (>1 coll)
frames O InvalidOverSize frames 0 Deferred frames 0 ValidOverSize frames 0 Gold frames dropped 0 FcsErr frames 0 Gold frames
truncated 0 Gold frames successful 0 1 collision frames 0 2 collision frames 0 3 collision frames 0 4 collision frames 0 5 collision
frames 0 6 collision frames 0 7 collision frames 0 8 collision frames 0 9 collision frames 0 10 collision frames 0 11 collision frames 0
12 collision frames 0 13 collision frames 0 14 collision frames 0 15 collision frames 0 Excess collision frames LAST UPDATE 2384
msecs AGO
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L2Switch_1#show spanning-tree vlan 10 detail VLANOO10 is executing the rstp compatible Spanning Tree protocol Bridge Identifier
has priority 32768, sysid 10, address 00fe.c8d3.8680 Configured hello time 2, max age 20, forward delay 15, transmit hold-count 6
We are the root of the spanning tree Topology change flag not set, detected flag not set Number of topology changes 8 last change
occurred 03:21:48 ago from GigabitEthernet1/0/35 Times: hold 1, topology change 35, notification 2 hello 2, max age 20, forward
delay 15 Timers: hello 0, topology change 0, notification 0, aging 300 Port 3 (GigabitEthernet1/0/3) of VLANOO10 is designated
forwarding Port path cost 4, Port priority 128, Port Identifier 128.3. Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.3, designated path cost O Timers:
message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU:


https://www.cisco.com/c/ar_ae/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/ar_ae/support/docs/lan-switching/spanning-tree-protocol/10556-16.html

sent 6066, received 0 Port 10 (GigabitEthernet1/0/10) of VLANOO010 is designated forwarding Port path cost 4, Port priority 128,
Port Identifier 128.10. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address
00fe.c8d3.8680 Designated port id is 128.10, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of
transitions to forwarding state: 1 The port is in the portfast mode by portfast trunk configuration Link type is point-to-point by default
BPDU: sent 6063, received 0 Port 11 (GigabitEthernet1/0/11) of VLANOO10 is designated forwarding Port path cost 4, Port priority
128, Port Identifier 128.11. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778,
address 00fe.c8d3.8680 Designated port id is 128.11, designated path cost 0 Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6066, received 0 Port 13
(GigabitEthernet1/0/13) of VLANOO1O0 is designated forwarding Port path cost 4, Port priority 128, Port Identifier 128.13. Designated
root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id
is 128.13, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link
type is point-to-point by default BPDU: sent 6066, received 3 Port 14 (GigabitEthernet1/0/14) of VLANOO10 is designated
forwarding Port path cost 4, Port priority 128, Port Identifier 128.14. Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.14, designated path cost 0 Timers:
message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU:
sent 6066, received 3 Port 15 (GigabitEthernet1/0/15) of VLANOO010 is designated forwarding Port path cost 4, Port priority 128,
Port Identifier 128.15. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address
00fe.c8d3.8680 Designated port id is 128.15, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of
transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6067, received 0 Port 16 (GigabitEthernet1/0/16)
of VLANOO10 is designated forwarding Port path cost 4, Port priority 128, Port Identifier 128.16. Designated root has priority 32778,
address 00fe.c8d3.8680 Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.16, designated
path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point
by default BPDU: sent 6067, received 0 Port 35 (GigabitEthernet1/0/35) of VLANOO010 is designated forwarding Port path cost 4,
Port priority 128, Port Identifier 128.35. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority
32778, address 00fe.c8d3.8680 Designated port id is 128.35, designated path cost O Timers: message age 0, forward delay 0, hold
0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6067, received 0
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https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuration_guide/b_consolidated_config_guide_3850_chapter_0111110.html
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L2Switch_1#show run interface TenGigabitEthernet1/1/5 Building configuration... Current configuration : 279 bytes ! interface
TenGigabitEthernet1/1/5 switchport trunk allowed vian 300-309 switchport mode trunk storm-control broadcast level 30.00 storm-
control multicast level 30.00 storm-control unicast level 30.00 spanning-tree guard root end L2Switch_1#show storm-control
broadcast Key: U - Unicast, B - Broadcast, M - Multicast Interface Filter State Upper Lower Current Action Type --------- =========-=-= -
---- Te1/1/5 Forwarding 30.00% 30.00% 0.00% None B Te1/1/7 Link Down 30.00% 30.00% 0.00%
None B Tel/1/8 Forwarding 10.00% 10.00% 0.00% None B L2Switch_1#show storm-control multicast Key: U - Unicast, B -
Broadcast, M - Multicast Interface Filter State Upper Lower Current Action Type
---- Tel1/1/5 Forwarding 30.00% 30.00% 0.00% None M Tel/1/7 Link Down 30.00% 30.00% 0.00% None M
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L2Switch_1#configure terminal Enter configuration commands, one per line. End with CNTL/Z. L2Switch_1(config)#spanning-tree
portfast bpduguard L2Switch_1(config)#end


/content/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
/content/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
https://www.cisco.com/c/ar_ae/support/docs/lan-switching/spanning-tree-protocol/10575-51.html

9. c§Jspe VTP

9l9 - 9,8 oyw

I3l Buvde zese IUpelodle Uié)s JeJ HSRP Ig pJo. By b,ys86 ")8 wuws" o5 IJuoz
|JU|J;5 u,_)ule.) odo IJJD_).,S&O \-9;5 &)J IJ,_)UULJO 3|de3u|u |Jug$ uL}U'JJ |qudo tSUUDPU
&_9_)@ (WHgTIA) LS PU |J!_)u.u|.>|u L9;5 o0do |Jk9|;5|po

pdlelbs: o)) 030 1J8lisps weLo IJpulsis 1Je9zs0ss pu lduwle 18)s pu 03l IUpuuaws.

- ¢Juuw lgool, VLAN J HSRP 9¢5J VLAN io S29d pg HSRP puwzlz wiésso.
- Ybg louold zese 1Upulds 1Jpd))6.

- olduwse pulds FEC [Js pulds 9lzss poodo.

- oddsd leusle pzeses HSRP s e 9o B3b.

 SdUow Ububs psule pod lu BEb Uoy9,8 VLANS suui) gw lu psule.
- Gp wldbg louold Idpzedle Vs Idgvwds zos wuwos el JJ.

e IJle o8 ;39096

[bol,y 2lJé HSRP/g3 0 IJlwe )l g0s luwegsle Cisco 2620/2621. Cisco 3600 pg
lseHue uvse

SpJdu i oY 030 ldpbdJs pg slgolw Ethernet IJw,se6 Vs websd louald Idyvedo I gud
o196 p9zo HSRP I_9J_950 Ig_.Js IJs [duveds. guspl wogs) eldé HSRP oo wuvb |Us
PLTIG S99p I.J,ogao wlels soob 1slzos JUIJs gugly MAC J HSRP oy p)uivg guslo MAC
JJslzole. sodds o3l luosly W @§b zolj gluo io SYyu luwogpdo &J..s Slzole lUlse,uw IUuwyse
J Cisco 2600s. 3600s: 9 7500s. oo vww lgho Jowl 9lzos [Jp9zo Vs 2298 wESS) Vs glJo
IJLoolb gds slzole Ethernet I u,se6: 98990 1Jpesd wldovlod IJogss). 1B Ble 1Uezed
woubésd wu9wsdd Iduveys IJeod,e6 (STP) Vlu IJogss) seuvwe B luwdld
w29w999d 1duvg)é 1Jpod,e6 (STP). s uweéHrd wu9wsdd Iduvz)é Idpwd,e6 (STP) 30 wluss
.JL',&J lJ o9 !.Js al.J& lel>o Uo_93§o. 03l I.J_9L§o o_9 UPEW _9&@ I.J.;,Ia,_sj lJIve,)luos .J!gl)é
99w Iauab HSRP. .J,o ..sup lel>6 w9zso u_)_9u_9lJ_9,J IJuua,o I.J,ou-JJEo (STP) UE)‘ J>JdJ Jp
Swp luwedle Huwlisd wyese HSRP oo ldesze Iduuib. 903l sowew BOS i Swowe lJeszo
IJlzoslbs vuvbl wgs 29lds 10 wlo. Il Idesgosy IUTo. g0s g6 w9zs0 pulds w9099
IJobzr6 IJpo8,e6 (STP): soésy Idpre IUIS 19J9s6 pu IUsoe Idugil [Us IJogse.
sood)) ldeedss wlddled.

IJobl : 9 |Jgbol oo
dl‘;ulsu s Moed Ef;; Jelleo | sk IJpJ
o elans 9886 wulpecbee opdsu luivg)s
Cisco ~ “wlolees llscnon lumse s 1Jg bl JJeoosd  1Jecls,gb PortFe
262012621 S IJboble gus odssu Js oBlosJ Js 0083 1J
HSRP slJgle wooosd IJId. ES wlos &S pu2 1P

lJe,lees. lJeood.
Cisco o@9p 2lJo HSRP LlJ,w9,096 wulez 10S 1Jluesl, opdsu IJuvg)o



2620/2621 Edfsz:oo Clowedle lsosoe 12.1.3 py, Cisco
o

Cisco 3600 w99, 2lJé HSRP LlJ,9,96 wyulpz 10S IJluesl,

e NM-  eJds lsesoe puise 2600 9 i
1FE-TX! 3600, 12.1.3 pyu Cisco
Cisco 4500 PEIS LLOTST

pE9lz06 w9 2l HSRP LI,0,06  Ileble o wouleg 108 1J]uos),
Fast eJs 4500 Fast Ethernet. Cisco 12.1.5 py Cisco
Ethernet CSCds16055

Thm-1FE-TX = 9236 Uvods |se o LusE lelbsé IJpods (slzos 10/100BASE-TX).

lJew9,e6 PortFe
eJs pu93 1Jpes
lJpwod.
wedsu ldube)d
lJew9,e6 PortFe
eJs pu93 1Jpes
lJpeuod.
opdg,s_o lJubz)o
lJpew9,e6 PortFe
eds pu9s 1Jees.
lJpwod.

IJ.._»@I.J lJossd 09 sowb 9@]0 w9dse HSRP CTS SY9u oi'@@ lel>é w9eso STP UJ U
Ul 99w lewely HSRP IJlwe,)los. IJolgs) IJlvo,luos Jlghs wogso wy9wadd IUuve)é

IJped,66 (STP) 09 15 &luss: 998 Idloe bl 1JIde,luas J HSRP o 10 &ole.

ewpl suvoged v Idpush o) wze IJ HSRP gpJss: cisco s o8 o lue ouvegpd $spb

wulduo ¢lue in order to wbse |IJ HSRP ,u9,096.

Bspl sJs we9sE vdasw B pszo HSRP IJuivb gus luwegsle 1Jie, track:

standby 1 ip 10.0.0.1

standby 1 priority 105

standby 1 preempt delay minimum 60
standby 1 name TEST

standby 1 track <object> decrement 15

2 15 05 Bspd IJoddue ewsel $rd,0 IJdlso. Jperds 1deiss 29d ley IUpuwb Izle

IJlvedld Ids 2sh osdo ldpuwons s pold odesy HSRPV2.

pedsple dlo LoJé

- podJle LAN Catalyst Jozeg lJpulos - 19 09
- Idoe o IO 60 | oule - Cisco Systems



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCds16055
https://www.cisco.com/c/ar_ae/support/docs/ip/hot-standby-router-protocol-hsrp/113553-to-hsrpv2-config.html
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