IJozld pu gpdsle wuvgsd wozes guldsy
IJubwds (NAT) IUluwlpwss 9lgued ol
Iz blisol 9l odlzol

lJpzogslo

[NFXIYY
lpc o ole | lowl_w,sé

ooz b2lle O 239.) ARP

lo Sl 6

lJp 95,00

S 03l lJpuuwows Jsbss luuadild lgble puuldd louold IP Bs wsisé NAT gl adlzol.
lJpolbdole

Jlwges pobdole ¢luoé Josl IJpguous.

lJpdovlo Idpuuwespd



Jl s, o3l ldpuwews eds luesble wilpz 9pdsvle pbsé pesus.
op louvle IJpedsple 1Js)sé B 03l lJpuueos pu 1UI2056 10092958 B wsisé pepdss ¢luos.

o zese IJizess Idpuwetsps B o3l lJpuwons wodssu ppuwsz (IBSeluos). Bl Jloe
u’bvdod L9;5.) |Juuu&§J‘ ol U k.éOpéJ JJQ|C‘;.§_) |JPCQpJ JLS ||p_).

IJlolbdlzle

JJewesd eds pis> pu ldpedsple od luobdizle Idpuvowslo bee lds luobdlizle wdesele
Cisco lJouss.

Jp v d J6

$9,o2 03l IJpuwews Jsdss Igveduld igble louold IP sl odizel B wsiss NAT o boysd
olzed lJpoldsy IJoldssu:

* Rooblovold psze sles 290 e9zo I
* Sugd) eds leojo lduvods IUghess lUlouold wldpggole [Uslgdsé

IJgbosle Il wlowss IJoldss pdss Jopsss ol I3l Jlo ould puvdJs B gpdsle nat:

1.5000 lJogvdsd sesuw 9luoe pl naE I Se98- luwoubl lds Idpslzed spdud wpass pl
Bl Iy ould puvdds Vs IJodssu. lede Jpedypes eds nat ouvdsd: suvdd GboJo
guole O,z p06.

2. 5288 pU 929> Cuzele LORSTS B 29d U zes.
3. luweésp I9le, show sdebug JJwe 8l pw 229 [Jo,z08.

4. Jlze Ldeduosd ol sere JJzies 30288 pu lu 1Jpszole weoss eds pedsele Idogzse
lJuoeseo Jlghe wozso IUzjped bld.

leowb leuald pozo sles 390 poze 1)

O o3l ldwsulsy I,Ji_9J‘ SpIdu Jdpsgoe 4 lzool) IUleuold wldesge 5 (172.16.6.5) 9JIJo Jsuw
wldpesgoe 7 (172.16.11.7):


https://www.cisco.com/c/en/us/support/docs/ip/network-address-translation-nat/13772-12.html
https://www.cisco.com/c/en/us/support/docs/ip/network-address-translation-nat/13772-12.html

10.10.10.0/24 Router 6
HAT Router

e

LO - 10.10.50.4 172.16.11.0/24

-3 Gi1
L1-10.10.60.4 5
L2 -10.10.70.4 Outside
Gi2 | .6 Router 7

Outside

172.16.6.0,/24

boydyzs! NAT

<#root>
Router4#
ping 172.16.6.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.6.5, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/2 ms
Router4#

ping 172.16.11.7

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:

Success rate is 0 percent (0/5)
Routerd#

lewwble pops 29d o3l IJuwsulss:

o Jlhoges wiswedodle wozso ssulpsdssd we wdysuol eds IUpzolo 9swp luwwesle
lJeszole IJelows W §lb.

s IJosleo IJle,)luose JJeszo 4 os IJpszo 6.

e wdysu lJpgzo 6 wluwegsle NAT.

<tfroot>

interface GigabitEthernet1
ip address 172.16.11.6 255.255.255.0

ip nat outside

negotiation auto
no mop enabled



no mop sysid
|

interface GigabitEthernet?2
ip address 172.16.6.6 255.255.255.0

ip nat outside

negotiation auto
no mop enabled

no mop sysid
|

interface GigabitEthernet3
ip address 10.10.10.6 255.255.255.0

ip nat inside

negotiation auto
no mop enabled

no mop sysid
!
!

ip nat pool test 172.16.11.70 172.16.11.71 prefix-length 24 ip nat inside source static 10.10.10.4 172.

ip access-Tist standard 7
10 permit 10.10.50.4

20 permit 10.10.60.4

30 permit 10.10.70.4

lweduld IJigble 9] odlzol

1. lodl ceolz IJs wesss Io NAT sgpd wuvdd Loese: oo ldodase Iduwlud: spdu wpass 1o
eu9lo IP Jdeozo 4 09 10.10.10.4 wpo wyzewo wuvdd Slow IUs 172.16.6.14. spdod |vegsle
IJlo, show ip nat translation g Js 1Jp9z0 6 JJoz 8 pu 9293 [Jo)zed B 229d 1o zpé:

<ffroot>
NAT-Router#

show i p nat translations

Pro 1Inside global Inside Tocal Outside Tocal Outside global
--- 172.16.6.14 10.10.10.4 --- -—-
Total number of translations: 1

NAT-Router#

2. olds py 239% 030 IJeyzed euspl suos)y 1Jpszoe 4 2)Js 0)9) IP. Spdud wudss ol IJio,
b3S pu Ieoze B. e voubésd vusest leble NAT Iy p)l§us louslssle NAT
oluwegsle 1Ule, show ip nat statistics. Jly I9le, ouozse IJIgble os 1Updl3 1UIES): 1ol
Nuweesle IUie, show.



3. pldws 1desls JJelds po jsbeo pse luo suvade 2rI6 19, po 1dedze 4. sujlss IJesls JJ
28 Sop Ssol luuosle z29d Ieszed Joszes gul.

4. 8p wouve Ileuolisslo ep g0 Idleuolsslo ep 2lad Rowh IUleuold wldesze 7 pu
IJpsze 4. &p &2 IUlouolssle )6 18)s.

<#root>
NAT-Router#

clear ip nat statistics

NAT-Router#
NAT-Router#

show i p nat statistics

Total active translations: 1 (1 static, 0 dynamic; 0 extended)
Outside interfaces:

GigabitEthernetl, GigabitEthernet2
Inside interfaces:

GigabitEthernet3

Hts: 0 Msses: 0O

Expired translations: 0O

Dynamic mappings:

-- Inside Source

[Id: 1] access-T1ist 7 pool test refcount 0

pool test: id 1, netmask 255.255.255.0
start 172.16.11.70 end 172.16.11.71
type generic, total addresses 2, allocated 0 (0%), misses 0O

nat-Timit statistics:

max entry: max allowed 0, used 0, missed O

In-to-out drops: 0 Out-to-in drops: O

Pool stats drop: 0 Mapping stats drop: O

Port block alloc fail: 0O

IP alias add fail: 0

Limit entry add fail: 0O

NAT-Router#

w8 luwopsle 1Jie, ping 172.16.11.7 £Js 1Jpozo 4 oJsu leuolissle NAT eJs 1 pszo 6:

<#root>
Routerd#
ping 172.16.11.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Router4#



NAT-Router#

show i p nat statistics

Total active translations: 2 (1 static, 1 dynamic; 1 extended)
Outside interfaces:

GigabitEthernetl, GigabitEthernet2
Inside interfaces:

GigabitEthernet3

Hts: 4

Misses: 1

Expired translations: 0

Dynamic mappings:

-- Inside Source

[Id: 1] access-1ist 7 pool test refcount 0O

pool test: id 1, netmask 255.255.255.0
start 172.16.11.70 end 172.16.11.71
type generic, total addresses 2, allocated 0 (0%), misses 0

nat-Timit statistics:

max entry: max allowed 0, used 0, missed 0O

In-to-out drops: 0 Out-to-in drops: O

Pool stats drop: 0 Mapping stats drop: 0

Port block alloc fail: 0

IP alias add fail: O

Limit entry add fail: 0O

NAT-Router#

sedod 1o oS po l9le, 1JEsuo £33 pile 1Jsuesd Ipesless. B leool logald vlze pu e9zo
Cisco. 301> £33 ol 1J9uo9d wpddly Euins. wop Cuzes wi9osddle Huwlsd Idozde S
IJloe,oe (ICMP) Idos sop buwldol wsluwlos 1deszoe ldpuos) (IJeszo 4) 9sdie wozed tie 1Us>
£Js IJuoss po e9z0 19206 (IJesze 7) Isuol JJzuesd eds leelds 10 udlb suesd. woped
IJeuwbs B puw eedsle lovald B 30 wozesd 103393 eds 1dueas 19 &30 Liuwlel pu 1eszo
7.

w83 3Jde Jlze Bl doo Sl eds 1dees) eds ks uvow Jedp buwld psze 7 e 1os eds
lJuoss IJs 1desze 4. W86 o030 Iddebo: wile 1Ugbsle IJeldso:

* Syuwd IJpszo 4 25 ICMP ECHO wgusly puos) 10.10.10.4 9go9le 9206 172.16.11.7.

0o NAT U)o suwede o puwele ©edss 7 sodds puod) euslu 172.16.6.14 9glso
cu9ly 172.16.11.7.

e seole lJpdzo 7 1Us 1) £ds 172.16.6.14. 9o bl JIp 172.16.6.14 s, pouod puluis
wJpozo 7. Bluo seule IJs puwly Joso IJuswds po lzd IUluveelus.



odlzbbé: ould gl T3, Joid.___s3 ol Bl Jloe IUzse wuad IJs pszo 1J9z06 09 luweesle
ol 2506 puoeuéd (EPC) g |uueesle 2jed IP debug ip icmp/debug ip oluwoésle
Slispd 1d9o9d (ACL).

IUToe sdiped 1Jezdd po 299d wozsoe IUpsze 7 JJozdd pu 929> puwh IJs 172.16.6.14:

<#root>
Router7#
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary



- ODR, P - periodic downloaded static route, 1 - LISP

- application route

replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

2 + o O
I

Gateway of Tast resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.11.0/24 is directly connected, GigabitEthernetl
L 172.16.11.7/32 1is directly connected, GigabitEthernetl
Router7#

o dd UIple Iuwlod: spdud pdlebs 1o 1desze 7 Jsuw Joso puwh JJueJs Id,es8
172.16.6.14 B 229J IJogeso IUgluo wo. 9upzrs wuoese 03l 1dle) 9luolds puwl) 1Us
IJodsso: sgpd l2owh IUlogold. po ldedss lu $)ldw nat lzusls og 1o ip nat lzuols le).
908 3JYJ Vs wsise NAT ido_) e8! pe 1Jedss pu IUe)zplo Bly 03l 1dg) o ip_) Je s8>
eIl 9sobdy luwedsle ouozse Uiablc eJds lJpgzo.

<#root>
Router 7#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router7(config)#ip route 172.16.6.0 255.255.255.0 172.16.11.6
Router7(config)#end

Router7#

Router4#
ping 172.16.11.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout 1is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms
Router4#

NAT-Router#

show i p nat statistics

Total active translations: 2 (1 static, 1 dynamic; 1 extended)
Outside interfaces:

GigabitEthernetl, GigabitEthernet2
Inside interfaces:

GigabitEthernet3
Hts: 9
Misses: 1

Expired translations: 0

Dynamic mappings:

-- Inside Source

[Id: 1] access-Tist 7 pool test refcount 0

pool test: id 1, netmask 255.255.255.0
start 172.16.11.70 end 172.16.11.71



type generic, total addresses 2, allocated 0 (0%), misses 0
nat-Timit statistics:
max entry: max allowed 0, used 0, missed 0O
In-to-out drops: 0 Out-to-in drops: O
Pool stats drop: 0 Mapping stats drop: 0
Port block alloc fail: 0
IP alias add fail: O
Limit entry add fail: 0O
NAT-Router#

swed) eds lzojs IJuvwds 1Jghess Ilouold wldeszele 1Uslgdss

WO 030 lJpuvddo: spdu Jdpeszo 4 ool IUlouold odd pu I.J,o_9§o 5 9ldpsgo 7c 9JIJu I.Jiaojé
lJe929:6 eds IUubveds 10.10.50.0 JI spduol IUloold wldesze 519 1Jpszoe 7.

<#root>
Router4#
ping 172.16.11.7 source 10.10.50.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:
Packet sent with a source address of 10.10.50.4

Success rate is 0 percent (0/5)

Router4#

ping 172.16.6.5 source 10.10.50.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.6.5, timeout is 2 seconds:
Packet sent with a source address of 10.10.50.4

Success rate is 0 percent (0/5)

Router4#

sbJ 1Uyuwe Idegbsbs Jduvods Joso lJpuvdJs Jel o9:

10.10.10.0/24 e
HAT Router

L0 - 10.10.50.4 72461024

L1-10.10.60.4 .

L2 -10.10.70.4 Outside

Inside

172.16.6.0/24



interface GigabitEthernetl

ip address 172.16.11.6 255.255.255.0
ip nat outside

negotiation auto

no mop enabled

no mop sysid

1
interface GigabitEthernet2

ip address 172.16.6.6 255.255.255.0
ip nat outside

negotiation auto

no mop enabled

no mop sysid

1

interface GigabitEthernet3

ip address 10.10.10.6 255.255.255.0
ip nat inside

negotiation auto

no mop enabled

no mop sysid

|

1

ip nat pool test 172.16.11.70 172.16.11.71 prefix-length 24
ip nat inside source static 10.10.10.4 172.16.6.14
ip nat inside source list 7 pool test

1

ip access-list standard 7

10 permit 10.10.50.4

20 permit 10.10.60.4

30 permit 10.10.70.4

luweduuld IJigble 5l odlzol

po w90 I1degze B: spdud pdlebbs luo e lpdenin lu senze NAT wuvdd ssulpsds
10.10.50.4 [Jss IsJ guslu pole B wzee NAT Ipuues lgovl. sodso Idozee po I evlsso
172.16.11.70 9 172.16.11.71. py 030 lJp LI Jé: Ive suvobse Bope 1 1yub i puwele
0EdS> 597 suwedpe lel sedls el guglo puos) 172.16.11.70 l9 172.16.11.71. w9g> 050
IJeulsso eds Iduiads 1J,es8 udywel IJglu08 Lldpsze 7. J3JY sev 1o Seuss 1eszoe 7
eds puwby pouod poluingd wodo Iduveds IJ9,esé: 9pe 3Jd: I3l o sdu Jrso wldded slzo.
Sumseole Iesze 5 1Js wozse [Us Iduveds IJ9,es6

spdud [uwegsle 1Jie, show ip route Jeg ;86 10 229J wozso 1Jp9zo 5 suw,» 172.16.11.0:

<tfroot>
Router5#

show i p route



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
C 172.16.6.0/24 1is directly connected, GigabitEthernetl
L 172.16.6.5/32 1is directly connected, GigabitEthernetl

S 172.16.11.0/24 [1/0] via 172.16.6.6

Sedod luwegsle 1Jle, show ip route Jeg ;86 1o 239J wozso IJeszo 7 suwsd 172.16.11.0
Juods B,es6 pouods polyié:

<#root>
Router7#
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
S 172.16.6.0/24 [1/0] via 172.16.11.6

C 172.16.11.0/24 is directly connected, G gabitEthernetl

L 172.16.11.7/32 1is directly connected, GigabitEthernetl

Beuow IJ nat o zeé blods 98z ow o 1J pu9de ©zpd swsles. ub)l Jive sop losle
IJezed Idpbbdyws wubdd ssolesds: sew edsd lodl Luwld 296 019, IP Ipuueesé pu
lJewslo ldpoluwe. ogd buwld ool logold sep ldguesd edso po 10.10.50.4 9sep



oesswo lJs 172.16.11.7. sgHuo 229d IJeygps Vs Router 6 (p9zo nat) IJIg)lz IJelds:

<#root>
NAT-Router#

show i p nat translations

Pro 1Inside global Inside Tlocal Outside Tlocal Outside global
--- 172.16.6.14 10.10.10.4 -—- -—-

172.16.11.70 10.10.50.4

Total number of translations: 2

90kl Jiu IJenzes 1pesdes 092956 Vs zood Ieszes: Sluw wede o 2ip uoss ICMP wop
oygewol vuvdd puluwe. i@ lJgsble o9 o loe Suwulbbse Jloow leuolissle nate g, o 3JY
Jl s8> Bs Lisiss pe$28. I8 esb 1o sr)Iup NAT wuszse eds I nat puwele oéass (puvele
01 6). spdud wuvgsd debug ip nat loule huwld ool logold puos, po 10.10.50.4 p9z0
IJs 172.16.11.7. uoksg wuoese IJigble 092936 B pold 1,05 IJelds.

% pdlelbs: g luwwgslp I..s ip_) debug gJs p9zoc SpJdud wepsd LJPSE_P wuvdd jlss ppl
$98 lJs zedo £y §§|L_JJ Jdouvgsd. w9t 1Je3) IJuivdss slisel 93l ey Ul @
vogvesd wuoese lgble gJs pozo luclz 2yz 290 luinld powsyw >gp Cisco IJWus.

<#froot>

NAT-Router#
show | oggi ng

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: Tlevel debugging, 39 messages logged
Monitor logging: level debugging, O messages logged
Buffer logging: level debugging, 39 messages Tlogged
Trap Togging: level informational, 33 message Tines Tlogged

Log Buffer (4096 bytes):

05:32:23: NAT: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [70]

05:32:23: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [70]
05:32:25: NAT*: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [71]
05:32:25: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [71]
05:32:27: NAT*: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [72]
05:32:27: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [72]
05:32:29: NAT*: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [73]
05:32:29: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [73]
05:32:31: NAT*: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [74]
05:32:31: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [74]



Router7#show monitor capture cap buffer brief

# dize timestamp source destination  dscp protocol

0 114 0.000000 172.16.11.70
1 114 2.000000 172.16.11.70
2 114 4.000000 172.16.11.70
3 114 6.001999 172.16.11.70
4 114 8.001999 172.16.11.70

172.16.11.7 0 BE ICMP
172.16.11.7 0 BE ICMP
172.16.11.7 0 BE ICMP
172.16.11.7 0 BE ICMP
172.16.11.7 0 BE ICMP

(P PR P T
V V. .V V V

ol &5 p0 [ole wuozse Iigble Iduulo e sbo, Iduwb, 1Jlsd guslo 1Jpuos, 10.10.50.4
peuep lJs 172.16.11.70. sbo, IJgb IJolos guglo 1J9zes 172.16.11.70 ohzpew )6 1358 1S
10.10.50.4. s, 03l IJupb bold Llds wuoese IJigble. o3l sgus o nat se zp puvele
o Iyub Bs Il leglo. lsuol po Idodlb 1Uz508: spdo pdlebs 1o 1dp9zo 7 suvodud
NJbed 250 ICMP Uluegsle puos, 172.16.11.70 99206 172.16.11.7.

IJgbsle 1Jeldss os pdéue JJsuoe IUzlds Joso lde id Jé:

1. Syuwd 1Jpszo 4 2506 puo3,6 po 10.10.50.4 p9z06 J 172.16.11.7 (iy 172.16.6.5 953l
JJigoul; Iss op lolbo).

2. 589¢ p920 NAT Lo0Bdss wyged NAT eds IUejes slglhs wozsool pg e, 172.16.11.70
99206 172.16.11.7.

3. souwd 1Upszo 7 luvezlus pg puos) 172.16.11.7 99206 172.16.11.70.

4. 589, p9zo NAT (IJpszoe 6) wowdss NAT eds IUzjpé: pel suwz 0o 2ipd wewslu Idpuos)
172.16.11.7 9g. 5910 19z06 10.10.50.4.

5. s9z0 p9zo NAT (IJesze 6) 1Jz)pes IJs 10.10.50.4 | ool IJs Idpgd9ple 196 WS zo9J
lJogzsoe IUglue wo.

g 030 1Judbé. sdjpd luveésle I9le, show ip route gshow ip cef Joldss Io p9zo NAT (IJe9z0
6) Jsso IJeuwble 1duo)9sss B 229d Idwgrse IU¢luo vo.

<#root>
NAT-Router#
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR



& - replicated local route overrides by connected
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 10.10.10.0/24 1is directly connected, GigabitEthernet3
L 10.10.10.6/32 1is directly connected, GigabitEthernet3
172.16.0.0/16 is variably subnetted, 6 subnets, 2 masks

C 172.16.6.0/24 is directly connected, GigabitEthernet2

L 172.16.6.6/32 is directly connected, GigabitEthernet2

L 172.16.6.14/32 1is directly connected, GigabitEthernet2
C 172.16.11.0/24 is directly connected, GigabitEthernetl
L 172.16.11.6/32 1is directly connected, GigabitEthernetl
L 172.16.11.70/32 1is directly connected, GigabitEthernetl
NAT-Router#

show i p route 10.10.50.4

% Subnet not in table
NAT-Router#

show i p cef 10.10.50.4

0.0.0.0/0
no route
NAT-Router#

w8 1yl 1Jpuwl) 1Jpd 895 B p9zo NAT. sdsu lpoul) IUlouold oleel IUlY:

<#root>
NAT-Router#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
NAT-Router(config)#

ip route 10.10.50.4 255.255. 255. 255 10. 10. 10. 4

NAT-Router(config)#end
NAT-Router#

Routerd#
ping 172.16.11.7 source 10.10.50.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:
Packet sent with a source address of 10.10.50.4

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
Router4#

ping 172.16.6.5 source 10.10.50.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.6.5, timeout is 2 seconds:
Packet sent with a source address of 10.10.50.4



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Router4#
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