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<tfroot>
C9300>

enabl e

C9300#

configure term na

C9300( confi g) #

aaa new nodel

C9300( confi g) #

aaa aut hentication dot1lx default group radius

C9300( confi g) #

dot 1x system aut h-contro

o238 ¢he RADIUS gJis 1JpzoJ

<ttroot>
C9300(config)#

radi us server RADI US SERVER NAME

C9300(config-radius-server)#

address ipv4 10.0.1.12

C9300(config-radius-server)#

key radl23

C9300(config-radius-server)#

exit
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<#root>
C9300(config)#

interface TenG gabitEthernet 1/0/4

C9300(config-if)#

swi tchport node access

C9300(config-if)#

aut hentication port-control auto

C9300(config-if)#

dot 1x pae aut henti cator

C9300(config-if)#

end
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802.1X Message Exchange

Supplicant Authenticator Authentication Server

Layer 3 Link E_

Layer 2 Point-to-Point
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) EAP Transaction - '
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' ' Decision
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Port Authorized ' "
: MAC Address Learned in FWDing state '

< DHCP / DNS / other traffic > |

After port is authorized, endpoint MAC address is learned, and
endpoint can communicate to network
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<#root>
C9300#
show runni ng-config | section aaa

aaa new-model



<-- This enabl es AAA

aaa group server radius ISEGROUP

<-- This block establishes a RAD US server group named "I SEGROUP"
server name DOT1x

ip radius source-interface Vlanl
aaa authentication dotlx default group ISEGROUP

<-- This line establishes the method list for 802.1X authentication. Goup | SEGROUP is be used
aaa aut horization network default group | SEGROUP

aaa accounting update newinfo periodic 2880
aaa accounting dotlx default start-stop group ISEGROUP

C9300#

show runni ng-config | section radius

aaa group server radius ISEGROUP
server name DOT1x
ip radius source-interface Vlanl

<-- Notice '"ip radius source-interface' configuration exists in both global configuration and the aaa se

ip radius source-interface Vlanl
radius server DOT1x
address ipv4 10.122.141.228 auth-port 1812 acct-port 1813

<-- 1812 and 1813 are default auth-port and acct-port, respectively.

key secretKey

o3l pold gds wdgsu 1U9lgos gse swp wedsy 802.1x. MAB (wzly) puol> 86 MAC) os b,s 96
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<#root>
C9300#
show runni ng-config interface tel/0/4

Building configuration...

Current configuration : 148 bytes
|

interface TenGigabitEthernetl/0/4
switchport access vlan 50
switchport mode access
authentication order dotlx mab

<-- Specifies authentication order, dotlx and then mab

authentication priority dotlx mab

<-- Specifies authentication priority, dotlx and then nab

authentication port-control auto



<-- Enabl es 802. 1x dynam c aut hentication on the port

mab

<-- Enabl es MAB

dotlx pae authenticator

<-- Puts interface into "authenticator" nbde.

end

2 pl BlLUIG 8> wp wede gulo MAC gds 1U9lzos wluwedsle show mac address-table interface
<interface>". cogdpe IJ9lzos gu9lu MAC Wb g0 puobdwol wuglz.

<tfroot>

C9300#

show mac address-table interface tel/0/4

Mac Address Table

Vlan Mac Address Type Ports

50 0800.2766.efc7 STATIC Tel/0/4
<-- The "type" is STATIC and the MAC persists until the authentication session is cleared

Total Mac Addresses for this criterion: 1

2dows £pd 1puols 86
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Iuwegsp "show authentication session” Ig "show authentication session <interface>" Jg o
ped9ple 29d eduwle 1dpuolb 86 1Jeldss. s o3l Idpald: wp lugile gduws puob 8o uuvbs J
Te1/0/4 V3.

<#froot>
C9300#

show aut hentication sessions interface tel/0/4

Interface MAC Address Method Domain Status Fg Session ID
Tel/0/4 0800.2766.efc7 dotlx  DATA Auth 13A37A0A0000011DC85C34C5
<-- "Method" and "Domain" in this exanple are dot1lx and DATA, respectively. Milti-domain authentication

Key to Session Events Blocked Status Flags:



- Applying Policy (multi-line status for details)

- Awaiting Deletion

- Final Removal 1in progress

- Awaiting IIF ID allocation

Pushed Session

- Removing User Profile (multi-line status for details)
- Applying User Profile (multi-line status for details)
- Unknown Blocker

X X UWH™TO >
I

Runnable methods Tist:
Handle Priority Name

13 5 dotlxSup
1 5 dotlx

2 10 webauth
14 15 mab

S99, "show authentication session interface <interface> details" «Wl_osd luolWws6 29d 2duwo
PuP> 96 9lzos pESULS.

<#froot>
C9300#

show aut hentication session interface tel/0/4 details

Interface: TenGigabitEthernetl/0/4
IIF-ID: 0x14D66776
MAC Address: 0800.2766.efc7
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: alice
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Acct update timeout: 172800s (local), Remaining: 152363s
Common Session ID: 13A37A0A0000011DC85C34C5
Acct Session ID: 0x00000002
Handle: 0xe8000015
Current Policy: POLICY_Tel/0/4

<-- |f a post-authentication ACL is applied, it is listed here

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Server Policies:

Method status Tist:
Method State
dotlx Authc Success

<-- Thi s exanpl e shows a successful 801.1x authentication session.
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<#root>
C9300#
show aut hentication sessions interface tel/0/5

No sessions match supplied criteria.

Runnable methods Tist:
Handle Priority Name

13 5 dotlxSup
1 5 dotlx

2 10 webauth
14 15 mab

Bs eld e300 wpdsu ls puolb 86 £ds 1Uslzos. Jl swp 1oyl 9295 "pss) IUpuol> 86" eds
lJslgos. Jol "Jl w9zs eduwle gpd pblo9é JJpelss) 1Upi9:6"

<tfroot>

C9300#

show aut hentication sessions interface tel/0/6

No sessions match supplied criteria.
No Auth Manager presence on this interface

ledlosd 1d9uosd [Js Ebe ldpuol>§6
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Iuwegse ping <server_ip>" Jlzool usse Jéludss 1 osd. olds eo ldeuosd s leoul,
lJlouold pu 9lgos puo>, RADIUS.

<#root>
C9300#
ping 10.122.141. 228 source vlan 1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.122.141.228, timeout is 2 seconds:
Packet sent with a source address of 10.122.163.19

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms



s> 1Jle, show aaa servers" z1Js 1Jgls e 9598, leuolissle 2od IJeydle luwaesle zese £9050
AAA IJos wp wdssuol.

<#froot>
C9300#

show aaa servers

RADIUS: id 3, priority 1, host 10.122.141.228, auth-port 1812, acct-port 1813, hostname DOT1x <-- Speci
State: current UP, duration 84329s, previous duration Os <-- Current State
Dead: total time 0Os, count 1
Platform State from SMD: current UP, duration 24024s, previous duration Os
SMD Platform Dead: total time 0Os, count 45
Platform State from WNCD (1) : current UP
Platform State from WNCD (2) : current UP
Platform State from WNCD (3) : current UP
Platform State from WNCD (4) : current UP
Platform State from WNCD (5) : current UP
Platform State from WNCD (6) : current UP
Platform State from WNCD (7) : current UP
Platform State from WNCD (8) : current UP, duration Os, previous duration Os
Platform Dead: total time Os, count OUP
Quarantined: No

Aut hen: request 510, tineouts 468, failover O, retransm ssion 351 <-- Authentication Statistics

Response: accept 2, reject 2, challenge 38
Response: unexpected 0, server error 0, incorrect 12, time 21ms
Transaction: success 42, failure 117
Throttled: transaction 0, timeout 0, failure 0
Malformed responses: 0
Bad authenticators: 0
Dotlx transactions:
Response: total responses: 42, avg response time: 21ms
Transaction: timeouts 114, failover 0
Transaction: total 118, success 2, failure 116
MAC auth transactions:
Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover O
Transaction: total 0, success 0, failure 0

Author: request 0, timeouts 0, failover 0, retransmission 0
Response: accept 0, reject 0, challenge 0
Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure 0
Throttled: transaction 0, timeout 0, failure 0O
Malformed responses: 0
Bad authenticators: 0
MAC author transactions:
Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover O
Transaction: total 0, success 0, failure 0

Account: request 3, timeouts 0, failover 0, retransmission 0
Request: start 2, interim 0, stop 1
Response: start 2, interim 0, stop 1
Response: unexpected 0, server error 0, incorrect 0, time 1llms
Transaction: success 3, failure 0
Throttled: transaction 0, timeout 0, failure 0
Malformed responses: 0



Bad authenticators: 0
ETapsed time since counters last cleared: 1d3h4m
Estimated Outstanding Access Transactions: 0
Estimated Outstanding Accounting Transactions: 0
Estimated Throttled Access Transactions: 0
Estimated Throttled Accounting Transactions: 0
Maximum Throttled Transactions: access 0, accounting 0
Consecutive Response Failures: total 115

SMD Platform : max 113, current 0 total 113

WNCD PTatform: max O, current 0 total O

IOSD Platform : max 2, current 2 total 2
Consecutive Timeouts: total 466

SMD PTatform : max 455, current O total 455

WNCD PTatform: max O, current 0 total O

IOSD Platform : max 11, current 11 total 11
Requests per minute past 24 hours:

high - 23 hours, 25 minutes ago: 4

Tow - 3 hours, 4 minutes ago: 0

average: 0O

Iwegse 1Jbls 1Jpuuless test aaa" Joldss lpdloss 1J9u09d po 1Jpesd IJs ebp 1Jpuols$6.
J|a]b o 030 IJI510 |J|ouu|€)6 |,¢':0|,¢>J<3 3&.,5_) roo_9'—.9_)6 IJs |E_J é_@_) PUYPS.

<#froot>
C9300#

debug radius <-- Classic Cisco | C0S debugs are only useful in certain scenarios. See "Cisco | OS XE Debugs

C9300#

test aaa group | SE usernane password new code <-- This sends a RADIUS test probe to the identified serve

User rejected

<-- This neans that the RADI US server received our test probe, but rejected our user. W can conclude t}

*Jul 16 21:05:57.632: %PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group ISE user-name
*Jul 16 21:05:57.644: RADIUS/ENCODE(C00000000):0rig. component type = Invalid

*Jul 16 21:05:57.644: RADIUS/ENCODE(00000000): dropping service type, "radius-server attribute 6 on-for
*Jul 16 21:05:57.644: RADIUS(00000000): Config NAS IP: 10.122.161.63

*Jul 16 21:05:57.644: vrfid: [65535] ipv6 tableid : [0]

*Jul 16 21:05:57.644: idb is NULL

*Jul 16 21:05:57.644: RADIUS(00000000): Config NAS IPv6:

*Jul 16 21:05:57.644: RADIUS(00000000): sending

*Jul 16 21:05:57.644: RADIUS/DECODE(00000000): There is no General DB. Want server details may not be s
*Jul 16 21:05:57.644: RADIUS(00000000): Send Access-Request to 10.122.141.199:1812 id 1645/8, len 50

<-- Sendi ng Access-Request to RADI US server

RADIUS: authenticator 3B 65 96 37 63 E3 32 41 - 3A 93 63 B6 6B 6A 5C 68
*Jul 16 21:05:57.644: RADIUS: User-Password [2] 18 *

*Jul 16 21:05:57.644: RADIUS: User-Name [1] 6 "username"

*Jul 16 21:05:57.644: RADIUS: NAS-IP-Address [4] 6 10.122.161.63

*Jul 16 21:05:57.644: RADIUS(00000000): Sending a IPv4 Radius Packet
*Jul 16 21:05:57.644: RADIUS(00000000): Started 5 sec timeout



*Jul 16 21:05:57.669: RADIUS: Received from id 1645/8 10.122.141.199:1812, Access-Reject, Ten 20

<-- Receiving the Access-Reject from RADI US server

RADIUS: authenticator 1A 11 32 19 12 F9 C3 CC - 6A 83 54 DF OF DB 00 B8
*Jul 16 21:05:57.670: RADIUS/DECODE(00000000): There is no General DB. Reply server details may not be
*Jul 16 21:05:57.670: RADIUS(C00000000): Received from id 1645/8
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/nmgmt/b_176_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/nmgmt/b_176_nmgmt_9300_cg/configuring_packet_capture.html

Jr"uobuéé roQgIQI) |JJ_9€_5 |.Jiro|ro..§5 )|E_.J |.Jroé)'o |.Jp_9&u syslog

Jp wes gpdsle wuoese lgble Cisco 10S IJJJl usdsé 030 J dot1x g RADIUS wedy gpdsle
wuoese Jiegble IJSleds JJe,ue sled 1dpeso 1dpsse Joumesd Ideesd:

debug radius
debug access-session all
debug dotlx all

Spdo 1Jswosd 1o [Js wuorsele pdsole AMA e, cooe IJoble Gops SMD (wuuleg 16
lJzJuwle Session Manager Daemon).

* pod syslog o §Jers: phds 26 Lble o) SUJE v puveds cdLoS) Sy U SY90
edev lu seee Jos) gpd wved- :

* 0 wofsS puress Joowe lhsesus Jdedso IJBd,es 1debdye wluveisle 11w, set
platform software trace switch active r0 <component> debug".

<tfroot>

Switch#

set platformsoftware trace snd switch active RO auth-ngr debug

<<<--- This sets the "auth-mgr" subcomponent to "debug" log level.

S89e 03l 1zasd wogssu gedslo wusest igble 10S 1Joddsrsé [Us polsdol JJoowg.

irOJ LJQ.DJD

) lo), wolo >3SD
|\J\_9>'~Sf° P) Ve S

#debug RADIUS [#set platform software trace smd switch active RO radius debug

#debug dot1x all |#set platform software trace smd pWolz w vl RO dot1x-all debug

#debug access-

. #set platform software trace smd switch active RO auth-mgr-all debug
session all

#debug EPM all [#set platform software trace smd switch active RO epm-all debug

wedy gpdslo LUPTST I.Ji'ablc lJowds>so d!;éé epdslo COwE lJpdsule slo 1duods [Js
euwe9s "uuoese lJlgble". Jpl sop luwegsle 19l IJuble IUIuwlgus Jopdso puvble pesusd
cuve Idbdo.

Iuwegse Ile, show platform software trace level smd switch active R0" J|bol, puwess lJoowg
IJelds JJedyule 18 es6 J SMD.

<{froot>



Switch#

show pl atform software trace |level snd switch active RO

Module Name Trace Level
aaa

Not i ce

<--- Default level is "Notice"

aaa-acct Notice
aaa-admin Notice
aaa-api Notice
aaa-api-attr Notice
<snip>

auth-mgr

Debug <--- Subconponent "auth-ngr" traces at "debug" |evel

auth-mgr-all Notice
<snip>

Sedu lgwogls puuoss cove ldpdsu IJVses [Us IV e)luas wloysdosy.

e lgwese lel ledle [Jgle wuopse IJigble" 19 JeJle set platform software trace smd switch
active RO <subcomponent> JJluoglbé.

. g_95 2lJs lgho wepsd IJzolic wup luwoglhs puwessle oo IUs Idygoe 1ol os
ls_ol.

<ttroot>
Switch#

undebug al

A1l possible debugging has been turned off
or

Switch#

set platformsoftware trace snd switch active RO auth-nmgr notice

<--- Sets sub-conponent "auth-mgr" to trace level "Notice", the systemdefault.

sedo ©rue wedle wooe Idedsule eds 9226 Idozdp 9 Jolowol JJLuuds 98, 00! 590
louold. wop Luvws IJpuwble Ws hubsule ulisss puogsbs wobde VI IJu)ps;. louad



o TAC JJzuo9d eds puwless wuoese IJigble gus IJogled pg I IJos wpe huvdwol.
Suuz s Idgpd 03l dsdss &0 IJpuwlile S CLI.

Iuwegse Ile, show platform software trace message smd switch active R0" Jg o (wzJlo
IJoowe Idpgivs Vs 1J31d,6 Jedey, SMD.

<#root>
Switch#

show pl atform software trace nessage snd switch active RO

2016/11/26 03:32:24.790 [auth-mgr]: [1422]: UUID: 0, ra: 0 (info): [0000.0000.0000:unknown] Auth-mgr aa

2016/11/26 03:32:29.678 [btrace]: [1422]: UUID: 0, ra: 0 (note): Single message size is greater than 10
2016/11/26 03:32:24.790 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Acct-Delay-Time [41] 6 O RADI
2016/11/26 03:32:24.790 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Received from id 1646/52 10.4
2016/11/26 03:32:24.758 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS(00000000): Started 5 sec timeo
2016/11/26 03:32:24.758 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS(00000000): Sending a IPv4 Radi
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Acct-Output-Packets [48] 6 O
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Acct-Input-Packets [47] 6 8
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Acct-Output-Octets [43] 6 O
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Acct-Input-Octets [42] 6 658
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Acct-Session-Time [46] 6 125
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Event-Timestamp [55] 6 148013
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Acct-Status-Type [40] 6 Stop
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: 36 36 33 36 36 39 30 30 2f 33
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: 68 72 65 6e 65 6b 2d 69 73 65
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: 30 30 30 32 41 39 45 41 45 46
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: ra: 0 (debug): RADIUS: Class [25] 63

RADIUS: 43 41 43 53 3a 30 41 30 30 30 41 46 45 30 30 30 [CACS:0A000AFE000]

ra:
ra:

2016/11/26 03:32:24.755 [radius]: [1422]: UUID:
2016/11/26 03:32:24.755 [radius]: [1422]: UUID:
<snip>

(debug) : RADIUS(00000000): Config NAS IP: 10.4

[eNeNeNeNolNoNolNeNeNeo o lolNoNeNeNo oo Neo N No oo oo Noe NoNoloNeoNeoNoNoNoNo oo NoNeoNoNe]

2016/11/26 03:32:24.757 [radius]: [1422]: UUID: 0, ra: O (debug): RADIUS: Acct-Terminate-Cause[49] 6 ad
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: 0, ra: O (debug): RADIUS: Acct-Authentic [45] 6 Remote
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: 0O, ra: O (debug): RADIUS: Acct-Session-Id [44] 10 "0000
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: ra: 0 (debug): RADIUS: NAS-Port [5] 6 50108
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: NAS-Port-Type [61] 6 Ethernet
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: NAS-Port-Id [87] 22 "GigabitE
2016/11/26 03:32:24.757 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Nas-Identifier [32] 17 "C3850
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: NAS-IP-Address [4] 6 10.48.44
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Calling-Station-Id [31] 19 "O
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Called-Station-Id [30] 19 "00
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: 0, ra: O (debug): RADIUS: Cisco AVpair [1] 12 "method=m
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Vendor, Cisco [26] 18
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: 0, ra: O (debug): RADIUS: Cisco AVpair [1] 43 "audit-se
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Vendor, Cisco [26] 49
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: User-Name [1] 19 "00-50-56-99
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Framed-IP-Address [8] 6 10.0.
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: 0, ra: O (debug): RADIUS: Cisco AVpair [1] 205 "cts-pac
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS: Vendor, Cisco [26] 211
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: 0O, ra: O (debug): RADIUS: authenticator 95 52 40 05 8f
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: O, ra: O (debug): RADIUS(00000000): Send Accounting-Req
2016/11/26 03:32:24.756 [radius]: [1422]: UUID: 0, ra: O (debug): abcdefghijklmno:NO EAP-MESSAGE
2016/11/26 03:32:24.755 [radius]: [1422]: UUID: 0, ra: O (debug): RADIUS(00000000): sending

0

0

(debug): Config for source interface found 1in



IJloelz o9 verbose: wese SYIU pu ldpdss lelho wozso IJpezle IJs pduw.

e Spdu §)les IJpdd gy CLI Cluwegsle 1518 1Jpuuless 1desss" 19 uddoe 390 louold
JJerue O e IJuuesue.

<ffroot>
Switch#

show pl atform software trace nessage snmd switch active RO | redirect flash: SMD _debugs. txt

Swi t ch#nore fl ash: SMD_debugs. t xt

This command 1is being deprecated. Please use 'show logging process' command.
executing cmd on chassis 1 ...

2022/12/02 15:04:47.434368 {smd_R0-0}{2}: [auth-mgr] [16908]: (debug): [0800.27dd.3016:Gi2/0/11] Starte
2022/12/02 15:04:47.434271 {smd_RO-0}{2}: [auth-mgr] [16908]: (info): [0800.27dd.3016:Gi2/0/11] Account
2022/12/02 15:04:43.366688 {smd_R0-0}{2}: [auth-mgr] [16908]: (debug): [5057.a8el.6f49:Gi2/0/11] Starte
2022/12/02 15:04:43.366558 {smd_R0-0}{2}: [auth-mgr] [16908]: (info): [5057.a8el.6f49:Gi2/0/11] Account
2022/12/02 15:01:03.629116 {smd_R0O-0}{2}: [smd] [16908]: (warn): Setting trace for 52:7

2022/12/02 15:00:19.350560 {smd_R0O-0}{2}: [smd] [16908]: (warn): Setting trace for 52:7

2022/12/02 01:28:39.841376 {smd_R0-0}{2}: [auth-mgr] [16908]: (ERR): [0000.0000.0000:unknown] sm ctx un
<snip>

"show logging process" o 1J1516 IJp wlesé 1dpeseé JJowue sldeesl, Ws 1Jluesl) Cisco 10S
XE 17.9.x 9l wg50.

<tfroot>
C9300#

show | oggi ng process snd ?

<0-25> instance number

end specify log filtering end location

extract-pcap Extract pcap data to a file

filter specify filter for logs

fru FRU specific commands

internal select all logs. (Without the internal keyword only
customer curated logs are displayed)

Tevel select logs above specific level

metadata CLI to display metadata for every log message

module select logs for specific modules

reverse show logs in reverse chronological order

start specify log filtering start location

switch specify switch number

to-file decode files stored in disk and write output to file

trace-on-failure show the trace on failure summary
| Output modifiers



S99, "bol, gpJdsé IJouwesd" v w 9blisé "show platform software trace" W wuuwsd 1o,

16186 9spIdu 1Usuosd IUso.

<#froot>

C9300#

cl ear auth sessions

C9300#

show | oggi ng process snd reverse

Logging display requested on 2023/05/02 16:44:04 (UTC) for Hostname:

Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds

executing cmd on chassis 1 ...

UM
UM
UM
UM

[PCAP]

[MARKER]

[LUID NOT FOUND]

UM
UM
UM
UM
UM

[APP CONTEXT]
[TDL TAN]
[MODULE 1ID]
[DYN LIB]
[PLAIN TEXT]
[ENCODED]

UM

Last UTM TimeStamp

First UTM TimeStamp

. 85128 / 722 / 85850
2023/05/02 16:44:03.775663010
2023/05/02 15:52:18.763729918

[Skipped / Rendered / Totall

85839

————————————————— Decoder Output Information
MRST Filter Rules ...... 1

UTM Process Filter ..... smd

Total UTM To Process ... 85850

Total UTF To Process ... 1

Num of Unique Streams .. 1

Decoder

2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

44:
44:
44:
44:
44:
44:
44:
44:
44:
44:
44:
44:
44:
44:
44:
44:
44:
44:

03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.

625123675
625123382
625116747
625091040
625068520
610151863
610097362
610090044
610085857
610040912
610037444
610032802
610028677
610024641
610020641
610016809
610012487
610007504

{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:
[22624]:

(ERR):
(ERR):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

[C9300], Model:

[C9300X-24HX], Ver

Failed to mark Identifier for reu

RSPE-

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Set Identifier Free for Re
Valid Response Packet, Free the

authenticator 2b f4 ea

Class
Acct-Authentic

Acct-Session-Id
Called-Station-Id

Nas-Identifier

Calling-Station-Id

NAS-Port
NAS-Port-Type
NAS-Port-Id

Received from id 1813/9
Started 5 sec timeout
Acct-Delay-Time
Event-Timestamp
Acct-Status-Type

[41
[55
[40
[25
[45
[44
[30
[32
[31
[5]
[61
[87



2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02
2023/05/02

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

44
44
44
44

44

44
44

44

44
44

44

44
44

44

44
44

44

44
44

locds lJowog

03.
03.
03.
03.
:03.
03.
03.
:03.
03.
03.
:03.
03.
03.
:03.
03.
03.
:03.
03.
03.

610003581
609998136
609994109
609989329
609985171
609981606
609976961
609969166
609963241
609953614
609863172
609695649
609689224
609686794
609683919
609334292
609332867
609310820
609284841

{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:
{smd_RO-0}{1}:

[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[radius] [22624]: (info): RADIUS:
[auth-mgr] [22624]: (info):

[dotlx] [22624]: (info): [0800.2766.
[dotlx] [22624]: (info): [0000.0000.
[dotlx] [22624]: (info): [0800.2766.
[dotlx] [22624]: (info): [0800.2766.
[dotlx] [22624]: (info): [0000.0000.
[dotlx] [22624]: (info): [0000.0000.
[dotlx] [22624]: (info): [0800.2766.

[auth-mgr] [22624]:

(info):

NAS-IP-Address

Calling-Station-Id
Called-Station-

Cisco AVpair
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
User-Name

[4]
[31
[30
[1]
[26
[1]
[26
[1]

Id

authenticator Ob 99 e3

efc7:Tel/0/4]
0000:unknown]
efc7:Tel/0/4]
efc7:Tel/0/4]
0000:Tel/0/4]
0000:Tel/0/4]
efc7:Tel/0/4]

Souew 03l 1IdBuwe 1ol L6 eduws 1Jg pd Jedsole dot1x g radius Jz,Js Jleds Bl uds
(2902 IUehe wslule lecel IUgpsd). s00d o3l 1Ugsh Us wsdes) sdsd buvbs luvluws
Jdoudd vsu lel) IJuble IJpogd8é wpuol> 896 1J9zs [Jlpless.

. szlod gpsd IJlzeul, IJleuold o GigabitEthernet1/0/2. ssep , b oo.

B 03l lJpeld: op wessyu lol) pdsole SMD gds "ouoese IJigble".

<tfroot>

C9300#

set platformsoftware trace snd sw active r0 dot 1x- al

C9300#

set platformsoftware trace snd sw active r0 radius debug

EAPoL: Use

[dotlx]: [16498]:
[dotlx]: [16498]:
[dotlx]: [16498]:
[dotlx]: [16498]:
[dotlx]: [16498]:
[dotlx]: [16498]:
[dotlx]: [16498]:
[dotlx]: [16498]:
[dotlx]: [16498]:

UuID: 0, ra:
UuID: 0, ra:
UuID: 0, ra:
UuID: 0, ra:
UuID: 0, ra:
UuID: 0, ra:
UuID: 0, ra:
UuID: 0, ra:
UuID: 0, ra:

(debug):
(info):
(info):
(info):
(info):
(info):
(debug):
(debug):
(debug):

[eNeNelNolNolNolNeNolNe)

Send Accounting-Request
[0800.2766.efc7:Tel/0/4] Hand]l

EAPOL pa
Pkt body
EAP Pack
Sent EAP
Sending
Setting
Posting

[0800.2766.efc7:Tel/0/4] Raisi

[0000.0000.0000:unknown] Received EAPOL pkt (size=92) on 12 s
[0000.0000.0000:Gi1/0/2] queuing an EAPOL pkt on Auth Q
[0000.0000.0000:Gi1/0/2] Dequeued pkt: CODE= 0,TYPE= O,LEN= 0O
[0000.0000.0000:Gi1/0/2] Received pkt saddr = 0040.E93E.0000 ,
[0000.0000.0000:Gi1/0/2] Couldn't find the supplicant in the 1
[0040.E93E.0000:Gi1/0/2] New client detected, sending session

[0040.E93E.0000:Gi1/0/2] Ox0AO0000E: initialising

[0040.E93E.0000:Gi1/0/2] OxOAOOOQ00E: disconnected

[0040.E93E.0000:Gi1/0/2] OxO0AOO0000E: entering restart



[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:

[eNeNeolNolNolNoNeNeNoNoNoNe Nl

EAPoL: 0956 bJ EAP

[dotlx]: [16498]: UUID: O
[dotlx]: [16498]: UUID: O,
[dotlx]: [16498]: UUID: O
[dotlx]: [16498]: UUID: O

EAPoL: | woelos EAP

[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:
[dotlx]: [16498]: UUID:

O OO OO OOoOOo

[aaa-authen]: [16498]: UUID: O,

[radius]: [16498]: UUID: O,
[radius-failover]: [16498]:

[aaa-author]: [16498]: UUID:

RADIUS: bJo 1Js_o9J

[radius]: [16498]: UUID: O
[radius]: [16498]: UUID: O
[radius]: [16498]: UUID: O
[radius]: [16498]: UUID: O,
[radius]: [16498]: UUID: O
[radius]: [16498]: UUID: O
[radius]: [16498]: UUID: O
[radius]: [16498]: UUID: O,

ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:

ra:
ra:
ra:
ra:

ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:

ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:

[eNeNeoNolNolNoNeNeNoNoNoNe Nl

O O OO

O OO OO OOoOOo

[eNeNeNoNoNeNo Nl

(info):

(debug):
(debug):
(info):

(info):

(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):

(info):
(info):
(info):
(debug) :

(debug):
(info):
(info):
(info):
(debug):
(debug):
(info):
(debug):

(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):

[0040.E93E.0000:Gi1/0/2] Sending create new context event to E
[0040.E93E.0000:Gi1/0/2] OxO0AOO0000E: entering init state
[0040.E93E.0000:Gi1/0/2] OxO0AO0000E:entering idle state

[0040.E93E.0000:Gi1/0/2] Created a client entry (0xOAO0000E)

[0040.E93E.0000:Gi1/0/2] Dotlx authentication started for 0Ox0A

[0040.
[0040.
[0040.
[0040.
[0040.
[0040.
[0040.
[0040.

E93E.
E93E.
E93E.
E93E.
E93E.
E93E.
E93E.
E93E.

0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:

Gil/0/2]
Gil/0/2]
Gil/0/2]
Gil/0/2]
Gil/0/2]
Gil/0/2]
Gil/0/2]
Gil/0/2]

Posting !'EAP_RESTART on Client O0x0AO
0x0A00000E:enter connecting state
0x0AOOO000E: restart connecting
Posting RX_REQ on Client Ox0AO00000E
Ox0AO00000E: authenticating state ent
0x0AOO000E: connecting authenticating
Posting AUTH_START for O0x0A00000E
0x0A00000E:entering request state

[0000.0000.0000:Gi1/0/2] Sending EAPOL packet
[0000.0000.0000:Gi1/0/2] Sending out EAPOL packet
[0040.E93E.0000:Gi1/0/2] EAPOL packet sent to client 0x0A00000
[0040.E93E.0000:Gi1/0/2] OxOAOOOOOE:idTle request action

[0000.0000.0000:unknown] Received EAPOL pkt (size=92) on 12 s
[0000.0000.0000:Gi1/0/2] Queuing an EAPOL pkt on Authenticator
[0000.0000.0000:Gi1/0/2] Dequeued pkt: CODE= 2,TYPE= 1,LEN= 14
[0000.0000.0000:Gi1/0/2] Received pkt saddr = 0040.E93E.0000 ,

[0040.E93E.0000:Gi1/0/2] Posting EAPOL_EAP for Ox0AQ00000E

[0040.E93E.0000:Gi1/0/2] Ox0AO0000E:entering response state
[0040.E93E.0000:Gi1/0/2] Response sent to the server from OxOA

[0040.E93E.0000:Gi1/0/2] OxOAO0000E:request response action
ra: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method 1ist 'default'
ra: 0 (debug): RADIUS/ENCODE: Best Local IP-Address 172.28.99.147 for Radiu
UUID: 0, ra: O (debug): RADIUS/ENCODE: Nas-Identifier "C9300"

O0e 01 69 78 69 61 5f 64 61 74 61 [ ixia_data]

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

69 87 3c 61 80 3a 31 a8 73 2b 55 76 f4 [ Ei<a:ls+Uv]

0, ra: 0 (debug): VALID SG handle

RADIUS (00000000) : Send Access-Request to 172.28.99.252:1645
authenticator 59 c9 e0 be 4d b5 1c 11 - 02 cb 5b eb
User-Name [1] 11 "ixia_data"

Service-Type [6] 6 Framed [2]

Vendor, Cisco [26] 27

Cisco AVpair [1] 21 "service-type=Framed"
Framed-MTU [12] 6 1500

Calling-Station-Id [31] 19 "00-40-E9-3E-00-00"

EAP-Message [79] 16



[radius]:
[radius]:
[radius]:
[radius]:
[radius]:
[radius]:
[radius]:
[radius]:
[radius]:
[radius]:
[radius]:
[radius]:

RADIUS: weas [Jouesd

[radius]: [16498]: UUID: 0, ra:
[radius]: [16498]: UUID: 0, ra:
RADIUS: 33 37 43 50 4d 53 65 73
[radius]: [16498]: UUID: 0, ra:
[radius]: [16498]: UUID: 0, ra:
[radius]: [16498]: UUID: 0, ra:
[radius]: [16498]: UUID: 0, ra:
[radius]: [16498]: UUID: 0, ra:

[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:

UUID:
UUID:
UUID:
UUID:
UUID:
UUID:
UUID:
UUID:
UUID:
UUID:
UUID:
UUID:

[eNeNeNoNoNeNoNoNoNoNoNel

ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:

RADIUS: 01 f9 00 06 0d 20 [ ]

02/15 14:01:28.986 [radius]:

[eNeNeNoNoNeNoNoNoNeNoNel

(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):
(debug):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS(00000000): Sending a IPv4 Radius Packet
RADIUS(00000000): Started 5 sec timeout

0 (debug): RADIUS:
0 (debug): RADIUS:
73 69 6f 6e 49 44
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

o

O O OO

(debug):
(debug):
(debug):
(debug):
(debug):

3

[16498]: UUID: O, ra:

Message-Authenticator[80] 18

EAP-Key-Name [102] 2 *

Vendor, Cisco [26] 49

Cisco AVpair [1] 43 "audit-session-i1d=AC1C6393000000
Vendor, Cisco [26] 20

Cisco AVpair [1] 14 "method=dotlx"

NAS-IP-Address [4] 6 172.28.99.147

Nas-Identifier [32] 8 "C9300"

NAS-Port-Id [87] 22 "GigabitEthernetl/0/2"
NAS-Port-Type [61] 6 Ethernet [15]

Received from id 1645/82 172.28.99.252:0, Access-Cha
NAS-Port [5] 6 50014 RADIUS: authenticator 82 71 61
d 41 [37CPMSessionID=A]

State [24] 81

43 31 43 36 33 39 33 30 30 30 30 30 30 31 37 45 [C1C
35 33 43 36 45 38 45 3b 33 36 53 65 73 73 69 6f [53C
6e 49 44 3d 69 73 65 2d 70 6f 6¢c 2d 65 73 63 2f [nID
32 34 30 31 39 38 34 32 39 2f 38 39 32 34 3b [ 24019

0 (debug): RADIUS: EAP-Message [79] 8

RADIUS: 78 66 ec be 2c a4 af 79 5e ec c6 47 8b da 6a c2 [ xf,yAGj]
ra: 0 (debug): RADIUS:
ra: 0 (debug): RADIUS

[radius]:
[radius]:

[radius-authen]:

[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:

[16498]: UUID: O,
[16498]: UUID: O,

[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:
[16498]:

UUID:
UUID:
UUID:
UUID:
UUID:
UUID:
UUID:

EAPoL: | woelos EAP

02/15 14:
02/15 14:
02/15 14:
02/15 14:
02/15 14:
02/15 14:
02/15 14:
02/15 14:
02/15 14:
02/15 14:
02/15 14:
02/15 14:

01:28.988
01:28.989
01:28.989
01:28.989
01:28.989
01:28.989
01:28.989
01:28.989
01:28.989
01:28.990
01:28.990
01:28.990

O OO OO OoOOo

[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:
[dotlx]:
[aaa-authen]:

[radius]:
[radius-failover]:

ra:
ra:
ra:
ra:
ra:
ra:
ra:

[16498]: UUID:
[16498]: UUID:
[16498]: UUID:
[16498]: UUID:
[16498]: UUID:
[16498]: UUID:
[16498]: UUID:
[16498]: UUID:

O OO OO OoOOo

[aaa-author]:

(debug) :
(debug) :
(debug) :
(info):
(info):
(info):
(debug) :

ra:
ra:
ra:
ra:
ra:
ra:
ra:
ra:

O OO OO OOoOOo

.r

O OO OO OCOoOOo

Message-Authenticator[80] 18
ad_code 11, suppress reject flag 0

[16498]: UUID: 0, ra: O (debug): RADIUS(00000000): Received from id 1645/82
[0040.E93E.0000:Gi1/0/2] Posting EAP_REQ for 0x0AOO0OOOE
[0040.E93E.0000:Gi1/0/2] OxOAOOOOOE:exiting response state
[0040.E93E.0000:Gi1/0/2] OxOAOOOOOE:entering request state###

[0000.0000.0000:Gi1/0/2] Sending EAPOL packet

[0000.0000.0000:Gi1/0/2] Sending out EAPOL packet

[0040.E93E.0000:Gi1/0/2] EAPOL packet sent to client 0x0A00000
[0040.E93E.0000:Gi1/0/2] OxOAOOOOOE:response request action

(debug): [0000.0000.0000:unknown] Received EAPOL pk
(info): [0000.0000.0000:Gi1/0/2] Queuing an EAPOL p
(info): [0000.0000.0000:Gi1/0/2] Dequeued pkt: CODE
(info): [0000.0000.0000:Gi1/0/2] Received pkt saddr
(debug) : [0040.E93E.0000:Gi1/0/2] Posting EAPOL_EAP
(debug): [0040.E93E.0000:Gi1/0/2] O0x0AOOOOOE:enteri
(info): [0040.E93E.0000:Gil/0/2] Response sent to t
(debug): [0040.E93E.0000:Gi1/0/2] 0xO0AO00OOQOE:reques

[16498]: UUID: 0, ra: O (debug): AAA/AUTHEN/8021X (00000000): Pick met

[16498]: UUID: 0, ra: O (debug): RADIUS/ENCODE: Best Local IP-Address 172.
[16498]: UUID: 0, ra: O (debug): RADIUS/ENCODE: Nas-Identifier "C

[16498]: UUID: 0, ra: O (debug): VALID SG handle



RADIUS: bJo 1Js_o9J

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS(00000000): Send Access-Request to 172.28.99.252:1645
[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: authenticator 3d 31 3f ee 14 b8 9d 63 - 7a 8b 52 90
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: User-Name [1] 11 "ixia_data"

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: Service-Type [6] 6 Framed [2]

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: Vendor, Cisco [26] 27

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Cisco AVpair [1] 21 "service-type=Framed"

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Framed-MTU [12] 6 1500

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Calling-Station-Id [31] 19 "00-40-E9-3E-00-00"

RADIUS: 02 f9 00 06 03 04
02/15 14:01:28.991 [radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: EAP-Message [79] 8
RADIUS: 8b 2a 2e 75 90 a2 el c9 06 84 c9 fe 5 d0 98 39 [ *.u9]

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Message-Authenticator[80] 18

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: EAP-Key-Name [102] 2 *

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: Vendor, Cisco [26] 49

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Cisco AVpair [1] 43 "audit-session-id=AC1C6393000000
[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: Vendor, Cisco [26] 20

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Cisco AVpair [1] 14 "method=dotlx"

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: NAS-IP-Address [4] 6 172.28.99.147

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: Nas-Identifier [32] 8 "(C9300"

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: NAS-Port-Id [87] 22 "GigabitEthernetl/0/2"

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: NAS-Port-Type [61] 6 Ethernet [15]

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: NAS-Port [5] 6 50014

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 41 [37CPMSessionID=A]

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: State [24] 81

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 43 31 43 36 33 39 33 30 30 30 30 30 30 31 37 45 [C1C
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 35 33 43 36 45 38 45 3b 33 36 53 65 73 73 69 6f [53C
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 70 6f 6¢c 2d 65 73 63 2f [nID
[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: 32 34 30 31 39 38 34 32 39 2f 38 39 32 34 3b [ 24019
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS(CO0000000): Started 5 sec timeout

RADIUS: wess [Jouesd

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Received from id 1645/83 172.28.99.252:0, Access-Cha
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: authenticator Oc 8d 49 80 0f 51 89 fa - ba 22 2f 96 .
RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 41 [37CPMSessionID=A]

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: State [24] 81

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 43 31 43 36 33 39 33 30 30 30 30 30 30 31 37 45 [C1C
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 35 33 43 36 45 38 45 3b 33 36 53 65 73 73 69 6f [53C
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 70 6f 6¢c 2d 65 73 63 2f [nID
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 32 34 30 31 39 38 34 32 39 2f 38 39 32 34 3b [ 24019

RADIUS: 01 fa 00 21 04 10 5b dO b6 4e 68 37 6b ca 5e 6f 5a 65 78 04 77 bf 69 73 65 2d [![Nh7kAoZexwise-
[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: EAP-Message [79] 35

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 70 6f 6¢ 2d 65 73 63 [ pol-esc]

RADIUS: a3 0d b0 02 c8 32 85 2c 94 bd 03 b3 22 e6 71 1e [ 2,"q]

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: Message-Authenticator[80] 18

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS:rad_code 11, suppress reject flag 0

[radius-authen]: [16498]: UUID: 0, ra: 0 (debug): RADIUS(00000000): Received from id 1645/83

[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gil/0/2] Posting EAP_REQ for O0x0AO00000E
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2] OxOAOO0000E:exiting response state
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2] OxOAOO000E:entering request state



EAPoL: bJo EAP

[dotlx]: [16498]: UUID: 0, ra: 0 (info): [0000.0000.0000:Gi1/0/2] Sending EAPOL packet

[dotlx]: [16498]: UUID: 0, ra: 0 (info): [0000.0000.0000:Gi1l/0/2] Sending out EAPOL packet

[dotlx]: [16498]: UUID: 0, ra: 0 (info): [0040.E93E.0000:Gil/0/2] EAPOL packet sent to client 0x0A00000
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2] OxO0AO0000E:response request action
EAPoL: | woelos EAP

[dotlx]: [16498]: UUID: 0, ra: O (debug): [0000.0000.0000:unknown] Received EAPOL pkt (size=92) on 12 s
[dotlx]: [16498]: UUID: 0, ra: 0 (info): [0000.0000.0000:Gi1/0/2] Queuing an EAPOL pkt on Authenticator
[dotlx]: [16498]: UUID: 0, ra: 0 (info): [0000.0000.0000:Gi1/0/2] Dequeued pkt: CODE= 2,TYPE= 4,LEN= 31
[dotlx]: [16498]: UUID: 0, ra: 0 (info): [0000.0000.0000:Gi1/0/2] Received pkt saddr = 0040.E93E.0000 ,
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1l/0/2] Posting EAPOL_EAP for O0x0AO00000E
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2] OxOAOO0000E:entering response state
[dotlx]: [16498]: UUID: 0, ra: 0 (info): [0040.E93E.0000:Gi1/0/2] Response sent to the server from OxOA
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2] OxOAOO000E:request response action

[aaa-authen]: [16498]: UUID: 0, ra: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method 1ist 'default'
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS/ENCODE: Best Local IP-Address 172.28.99.147 for Radiu
[radius-failover]: [16498]: UUID: 0, ra: 0 (debug): RADIUS/ENCODE: Nas-Identifier "C9300"

[aaa-author]: [16498]: UUID: 0, ra: 0 (debug): VALID SG handle

RADIUS: bJo 1Js_o9J

radius]: [16498]: UUID: 0, ra: O (debug): RADIUS(00000000): Send Access-Request to 172.28.99.252:1645 i
[radius]: [16498]: UUID: 0, ra: (debug) : RADIUS: authenticator 41 4d 76 8e 03 93 9f 05 - 5e fa f1l d6
[radius]: [16498]: UUID: 0, ra: (debug): RADIUS: User-Name [1] 11 "ixia_data"

[radius]: [16498]: UUID: 0, ra: (debug) : RADIUS: Service-Type [6] 6 Framed [2]

[radius]: [16498]: UUID: 0, ra: (debug): RADIUS: Vendor, Cisco [26] 27

[radius]: [16498]: UUID: 0, ra: (debug): RADIUS: Cisco AVpair [1] 21 "service-type=Framed"

[radius]: [16498]: UUID: 0, ra: (debug): RADIUS: Framed-MTU [12] 6 1500

[radius]: [16498]: UUID: 0, ra: (debug): RADIUS: Calling-Station-Id [31] 19 "00-40-E9-3E-00-00"
RADIUS: 02 fa 00 1f 04 10 02 b6 bc aa f4 91 2b d6 cf 9e 3b d5 44 96 78 d5 69 78 69 61 5f 64 61 74 61 [
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: EAP-Message [79] 33

RADIUS: 3b 70 bl dd 97 ac 47 ae 81 ca f8 78 5b a3 7b fe [ ;pGx[{]

[eNeNeNoNeNoNol

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Message-Authenticator[80] 18

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: EAP-Key-Name [102] 2 *

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: Vendor, Cisco [26] 49

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: Cisco AVpair [1] 43 "audit-session-id=AC1C6393000000
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Vendor, Cisco [26] 20

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Cisco AVpair [1] 14 "method=dotlx"
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: NAS-IP-Address [4] 6 172.28.99.147
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: Nas-Identifier [32] 8 "C9300"

[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: NAS-Port-Id [87] 22 "GigabitEthernetl/0/2"
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: NAS-Port-Type [61] 6 Ethernet [15]
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: NAS-Port [5] 6 50014

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6T 6e 49 44 3d 41 [37CPMSessionID=A]

[radius]: [16498]: UUID: ra: 0 (debug): RADIUS: State [24] 81

[radius]: [16498]: UUID: ra: 0 (debug): RADIUS: 43 31 43 36 33 39 33 30 30 30 30 30 30 31 37 45 [C1C
[radius]: [16498]: UUID: ra: 0 (debug): RADIUS: 35 33 43 36 45 38 45 3b 33 36 53 65 73 73 69 6f [53C

O’
O’
O’
[radius]: [16498]: UUID: 0, ra: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 70 6f 6c 2d 65 73 63 2f [nID



[radius]: [16498]: UUID: 0, ra: 0 (debug):
[radius]: [16498]: UUID: 0, ra: 0 (debug):
[radius]: [16498]: UUID: 0, ra: 0 (debug):
RADIUS: ;o 1J9 09

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS:
[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS:

RADIUS: 04 fa 00 04

RADIUS: 32 34 30 31 39 38 34 32 39 2f 38 39 32 34 3b [ 24019
RADIUS(00000000): Sending a IPv4 Radius Packet
RADIUS (00000000) : Started 5 sec timeout

Received from id 1645/84 172.28.99.252:0, Access-Rej
authenticator dl a3 eb 43 11 45 6b 8f - 07 a7 34 dd

Message-Authenticator[80] 18

:rad_code 3, suppress reject flag 0

[0040.E93E.0000:Gi1/0/2] Received an EAP Fail

Posting EAP_FAIL for 0x0AQ0000E
0x0AO0000E:exiting response state
0x0A00000E:entering fail state
0x0A00000E: response fail action
0x0AO0000E:entering idle state
Posting AUTH_FAIL on Client 0x0A0000
0x0AO0000E:exiting authenticating st
0x0AO0000E:entering authc result sta

%DOT1X-5-FAIL: Authentication failed for client (0040.E93E.00
[0040.E93E.0000:Gi1/0/2] Added username 1in dotlx
[0040.E93E.0000:Gi1/0/2] Dotlx did not receive any key data
[0040.E93E.0000:Gi1/0/2] Received Authz fail (result: 2) for t
[0040.E93E.0000:Gi1/0/2] Posting_AUTHZ_FAIL on Client 0x0A000
[0040.E93E.0000:Gi1/0/2] OxO0AO0000E: held

[0000.0000.0000:Gi1/0/2] Sending EAPOL packet
[0000.0000.0000:Gi1/0/2] Sending out EAPOL packet
[0040.E93E.0000:Gi1/0/2] EAPOL packet sent to client 0x0A00000
[0040.E93E.0000:Gi1/0/2] Posting FAILOVER_RETRY on Client 0xO
[0040.E93E.0000:Gi1/0/2] O0xOAOO000E: exiting held state
[0040.E93E.0000:Gi1/0/2] OxO0AO0000E: entering restart
[0040.E93E.0000:Gi1/0/2] Sending create new context event to E

0x0AOO000E: restart action called
Posting RESTART on Client 0x0AQ00000E
Posting !'EAP_RESTART on Client O0x0AO
0x0A00000E:enter connecting state
O0x0AO0000E: restart connecting
Posting RX_REQ on Client Ox0A00000E
Ox0AO0000E: authenticating state ent
0x0AO00000E : connecting authenticating
Posting AUTH_START for 0x0AOOO00E

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS: EAP-Message [79] 6
RADIUS: 80 77 07 f7 4d f8 a5 60 a6 b0 30 e4 67 85 ae ba [ wM 0g]
[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS:

[radius]: [16498]: UUID: 0, ra: O (debug): RADIUS

[radius-authen]: [16498]: UUID: 0, ra: 0 (debug): RADIUS(00000000): Received from id 1645/84
[dotlx]: [16498]: UUID: 0, ra: 0 (info):

[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: O (debug): [0040.E93E.0000:Gi1/0/2]
[errmsg]: [16498]: UUID: 0, ra: O (note):

[dotlx]: [16498]: UUID: 0, ra: 0 (info):

[dotlx]: [16498]: UUID: 0, ra: 0 (info):

[dotlx]: [16498]: UUID: 0, ra: 0 (info):

[dotlx]: [16498]: UUID: 0, ra: 0 (debug):

[dotlx]: [16498]: UUID: 0, ra: 0 (debug):

EAPoL: ;8 o EAP

[dotlx]: [16498]: UUID: 0, ra: O (info):

[dotlx]: [16498]: UUID: 0, ra: O (info):

[dotlx]: [16498]: UUID: 0, ra: O (info):

[dotlx]: [16498]: UUID: 0, ra: 0 (debug):

[dotlx]: [16498]: UUID: 0, ra: 0 (debug):

[dotlx]: [16498]: UUID: 0, ra: 0 (debug):

[dotlx]: [16498]: UUID: 0, ra: O (info):

[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]
[dotlx]: [16498]: UUID: 0, ra: 0 (debug): [0040.E93E.0000:Gi1/0/2]

0x0A00000E:entering request state
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