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el 9,09 Hypervisor aol ;s j9.0 Jiji5
.cgr1000-universalk9-bundle.xxx.xxx.xxx.bin é ,g.0 @i > cisco e .1

a9l alo mid) 77 paciwl .2

T | A ChJsersiduyngsDownloadshcgrl000-universalk9-bundle . SPA.155-2.T biny, -
| Name Size Packed Size Modified  HostOS CRC F
carlood-universalkd-bundle SPA155-2.T 169 738 240 163484 665 2015-03-25.. Unix 02096476

Sgixall Jol,=iwY aloll 999 59550 |45 a5l .3

Ch\UserssduyngDownloadshegrl000-universalkd-bundle SPA. 155- 2T binkcgrl000-universalkd-bundle SPA. 155- 2., (o ]E =
File  Edit Wiew Favorites Tools Help

h =wm v w = X i

Add  Extract Test Copy Move Delete Info

i ChllsersyduynopDownloadsycgrl000-universalkS-bundle SPA155-2. T binycgrl000-universalk9-bundle SPA153-2TY ¥
| Name Size Packed Size Modified '
I cgrlid-hy.srp SPALLL 23922114 23922176 2015-03-251%05

B cgrlodd-ref-gosima l28.0z 53 837 945 53838 08B0 2015-03-251%:05

cgrlooo-universalk9-mz.5P4.155-2.T 79957 086 79967 232 2015-03-2519:05
WAMIFEST 383 1024 2015-03-251905

cgr1000-universalk9-) olUail 6,909 (hypervisor (cgr1000-hv.srp.spa.1.1 gol s 6,90 Jji5 .4
.(mz.SPA.155-2.T

TFTP ps5 JI @Vl wlalel 03 Jssl
(hypervisor a0l s 6,9:0) cgr1000-hv.srp.spa.1.1.1 .
(pladl 6,9:0) cgr1000-universalk9-mz.SPA.155-2.T .

(4o =]l 6,9.0) cgr1000-bundle-universalk9-bundle.SPA.155-2.T .bin -

I0S J CGR ayg05 Judluass
10 agoill Jaulusi i
10S 20l $ol2)l sl < pllaill 6300 < Hypervisor aob 6500 < BIOS < Ji

‘ol b pasianll s ud hypervisor aolid 6,00 3929 pac dl> 9

| OFPGA @ 0xd0000000 ver si on=0x23020900, datecode=0xd091el7 CPLD version 0x13
Reset reason (0.0): Unknown

BIOS Version: Build # 14 - Wed 04/30/ 2014

CCR Loader Stage 1 Version: 1.9.16

Aut oboot string bootstrap: cgr1000-hv.srp.SPA. 1.1.0



....Booting imge: bootstrap:cgrl000-hv.srp.SPA. 1.1.0

Aut oboot failed with error=1

<rommon-1

‘b b pasiwnll s ((IOS image) plas 6,90 3929 pac dl> 9

| OFPGA @ 0xd0000000 ver si on=0x23020900, dat ecode=0xd091el7 CPLD version 0x13
Reset reason (0.0): Unknown

CCR Loader Stage 2 Version: 1.9.16

; Aut oboot string flash:/cgr1000-universal k9-ne. SPA. 154-3. ML, 12

<rommon-2

3wl olglas
2ol plasiwl, oS3l 8259 U slacl .1

03® . CGR ETH 2/2 _JI _Jxall jiguaSIL dolsdl (NIC) aSuiall dgzly @dlay (o CATS U Juosi o8 .2
oYl ddac el Jass Ll 6a>g)l dgzlgll Lo

o a3l s e 8l aSuill 8 oSi) el jiguaSIl awll (NIC) aSuil dg>ly @dlia, slacl, @8 .3
.CGR

255.255.255.0 d,c,6 aSuis 192.0.2.1 D LiguaSIl, danolzl (NIC) dSaid| dg>ly @llay (Jbiall Jumw e
255.255.255.0 a5 aSuiv 192.0.2.2 98w COR J auuill,

Hypervisor a0l 6,90 _le jgieJl CGR _le ,i=i I3]l<rommon-1 _lc eMbV| eiSoy PUTTY dwl> 9 4

| OFPGA @ 0xd0000000 versi on=0x23020900, dat ecode=0xd091el7 CPLD version 0x13
Reset reason (0.0): Unknown

BIOS Version: Build # 14 - Wed 04/ 30/ 2014

CCR Loader Stage 1 Version: 1.9.16

Aut oboot string bootstrap: cgr1000-hv.srp.SPA. 1.1.0

....Booting imge: bootstrap:cgrl000-hv.srp.SPA. 1.1.0

Aut oboot failed with error=1

<ronmon-1

AP olgVl degazo plaziwl ETH2/2 o Loldl IP lsic slacl 08 .5

set ip 192.0.2.2 255.255.255.0

Correct - ip addr is 192.0.2.2, nmask is 255.255.255.0
Found Intel 1CH GBE [2:0.1] at 0xe020, ROM address 0x0000
[Probing...[Intel 10OH GBE

MAC address bc: 16: 65: 31: 58: b2

External PHY |ink UP @ 1000/ full

Address: 192.0.2.2

Net mask: 255.255.255.0



Server: 0.0.0.0
Gateway: 0.0.0.0

dcoano plitiwly lxall jisuaSIly doll (NIC) dSuill dg=ly @liay o8 (isSy dlodl wlsic slacl a8 6
GW ol9V|

set gw 192

Correct gateway addr 192
Address: 192

Net mask: 255.255. 255

Server: 0.0.0

Gateway: 192.0.2

J1:boot titp LoVl plasiwl, _Jxoll TFTP o315 (o dsiol Y1 63621 ds8lo a0l 6,00 rugois pd .

N

© oo
NP, OoOOoONPR PR

Boot tftp://192.0.2.1/cgr1000-hv.srp.SPA. 1.1.1

Booti ng: /cgr1000-hv.srp.SPA. 1.1.1 consol e=ttyS0, 9600n8nn qui et | oader_ver="1.9
Mul ti boot - kl udge, | oadaddr=0x1c100000, text-and-data=0x16d05c2] ...."16

[ Signature verification was successful, bss=0x0, entry=0x1c10005c

Rl F heap: 1519616 bytes, SKH heap: 2310144 bytes
Rl F: used 7691/ 16384 bytes of stack

6,90 ugas aiSay Y9 hypervisor ol 8,90 Jwxiy CGR pgiy ol 5,0y JSuidl ligr ailinl 9as ol wxy .8
plaill

(LynxSecure TRUNK (i 386; No Service Packs installed
Copyright 2005-2014 LynuxWrks, Inc
.Al'l rights reserved

LynxSecure (i386) build ENG NEERI NG created on 03/14/2014 13:21:02

URL: svn: //txx.lynx.com svn/lynxsecure-svn/engr/ psubramani am ci sco/ ohci /| ynxsk
Revi si on(s): 5194M
Built by: psubr amani am@ari cos62. | ocal domai n

...Initializing the Internal Tinekeeping
...Initializing the System State Manager
.Initializing LynxSecure gl obal data areas

Number of CPU(s) : 2

.Initializing the CPU Support Package
...Initializing LynxSecure page table

.Initializing the Board Support Package

...Starting up the other CPUs

CPUs online: #0 #1

...Initializing Schedul er

...Initializing the VCPU nodul e

...Initializing Device Configuration Virtualization
...Initializing Subject Resources

...Initializing Interrupt Routing

...Initializing Hypercalls

Heap menory used by LynxSecure: 2240444 (0x222fbc) bytes
Launchi ng Subj ects

| OFPGA @ 0xd0000000 versi on=0x23020900, dat ecode=0xd091el7 CPLD version 0x13
Reset reason (0.0): Unknown

CCR Loader Stage 2 Version: 1.9.16

<ronmon- 2



AP olgVl dcgazo plaziwl ETH2/2 o Loldl IP lsic slacl o8 .9

set ip 192.0.2.2 255.255.255.0

Correct - ip addr is 192.0.2.2, nmask is 255.255.255.0
Found Intel 1COH GBE [2:0.1] at 0xe020, ROM address 0x0000
[Probing...[Intel 10OH GBE

MAC address bc: 16: 65: 31: 58: b2

External PHY |ink UP @ 1000/ full

Address: 192.0.2.2

Net mask: 255.255.255.0

Server: 0.0.0.0

Gateway: 0.0.0.0

iCgnne plasiwl _lxall jiousSIly anll (NIC) aSuidl dg=ly @lla, o8 oSyl dlsdl wlsic slacl, b .10
GW ol9Vl

set gw 192.

Correct gateway addr 192.
Address: 192.

Net mask: 255.255. 255.

Server: 0.0.

Gat eway: 192.0. 2.

coo
NN

©
P OONRE

J/:boot tftp _).ow plaziwl TFTP o515 0 pllaill 6,90 Mgois 09 .11

Boot tftp://192.0.2.1/cgr1000-uni versal k9-nz. SPA. 155-2. T

Booting: /cgr1000-uni versal k9-nez. SPA. 155-2. T consol e=ttyS0, 9600n8nn qui et | oade
r_ver="1.9.16".... [ Mul tiboot-el f, <0x110000: 0xc599aec: 0x6667dc>, shtab=0xcdl
1500

[ Signature verification was successful, entry=0x110240

Smart Init is enabled
smart init is sizing i omem

TYPE MEMORY_REQ

& Onboard devices
buffer pools 0x02E44000
TOTAL: 0x02E44000

. Rounded 1 OVEM up to: 47MB
[Using 10 percent iomem [47MB/ 448MB

Restricted R ghts Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

c) of the Commercial Conputer Software - Restricted)

Ri ghts clause at FAR sec. 52.227-19 and subparagr aph

c) (1) (ii) of the Rights in Technical Data and Conputer)
. Sof tware clause at DFARS sec. 252.227-7013

.cisco Systenms, Inc
West Tasnman Drive 170
San Jose, California 95134-1706



Cisco 1 0S Software, cgrl1000 Software (cgr1000- UNI VERSALKO-M , Version 15.5(2)T, RELEASE SOFTWARE
((fcl

Techni cal Support: http://ww. ci sco. com t echsupport

. Copyright (c) 1986-2015 by G sco Systens, Inc

Conpi |l ed Wed 25-Mar-15 17:01 by prod_rel _team

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of G sco cryptographic products does not inply
.third-party authority to inmport, export, distribute or use encryption
I nporters, exporters, distributors and users are responsible for
conpliance with U S. and |local country |laws. By using this product you
agree to conply with applicable laws and regulations. |If you are unable
.to comply with U S. and local laws, return this product inmediately

A summary of U.S. |aws governing C sco cryptographic products may be found at
http://wwy. ci sco. com ww / export/crypto/tool/stqrg. htm

.1f you require further assistance please contact us by sending email to export@isco.com
Installed i mrage archive

...... Readi ng nmodul e 3 idprom please wait

.Cisco CGR1240/ K9 (revision 1.0) with 373760K/ 52224K bytes of nenory
Processor board | D JAF1720BBGS
Last reset from Power-on

FPGA version: 2.9.0

Seri al (sync/async) interfaces

Fast Et hernet interfaces

G gabit Ethernet interfaces

terminal |ines

Radi o 802. 11

Cellular interface

.DRAM configuration is 72 bits wide with parity disabl ed
. 256K bytes of non-volatile configuration nmenory
(524320K bytes of ATA System Fl ash (Read/ Wite

(262176K bytes of ATA Bootstrap Flash (Read/Wite

Unoixo a>gall Jln, ol w> .running-configuration Juwo>s piwwd cdoduw Jli ¥ NVRAM 6,515 colS 13] .12
Jbgax=all pyasll gL

P PO WMANDN

partition oVl plaiwl, 63,22l SD a8l puuiss cled (CGR 8 632> SD a8l g9 i 3] (s)l3]) .13
B> 4l SD @8l ol At o5 13] sglazll 0id Loz Soy Vg .:flash

:format flash

[ Format operation nmay take a while. Continue? [confirm

[ Format operation will destroy all data in "flash:". Continue? [confirm
...Format: Al systemsectors witten. K

Format: Total sectors in formatted partition: 1048257
Format: Total bytes in formatted partition: 536707584
.Format: Operation conpleted successfully


http://www.cisco.com/techsupport
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

Format of flash: conplete
&0 GigabitEthernet2/2 wlsis . sslall gos0ll e ETH2/2 J Jaioll 9@ I0S. GigabitEthernet2/2 w9 .14
DL TFTP Ul 40 6,00 dojal et galaiuy col Li> 192.0.2.2 olgic

Configure term na

Interface gigaethernet2/2

I p address 192.0.2.2 255.255.255.0
No shut

:copy tftp: flash LYl plaziwl, CGR flash 6,515 JI TFTP (o do;xl 6400 gl .14

ccopy tftp: flash

Source filenane [cgr1000-universal k9-bundl e. SPA. 155-2. T. bi n] ? cgr 1000- uni ver sal k9-
bundl e. SPA. 155-2. T. bin

Destination filenane [cgr1000-universal k9-bundl e. SPA. 155-2. T. bi n] ? cgr 1000- uni ver sal k9-
bundl e. SPA. 155-2. T. bin

...Accessing tftp://192.0. 2.1/ cgr1000- uni ver sal k9- bundl e. SPA. 155-2. T. bi n

: (Loadi ng cgr 1000- uni ver sal k9- bundl e. SPA. 155-2. T. bin from 192.0.2.1 (via G gabitEthernet2/2
I ! ! NEEEERER RN R RN R RN R R R R RN R RN R RN R RN

[OK - 163484669 byt es]

(bytes copied in 570. 760 secs (286433 bytes/sec 163484669
doj>> flash cudi doj> LoVl Cawall Sl plag pladl 6,00 pasius hypervisor ol 6,50 e .15
.<0,9:0

CCR1240- ASTO4#bundl e install flash:/cgr1000-uni versal k9-bundl e. SPA. 155-2. T. bin
Installing bundle inmage: /cgr1000-universal k9- bundl e. SPA. 155-
......................................................................................... 2.T.bin

...updating Hypervisor inage
Sending file nodes: C0444 23922114 cgr1000-hv.srp.SPA. 1.1.1

I'SRP md5 verification passed

...updating I CS i mage
Sending file nobdes: C0664 79967086 cgr 1000- uni ver sal k9-nz. SPA. 155-2. T

I'1CS md5 verification passed
! Done

CGR1240- AST04#

Mar 27 18:35:09.805: %BYS-5-CONFIG I: Configured fromconsole by bundle install command*

Mar 27 18:35:09.805: %CGR1IK_| NSTALL- 6- SUCCESS_BUNDLE_I NSTALL: Successfully installed bundl e*
. i mge
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