
-SD يف هتيبثت ءاغلإو UTD كرحم تيبثت
WAN عم CLI 
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ةمدقملا

ربع هتيبثت ءاغلإو (UTD) "تاديدهتلا نع دحوملا عافدلا" تيبثت ءارجإ دنتسملا اذه فصي
CLI تاهجوم يف SDWAN.

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

●Cisco (SD-WAN) جمانرب نم ةفرعملا ةعساولا ةقطنملا ةكبش

●Cisco IOS® XE ل (CLI) رماوألا رطس ةهجاو

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه دنتسي

●ISR461/K9 هجوملا

●17.3.4 ةغيص جمانرب



●مكحتلا ةدحو عضو يف هجوم

.ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ةيساسأ تامولعم

ال امدنع وأ (CLI) رماوألا رطس ةهجاو عضو يف مداخلا نوكي امدنع تاوطخلا هذه قيبطت مزلي
.cedge و vManage نيب مكحت لاصتا دجوي

لصاوف ،ةيضارتفالا ةرادإلا عضو يف cedge زارطلا ناكو مكحت ىوتسم كيدل ناك اذإ نكلو
. ىرخألا ةلاقملا هذه ةعجارم

ميهافملا

:دنتسملا اذهل ةصاخلا تابلطتملا نمضتت

●.ثدحأ رادصإ وأ Cisco vManage نم 20.3 رادصإلا

Cisco Integrated Services Routers 4431، 17.3.4 رادصإلا●

ةمظنألا SDWAN ل UTD ىلإ لقتنا ،ةموعدملا ةيساسألا ةمظنألا لوح تامولعملا نم ديزمل
.ةموعدملا دويقلاو ةيساسألا

نيوكتلا

UTD تيبثت ةلازإ

ةنياعم

.ةقباسلا UTD تيبثت ةلازإ لثم Cedge هجوم ودبي فيك ىلع لاثم اذه

نيوكت قيبطت متي نكلو بلاق يأ قافرإ متي الو مكحتلا ةدحو عضو يف زاهجلا *
UTD.

cedge#show sdwan system Viptela (tm) vEdge Operating System Software Copyright (c) 2013-2022 by

Viptela, Inc. Controller Compatibility: 20.3 Version: 17.03.04a.0.5574 Build: Not applicable

.هتيبثت ةلازإ لبق الوأ UTD نيوكت ةلازإ مزلي :ةظحالم

تانيوكتلا

.UTD.1 ةمدخ فاقيإ

cedge#config-transaction

cedge(config)# app-hosting appid utd

cedge(config-app-hosting)# no start

cedge(config-app-hosting)# commit

Commit complete.

/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808
/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79


.ةيادب يأ قيبطت مدع درجمب رشنلا ىلإ ليغشتلا نم UTD ةلاح ريغتت :ةظحالم

cedge#show app-hosting list App id State -------------------------------------------------------

-- utd DEPLOYED cedge#

.UTD نيوكت ةلازإ .2

cedge#config-transaction

cedge(config)# utd engine standard multi-tenancy

cedge(config-utd-multi-tenancy)# no policy utd-policy-vrf-1

cedge(config-utd-multi-tenancy)# commit

Commit complete.

cedge(config-utd-multi-tenancy)#

cedge#config-transaction

cedge(config)# utd multi-tenancy

cedge(config)# utd engine standard multi-tenancy

cedge(config-utd-multi-tenancy)# no threat-inspection whitelist profile Sig-white-list

cedge(config-utd-multi-tenancy)# no threat-inspection profile IPS-POLICY

cedge(config-utd-multi-tenancy)# exit

cedge(config)# commit

Commit complete.

cedge(config)# no utd engine standard multi-tenancy

cedge(config)# commit

Commit complete.

cedge(config)#

cedge#config-transaction

cedge(config)# no utd multi-tenancy

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)# app-hosting appid utd

cedge(config-app-hosting)# no app-vnic gateway0 virtualportgroup 0 guest-interface 0

cedge(config-app-hosting)# no app-vnic gateway1 virtualportgroup 1 guest-interface 1

cedge(config-app-hosting)# no app-resource package-profile urlf-low

cedge(config-app-hosting)# commit

Commit complete.

cedge(config-app-hosting)#exit

cedge(config)# no app-hosting appid utd

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)# no interface VirtualPortGroup0

cedge(config)# no interface VirtualPortGroup1

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)# no iox

cedge(config)# commit

Commit complete.

cedge(config)#

.ةحصلا نم ققحتلا .3

.UTD نيوكت ةلازإ دعب Cedge هجوم ةباجتسإ ةيفيك ىلع لاثم اذه

cedge#show running-config | section iox

cedge#show running-config | section VirtualPortGroup0

cedge#show running-config | section VirtualPortGroup1

cedge#show running-config | section utd

cedge#



cedge#show platform software utd global

UTD Global state

=========================

Engine : Standard

Global Inspection : Disabled

Operational Mode : Intrusion Detection

Fail Policy : Fail-open

Container technology : LXC

Redirect interface : Not specified

UTD interfaces

No interfaces are protected by UTD

<snipped>

.عقوتم اذه .اتبثم رهظي UTD نأ الإ ،نيوكتلا ةلازإ نم مغرلا ىلع :ةظحالم

cedge#show utd engine standard version

UTD Virtual-service Name: utd

IOS-XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3

IOS-XE Supported UTD Regex: ^1\.0\.([0-9]+)_SV(.*)_XE17.3$

UTD Installed Version: 1.0.16_SV2.9.16.1_XE17.3

cedge#show virtual-service

Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.7

Total virtual services installed : 1

Total virtual services activated : 0

<snipped>

cedge#show app-hosting list

The process for the command is not responding or is otherwise unavailable >>>> Expected because

UTD config was removed but UTD engine remains installed

** Before to remove Configuration **

cedge#show virtual-service version name utd running

Virtual service utd running version:

Name : UTD-Snort-Feature

Version : 1.0.16_SV2.9.16.1_XE17.3

** After configuration is removed **

cedge#

cedge#show virtual-service version name utd running

Virtual service utd running version:

Name : UTD-Snort-Feature

Version : None

.UTD كرحم ةلازإ .4

ةلازإل تاقيبطتلا ةفاضتساب صاخلا APPIDو IOx طيشنت ىلإ جاتحت :حيملت
.UTD كرحم تيبثت

.تاقيبطتلا ةفاضتساو IOx طيشنت نود UTD فذح مت اذإ ثدحي ام ىلع لاثم يلي اميفو

cedge#app-hosting uninstall appid utd    >>>> No action is taken.

cedge#

.حاجنب UTD تيبثت ةلازإ ىلع لاثم اذه

cedge#config-transaction



cedge(config)# iox

cedge(config)# app-hosting appid utd

cedge(config-app-hosting)# commit

Commit complete.

cedge(config-app-hosting)#

*Mar 3 20:25:24.889: %UICFGEXP-6-SERVER_NOTIFIED_START: R0/0: psd: Server iox has been notified

to start

*Mar 3 20:25:50.268: %IM-6-IOX_RECONCILE_INFO: R0/0: ioxman: App-hosting application reconcile

process start

*Mar 3 20:25:51.956: %IM-6-IOX_ENABLEMENT: R0/0: ioxman: IOX is ready.

cedge#

cedge#app-hosting uninstall appid utd

Uninstalling 'utd'. Use 'show app-hosting list' for progress.

cedge#

*Mar 3 20:26:31.653: %VIRT_SERVICE-5-INSTALL_STATE: Successfully uninstalled virtual service utd

*Mar 3 20:26:32.706: %IM-6-INSTALL_MSG: R0/0: ioxman: app-hosting: Uninstall succeeded: utd

uninstalled successfully

cedge#

ةحصلا نم ققحتلا

.UTD ةلازإ نم ققحتلل ةيلاتلا رماوألا ليغشتب مق

cedge#show app-hosting list

No App found

cedge#show virtual-service version name utd running

% Error: Virtual-service utd is not found

cedge#show utd engine standard version

IOS-XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3

IOS-XE Supported UTD Regex: ^1\.0\.([0-9]+)_SV(.*)_XE17.3$

cedge#show virtual-service

Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.7

Total virtual services installed : 0

Total virtual services activated : 0

<snipped>

نيوكتلا

UTD تيبثت

ةنياعم

.bootflash يف هليزنتو UTD نم دمتعملا رادصإلا ةعجارم

cedge#

cedge#show utd engine standard version

IOS-XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3

IOS-XE Supported UTD Regex: ^1\.0\.([0-9]+)_SV(.*)_XE17.3$

cedge#

cedge#dir bootflash: | i utd 

36 -rw- 55050240 Mar 1 2022 01:08:29 +00:00 secapp-



utd.17.03.04a.1.0.16_SV2.9.16.1_XE17.3.x86_64.tar

cedge#

تانيوكتلا

.تاقيبطتلا ةفاضتساو ioX زارطلا طيشنت .1

cedge#config-transaction

cedge(config)# iox

cedge(config)# app-hosting appid utd

cedge(config-app-hosting)# commit

Commit complete.

cedge(config-app-hosting)#

*Mar 3 20:25:24.889: %UICFGEXP-6-SERVER_NOTIFIED_START: R0/0: psd: Server iox has been notified

to start

*Mar 3 20:25:50.268: %IM-6-IOX_RECONCILE_INFO: R0/0: ioxman: App-hosting application reconcile

process start

*Mar 3 20:25:51.956: %IM-6-IOX_ENABLEMENT: R0/0: ioxman: IOX is ready.

cedge#

.UTD كرحم تيبثت .2

cedge#app-hosting install appid utd package bootflash:secapp-

utd.17.03.04a.1.0.16_SV2.9.16.1_XE17.3.x86_64.tar

Installing package 'bootflash:secapp-utd.17.03.04a.1.0.16_SV2.9.16.1_XE17.3.x86_64.tar' for

'utd'. Use 'show app-hosting list' for progress.

cedge#

*Mar 3 21:07:43.529: %VMAN-5-PACKAGE_SIGNING_LEVEL_ON_INSTALL: R0/0: vman: Package 'secapp-

utd.17.03.04a.1.0.16_SV2.9.16.1_XE17.3.x86_64.tar' for service container 'utd' is 'Cisco

signed', signing level cached on original install is 'Cisco signed'

*Mar 3 21:07:56.332: %VIRT_SERVICE-5-INSTALL_STATE: Successfully installed virtual service utd

*Mar 3 21:07:56.922: %IM-6-INSTALL_MSG: R0/0: ioxman: app-hosting: Install succeeded: utd

installed successfully Current state is deployed

cedge#

.ةيلاتلا رماوألا ليغشتب مق .UTD كرحم تيبثت نم دكأت .3

ةلاح ينعت .هنيوكت متي مل نكلو هتيبثت مت يذلا UTD ينعت رشنلا ةلاح :ةظحالم
.اهنيوكتو اهتيبثت مت يتلا UTD ليغشتلا

cedge#show app-hosting list App id State -------------------------------------------------------

-- utd DEPLOYED cedge#show virtual-service version name utd running Virtual service utd running

version: Name : UTD-Snort-Feature Version : None >>>> "None", it is expected due to the fact

that no config yet cedge#show utd engine standard version UTD Virtual-service Name: utd IOS-XE

Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3 IOS-XE Supported UTD Regex: ^1\.0\.([0-

9]+)_SV(.*)_XE17.3$ UTD Installed Version: 1.0.16_SV2.9.16.1_XE17.3 >>>> UTD Package installed

cedge# cedge#show virtual-service Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.7 Total virtual services installed : 1 >>>> Installed 1 but Activated

0 as expected Total virtual services activated : 0

نم لاثم اذه .IPS/URL نيوكتل ةعباتملاب مق ،ليغشتلا ةلاح يف UTD ىلع لوصحلل .4
.ربتخملا

cedge#config-transaction

cedge(config)# interface VirtualPortGroup0

cedge(config-if)# description Management interface

cedge(config-if)# vrf forwarding 65529

cedge(config-if)# ip address 192.168.1.1 255.255.255.252



cedge(config-if)# exit

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)# interface VirtualPortGroup1

cedge(config-if)# description Data interface

cedge(config-if)# ip address 192.168.2.1 255.255.255.252

cedge(config-if)# exit

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)# app-hosting appid utd

cedge(config-app-hosting)# app-vnic gateway0 virtualportgroup 0 guest-interface 0

cedge(config-app-hosting-gateway)# guest-ipaddress 192.168.1.2 netmask 255.255.255.252

cedge(config-app-hosting-gateway)# exit

cedge(config-app-hosting)# app-vnic gateway1 virtualportgroup 1 guest-interface 1

cedge(config-app-hosting-gateway)# guest-ipaddress 192.168.2.2 netmask 255.255.255.252

cedge(config-app-hosting-gateway)# exit

cedge(config-app-hosting)# app-resource package-profile urlf-low

cedge(config-app-hosting)# start

cedge(config-app-hosting)# commit

Commit complete.

cedge(config-app-hosting)#

cedge(config-app-hosting)# exit

cedge(config)# utd multi-tenancy

cedge(config)# utd engine standard multi-tenancy

cedge(config-utd-multi-tenancy)# threat-inspection whitelist profile Sig-white-list

cedge(config-utd-mt-whitelist)# generator id 3 signature id 22089

cedge(config-utd-mt-whitelist)# generator id 3 signature id 36208

cedge(config-utd-mt-whitelist)# exit

cedge(config-utd-multi-tenancy)# threat-inspection profile IPS-POLICY

cedge(config-utd-mt-threat)# threat detection

cedge(config-utd-mt-threat)# policy balanced

cedge(config-utd-mt-threat)# whitelist profile Sig-white-list

cedge(config-utd-mt-threat)# logging level alert

cedge(config-utd-mt-threat)# exit

cedge(config-utd-multi-tenancy)# commit

Commit complete.

cedge(config-utd-multi-tenancy)#

cedge(config-utd-multi-tenancy)# policy utd-policy-vrf-1

cedge(config-utd-mt-policy)# vrf 511

cedge(config-utd-mt-policy)# all-interfaces

cedge(config-utd-mt-policy)# fail close

cedge(config-utd-mt-policy)# threat-inspection profile IPS-POLICY

cedge(config-utd-mt-policy)# exit

cedge(config-utd-multi-tenancy)# commit

Commit complete.

cedge(config-utd-multi-tenancy)#

cedge(config-utd-multi-tenancy)# end

cedge#

.نيوكتلا ءارجإ نم دكأت .5

cedge#show run | section utd

utd multi-tenancy

utd engine standard multi-tenancy

threat-inspection whitelist profile Sig-white-list

generator id 3 signature id 22089

generator id 3 signature id 36208

threat-inspection profile IPS-POLICY

threat detection

policy balanced

logging level alert



whitelist profile Sig-white-list

policy utd-policy-vrf-1

vrf 511

all-interfaces

threat-inspection profile IPS-POLICY

fail close

app-hosting appid utd

app-vnic gateway0 virtualportgroup 0 guest-interface 0

guest-ipaddress 192.168.1.2 netmask 255.255.255.252

app-vnic gateway1 virtualportgroup 1 guest-interface 1

guest-ipaddress 192.168.2.2 netmask 255.255.255.252

app-resource package-profile urlf-low

start

cedge#

ةحصلا نم ققحتلا

.كلذ دعب حضوم وه امك ةلثامم تالجس ىلع كلوصح نم دكأتو show logging ليغشتب مق .1

*Mar 3 23:17:17.573: %LINK-3-UPDOWN: Interface VirtualPortGroup0, changed state to up *Mar 3

23:17:18.094: %LINK-3-UPDOWN: Interface VirtualPortGroup1, changed state to up *Mar 3

23:17:18.572: %LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGroup0, changed state

to up *Mar 3 23:17:19.095: %LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGroup1,

changed state to up *Mar 3 23:17:25.630: %LINEPROTO-5-UPDOWN: Line protocol on Interface

Tunnel2000000001, changed state to up *Mar 3 23:19:36.863: %VIRT_SERVICE-5-ACTIVATION_STATE:

Successfully activated virtual service utd *Mar 3 23:19:37.577: %IM-6-START_MSG: R0/0: ioxman:

app-hosting: Start succeeded: utd started successfully Current state is running *Mar 3

23:19:38.318: %ONEP_BASE-6-CONNECT: [Element]: ONEP session Application:utd_snort Host:cedge

ID:6633 User: has connected. *Mar 3 23:19:50.428: %IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT

configuration download has started *Mar 3 23:20:06.460: %IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT

configuration download has completed *Mar 3 23:20:08.389: %IOSXE-5-PLATFORM: R0/0: cpp_cp:

QFP:0.0 Thread:011 TS:00000780131568867961 %SDVT-5-SDVT_HEALTH_UP: Service node is up for

channel Threat Defense. Current Health: Green, Previous Health: Down

.حاجنب نيوكتلا ءارجإ مت اذإ رضخأ ىلإ لفسأ نم ةحصلا يف ةيلاحلا تارييغتلا :ةظحالم

.UTD تيبثت نم ققحتلل رماوألا هذه ليغشتب مق .2

cedge#show app-hosting list App id State -------------------------------------------------------

-- utd RUNNING >>> State change from Deployed to Running cedge#show utd engine standard version

UTD Virtual-service Name: utd IOS-XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3 IOS-XE

Supported UTD Regex: ^1\.0\.([0-9]+)_SV(.*)_XE17.3$ UTD Installed Version:

1.0.16_SV2.9.16.1_XE17.3 cedge#show virtual-service version name utd running Virtual service utd

running version: Name : UTD-Snort-Feature Version : 1.0.16_SV2.9.16.1_XE17.3 >>>> Changed from

NONE to "1.0.16_SV2.9.16.1_XE17.3" after config. cedge# cedge#show virtual-service Virtual

Service Global State and Virtualization Limits: Infrastructure version : 1.7 Total virtual

services installed : 1 Total virtual services activated : 1 >>>>>>>>> Now it is activated

اهحالصإو ءاطخألا فاشكتسا

.اهحالصإو نيوكتلا ءاطخأ فاشكتسال اهمادختسا كنكمي تامولعم مسقلا اذه رفوي

ةديفم رماوأ

show platform software device-mode

show app-hosting list



show virtual-service version name utd running

show utd engine standard version

show utd engine standard status

show virtual-service

ةلص تاذ تامولعم

●Unified Threat Defense، Cisco IOS XE 17 :نامألا نيوكت ليلد

●Unified Threat Defense، Cisco IOS XE 16 :نامألا نيوكت ليلد

●.SDWAN ل UTD ةموعدملا ةيساسألا ةمظنألاو دويقلا

●.vManage مادختساب UTD تيبثت

/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-17/sec-data-utd-xe-17-book.pdf
/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-book.pdf
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808
/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/218063-install-utd-security-virtual-image-on-ce.html


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


