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I0S-CA# show run | section crypto pki
<crypto pki server <CA_Server
<issuer-name <cn=calo_root,ou=TAC,o=cisco
grant auto
eku server-auth client-auth

a>gall _le HTTP o315 Sai; o .2 bolazll

IOS-CA(config) #ip http server

exail) i1 RSA aulés 295 clisl, ad .3 sglaxll

IO0S-CA(config)# crypto key generate rsa modulus 2048 label <HeadEnd> exportable
The name for the keys will be: HeadEnd

The key modulus size is 2048 bits %

. .Generating 2048 bit RSA keys, keys will be exportable %

(OK] (elapsed time was 5 seconds]

.TrustPoint 1655 .4 6gla=ll



<IOS-CA(config)# crypto pki trustpoint <HeadEnd
IOS-CA(ca-trustpoint) #enrollment url http://10.201.180.230:80
<IOS-CA(ca-trustpoint) #subject-name <cn=HeadEnd.david.com
IOS-CA (ca-trustpoint) #revocation-check none

<IOS-CA (ca-trustpoint) #rsakeypair <HeadEnd

a>g0lly doll Jouosll dllall dg>loll lgingSs pi Ll IP (ol 3> 68 Jummidl oY IP olgic ralasMo

(CA 63lgiv e Jg.axll) TrustPoint adsbas .5 sglazl

<IOS-CA(config) #crypto pki authenticate <HeadEnd
:Certificate has the following attributes
Fingerprint MD5: DA4502F4 CEFB4F08 AAA3179B 70019185
Fingerprint SHAl: A887F6DB 0656C7E2 857749F3 EA3D7176 8920F52F
Do you accept this certificate? [yes/nol: yes %
.Trustpoint CA certificate accepted

(sl 63lgin e Jaaxll) TrustPoint Jsuui; 8 .6 sglaxll

<I0OS-CA (config) #crypto pki enroll <HeadEnd

o

Start certificate enrollment %

Create a challenge password. You will need to verbally provide this %
.password to the CA Administrator in order to revoke your certificate
.For security reasons your password will not be saved in the configuration
.Please make a note of it

Password: ciscol23

Re-enter password: ciscol23

The subject name in the certificate will include: cn=HeadEnd.david.com

o0 o°

The subject name in the certificate will include: Connected_2_INET-B

o

Include the router serial number in the subject name? [yes/no]: no

o

Include an IP address in the subject name? [no]: no

Request certificate from CA? [yes/no]: yes

Certificate request sent to Certificate Authority %

.The 'show crypto pki certificate verbose HeadEnd' command will show the fingerprint %

Jul 17 15:21:11.343: CRYPTO_PKI: Certificate Request Fingerprint MD5: 0017C310 9F6084E8*
63053228 B449794F

Jul 17 15:21:11.343: CRYPTO_PKI: Certificate Request Fingerprint SHAl: CFE22C7A B2855C4D*
B4B2412B 57FC7106 1C5E7791

Jul 17 15:21:15.675: %PKI-6-CERTRET: Certificate received from Certificate Authority*

oblgidl (o Baxs 7 belazll

<IOS-CA#show crypto pki certificates verbose <HeadEnd
Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 05
Certificate Usage: General Purpose
:Issuer
cn=calo_root
:Subject
Name: Connected_2_ INET-B
hostname=Connected_2_INET-B
cn=HeadEnd.david.com
:Validity Date
start date: 16:56:14 UTC Jul 16 2017
end date: 16:56:14 UTC Jul 16 2018
:Subject Key Info



Public Key Algorithm: rsaEncryption
(RSA Public Key: (2048 bit
Signature Algorithm: SHA1l with RSA Encryption
Fingerprint MD5: 0017C310 9F6084E8 63053228 B449794F
Fingerprint SHAl: CFE22C7A B2855C4D B4B2412B 57FC7106 1C5E7791
:X509v3 extensions
X509v3 Key Usage: A0000000
Digital Signature
Key Encipherment
X509v3 Subject Key ID: E9B3A080 779A76E7 8BE44F38 C3E4DEDF 18E75009
X509v3 Authority Key ID: B5EEEEB9 31B9A06C CBD9893C 0E318810 5CA657E6
:Authority Info Access
:Extended Key Usage
Client Auth
Server Auth
Associated Trustpoints: HeadEnd
Key Label: HeadEnd

CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 01
Certificate Usage: Signature
:Issuer
cn=calo_root
:Subject
cn=calo_root
:Validity Date
start date: 13:24:35 UTC Jul 13 2017
end date: 13:24:35 UTC Jul 12 2020
:Subject Key Info
Public Key Algorithm: rsaEncryption
(RSA Public Key: (1024 bit
Signature Algorithm: MD5 with RSA Encryption
Fingerprint MD5: DA4502F4 CEFB4F08 AAA3179B 70019185
Fingerprint SHAl: A887F6DB 0656C7E2 857749F3 EA3D7176 8920F52F
:X509v3 extensions
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: B5EEEEB9 31B9A06C CBD9893C 0E318810 5CA657E6
:X509v3 Basic Constraints
CA: TRUE
X509v3 Authority Key ID: BSEEEEB9 31B9A06C CBD9893C 0E318810 5CA657E6
:Authority Info Access
Associated Trustpoints: test HeadEnd CA_Server

gl 63lgis Ll Joaxl) PKCS12 it ad o)l 61>)l _JI HeadEnd TrustPoint ,xai 8 .8 sglal
h0 1309 alo LS Lolxl pliaally CA 63leis @lo] a

I0S-CA (config) #crypto pki export

<ciscol23>
:Exported pkcsl2 follows
MIIL3wIBAzZCCC5kGCSgGSIb3DQEHAACCC40EgguGMIILgjCCC34GCSgGSIb3DQEH
BgCCC28wggtrAgEAMIILZAYJK0ZIhveNAQcBMBsGCigGSIb3DQEMAQMWDQOQTIocGz
Fa6btZyACAQGAggs4gNTJIi71/£0IvQr8nlc/SCeaSYRLBvCY9yPgJd2K2 /Nmu9+KNB
3dAoYkCrGwDdfpobJEOXgBpIE1uBOtAeF7zdFJt /Pgpied fcgpCVIbDXG8ANnsmh]j
v0j6W9Z/IJHe7JrENatbi4dnhTnCDP797265Q0Skzrb9DenkCGjoQsWPIZLHTiCDNzV



ajM1WFuCFbOwSW/6L73BLTjS7rwtE74gYMUSNIwtOVsIM2 LdwuQ+i0Onpsnp6g9fu
niUFEutPe8imOCRApe0tpPghDp74hKziKT8JESQ8HMO/1X1ly/LIXdLISnz1nkoN3
vxD4AMGRFYACPH8P1GcVSx+vD+wmNaHplvAOrgdpS7ZQ37kodmFudnftdOUzaPIz
+EzTrOwlRE6i1/gF8vbl4EfeR09vumIBsajF12hrFGugIJTZnElpS5go+oHEEA04AY
Yhoj/MIOyhZzo3/ujhjKgtsAJXybYFI9YgVkTee9udXjkcsg5AmbageUULd7Q8CC2
bi39S1maoWbTYiNcHFs/bWKWIsgZwPzfWtmPch/8MNvXn4 6AJAWIWRQjHruuFE9F
bhv7SRhYSRQZPf73j1PTmJuMkKA3AzjdbmmJuLidbX3yKbTt4PxPMusbv+ojc6Nam
RCsRE7+gnNzZLWs3eUln84rryZg5Pjw3MRTU2yXDvr799gvx7NIZH5yUZyV11T70b
eC4KbflcmpM6mJ2UVnaoP2N5u892md 1BWuk9rt5isl12f/z/ZuSbkFaxzU0456zSg
VbYsR+51XfQEH5xU88ES5EUPWZ86YdUS1bD8ky6WONOM104K6rNDLkgwXcxw3Caz8
zhao+dE3goEYWaKPgCQzPgWOBW3y7WSIELUg2uSESXQjIQcF+42CX6RA3yCmy2T8
C+osKlSSaol0nzjrlpTWnPiFss9KRFgJIJDZhV2ItisiALNwIPgruddemYtwddLXvdc
OfnyRvuLS6LE/AMMGk0GaVetAXPezD+5pVZW13UMT /ZdzUjLiXjVIGzF6V81i8gN+
UaOMbDEa8T5Le4dCigaA+t1QxQOPCb+w0ZAQzWN4gZpSEk3ejRix0t14SU5iv] /0
1GXNn8Fvebk42CHohjXG9fqg/IfbsViWSkxn207Z/fhXkZztv4iclVgprgJURjCtcBw
9Qp/ONda+9aDHiSBrKeHC/urgX6rgWXv9+hpRKIRfj3b8WE+N1sivuQEjlWxbD7h
9 fpwxXb+/17His]jzSkOWUNw4 1lyul fYSi0Ov86FPWKOHIVjbg0G0dilrvGZ8udJHQCC
7TTRLFXp4jrvCgeodoWKQbphgPAng7rT794vMwg0rYOb4AD3H1HCUvU3JImScDIQy?2
zQxbG2g8Htm44COOUJEUBzx1 ImayH2XvDck6VmLTGn8XH5VQ7L0O1CeUcVDM8aQfy
HJISPk/VmfQO01lXwPIaxxY1lr+jOpcorFkH+OH04hz07grAsGyLROFICTEVHAZVNFOX
2A1j/z/BFAPG86ssAtInRZVeYUS72NwPEtpKmI1HZNn1+2iWno5iwTZgtjv7o0REZKE
RE6m708RiPSD2RjjamCmmmnH5dK5wxF7Y1IeK/+ZVrfwLecEPR1+eVw0isM/JN/a
WmkZkCcVMx/eclP8jp8LzCx17HgVNYbg91lsiffDAxo0G/k0QLUlpliAt7LA2BeGs
v155wtYUcCOBHO/Es39yWnm2Ea//IK6BLw98PvU90vkXiWwiD3ajFmcHmssDeU/ tZR
4AKKNuNor7Le9ycXZFMIofKZ6AITIALIAYvOyhGO88vog8MMGXEe /gq+DIjaVELhtYu
kOELmMYAD/XOkEvP3SgOKLQZiCzZ20iMWUTWX1XfgrfLEHOutwHTyr3J2vQk5CD37
ZAfsF6zxEvtU2t41J0e90jWIwIWtWnnS0gzLeXWtW3HOYAIw3QodKNzbaY4delLP4dy
BEdsLmWbM4eza0m9BoZOmMUSkhvFrEz5Q5X5r9vCulAilrYDgyIjhgdme56tVvV0OVyg
ZauhbNX59PQQzwOdIZJIVVL5tgj f0h7XCm90Bsgdl21HurCCmHy 7kM5pgf OMM1 hH7
oM/DhXdTU+1sEabt/9c2gslihJLS1Zaw2glAaS5h00+xL8Lxwh2/1/R7Q8FferhR
QZDpix+CmtakRu7uPOMalzsyOko3PI9mf74AWDrThAWMA6G238TC6XI1vrXhvEX11
BVplQgOWh/p7ZorSjD51+z7TkXmINp7iIxAqp0yobC6vOBWQP7/QAs88g9JNSAte
ErdCXoizvs8YmZMoEap948oplYFaIP+xCnCr813v7znwiZwTMQPOoPVQEFqUMWYgt
xkJ0gaE6451ihTnLgk4eglsBLs1wPR1RJU+t6kGGAUMXxghPFxb3 /1xNRPVzOGn12w
+S9yw+XLC6kS4PmKoxkxax4dnnCx7s3e7B5e0gqmYtgRTI0GUW7UL+T3royTOuYm0Od
1k6bmxcnO0gdcHt t2HTbI+kYpken3YrFOh9Jnm9ZKT63gQSgOWL800ZVd4dAZceg
FCciNKs9r26fyy+L3rGCh+U9TLf6mNuWu8RstjjIGPHEPKZ9gnMgMJImikP2ghgOAd
XVhs6ashXx33bZ9dIuhRx6uTNMrppsXyg6SxUyeGDYhpxsPt7uRwBswOpi 61DMZn
ISSzQjrkxoNwwOfn8705fTCLhH1TZa8HS5HMK3KE7Li1Zv9palz6KTo4z+LCQSLDy
/FoRThSaEsCYJsLDS5nYBoR8hE/eMvQDX1 f+RZBrJDcftxx7FQ+8RtvHSIRCIKIN
Ph/pL62NB1SbvCfnlAbisKrbbgCVLOS]/douf PvpMT2UDLOTY8UNnQiyWMHIMF3tZ
jJy65i12glLwA9hu/c1NsREbAOGXMTjARELS5BjAUM] c3 fuv2DWpwnkwyZNyHdAm9B9
TPRoOByGPvSZXa8MwY/8DUEWUQEsfDJi5j1AD4I6VFFUB72ZS7wn/mVRO02 £ PkfOMp
3yhnGgX290aDDiD1KwlXwj 1NybOhpZ6unDo5J3stMx1bv5TYL2T16egZS0S]jsLmn
cjb5zkyUU22/93E5vEKDICMiX%x9/e4j2rRh3QCIXgaCjC9acTI8a/k9/bp8Nz5Cir£f4YSF1M89Sn4
GD/yEsGVIzwGrxgCNnOZkLIKSFbIOjp21lMps5jVKoFfpPJCie3F2FB3ecS+xRpHO
5u2KOTmHOrFQ6Vu+JYCo/gWhOERtL/8gczP7C9ehiaZfemw2bg9xrUo+6y3HIQ+7
LADWM1AkT+kzbng3R+fj4AYBvE8GTIdpBs8s/t7TmZXHiXCtH6gxTMRWIX5Xuxs9F
I8I18TAIMCEWCQYFKwADAhOFAAQUJjO/On/REYODUupznPISWYNFX92BYEFESx1MSa
==ho3Cv1cZYMO0TzZEz1sKJdAgIEAA

End - This line not part of the pkcsl2------

.CRYPTO_PKI: Exported PKCS12 file successfully
.Jul 17 15:46:49.706: $PKI-6-PKCS12EXPORT_SUCCESS: PKCS #12 Successfully Exported*



ASA e aé, s i alnis clisl, ad .9 sglaxll

<ASA (config)# crypto ca trustpoint <HeadEnd
DRIVERAP (config-ca-trustpoint) # exit

PKCS12 calo 1wl a8 .10 sglaxll

<ASA (config) #crypto ca import <HeadEnd> pkesl2 <ciscol23

.Enter the base 64 encoded pkcsl2

:End with the word "quit" on a line by itself
MIIL3wIBAzCCC5kGCSACGSIb3DQEHAaACCC40EgguGMIILgjCCC34GCSqGSIb3DQEH
BgCCC28wggtrAgEAMIILZAYJKoZ IThveNAQcBMBsGC1igGSIb3DQEMAQMwWDQQIocGz
Fab6tZyACAQGAggs4gNTJi71/£0IvQr8nlc/SCeaSYRLBvCYIyPgd2K2 /Nmu9+KNB
3dAoYkCrGwDdfpobJEOXgBpIE1uBOtAeF7zdFJt/Pgpied fcqpCVIbDXG8Ansmhj
v0j6W9Z/IJHe7JrENatbi4dnhTnCDP79Z65Q0Skzrb9DenkCGjoQsWP9zLHTiCDNzV
ajM1WFuCFbOwSW/6L73BLTjS7rwtE74gYMUSNIwtOVsIM2 LdwuQ+iOnpsnp6g9fu
niUFEutPe8imOCRApe0tpPghDp74hKziKT8JESQ8HMO/1X1ly/LIXdLISnz1lnkoN3
vxD4AMGRFYACPH8P1GcVSx+vD+wmNaHplvAOrgdpS72Q37kodmFudnftdOUzaPIz
+EzTrOwlRE6i1/gF8vbl4EfeR09vumnIBsajF12hrFGugIJTZnElp5go+oHEEA0LY
Yhoj/MIOyhZzo3/ujhjKgtsAJXybYFI9YgVkTee9udXjkcsg5AmbageUULd7Q8CC2
bi39S1maoWbTYiNcHFs/bWKWIsgZwPzfWtmPch/8MNvXnd 6AJAWIWRQJHruuFE9F
bhv7SRhYSRQZP£751PTmIJuMkKA3AzjdbmmIuLidbX3yKbTt4PxPMusbv+ojc6Nam
RCsSRE7+gnNZLWs3eUln84rryZg5Pjw3MRTU2yXDvr799gvx7NIZH5yUZyV11T70b
eC4KbflcmpM6mJ2UVnaoP2N5u892md 1BWuk9rt5isl12f/7/ZuSbkFaxzU0456zSg
VbYsR+51XfQEH5xUu88ES5EUPWZ86YdUS1bD8ky6WONOM104K6rNDLkgwXcxw3Caz8
zhao+dE3qoEYWaKPgCQzPgWOBW3y7WSIELUug2uSEsSXQjIQcF+42CX6RA3yCmy2T8
C+o0sKlSSao0nzjrlpTWnPiFss9KRFgJIJDZhV2ItisiALNwIPgruddemYtwddLXvdc
OfnyRvuLS6LE/AMMGk0GaVetAXPezD+5pVZW13UMT /ZdzUjLiXjVIGzF6V81i8gN+
UaOMbDEa8T5Le4dCigaA+t1QxQOPCb+w0ZAQzWN4gZpSEk3ejRix0t14SU51iv] /0
1GXNn8Fvebk42CHohjXG9fqg/IfbsViwSkxn20Z/fhXkZztv4iclVgprgdURjCtcBw
9Qp/ONda+9aDHiSBrKeHC/urgX6rgWXv9+hpRKIRfj3b8WE+N1sivuQEjlWxbD7h
9 fpwxXb+/17His]jzSkOWUNw4 lyul fYSi0Ov86FPWKOHIVjbg0G0dilrvGZ8udJHQCC
7TTRLFXp4jrvCgeodoWKQbphgPAng7rT794vMwg0rYOb4AD3H1HCUvU3JImScDIQy?2
zQxbG2g8HtmMm44COOUJTEUBzx1 ImayH2XvDck6VLTGn8XH5VQ7L0O1CeUcVDM8aQfy
HJISPk/VmfQ01XwPIaxxY1lr+jOpcorFkH+OH04hz07grAsGyLROFICTEVHAZVNF0OX
2A17/z/BFAPG86ssAtInRZVeYUS72NwPEtpKmlHZNn1+21iWno5iwTZgtjv7oREZKE
RE6mM708R1PSD2RjjamCmmmnH5dK5wxF7Y1IeK/+ZVrfwLecEPR1+eVw0isM/JIN/a
WmkZkCcVMx/eclP8jp8LzCx17HgVNYbg91lsiffDAxo0G/k0QLUlpliAt7LA2BeGS
v155wtYUcOBHO/Es39yWnm2Ea//IK6BLwI8PvU9OvkXWwiD3ajFmcHmssDeU/ tZR
AKKNuNor7Le9ycXZFMIofKZ6ATIJ9ALIAYVOyhGO88vog8MMGXEe /g+DIjavELlhtYu
kOELMYAD/XOKEvpP3SqOKLQZiCzZ20iMWUTWX1Xfgr f LEHOutwHTyr3J2vQk5CD37
ZAfsF6zxEvtU2t41J0e90jWIwIWtWnnS0gzLeXWtW3HOYATIw3QodKNzbaY4eL.P4y
BEdsLmWbM4ezaOm9BoZOmMUSkhvFrEz5Q05X5r9vCuAilrYDgyIjhgdme56tVVOvVy
ZauhbNX59PQQzwOdIZJIVVL5tgjf0h7XCm90Bsgdl21HurCCmHy 7kM5pgf OMM1hH7
oM/DhXdTU+1sEabt/9c2gslihdLS1Zaw2glAaS5h00+xL8Lxwh2/1/R7Q8FferhR
QZDpix+CmtakRu7uPOMalzsyOko3P9mf74AWDrThAWMA6G238TC6XI1vrXhvEX11
BVplQgOWh/p7ZorSjD51+z7TkXmINp71iIxAqpO0yobC6vOBwWQP7/QAs88g9JNSAte
ErdCXoizvs8YmZMoEap9480oplYFaIP+xCnCr813v7znwfZwTMQPOPVGEFqQUMWYgt
xkJ0gaE645ihTnLgk4deglsBLs1wPRIRJU+t 6kGGAUMxghPFxb3 /1xNRPVzOGnl2w
+S9yw+XLC6kS4PmKoxkxax4dnnCx7s3e7B5e0gqmYtgRTI0GuUW7UL+T3royTOuYmOd
ik6bmxcnO0gdcHt t2HTbI+kYpken3YrFOh9JInm9ZKT63gQSqOWL800ZVd4dAZceg
FCciNKs9r26fyy+L3rGCh+U9TLE6mNuWu8RstjjIGPHEPKZ9gnMgMJImikP2ghgOAd
XVhs6ashXx33bZ9dIuhRx6uTNMrppsXyg6SxUyeGDYhpxsPt7uRwBswOpi61DMZn
ISSzQjrkxoNwwOfn8705fTCLhH1TZa8HS5HMK3KE7LiZvI9palz6KTodz+LCQSLDyY
/FOoRJhSaEsCYJsLDS5nYBOR8hE/eMvQDX1f+RZBrIDcftxx7FQ+8RtvHSIRCJIKIN
Ph/pL62NB1SbvCfnlabisKrbbgCVLOS] /doufPvpMT2UDLOTY8UNQiyWMHIMF3tZ
jJy65i12glLwA9hu/c1NsREbAOgXMTjARELS5BjAUM] ¢3 fuv2DiWpwnkwyZNyHdAm9B9
TPRoOByGPvSZXa8MwY/8DUEwWUQEsfDJi5j1AD4I6VFFUB72ZS7wn/mVRO02 £ PkfOMp
3yhnGgX290aDDiD1KwlXwj 1NybOhpZ6unDo5J3stMx1bv5TYL2T16egZS0S]jsLmn
cjb5zkyUU22/93E5vEKDICMiXx9/e4j2rRh3QCIXgaCjC9acTI8a/k9/bp8Nz5Cir
pnaCbuQsvna92nxvUgcmL1SbVIvGglHIgm4dDurhecLh59j20tX6K8AMI90+azaYbX


==ho3Cv1cZYMO0TzZEz1sKJdAgIEAA

quit

INFO: Import PKCS12 operation completed successfully

Bolgidl Clogles (o (o5 .11 Gglazll

<ASA (config) #show crypto ca certificates <HeadEnd
CA Certificate
Status: Available
Certificate Serial Number: 01
Certificate Usage: Signature
(Public Key Type: RSA (1024 bits
Signature Algorithm: MD5 with RSA Encryption
:Issuer Name
cn=calo_root
:Subject Name
cn=calo_root
:Validity Date
start date: 13:24:35 UTC Jul 13 2017
end date: 13:24:35 UTC Jul 12 2020
Storage: config
Associated Trustpoints: test HeadEnd
Certificate
Status: Available
Certificate Serial Number: 05
Certificate Usage: General Purpose
(Public Key Type: RSA (2048 bits
Signature Algorithm: SHA1l with RSA Encryption
:Issuer Name
cn=calo_root
:Subject Name
hostname=Connected_2_INET-B
cn=HeadEnd.david.com
:Validity Date
start date: 16:56:14 UTC Jul 16 2017
end date: 16:56:14 UTC Jul 16 2018
Storage: config
Associated Trustpoints: HeadEnd

Joc 63lgis elis)]

enail) i1 RSA auilés 295 clisl, a8 .1 sglaxll

IOS-CA(config)# crypto key generate rsa modulus 2048 label <Win7_PC> exportable
The name for the keys will be: Win7_PC

The key modulus size is 2048 bits %

...Generating 2048 bit RSA keys, keys will be exportable %

OK] (elapsed time was 5 seconds]

.TrustPoint 1655 .2 6gla=l



<IOS-CA(config)# crypto pki trustpoint <Win7_PC
IOS-CA(ca-trustpoint) #enrollment url http://10.201.180.230:80
<IOS-CA(ca-trustpoint) #subject-name <cn=Win7_PC.david.com
IOS-CA (ca-trustpoint) #revocation-check none

<IOS-CA (ca-trustpoint) #rsakeypair <Win7_PC

(CA 6slgiv e Jsaxll) leissSs o5 il TrustPoint adslas .3 selaxll

<IOS-CA(config) #crypto pki authenticate <Win7_PC
:Certificate has the following attributes
Fingerprint MD5: DA4502F4 CEFB4F08 AAA3179B 70019185
Fingerprint SHAl: A887F6DB 0656C7E2 857749F3 EA3D7176 8920F52F
Do you accept this certificate? [yes/nol: yes %
.Trustpoint CA certificate accepted

(assgll 63lgis le Jsaxl) Lgdslas cuas Ll TrustPoint Jyus 4 selasl

<IOS-CA (config) #crypto pki enroll <Win7_PC

o

Start certificate enrollment %

Create a challenge password. You will need to verbally provide this %
.password to the CA Administrator in order to revoke your certificate
.For security reasons your password will not be saved in the configuration
.Please make a note of it

Password: ciscol23

Re-enter password: ciscol23

The subject name in the certificate will include: cn=Win7_PC.david.com %

o

The subject name in the certificate will include: Connected_2_INET-B

o

Include the router serial number in the subject name? [yes/no]: no

oe

Include an IP address in the subject name? [no]: no

Request certificate from CA? [yes/no]: yes

Certificate request sent to Certificate Authority %

.The 'show crypto pki certificate verbose Win7_PC' command will show the fingerprint %

Jul 17 15:21:11.343: CRYPTO_PKI: Certificate Request Fingerprint MD5: 9153E537 11Cl6FAE*
BO3F7A38 775DBB92

Jul 17 15:21:11.343: CRYPTO_PKI: Certificate Request Fingerprint SHAl: 3BC4AC98 91067707*
BB6BBBFB ABD97796 F7FB3DD1

Jul 17 15:21:15.675: $PKI-6-CERTRET: Certificate received from Certificate Authority*

oblgidl Slogles o Baxi 5 elazll

<IOS-CA#show crypto pki certificates verbose <Win7_PC
Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 03
Certificate Usage: General Purpose
:Issuer
cn=calo_root
:Subject
Name: Connected_2_ INET-B
hostname=Connected_2_INET-B
cn=Win7_PC.david.com
:Validity Date
start date: 13:29:51 UTC Jul 13 2017
end date: 13:29:51 UTC Jul 13 2018
:Subject Key Info
Public Key Algorithm: rsaEncryption
(RSA Public Key: (2048 bit
Signature Algorithm: SHA1l with RSA Encryption



Fingerprint MD5: 9153E537 11Cl16FAE BO3F7A38 775DBB92
Fingerprint SHAl: 3BC4AC98 91067707 BB6BBBFB ABD97796 F7FB3DD1
:X509v3 extensions
X509v3 Key Usage: A0000000
Digital Signature
Key Encipherment
X509v3 Subject Key ID: F37266AE 61F64BD9 3E9FA80C 77455F21 5BEB870D
X509v3 Authority Key ID: BSEEEEB9 31B9A06C CBD9893C 0E318810 5CA657E6
:Authority Info Access
:Extended Key Usage
Client Auth
Server Auth
Associated Trustpoints: Win7_PC
Key Label: Win7_PC
CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 01
Certificate Usage: Signature
:Issuer
cn=calo_root
:Subject
cn=calo_root
:Validity Date
start date: 13:24:35 UTC Jul 13 2017
end date: 13:24:35 UTC Jul 12 2020
:Subject Key Info
Public Key Algorithm: rsaEncryption
(RSA Public Key: (1024 bit
Signature Algorithm: MD5 with RSA Encryption
Fingerprint MD5: DA4502F4 CEFB4F08 AAA3179B 70019185
Fingerprint SHAl: A887F6DB 0656C7E2 857749F3 EA3D7176 8920F52F
:X509v3 extensions
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: B5EEEEB9 31B9A06C CBD9893C 0E318810 5CA657E6
:X509v3 Basic Constraints
CA: TRUE
X509v3 Authority Key ID: BSEEEEB9 31B9A06C CBD9893C 0E318810 5CA657E6
:Authority Info Access
Associated Trustpoints: test HeadEnd Win7_PC CA_Server

Windows 7 Jiac jlg> e d08)l 05lgis canis

(Windows 7 le> _le cuiall) FTP/TFTP o315 _JI _suuall Win7_PC TrustPoint ,ai; 48 .1 selazll
2>lg wale L5 Lol pliaslly CA 63lging ds0q)l 63lgi Lle Jouaxll (PKCS12 (.p12 aamiy

IOS-CA(config) #crypto pki export <Win7_PC> pkesl2 <tftp://10.152.206.175/ Win7_PC.pl2> password
<<ciscol23

? [Address or name of remote host [10.152.206.175

? [Destination filename [Win7_PC.pl2

Writing pkecsl2 file to tftp://10.152.206.175/Win7_PC.pl2!

|

.CRYPTO_PKI: Exported PKCS12 file successfully

.Jul 17 16:29:20.310: 3%PKI-6-PKCS12EXPORT_SUCCESS: PKCS #12 Successfully Exported*

Jree jle> e juaall wlall g 90y (Il dsy k)l (D 0iD



@uv|;' + Search Results in TFTP-Root »

Organize « Save search

[ Favorites

.\ Win7_PC
=] Recent Places L CATFTP-Root
Bl Desktop

& Downloads Search again in:

7l Libraries | Computer
4 Libraries
3 Documents
J‘. Music
= Pictures

B Videos

1% Computer

:‘%‘F os (C:)

?j MNetwork

1 item

Custom...

€ Internet

Type: Personal Information Exch...

2] File Contents

Date modified: 7/13/2017 9:01 AM
Size: 2.97 KB

~ [ 49| [ win7_pc x |

E- 0O @

Microsoft ;o (MMC) 6,531 aSxs 61>9 aue) MMC _iSls Ctrl + R _lc lagiol .2 sglazl

-

=" Run

=]

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

-

5

Open:

'&' This task will be created with administrative privileges.

oK

Cancel

| | Browse...

OK 33> .3 sglall



File Action View Favorites Window Help

=@ = 8E

|| Conscle Root |

Mame

There are ne items to show in this view.

More Actions »

adLoYl sVl dljl/adlol<ale JI Jail .4 sglazl

& Consolel - [Console Root]

File Action View Favorites Window Help

===
[=]=]x]

@@= HE

] Console Root

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-in Vendor = [ console Root Edit Extensions... |
[ Remave
¥ Certificates
H Component Services Move Up
p-foslms [ voedom ]
&Dewoe Manager G
=4 Disk Management
g Event Viewer
(| Folder
g Group Policy Object ...
B, 1P Security Monitor
B, 1P Security Palicy M...
=]Link to Web Address [—] e
- iis im
Description:

The ActiveX Control snap-n enables you to add an MMC node with a results view containing an ActiveX control.

More Actions »

iouaS)l Llus < @lo| < whlgib 51> .5 sglazll



E Consolel - [Console Root]

& File Action

View Favorites Window Help

| Console Root

H Name

Add or Remove Snap-ins

=]

Actions
Consele Rocot -
Mere Actions »

You can select snap-ins for this console from those available on your computer and configure the selected

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor |+ [ Console Root
=1 ActiveX Control Microsoft Cor...

Aulhu'izalim Manager Microsoft Cor...
¥ Certificates Microsoft Cor... |z
. Component Services  Microsoft Cor...
Ecmu.lter Managem... Microsoft Cor...
= Device Manager Microsoft Cor...
27 Disk Management Microsoft and...
{2l Event Viewer Microsoft Cor...
|| Folder Microsoft Cor...
|=] Group Policy Object ... Microsoft Cor...
‘.SIPSeuntvamr Microsoft Cor...
{8, 1P Security Pokicy ... Microsoft Cor...
;.:,Lud:w\‘\febmess Microsoft Cor..,
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service,

o J[ con ]

Certificates snap-in

This snap-n will always manage cerdificates for:
() My user account

< Back

(hee> ] ([ Cones

JWl 33> .6 sglazl

E Consolel - [Conscle Root]

& File Action View Favorites Window Help —]=]=]
=@ =8
~I Console Root H Name Actions
e Console Root. -
Add or Remove Snap-ins = Meore Actions »
You can select snap-ins for this console from those available on your computer and configure the selectpd—t-= == )
extensible snap-ins, you can configure which extensions are enabled. Select Computer =
Available snap-ins: Selected snap-ins:
I ~ [ Console Root Select the computer you want this snapin to manage.
Microsoft Cor... This snap-n will always manage:
Microsoft Cor... @ Local computer: fthe computer this console is unning on)
Microsoft Cor... |=
Microsoft Cor... (2 Ancther computer: Browse..
. Microsoft Cor...
Microsoft Cor... [] Mllow the selected computer to be changed when launching from the command line. This
) only applies if you save the console.
Microsoft and. ..
Microsoft Cor...
Microsoft Cor...
(=] Group Policy Object ... Microsft Cor...
B IP Security Monitor  Microsoft Cor...
8 1P Secuity Pokcy M...  Microsoft Cor...
[#'|Link to Web Address  Microsoft Cor..,
= A
Description:
The Certificates snap-in allows you to browse the contents of the certficate stores for yourself, a sen
cBack | Fnsh | [ Cencal |

[oc J[ cone ]

clgl .7 sglaxl



@ Consolel - [Console Root]
[@ File Action View Favorites Window Help

e @ = 860

=] Console Root

More Actions »

You can select snap-ns for this console from those avaiable on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Avadable snap-ns: Selected snap-ns:
Snap-n Vendo - () Console Root Edit Extensions... I
') Activex Control Microsoft Cor... ) Certiates Qocal Computer) | T ]
Auﬂnuanonh\magu Microsoft Cor...
(5 Certificates Microsoft Cor... |= .
. Component Services  Microsoft Cor... ( Move Up
’ ngz [ Move Down
ke
Microsoft Cor...
Microsoft Cor...
. Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
i .

Description:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

o J[ conn ]

OK 53> .8 glaxl

Jaily alxall 99 LoVl wslall 5 il awasidl<eblgadl<(_lxall jiguasIl) ohblgidl JI Jail .9 sglazll
Dhswl<plgall grox> I

SR
& File Action View Favorits Window Help mER
ez 2@olc= HE
[ Console Root Issued To B Issued By Expiration Date  Intended Purposes  Friendly Na| | Actions
4 (G Certificates (Local Computes) %IDRIVERAP-GKUZH DRIVERAP-6KUZH 7/13/2022 <Al <None> || Cettficates -
4 [ ] Personal
(5 Centificptes). More Actions »
i+ ] Trusted Ro All Tasks 3 Request New Certificate...
1+ || Enterprise Import...
b ] Intermedia e '
b [ Trusted Pu MNew Window from Here Advanced Operations 3
i [ Untrusted
MNew T d View...
b (5] Third-Party o Taskpad View,
[ Trusted Ped Refresh
1+ [ ] Other Pecp Export List.
b 1 Ams
p [ CanaryCert Help
1+ [ InjectorCertStare
[ McAfee Trust
[ PolicyCertStore
1+ (] Remote Desktop
i+ [7] Certificate Enrollment Requests
1+ [7] Smart Card Trusted Roots
] SMS
» 5 SPC
i [7] Trusted Devices
« . 3! 1 »
Add a certificate to a store




=

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

P This wizard helps you copy certificates, certificate trust
o f/___ﬁ@_’, lists, and certificate revocation lists from your disk to a

- tificate store.
L'_-:_:V certificate store

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, didk Mext.

< Back | Mext = || Cancel |

PKCS12 calo (1555 piy cu> lmall 33> .(JWI) Next §g9 Lasl .10 sglazl



Certificate Import Wizard @

File to Import
Spedfy the file you want to impart.

File name:

C: \TFTP-Root\Win7_PC.p12

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)
Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

| < Badk ” Mext = || Cancel |

Win7_PC> PKCS12> ol _$ d3a0Jl 59,0l dals LiSlg 5,31 6,0 (JWI 30> .11 sglazll
<cisco123> 9 ,all dals <<tftp://10.152.206.175/ Win7_PC.p12



Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

|| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

< Back |[ Mext = J| Cancel |

Wl 53> .12 sglazll



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store:

Learn more about certificate stores

<Back || Next> Cancel

5,31 6,0 &l 6,0l 52> .13 sglazll



-

Certificate Import Wizard @

Completing the Certificate Import
Wizard

s The certificate will be imported after you didk Finish.

e You have spedified the following settings:

Certificate Store Selected by User JE= &gk

Content PFX
File Mame C:\TFTP-Root\Win7_F

< Back |[ Finish J| Cancel |

elgl 52> .14 sglaxl

[ S

Certificate Import Wizard @

:] The import was successful.

—T—

(o)l 63lgisy CA 63lgin oo JS) disiall wlslgidl oY 2@ liiw .OK 53> .15 sglaxll



@ File Action View Favorites Window Help

2@ 0lc= BE

] Console Root Issued To
4 [ Certificates (Local Computer) Gl caloroot
4 [ Personal | DRIVERAP-6KUZH

|7 Certificates |
b [ Trusted Root Centification Author
» 7] Enterprise Trust
i [ Intermediate Certification Author
p [ Trusted Publishers
i | Untrusted Certificates
1 -] Third-Party Root Certification Aul
» [ Trusted Pecple
[ Other People
» [ Ams
1+ [] CanaryCertStore
1 ] InjectorCertStore
b (7] McAfee Trust
1+ (] PolicyCertStore
1 ] Remote Desktop
[ Certificate Enroliment Requests
b (] Smart Card Trusted Roots
b [ SMS
p £ SPC
1 1 Trusted Devices

Ll Win7_PC.david.com

Issued By

calo_root
DRIVERAP-6KUZH
calo_reot

Expiration Date
7/12/2020
7113/2022
7/13/2018

Intended Purposes
<All>

<All>

Server Authenticati...

[ER] ] ]

)| <1

Friendly Na I Actions

cn=calo_fo IM

<Nene> More Actions 3
cn=Win7_P|

Personal store contains 3 certificates.

U dgazidl oblgadl<( ol siguaSIl) oblgidl Go Sraall g all éslgi cMbly Lo pb .16 Sglazl
oblgidl<ad Goisall izl Gnanll g2 all<( Lol iguaSUl) chlgidl

Intended Purposes
Server Authenticati...
Server Authenticati...

Server Authenticati...
Server Authenticati...
<All»

<All»

<All»

<All>

<All>

Secure Email, Client...
Server Authenticati...
Time Stamping
Secure Email, Serve...
Server Authenticati...
Server Authenticati...
Server Authenticati...
<All>

<All>

<All>

<All>

Server Authenticati...

Sariira Ermail Sanra

Friendly *
The USE
DigiCert/

More Actions

Certum
Certum |5
<Mone>

<MNone>

<None>

<Nones|
<None>
VeriSign
CcoMoL
Microse
Deutsch
DigiCert
DigiCert
DigiCert
<MNone>
<MNone>
<MNone>
<Mone>
Entrust
Entrust.
Entrust | Il
fanTrw

3

More Actions »

‘@ Consolel
l@ File Action View Favorites Window Help
e 2@ & LIXD =]
 Censole Root Issued To Issued By Expiration Date
.y Cj":"““ I"-W" Computer) [5) AddTrust Extemal CA Root AddTrust Extemal CA Root 5/30/2020
« . f“c"":ifm 5Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025
B #ust:d Rlnm‘zenifrcaticn o 54 calo_root calo_root 7/12/2020
) Certificates Sl Certum CA Certum CA 6/11/2027
» [ Enterprise Trust 53] Certum Trusted Network CA Certum Trusted Network CA 12/31/2029
» [ Intermediate Certification Author|| EAYCisco Root CA 2048 Cisco Root CA 2048 5/14/2029
Trusted Publishers [l Cisco Root CA M1 Cisco Root CA M1 11/18/2033
5 ) Untrusted Certificates 5 Cisco Root CA M1 Cisco Root CA M1 11/18/2033
» [ Third-Party Root Certification Auf | Cal Cisco Root CA M2 Cisco Root CA M2 11/12/2037
» [ Trusted People 5] Cisco RXC-R2 Cisco RXC-R2 7/9/2034
» (] Other Pecple [E3)Class 3 Public Primary Centificat... Class 3 Public Primary Certificatio.. 8/1/2028
» ] Ams [E]COMODO RSA Centification Au... COMODO RSA Certification Auth...  1/18/2038
» (7] CanaryCertStore [l Copyright () 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999
» [ InjectorCertStore [ Deutsche Telekom Root CA 2 Deutsche Telekom Root CA 2 7/9/2019
» [ McAfee Trust ] DigiCert Assured ID Root CA DigiCert Assured ID Roct CA 11/9/2031
» [ PolicyCertStore [IDigiCert Global Root CA DigiCert Global Root CA 11/9/2031
> § Remote Desktop [ IDigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ...  11/9/2031
> (& Certificate Enroliment Req %o 6KUZH DRIVERAP-6KUZH 71372022
b . ::;" Cind Trusted Roots ZJORIVERAP-6KUZH.cisco.com  DRIVERAP-6KUZH.cisco.com 11272021
& e [IDST Root CA X3 DST Reot CA X3 9/30/2021
. j Trusiad Desieas [IDST Root CA X3 DST Reot CA X3 9/30/2021
ntrust Reet Certification Auth... Entrust Root ification Authority 11727/,
: E Root € E Root Certifi 27/2026
CalEntrust Root Certification Auth... Entrust Root Certification Authori...  12/7/2030
CplEntrust.net Certification Author... Entrust.net Certification Authority... 7/24/2029
E)Enuifay Saciirs Cartificate Avth  Ensifay Sarnra s e he  R/2OME
< (]} » Ll nr
Trusted Root Certification Authorities store contains 60 certificates.




@ Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] ERRCE

@ File Action View Favorites Window Help = &)=
ez 2@ olc= HE
| Console Root Issued To : Issued By Expiration Date  Intended Purpeses Friendly Na | Actions
a0 C‘":"“" :L"“" Computer) #;] DRIVERAP-6KUZH DRIVERAP-6KUZH TN13/2022 <All> <None> | [Gertificates ~
¢ = ?l?:r:rh(ates E)Win7_PC.david.com calo_root 7/13/2018 Server Authenticati... cn=Win7_P| More Actions »
4 | Trusted Root Certification Author,
| Certificates

| Enterprise Trust
Intermediate Certification Auther
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Aut
Trusted Pecple

| Other People

| Ams

| CanaryCertStore

| InjectorCertStore

| McAfee Trust

| PolicyCertStore

" Remote Desktop

| Certificate Enrellment Requests

7 Smart Card Trusted Roots

1 SMS

] 5PC

| Trusted Devices

< rrr bl [0

Personal store contains 2 certificates.
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Reply Reply all Forwand
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Extract certificate

Enter the password 1o exiract the
cartificales

LEXEJ LA

CANCEL

. Android 6>lgi puwVl 03 Jlall 9 dalS sl 0o8s S .83lgibs puwl J3519 8190 33> .3 3glazll



Certificate name

Certificate name
Android ID Cert

Used for
VPN and apps

Package coniain
One user key

One user cerificate

t
. " T -
Une LA cartificate

CANCEL OK

"euio Android Cert" dlu )l glasis OK 33> .4 sglaxll

calall Jlu,ls o8 Crt. Slaioly lghaa>9 basebd gumic; I0S CA w315 o ez ,%iwl (CA 63lgis cusii) .5 sglaxll
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Do complete

HNOTIFICATION 3ET TINGS
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Wallpaper

Themes

Home screen

Lock screen and security
Privacy

Easy mode

Accessibility

Accounts

Google

Backup and reset
Language and input

S50 ool eblag] sa> .7 sglazll



Motifications on lock screen

Shiow corert

Secure lock settings
Sel your secune bock functions, such as Ao beck
and Lock instantly with Power ki,

Security

Find My Mobile

Locate and control your device remolely using your
Sam:awng account.

Unknown sources

Albow installation of apps from sources 5_.:.
oier than the Flay Sione

Encrypt device

Protect your device by encrypting its data.

Encrypt SD card
Mo 50 card Inserled

Other security settings

Change othar Stcurity settings, such as those fior
security updates and credential storage

el s o caidl I Jiil 8 oolas



View $Eﬂul'i1‘jl' certificates
Display trusted CA certlficates.

User certificates
View user certificotes

Install from device storage

Install cenificates from storage
Clear credentials
Remcvs all cemificates

Advanced

Trust agents

Perform selecied sctons when trusted devices ane
gonni sl

Pin windows
O

Usage data access

View which applicalions can access your device's
usage history

L5 e lngiolg crt. walo 53> .9 glazxll



Select file DONE

O calo_root-1.ert

.calo_root-1 69 puw¥l Jlall 138 9 .aalS sl 0955 ol Sanll oo .83lgis panl J351.10 sglaxll



Certificate name

Certificate name
calo_root-1

Used for

VPN and apps

Fackage contains:
One CA certificate

CANCEL

Mo calo_root-1" dlw_JI s w9 §9lgo 52> .10 sglazll



Select file DONE

O calo_root-1.crt
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dl S4% R 745 P

€ Other security settings

Storage type

Back up to hardware

View security certificates
Dizplay trusted CA certificates

User certificates
Wienw ubid certificatis

Install from device storage

Install cerificates from siormge.

Clear credentials

Remowe all centificates,

Advanced

Trust agents
Perform selected actions when trusted devices ane
conricied

Pin windows
i

llaxms dats axzasa
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< User certificates

SYSTEM WIE-FI

Android_Smartphone.david.com
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€ Other security settings

Storage type

Back up to hardware

View security certificates
Dizplay trusted CA certificates

User certificates
Wienw ubid certificatis

Install from device storage

Install cerificates from siormge.

Clear credentials

Remowe all centificates,

Advanced

Trust agents
Perform selected actions when trusted devices ane
conricied

Pin windows
i

llaxms dats axzasa



Al : +0 % Tl 54% 8 7:45 PM

€ View security certificates

calo_root

IKEV2 plaziwl, RA VPN J ASA J cullg JLsiwVl 62>9 (1955

<(Jra2l) (aSuidl J] Jewogll) Configuration>Remote Access VPN _J| Jail ASDM 9 .1 sglazil
eMac axlgi _ill ag2lgll e (IPSec (IKEV2) Jgwgll zlaudl g0 32> .AnyConnect Jlail w25 wlalo
(8,950 € eMall Gloas Sas ,L3) VPN

APSec IKEV2 9 SSL J jlgdl 6lgais Guss plackiaw| (o &5l dode Jjl9 5lgdl 65lgas 50> .2 6glall
.SSL Jlas¥ — y9a — >a>9 IPSec JlasV cully JbaiwVl 6a>9 65lgiv 2> .3 sglaxll

naiullg crypto dynamic-map g .crypto ipSec 9 ikev2 il day > (1055 giog e 5Ll D Jas,



[F Cisco ASDM 711150 for ASA - 1921680254 =1 = |
File View Tools Wizards Window Help (e tope e sear =
@m[jlmm‘g Qm@mﬁh OMQFmard ?Heb cisco
=] Confiquration > Remote Access VPI etwork (Client) Access > onnect € 5 ol
a The security appkance automatically deplays the Cisco AnyConnect VPN Clent t remote users Lpon cannection, The iniial chent deployment requires end-user admink ights. The Cisco AnyG VPN Client supports
3 IPsec (IKEv2) tunnel as wel as SSL tunnel with Datagram Transpart Layer Security (DTLS) tunneing options.
£ :
32 3-8 AnyConnect Customization/Localization Access Interfaces
= AnyConnect Cient Prafie
& |- i) AnyConnect Client Software [] Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
S5L access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Laundh) .
S5 Access IPsec (IKEv) Access
Interface
Allow Access Enable DTLS Allow Access Ensble Client Services Device Certificate ...
autside L § | & | 5§ | ____m____|srereesamn
inside [ ] (5]
5] [¥] Bypass interface access lists for inbound VPN sessions
1 # Secure Desktop Manager Access lists from group policy and user policy shways apply to the traffic.
- [E3 Certificate Management Login Fage Setting
153 Language Localization i
2.2 0ad Balancing "] Allows user to sslect connection profile on the login page.
%m Ll [ Shutdown portal login page
Ll L Connection Profiles
Connection profie (funnel group) specifies how user is suthenticated and ofher parameters. You can configure the mapping from certificate: to connection profie here.
& acd| = Edt| [ Deete| | Fnd: © © [[]MatchCase
Hame SSL Enabled IPsec Enabled Riases Authentication Method Group Pakcy
DefaultRAGoup =] AAA(LOCAL) DtGrpPolicy
S I~ I - S S T A
[
[ Specify Device Certificate
&W&w Device cartificate is a digital certiicate that identifies this ASA to the hents.
[7] use the same davice certificate for S5L and IPeec IKEv2
= Device Certificate for SSL Connection: |~ Nane - -
Remate Access VPN r
,85‘ £3 Device Certificate for IPsec Connection:  Headend:hostname =Connected_2_INET-B, cn=HeadEnd.da...
@s_im-mmvm [ Manage Certificates ..
';ﬂ [ Let group URL take p if group URL and certifi nap match different connection profiles. Otherwis{
Device Management
[ ok ][ cancel ][ heo ]
5 Aoply

ACL) 50l9Y1 s a5 e oSl lg 934 il daplall D 030

crypto ikev2 policy 1
encryption aes-256
integrity sha

group 5

prf sha

lifetime seconds 86400
crypto ikev2 enable outside

crypto ikev2 remote-access trustpoint HeadEnd
crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 md5

crypto dynamic-map Anyconnect 65535 set ikev2 ipsec-proposal AES256
crypto map outside_map 65535 ipsec-isakmp dynamic Anyconnect
crypto map outside_map interface outside

Access > (Jwo=ll) Network < (a; ¢, Jowogll) Remote Access VPN < 080l _JI Jsisl .4 sglall
dcgaxo ae cliv) Group Policies



[PRGerera Name: 6@ _David

[ Advanced Banner: Inherit

SCEP forwardng URL: [] Inherit |

Address Pools: Inherit

IPV6 Address Pools: (/] Inherit

More Gptions 2
Tunneling Protocols: [Tl inherit 7] Clientless SSL VPN [] SSL VPN Chent [ [Psec IKEv1 [V IPsec IKEv2  [] LZTP/IPsec
Filter: Tnherit | | [ Manage... |
Access Hours: Tnherit { - l Manage... |
Simultaneous Logins: Inherit |
Restrict access to VLAN: Inherit |

|

Connection Frofile (Tunnel Group) Lock: [¥] Inherit

Maximum Connect Time: [#] Inherit  [] Unlimited minutes

Tdle Timeout: [ Inherit [ | None 7 minutes

Security Group Tag (SGT): [F] Tnherit [ tone (2 -65519)

On smart card removal: Inherit Disconnect Keep the connection

Periodic Certificate Authentication Interval: [¥] Inherit [ | Unimited [ hours

Find: @ et @ Previous

(CLI) JolsYl Ll dgls

group-policy GP_David internal
group-policy GP_David attributes
vpn-tunnel-protocol ikev2

< (Jraedl) aSidl JI Joogll < (a=s & Jowogll) Remote Access VPN < (953l JI Jaisl .5 sglazl
APV4 goxi clivy Add >0>9 ¢p9liedl oleaxs

[ Cieco ASDM 72111150 for ASA - 1921680254 = =
File View Tools Wizards Window Help Type topic to search

| Go
@mw-mm|gmamm|am @Fwwmd @neb‘ "CII'S.élt;I

E Remote Access VPN g 2 Configuration > Remote /PN > Network (Client) Access > Addr signment > Address Pools

Configure named TP Address Poals. The IP Address Pools can be used in either a VPN [Psec(IkEw 1) Coonection Profiles, AnvConnect Connection Profiles, Group Poliges conff .+ or in [nterfaces configuration related to ASA
dustering.
% add | Eat ] Delete

|7 Bockmarks

+ [Ig] AnyConnect Chent Suﬂnn
b o Poal Name Starting Address Ending Address/Number of Addresses. Subnet Mask Prefix Length

i3 Groun Polcies 152, 168.50.100
] TPsec{IKEv1) Connection Profiles
i ﬁ] Psec{IKEV2) Connection Profiles

Sequre Moblity Solution
=} a, Address Ass-rwenl

UB o frod
B8 Advanced Starting IP Address: | 192.168.50.1]

& AAAfLocal Users Ending IP Address: ’192. 168.50. 100

- fify Secure Desktop Manager Subnet Mask: 255.255.255.0

T Langusge Localization 0

oKk | [ cance

&D&vﬂ&m
B rroa
s e

%th

!
f

CLI) JolsYl Ll agls



ip local pool ACPool 192.168.50.1-192.168.50.100 mask 255.255.255.0

wlale < Network (Client) Access < (a=; & Js09ll) Remote Access VPN < o053l JI Jaisl .6 69lall
032> $lasl degaxo clivy Add >a>9 (IPSec(IKEV2 Jlail ;=5

Cisco ASDM 7.8(1)150 for ASA - 192.168.0.254 =)=
File [ew Tools Wizards Window Help el
oE = Forward | 23
@‘,m:_o%mnﬁwam [jMDnllmnq Qsave@Rcﬁesh GM.J-O-Uv o.)ndo cisco
[a] | Remote Access VPN [ Edlit IPsec Remote Access Connection Profile: David L
2 Intreduction r
2 | & BB Network (Clent) Access bos Hame: David
£ } AniyConnect Connecton Profles 1 Advanced
é £y AnyConnect CustomizabionLocalization IKE Peer Authentication
- ~[Ig] AnyConnect Chent Profile "
| il n
= [ig] AnyConnect Cient Software Fraered tEx
¢ Dnamic Access Polldes 7| Enable Certificate Authentication
Group Pokdes
ec{IKEv 1) Connection Profiles | Enble peer authentication using EAP (IF this is enabled, only Certificate is allowed for Local Authentication)
7 Sequwre Mobiity Sohution
= fyp Address Assignment
1 Assignment Palicy IKE Local Authentication
(® Address Pools 7] Ensbie local authentcation
=13 Advanced
8] AnyConnect Custom Attributes Preshared Key:
AnyConnect Custom Attribute Nam ; =
5 B msec © Certificate: | Headend:hostname eConnected_2_INET8, cneHeadEnd.da... | |
1§ Crypto Maps
e
Py IVE Poicies User Authentication T‘" L
9 IKE Parameters S lLocaL + | [ Manege... Sl
) 1Psec Pragosals (Transform Set =E L | [Crenoge | | | piaropober
&g Psec Prefragmentation Poices R Lise LOCAL if Server Group fals lppavd |
5 [Eh Certificate to Connection Profi
25 Folicy Client Address Assignment
B Ruies i
Upload Software DHEESsE
+2* Zone Labs Integrity Server @) None DHCP Link DHCF Subnet
d System Options.
| Clent Address Pooks: ACPool [ select.. |
AAAfLocal Users
W 5 Defavit Group Policy
il Group Policy: GP_David « | [ Hanage...
d‘;‘_’gevices;mp (Folowing fiekd is an attribute of the group policy selected above.)
g} - (7] Enable IKEV2 Protocol
ggwmmmwﬂ bt @ vext @ Previous
@S_-he-m-&he VPN OK [ Cancel ] [ nep
E!) Device Management
» Reset

(CLI) ,ol9¥I Jlaw gl

tunnel-group David type remote-access

tunnel-group David general-attributes

address-pool ACPool

default-group-policy GP_David

authentication-server-group LOCAL

tunnel-group David webvpn-attributes

authentication certificate

tunnel-group David ipsec-attributes

ikev2 remote-authentication certificate
ikev2 local-authentication certificate HeadEnd

Access > Advanced > (J:wo2ll) Network < (95il) Remote Access VPN < 983l JI Jsisl .7 oglaxl
dox3iuoll aclgsll 5a>9 Policy < (JlaiVl JI é>lgds) IPsec > Certificate to Connection Profile Maps
Jai¥l @y =i dalo g0 ] 65lgidd] Gl doaiiuuall



[0 Cisco ASDM 78(L)150 for ASA - 192.168.0.254 [E= N =
File View Tools Wizards Window Help L alvln
@moﬁémﬁmm E]mmmg Qsave Q refresn Om ©) Forward ?Heb cIsco

12| Remote Access ven & % Configuration > Remote Access VPN > Hetwor ccess > Advanced > IPsec > Certificate to Connection Profile Maps > Policy o

7 Inreducten
=) & Network (Chent) Access

sl AnyConnect Custom Attrbutes
g AnyConnect Custom Attribute Nam|
= 1By Psec

1R Crypto Maps
IKE Policies

9 IE Parameters

= [E) Certificate to Connection Profik

3P Rules
& mff Upload Software
42+ Zone Labs Integrity Server
System Options
< Chentiess S5L VPN Access
¥ g AAALocal Users

TP,
« n v

o, Devce setp

G

gg;gmumkmssm

gggm-m-sm VPN

%D&\m&w‘tﬂl

(@9 1Psec Proposals (Transform Set
& Psec Prefragmentation Polcies

]

Configure the policy for certificate group matching. The device processes the polides in the order ksted below unti it finds a match.

[¥] Use the certificate OU field to determine the Connection Profie
[7] Use the IKE identity to determine the Connection Profie
7] Use the peer IP address to determine the Connection Prafie

[¥] Default to Connection Profile: | DefaultRAGroup

CLI) JolsYl Ll dgls

tunnel-group-map enable

rules

Network (Client) Access < (a=; o,c Jgwgll) Remote Access VPN < 0531 JI Jsil .8 oglaxl
cLisl9 Advanced > IPsec > Certificate to Connection Profile Maps > Rules < (aSuidl _J| Jowogll)

2y GVl dcgozo o Jlall 13D 9 . 38l degazoy ail,8]9 aOLo] 32> 632> 6olgi day,>

D Cisco ASDM 7.8(1)150 for ASA - 192.168.0.254

SIS
File View Tools Wizards Window Help ¥ Nmim
@m;@%Cmﬁwmn LJMcnmrnq Qm Q refresn oﬁadc € rormard "?Heb cI5CO
[/ | Remate Access ven a2 |lg = Remote Access VPN > {Client) Access > Advanced > IPsec > > Rules g
5 :::x‘;;‘mm =] befin ke to map certicates to desred AnyConnect or chentess SSL connection profes (el groups). Use the bottom tabie t confiure cefcate i together with ther matching cteriafr the selcted e
£ B} AnyConnect Connection Profiles Certificate to Connecton Profile Maps
ﬂg £ AnyConnect CustomizationLocalization
= +[fg) AnyConnect Chent Profle 4 add| @ ect| Jf Oelete| | Find: [T Match Case
= [ig] AnyConnect Cient Software i
h Dynamic Access Polides
. Name Rude Prior to Connection Profie
G P Map ty Mapped
BB IPsec(IKEv1) Connection Prafies
Mapping Criteria
® Address poois 3 # 4cd W £91 (5§ Add Certiicate Matching Rule =
5 B8 Advanced — 1
& AnyConnect Custom Attributes Feld Configure a certificate matching rue and assodiate it with a connection profile. The rule priority uniquely identifies the Value
g AnyConnect Custom Attribute Nam ounﬁcal:im:!tc_h\g ::e and assigns a priority to the rule with lower values having greater priority. Rules that are not
0 e mapped wil be ignored.
1R Crypto Maps
IXE Pokdes Map: Existing DefaultCertificateMap
IXE Parameters
IPsec Proposals (Transform Set & i CERT_MaP
WG 1Psec Prefragmentation Polcies Pricrity: 10

(= [z} Certificate to Connection Profil

Pokicy
=]
[l Upload Software
+3+ Zone Labs Integrity Server
B System Options
245 ACL Manager
#1 [ Clientless SSL VPN Access
h @ AAAfLocal Users
P ;
&Q«wm Setup
i Frewall
ggw Access VPN
ggs_.m-m Site VPN
ﬂgm Management

¥

o ][ o ) [ rep

Reset

(CLI) ,olo¥l law

ag=ly



tunnel-group-map CERT_MAP 10 David

i)l 03D J3ol9 el jules pud 8 adlio] 52> .9 sglazl
Saaall :Jaxll
ol s [ il Jole

calo_root :aocusll

[@ Cisco ASDM 7.8(1)150 for ASA - 192.168.0.254
File View Tools Wizards Window Help

) e oyt [ s )

[u]|[ Remote Access ven a4
| In

(=& rE=]
Type topic to search 6o
- alualn
orwaed | B
save (QQ Refresh OMQF«.;A e.)Heb cisco |

D: AnyConnect Connection Profiles
- AnyConnect Customization Locakization
[Tg AnyConnect Client Profile

[T anyConnect Clent Software

w7 Bockmarks

Dynamic Access Policies
Group Polices
B} IPsec(IKEv1) Connection Profies
D1 1Psec(IKEZ) Connection Profles
123 secure Mobiiity Solution
£} fip Address Assignment
HE assgrment poicy

AnyConnect Custom Attributes
AnvyConnect Custom Attribute Nam
= By Psec
IR Crypto Maps
B, IE Pokies
IKE Parameters
-~ di] IPsec Proposals (Transform Set
Wi IPsac Prefragmentation Poicies
(= [ Certificate to Connection Profk
Policy
+3* Zone Labs Integrity Server

G- ARAfLocal Users

i i ;
g, Dece setm

e

] Remote access ven

gg Site-to-Site VPN

[, Devie tanogement

- (oo [

Define rules to map certificates to desired AnyConnect or dientiess SSL connection profiles (tunnel groups). Use the bottom table to configure certificate fields together with their matching criteria for the selected rule.
Certificate to Connection Profile Maps:

4 Add| @ it [ Delete| | Find: © © [IMatchcase
Map Name Rule Pricrity Mapped to Connection Profile ‘
oo pep [ woesd |
Mapping Criteria
[ Add Certificate Matching Rule Criterion =

l'll_ndﬂ! Edit| | Ex3

Configure a certificate matching rule aiterion

Field
Rue Pricrity: 10

Mzpped to Connection Profie: David

Field Companent Operator Vahie
Issuer v | |- whole Feld — ~ | |Contains v | calo_root
] (i ting]

(CLI) ,olo¥l Jlaw gzl

crypto ca certificate map CERT_MAP 10
issuer-name co calo_root

a8lio] <aSuitdl olegamolols < Sl < dlaxl jlaz < ¢eSil i



Cisco ALgM 7 B(1)150 for ASA - 102.168.0.254 [=)le]=]
File View Tools Wizards Window Help [[vné topke 1 eearch il
@m—mﬂnw Bs“! ohm‘GMOmed cisco

Gl

a8

|7 Bookmarks

@ add - & eot [ Delete | Q where Used G Mot Used

[Fiter|Clear|

1P Address Object NAT Address

10.88.243.0
192.158,50.0
192.168.0.0
224.0.0.251
224.0.0.252

255.255.255.0

Hame: NETWORK_087_152. 168.50.0_24
Type: [Network v
Preson @ IPvd (O Pus
Paddess:  |192.158.50.0 ]
Netmask: |285.255.255.0 v

o

NAT ¥

gh oot scen o) (o ][]

=

Remote Access VPN

@ Site-to-Site VPN

RA ;9,0 aS =) nat ¢

(CLI) ,olsY o agls

object network NETWORK_OBJ_192.168.50.0_24
subnet 192.168.50.0 255.255.255.0

L] 8ac8 clivy @lo] >2>9 nat aclod < dlo> jlax < x9S JI Jawl .11 sglaxil
VPN

[ Cisco ASOM 78(11150 for ASA - 192168.0.254 Sl@ =]
File View Tools Wizards Window Help [Tyme topic to search alniln
@m-mm‘gm Qrefiesn °eack Furwan:l| ?Heb cisco
[:| [ Firewall g9 - Addresses | Senvices
| *add - Addresses S
: | ———— & Add - [ Est [ Delete | @ Where Used @ NotUsed
Match Criteri ;
H Match Critera: Origial Packet - ootors | —
B Source Intf Source Interface: | Destination Interface: outside - - 5T -
AL '] m— — —— Name
el | Source Address: E| [Destination Address: 1»_08:_:92.:5&9:.0_24:@ = Network O
Service: sy B @ any
] | | |
- g anys
& Tdantity by Trustcec Action: Translated Packet - b anys
| vetwork Objects fGroups Source NAT Type: [state - -l nside network/25
B Senvice ObjectsfGroups Source Address: = Original = oSt Ak e = Originel — ] - B NETWORK_0B_152. 168.50.0_24
Local User Groups [7] Use one-to-one address transiation 8 224.0.0.251
‘Security Group Object Groups ) - - - L 22400252
| [ Class Maps PAT Pool Translated Address: service: |~ Onignal -- E]
| @[ nspect Maps
Rty Broresss Round Robin
TCF ope [] Extend PAT 1o per destination instead of per interface
| ol = uniqueness to per dest instead of per inter
-y, Unified Communications [[] Transiate TOP and UDP ports into flat range 1024-65535 [ Indude range 1-1023
-1 Advanced

| Fal through to interface PAT
Use IPvé for saurce interface PAT
Options
7] Enabie rule

| Use IPv6 for destination interface PAT

] Translate DNS rephes that match this rule
[¥] Disable Proxy ARP on egress interface

¥ Look table to
&,’g:\ﬁaesuw Drection:  [Both =
@M Description:
Remote Access VPN [ [ cancd |[ b |
@grzmmw
4| HIF ] L
@mw

Apply

(CLI) ,olo¥l Jlaw gzl



nat (inside,outside) source static any any destination static NETWORK_OBJ_192.168.50.0_24
NETWORK_OBJ_192.168.50.0_24 no-proxy-arp route-lookup

Jtall 13g) paziwwall JolSJI ASA (1655 o2 13D

interface GigabitEthernetl/1

nameif outside

security-level 0

ip address 10.88.243.108 255.255.255.128

object network NETWORK_OBJ_192.168.50.0_24

subnet 192.168.50.0 255.255.255.0

nat (inside,outside) source static any any destination static NETWORK_OBJ_192.168.50.0_24
NETWORK_OBJ_192.168.50.0_24

ip local pool ACPool 192.168.50.1-192.168.50.100 mask 255.255.255.0
crypto ikev2 policy 1

encryption aes-256

integrity sha

group 5

prf sha

lifetime seconds 86400
crypto ikev2 enable outside

crypto ikev2 remote-access trustpoint HeadEnd

group-policy GP_David internal
group-policy GP_David attributes
vpn-tunnel-protocol ikev2

tunnel-group David type remote-access
tunnel-group David general-attributes
address-pool ACPool
default-group-policy GP_David
authentication-server-group LOCAL
tunnel-group David webvpn-attributes
authentication certificate
tunnel-group David ipsec-attributes
ikev2 remote-authentication certificate
ikev2 local-authentication certificate HeadEnd

tunnel-group-map enable rules

crypto ca certificate map CERT_MAP 10
issuer-name co calo_root

tunnel-group-map CERT_MAP 10 David

crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 mdb

crypto dynamic-map Anyconnect 65535 set ikev2 ipsec-proposal AES256

crypto map outside_map 65535 ipsec-isakmp dynamic Anyconnect
crypto map outside_map interface outside

Windows 7 Jyeiull pllad) gorall Jsasll opeSs

a8, Linally SlSaddl 350 < cuu¥ly aSptdl < pSxll d>g) I Janl 1 selaxll



(===

%v“@ » Control Panel » MNetwork and Internet »  Metwork and Sharing Center - | 4¢| | Search Control Panel 2 |

@ -

Control Panel Home

View your basic network information and set up connections
Manage wireless networks &E: % 0 See full map
Change adapter settings -
et : DRIVERAP-6KUZH cisco.com Internet
Change advanced sharing (This computer)
settings ) . .
View your active networks Connect or disconnect
A : Internet
cisco.com CCESS tgf'pe n .ern .
. Connections: ! Wireless Network Cennection =
Domain network . =
(blizzard)
Change your networking settings
4 Setup a new connectien or network
Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
See alse Connect to a network
HarmeGroup - Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Internet Options ) )
Cheose hemegroup and sharing options

Windows Firewall . . . .
Access files and printers located on other network computers, or change sharing settings.

B> aSud 9l Jlail slag] 53> .2 sglaxll

@ '@' Set Up a Connection or Network

Choose a connection option

]

Connect to the Internet —=
Set up a wireless, broadband, or dial-up connection to the Internet,

i Set up a new network
<=, Configure a new router or access point.

m

_ i Manually connect to a wireless network
g, Connectto a hidden network or create a new wireless profile,

Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

e

= Setup a dial-up connection
5# Connect to the Internet using a dial-up connection,

l Mext I[ Cancei]

W5 Jos)l d> by JUasVl 33> .3 sglaxll



Do you want to use a connection that you already have?

@ Mo, create a new connection

©) Yes, I'll choose an existing connection
VPN Connection
WAM Miniport (IKEv2)
ASA_IKEvZ
WAN Miniport (IKEv2)

ASA_IKEv2_FQDN
% WAN Miniport (IKEv2)

WIS 23> Juasl Ll pd Y 53> .4 solazll



ESRROR £
@ |_:ﬂ Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet,

< Dial directly
Connect directly to a phone number without going through the Internet,

What is a VPM connection?

Cancel

Ja> 5 (HeadEnd (CN 63lgis) gilid] puw¥l bk cainly (VPN) e sl JLasl plaskiuw] 33> .5 sglaxll

PIC 130 3,335 0 IS ikt ST 0885 O S Il puwl S dggll punl Ja> 5 .co,ml wlsie
La>Y JlasVl iiSay duzy 03lacl Jaad a8 1Y JlasVl



Type the Internet address to connect to

Your network administrator can give you this address,

Internet address; HeadEnd.david.com

Destination name: FAWVPN to ASA with IKEV2

Use a smart card

D Allow other pecple to use this connection

This ocption allows anyone with access to this computer to use this connection,

Don't connect now; just set it up sol can connect later

JWl s> .6 sglaxll



Type your user name and password

User name: |

Password:

[7] Show characters
"] Remember this password

Domain (optional):

elis] 52> .7 sglaxll



= & |[sE3m
@ |;£I Connect to a Workplace

The connection is ready to use

A :

¥

= Connect now

Clase

o5 S| aSuidl Jlasl s> .aSuidl oVhasl < e yiYly asuddl < PS.>.J| a>gl | aaig el >a> .8 sglaxll

—~ RA VPN to ASA with IKEw2 | [ VirtualBox Host-
-h,‘--h.| Dizsconnected e
@z WAN Miniport (TKEva

[ Viware Metwork Ad Status

M= Disabled
@2 VMware Virtual Ether

Connect

Set as Default Connection

Create Copy
Create Shortcut
'ﬁ' Delete
'@' Fename
'@' Properties

oSl poipw JiiwYl daid cuwlisll Cayaall puwl ixo oo izl iSay ple gl dode 5 .9 sglazll
RA VPN _oaSiums Juooi) pasiuall ASA IP Slgic | pwdl 13D =



(zeneral

= RAVPN to ASA with IKEv2 Properties

Options

Security

Metwarking

Sharing

5

Host name or IP address of destination (such as microsoft.com or
15754 0.1 or e 1234:1111):

First connect

HeadEnd david .com

|| Dial anather connection first

Windows can first connect to a public networ, such as the
Intemet, before trying to establish this vitual connection.

See our online privacy statement for data collection and use
information.

OK

] | Cancel

placiw] 53> @slaall pud (5 VPN aSuib g9 095y IKEV2 50>9 Glo¥l sl dolle JI Jail 10 el

el obled



@ s

= RAVPN to ASA with IKEv2 Properties
General | Options | Securty | Networking | Sharing
Type of VPN:
|IKEv2 -
| Advanced settings
Data encryption:
| Require encryption (disconnect if server declines) -
Authertication
) Use BEdensible Authentication Protocal (EAP)
@ lse machine cerfficates
| oK || Cancsl

plaziuwl dapanll 6562V Lalo 2udl .C:\Windows\System32\drivers\etc _J| Jsily §8lgo 52> .11 sglaxll

aSaidl Jlasl (9 LiysSs o5 (il (JolSIL JD5all Jxall puwl) FQDN éSuis J=) JB5] (u98i 09 . >0
(a3l dg>lo)l (Jball 13 9) &by daolsdl cully bl dasi, Lokl 1P lsisy

¥ For example:

¥
b4 102.54.54 .37 rhino.acme.com
b4 38.25.63.10 ¥ . ACHES . SOm

10.88.243.108 HeadFnd.david.com

f source server
# x client host

o sl bl sl aSuil Jlasl >a> .aSeidl eVlas] < oYy dSuill < pSadll d>g) I g2l .12 sglasil
Jlasl 50> a5 a8g8 aVl Lugloll




l: RA VPN to ASA with IKEw2 |I"__ VirtualBox Host-Only
"",“.-M Disconnected

Connect
@z WAN Miniport (IKEv2) .

Status

‘: VMware Network Adapter
™

Disabled Set as Default Connection
ﬁ’f Vidware Virtual Ethernet A

Create Copy

Create Shortcut

'@' Delete
'@' Rename

'@' Properties

Sl paw¥l gy Ly "o | g " Juaio” I " Juaio ,u€" oo @il Jlasl dl> oYsl 13 sglazl
aSaidl JlasY s>

-'-. RA VPN to ASA with IKEvZ
kh.-h'l RA VPN to ASA with IKEvZ

@z WAN Miniport (IKEv2)
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settings

Sounds and Display Themes
wibrations
@ @
Lock screen and Battory Usar misnual
SEcuity

Wi-Fi

Bluetooth

Airplane mode

Mobile hotspot and tethering
Data usage

Mobile networks

00000

More connection settings

VPN 35 .2 dglal]
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< More connection settings

Nearby device scanning

Printing

Download booster

&1 up and manage Virlual Private Nebworks

[VPMNE)
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Edit VPN network

Kame
RA VPN to ASA Headend with IK

Type
IPSec IKEvZ RSA «

Server address
10.88.243.108

IPSec user certificate
Android ID Cert

IPSec CA certificate
calo_root-1 =

IPSec server certificate
Received from server «

DELETE CAMCEL

22301 VPN Jlasl aul e lngiol a5 Jad> 33> 4 sglasl



Connect to RA VPN to ASA
Headend with IKEvZ

CANCEL CONNECT
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« VPN ADDVPM  MORE

RA VPN to ASA Headen.. I

Connecting...
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RA VPN to ASA Headen.. 14
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Connected to VPN

Session: RA VPN to ASA
Headend with IKEvZ2

Duration: 00:05:24
Sent 0.00 MB
Received: 0.00 MEB

DISCONNECT CANCEL

auall o gaxil

‘ASA eully Jlaiwdl 6359 Ll axall oo il olol

ASA#show vpn-sessiondb detail ra-ikev2-ipsec
Session Type: Generic Remote-Access IKEv2 IPsec Detailed

Username : Win7_PC.david.com Index : 24
Assigned IP : 192.168.50.1 Public IP : 10.152.206.175
Protocol : IKEv2 IPsec

License : AnyConnect Premium

Encryption : IKEv2: (1)AES256 1IPsec: (1)AES256

Hashing : IKEv2: (1)SHA1l 1IPsec: (1)SHAl

Bytes Tx : 0 Bytes Rx : 16770
Pkts Tx : 0 Pkts Rx 241
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : GP_David Tunnel Group : David
Login Time : 08:00:01 UTC Tue Jul 18 2017

Duration : Oh:00m:21s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0a0a0a0100018000596dc001
Security Grp : none
IKEv2 Tunnels: 1
IPsec Tunnels: 1
: TKEV2
Tunnel ID : 24.1



UDP Src Port : 4500 UDP Dst Port : 4500
Rem Auth Mode: rsaCertificate
Loc Auth Mode: rsaCertificate

Encryption : AES256 Hashing : SHA1
Rekey Int (T): 86400 Seconds Rekey Left(T): 86379 Seconds
PRF : SHAL D/H Group : 2
Filter Name

:IPsec
Tunnel ID 242
Local Addr : 0.0.0.0/0.0.0.0/0/0
Remote Addr : 192.168.50.1/255.255.255.255/0/0
Encryption : AES256 Hashing : SHA1
Encapsulation: Tunnel
Rekey Int (T): 28800 Seconds Rekey Left(T): 28778 Seconds
Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Conn Time Out: 518729 Minutes Conn TO Left : 518728 Minutes
Bytes Tx : 0 Bytes Rx : 16947
Pkts Tx : 0 Pkts Rx : 244

ASA# show crypto ikev2 sa

:IKEv2 SAs

Session-id:24, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role

READY RESPONDER Encr: AES- 10.152.206.175/4500 10.88.243.108/4500 2119549341

CBC, keysize: 256, Hash: SHA96, DH Grp:2, Auth sign: RSA, Auth verify: RSA
Life/Active Time: 86400/28 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 192.168.50.1/0 - 192.168.50.1/65535
ESP spi in/out: Oxbfff64d7/0x76131476
ASA# show crypto ipsec sa
interface: outside
Crypto map tag: Anyconnect, seq num: 65535, local addr: 10.88.243.108
(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
(remote ident (addr/mask/prot/port): (192.168.50.1/255.255.255.255/0/0
current_peer: 10.152.206.175, username: Win7_PC.david.com
dynamic allocated peer ip: 192.168.50.1
dynamic allocated peer ip(ipvé6): 0.0.0.0

pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O#

pkts decaps: 339, #pkts decrypt: 339, #pkts verify: 339#

pkts compressed: 0, #pkts decompressed: 0#

pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0#
pre-frag successes: 0, #pre-frag failures: 0, #fragments created: O0#
PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0#
TFC rcvd: 0, #TFC sent: 0#

Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: O#

send errors: 0, #recv errors: 0#

local crypto endpt.: 10.88.243.108/4500, remote crypto endpt.: 10.152.206.175/4500
path mtu 1496, ipsec overhead 58(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 76131476
current inbound spi : BFFF64D7
:inbound esp sas
(spi: O0xBFFF64D7 (3221185751
transform: esp-aes-256 esp-sha-hmac no compression
{ ,in use settings ={RA, Tunnel, IKEv2
slot: 0, conn_id: 98304, crypto-map: Anyconnect
sa timing: remaining key lifetime (sec): 28767
IV size: 16 bytes
replay detection support: Y
:Anti replay bitmap
OXFFFFFFFF OXFFFFFFFF




:outbound esp sas
(spi: 0x76131476 (1980961910
transform: esp-aes-256 esp-sha-hmac no compression
{ ,in use settings ={RA, Tunnel, IKEv2
slot: 0, conn_id: 98304, crypto-map: Anyconnect
sa timing: remaining key lifetime (sec): 28767
IV size: 16 bytes
replay detection support: Y
:Anti replay bitmap
0x00000000 0x00000001
ASAftshow vpn-sessiondb license-summary

Status Capacity Installed Limit
AnyConnect Premium :  ENABLED : 50 : 50 : NONE
AnyConnect Essentials : DISABLED : 50 : 0 : NONE
Other VPN (Available by Default) : ENABLED : 10 : 10 : NONE
Shared License Server : DISABLED
Shared License Participant : DISABLED
(AnyConnect for Mobile :  ENABLED (Requires Premium or Essentials
(Advanced Endpoint Assessment :  ENABLED (Requires Premium
AnyConnect for Cisco VPN Phone :  ENABLED
VPN-3DES-AES : ENABLED
VPN-DES : ENABLED
VPN Licenses Usage Summary
.Local : Shared : All Peak : Eff
In Use : In Use : In Use : In Use : Limit : Usage
AnyConnect Premium : 1 : 0 : 1 : 1 50 : 2%
AnyConnect Client : : 0 : 1 : 0%
AnyConnect Mobile : : 0 : 0 : 0%
Clientless VPN 0 0 : 0%
Generic IKEv2 Client : : 1: 1 : 2%
Other VPN : : 0 : 0 : 10 : 0%
Cisco VPN Client : : 0 : 0 : 0%
L2TP Clients
Site-to-Site VPN : : 0 : 0 : 0%
ASA# show vpn-sessiondb
VPN Session Summary
Active : Cumulative : Peak Concur : Inactive
AnyConnect Client : 0 : 11 : 1 0
SSL/TLS/DTLS : 0 : 1 : 1 : 0
IKEv2 IPsec : 0 : 10 : 1 0
Generic IKEv2 Remote Access : 1: 14 : 1
Total Active and Inactive : 1 Total Cumulative : 25
Device Total VPN Capacity : 50
Device Load : %

Active : Cumulative : Peak Concurrent



IKEv2 1 25 : 1
IPsec H 1: 14 : 1
IPsecOverNatT : 0 : 11 1
AnyConnect-Parent 0 11 1
SSL-Tunnel 0 1 1
DTLS-Tunnel 0 1 1

Totals : 2 63
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