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Home > Create a resource > Marketplace >

Create connection %

Basics Settings Tags  Review + create

Create a secure connection to your virtual network by using VPN Gateway or ExpressRoute.
Learn more about VPN Gateway
Learn more about ExpressRoute o

Project details

Subscription * | cx-sec-tls v |
" Resource group * I x-sec-tls-rg v ]

Create new

Instance details

Connection type ™ (0 | Site-to-site (IPsec) LY |

Name * | vPNTuRne!1] |

Region * | East US v |

| Previous “ Next : Settings > | Download a template for automation Give feedback
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Home > Create a resource > Marketplace
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Basics  Settings Tags  Review + create

Virtual network gateway

T use & virlual network with a connection, it rmust be associated 1o a wirteal network gateway,

Virtual network gateway l VRGW il
Local netwaork gatewsy = | ASA n l-
Shared key (F5K) = l S

IKE Frotoool () kew1 (@) iKEv2

Use Azure Private [P Address D

Enable BGP (0

B To enable BGP, the SKU has 1o be Standard of higher,

IPsec / IKE policy () Defaul

) When using custom IPSeCIKE pokicies, please ersune that the custom setlings
are appropriately configured on the on-premise device for both initial tunnal
establshmaent and rekiey

IKE Phase 1 Encryplion * Integrity/FRF = DH Graup =
GOMAES2SG SHA3EB4 | DHGrm:PH ol

IEE Phase &{IPsec) (2 IPsec Encryption IPsec Integrity * PF5 Group *
AES256 v | | sMazsE | | Mone

IPsec 54 lifetime in Kilo8ytes = [1]

IPsec SA lifetime in seconds = (0 27000

Use policy based traffic selector Enable (LD

DPD timeout in seconds = [ 45

Cannecton Mode '.:' Derdauln f:j InatsatarCnly l::] ResponderOnly
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gJs wsluws 1Jpzeses 9p20986 IJ0BS wluwodsle IJpdolz Idpguesd puuedl Idpes O
IJg 1096 3.

group-policy AZURE internal

group-policy AZURE attributes
vpn-tunnel-protocol ikev2

tunnel-group A.A.A.A type ipsec-121

tunnel-group A.A.A.A general-attributes
default-group-policy AZURE
tunnel-group A.A.A.A ipsec-attributes
ikev2 remote-authentication pre-shared-key **
ikev2 Tocal-authentication pre-shared-key ***

1J¢b96 9. 9p wodosu 9lzosd [Jud .

WO 1Jgbys 4 (0 J9sy wolwo IJﬁub.__,eJa lJpzdss) we odosu guslu uvods 9eusly IP Jloold
BGP. o3l 09 guslu IP slduveds 1o suvdd gds 1J VT

interface Tunnell

nameif AZURE

ip address 192.168.100.1 255.255.255.252
tunnel source interface outside

tunnel destination A.A.A.A

tunnel mode ipsec ipv4d

tunnel protection ipsec profile AZURE-PROPOSAL
no shutdown

lJ¢logs 10.
lJgsh 1. odosu ldugzsoe IUssulpsds. woobd Idpuwble pg Azure ol uegsle BGP.

23> p99€ £udlu IP IJglLo wp9zo BGP W Azure Jg ) o wdssu wolws Idgveds Idbloyso IJes
op logolgol B 1Ugbys 3. WS o3l ldpeld: os 10.1.2.254.



= VGW - Configuration

Virtual network gateway

“

-

* SKU
Cverview o

VpnGw1
B Activity log

Active-active mode

L ]
am  Access control (JAM) DAl Disabled

L 4 Tags

7+ Diagnose and solve problems

+'| Configure BGP ASN

* Autonomous system number (ASN) @
65515

Settings

& Configuration

BGP peer IP address(es)
Connections 10.1.2.254

Point-to-site configuration

eJs ASA: $p wodysu puwl) eloe suvs) IJs 10.1.2.254 ¢z 09§ VTI. Ws o.'zl lJeeld: s9g>
192.168.100.2 Jopu Idubeds 1JB, g0 udwol 1Jgl oo o VT 9eds I)gp pu luo JI s92> zolj
Jrso gu9lu IP o3l [JI' g ASA 599, vovwse IJpunl) 1U3s suvs) IJs 9lzes VTLL

route AZURE 10.1.2.254 255.255.255.255 192.168.100.2 1

Gp Bp wodsso BGP gl ASA. IJ buds 192.168.2.0/24 o 1Jslzob 11z )iss J ASA sleszo
lJ3s swp uuiyo Bs Iduweles. soldluolds [Js 3dde swp Idledlu su Idgvedle IJos op
odsuwol s Azure J ASA.

router bgp 65000
bgp Tog-neighbor-changes
bgp graceful-restart
address-family ipv4 unicast
neighbor 10.1.2.254 remote-as 65515
neighbor 10.1.2.254 ebgp-multihop 255
neighbor 10.1.2.254 activate
network 192.168.2.0
network 192.168.100.0 mask 255.255.255.252
no auto-summary
no synchronization
exit-address-family



lJgsh) 2. od9§9 lJogzse Idelow - odysu Idpuwble wuvdd eloo eds JJ po ASA 9 Azure.
Svdde 1J ASA 16 souwd 2096 09, 1Js 1J Azure Loods e 1J VTT 0B G.

route AZURE 10.1.0.0 255.255.0.0 192.168.100.2 1

e>d evbo Iduvede 1dpzdss lJos op lugilol -_'9‘§= IJgbgs 4 Lluwedsle Idgvodle 1Upe9z9ers
eJ ASA sldvods 1J,es6 gds 9lzos 1o §: slupe Idobsle wee Guwe luolls
Pkp”kéhb‘JhgndélbﬂﬂLgéé.

IJozdd pu lduors
luwegse o3l 9w e Joid§> epd IJodysy vuwdd Loese.

1Jg 96 1. 0288 pu lousle 2duwé gpd IKEV2 Lluwesle 1Jie, show crypto ikev2 sa.

<#froot>

ciscoasa# show crypto ikev2 sa
IKEv2 SAs:

Session-id:6, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
2006974029 B.B.B.B. /500 A.A.A.A/500
READY

INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/4640 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x74e90416/0xbal7723a

IJg1096 2. 0288 pu wblao IPsec SA Is ol Lluwaésle 11, show crypto ipSec.

<tfroot>

ciscoasa# show crypto ipsec sa
interface: AZURE
Crypto map tag: __vti-crypto-map-3-0-1, seq num: 65280, local addr: B.B.B.B

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: A.A.A.A



#pkts encaps: 240,

#pkts encrypt: 240, #pkts digest: 240

#pkts decaps: 377

, #pkts decrypt: 377, #pkts verify: 377
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 240, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O
#send errors: 0, #recv errors: 0

Tocal crypto endpt.: B.B.B.B/500, remote crypto endpt.: A.A.A.A/500
path mtu 1500, ipsec overhead 78(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: BAl7723A

current inbound spi : 74E90416

inbound esp sas:

spi: 0x74E90416 (1961427990)
SA State: active

transform: esp-aes-256 esp-sha-256-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: 0, conn_id: 1722, crypto-map: __vti-crypto-map-3-0-1
sa timing: remaining key lifetime (kB/sec): (3962863/24100)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:

spi: OxBA17723A (3122098746)
SA State: active

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={L2L, Tunnel, IKEv2, VTI, }

slot: 0, conn_id: 1722, crypto-map: __vti-crypto-map-3-0-1
sa timing: remaining key lifetime (kB/sec): (4008947/24100)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

ciscoasa#

IJgko96 3. 588w p9ur9dsé gy IJus S [Js IU BGP puuzlz wosd wess pg Iluwogpldeu ping
9 ping tcp in order to > 9 9w bu9é 3 weuws slouold buwé 4 J BGP g p9l,> 0 9bé wolss o
Suwoged luo vy wldy |wolosds.



<#root>
ciscoasa#
ping 10.1.2. 254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.2.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/42/50 ms
ciscoasa#

ping tcp 10.1.2.254 179

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.1.2.254 port 179
from 192.168.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 41/42/42 ms
ciscoasa#

lJglo9é 4. g luweddle wy9099d9d BGP: w289 pu puwble louold BGP IJos wpe luvedeldol
sldledlu guwol |[Js Azure 9g>9d [Jw9zso IUglue o ASA.

<#root>
ciscoasa#

show bgp sumary

BGP router identifier 192.168.100.1, local AS number 65000

BGP table version is 6, main routing table version 6

4 network entries using 800 bytes of memory

5 path entries using 400 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1640 total bytes of memory

BGP activity 14/10 prefixes, 17/12 paths, scan interval 60 secs

Neighbor \% AS MsgRcvd MsgSent TbTVer InQ OutQ Up/Down State/PfxRcd
10.1.2.254 4 65515 73 60 6 0 0

01:02:26 3

ciscoasa#

show bgp nei ghbors 10.1.2.254 routes

BGP table version is 6, local router ID is 192.168.100.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,



r RIB-failure, S Stale, m multipath
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight
*> 10.1.0.0/ 16 10.1. 2. 254 0
* 192.168.100.0/30 10.1.2.254 0
r> 192.168.100.1/32 10.1.2.254 0

Total number of prefixes 3
ciscoasa#

show bgp nei ghbors 10. 1. 2. 254 adverti sed-routes

BGP table version is 6, local router ID is 192.168.100.1

Status codes: s suppressed, d damped, h history, *
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Path

65515 i

65515 i
65515 i

Network Next Hop Metric LocPrf Weight Path
*> 192.168.2.0 0.0.0.0 0 32768
*> 192.168.100.0/30 0.0.0.0 0 32768

Total number of prefixes 2
ciscoasa#
ciscoasa#

show rout e

<<< This is the virtual network def

valid, > best, i - internal,

<<< These are the routes being advert
<<<

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

*

ia - IS-IS dinter area,

- candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.1.251.33 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via B.B.B.C, outside

B 10.1.0.0 255.255.0.0 [20/0] via 10.1.1.254, 01:03:33

S 10.1.2.254 255.255.255.255 [1/0] via 192.168.100.2, AZURE
C B.B.B.A 255.255.255.224 1is directly connected, outside

L B.B.B.B 255.255.255.255 is directly connected, outside

C 192.168.2.0 255.255.255.0 1is directly connected, inside

L 192.168.2.2 255.255.255.255 is directly connected, inside
C 192.168.100.0 255.255.255.252 1is directly connected, AZURE
L 192.168.100.1 255.255.255.255 is directly connected, AZURE

IJgb9s 5. lgool) louold zols gy IJudE. B o3l pold. 09 Ubuntu VM Iy s,Jd o Bbes Azure.

<{froot>



ciscoasa# p

ing 10.1.0.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.0.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/42/50 ms

oo el 1JBelds eds 1Jzols IUblo,s IJugss 1o, sew lo og)ue Idpszole lJos ledo
guol ASA Jduwelws Jel 09 po oz Wi 1duess.

Dashboard * Resource groups » CX-SecurityTLs-ResourceGroup » jyoungta-ubuntu-azure - Diagnose and solve problems > Effective routes

Effective routes

¥ Download U Refresh
o Showing only top 200 records, click Download above to see all.

Scope Virtual machine (jyoungta-ubuntu-azure)

Network interface Jjyoungta-ubuntu-azurdse ~

Effective routes

SOURCE STATE ADDRESS PREFIXES MNEXT HOP TYPE MNEXT HOP TYPE IP ADDRESS
Default Active 10.1.00/16 Wirtual network -

Wirtual network gateway Active 192.168.100.0/30 Wirtual network gateway AAAA

Wirtual network gateway Active 192.168.100.1/32 Wirtual network gateway AAAA

Wirtual network gateway Active 192.168.2.0/24 Virtual network gateway AAAA

Default Active 0.00.0/0 Internet -

Default Active 10.0.0.0/8 MNone -

Default Active 100.64.0.0/10 None -

Default Active 1721600012 Mone -

Default Active 192.168.0.0/16 None -

lweduiuld IJlgble gl oJlzol
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