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Configuration > Firewall > Objects > Inspect Maps > IP-Options O
Configure TP-Options maps,

IP-Options Inspeck Maps

Marme Description

Marne:

[I:esl:map ]

Descripkion:

Parameters ..............................................................................................

[ ] Allow packets with the End of Options Lisk (EQOL) option

Clear the option value from the packets

| Alowe packets with the Mo Operation (NOP) opkior

[ ] Clear the option value from the packets

[ ] Allows packets with the Router Alert (RTRALT)Y option

= - | -
iClear Ehe option value from the packets

| [ i, ] || iZancel || Help |
Loyl eliSee, tdla>Mo S .BSlso

Jbuoro_)k”)ijPd.op&Jp}JH@erouy p_pJ|_)h>U.oJL>J|dA|.9&.uoxA>J
.Cisco ASA

aslhsb testmap _ous 603> Laxd day > clis] pi .3

Configuration > Firewall > Objects > Inspect Maps > IP-Options
Confiqure [P-Options maps.

IP-Ciptions Inspect Maps
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B% Edit Service Policy Rule

I::"'3';1'3";'3'|_II'I_SI_I'E_'I_'IIEI'T Conneckion Sel:l:lngs QDS I"-JEI:FIDW
[ ] select all inspection rules

[ ] CTIGEE
[ ] DCERPE Canfigure. .
DMS Configure, .. DMS Inspect Map: migrated _dns_i
ESMTP Configure. ..
FTF Configure. ..
[]aTP Configure.
H.323 H.225 Configure, ..
H.323 RAS Configure, ..
[ JHTTP Configure,
[] 1M
[ ] ICHP Errar
[]1Ls
(] Configure.
I P-Options | [Cnnfigure...] |
[ ] IPSec-Pass-Thru Canfigure,.
1 raraD B
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B% Select IP-Options Inspect Map

() Use the default IP-Options inspection map

E.'|E.'E|I an IP-Options inspect map far fine control over inspeckion

Marne

Fesktmap

| I | | Cancel | | Help |
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B Edit Service Policy Rule

| Traffic Classification | DeFault Inspectinnsl Rule Actions

Protocol Inspection | Connection Settings | QoS | NetFlow |

[ ] select all inspection rules

[]CTIQRE

[ ] DiZERPC Configure, .

DS onfigure, .. DMS Inspect Map: migrated _dns_r
ESMTP Configure. ..

FTP Configure. ..

[]aTP Configure. .

H.323 H.225 Configure. ..

H.323 RAS Configure. .

[_|HTTP Configure. .

[ 1P

[ ] ICMP Errar

[]1s

[]1ma Configure..

IP-Cptions Zonfigure. .. J [IF‘-Dptinns Inspect Map: testmaﬂ
[ ]1IPSec-Pass-Thru Lonfigure, .

[ ] rrap Configure,

[ ] mMaCP Configure, . ol

bil,s o> e jgiell o Sow > aeledll olel2] il doMe §99 H9,0ll 03 (Juglall plaiuwl, .7
alay 3l 0ig & jisall 6,90i0ll JoSei9 ll Laxs

.dolell
O L hdresses | I
Wadd - Bk [osets + 4 4 B3 - O Frd B3 Owgran 7 Packet Trace ':"'“
Traffi Classificaon S '
; Fusde fictions ke
Madia Ervalibind Malch Sireh Dt inakaon ChracE Tiii ey
'E\uba P:k:rdnbd_pok\-‘ M
=1 1P Pistwacrk. Chjects
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Inspe=ct ESMTE
Inesp=it FTF
Tnsgsicl H323 HIDS
Insgeect HIZ3 RAS
([Tt ~Cheficis Fap Eesciaag |
Trspeect FETERE
Inspeit REH
Inagssct RTSE
Inspect SIP
Tresguaci SETWRY
Inespeect SOULMET
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Inesp=zct SUWRFC
Inigssct TFTP
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Cisco 0 ASA

ci scoasa(config)#policy-map type inspect ip-options
t est map

ci scoasa(confi g- pmap) #par anet er s

ci scoasa(confi g- pmap-p) #nop action all ow

ci scoasa(confi g- pmap- p) #exi t

ci scoasa(confi g)#pol i cy-map gl obal _policy

ci scoasa(confi g- pmap) #cl ass i nspecti on_def aul t

ci scoasa(confi g- pmap-c) #i nspect i p-options testmap

ci scoasa(confi g- pmap- p) #exi t

ci scoasa(config)#wite menory
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B= Edit Service Policy Rule

Pork

2745

a3

21

2123, 3386
1720
1718 - 1719
&0

389
]
2427, ETET
137 - 138

1646

111

al4

554

a0a0

Following services will match the default inspection traffic:
Service Protocol

ctigbe tcp

dns udp

ftp kep

gkp udp

h3z3 - hzz5 kcp

h323 - ras udp

hkkp kcp

iin:mp icrmp

lils tep

mgcp udp
nethios udp
radius-acck udp

FpC udp

tsh kcp

rksp tcp

sip kcp

2o JSuiy oueSil Jac 2T punsl] 138 paciuwl
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